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NEW RELIC APM PRO POWER-PACK

CHAPTER 1

NEW RELIC OVERVIEW

OVERVIEW

New Relic is an on-line subscription service that captures data and information about web-based
applications. Users of the service can measure performance of their applications which helps
determine potential service delivery issues. The class of tools New Relic falls under is called
Application Performance Management (APM).

New Relic works by installing one or more software agents on each application server in a given
environment. The agent harvests data pertaining to the local application and then sends it back
to New Relic’s on-line system. The data is then presented to subscribers in the form of charts and
graphs, which allows users to visualize the performance and health of their application.

New Relic works at the OS and application layers by inserting a tracking agent directly within the
application language. Web based applications such as PHP, Python, Ruby, and Java are fully
supported. When a web resource or page is requested by a client browner, the application server
(such as Apache) loads the server-side programming compiler which includes the agent module
provided by New Relic. Metrics for number of page transaction, database queries and
connections, browser transactions, geographic information are just some of the metrics New Relic
reports against.

SUBSCRIPTION SERVICE TYPES

New Relic provides three different subscriptions types.

Subscription Type Cost Support Data Retention API
Lite Free 24 Hour Data 24 Hour V1
Pro $149.00/mo. host Unlimited Gold Support V2
Enterprise Bulk Pricing Unlimited Dedicated Acct Mgr. V2

Lite (free) subscriptions all begin life as a Pro account, however after 14 days, access to the V2
APl is disabled and metrics are no longer available through the APl. Because of this it's
recommended that all Lite customers use the New Relic APM Lite Power-Pack.

Pro and Enterprise are the same functional account types and may use the New Relic APM Pro
Power-Pack.

1 © 2013 Sciencelogic, Inc. All rights reserved
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NEW RELIC API’S

New Relic has two different API’s; these are known as APl version 1 and APl version 2. Both API’s
are web-based and leverage REST principles for accessing data. Integrating products such as
Sciencelogic talk directly to these API’s to retrieve data.

The differences between APl vl and APl v2 are moderately significant; however both are
restricted by the type of subscription account the user has. Although both API’s are available to all

subscribers, all metrics functionality is disabled to lite (free) customers except for the API v1
Application Summary metrics, also known as the Thresholds page.

This has led to a substantial amount of confusion among customers because New Relic does not
necessarily announce this limitation. And because all a lite accounts begin life as a pro account,
subscribers may be able to deploy the SciencelLogic New Relic APM Pro Power-Pack within the

initial 14 day trial window and see detailed data.

Application Programming Interface

After the 14 day trial has expired, New Relic
will revoke access to the portion of the API
which provides metric data. This will cause
metric collection in Sciencelogic to fail and the
system will eventually stop trying. After the trial
period the only metric data which is available
can be obtained from the API v1.

lt's highly recommended that all lite
subscribers use the New Relic APM Lite Power-
Pack to avoid this confusion after the trial
period has expired.

POWER-PACK SOLUTION

The Power-Pack for New Relic is designed to provide integration and
visibility of your applications within the SciencelLogic management system.
Customers can provide multi-tenant visibility of managed end-points while
leveraging all the powerful operational tools Sciencelogic provides.

[ it

Application

New Relic Applications are modeled as distinct

“devices”, based on their application type. For

lja-u.i instance a Java application will appear as Java
Applications “device” (right) in Sciencelogic. Each class of application will be modeled in

a container device of that class of application, for instance Java
Applications device represented as a folder (left). The same principal applies
to PHP, .NET and other application types.
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Above: Example of discovered New Relic Pro subscription with Java and PHP applications.
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CHAPTER 2

INSTALLING THE POWER-PACK

OVERVIEW

In this chapter we will install the New Relic APM Pro Power-Pack and then configure the credential
for manual alignment of data collection.

Requirements

A valid user name and password for New Relic
A valid admin user name and password for Sciencelogic

INSTALLATION

Obtain the latest copy of the New Relic APM Pro Power-Pack. In this document we will be using
version 0.9.3.4 of the Power-Pack. Using normal Power-Pack installation procedures, got the
System tab, select Manage\Power-Packs, and then select the Action button, and select “Import
Power-Pack”.

|| system

nections

Eventz  Clzzzez  Reports  Widgets  Dasshbdz Actions Creds Tokt Tol XELT Dev Tpl 1D Jite Create New Power-Pack™ '
| | | | | | | | | I o T ]

- 2]293 - - - - - _ _ _ q e Inztall Power-Pack™ =)

2]4 2]3 = = = — - — - — 2 emradmin 2013-10-11 18:02:05 d

Locate the Power-Pack file, and then select the Import button.

Import Power-Pack™ Close / Esc

C:\fakepathiNew_Relic_APM_Pro_Version-0_9_3_ijElcr

C_mm >

Click “Install” to begin the import process.

License:

4 © 2013 Sciencelogic, Inc. All rights reserved
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Power-Pack Installer Close | Esc

Iinstall Power-Pack™ | New Relic APM \

Package Information GUID: A43CCSEFDC4BFSSTDOOFBOSBFDASS23E Revision: 273 Exported From: 7.3.7.3

Created: 2014-04-22 15:08:07 Updated: 2014-11-05 153315 Compiled: 2014-11-05 15:33:20
Package Content o
Dynamic: Application ersion GuiD Action

1. Mew Relic: *Collection & Discovery 0.9 FES542E3A416EFEFGD23TEDODS031433 update D
2. Mew Relic: Applicaticn Cenfig 0.9 1790A1898D1CCSDED0%288CAABRIES3A update
3. Mew Relic: Application Summary 0.9 CE891EDATIZO2AFAGC24TI0B 20ESEEA4F update
4. Mew Relic: Database Stats 0.9 BCES9B 3BBETEC29FE315225FFOS0298E update
5. Mew Relic: End-User Stats 0.9 DCO2FF244C353162B00F25FESETTBES8 update
6. Mew Relic: Java Applications 0.9 BB2BAB2TADSCABZ1FS54TC20B04456AF update
7. Mew Relic: Java Applications Group 09 4835B02EDOFEETSDOEDSSCIBBESS3IEDA update
8. Mew Relic: Java Database Stats 0.9 SCBBTBCSEB314TDE2DFCAZ44F1EDETAS update
9. Mew Relic; Java Garbage Collection 0.9 SE8050TBE240ETTS120FAB202A624TETD update
10. Mew Relic: Jawva Memory 0.9 AEBT3801E1233FDCCBE2317CDTDTOF31 update
11. Mew Relic: Java Sessions 0.9 DCSCB89451F4A63CC008C20C0E0DDFS9 update
12. Mew Relic: Java Threads 0.9 27FD31DA3SCOFDFEBS44EBEC22BESEBE  update

13. Mew Relic: Memcache Stats 0.9 SEEAASS2C40TI0EEF4DDSSAEACS3S4CA  update 4

Installation Key: WOyeOIlj&rHFOj2Fngdo+uEwtmGFEE SdmOWh4vK S+ Gv4jFOz 5+ xkmd pzgkfMTFSES ZWI0RuO LMy ESrrglUHC™

Once the Power-Pack is installed, proceed to the next section to configure the credential.

5 © 2013 Sciencelogic, Inc. All rights reserved
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CHAPTER 3

KEYS AND CREDENTIALS

NEW RELIC KEY

To integrate Sciencelogic with New Relic, you must activate the New Relic APl access and get your
API key from your account settings. The New Relic APl key is needed in the Sciencelogic
credential.

Sign in to the New Relic user interface at: https://rpm.newrelic.com/

New Relic.

+ Email
joeuser@mydomain.com

Use SAML? Provide just your email and sign in.

+ Password

Keep me signed in for 2 weeks

or Sign o

Forgot your password?
Or are you having problems logging in?

r Y_"-v—v ——

In the top right menu, click on your company name, then select the Account Setting item.

6 © 2013 Sciencelogic, Inc. All rights reserved
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Joe User

Account admin

1 Notifications

Fif

User preferences
Account settings
Upgrade subscription ad

Documentation

LOG OUT "

On the right of your screen, under account information, you will see a License Key, copy the
entire string.

License key

@ngﬁ 799991812 def6eabdcTe0310h @

CREDENTIAL
With the Power-Pack Credential Editor [54] Close/ Ese
insfolled, we can Now Edit Basic/Snippet Credential #54 New Reset
configure our credential. Basic Settings
. Credential Name
Navigate to the System tab, New Relic | API Key | Example
select Manage\Credentials. Hostname/IP Port Timeout(ms)
. api.newrelic .com 443 5000

Locate the “New Relic | API _—

. Username Password
Key | Example” credential @ wriker_coes rere >
and then click on the ~——

o [ save | savens |

wrench to edit it.

7 © 2013 Sciencelogic, Inc. All rights reserved
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In the “Username” field of the credential, enter the New Relic APl Key that you identified above.
Make sure you “Save As” and provide a new Credential Name.

Note: Each credential is bound to a specific New Relic account. Use the “Save As”
button to duplicate credentials.

8 © 2013 Sciencelogic, Inc. All rights reserved
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CHAPTER 4

SETTING UP A DEVICE

DISCOVER ROOT DEVICE

In this chapter we will create a pingable device for the New Relic API service itself. The New Relic
APM power-pack includes a “Ping Device” device class that can be manually aligned to any

pingable device. Once a device is discovered we will manually change the device class.

The

advantage of using ping or physical device is that you can also monitor the New Relic API service,

such as port 443.

First, create a new discovery session. Resolve the New Relic APl server IP address by issuing a
ping command on the EM7 command line interface:

[root@em7 ~]# ping api.newrelic.com

64 bytes from rpm.newrelic.com (204.93.223.152): icmp seq=1 ttl=241 time=39.1 ms

Create a new Discovery

Discovery Se=ssion Editor | Editing Ses=ion [10]

New Reset

. d h d Detection and Scanning
5655|on/ an t en enter IP Address Mgcovery List Initial Scan Level e Dizcover Non-SNMP Model Devices
(204.93.223.152
’rhe IP Gddress Of 1’he New J © [ 1 5ystem Default recommended) [+ (7] @
. . Scan Throttle Duplication Protection
P
Re|IC API server |n10 ﬂ"le IP |[S‘,rstem Default (recommended) Ele (7]
. o Upload File )
Address List field. Select P Port Scan AllIPs Collection Server PD 1
| [ System Default (recommended) El (7] em?_ccordra Q
“Di Non-SNMP” B
Iscover on- Port Scan Timeout ° Organization
. . SHMP Credentials Syatem Default ded
setting, and then click on FITT @ || [LSystem Detaut (ecommended) [»] @ | | [isystery ]@
h |_Cisco_CUCM_Lab F Detection Method & Port Add Devices to Device Group(s)
the Save button. CENT Defaut vz _ © || [Fome croatc a doviee g 2t 1210
|_EMT Default V3 T UDP: 161 SNMP |E|
|_LifeSize: Endpoint SHMP | & TCP: 1 - tcpmux
_SNMP Public W1 i TCP: 2 - compressnet
L LD Oublic 107 TCP: 3 - compressnet
Other Credentials TCP: 5 -
Basic/Snippet & TCP: 7 - echo
|_Cloudkick - Example |E| TCP: 9 - discard
|_Dell iDRAC wsman TCP: 11 - systat 1l
|_Dell iDRAC WSHAN TCP: 13 - daytime:
|_Dell iDRAC WSMAN - Support TCP: 17 - qotd Apply Device Template
|_EMC - Example &2 TCP: 18 - msp - | [ Choose a Template | lz‘e
Oe

9 © 2013 Sciencelogic, Inc. All rights reserved
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Run the discovery session by clicking on the lightning bolt icon. EM7 will find the device and
model it as a “Ping ICMP” device class.

7 Sciencel ogic and New Relic Management Center - Google Chrome

D 192.168.41.73/em7/index.em7 Texec=admin_auto_discovery_logs&Qid=10

Discovery Session | Discovery Session Complete

Diate Time Discovery Log Message Class Type

1. 2013-01-29 17.03:13_Begioniog suio-discovery session
2. 2013-01-23 1787 204.92.223.152 (7 Discovered and modeled new device

3. 2013-01-29 17:03:19 Auto-diIscovery session completed

m

From the discovery results window, navigate to the new device by clicking on the device icon. By
default the device will have a standard “Ping Device” icon and device class. You may change this
to a New Relic device class for better identification.

Click on the “toolbox” icon next to the device class, then select the “New Relic | Ping Device”
device class, which is located at the top of the list under “NON-SNMP-CLASSES”. Click the Apply
button to save changes.

Select New Device Class Close / Esc

AL, e 1 e s
Mew Relic, Inc. | Python Applic ation
Mew Relic, Inc. | Python Applic aticns D
Mew Relic, Inc. | Ruby Application

MNew Relic, Inc.
elic, Inc. | Service Account

< [Mew Relic, Inc. | Service Device (Pingable)]

elic, Inc. | Service Device Lite (Pingable)
MNode | AWS ST o

OpsWorks Service | AWS OpsWorks Service
OpsWorks Stack | AWS OpsWorks Service
Oregon | AWS Region US West (Oregon)
Postgres | Postgres Server

RDS Service | AWS RDS Service

Redis Cluster | AWS ElastiCache Redis Cluster
Redis Mode | AWS ElastiCac he Redis Nede
Redshift Service | AWS Redshift Service
Region | AWS Region

Route 53 Service | AWS Route 53 Service
RTMP Distribution | AWS CloudFront RTMP Distribution
53 Bucket | AWS 53 Bucket

© 2013 Sciencelogic, Inc. All rights reserved
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Once complete your pingable will be identified as a New Relic device.

Relationships | __ Tickets | _Redirects | __ Notes |

Physical Device
Cloud.Service
Service Device (Pingable) O New Relic
0 days, 0D:00:00
2014-11-21 11:07:00
r CUG | emT_ac

Orga nization Asset

You may also wish to change the device name to either the FQDN or another name that illustrate
your service account. In this cause we renamed the device the api.newrelic.com.

Tresholds | Colections | _Monitors |
—— Rolationships | Tickets | Redirects | Notes |

api.newrelic.com =d Type  Physical Device

50.31.164.158 | 3 Cloud Service
New Relic, Inc. Service Device (Pingable) O New Relic
System 0 days, 00:00:00
Active o 2014-11-21 11:07:00
Group / Collector |(CUG | em7_ao
Device Properties Organization Asset
Actions Reset Guide
Identification
Device Name IP Address Organization
api.newrelic.com - [50.31.164.158 - verified] v & [System] A ﬁ
Monitoring & Management Preferences
Device Class MNew Relic, Inc. Service Device (Pingable) - 2l Auto-Clear Events
L
Jri v v
SMMP Read/Write [ Mone] [ Nene ] Accept All Logs
Availability Port  [ICMP] T [ICMP] v 7 =i
Latency Port  [ICMP] ¥ [ICMP] v Daily Port Scans
rd
Avail+Latency Alert  [Disable] b
Auto-Update
User Maintenance [Disabled] ¥ [Maintenance Cellection Enabled] ¥ w
i v v
Collection [Enabled] [CUG] Sean Al IP's
Coll. Type [Standard] v
Critical Ping [Disabled] b Dynamic Discovery
rd
Dashboard MNone v

Preserve Hostname

Event Mask [Group in blecks every 10 minutes] ¥ v

Disable Asset Update

© 2013 Sciencelogic, Inc. All rights reserved
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CHAPTER 5

ALIGNING DCM DYNAMIC APPS

ALIGNING THE APP

With the device modeled, click on the device
properties page, then select the Collections tab.
Next, click on the Actions button, then select
Add Dynamic Application.

In the Dynamic Application modal, type “New
Relic” in the search box, then select the “New
Relic: *Collection & Discovery” application.
Next, select the credential you configured in the
previous chapter.

Click “Save” to save your settings and you will
be returned to the Collections page.

|_Expand | _Action | Reset | Guide |

Tyes
enfiguration
enfiguration

My Bookmarks (Ctri+Alt+B)
Create a Ticket (Cirl+Alt+Enter)
Custom Navigation

Device Children

Device Groups (Ctrl+Al+D)
Notepad Editor

Product Catalog

Report Creator

Resource Usage (Ctri+Alt+U}
Wir

Add Dynamic Application

~—

S
7

=R

Note: ONLY align the below defined Dynamic Applications. All other applications will be

automatically aligned for you!

Manually Aligned Dynamic Applications

New Relic: **Collection & Discovery

All Dynamic Applications operating on a collection frequency of 5 minutes, as a result it will take
about 10 minutes for all DCM devices to be modeled and discovered. Once complete, you may

view the Component tree in the Views tab.

12
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)
free

After a few minutes you should begin seeing performance data.

e T snnary | putomanes | tuwomwr_|_couns 1T
[ lows | Evems | Tickets | | o ] o

= prod-app01-ampapp0101 Type  Component Device
&7 oy Applieation
New Relic, Inc =ss  Java Application
System Uptime 0 days, 00:00:00
api.newrelic.com Group / Collector (CUG | em7_ao

Java Applications

Ovenview m New Relic: Java Memory | Non-Heap Memory Used

Mew Relic: Web Transactions Zoom From: |11/20/2014 01:53| To: |11/21/2014 11:10
New Relic: End-User Stats
Mew Relic: Application Summary
MNew Relic: Java Threads JI
Mew Relic: Java Memory r\\‘ﬂ f M n | l i IS 8 ’—.‘ r‘l

Heap Memory Used || | \\ IHI || | \!l | 2014-11-2103:30:00 | |‘ '

Heap Memory Used per Host 4\ | ‘ \ { Non-Heap Memory Used (MBytes): 55.3 GB | NV

Mon-Heap Memory Used I | | | = I I A \

Non-Heap Memory Used per . . . . o = ) B

Host
New Relic: Java Garbage Collection 1
MNew Relic: Java Database Stats l

\
04200 o800 12:00 16:00 20:00 21.Nov 0400 0800
12:00 20. N§ 1 21, Mo
| | m ]
Data Type/Label h " M " 2 i
ata Typa/Labe Graph Type Mouse-ouer 2 W vg
Date Range Selection W, e e s " : - o
W4 Non-Heap Memory Us: line ¥ 553 23,100 51,300 41808 0

Start 11192014 11:18: [

End 11/21/2014 11:18:

© 2013 Sciencelogic, Inc. All rights reserved
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CHAPTER 6

ALERTS AND EVENTS

OVERVIEW

There are 36 different Events and matching Dynamic Application alerts included with the New
Relic Pro Power-Pack. Each of these events relies on state-based data collected every 5 to 10
minutes by a corresponding configuration or performance dynamic application.

Mew Relic: Apdex Critical Dynamic  Enabled  'Yes
Mew Relic: Apdex Healthy Dynemic Enabled  Yes  |FESSiym
MNew Relic: Apdex Major Dynamic Enabled Yes Major
New Relic: Apdex Score Exceeded Critical Thresheold Level Dynamic Enabled Yes
New Relic: Apdex Score Exceeded Major Threshold Level Dynamic Enabled Yes Major
MNew Relic: Apdex Score Returned to Healthy from Critic al Dynamic Enabled Yes -
Mew Relic: Apdex Score Returned to Healthy from Major Dynamic Enabled Yes -
Mew Relic: Application Busy Critical Dynamic Enabled Yes
Mew Relic: Application Busy Healthy Dynamic Enabled Yes -
MNew Relic: Application Busy Major Dynamic Enabled Yes Major
MNew Relic: Application Errors Above Threshold Dynamic Enabled Mo Minor
MNew Relic: Application Errors Above Threshold Dynamic Enabled Yes Minor
MNew Relic: Application Errors Returned Below Threshold Dynamic Enabled Mo -
Mew Relic: Application Errors Returned Eelow Threshold Dynamic Enabled  Yes  |FSSiN
MNew Relic: Application Memory Returned Below Threhold Dynamic Enabled Yes -
MNew Relic: Application Memory Usage Excesded Threhold Dynamic Enabled Yes Winor
MNew Relic: Application Requests Per Minute Exceeded Threshold Dynamic Enabled Yes Winor
MNew Relic: Application Reguests Per Minute Returned to Healthy Dynamic Enabled Yes -
New Relic: Application Response Time Exceeded Threshold Dynamic Enabled Yes Minor
Mew Relic: Application Response Time Returned to Healthy Dynamic Enabled Yes -
MNew Relic: Database Response Time Exceeded Threshold Dynamic Enabled Yes Minor
New Relic: Database Response Time Returned to Normal Dynamic Enabled Yes -
New Relic: End User Apdex Dropped Below Threshold Level Dynamic Enabled Mo Major
New Relic: End User Apdex Returned to Healthy Level Dynamic Enabled Yes -
Mew Relic: End User Apdex Returned to Healthy Level Dynamiz  Enabled  No Healthy
MNew Relic: End-User Apdex Fell Below Thresheld Level Dynamic Enabled Yes Minor
MNew Relic: Error Rate Critical Dynemic Enabled  'Yes
New Relic: Error Rate Exceeded Critical Threshold Dynamic Enabled Yes
New Relic: Error Rate Exceeded Major Threshold Dynamic Enabled Yes Major
MNew Relic: Error Rate Healthy Dynamic Enabled Yes -
MNew Relic: Error Rate Major Dynamic Enabled Yes Major
Mew Relic: Error Rate Returned to Mormal Levels from Critical Dynamic Enabled Yes -
Mew Relic: Error Rate Returned to Mormal Levels from Major Dynamic Enabled Yes -
New Relic: Response Time Critic al Dynamic Enabled Yes Critical
New Relic: Response Time Healthy Dynamic Enabled Yes -
MNew Relic: Response Time Major Dynamic Enabled Yes Major

© 2013 Sciencelogic, Inc. All rights reserved
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CHAPTER

DASHBOARDS AND METRICS

OVERVIEW

There are several example dashboards are packaged with the New Relic Pro Power-Pack. The
below example is a Java Application Performance dashboard that provides a cross-application
view of performance against the top 25 Java Applications.

I
TRIAL LICENSE: 73 DAYS REMAINING

ciencelogic =

T T B T Y TS T Y

hboards

Quick Add  Actions Reset
Pause
Java Heap Memory Used [Application S elector] | Appicatin CPUUSage %)) 1 -]
k
1 [2n [an Lo a2l 2anl 20 130 a0 [0 [ 70 | 128
ppO1-Jmsamp010t No Organizations Selected Mo Devices Selected
prod-app02-£as0204- prod app01Ims0101
prod-8ppO-ms0z01 =
TR S Custom Event Table -
prod-app02-msampd
prod-app0i-ampap | _ 14
od-2ppOi-easD102- prod-app03-6as03 <
i\ 2-cos]
A AU T riow rcic_pcex 11 vysem | appravicioncal ~ | — |~ |ROETONETRICIMR N
| prosape02-e9s0 200 AN TR mgm _—_mm 2 - 201441311 0
iR L] T New Relic: Apdex S{i iSystem |JA Translatid] I I e 22 e - 2014-11-21 1120
esonso «sw-———smmm BRI (P
| bros-app0r-essoani 4153 )NNew Relie: Error Ra fysystem  iproc-wedi twkZ3hs -~ 2014111311 O
prod-app01-easD104 prod-app01-as0103 |17 DNew Relic: Apdex S| jSystem Wmlmw S = = 1wk 23 s ~ 2014111607 0
A~ 750 @New Relic: Applicati §System  MclientmanMinor ~ —  —  — iwk3days - 201411211140 AT Ad —al
LA ki 805 @New Relic: Applicati §§System  M\Welcome Minor ~ —  ~  — 1wk3days -~ 201411211140
proc-app01-2as0101- = 4217 @New Relic: Applicat g§System  fusermanaMinor  —  —  — 1wk23hrs = e N Matehing Data [l admin-console: — proc-app0i-eas0i0i
1613 @New Relic: Applicati gljSystem  Doppra02ciMiner  —  —  — GminsSTse 2014112111 0 prod-app0i-easti0d: — prod-app0i-east 02 - prod-app02-easD204:
1514 EBNew Relic: Anolicati iSystem  Doord0eMinor -~ = AminsSse . 20141121110

Java Heap Memory Used (GB) - |l Java Garbage Collection: Mark Sweep -l Java Threads (5 mins) =

2518 125000
. 1500
oTE 3 (\—\ . g = [\/\ (\Al 100000
1578 < ’\/\ Ji— 100 75000
18 50000
500
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Some post-install configuration may be needed for the event widget because of limitations in the
import process maintaining event definitions.

There is also a Database Performance dashboard for applications database metrics (Requires
New Relic agent)
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There is also an Application Summary dashboard.
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