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Introduction

Overview

This document is designed to help administrators integrate ScienceLogic EM7 management
system with the PagerDuty Incident Management Saa$ service. This chapter will help prepare you
for the integration tasks.

Who Should Read This Manual?

Any EM7 administrator who wants to integrate with PagerDuty should read this manual. This manual
might also be helpful for EM7 users who want to understand how PagerDuty integration works.

Prerequisites

e Requires PagerDuty service account
e Requires Sciencelogic EM7 7.2.2.x or better
e Requires administrative accounts for both products

Integration Steps

To integrate PagerDuty with SciencelLogic the following steps will be required.



Create PagerDuty API Service

Import PagerDuty Power-Pack into Sciencelogic system
Create credential for PagerDuty API

Align Sciencelogic Run Book Automation policies
Advanced Integration (optional)

It is recommended that you familiarize yourself with the ScienceLogic Run Book Automation (RBA)
functionality before activating the PagerDuty Power-Pack. The default PagerDuty RBA policies are

very broad and will create new PagerDuty incidents for every event in Sciencelogic that is of

severity minor, major, and critical.

Understanding the Sciencelogic PagerDuty Integration

The Sciencelogic PagerDuty integration Power-Pack offers several key functions areas:

1.

-

Run Book Automation policies to trigger, resolve, and acknowledge events from
Sciencelogic to PagerDuty

Dynamic Application to collect PagerDuty performance metrics, and synchronize incidents
acknowledged from PagerDuty.

PagerDuty performance KPl dashboard with historical dynamic trending.

PagerDuty example credentials for both Run Book Actions and Dynamic Applications
PagerDuty device classes and icons for both Pingable and Virtual devices.

The PagerDuty integration relies on Run Book Automation policies to “push” both events and
related event actions to PagerDuty. Activities emanating from PagerDuty, for instance
acknowledging an incident, are synchronized through a Dynamic Application. The below
diagram shows the dataflow for how Sciencelogic events and PagerDuty incidents are
synchronized.
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Incidents resolved in the PagerDuty will not automatically resolve events in Sciencelogic. This is because

most events in Sciencelogic will automatically resolve themselves if they are no longer active or

detected. For instance, if a monitored device is detected as being unavailable, Sciencelogic will create

an event, and then create an incident in PagerDuty. If the incident in PagerDuty is resolved but the

device is still detected as being unavailable, Sciencelogic will automatically create another event and

PagerDuty incident. However if the incident is resolved in PagerDuty, but the event still remains in

Sciencelogic, duplicate events will be suppressed. Once the event is no longer valid, SciencelLogic will
automatically resolve the event and update the incident in PagerDuty.
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Configure PagerDuty

Overview

In this chapter we will create a PagerDuty “Generic API” service in the PagerDuty web portal for
the Sciencelogic Run Book Automation integration. We will also add an APl access key for
Sciencelogic Dynamic Application performance and synchronization. Both steps will require you
record the “key” to add to the respective Sciencelogic credential. You will need administrative
access to your PagerDuty account.

Add API Service (for Run Book Automation)

Login in to your PagerDuty portal using an administrator account. Click on the “Services”
navigation menu at the top of the page, and then click on the “Add New Service” button.

s Escilation Policies  On-Call Schedules sers  Reports ~ Account Settings APl Access Support Feedback

SerViCES =+ Schedule Maintenance

Semvices Maintenance Windows

Enter a “service name” (in our example we used Sciencelogic Nofifications), and then select
“Generic APl system”. Once done, click the “Add Service” button.



Add a Service

Service Details

Semvices are used to integrate your monitoring tools with the PagerDuty alerting system.

Service name | Sciencelogic Motifications

Enter a descriptive name for the service. Eq_Tlag ost checks™ or DB Servers™.

Escalation policy Default

The policy specifies who will be alerted when faults are reported by your monitoring tool.

Service Type © @ Generic email system

Any system that can be configured to send email.

) Generic API system
Any system that can be configured to make an HTTP API call.

@ Cloudkick
The Cloudkick cloud server monitoring system.

@ Keynote
The Keynote web and mobile performance monitoring system.

@ MNagios
The Nagios network and infrastructure monitoring system.

@ Pingdom
The Pingdom uptime monitoring system.

@ Server Density
The Server Density server monitoring system.

@ SQL Monitor
The Red Gate SQL Monitor database monitoring system.

Add Semvice Cancel

Copy the “Service APl Key”, as this will be needed for the SciencelLogic Run Book Automation
credential.



Incidents

Senvices Es

Service: ScienceLogic Notifications

74 Edit this senice

x Delete this senice

Manually open a new incident

Currently Active

In Progress

Mo maintenance windows currently
in progress.

Upcoming
MNo maintenance windows
scheduled in the future.

& Schedule new maintenance
® Disable this senice

1-Click | diate Maint e

5 min

15 min || 30 min || 60 min

APl integration guide

Click here to access the
documentation for the PagerDuty
integration APl

0 Triggered

General Settings
Service name @

Enabled @

Sciencelogic Notifications
Yes

Escalation policy @  Default

Integration Settings

Service

Service APl key @  85ec93fdfed ed6cbbfcic2d6d20699¢cd

Incident Settings

Incident ack timeout @  Enabled: Acknowledged incidents time out after 30 minutes

Incident auto-resolution @  Enabled: Open incidents will auto-resolve in 4 hours

Incidents
' Resaolve Acknowledge Reassign
# % | Opened On v | Status

EEm | e

For your records, record the PagerDuty Service APl key:

Service APl Key:




Add API Access Key (for Dynamic Application)

Login in to your PagerDuty portal using an administrator account. Click on the “API Access” on
the navigation menu at the top of the page. If there is no APl Access Keys defined, create a new
key. Add a description for the key, for instance Sciencelogic Synchronization, and then select the
“Create Key” button.

jIJIT'T' ccord ncelogic.com
KEIEC,

On-Call Schedules Use Reports Account Settings APl Access Support Feec

API Access Keys

Create New APl Key

You currently have no API keys. Add one to get started.

Description

Create Key

~N—

What do | do with these?

For more information about
authenticating using an AP key.
please consult our developer site.

When complete, copy the APl key for use with the ScienceLogic Dynamic Application Credential.

API| Access Keys

| Key

Description Created At Create New APl Key

RIUFPsfeXs)2VcYD23zs Sciencelogic Synchronization May 22 at 11:55am Remaove

Description

Create Key

What do | do with these?

For more information about
authenticating using an APl key,
please consult our developer site

For your records, record the PagerDuty APl Access Key:

API Access Key:
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Importing the PagerDuty Power-Pack

Overview

In this chapter we will install the PagerDuty Power-Pack and then configure both the Run Book
Automation credential and the Dynamic Application credential.

Installation

Obain the latest copy of the

“PagerDuty Integration” Power-
Pack. In this document we will be

Install Power-Pack™ | PagerDuty Integration Pack - PILOT Version 0.72 [ Publisher: ScienceLogic, Inc. |

Package Information GUID: 3EBAC353F6385CEEASO3BB1542A983FD Revision: 170 Exported From: 7.2.2.7

using version 0.7 .x Of ’rhe Power- Created: 2013-03-20 13:57:23 Updated: 2013-05-22 10:12:01 Compiled: 2013-05-22 10.12:08
PGCI(. Package Content =
Dynamic Appiication Version sUID Action
1. PagerDuty: Synchronization & Performance 05 E180933654BF06FS3E14E1D7080AC339 install
Using normal Power-Pack Evert Py Tive oup ion
. . 1. PagerDuty: A ge Incident Level Diminished Below Th Dynamic  D23FSAAZSAAECATI62860D3880D5CTAZ install | |=
| ns"‘o I Io‘h O n p roced U res, g 01‘ 1‘h e 2. PagerDuty: Acknowledge Incident Level Returned to Nermal Dynamic 4ES8DDC319CA417871634CEFABBOETC1S install
Dashboard Nams GUID Action
SY51e m 1‘0 b 7 se | eCT MO n O g e\ Powe r' 1. PagerDuty: Performance 2162T9CTE3024F085FB49132B0TFBS0D install
Packs, and then select the Action Fun Sook Pocy sup oton
1. PagerDuty Acknowledge Incident ETFEEFDAAO3AB31D0F251454E90CT369 install
b Uﬂ-o n, an d se I ecf “ | m po r-|- Powe r- 2. PagerDuty Reolve Incident 394F31816C3F2FCEBE49ATT02ZB64A3FE install
! 3. PagerDuty Trigger Incident CCOCFAC3A43DD0E2FAAETDDS38DFSAB3 install
Pack” Locate the P Pack fil
ac ocdre the rower-rack rile, Run Bok Agtion pation Tyos Run Context GuID gion T

and then select the Import button.

Installation Key: | 99D2gHrXtSbWUZzGWEx3+5JFODS61 Kpidd TWrig4DvTS2IWWEWkaxvhLay39miBG2XAzezdHINAIBIrN 7Y PSHY =

Click install to begin the import
process. Once the Power-Pack is
installed, proceed to the next section to configure the credential.




Configure RBA Credential

With the Power-Pack installed, we can now configure our Run Book Automation credential.
Navigate to the System tab, select Manage\Credentials. Locate the “PagerDuty RBA Credential”
credential and then check on the wrench to edit it. In the “Username” field, enter the PagerDuty
“Service APl Key” you copied from the previous chapter. Click the Save button to update the
credential, or use the Save As button to create a new credential.

Credential Editor [60] Cloze | Esc

Edit Bazic/Snippet Credential #60

Basic Settings
Credential Name

[PagerDuty RBA Credential

Hostname/IP Timeoutims)
|events.pagerd uty.com | |4-43 | |5EIIIIEI

P ke S Password
|853c93fdfM&dﬁchbchchﬁdzﬂﬁﬂfEde

S —

Configure Dynamic Application Credential

The Dynamic Application credential is needed if you wish to synchronize incident changes from
PagerDuty to Sciencelogic. Navigate to the System tab and select Manage\Credentials. Locate
the “PagerDuty DA Credential” credential and then check on the wrench to edit it.

In the “Username” field, enter the PagerDuty “APl Access Key” you copied from the previous
chapter. In the Hostname field, add the URL of our PagerDuty account, for instance:
http://mycompany.pagerduty.com. This should be the same account that you use to access your
PagerDuty administration interface. Click the Save button to update the credential, or use the
Save As button to create a new credential.



http://mycompany.pagerduty.com/

Credential Editor [61] Cloze | Esc

Edit Bazic/Snippet Credential #61 New Reset

Basic Settings
Credential Name
[PagerDuty DA Credential |

/T&nameﬁ\ Fort Timeout(ms)

( |https:.f.fsu:iencelugic.pagerduty.cum | |JH\ | |5EI-IZI-IZI- |
Username Password
N\ROUFPsfeXs)2vcyD23zs rd [ |

\_;/

=
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Configure Run Book Automation Policies

Overview

In this chapter we will configure the PagerDuty Run Book Automation Policy, aligning the
credential, and begin sending events to PagerDuty. The Run Book Automation policies provided
by Sciencelogic will create outbound incidents in PagerDuty.

Run Book Actions

Navigate to the Run Book Actions page by clicking on Registry tab, then Run Book, and then
Actions. You will notice three PagerDuty actions.

1. PagerDuty Trigger Incident
2. PagerDuty Acknowledge Incident
3. PagerDuty Resolve Incident

Each of these actions performs a different function and allows you to align different Automation
policies based on your business needs. To configure these actions, we muct manually edit each
and align the proper PagerDuty credential that contains the PagerDuty API key.

Edit each Action by clicking on the yellow wrench, then select the PagerDuty Credential, then
select Save.



Action Editor Cloze | Esc

Policy Editor | Editing Action [9]

Action Name Action State
|PagerDuty Acknowledge Incident (acknowledge existing) | | [ Enabled ]

Description

LAcknnwledge.s a PagerDuty Incident

Organization Action Type
| [ System] EI |Run a Snippet

— Snippet Credential \ Action Run Context
| PagerDuty REA Credential x| |1 Database ]

Snippet Code

import urllib2, urllib, j=son

logger=em7_snippets.logger (filename=" ,fdata;’trf.p,fpagerduty_trigger .log")
app name = 'PagerDuty Acknowledge Incident (&Ack Existing)'

def submit json_ request (jSon_regquest):

target url = 'https://events.pagerduty.com/generic/2010-04-

AL fmrmmmtn  ;rrams Saanl

Note: PagerDuty Actions must run on the Sciencelogic Database, double check that the
Action Run Context is set to Database.

Once complete, lets double check the PagerDuty Automation Policies.

Automation Policies

Like the PagerDuty Run Book Actions, there are three Automation Policies. Each Automation Policy
performs a different task based on criteria established in the Policy. By default the PagerDuty
Automation Policies are very broad, allowing every Sciencelogic event that has a severity higher
than or equal to “minor” to trigger a PagerDuty incident. Although this may be good to begin
testing your PagerDuty integration, it is advised to adjust each PagerDuty Automation policy to
meet the needs of your business.

Navigate to the Run Book Automation page by clicking on Registry tab, then Run Book, and then
Automation. You will notice three PagerDuty actions.



Click the yellow wrench for each policy to edit it. Note that the default policies work against all
devices, in all organizations. Make sure the matching RBA Action is aligned. When complete
making changes, click the Save button. With all Automation Policies validated, we can now
proceed to the next chapter.

| 7 Science Logic - Management Platform - Goegle Chrome

[ 192.168.2.22/em7/index.emT Texec=registry_policies_automation_editor8ipolicy_id=2

Automation Policy Editor | Editing Automation Policy [2]

Policy Name Policy Type Policy State Organization
[PagerDuty Trigger Incident | [1Actve] [~] [[Enabled]  [=] [15vstem] [~]
Criteria Logic Match Legic Match Syntax
[Severty >=] [« ] [ Minor, ] v | [[Textsearch] [~] | |
[and no time has elapsed, ] hs Repeat Time Align With
[ and event iz NOT acknowledged ] - | [Only once | EI | [Devices | EI
D Include events for entities other than devices (organizations, asssets, stc.)
ﬂﬁwailahle Devices Aligned Devices
System - [All devices) -
Cizco Systems: Unity Connection: CUC1.cisco.lecal @
D-Link: DGS-1224T: switch-001
Generic: SNMP: HPS40601 8 H A8
Available Events Aligned Events
Critical: AKCP: AC Voltage sensor detects no current - [All events) "
Critical: AKCP: DC Voltage sensor High Critical @
Critical: AKCP: DC Voltage sensor Low Critical
Critical: AKCP: Dry Contact Sensor Low Critical i H iR
Available Actions igned Actions
SNMP Trap: EMT Event Trap " 1. Snippet: PagerDuty Trigger Incident (create new)
Snippet: EMT Ping Snippet
Snippet: PagerDuty Acknowledge Incident (acknowledge ex [ —
Snippet: PagerDuty Resolve Incident (clear existing) s H
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Configure PagerDuty Device and Dynamic
Application

Overview

In this chapter we will create a PagerDuty device, and manually align the PagerDuty
Synchronization and Performance Dynamic Application. The Synchronization and Performance
Dynamic Application provided by Sciencelogic will provide near-real time performance data
regarding your PagerDuty service, as well as synchronize changes emanating from PagerDuty.

Create PagerDuty Device

Although the PagerDuty Dynamic Application may be aligned to any Sciencelogic device, we this
section will walkthrough creating a dedicated PagerDuty device. Navigate to the Discovery
Console Panel by clicking on System > Manage > Discovery. Create a new discovery session to
discover a pingable device, setting the IP address to the desired location. Next select “Discover
Non-SNMP” devices, and when complete select Save.



Dizscovery Session Editor | Create New

Reset

1813

IP Address Discovery List

Detection and Scanning

Initial Scan Lewvel

‘\ 50.112.113.204

u

Upload File

|Elrnwse for file... | Q

| System Default (recommended) EI 9
Scan Throttle
| System Default (recommended) El 9
Port Scan All IPs
| System Default (recommended) EI 9

<

,:Esic: settings

Dizcover Non-SHMP

Model Devices

v @

Colection Server PID:

SNMP Credentials

SNMP
|_COSKMOS_v1
|_COSMOS_v2
|_EM7 Default W2
|_EM7 Default W3
|_LifeSize: Endpeoint SNMP

@

| »

m

Other Credentials
Basic/Snippet
|_AppCentrix PAN
|_Cizco CUC
|_Cizco Unified Communication - Ex
|_Cisco Unified Contact Center Exp
LCi ity C on - E

| |_emi-sery

Port Scan Timeout

Organization

| System Default (recommended) EI 9

Detection Method & Port
[ Defaul Method ]
UDP: 161 SNMP
TCP: 1 - tcpmux
TCP: 2 - comprezsnet
TCP: 3 - comprezsnet
TCP: 5 -rje
TCP: 7 - echo
TCP: 9 - discard
TCP: 11 - systat
TCP: 13 - daytime
TCP: 17 - gotd
ICP: 18 - mgo

m|

Add Devices to Device Group(s)
None
Puppet Modes

| [System]

@

e

Apply Device Template

=] &

| [ Choese a Template |

e

Log Al

Oe

Run the discover session by clicking on the lightning bolt icon. In the Discover Session modal, the
device will be modeled as a standard Linux device.

Discovery Session | Discovery Session Complete

Date Time

2013-05-22 10:28:16 Collector is working...

foE M

Click the device icon to edit the device properties. On
the device properties page, click the red toolbox icon to
change the device class. Select “PagerDuty | Incident
Management (Pingable)” device class, then select

Apply.

2013-05-22 10:28:16 Beginning auto-discovery session
2013-05-22 10:28:24 50.112.113.204 (*IP} Discovered and modeled new device
2013-05-22 10:28:26 Auto-discovery session completed

Dizcovery Log Messags

2013-05-22 10:28:18 Auto-discovery session registered...

Linux ICMP

Select New Device Class Close | Esc
NetApp | LUN P
NetApp | Velume E‘

New Relic | Account

New Relic | Application

New Relic | Application Server

New Relic | Ping Device

New Relic | Virtual Device

PagerDuty | Incident Management (Virtual)
PaloAlto Networks | Application

PaloAle Networks | Application Container
PaloAlto Networks | Attack

PaloAlto Networks | Attack Container
Postgres | Postgres Server

SolidFire | Account

SolidFire | Accounts Container

SolidFire | Cluster

SolidFire | Drive




Toolbox Interfaces

Relationships Tickets Redirects Hotes

Device Mame  ec2-50-112-113-204
50112.113.204 | 297
PagerDuty

System

Active

IF Address /1D
Class
Organization
Collection Mode

Description

hianagg® Type  Physical Device

Category  Cloud. Services
Incidert Management (Pingskle)

Sub- Clazs
f 0 dhays, 00:00:00

£

Collection Time 0TS

Group / Collector CLIG | emf-zery

Device Properties

Identification

Device Mame

IP &ddress Organization

fe2-s0-112-113-204 E:)

[50:112.013.204 - veritied]

[=]%

[15ystem]

=]

Monitoring & Management

Preferences

Device Class FagerDLﬂy Incident Management (Pingakle)

Avto-Clear Everts

| @ 2

When complete the device icon and device class information will be aligned to PagerDuty.

Align Dynamic Application

To align the Pager Duty Synchronization and Performance Dynamic Application,

click on the

Collection tab while in the Device Properties panel.

Threzholds “

Properties

nitors

Interfaces

Relationzhips

Device Namz  ec2-50-112-113-204
50.112.113.204 | 297
PagerDuty

System

Active

IF Address. / 1D
Class.
Organization
Collection Mode

Description

Managed Type
Category
Sub-Class

Physical Device

Cloud.Services

PHGERDUT!

Incident Management (Pingable)
0 days, 00:00:00
2013-05-22 10:28:24

Ustime
Collzction Time
Group / Collector CUG | em7-serv

Dynamic Application™ Collections

Next, select Action, then Add Dynamic
Application. Type “Pager” in the search
box, then Select the “PagerDuty”
Synchronization & Performance”
application. Select the “PagerDuty DA
Credential” with the “APIl Access Key” you
created in Chapter 3. Select the Save
button to save changes.

20

Dynamic Application Close | Esc
Dynamic Application Alignment Reset

Dynamic Applications Credentials

‘ Basic/Snippet: -
|_EMC - Example
|_LifeSize: Endpoint SSH/CLI
|_Cloudkick - Example
_Netapp
|_GoGCrid - Example
|_Rackspace - Example
|_Dell iDRAC wsman
|_PuppetDB Enterprise
|_Puppet Master MySQL Database
|_Mew Relic APl Credential - 12318
|_Cisco CUC
|_New Relic | APl Key
|_Cisco Unity Connection - Example
|_Cisce Unified Communication - Ex
|_Cisce Unified Contact Center Exp
|_SolidFire Example
|_SolidFire Lab
|_AppCentric PAN
|_Mew Relic | APl Key | Test
|_PagerDuty RBA Credential

|_PagerDuty DA Credential

Save

|Pﬁgar

Database Performance: -
Snippet Configuration:

Snippet Journal:

Snippet Performance:

S0AP Configuration:

XML Configuration:

XML Performance:

mn




Once aligned, the application will take about 60 seconds to populate. By default the application
runs every 60 seconds looking for updates to existing Sciencelogic events and updating
performance and status data.

Properties Thresholds Collections Monitors
Interfaces Relationships Tickets Redirects
Devics Name  ec2-50-112-113-204 Managsd Type  Physical Device
IP Addres= /1D 50.112.113.204 | 297 Category  Cloud.Services
Clss=  PagerDuty Sub-Clz==  Incident Management (Pingable)
Organzation  System Uptime 0 days, 00:00:00
Collection Mode  Active Collection Time - 2013-05-22 10:26:24
Drescription Group { Collecter CUG | em7-sery

Dynamic Applicationm Collections
hynamic Application
— PagerDuty: Synchronization & Performance

Presentation Object

Credential
PagerDuty DA Credential

Found

Collecting ]

Events

Device Name  ec2-50-112-113-204 hianaged Type  Physical Device
IP Address /10 50.412.113.204 | 257

Class  PagerDuty

Category  Cloud Services
Sub-Clazs  Incident Management (Pingsble)
Uptime 0 dlays, 00:00:00
Collection Time  2013-05-23 12:52:00

Organization  System
Collection hode  Active

ezolved Incidents
Acknowledged Inciderts
Triggered Incidents
Transaction Time
Total Active Incidents

eroent Acknowlsdged

| | ||

Diescription Group f Collector  CUG | em7-sery
- ’
verwew PagerDuty: Synchronization & Performance | Total Active Incidents
EPagerDuty: Synchronization &
Performance

L Dbl LU I L

IJL LUT[L yie

Start [0sR10m3 1255 | E
End [0s/23m3 1255 | i

18:00 May 23
Currently Visible: | 05/22/2013 12:54 | - ‘ 05/23/2013 02:43 PSIZZQEH 31850 Range: m
hifizzed
Date Range Selection ﬁ Data Type/Label Graph Type  Trend hbuse-owver hin hiax Forg Polls
a Total Active Incidents 11 1} 11 a8 1311

21
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Using PagerDuty Integration

Run Book (Forward Synchronization)

Every Sciencelogic event that matches the
PagerDuty Run Book Automation policy will
create a new PagerDuty incident. Once an
incident is created, notification and escalation
policies on the Pager Duty system will go into
effect.

Sciencelogic’'s Run  Book  Automation
integration is a forward synchronization
process, meaning that events and activities
emanate from the Sciencelogic system to the
PagerDuty service system. Just as new
Sciencelogic events will create new PagerDuty
incidents, acknowledging or clearing events
from within Sciencelogic’s event monitor will
perform the same function via the PagerDuty
API.
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Event Detected in Create Incident In
s PagerDuty
ciencelogic (REA)

| Active Incident
1 Active Event

b

Acknowledge IR
Sciencelogic

h

Acknowdedge in
PagerDuty

Resolve in
Sciencelogic

b4

Resolue in
PagerDuty

A 4

Acknowledge
in PagerDutry
(REA)

Acknowledge
in Seiencelogic
{sync)

Resolve in
PagerDutry
(RaA)

Mo Resolve in
Sciencelogic

End of Sciencelogic and End of PagerDuty
PagerDuty Lifecycle Lifeeycle

Event Active in
Sciencelogic




Acknowledging incidents from the PagerDuty service portal will only update events in
Sciencelogic if the PagerDuty Synchronization and Performance Dynamic Application is
configured. If events are auto cleared by Sciencelogic, because either the event has timed-out or
the system no-longer detects there’s still a problem, events will also be automatically resolved in
PagerDuty. The below example shows a Sciencelogic Event Console with several different active

events:

4 ScienceLogic*

[ x| smbowras | Wews | bvems | Teketn | Gowidae | Repors | heosmy | Syam | Preforences |

Event Console | Events Found [7]

Gl Cosonven: |- el

(Osnzaior -l ]

Logged in as em7admin

[Sign-out]
[Toolbox]

Kiosk
Refresh Timer: [§]

Pause

Severity Counts.

Qrgangation «
Bl Gsystem  [§iR W 1 Heatny 3 Minor I 1 wajor M 2 critical

Name - Severty . Acknowledged Toket 2ge ) Elspsed Last Detected .. =0 uroe Cownt Moty

3 [ [T Il Il |ED =l [ Il ]
4 1. gfflpuppet-serv [Device not responding to critical ping - —~  1Smns3Ssecs  2013-03-21 15:02:51 12422 60 1 @5
Q2 gfjwin2ke-54bit-89 [Device not responding to critical ping — — 15 mins 35 secs  2013-03-21 15:02:51 12421 80 1 @58 [
& 3. gifouc osco ocel Devis Fated Avalebily Gheck UDP-SWWP. = - lomnsSisess  ans0seiisezz 12423 N S |
& 4 gifihp-printer Device Printer black ink C4308A toner low, current levek £% full = —  2minsS2secs  2013-0321 15:00:A 12431 1 1 @0
5. iffin-serv Device Network latency exceeded threshold: 125,94 ms — ~  &isecs 20130321 16:0222 12433 1 1 (TEEb=] |
6. gffIWVI-SERV Device Network latency exceeded threshold: 125,62 ms. Minor = —  Sisecs 20130321 15:0222 12434 1 1 [Teel= ]|
7. ifE3000 Device [T E] - —  10minsStsecs  2013-03-21 14:5222 12430 1 - @ B0

The same events are synchronized in PagerDuty as triggered incidents:

Incidents Manually open a new incident
Your open incidents All open Incidents
6 triggered 0 acknowledged 6 triggered 0 acknowledged
¥ Resolve Acknowledge Reassign Go to incident # Show: All (136) | All open (6) | Triggered (6) | Acknowledged (0) | Resolved (130)
[l |# ¢ OpenedOn ~ | Status Incident Details Senvice ¢ | Assigned To P
I 136 Mar21 at 3:02pm triggered Failure: MINOR: WIN-SERV: Network latency exceeded threshold: 125.63 ms. (View message &) ScienceLogic Notifications Chris Details
Bl 135  Mar21at3:02pm triggered Failure: MINOR: lin-serv: Network latency exceeded threshold: 135.96 ms. (View message &) ScienceLogic Notifications Chris Details
Bl 134 Mar21at 3:00pm triggered Failure: MINOR: hp-printer: Printer black ink C4906A toner low, current level: 5% full (View message ®) Sciencelogic Notifications Chris Details
133 Mar 21 at 2:52pm triggered Failure: MAJOR: CUC1.cisco.local: Device Failed Availability Check: UDP - SNMP (View message®)  Sciencelogic Notifications Chris Details
132 Mar 21 at 2:47pm triggered Failure: CRITICAL: puppet-serv: Device not responding to critical ping (View message @) Sciencelogic Notifications Chris Details
[ 131 Mar21 at 247pm triggered Failure: CRITICAL: win2k8-64bit-89: Device not responding to critical ping (View message &) ScienceLogic Notifications Chris Details
| Page 1) eft Show 10 [=] incidents per page

Note: For this example all events are creating incidents in PagerDuty, which is a function of the
Sciencelogic Run Book Automation policy and can be adjusted to meet the needs of your business.

Since PagerDuty requires a unique incident ID to de-duplicate events, Sciencelogic uses the
device ID, called the DID, to help eliminate duplicate event storms for a single device. If a device
has multiple events, the parent event (usually the highest severity event) will be used for the
PagerDuty incident. If subsequent events appear after the initial event correlation process by
Sciencelogic (usually time based), the new event will update the PagerDuty incident with the new
description. In PagerDuty we can see the primary “critical” event for device “puppet-serv”:
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Incidents Manually open a new incident
. Your open incidents y All open incidents
4 triggered 0 acknowledged 4 triggered 0 acknowledged

" | Resohe J Acknowledge J Reassign J Gobmﬂ» | Show: All (137) | All open (4) | Triggered (4) | Ack (0) | Resolved (133) ‘
’El |# ¢ OpenedOn - | staws ]Inndmt[)ﬁ-ill | senice % | Assigned To ¢ [
E 134 Mar21at3:00pm triggered Failure: MINOR: hp-printer: Printer black ink C4906A toner low, current level: 5% full (View message @) Sciencelogic Notifications Chris Details

B 133 Mar 21 at 2:52pm triggered heck: UDP - SNMP (View message®)  ScienceLogic Notifications Chris Details

B 132 Mar21at2:47pm triggered ScienceLogic Notifications Chris Details

B 13 Mar 21 at 2:47pm triggered Failure: CRITICAL: win2k8-64bit-89: Device not responding to critical ping (View message &) Sciencelogic Notifications Chris Details

Configs Interfaces
Events TCP Ports ‘Organization
Device Name  puppet-serv Managed Type  Physical Device
P pdzess (1D 192.168.2.88] 54 Category - Servers \puppet
Ciszz Puppet Labs Suellazz PuppetDB £ abs
CQrganzaton  System Uptime 8 days, 18:48:01
Coleston Moz Unavaiable Galestion Tme  2013-03-20 03:25:00 Dl 2
Description  "Puppet Master” Group / Collector CUG | em7-serv
Vitals [Current] Tickets and Elements -
Device Rating _ Device not responding te critical ping Active Events 3 ,_i)
Cveral Hesith = e ity OO SHHP Cleared Events 215 '
EYEERNNN Critical 3 MNetwork latency exceeded threshold: Ne Response Active Tickets [OWF] — n
Latency Resolved Tickets | — he]
Vitals [Average] Log Messages 2358
o ) [ —
P -
Servines T
Monitors System Component Utilization
e O
{. i 100% 100%
“g’. E0% 80%
L som 20%
203 20%
w e sse——am T R o
/(Reat) /boat /home
| 00:0C:29:FA:59:90 | 192.168.2.88

Copyright ® 2003 - 2012 SeiencelLogic, Inc. All rights reserved

When events are acknowledged in Sciencelogic, the acknowledged status will be synchronized to
PagerDuty. This process can take up to 60 seconds.
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Organzaton » Contact Informateon Seven
= el ogic | Support | (703)-354-1010 0 Heathy 1 Notice 3 Minor 1 Major M 2 critic:
Mame » Type Event Meszans Severity Acknowlsdged Tickat Ags | Elspsed
3 I[ I Il Il
Q 1 L‘puppet—serv Device [Device not responding to critical ping 1 hr & mins i
2 gfflwin2k8-54bit-89 Device Device not responding to critical ping 1 hr & ming 1
Qs |
ﬂ 4 ,‘hp—printer Device Printer black ink C4308A tener low, current level: 5% full 58 mins 7 secs i
5. L‘HPQdDﬁm Device Network latency exceeded threshold: 100.97 ms. 4 ming 7 secs
6. ,_'ZYWALL—IH Device Network latency exceeded thresheld: 107.17 ms. -_ - 4 ming 7 secs
T L‘chri&woﬂppc Device Device reporting incomplete fiesystem information |Z] = — 2 hrs 11 mins

Once synchronized the status of the PagerDuty incident is updated. Resolving an event in the
Sciencelogic event monitor also updates the status of the Incident in PagerDuty.

139
138
134
133
132
131

Mar 21 at 3:52pm
Mar 21 at 3:52pm

Mar 21 at 3:00pm

Mar 21 at 2:52pm

Mar 21 at 2:47pm

Mar 21 at 2:47pm

triggered Failure: MINOR: HP94D6D1: Network latency exceeded threshold: 100.97 ms. (View message &)

triggered

Failure: MINOR: ZYWALL-01: Metwork latency exceeded threshold: 107.17 ms. (View message ﬁ')

Failure: MINOR: hp-printer: Printer black ink C4906A toner low, current level: 5% full {(View
gessage )

Fa)lure: MAJOR: CUCH cisco.local: Device Failed Availability Check: UDP - SNMP (View
2}
plssage &)

Failure: CRITICAL: puppet-serv: Device not responding to critical ping (View message ﬁ')

triggered

Failure: CRITICAL- winZk3-64bit-89° Device not responding to critical ping (View message &)

Sciencelogic Motifications
Sciencelogic Motifications

Sciencelogic Notifications

Sciencelogic Notifications

Sciencelogic Motifications

Sciencelogic Notifications

Note the below event which once resolved is also cleared in PagerDuty.

Crgsnzation - Contsct Infarmation
- 4R Sciencelogic | Support | (703)-354-1010 2 Heatthy [ 1 Notice 3 Minor [ 1 Major
Mame » Tyoe Event Meszage Severnity . Acknowledged Ticket =y
| | | |G | |
L‘puppet—serv Device Device not responding to critical ping = = - 1hr1
,_‘winZkB—Btib'rt—BB Device Device not responding to critical ping = = - 1hr1
McUCt cscolocal  Device  Devios Faled Avaabiy Check UDP=SWHP. . Majr | Elen7admn -t
aifiE3000 Minor [ - i

B ARE

fjubu-serv
fjchris-work-pc
ffHP34DED1

M wALL-01

In PagerDuty, the incident is removed, but can be found by clicking the “Resolved” link.

Your open incidents
4 triggered 1 acknowledged

Incidents

Atrlggered 1 acknowledged

{ ¥ | Resolve | Acknowledge | Reassign

Go to incident #

‘Show: All (141) | All open (5) | @1

] # % OpenedOn ~ | Status Incident Details Senice < | Assigned To
} | 139 1 Mar 21 at 3:52pm resolved : Failure: MINOR: HP34D6D1: Network latency exceeded threshold: 100.97 ms. (View message &) Sciencelogic Notifications = Details
‘ 138 Mar 21 at 3:52pm resolved Failure: MINOR: ZYWALL-01: Network latency exceeded threshold: 107.17 ms. (View message &) Sciencelogic Notifications - Details
137 Mar 21 at 3:27pm resolved Failure: MINOR: ZYWALL-01: Network latency exceeded threshold: 109.1 ms. (View message &) Sciencelogic Notifications - Details
136 Mar 21 at 3:02pm resolved Failure: MINOR: WIN-SERV: Network latency exceeded threshold: 125.63 ms. (View message &) ScienceLogic Notifications - Details
Mar 21 at 3:02pm resolved Failure: MINOR: lin-serv: Network latency exceeded threshold: 135.96 ms. (View message ) SciencelLogic Notifications - Details
Mar 21 at 3:00pm hygic Notifications - Details
Mar 21 at 2:47pm resolved SWmessage ScienceLogic Notifications = Details
Mar 21 at 2:42pm resolved Failure: MINOR: lin-serv: Network latency exceeded threshold: 102.48 ms. (View message &) ScienceLogic Notifications - Details
Mar 21 at 2:37pm resolved Failure: MINOR: HP34D6D1: Network latency exceeded threshold: 102.33 ms. (View message &) ScienceLogic Notifications - Details
Mar 21 at 2:22pm resolved Failure: MINOR: WIN-SERV: Network latency exceeded threshold: 105.95 ms. (View message %) Sciencelogic Notifications - Details
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Acknowledging in PagerDuty (Reverse Synchronization)

Incidents that are acknowledged in the PagerDuty portal or Smart Phone applications will
synchronize back to Sciencelogic if the PagerDuty Dynamic Application has been installed.

Incidents Manuall.open a new incident

Your open incidents All open incidents

6 triggered 1 acknowledged 6 triggered 1 acknowledged

Open7  Triggered 6  Acknowledged1  All7 Assigned tome | All

Selected Incidents: | Resolve || Acknowledge || Reassign

0 o« Created On = Details Service Assigned To = Status
B 78 May 22 at 11:03 Failure: MINOR: ec2-50-112-113-204: PagerDuty: Acknowledge Incident Level Below | ScienceLogic Notifications ceordray Triggered Details
Threshold: 0%
1| 767 May 22 at 11:02 Failure: MAJOR: WIN-SERV: Device Failed Availability Check: UDP - SNMP Sciencelogic Notifications ccordray Tnggered Details
766 May 22 at 11:02 Failure: MAJOR: CUC1 cisco local: Device Failed Availability Check: UDP - SNMP ScienceL ogic Notifications ceordray Triggered Details
S May 22 at 11:00 Failure: MINOR: hp-printer: Printer black ink C4906A toner low, current level: 4% full | ScienceLogic Notifications ceordray Triggered Details
B | 764 May 22 at 10:59 Failure: MAJOR: ubu-serv: Port not responding to connection: Port ip-data - 20 (IP. SciencsLogic Notifications ceordray Triggered Details
192.168.1.36)
May 22 at 10:59 Failure: MAJOR: win2kB-64bit-89: Port not responding to connection: Port rap - 38 (IP: | ScienceLogic Notifications ceordray Triggered Details
192.168.2.89)
May 22 at 10:58 Failure: CRITICAL: puppet-serv: Device not responding to critical ping ScienceLogic Notifications ceordray Acknowdedged Details

Show| 10 [=] |incidents per page | 1107 of 7

Selected Incidents:| Resohe || Acknowledge || Reassign

By default, synchronization can take up to 60 seconds, however users can ered
change the frequency be editing the Dynamic Application properties. In e
order to maintain continuity of user assignment, SciencelLogic matches the [ in enders
PagerDuty assigned username to the Sciencelogic username. If there is a Cradon

match Sciencelogic events will be updated to matching PagerDuty Jan 16 at 4:54pm
incidents. If no username can be found, no updates will be made.

Acknowledge Escalate Resolve

For instance, if the username in Sciencelogic is “jdoe”, the same Incident Log &
username must exist in PagerDuty for the reverse synchronization process ’]1.1‘_'?,201)3;7&54(&;&;.; -
. . . . .. A
to update events in Sciencelogic. The primary reason for this is because »
. . . Not_lf.led _lan En_ders by push
of Sciencelogic uses advanced auditing and change control process that notification to iPhone.
must know which user account is acknowledging events. i
.4 Sciencelogic* e -
[ oo Deshbosras | ews | Fuemts | Tiokets | Knowiedge" | Reports | Begiatry | System | prferences | "
B Ry e — R
B * System 3 Minor 1 4 Major W1 Critcal
[ = 1L ,ﬁ-ﬂ
@ 1. ifpuppetsery Device [T ceordray 010522 110358 3015 1 esnn
2 ficuct cscolocal Device WaprD - 01052110222 3024 1 ounn
3. duubu-sery Device 20130522 11:0331 3019 1 esn0
& 4 gmseRy = 20130522 110222 3028 1 oxs0
Q5. w2545t 80 B 20130522 110356 2016 1 osnn
& glflec2-50-112.113.204 20120522 110303 3017 1 ean0
& 7. gffivp-printer 20120822 110028 2022 1 exunE
3 g§System 20120822 110326 2020 - @ BO
| o | oa |
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PagerDuty Interface

In PagerDuty, any Sciencelogic created incident will have additional notes and details about the
event. The details include information about the device, including the last occurrence, severity,
and IP address. Users can also navigate from PagerDuty to Sciencelogic by clicking the Client
URL link.

[ | 762 May 22 at 10:58 Failure: CRITICAL: puppet-serv: Device not responding | Sciencelogic Notifications ccordray Acknowledged Details
to critical ping

Service Key

85ec93fdfed e46cbbfc3c2d6d20699¢d

Description

CRITICAL: puppet-serv: Device not responding to critical ping
Incident Key

54

Details

Event Message

Sciencelogic URLE

View Message &

{"Device":"puppet-3erv", "IP RAddress":"192.168.2.88","Severity":"CRITICAL", "Event":"Device not

.
responding to critical ping","Last Occurred":"2013-05-22 15:58:30","Firat Occurred™:"2013-05-22

agt:30", "Occurrence Count™:"1", "Source":"Internal™}

Performance Metrics and Dashboard

If the “PagerDuty Synchronization & Performance” Dynamic Application is installed, users can see

several different performance metrics. Those include:

Number of Resolved Incidents

Number of Acknowledged Incidents

Number of Triggered Incidents

Transaction Time of PagerDuty APl Requests

Number of Active Incidents (Acknowledged + Triggered)
Percentage of Acknowledged Incidents
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Summary

Events

Topology
Tickets

TCP Ports

Device Mame
IP Address £ 1D
Class
Organization
Callection hiade

Daseription

ec2-50-112-113-204
50.112.113.204 | 297
PagerDuty

System

Active

Managed Type
Category
Fub-Class
Uptime
Collection Time

Graup / Callactor

Physical Device

Cloud Services

Incident Management (Pingable)
0 days, 00:00:00

2013-03-23 13:07:00

CUG | em7-sery

PagerDuty: Synchronization & Performance | Percent Acknowledged

verview
EHPagerDuty: Synchronization &

[ Find |

Start 05212013 13:08 | EH
End [05/232013 13:08 | EH

P o ul

Performance
100 %
esolved Incidents N
-Acknowledged Incidents 90 % | ] 1
T T OO W O 1
Transaction Time M I I I—' Ll
Tolsl Active Incidents it | J
ercent Scknovwledged 60 % m |
50 %
40 %
30 %
20 %
10 % Ml—fhd =i
12:00 18:00 May 23 06:00 12:00
May 22 12:00
currenty visivle: | 0s22:2013 1144 |- oszaz013 1308 Range: | Max Range |
hissed
Dste Range Selections ﬁ Data TypafLabel Graph Type Trend  hdouse-aver b Mt farg Falls
W4 Percent Acknowledger o 100 75 1208

In addition to the above performance
metrics, the “Percentage of Acknowledged”
metric also has an alarm threshold that
can be adjusted to meet the needs of your
environment. The threshold value can be

Schedule

Dievice Name
IF Address /1D
Class
Organization
Collection hade

Desoription

£c2-50-112-113-204
50112113 204 | 287
PagerDuty

System

Active

Winaged Type
Category
Sub-Class
Uptime
Collection Time

Group £ Collestor

Phrysical Device
Cloud Services

Incident Managemert (Pinga
0 dlays, 00:00:00
2013-05-23 13:07:00

CUG | em7-zety

set on the Device Properties > Thresholds

tab.

Event_Inform: Close /Esc :

Device Thresholds

amic App Thresholds | PagerDuty: Synchronization & Performance

For Event [3344]

Acknovwledged Incident Threshold _

PagerDuty: Acknowledge Incident Level Below Threshold: 0%
Evert Message

Severty | Minor
For Device g e€2-60-112-113-204

First Occurrence 25 minutes 51 seconds @ 2013-05-23 13:16:11
56 seconds @ 201 3-05-23 13:41:04

Ocourrence Count 26

Last Occurrence

Acknowledges On -
Acknovlstiged By
Folicy Name /D
Palicy Type

PagerDuty: Acknovledge Incitient Level Diminished Below Threstiald [2377]
Dynamic Evert

Ticket Descrigtion -

PagerDuty acknowledged incidents are lower than narmal

Probable Cause
& Resolution

Hate

Freguent Rollup Retertion

- 60| % [Default: 60]

Hourly Rollup Retention

- 365( % [Default: 365]

Drily Rollup Retention

- 720| % [Defauk: 720]
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In addition to performance metrics and alerts, the



SciencelLogic PagerDuty solution provides an interactive performance dashboard. In the event
customers have multiple PagerDuty accounts the dashboard will support multi-tenancy allowing a

consolidated view of all PagerDuty performance metrics.

. Sciencelogic*

i | 201305 22163000
Total Actve incidents: 8.27

2013-05-2215:4500
Resolved Incidents: 0.80

0 PagerDuty Acknowledged Incidents % i

2013.05-221845.00
Transaction Timo: 4.78 sec
\ |

— Transaction Tine
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Chapter

7

Advanced Configuration and Troubleshooting

Audit Logging

When an event is acknowledged or resolved in Sciencelogic (event monitor or auto-clear), it runs
the matching RBA policy and tells the PagerDuty API to acknowledge/resolve the matching
incident. The PagerDuty APl does not support any fields to indicate who acknowledged the
incident; as a result APl acknowledged incidents show up as “Through the API".

Although this is normal behavior, Sciencelogic also provides audit logging of who on the
Sciencelogic system acknowledges or resolves an incident. This is available by navigating to the
Incident Log of any incident.
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DUty

Dashboard Incidents Services Escalation Policies On-Call Schedules Users Reports +  Account Settings

Details for: Incident #1809

Service  Sciencelogic Notifications
Current status ~ Resolved
Opened on  May 29 at 5:10pm
Resolved on  May 29 at 5:12pm
Opened for 2 min

Resolved by  (automatically)

Incident Log

Time
May 29. 2013 at 17:12 (less than a minul Resolved through the APL
ago) Description: Incident Cleared by user em7admin in Sciencelogic (View message)

May 29. 2013 at 17:10 (2 minutes ag Acknowledged through the API
Description: Incident Acknowledged by user em7admin in Sciencelogic (View message)

View in Sciencelogic &

May 29. 2013 at 17:10 (2 minutes ago) y by email at ccordray@sciencelogic.com

May 29. 2013 at 17:10 (2 minutes ago) Notified ccordray by push notification to CCordray-iPhone
May 29. 2013 at 17:10 (2 minutes ago) Assigned to ccordray.
May 29. 2013 at 17:10 (2 minutes ago) Triggered through the AP

Description: CRITICAL: PB Legacy API - legacy:api: Application busy more than 90 percent of time (View message)
View in Sciencelogic &

Incident Suppression by Device

Incidents in PagerDuty are created (triggered) using a unique ID. This ID is set by Sciencelogic
when the Run Book Automation policy creates a new PagerDuty Incident. To help eliminate
spurious events, Sciencelogic uses the DID of the device as this ID. The result is that only one
PagerDuty incident per Sciencelogic device is created. If there are multiple SciencelLogic events
per device, the highest severity event will be used to trigger the RBA policy.

Sciencelogic Only Incidents

Only incidents created by SciencelLogic Run Book Automation policies will be acknowledged and
resolved by Sciencelogic. Other incidents in PagerDuty will not be impacted.

The Synchronization & Performance Dynamic Application does report on the total number of
incidents (triggered/acknowledged/resolved) across all types of incidents for a given account. In
other words, if an incident was not created by Sciencelogic, it will still be represented in the
performance metrics.
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