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Introduction

The Event Details Report PowerPack is designed to provide valuable insights into events and incidents noise, helping organizations identify
sources of noise and optimize system performance. This PowerPack includes a collection of reports and a dashboard that offer a comprehensive
view of event volumes, incident trends, and automation triggers over selected time periods.

With dedicated reports analyzing events and incidents frequency, as well as those focusing on triggered automations, users can gain a deeper
understanding of operational noise and its impact. The included Event and Incident Dashboard further enhances visibility by showcasing the
noise level, its sources, and the ratio of events and incidents to active devices.

By leveraging these insights, organizations can fine-tune event policies, adjust system thresholds, and optimize settings to reduce Mean Time
to Repair (MTTR) and operational costs. This PowerPack empowers teams to take proactive measures in noise reduction, ensuring a more
efficient and stable IT environment.

Key challenges

Without having the visibility, organizations struggle to effectively manage event and incident noise, leading to several operational challenges.
A lack of visibility in event volumes and sources makes it difficult to pinpoint and address the root causes of excessive noise, resulting in longer
Mean Time to Repair (MTTR) and increased operational costs. Without proper insights, teams may experience alert fatigue, where
overwhelming event volumes cause critical alerts to be missed or delayed. Additionally, without automated tracking of incident-triggering
events, organizations may face inefficiencies in troubleshooting and automation optimization. The inability to analyze event/incident-to-active
device ratios further complicates resource allocation and system fine-tuning, leading to ineffective event policies and threshold settings.
Ultimately, these challenges contribute to reduced system stability, slower issue resolution, and unnecessary operational expenses, making
proactive event management a significant hurdle.

Purpose of the Document

The purpose of this document is to provide an overview of the Event Details Report PowerPack, highlighting its features, benefits, and with
their individual use cases. It explains how the included reports and dashboards offer valuable insights into events and incidents noise, enabling
organizations to optimize their event management strategies. This document serves as a guide to understanding how the PowerPack can help
reduce MTTR, improve operational efficiency, and fine-tune system settings to minimize unnecessary noise.

Audience

SL1 Admins, Operation Engineers, Operation Manager.
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Important Notes to Remember

e Reports cannot replace the event page, The event page provides real time information about events and incidents while reports are
for event and incident analysis and can’t provide real time information. Please avoid using reports for real time events and incidents
management.

e Any changes in a live and production environment must comply with the organization’s change policy.

e Sciencelogic strongly recommends implementing any changes first in your lab environment and then transitioning it into production.

e Always backup your configuration before making any changes within your environment.
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Key Business benefits

e Reduced MTTR & Operational Costs — Gain insights into event and incident noise to quickly identify and resolve issues, minimizing
downtime and resource expenses.

e Improved Event Management & Noise Reduction — Identify the sources of excessive noise and fine-tune event policies, system
thresholds, and settings for a more efficient IT environment.

e Enhanced Automation Optimization — Understand which events trigger automations, allowing teams to refine workflows and
improve overall system efficiency.

e Better Visibility & Decision-Making — Leverage detailed reports and dashboards to monitor event trends, enabling proactive decision-
making and more effective IT operations.

Pre-requisites

To use this solution you need to download, import and install the latest version of Event Details Report and Dashboards PowerPack from this
link.

The PowerPack contains:

1- Reports:
a. Active Events — Incidents.
b. Event Details Report — Lean Severity.
c. Event Details Report — First Occurrence V2.
d. Event Details Report - Last Occurrence V2.
e. Event Details Report — Lean (Policy ID&EID).
f.  Event Policy Report.
g. Number of Cleared Events per Device per Org.
h. Number of Cleared Incidents per Device per Org.
i. Active Event to Active Device Ratio.
j. Active Incidents to Active Device Ratio.
k. Cleared Event to Active Device Ratio.
I.  Cleared Incident to Active Device Ratio.

2- Dashboard:
a. Events and Incidents Details Dashboard. (Classic)
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PowerPack Import and Install
Download the PowerPack from provided link.

1- Inthe AP2 Ul go to System -> Manage -> PowerPacks

2- Click on the “Actions” button on the top right corner of the screen and click import.

€ © Notsecure  hitpsi//172.16.232.195/frame/PowerPacks ¢ o (=]
3 trendingadsx 3 APAC Customer Exp.. B3 SL1 Golden Gate (v1.. + Foundation Adoptio.. Kl Customers Platform.., < Product Tour - Scien.. E3p PS Leadership - Exp.. (@ Sciencelogic_Expert.. (3 Advisory Services-.. K3 PS Leadership - Trai..  #9 OL7=0L8 conversio.. » [ All Bookmark

< PowerPacks

@tep %y eraininv Sciencelogic

System ~
¥s! PowerPack™ Manager | PowerPacks™ Found [189]
Manage ~ PowerPack™ Name - Version  Update Publisher Apps  Events  Classes  Reports Widgets Dashbds Actions  Creds  TektTol  Devpl D Edited By
[ S e e e e e e e e e gl TR P
Dynamic Applications 1. 8, 3Com Base Pack 1 No ScienceLogic, Inc. #1298 = = = = = = -~ 20 em7admin 2022-05-11 14:25: [§) [
2. 8 Alcatel-Lucent Base Pack 1 No Sciencelogic, Inc. *33 104 em7admin 2022-05-11 14:27:: ), [
Collection Labels A E 4 B0
3. & Alteon Base Pack 13 No ScienceLogic, Inc. 73 F5 e - - - - - - -~ 88 em7admin 2022-05-11 14:26: 5 [

3-

On the Import PowerPack Window, Click Browse, navigate to the location of the downloaded PowerPack, select the PowerPack, click

open and select Import.

4-

www.sciencelogic.com | https://support.sciencelogic.com/s/ | Phone: +1.703.354.1010

Import PowerPack™ x

|Browse for file... || Browse... |

License: | |

| Import |

In the PowerPack Installer window, select Install and click Ok.

PowerPack Installer x
Install PowerPack™ | Event details report and dashboard Version 3.5 [ Publisher: Bob Ahmadi | Reset

Package Information GUID: 31A84C83715F6D422888D159FDCD5478B Revision: 2312 Exported From: 12.2.3
Created: 2022-09-15 13:08:37 Updated: 2024-10-23 18:40:49 Compiled: 2024-10-23 18:41:10 EM7 Minimum Version: 10.1.0
Package Content
Report Version GuUID Action
1. Active Events - Incidents 18 FA948D6FBFEBA28FTASE9ES3A422ECS  update
2. Event Detail Report - First Occurrence V2 26 00AT73443DC48EE4128F0EQ8T2DE0ESSE  update
3. Event Detail Report - Last Occurrence V2 26 1052EE1B6B1AAAOBTF1EES6T98A3C33l  update
4. Event Detail Report - Lean (Policy_ID&EID) 18 4BDB83EADbS51B6D1317A6482437EB15(  update
5. Event Detail Report - Lean -Severity 37 E5799C3CF2F57485B481849231337E21  update
6. Event Policy Report 1 2F9F75EC2B68B5TEEQ873C00988A8392 update
7. Number of Cleared Incidents Per Cl per Org 2 CODOOFESFEDDEEF1DEAG53B25AB3C1  update
<

WARNING: PowerPack created by newer EM7 build
Installation Key: | 0/520UunisdAAeMbVEMNVBV7zNCass0Vidvw0ACMREsUqJPBcuQuu7elgRubXkX
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Reports and Use Cases.

1. Active Events/Incidents Report

The purpose of this report is to provide detailed information about active events and incidents. The information in this report
is similar to the event page in your SL1 platform.

Use Case:

Use this report when you need to review details of current active events and incidents. It is particularly useful for assessing
the volume of events/incidents in real time and for performing resource management, capacity management, and aged
ticket planning.

2. Event Details Report — Lean Severity

This report is the best tool for managing events, incidents, and noise in the environment. It provides essential and valuable
insights into both cleared and active events/incidents over a selected time period.

Use Case:

If your primary goal is to reduce noise volume in the SL1 platform, this is the report you need. There are multiple options for
running the report, including filtering by Organization, Event Policy, Severity, Time Span, Event or Incident Type, and Date

Type.

There are three types of date filters available:

a. Last Occurrence
e If you run the report based on Last Occurrence, SL1 uses the selected report span and matches that date with the
date_last field in the events table of the database.

When to use: This option is useful when you want to analyze the most recent occurrences of events/incidents and
understand their frequency or patterns. It helps in identifying ongoing issues that may require immediate attention.
b. Date Active
e If you run the report based on Date Active, SL1 uses the selected Date Span to match the date with the date_active field
in the database.

When to use: Choose this option when you need to examine events/incidents that were active during that specific date.
It is particularly helpful for trend analysis and tracking the duration of active incidents.
c. Date Delete
e If you run the report based on Date Delete, SL1 uses the selected Date Span to match the date with the date_del field in
the database.

When to use: This option is valuable when you need to track and analyze incidents that have been removed or cleared
from the system. It helps in understanding resolution trends, cleanup efforts, and event lifecycles.
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3. Event Details Report — First Occurrence and Last Occurrence

Both reports serve the same purpose: providing insightful information about Runbook Automations (RBAs) triggered by
events or incidents.

e  First Occurrence Report: Runs the report based on the date_active field in the event table.
e Last Occurrence Report: Runs the report based on the date_last field in the event table.
Use Case:
First Occurrence Report (date_active)
e When to use:
o When you need to identify when an event or incident was first detected in the system.
o Useful for analyzing root causes and understanding when a specific type of event or incident started appearing.
o Helps in tracking new or emerging issues and assessing how long they persist in the system before resolution.
Last Occurrence Report (date_last)
e  When to use:
o When you want to analyze the most recent instance of an event or incident.
o Helps in identifying ongoing or recurring issues that require immediate attention.
o Useful for tracking how frequently an event occurs and whether it has been resolved or is still active.
Summary
e Use the First Occurrence Report to investigate when a problem initially appeared in the system.

e Use the Last Occurrence Report to track the latest instance of the event, helping in active issue resolution and trend analysis.
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4. Event Policy Report.
This report generates a list of existing event policies, their settings and their statuses.
Use Case:

e If you need to review existing event policies and their configurations.
e  When planning for policy optimization, ensuring that event rules are correctly set up and aligned with operational needs.
e To audit and troubleshoot event policies, identifying outdated, misconfigured, or redundant policies.

5. Number of Cleared Events/Incidents per Device per Organization.

The purpose of this report is to provide detailed insights into the total number of cleared events or incidents for each device within
an organization over a selected time span. Below is a snapshot of this report:

DeviceName - NumberoftheEvents - /[OrganizatonName = -

System 2668 System
Study 1626 Organization 1
172.16.232.194 343 QOrganization 1
172.16.232.43 232 QOrganization 1
172.16.232.66 141 Organization 1
172.16.232.141 134 Organization 1
172.16.232.159 134 QOrganization 1
172.16.232.72 134 Organization 1
adfs.home.local 134 QOrganization 1
Srv-ex01.home.local 134 Organization 1
CentreAP 131 QOrganization 1
SRV01.heme.local 131 Organization 1
srv01 a0 Organization 1
Meraki Root 70 Cloud X
Use Cases:

o Noise Management & Optimization: If you want to manage the volume of noise in your environment and identify the
noisiest devices on your platform, this report is essential. It helps in planning noise reduction strategies and improving
incident and problem management.

e  Organizational Event Analysis: If you need to determine which organization within your platform generates the most events
or incidents, this report provides valuable insights. It also assists in calculating the cost to serve for each organization, helping
in resource allocation and cost optimization.

e Device Performance Monitoring: By analyzing which devices frequently generate incidents, you can identify potential
performance issues, faulty hardware, or misconfigurations that may need attention.

e Capacity Planning & Resource Allocation: Understanding the volume of cleared events/Incidents per device helps in
forecasting resource needs and optimizing system capacity to ensure efficient operations.

e Compliance & Auditing: This report can also support compliance efforts by tracking incident resolution trends and ensuring
that service-level agreements (SLAs) are met.
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6. Active Events/Incidents to Active Device Ratio.

The purpose of this report is to provide insights into the active events/incidents ratio for active devices within each
organization. This report is particularly useful when performing event/incident tuning and helps identify which organizations
have a higher active events/incidents ratio relative to their active devices.

The goal is to maintain an Active Events/Incidents Ratio < 1, meaning that for every active device, there is at most one event
or incident.

e Ratio > 1 indicates a higher volume of events/incidents per device, leading to increased operational costs and
potential system inefficiencies.

e Ratio < 1 suggests optimized operations, fewer incidents, higher uptime, and better overall efficiency.

Below is a snapshot of the report:

& (1 " iOrganization 1 {22 TTHAD 227
1[4 Cloud X 2 1 0.5

5|3 ABC company 63 3 0.05

3|2 Pre-discovery 1 0 0

w0 System i ba

Use Cases:

e Event/Incident Volume Management: Helps teams identify organizations with high event/incident generation and take action to
reduce unnecessary noise and improve system stability.

e Operational Cost Optimization: By tracking event-to-device ratios, organizations can assess the cost to serve and make data-
driven decisions to improve operational efficiency.

e Service Reliability & Uptime Monitoring: A lower ratio indicates higher system uptime and stability, allowing teams to
proactively address issues before they impact performance.

e Capacity Planning & Infrastructure Scaling: Helps forecast resource needs by analyzing event trends per active device, ensuring
scalable and cost-effective operations.

e Automation & Incident Reduction Strategies: Organizations can use this report to fine-tune automation rules, optimize alert
thresholds, and reduce unnecessary incidents through better event correlation.
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7. Cleared Events/Incidents to Active Device Ratio.

The Cleared Events/Incidents to Active Device Ratio report provides insights into the number of cleared events or incidents
relative to the total number of active devices within each organization. This metric helps assess how effectively incidents and
events are being resolved and whether organizations are successfully managing and mitigating system noise, operational
inefficiencies, and recurring issues.

A well-balanced ratio ensures that incident resolution keeps pace with the volume of active devices, contributing to
operational stability.

e Ratio > 1 indicates higher noise levels, meaning that more events/incidents are being cleared relative to the number
of active devices. This suggests excessive event generation, which may require event filtering, suppression, or better
incident tuning to reduce operational overhead.

e Ratio <1 suggests less noise and a more optimized environment, where event generation and resolution are
balanced, leading to higher system efficiency, fewer distractions, and better operational performance.

This report is useful for identifying organizations with high event noise and helps implement strategies to optimize event
resolution, improve efficiency, and reduce unnecessary alerts.

Use Cases:

1. Event Noise Reduction & Optimization. Helps identify organizations generating excessive event/incident noise that could
overwhelm incident response teams. It Enables teams to fine-tune alerting thresholds, suppression rules, and event
correlation to minimize unnecessary alerts.

2. Incident Management & Operational Efficiency. Ensures that events/incidents are being resolved at a pace that aligns with
system demands. A low ratio (<1) suggests effective incident management, while a high ratio (>1) may indicate unnecessary
operational noise.

3. IT Operations & Monitoring Strategy Improvement. If an organization has a consistently high cleared event ratio, it may
signal too many low-priority or redundant alerts, requiring changes in alerting policies and automation strategies. Also, it
helps to evaluate monitoring effectiveness and adjust configurations to reduce distractions from non-critical alerts.

4. Cost Optimization & Resource Allocation. A high cleared event ratio suggests increased operational costs due to excessive
event resolution efforts. It helps organizations determine where to reduce unnecessary event resolution workload and focus
resources on more critical issues.

5. System Stability & Proactive Maintenance. By reducing event noise, organizations can improve system reliability, reduce
downtime risks, and increase efficiency. It also helps pinpoint recurring issues that need root-cause analysis and long-term
fixes rather than repeated short-term resolutions.
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8. Event Suppression Report.

The Event Suppression report provides insights about suppressed events on Devices or Device Groups. This Report helps to
identify which events are suppressed across the platform.

Use Cases:

e Audit the Event Policies. Helps to identify which events are suppressed across the platform to make sure no un-
necessary suppression applied to devices/device groups to mitigate unwanted outages due to suppressed events.

Sample output for suppressed events for device groups:

A E C o E F G H
|Events Suppression report Date:04/28/2025
45 ABC - Router Group1 Poller: Availability Check Failed 1205 Critical:em7admin 2-11-11 15:22:23
11 Home-PC Support: Appliance Validation Mot Mor: 2561 Majoriem7admin 5-04-28 03:27:26
49 ABC - Router Group2 Support: Appliance Validation Mot Mori2561 Majoriem7admin 5-04-28 03:27:26
82 SL1: Linux Servers Support: Appliance Validation Not Mor:2561 Majoriem7admin 5-04-28 03:27:26
Sample output for suppressed events for device
Events Suppression report Date:04/28/2025
555 “adfs.home.local 117216932 144 Poller. Avalabiity Check Failed 11205 T Critical em 7admin 3-10-04 05°37-60
18 mail.mylabs.au 172.16.232.195  :Support: Appliance Validation Not Mor: 2561 Major:em7admin 4-05-14 11:20:22
18 mail.mylabs.au 172.16.232 195 :Support: Appliance Validation Minimur: 2563 Major:em/7admin A-05-14 11:20:33
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Dashboard.
e Events and Incidents Details Dashboard.
The event details report and dashboard, contain a dashboard to show the real-time information for:
e Event Ratio to Active Device .
e Incident Ratio to Active Device.
e Active Events/Incidents ratio to active device.
e Cleared Events/Incidents ratio to active device.
e Number of cleared events per device per organization.
e Number of cleared incidents per device per organization.
You can export the data of each widget to csv file for further analysis.
Below is a snapshot of the dashboard:
[(Quick Add |_Actions | Reset | Guide |
| 1 Events and Incidents dstails dashboard | ~ | (New ) 1 Original Context ] v|[_Context ] [ Pause ][ Refresn ]

_ Event Ratio to Active Device, All Incident Ratio to Active Device, All Olganlzalmns _--
Organizations

A8 ABC Company

A30 5 4 1 ! ’ i i Cloud X 2

21-Apr-2025 5 25-Apr-2025

SSDDDI.

- =
Minor A8 INBAN 1 Minor
Nofice Ag Organization1 64 it
_ B2 @210 >10<=20 B @210 >10<=20

B2 [ B4

-

A
i| =

Number of the CLEARED Events (Major, Critical) Per Device Per Organization Ratio, CLEARED Events (Major, Critical) Per Active Device Per Organization Ratio, ACTIVE Events (Major, Critical) Per Active Device Per Organization
from 2025-04-21 ~ 2025-04-25. Only Top 100 Events from 2025-04-21 ~ 2025-04-25 -_---
P —— p— _____ pr—

_—_ == _____

Pt

j| =

Number of the CLEARED Incidents(Major, Critical) Per Device Per Organization Ratio, CLEARED Incidents (Major, Critical) Per Active Device Per QOrganization [ | Ratio, ACTIVE Incidents (Major, Critical) Per Active Device Per Organization

from 2025-04-21 ~ 2025-04-25. Only Top 100 Incidents from 2025-04-21 ~ 2025-04-25 -_---
_—_ — _____
pre— po— _____ o

P p—
___ ——————— '
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By leveraging these reports, organizations can gain valuable insights into their event and incident management processes, helping to
optimize system performance, reduce noise, and enhance operational efficiency. Whether tracking active event ratios, monitoring
cleared incidents, or assessing overall incident resolution effectiveness, these reports serve as essential tools for proactive IT
operations, cost optimization, and strategic decision-making.

Regularly analyzing these metrics enables teams to identify trends, mitigate risks, and fine-tune monitoring strategies to ensure a
stable, efficient, and cost-effective IT environment. By utilizing the insights provided in these reports, organizations can drive
continuous improvement, enhance service reliability, and create a more resilient infrastructure.

For any questions or further assistance in interpreting these reports, please reach out to your dedicated CSM or CSA.
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