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SAP Powerpack for
Sciencelogic SL1

Seamless integration of Redpeaks
monitoring solution for SAP with SL1 using the REST toolkit.

Version 1.2
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Overview

* This powerpack facilitates the discovery and monitoring of SAP environments within SL1.
* It utilizes SL1's REST toolkit framework.

* |t establishes a connection to Redpeaks API, providing access to monitoring data.

» Automatic creation and grouping of SAP devices occur seamlessly.

» System metadata, metrics, and alerts are automatically associated with their respective
devices for streamlined organization.

» A set of dynamic applications will provide visibility on generated alerts and metrics and can
be used to build custom dashboards and automation.

Scope

The powerpack specifically focuses on system monitoring across these categories:

* SAP S/4HANA and NetWeaver (starting from version 4.6)
» SAP HANA Database
* SAP BusinessObijects

You will find in the Monitored environments section below an exhaustive list of the monitored
components.

Releases

e V1.4.0(2025-11-26)
e Optimizations of queries
e Fixes to some metric naming

e V1.3.2(2024-02-15)
e Documentation update.
e Optimizations of queries

e V1.2.0(2024-01-26)
e Uses the updated REST toolkit environment
e Important: Make sure to use the "Universal" credentials when aligning with the root

level discovery application

e V1.1(2023/12) - Improvements
¢ Fix potential cache issue.
e Use JMSPATH instead of JSONPath for data parsing.

e V1.0 (2023/11) - First version of this powerpack
e Support of S/AHANA, NetWeaver, HANA, BusinessObjects
e Reports all alerts.
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¢ Collects alerts and metrics for ABAP, J2EE, HANA stack sysems.
¢ Collects alerts for BusinessObjects systems.

Architecture

* A Redpeaks collector remotely monitors accessible systems.

e An SL1 collector usually connects to one Redpeaks collector within the same network
security zone.

* Due to network and resiliency concerns, a 1-to-1 relationship is typical.
* However, it can collect data from multiple Redpeaks instances when needed.

* By example, for monitoring 2 separate SAP landscapes, it is possible to deploy 1 Pro.
Redpeaks instance for each landscape, both linked to a single SL1 collector.

This is the most typical architecture:

1. Monitored SAP systems.

Bk wnN

SL1 server

Content

Devices

Redpeaks collector: Remotely connecting to the systems via standard API.
SL1 collector: Performing REST API calls to collect monitoring data.
SL1 instance.

Cloud / On-prem

aredpeaks
COLLECTOR

SL1 COLLECTOR +
Redpeaks SAP Powerpack

Defines the types of devices that the powerpack will create and manage.

Cloud / RISE
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Type Name Description Version
Device category |SAP.Infrastructure Root element, containing groups of systems V1.0
Device category [SAP.Group Group of SAP systems V1.0
Device category |SAP.System SAP system device V1.0
Device category |SAP.Instance A component of a SAP system V1.0
Device class SAP.Infrastructure Root device for SAP groups V1.0
Device class SAP.Group Virtual device representing a group V1.0
Device class SAP.NetWeaver ABAP |Device for ABAP stack systems V1.0
Device class SAP.ABAP instance Device for ABAP application server V1.0
Device class SAP.Java instance Device for J2EE application server V1.0
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Device class SAP.HANA system Device for HANA database V1.0

Device class SAP.HANA tenant Device for HANA tenant V1.0

Device class SAP.BusinessObject Device for BusinessObjects systems V1.0

Dynamic applications

Those applications will collect metrics and health information for the discovered devices.

Name Description Version
ABAP metrics Collect metrics from ABAP systems V1.0
ABAP instance metrics Collect metrics from ABAP instances V1.0
HANA metrics Collect metrics from HANA tenants V1.0
HANA services Collect HANA services status V1.0
SAP alerts Collect alerts from any device V1.0

Event policies

Those policies define how Redpeaks events are being converted in to SL1 alerts.

Name Description
CRITICAL Maps event to SL1 CRITICAL alert
MAJOR Maps event to SL1 MAJOR alert
MINOR Maps event to SL1 MINOR alert
WARNING Maps event to SL1 NOTICE alert
INFO Maps event to SL1 NOTICE alert
CLEAR Maps event to SL1 HEALTHY (suppresses)
Prerequisites

» This powerpack works with SL1 V11.3.0 or later (requires the REST toolkit powerpack).
* It needs Redpeaks tor collector version 6.8.5 or above.
» Ensure the Redpeaks collector is both installed and configured.

« Open network routes between the SL1 collector and Redpeaks collector on HTTP/HTTPS
ports to allow HTTP REST requests from the SL1 collector to the Redpeaks collector.

Installation

Those are the main steps to complete for configuring the SAP integration in SL1:

1. Get SAP monitoring with REST toolkit powerpack from SL1 download center or from
redpeaks (support@redpeaks.io)

Upload and install the SAP powerpack.

Register Redpeaks REST API credentials.

Create a root virtual device for SAP systems discovery.

Assign the discovery dynamic applications to the root device.

ok wnN

Page | 5



After having completed those few steps, the SAP infrastructure will be discovered, and you will be
able to see events and metrics within your SL1 instance.

Upload and install powerpack

Navigate to the Powerpack section of SL1 settings.

» Select Action->Import powerpack and upload the powerpack file.

Once upload is complete, the powerpack installer screen will popup: Press Install
* You should see the new powerpack in the table.

Register Credentials

* Navigate to System -> credentials.

System

Dynamic Applications
Collection Labels
Credentials

Custom Attributes

Classic Discovery

» Create a SOAP/XML Host
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Em7admin w SC | énCELOg ic

Actions Rezet Guide

Create SNMP Credential

Create Database Credential

- Create LDAPMAD Creden fb.

) Create Basic/Snippet Credential

n¥admin

Create SSH/Key Credential

) Create PowerShell Credential
n7admin Test Credential [BETA]

n7admin Push SMMPv3 Trap Configuration

» Set the Redpeaks collector URL and authentication parameters.
e Use /api/v1/sl1 as APl endpoint.

Credential Editor [98]

Edit SOAP/XML Credential #98

Basic Settings Soap Options
Profile Mame Content Encoding Method HTTP Version Embedded Password [%F]
[SAP REST ampd04 5L1 | [[ text/xml ] v | [[PosT] v | [[Hmeial v || | &
URL [ hitpis}.//Host: Port/Path | %D = Aligned Device Address | %N = Aligned Device Host Name ] Embed Value [%1] Embed Value [%62]
[hth:l:Haglgesrvampdﬂ‘}.agl.loml:ssss @ [ ] [ ]
HTTP Auth User HTTP Auth Password Timeout (seconds) Embed Value [%3] Embed Value [Ye4]
[rest_user ] [..oooo....o.. ﬁ [2 ] [ ][ ]
Proxy Settings AN HTTP Headers
Hostname/IP Port User + Add a header
[ J o J { J
v [Conhent—'l’ype: application json b‘
CURL Dplionsﬁ
CAINFO - ~
CAPATH
CLOSEPOLICY
COMMNECTTIMECUT n N
COCKIE n
COOKIEFILE
COCKIEJAR
COOKIELIST
FRLE ¥

Create SAP root device

* Navigate to Device manager
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Devices

Devices

Device Manager
Vanished Devices
Device Classes

Device Categories

» Create a virtual device.

Em7admin v SCIéhCGLOQi

Actions Report

Create Phys ic:ﬁ“"w' ]

Create PhysicalMSsMelisd  File (BETA]
Discovery Control Panel

Dynamic Applications™ Manager

Merge Devices

Unmerge Devices

Device Manager Preferences

Advanced Search Filters

Downloadfinstall Agent

Device Name [Infra SAP Agentil |
Organization | Agentil v |
Device Class | SAP SE | SAP Infrastructure v |
Collector | CUG v ]
Add
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Align discovery applications

* Edit the created device and go to collectors tab.
* Assign dynamic applications:

@ Sciencelogic, Inc. — Mozilla Firefox

O EJ &2 https://demo-sl1.agentil.com/em7 /index.em7 ?exec=device_collections&did=137

C e T wre T heres oo T omeee T eee 0 0 e

Device Mams | Infra SAP Kyndryl Managed Tyee | Wirtual Device
1T 137

== | SAP SE
o7 Kyndryl

Dewvice Hostnams

| Infrastructure |

Dynamic Application™ Collections Expand Actions

Drynamic Application jis] Poll Frequency Tues My Bookmarks

Device Groups

Product Catalo

Report Creator

T

You need to assign two applications:
e SAP_RP: SAP alerts
e SAP_RP: SAP groups discovery

Select the applications within the list.
Once clicked on the application name, this will list the available credentials.
Select the credentials that you created and save.
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Reset Guide

(Ctri+AIt+B)

Create a Ticket (Cirl+Alt+Enter)

Mo results to display. Custom Mavigation

(Clri+Alt+D)

Motepad Editor

a

Resource Usage (Ctrl+Alt+U)

Virtual Collections




Dynamic Application

Dynamic Application Alignment T
Dynamic Applications Credentialz
|rnnt | |
Fﬂmﬂl&#?ﬂfmmﬂnce: _ ~ Polycom - Network ~
Microsoft. Hyper-V Root Virtual Processor Pel e B
Snippet Configuration: L
Cisco: CUCM Cluster Root Cache Polycom RAKX
Cizco: UCSD Root Device Configuration Prohlonitor agls03
REST: SAP Alerts for root Pr”"‘””“”rﬁm”
“WMware: ClusterComputeResource Root Resc REST APIB ': Example
“VMware: HostSystem Root ResourcePool Cor REST API Cookies Example
Wiware: LicenseManager RootDevice Config REST APl Example
Wiware: RootFolder Datacenter Dizcovery REST APl Key Example
Wiware: RootFolder Folder Dizcovery REST APl DAuth2 Example
'Snippet Performance: REST APl Pro.Monitor
VHware: ClusterComputeRezource Root Rest REST APl Pro.Monitor AGLS03
“VMware: HostSystem Root ResourcePool Per SAP REST ampd04
SAP REST localhost
Tandberg Endpoint - Config
Tandberg Endpeint - History
Tandberg Endpeint - Status
Tandberg: TCS Cluster Status
w Tandberg: TCS Configuration s
Save
L[]
* Once done, you should see two applications aligned with the device.
* From now on, your SAP architecture will be automatically discovered.
O B a2 https://demo-sl1.agentil.com/em7 /index.em7 7exec=device_collections8idid=57 i =

[ o | Toobox | beertaces | peltonstps | Tokets | Reorecs |  Motes [ awoues |

Czvizz Mams  Agentil SAP infrastructure Wanagsd Type | Virtual Device
Iz | 5F
= SAPSE

Dynamic Application™ Collections

+ REST: SAP Alerts for root Snippet Configuration REST API Pro.Monitor
+ REST: SAP PM groups discovery 1899 2 mins Bulk Snippet Configuration REST API Pro.Monitor

Dhynamic A

Monitored environments

* This is a description of the discovered devices by environment and associated monitored
components

Page | 10



S/4HANA - NetWeaver

Devices Description
SAP system The SAP logical system composed by application servers
SAP ABAP instance An ABAP instance
SAP J2EE instance A J2EE instance
Components

ABAP instance memory

ABAP instance response time

ABAP locks

ABAP shortdumps

Batch inputs

Database backups

Database size

DB Exclusive locks

Dispatcher queues

ICM status and usage

IDOC exchange monitoring

Instances availability

PI/XI messages ABAP

Process Chains monitoring

Queued RFC

RFC Destinations availability

SAP buffers

SAP change settings

SAPconnect (SCOT/SOST)

SAP Jobs monitoring

SAP transaction times

SAP transports

SAP users

Spools

Components for J2EE

Java com ponents status

Java instances status

Java processes status

SAP Control metrics tree

HANA DB

Devices Description
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HANA system The SAP logical system composed of one or several tenants

HANA tenant A tenant database

Components for HANA

Database CPU utilization

Database disk usage

Database memory utilization

HANA backups

HANA connections

HANA nodes status

HANA replication LOG retention statistics

HANA replication shipping statistics

HANA replication status

HANA tables

HANA threads

HANA transactions

Merge statistics

Services status

BusinessObjects

Devices

Description

BusinessObjects system

A standalone BusinessObjects system

Components

Concurrent users

Schedules

Servers status

Server metrics

Support

» For support or feature requests please use our Jira system: Service Desk Redpeaks

 If you don't have an account yet, contact Redpeaks at support@redpeaks.io

* You will find the latest information about this powerpack here:
https://wiki.redpeaks.io/doku.php?id=products:promonitor:latest:userguide:integrations:sc

iencelogic
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https://redpeaks-team.atlassian.net/jira/servicedesk/projects/RED/queues/custom/40
mailto:support@redpeaks.io
https://wiki.redpeaks.io/doku.php?id=products:promonitor:latest:userguide:integrations:sciencelogic
https://wiki.redpeaks.io/doku.php?id=products:promonitor:latest:userguide:integrations:sciencelogic

