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SL1 Operational Insights — Self Monitoring v103

This PowerPack provides Operational Insights into Platform Operations for the SL1 platform.

NOTES:

e This Powerpack requires that all SciencelLogic Appliances to be discovered as monitored
devices. It is also required that all Data and Message Collector device names match with
the Data and Message Collector Appliance names from the Appliances page (System >
Settings > Appliances)

e For HA or HA+DR systems the HA VIP should be discovered as a separate device.

e Ensure that the following Apps are aligned and collecting data on the primary DB device or
the VIP device for HA or HA+DR systems:

o Support: MySQL Performance
Support: Rows Behind
Support: PT-DiskStats
Support: Platform Statistics
Support: Maintenance Tracking
Support: Config Push
Support: InnoDB Size

O O O O O O

The PowerPack contains

e 1 x Dynamic Application
e 5 x Dashboards
e 13 x Widgets

PowerPack Installation
Following step by step instructions will ensure that you install the PowerPack successfully.

1. Navigate to System > Manage > PowerPacks
2. Select Actions > Import Powerpack
3. Select the PowerPack file and Import
4. Once imported click on the Install button
The PowerPack should now be installed on the system.

Dynamic App Installation

The installation of the PowerPack also requires a manual alignment of the Dynamic Application to
the Primary DB.

Navigate to the Device Manager under Registry > Devices > Device Manager

Search for the Primary SL1 DB

Click on the wrench for the Primary DB

Navigate to the Collections Tab on the Primary DB

Select Actions > Add Dynamic Application

Search for SL1 Operational Insights - System Log Counts under Dynamic Applications

QU E W=

www.sciencelogic.com | info@sciencelogic.com | Phone: +1.703.354.1010 © 2019 Sciencelogic 1




Sciencelogic

7. Select a Database Credential (EM7 DB) - if no DB credential is available create a new DB
credential with the following options:
a. DB Name: master
b. DB User: root
c. Password: MariaDB Password
d. Hostname/IP: %D
e

. Port: 7706
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8. Click Save

Dashboard Configuration

There are Dashboards that needs minor configurations. The following steps will provide the
details to configure the dashboard.

Landing Page Configuration

1. Navigate to Dashboards and to the Operational Insights Landing Page
2. Once at the landing page edit the landing page widget and click on configure
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Click here

3. From the widget configuration window unselect any dashboard that you do not want to see
on the landing page, by default all dashboards are selected and will show on the landing
page.

Wikige! Gonfiguration

Editing: SL1 Operational Insights - Landing Page

incPasci 40 Béde dashi
Sedt Monigring == = Platiorm Op Capaciy Marag
15 Database Paromance 1 Everis Summary 1 Livavrn Uisangen Srmemary
[ Syeiem Logs Summany 1) Bacinup Status Hidory [ Lnraa Unagn by Dipanization
3 Colscior Parlormancs |l Daila Fteriion Auditing | Lt Ubisnge By Dhirwinos Gl
[ Dervioe Hinalh (5 DNE mnd Timastreer Audiing ) Basading Monioring

4. NOTE: If your environment has over 500 Organizations then unselect the Device Health
Dashboard. Keeping it enabled on systems with large number of organizations can have a
negative impact.

5. Click save to save you changes.

Active DB Context configuration
1. Navigate to the Operational Insights Landing page and open Database Performance
2. Edit the Top widget with the Dashboard Name and click configure:

|{,’.} Database Performance

Click here

e i BT e
3. Select the current Active/Primary DB from the dropdown
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4. Click save to save your changes and exit.

5. Repeat Steps 1-4 for the following Dashboards:
a. System Logs Summary
b. Collector Performance
c. Device Health

Device Health Dashboard Configuration (Only applicable if Dashboard is enabled from
Landing Page configuration)

1. Navigate to the Operational Insights Landing page

2. Once the Landing Page dashboard has been configured, click on Device Health Summary
and open the Device Health Summary Dashboard.

3. Edit the widget:

Device Health
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momafmClick here to edit the widget

4. Select the appropriate events for all 6 checks from the event list per check as shown below:
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Editing: SL1 Operational Insights - Dev Health Summary
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Dashboard Details

There are 5 Dashboards that are a part of the Self Monitoring PowerPack.

SL1 Operational Insights — Landing Page

This dashboard provides a convenient links to all other dashboards including the ones part of
Platform Operations and Capacity Management PowerPacks. If any of the linked dashboards are
deleted or the PowerPacks are not installed correctly then the links will direct you to the same
Landing Page.

St Monitoring

Filattorm Oparations

SL1 Operational Insights — Database Performance

Database Performance
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* Dally Maimanance [maint_casy.py] 2019-09-02 17.0008 2019-00-02 1811757 Oa 11 Tmdgs. HAR Key Mertics inamdual Table [129] 53 567 G8 52121 GB

2 Dally Maimanance [mant_dasy.py] 20190901 17.00:08 2019-00-01 18:17:26 odthi7m 188 HAR Kay Martics inawadual Tadle [129] $3.397 GB. 52275 GB

1 Daily Maimtenance [maint dasy.py] 201908-31 17.00:05 2019-08-31 18:17:18 0 1h 1 Tm 13 HAR Key Mertics indwdual Table [129] 53,658 GB. 52 820 G&  Process completed successtully

4 Daily Mairtenance [maint_daity.py] 2019-08-30 17.00.06 2019-08-30 18:18.30 0d:1h18m 285 HAR Key Mertics indidual Table [126] £3.399 GB 52639 GB Process campleted successiuly

* Daily Maimenance [maimt_daily.py] 2019-08-29 17.00:10 2019-08-29 18:15:33 0 1h15m 23 HAR Key Mertics indiidual Table [129] 53676 GB 52056 GB. iccms Process campleted successfuly

8. Daily Mairmsnance [main_dsibypy] 2019.08.28 170008 20180828 18:13.25. Dah 1am z2s HAR Ky Mertics inahiaual Table [125] 5357268 5218808 Procass completed successtully
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This dashboard provides details about the system health wrt to the DB. The dashboard gives an

overview of the following metrics:

e MariaDB Connection Counts

e Datapull Rows Behind Aggregates

e Average IOPS for the active DB

e Number of Active Devices being monitored

e Daily Maintenance Pruning Time

e Config Push Time

e Number of Active Interfaces being monitored
e InnoDB Size - Used Space

e Active DB Vitals (CPU, Memory, SWAP)

This dashboard also provides a widget that gives details about the last 7 days of Daily Maintenance
stats. This includes the start and end times, process run duration, DB size before and after data
pruning, Overall status of the process along with any failure message.

SL1 Operational Insights — System Logs Summary
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System Logs Summary
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This dashboard provides a summarized version of the System Logs. This includes log counts broken
down by the Severity and by messages. Primarily 4 types of messages are being summarized as
these are the most common and most important messages:

e PoolWorker Logs - These are typically Notice level error messages that can be a result of
simple configurations, e.g. Incorrect formula in the Dynamic App Alert. These are the
noisiest logs and can be resolved rather quickly.

SIGTERM Logs - These are results of a backend process dying or being killed, there could
be many reasons for a process to die, one of the most common ones is process running
longer than its allocated time which results in the process being killed to prevent the
process from running forever.

Unhandled Exception Logs — These logs go hand in hand with the SIGTERM Logs, when a
process fails it typically generates an Unhandled Exception.

Connection Error Logs — These are logs that are generated when the primary DB is unable
to communicate with a collector.

This dashboard allows users to see how the system is behaving by providing a concise count of
these logs. This dashboard is very useful for the administrator of the system who can look at this
dashboard and identify what types of errors might be spamming the system potentially causing
performance issues. If there are too many unhandled exceptions or SIGTERMs on the system that
can result in missed polls and data gaps. In that case ScienceLogic Support can help identify the
Root cause of the issue.

SL1 Operational Insights - Collector Performance
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This dashboard gives a very detailed information about the Data and Message Collector Health.
New in this version is the ability to see the collector ratings by number of devices and humber of
interfaces. The dashboard also provides other collector health stats like CPU, Memory and SWAP.

Along with collector health metrics, you can now see the number of collections that the system is
doing per day. These numbers are broken up by PowerPacks and Dynamic Applications in the
PowerPacks.

The following table shows how Device Rating is calculated for the Collectors:
RAM (GB) Cores Disk (GB) Device Rating (# of devices)

4 2 60 100
12 3 90 500
24 4 120 1000

SL1 Operational Insights — Device Health

Device Health
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This Dashboard can be used as a customer facing Dashboard. The dashboard provides a summary
of all device health for the users Organization.

The users can see a breakdown of the number of devices by their severity. There are also gauges
showing the counts for number of active devices, disabled devices, inactive and unavailable
devices.

The dashboard also gives a tabular view of the status of the six main checks that are configured
for the devices. These checks include

e Availability
e Latency

e CPU

e Memory

e Disk

e Interface

The table also shows overall state of the device which is determined by the highest severity active
event on the device.
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