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SL1 Operational Insights - Self Monitoring v104

This PowerPack provides Operational Insights into Platform Operations for the SL1 platform.
The PowerPack contains

e 1 x Dynamic Application
o 5 x Dashboards

e 27 x Widgets

e 2 x Actions

e 2 x Automations

PowerPack Installation

Following step by step instructions will ensure that you install the PowerPack successfully.
1. Navigate to System > Manage > PowerPacks
2. Select Actions > Import Powerpack
3. Select the PowerPack file and Import
4. Once imported click on the Install button
The PowerPack should now be installed on the system.

SL1 Implementation with RDS

There are some configurations needed to make this PowerPack work for SL1 systems with Data
Engines and RDS architecture deployed in the AWS cloud.

Since the Data Engines do not have MariaDB instance all DB related data collection has to be
done by connecting to the RDS instance directly. In order to do that the SL1 DB or EM7 DB
credential should be edited or a new credential should be created with the RDS information.
Enter the RDS endpoint name in the Hosthame/IP field of the credential as shown in the image

below. Your AWS administrator will be able to provide you the RDS endpoint name. eg:
cliente39ef4.cluster.us-east-1.rds.amazon.com

Amazon RDS X ) tan ave
cliente39ef4
Related

08 identifier a Rute Engine

(twysoc)

| lreot

Endpoints
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The remaining pre-requisites remain the same for this type of deployment, all apps that should
be aligned to the EM7 DB, must be aligned to the Data Engine deivces which, when discovered,

are classified as SL1 DB.

Pre-requisites:

e This Powerpack requires that all SciencelLogic Appliances to be discovered as monitored
devices. It is also required that the discovered hostname for all Data and Message
Collector devices match with the Data and Message Collector Appliance names from the
Appliances page (System > Settings > Appliances)

e For HA or HA+DR systems the HA VIP should be discovered as a separate device.

o Discover the VIP with the Initial Scan Level set to "Model Device Only” and Apply
Device Template set to "SL1 Database HA Cluster VIP or SL1 Primary”

Discovery Session Editor | Editing Session [658]

New

Reset

Identification Information
Name [SL1 D8 VIP ©@  Description |SL1 DBVIP P
IP and Credentials Basic Settings
IP Address/Hostname Discovery List Initial Scan Lovel Discover  Modol
W= o o 10, Model Device Only | A Noa-SNMP  Davices DHCP
SRR TGS ® ©
(8 Default (recommended) R
Lt )} Device Model Cache TTL (h)
Upload File Port Scan Al IPs 5 o
o e Do e
Browse for file. Browse. (7] s Dofauk M) R
Port Scan Timeout Colloction Server PID: 102
SNMP Credentials ° [ System Defautt (recommended) | DR ] 1 $
SNMP Detection Method & Port > Organization
Cisco SNMPV2 - Example @ [ System ) :)
Cisco SNMP3 - Example [ Detault Method |
Cisco: CSP SNMP Port 161 Example UDP: 161 SNMP Add Devices to Device Group(s)
Cisco: CSP SNMP Port 1610 Exampl TCP: 1 - tpmux (7}
e SNMPv2 Examplo TCP: 2 - compressnet
IPSLA Examplo TCP- 3 - compressnet None
TCP:5 - e A Divices
Other Credentials ;g: ; discard FE
G | 1Cp. 11 - systat g: =
Ba;k:ls«c R Inferface nveniory Timeout (ms) Gt I
isco mple 600000
Cisco Meeting Server Example o g' o
Cisco VIOS CUC Cluster Status Maximum Allowed Intertaces y
Cisco VOS IM&P Clustor Status 10000 @ | -
Cisco: ACI Sample Credential Apply Device Template
. Bypass Interface Inventory
Cisco: CSP Example Q ! [ SL1 Database HA Cluster VIP or SL1 Primary & k

Once the HA Cluster VIP has been discovered:
o Rename the device to “"SL1 Database HA Cluster VIP”

The following table shows which apps should be aligned to which SL1 DB

------- Cassic Architectur Type

Configu | Dall Pull Data Pull
ration Configuration | Support
2 Configu | Host Host 106 SNMP 8.12
ration Resource: Resource
Configuration | Core Pack
3 Configu | Host Host 106 SNMP 8.12
ration Resource: Resource
Software Core Pack
4 Configu | SL1: Asset SL1 Default 7.7.0 SNMP 8.12
ration Information Dynamic
Applications
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Credential ] AWS RDS

PowerPack | Needed Version
Version Needed
5 Configu | SL1: DRBD Sciencelogic | 102 SNMP 8.12 N/A All DBs All DBs N/A
ration Status Config | DRBD (Not VIP)
Monitoring
6 Configu | Support: Sciencelogic | 101 SNMP* 8.14 w/ DB VIP All DBs All DEs
ration Database Support Pack extended Sciencelogic
Configuration Support
Pack v101
7 Configu | SL1: SL1: 104 SSH 8.14 DB All DBs All DBs All DEs
ration Operational Operational (Not VIP)
Insights - Insights -

DNS/Timeserv | Platform
ers Auditing Operations

8 Configu | Support: DB Sciencelogic | 101 Database 8.14 w/ DB VIP All DBs N/A
ration Space Support Pack Sciencelogic
Estimator Support
Pack v101
9 Configu | Support: File Sciencelogic | 100 SNMP 8.12 DB All DBs All DBs All DEs
ration System Support Pack (Not VIP)
10 Configu | Support: Sciencelogic | 101 Database 8.14 w/ DB All DBs All DBs All DEs
ration MariaDB Support Pack Sciencelogic (Not VIP)
Configuration Support
Pack v101
11 Configu | Support: SL1 Sciencelogic | 101 SNMP* 8.14 w/ DB All DBs All DBs All DEs
ration Configuration | Support Pack extended Sciencelogic (Not VIP)
Support
Pack v101
1 Perfor HF Data Pull: Data Pull 8.5.0 SNMP 8.12 DB VIP All DBs All DEs

mance | Storage Tasks @ Support

2 Perfor HF Data Pull: Data Pull 8.5.0 SNMP 8.12 DB VIP All DBs All DEs
mance | Statistics Support
3 Perfor LF Data Pull: Data Pull 8.5.0 SNMP 8.12 DB VIP All DBs All DEs

mance | Storage Tasks | Support

4 Perfor LF Data Pull: Data Pull 8.5.0 SNMP 8.12 DB VIP All DBs All DEs
mance | Statistics Support
5 Perfor MF Data Pull: Data Pull 8.5.0 SNMP 8.12 DB VIP All DBs All DEs

mance | Storage Tasks @ Support

6 Perfor MF Data Pull: Data Pull 8.5.0 SNMP 8.12 DB VIP All DBs All DEs
mance | Statistics Support

7 Perfor Net-SNMP: Net-SNMP 101 SNMP 8.12 DB All DBs All DBs All DEs
mance | CPU Base Pack (Not VIP)

8 Perfor Net-SNMP: Net-SNMP 101 SNMP 8.12 DB All DBs All DBs All DEs
mance | Physical Base Pack (Not VIP)

Memory

9 Perfor Net-SNMP: Net-SNMP 101 SNMP 8.12 DB All DBs All DBs All DEs

mance | Swap Base Pack (Not VIP)
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PowerPack | Needed Version
Version Needed
10 Perfor | SL1: DRBD Sciencelogic | 102 SNMP 8.12 N/A All DBs All DBs N/A
mance | Status DRBD (Not VIP)

Performance Monitoring

11 Perfor SL1: Event SL1 Default 7.7.0 Database 8.12 DB VIP All DBs All DEs
mance  Count Dynamic
Applications
12 Perfor | SL1: Event SL1 Default 7.7.0 SNMP 8.12 DB VIP All DBs All DEs
mance | Statistics Dynamic
Applications
14 Perfor SL1: SL1 104 Database 8.12 DB VIP All DBs All DEs
mance  Operational Operational
Insights - Insights -
Event Counts Platform
By Severity Operations
15 Perfor | SL1: SL1 104 Database 8.12 DB VIP All DBs All DEs
mance | Operational Operational
Insights - Insights - Self
System Log Monitoring
Counts
16 Perfor | Subscription Sciencelogic | 101 Database 8.12 DB VIP All DBs All DEs
mance | License Usage | Subscription
Totals Audit Pack
17 Perfor Support: Sciencelogic = 101 Database 8.14 w/ DB VIP All DBs All DEs
mance | Async Support Pack Sciencelogic
Message Support
Backlog Pack v101
Performance
18 Perfor | Support: Sciencelogic | 100 Database 8.12 DB VIP All DBs All DEs

mance | Config Push Support Pack

19 Perfor Support: Sciencelogic | 100 SNMP 8.12 N/A All DBs All DBs All DEs
mance | DRBD Proxy Support Pack (Not VIP)
Stats
20 Perfor Support: Sciencelogic @ 100 SNMP 8.12 DB VIP All DBs N/A
mance InnoDB Size Support Pack
21 Perfor | Support: Sciencelogic | 100 Database 8.12 DB VIP All DBs All DEs
mance = Maintenance Support Pack
Tracking
22 Perfor Support: Sciencelogic | 101 Database 8.14 w/ DB VIP All DBs All DEs
mance MariaDB Support Pack Sciencelogic
Performance Support
Pack v101
23 Perfor Support: SciencelLogic | 100 Database 8.12 DB VIP All DBs All DEs
mance | Platform Support Pack
Statistics
24 Perfor | Support: PT- Sciencelogic | 100 SNMP 8.12 DB VIP All DBs All DEs
mance | DiskStats Support Pack
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Power Credential | Mini Stand-
Type Name Pack PowerPack Needed Version AIone
Version Needed

Perfor 100

Support: Rows | Sciencelogic

mance | Behind Support Pack

“ o
26 Perfor Support: SL1 Sciencelogic | 101 SNMP 8.14 w/
mance | Performance Support Pack Sciencelogic
Support
Pack v101
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Dynamic App Installation

The installation of the PowerPack also requires a manual alignment of the Dynamic Application to
the Primary DB.

1. Navigate to the Device Manager under Registry > Devices > Device Manager
2. Search for the Primary SL1 DB or HA Cluster VIP
3. Click on the wrench for the Primary DB
4. Navigate to the Collections Tab on the Primary DB
5. Select Actions > Add Dynamic Application
6. Search for SL1 Operational Insights - System Log Counts under Dynamic Applications
7. Select a Database Credential (EM7 DB) - if no DB credential is available create a new DB
credential with the following options:
a. DB Name: master
b. DB User: root
c. Password: MariaDB Password
d. Hostname/IP: %D
e. Port: 7706
Fe s Fricfiy Mama OB Tygs
EMT D8 [ MySOL ]
it Wama D Lo Faspwond
master root | weeesas -
— Heditruimin P — Part
EETER T
8. Click Save

Data Collection Automations configuration

Two automations (provided with the PowerPack) are required to be configured in order to see
data on the Collector Performance and System Logs Dashboards

1. Navigate to Registry > Run Book > Schedules
L P S e ) e EREA R b ey = e kil i

of RO o e e g - e € e - |

P it iy e i - presn. ] - = S

www.sciencelogic.com | info@sciencelogic.com | Phone: +1.703.354.1010 © 2020 Sciencelogic 6




Sciencelogic

2. Edit Schedule "SL1 OPIN - Data Collection” and set the Start Time value to the next
upcoming hour and Time Zone value to your local Time Zone.

Easic Sotbrge
Sctemtsin hame

511 O - Dl Collecton ]

sty Crparcaton e
= 1) [(5mter] 1] [emtacmis [}
Theree: Sttings

Tian T Tern dorer
FI0-07- 36 DY [T Amaricaitie =

Racunencs el
| By irasranl O | [ Hears (1}

Pt Ll Lt Fusiurmipnis
| P L =) |

BT T

3. Navigate to Registry > Run Book > Automation and search for "OPIN” for the Automation
Name, you should see two policies:

a. SL1 OPIN - Collector Data Collection
b. SL1 OPIN - System Log Data Collection
4. Edit each of the above two policies and perform the following tasks:

a. Search for the Active DB/HA VIP for the Available Devices and move the correct
device to the Aligned Devices Section:

Automation Policy Editor | Editing Automation Policy [62] el
Polcy Mams . Paiicy Type Poiicy Strte Cwganination
[BL7 OFN - Collecier Dafa Colection || [[[checuled ] ¢ | [[Erabed] 3| [[5mem] 3
Ak WS
[|D-ut-] :‘J
Ayraind vtk
Syatom
- EerRL oG, e, EMT DOt v v 0 WP
Scisncelogic. Inc. M7 Daiabase: . -than 0t n
Sciancelogs, ind.c EMT Dulshase: Selapeiets
Tumicos '
Themic - APW-UW
Moyt Scteduien Al Setuch s
| 10PN - Dats Coliection
Byvmiaibia Actona fligrasd Actiona
| (1. Grppen |5]: BL1 0P - Colemor Durta Colsoton
I_Ei'll" 2. Srippad |5 L1 OPM - Colecior Diata Collacion
&w“;ﬂa.‘uwm 3. Brippat |5 BL1 O - Colem Dails Colsokon

Srépped 5] AT Classficamon and Masmason I'mlil'alwﬂ-mmm
Brippent [B]: MAE: Dhaoore fromm EC2 P

b. Click Save and close the policy editor.

Dashboard Configuration

There are Dashboards that need minor configurations. The following steps will provide the details
to configure the dashboards.

www.sciencelogic.com | info@sciencelogic.com | Phone: +1.703.354.1010 © 2020 Sciencelogic 7




Sciencelogic

Landing Page Configuration

1. Navigate to Dashboards and to the Operational Insights Landing Page
2. Once at the landing page edit the landing page widget and click on configure

Operational Insights v104

N Fafiean
Click here Corfigus
Advanced Contaxt
MMossages
Duatach
Napart
Copy To...

3. From the widget configuration window unselect any dashboard that you do not want to see
on the landing page, by default all dashboards are selected and will show on the landing

page.
Ediing: 5L1 OPIN - Lansiing Page ean
g Va1
- [ | Wi ot i gy e v
Um0

e [—— R, TR sty Uarages afrrin. iy

[ Swisbana Pertrrarry Lo Bameary I iwerma Lnage Sermrany

[ Syvim | oy ey i TPy iy G imere Unage iy Drganipston

[ T Heal T el Trrmpmevee Rorbiery | | Pt Ui

| fam ]

4. Un Check the following two options from the "Admin Tools” if your system is less than v8.14:

a. SL1 DB Configuration Check
b. SL1 System Status Result

5. NOTE: If your environment has over 500 Organizations then unselect the Device Health
Dashboard. Keeping it enabled on systems with large number of organizations can have a

negative impact.
6. Click save to save you changes.

© 2020 Sciencelogic 8
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Active DB Context configuration
1. Navigate to the Operational Insights Landing page and open Database Performance
2. Edit the Top widget with the Dashboard Name and click configure:

|1§-} Database Perlormance

CE] | oo | T ] | o svcsecs e taries | N
3. Select the current Active/Primary DB/HA VIP Device from the dropdown

Editing: SL1 Operational ingights - Page Titke Rt

Wtged Harse Wi Pasfresh Fue
= Waiged cirlmsl (Ruicrmefresh daabsied)

Click here

Ghiect Ty Acts L1 DB

[ Prodstas b Prpgetieh
’7 siaa~ct-0 [182. 168 3 55

At Top age Mot OF Image Wee worrs Daihisar 10

Lol Mg Eoemien - TrampnmagBackgronds Select the current Active/Primary DB
S prg
it i gng

=

Click save to save your changes and exit.

ul

. Repeat Steps 1-4 for the following Dashboards:
a. System Logs Summary
b. Collector Performance
c. Device Health

<N

On the Database Performance Dashboard edit the Total Active Devices Graph and Gauge
Widget

. Set the Chart Maximum value to the License Capacity of the system and set the different
severity thresholds with 1/5% increments.

- Display Type

Line | spreadshest

N

Chart Minimum: | Fixed value: g ] #uis Scaling: Linear 0
Chert Maximum: | Fised value: + | (30000 Thveshokd Value: | Disabled : ]

Severty Ranges: | Increasing order 5 |

8. Save and exit.

9. On the Database Performance Dashboard edit the Total Interfaces graph and Gauge
Widget

10.Set the Chart Maximum value to Number of Data Collectors * 15000 and set the
different severity thresholds with 1/5% increments.

11.Save and exit.
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12. Edit Datapull Rows Behind Graph widget and select the following:
a. For Element select HA Cluster VIP (Active DB for Single DB and pure DR systems)
b. For Collection select “"Support: Rows Behind”

c. For Index select high/medium/low for the three rows as shown below

Editing: (base) Mulli-senies Performance Roset
Wicget Name Vidget Refresh Rate
& (Datapull Rows Behind [ Auto-refresh disabied | v
(- Senes
e Derect Cotecter orms 150ex (04 ety outa ype Yamm  deww Preax e moncH  Grow
Device v} SL1 Database HA Clust v || Support Rows Behind v || Aggregate Behind v || high v l[RawAwwv lef viiado wv| Sod v  Curent v
<
Device v | SL1 Database HA Cluste v | Support Rows Behind v [ Aggregaie Behind v | [ medium vil[Rawiaw vt viato v|[ Soid  v|[Curent v
¢
Device v | SU1 Database HA Clusi v || Support Rows Behind v [ Aggregate Behind v | (low V)|[Rawia v v ado v Scd v Curent w
+] Add ancthes senes
r— Az Grouping' Date Range: Legend Label Options:
® w0 (recommended) last 12}{{Hours] v | Element Names
) Auto + Manual Overnde Use Timespan' context Untt
Never Growp CJ] 4 Cofiection Name
et Rokup Interval 1 Senes N
Stack Grouped Series (Lefl Axis) [ Auto (By widget wicth) ) v o
Stack Grouped Series (Right Axis) 2 iocex Lavel
o Data Type
Historical Comparison 2.
Save

13. Save and exit.

14.Edit High Frequency Rows Behind Gauge widget and select the following:
a. For Element select HA Cluster VIP (Active DB for Single DB and pure DR systems)
b. For Collection select “"Support: Rows Behind”
c. For Index select “high” as shown below:

Editing (base) Gauge/Meler Reset
Vikdget Name Widget Refresh Rate
- High Frequency Rows Behnd { Auto-refresh crsabled | v
Note This wedgel is reccomended for parcentage-Dased metrics such 3s average avakatiity CPU memory utizaton Other metrics will work. but more Care must be
taken when setting the ranges
r~Datapont S
o Cemart Conmcton o SoeProte  imoes (02 Os)
Devce v [ SL1 Database HA Clusk v || Suppodt Rows Behind v | Aggregate Behind v |[ato v
Data Range Desplay Opbe Misc
last 12)[[Hows] v "3 " ClickiLink Behavior

( . inciude Element Name in Title i Pertc Window | rey

Use Timespan context Title Bar/Caption Type

[ mever ] 4 | Compact (No Tile-dar) | v

[N
[~ Ospiay Type
Colurnn Horzoetal Bar | | Scorebomd Watecine
SENTTIT

Chart Minnum. | Fuced vave ~lo Trveshoid Vaive: | Oanied _v]

Chat Maamum | Automate v [ 1500

Severty Ranges. | ncressegorder v |

[300_J {600 [s00 (1200
O TR weor (e T 10

15. Save and exit.

16.Edit InnoDB Size - Used Space Graph widget and update the Chart Maximum value

to the /data.local/db rounded up value. You can find this value from the primary DB
device:

a. Find the primary DB in the Registry > Devices > Device Manager
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b. Click the graph icon for the primary DB

c. Navigate to the Configs tab

d. Click on the Support File System app link on the left column

e. Locate Total Size value for /data.local/db: e.g. for 3TB use 4000 or 5000 as Chart
Maximum
| Close | Summary Perfarmance Topolagy | Interfaces |  Logs |
Saltware [ TCPR/UDP Porls

Devics Name |- SSSEpeste]

1P Adross (1D | IONSRMSSSSSY | 50828

Managed Type | Physical Deviee
Catogory  Systam.SL1

Class | Sclencelogic, ne. sub-Class  SL1 Database

165 days, 01:51:47 Database

Data Pull Configuration
Host Resource: Configuration Snap-Shot Date [2020-07-28 14:00:00]
Interface Duplex Config
SL1: Assel Informalion File Systems
P Filesystem Name Free Size  FreeUn#s  PercentFree  PercentUsed  Total Size  TolalUnits  Used Size  Used Unils
— 1.1 454 [ 49.48 50.54 999 G 505 ")
SUPPONE TR Sysem 2 ivar 5.28 GB 882 18 599 GB 7238 me
3 narhog 1144 ="} 7384 26,18 1549 = 405 ")
4. harhoglaudit 193 GB 96.75 325 199 GB 86,16 W
5 home 48073 M8 2451 540 508 67 M 2784 ]
3082 GB 99.78 022 68.77 MB
[ﬁ—_ B
. 145.59 GB 99.96 0.04 58.82 MB
9 fun i GB 9683 317 14564 = 482 ")
10. feysfsigroup 145,64 GB 100.0 00 145,64 6B 0.0 B
1. = - - - - - - - -
12. boot 411.21 M8 8084 19.18 50867 MB 97.48 MB
13 unfuser 2013 GB 100.0 00 2013 6B 00 B
14, frun/user426 2013 GB 100.0 0.0 2013 GB 0.0 B
15 funiusera2y 2013 =" 100.0 00 2013 a8 0o B
16, funiuserid18 2013 GB 100.0 00 2013 6B 00 B
17. [frunfuser438 2013 GB 100.0 0.0 2013 GB o0 B
r Display Type
Spreadsheel
Chart | Fixed value: ¢l ] Axis Scaling: [ Linoar +
Chart | Fixad value: 4] [s000 | Value: | Disabled [
Severity Ranges: | Increasing order & |
| S N T
0 ] Healthy - _ Minor | o Critical 5000

17. Edit Database Partition Util Gauge widget and use the same value from previous step
16.e to populate the Severity ranges.

18. Save and exit.
19.Edit Average IOPS Graph and Gauge widget and select the following:
a. For Element select HA Cluster VIP (Active DB for Single DB and pure DR systems)
b. For Collection select “"Support: PT-DiskStats”
c. For Series select "Average IOPS”
d. For Index
i. Select “drbd1” if your system is HA or DR ONLY
ii. Select “drbd10” if your system is HA+DR

iii. Select “sda” or “sdal” if your system has only ONE DB
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20. Save and exit.
21.Edit Vitals (CPU, Memory, Swap) Graph widget and select the following:
a. For Element select Active DB

b. Collection select “"CPU Utilization/Memory Utilization/Swap Utilization” for each one
of the three series.

Widget Name Widget Fiairesh Rale
& [vitals [CPU, Memoary, Swap) | [ [Auto-refresh disabled | ¥)
Elament Collection Sarian. Index (DA Onty} Data Type Yhaln Scale Prefiz Style Historical Grows
ey #)| CPU Unilization 03 + | [ OfFirst #)([Rawin ¢)(ngh ¢ NA ¢ [ Bod %[ Cument $)
= (0 ¥ Ol T3 4 [(oiFirst #)[([Rawin #)(leh ¢ NA & Bod %) Cument ¢
0 # [ Swap Usiizasion Bl 4 [ oFirst #)([Rawik 3[R ¢)(NA &) Bold %) Cument §)

22. Save and exit.
23. Edit CPU Utilization Gauge widget and select the following:
a. For Element select Active DB

b. Collection select "CPU Utilization” for each one of the three series.

Editing: (base) Gauge/Meter FReset
Widget Name Widget Refresh Rate
5 [cPU Utilization | ([ Auto-refresh disabled | ?)

Note: This widget is fior p ge-based meftrics such as: average availability, CPU, memory utilization. Other metrics will work, but more care
must be taken when setting the ranges
sanning &
Type Element Callectian Series Scale Prefix Index (DA Gnly)
Device 4 [ ¢t mnin 4 |( CPU Utiization £ A sI[NA 8 (Na

24. Save and exit.

SL1 Collector Status Widget configuration

The SL1 Collector Status Widget in the Collector Performance Dashboard requires selection of the
“SL1: Collectors” Device Group that is a part of the PowerPack.

1. Navigate to the Collector Performance Dashboard from the Landing Page.

2. Scroll Down until you see the SL1 Collector Status Widget on the left side of the screen:
(i — e |
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3. In the widget configuration window select the “"SL1: Collectors” from the Device Groups

Editing: System Health Summarny Flesat
Widget Mame \Wiekpel Fisirosh Fase
# 5L Colecior Gt | Wget et (5 minuses) &)
D
Taeel vrvees by
(== 0]
- Encrangs Server
[yt 115 Geprom
[Macromc: Lyrc Saress 2010
Mot Ly Sanest 2013
BOL
ol v
[ Oy Tiem
Caumn Horigontal Nar Pacias Senreccard
| __sen |

4. Click Save and exit.

5. If the Top 5: MF Behind widget doesn’t show data check if the presentation object is
enabled:

a. Navigate to System > Manage > Applications

b. Search for "Support: Rows Behind” for Dynamic Application Name
c. Edit the application and navigate to the Presentations tab

d. Edit MF Behind Presentation Object

e. Ensure that the Summarization State is "Enabled”

f. Save and exit.

Dynamic Applications [1300] | Presentation Objects | Guide |  FRosot |
Formula Editor
Report Name [MF Behind =] l0.14396)
fion State | )
Data Unit [Rows: ]
)
Abbreviation / Suffix
rovaton! St V|| e - (s s .
: ) || — e -
Show as Percent | [No ] %] Pr [(50] 0 = - 14396: MF Behind
(S R R |:::os: Bohind ]
Label Grovp(NoLabel &)+ Lavel ([NAT  #)+ — rdd E—=n
Guide Text
z
Presentation Object Registry
FApon Mams S s Group Label  Prececence Lot o Date Eat
Sutfe Percant
1. Baggregate Behind Enabled r - - - Ne pres_5121  2019-03-20 13:44:02 g
2. BHF Behind Enabled r - - - No pres 5118 2019-03-20 13:44:02 g*
3. BLF Behind Enabled " - - - No  pres 5119  2019-03-20 13:44:02 &'
4. BMF Behind Enabled r - - - No  pres 5120 20190423 14:17:54 g
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Device Health Dashboard Configuration (Only applicable if Dashboard is enabled from
Landing Page configuration)

1. Navigate to the Operational Insights Landing page

2. Once the Landing Page dashboard has been configured, click on Device Health Summary
and open the Device Health Summary Dashboard.

3. Edit the widget:

Device Health

G Sty e Daden s SHatun

M Do Feoiafad

Click here to edit the widget

4. Select the appropriate events for all 6 checks from the event list per check as shown below:

Widget Configuration

Editing: SL1 Operational Insights - Dev Health Summary
Vihdget Name = Wi
= -1 Widget detsult (5 minutes)
— Ping Evernt m Event P Imerface Event
Sedect All Evernts Select All Evernts Select Al Events
Events Name Filter Everas Name Fitor Everns Fiter
dasency alabiiy imertace
Select Specific Events s«e-aSoooﬁ: Events Select Specific Events
[MNCroson. Lyne 2070 DESIcre Sproc Lalency Devisted [EIGETPTLTT Poor e | TSN SV LUGICET MTTSSOS TS OOWY
Microsoft: Lyne 2010 D8Store Sproc Lalency exceeded threst ‘BlG—lP LTM: Pool Szane: kv.ub&tyl.uu-mn NetApp: SWM Logical imertace Moved
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Save

5. The custom Check section can be ignored, as it is for future use.
6. Click Save.
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Dashboard Details
There are 5 Dashboards that are a part of the Self Monitoring PowerPack.

SL1 Operational Insights — Landing Page

This dashboard provides a convenient links to all other dashboards including the ones part of
Platform Operations and Capacity Management PowerPacks. If any of the linked dashboards are
deleted or the PowerPacks are not installed correctly then the links will direct you to the same

Landing Page.

Operational Insights v104

Platform Oparations

Ewert Surmmary Paschasp Siaiss Figiony DCurta Fglanin Aisng CM5. el Tumagearenr hadisng

Capacity Management
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SL1 Operational Insights — Database Performance
) Database Performance e— E_
2 pan o ooy CUTTTT e

s rae T 1) I

Avarnge PS5 Average IOPS

[ Avwrage 10P5 1 410 (oom) |

Contg Push Tirw
=

3 Dally Maintanance [maint_daiy py) 0000Ga _mww
4. Dally Maintonance [mant_daty.py] ¥ 19:14 0dEn19m: 108 HAR RCA Data (132] 000068 mmmw
5 Dally Manisnance {maint_daly.py) 000068 _m—ww
6. Dally Maintenance [mant_daly.py)] 2020-07-23 00:0002 2020-07-23 06:1958 Odge15m: 565 HAR ACA Data [132) 000068 _mmm

This dashboard provides details about the system health wrt to the DB. The dashboard gives an
overview of the following metrics:

MariaDB Connection Counts

Datapull Rows Behind Aggregates

Average IOPS for the active DB

Number of Active Devices being monitored
Daily Maintenance Pruning Time

Config Push Time

Number of Active Interfaces being monitored
InnoDB Size - Used Space

Active DB Vitals (CPU, Memory, SWAP)

This dashboard also provides a widget that gives details about the last 7 days of Daily Maintenance
stats. This includes the start and end times, process run duration, DB size before and after data

pruni

ng, Overall status of the process along with any failure message.

For a multi database environments, the dashboard shows which DB is Primary and which is
Secondary along with the License Capacity and DB License Key Expiration Dates for all DBs.

WWW.S
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SL1 Operational Insights — Collector Performance

This dashboard gives detailed information about the Data and Message Collector Health. New in
this version is the ability to see the collector ratings by number of devices and number of
interfaces. The dashboard also provides other collector health stats like CPU, Memory and SWAP.

NOTE: You can select columns to display by configuring the collector Load widget. The MySQL
version is only available for systems on v8.14 and higher.
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The following table shows how Device Rating is calculated for the Collectors:
RAM (GB) Cores Disk (GB) Device Rating (# of devices)

4 2 60 100
12 3 90 500
24 4 120 1000

Along with collector health metrics, you can now see the number of collections that the system is
doing per day. These numbers are broken up by PowerPacks and Dynamic Applications in the
PowerPacks.

In this release you can now select a collector and see all the devices aligned to the selected
collector. The dashboard further breaks down the device details into DCM devices under the
collector.

The SL1 Collector Status Widget shows the counts of SL1 Collectors by the current Severity.
The severity is for the SL1 Collector device which can be found in the Device Registry.

Collector Group Details widget provides an overview of all Collector Groups in the system. If
the Collector Group has more than TWO Data Collectors in it and the Failover is turned off, then
the Failover column is highlighted in Orange, if the Failover is turned ON then the column is
highlighted Green.

The Collector Last Collect Time widget shows the timestamp of the last collected SNMP data for
the collectors. If the last collected data is over 16 mins old, then the value is highlighted in RED.
This typically indicates that the DB has not been able to collect and store the data from the
collector. A value of Unknown indicates either there are no devices on the collector, or the
timestamp value is not available.
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There are three bar graph widgets that show the top 5 collectors for High Frequency, Medium
Frequency and Low Frequency rows behind.

The Daily Collection Count by PowerPack and Daily Collection Count by Dynamic
Applications w/ Subscribers show the number of daily collection counts by PowerPack and
Dynamic Applications. By Selecting a PowerPack you can see the list of Dynamic Applications in
that PowerPack along with the Daily Collection Count.

SL1 Operational Insights — System Logs Summary
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This dashboard provides a summarized version of the System Logs. This includes log counts broken

down by the Severity and by messages. Primarily 4 types of messages are being summarized as
these are the most common and most important messages:

e PoolWorker Logs — These are typically Notice level error messages that can be a result of
simple configurations, e.g. Incorrect formula in the Dynamic App Alert. These are the
noisiest logs and can be resolved rather quickly.

e SIGTERM Logs - These are results of a backend process dying or being killed, there could
be many reasons for a process to die, one of the most common ones is process running
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longer than its allocated time which results in the process being killed to prevent the
process from running forever.

¢ Unhandled Exception Logs — These logs go hand in hand with the SIGTERM Logs, when a
process fails it typically generates an Unhandled Exception.

e Connection Error Logs — These are logs that are generated when the primary DB is unable
to communicate with a collector.

This dashboard allows users to see how the system is behaving by providing a concise count of
these logs. This dashboard is very useful for the administrator of the system who can look at this
dashboard and identify what types of errors might be spamming the system, potentially causing
performance issues. If there are unhandled exceptions or SIGTERMs around processes responsible
for data collection, they can result in missed polls and data gaps. In that case SciencelLogic Support
can help identify the Root cause of the issue.

The dashboard, by default shows data for 1 day, you can change the duration to 7 days by selecting
7 days in the widget configuration.

SL1 Operational Insights — Device Health
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This Dashboard can be used as a customer facing Dashboard. The dashboard provides a summary
of all device health for the users Organization.

The users can see a breakdown of the number of devices by their severity. There are also gauges
showing the counts for number of active devices, disabled devices, inactive and unavailable
devices.

The dashboard also gives a tabular view of the status of the six main checks that are configured
for the devices. These checks include

e Availability
e Latency

e CPU

e Memory

e Disk

e Interface
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The table also shows overall state of the device which is determined by the highest severity active
event on the device.

Admin Tools

This version of the PowerPack comes with six new Dashboards categorized under Admin Tools.

Device Group Usage Details

This Dashboard gives a summary of how and where a Device Group is being used. This is useful
in identifying if a Device Groups can be removed from the system. The dashboard shows the
Device Group Visibility which indicates where the device groups can be used based on their
configuration.

You can select one or more Device Groups to see where in the product are they being used. The
possible areas that can use the Device Groups are:

e Discovery Sessions
e Event Suppressions
e Schedules

e Automations

Along with the above data the dashboard also shows a list of the devices that are a part of the
selected device group.
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Device to Device Group Mapper

This Dashboard lets you see all the Device Groups for a selected Device. It is helpful to know what
all device groups does a device belong without going into every device group to see if the device
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is a static member or dynamic, this dashboard provides you a list of all the device groups which
the device belongs to regardless of static or dynamic alignment.

The dashboard also provides information about Device Group like the Device Group Usage
Details Dashboard.
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Automation Usage Details

This dashboard allows you to see all the RunBook Actions that are aligned to the selected RunBook
Automations. It is very useful to know if any automations are executing any Actions when they
shouldn’t and also the number of times the actions are being executed, this can be used for
cleaning up old unused Automations.

Along with listing out the Actions, the dashboard provides details like the Execution Order, Current
State and the ability to edit the Actions and Automations.
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Action Usage Details

Just like the Automation Usage Details dashboard, this dashboard shows detailed list of all the
Automations that are using the selected Action. This is useful when you need to see if any actions
are being used by any automations and the number of times they are being executed.
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The following two Dashboards are available on SL1 version 8.14 and above.
SL1 DB Configuration Check

This is a very helpful dashboard that lets you check various configuration files without having to
login to the DB console. You can see the output of the following configuration files:

e SILO config

e MySQL config
e DRBD config
e HA config

You can select all SL1 DBs from your system to see the configuration side-by-side, this allows you
to check if there are any differences in the files that need to be rectified.

Iﬁa SL1 DB Configuration Check P p— . —— o g

— . —s

www.sciencelogic.com | info@sciencelogic.com | Phone: +1.703.354.1010 © 2020 Sciencelogic




Sciencelogic

SL1 System Status Script Output

This dashboard allows you to see the output of the System Status Script for all SL1 Appliances.
You can select one appliance at a time to see the last collected System Status Script output.

The output from this dashboard can be used to check the current status of the SL1 appliance and
a good way to troubleshoot any performance issues with the SL1 appliances.

fnr SL1 System Status Script Output
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