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What is PostgreSQL? 
PostgreSQL also known as Postgres is an open-source relational database management system (RDBMS) 

emphasizing extensibility and SQL compliance. PostgreSQL is used as the primary data store or data 

warehouse for many web, mobile, geospatial, and analytics applications. 

What does this Powerpack cover? 
The SLCOE: PostgreSQL Monitoring Powerpack enables you to monitor PostgreSQL Configuration and 

Performance metrics on Linux and Windows. The Powerpack includes the following features: 

• Dynamic Applications that collect data from PostgreSQL installed in Linux and Windows. 

• Event Policies and corresponding alerts that are triggered when threshold meet certain status 

criteria. 

• Device class that classifies PostgreSQL Database and Tables. 

Prerequisites for Monitoring PostgreSQL Powerpack 
Before you can monitor this pack using the SLCOE: PostgreSQL Monitoring Powerpack, you must have 

the following information about the devices that have already been properly configured: 

• IP address of the system where PostgreSQL is running. 

• Username, password of Linux/Windows machine which has PostgreSQL server installed. 

• The username, password for PostgreSQL database. 

• SL1 version 8.14.x and higher 

• Port number on which PostgreSQL is running. 

• This pack supports PostgreSQL version 9.6 and above. 

• This pack also supports PostgreSQL Hyper table monitoring  for Linux whose DAs are disabled for 

now. If monitoring for the same is required, then as a prerequisite Timescale DB need to be 

installed in PostgreSQL server. 

• PostgreSQL server user should have permission to run below queries. 

 SELECT DISTINCT(d.datname), s.datid, pg_size_pretty(pg_database_size(s.datname)) AS size, 
sa.state FROM pg_database AS d JOIN pg_stat_database AS s ON s.datname = d.datname 
LEFT JOIN pg_stat_activity AS sa ON sa.datname = d.datname WHERE NOT datistemplate 
AND datallowconn AND s.datid = {} 

 SELECT db.datname as db_name,numbackends, pg_database_size(stat.datid) AS db_size, 
tup_returned, tup_fetched, tup_inserted, tup_updated, tup_deleted,deadlocks, blks_read, 
blks_hit, xact_commit, xact_rollback FROM pg_database AS db JOIN pg_stat_database AS 
stat ON stat.datname = db.datname WHERE NOT datistemplate AND datallowconn AND 
stat.datid =  

 SELECT DISTINCT(d.datname), s.temp_files, s.temp_bytes as temp_file_size, pl.locktype, 
pl.virtualtransaction, age(datfrozenxid) as max_freeze_age, 
        current_setting('autovacuum_freeze_max_age') as autovacuum_freeze_max_age, 100 
* xact_commit / NULLIF((xact_commit + xact_rollback), 0) as commit_ratio FROM 
pg_database AS d JOIN pg_stat_database AS s ON s.datname = d.datname 
        LEFT JOIN pg_stat_activity AS sa ON sa.datname = d.datname LEFT JOIN pg_locks AS pl 
ON pl.database = s.datid WHERE NOT datistemplate AND datallowconn 
        AND s.datid = {} 



 archiver: select * from pg_stat_archiver; 
 backup_age: select pg_backup_start_time (); 
 autovacuum: select setting as autovacuum from pg_settings where name = 'autovacuum' 
 bg_writer: select * from pg_stat_bgwriter; 
 oldest_idle: SELECT pid as idle_pid, application_name as app_name, min(backend_start) as 

oldest_idle_start_time FROM pg_stat_activity where state = 'idle' group by pid, 
application_name limit 1; 

 longest_query: SELECT now() - pg_stat_activity.query_start AS query_duration, query as 
longest_query FROM pg_stat_activity WHERE (now() - pg_stat_activity.query_start) > 
interval '5 minutes’ order by query_duration desc limit 5; 

 wal_files: elect name as wal_file, size as wal_file_size from pg_ls_waldir();  (#v10 & above) 
 wal_files:  select * from pg_ls_dir('pg_xlog'), 

pg_size_bytes(current_setting('wal_segment_size')) as total_size;   ( version 9) 
 wal_replay: select pg_last_xact_replay_timestamp();, 
 stream_delta: select pid, usesysid, usename, application_name, client_addr, client_port, 

backend_start, state, sync_priority, sync_state from pg_stat_replication; 
 Databases_discovery: select datname, datid from pg_stat_database; 
 Postgres_version: select version (); 
  Service status: systemctl status postgresql 
 Hypertable Jobs: SELECT * FROM timescaledb_information.jobs; 
 Hypertable Job stats: SELECT job_id, total_runs, total_failures, total_successes FROM 

timescaledb_information.job_stats WHERE hypertable_name = 'test_table'; 
 

NOTE: This Powerpack has latest updates which includes following things: 
 

1. ‘State’ collection object has been eliminated from SLCOE: PostgreSQL DB Configuration Dynamic 
App and alerts and events corresponding to it. 

2. Replacing Major and Healthy events with Notice event for Disk blocks in SLCOE: PostgreSQL DB 
Performance DA. 

3. In SLCOE: PostgreSQL Longest Query DA, Alerts, events, and corresponding threshold has been 
eliminated. 

 
If Powerpack is being upgraded to latest revision, it is recommended to explicitly follow the below steps 
to avoid depreciated items to generate false data after update. 
 
 
Step 1: Wrench the SLCOE: PostgreSQL DB Configuration DA in list of Dynamic Applications, Go to 
Collection Objects -> Select ‘State’ -> Select Action -> Select Delete Object -> Click on Go. This will delete 
the collection object. 
 



 
 
Step 2: Now go to Alerts page for same Dynamic Application (SLCOE: PostgreSQL DB Configuration) -> 
click on the bomb icon for both the alerts. Click on ‘OK’ to delete the alerts to avoid false events. 
 

 
 
Step 3: Wrench on SLCOE: PostgreSQL DB Performance DA, Go to threshold -> Click on the bomb icon 
for Disk_blocks and Click on ‘OK’ to delete the threshold.  
 



 
 
Now Go to Alerts tab of same DA, click on the bomb icon for ‘Postgres DB blocks number Exceed’ Alert 
and Click on ‘OK’ to delete the alert. 
 

 
 
Step 4: Wrench on SLCOE: PostgreSQL Instance Longest Query. Go to threshold and click on the bomb 
icon and click on ‘OK’ to delete the threshold. 
 

 



 
Now Go to Alerts tab of same DA and click on the bomb icon and click on ‘OK’ to delete the alerts to 
avoid false alerts. 
 

 
 
Step 5: To delete the false events for above alerts, Go to Registry -> Events -> Event Manager page. 
 
Search as ‘SLCOE*Postgres’ in search tab. All the events corresponding to the Powerpack will be 
displayed.  Select the below events -> Select ‘Actions’-> Click on delete these Event Policies -> Click on 
‘Go’. Event Policies will get deleted. 
 
Below are event policies to be deleted.  
 

1. SLCOE: Postgres DB Configuration Database State Offline  
2. SLCOE: Postgres DB Configuration Database State Online 
3. SLCOE: Postgres DB Disk blocks number Exceed 
4. SLCOE: Postgres Instance Longest Query equal to threshold 
5. SLCOE: Postgres Instance Longest Query Exceeded threshold 

 

 
 



Supported OS 
• The powerpack makes direct remote DB queries to the Postgres instance, so the operating system 

should not matter. 

• It also important to note that this version of the powerpack will require you to create a SSH and 

SOAP/XML credential for the target machine. 

• This pack supports for both Linux and Windows OS. 

Dynamic Applications shipped 
In this powerpack, we have 19 Dynamic Applications (DA), 

• SLCOE: PostgreSQL Instance Discovery Linux 

• SLCOE: PostgreSQL Instance Discovery Windows 

• SLCOE: PostgreSQL DB Configuration  

• SLCOE: PostgreSQL DB Discovery 

• SLCOE: PostgreSQL DB Performance 

• SLCOE: PostgreSQL DB- Other  

• SLCOE: PostgreSQL Instance Archiver 

• SLCOE: PostgreSQL Instance Autovacuum 

• SLCOE: PostgreSQL Instance Backup Age 

• SLCOE: PostgreSQL Instance BG Writer 

• SLCOE: PostgreSQL Instance Caching 

• SLCOE: PostgreSQL Instance Idle Transaction 

• SLCOE: PostgreSQL Instance Longest Query 

• SLCOE: PostgreSQL Instance Streaming Replication 

• SLCOE: PostgreSQL Instance WAL Files 

• SLCOE: PostgreSQL Instance WAL Replay 

• SLCOE: PostgreSQL DB Hypertable job Stats 

• SLCOE: PostgreSQL DB Hypertable Jobs 

• SLCOE: PostgreSQL DB HT Discovery 

SLCOE: PostgreSQL DB Configuration: 

This Dynamic Application is used to collect various configuration metrics which is available on database 

level. 

Sample Output:  

 

SLCOE: PostgreSQL DB Discovery: 

This Dynamic application discovers all the databases within an instance. 

 Sample Output: 



• Here it displays all the databases which are discovered within an instance.

 

SLCOE: PostgreSQL DB Performance: 

This Dynamic Application collects for the number of Backends, Deadlocks, Disk Blocks Rows Deleted, 

Rows Inserted, Rows Returned, Rows Updated, Disk Blocks, Transactions Committed, Transactions 

Rolled Back. 

Sample Output: 

 



 

SLCOE: PostgreSQL DB Other: 

This Dynamic Application collects various new configuration metrics which available database level. 

Sample Output: 

 

SLCOE: PostgreSQL Instance Archiver: 

This Dynamic Application collects the Archiver details for PostgreSQL on DB instance level. 

Sample Output: 

 



SLCOE: PostgreSQL Instance Autovacuum: 

This Dynamic Application collects the Autovacuum setting for PostgreSQL on DB instance level. 

Sample Output: 

 

SLCOE: PostgreSQL Instance Backup Age: 

This Dynamic Application collects the Backup Label Age for PostgreSQL on DB instance level. 

Sample Output: 

 

SLCOE: PostgreSQL Instance BG Writer: 

This Dynamic Application collects the Background Writer details for PostgreSQL on DB instance level. 

Sample Output: 

 

SLCOE: PostgreSQL Instance Caching: 

This Dynamic Application caches the Postgres metrics collected by different queries, which are   mentioned 

in the collection tab. 

 



Sample Output: 

• Here Okay means Caching app is collecting data.  

 

SLCOE: PostgreSQL Instance Discovery Linux: 

This Dynamic Application discover the all the PostgreSQL instances present for a server and displays 

their and ports and name on config tab. This app also provides the PostgreSQL Service Status and User 

Authentication method in Postgres- hba configuration. 

NOTE: For authentication method metric, privilege should be added in sudoers file for ssh user to read 

pg_hba.conf file. (If there is a password prompt while entering as root user.) 

  

Sample Output: 

 

SLCOE: PostgreSQL Instance Idle Transaction: 

This Dynamic Application collects the Idle transaction details for PostgreSQL on DB instance. 

Sample Output: 



 

SLCOE: PostgreSQL Instance Longest Query: 

This Dynamic Application collects the longest query details for PostgreSQL on DB instance level. 

SLCOE: PostgreSQL Instance Streaming Replication: 

This Dynamic Application collects the Streaming Replication details for PostgreSQL on DB instance level. 

SLCOE: PostgreSQL Instance WAL files: 

This Dynamic Application collects the Write Ahead Log details for PostgreSQL on DB instance level. 

Sample Output: 

 

SLCOE: PostgreSQL Instance WAL Replay: 

This Dynamic Application collects the WAL Replay details for PostgreSQL on DB instance level. 

SLCOE: PostgreSQL Instance Discovery Windows: 

This Dynamic Application collects the instance details like instance name, port for PostgreSQL configured 

on windows 

Sample Output: 



 

SLCOE: PostgreSQL DB Hypertable Jobs Stats: 

This DA monitors jobs for a particular hypertable like total success, total failures etc. 

Sample Output: 

 

SLCOE: PostgreSQL DB Hypertable Jobs: 

This DA monitors job detail of a particular Hypertable of the respective database. 

 

SLCOE: PostgreSQL DB HT Discovery: 

This DA discovers all the Hypertable present in the Database. 

 

CAUTION: This DA is disabled for now. If enabled Hyper Table Discovery DA will create component 

device for each Hyper table. This will load the collector being used, so if enabled, required to size the 

collector accordingly. 

To enable the DA change the operational state to enabled. The DA will start collecting. 



 

Alerts and Events 
NOTE for Threshold: Threshold values are based on assumed values, User need to change the threshold 

value as per the requirement in threshold tab as shown below. 

 
 

• For threshold ‘Set_Database_size_MB’ provide the total memory allotted for PostgreSQL 

database. Based on ‘Set_Database_size_MB ‘the percentage of memory used would be 

calculated.) 

1. SLCOE: PostgreSQL DB Performance:  

• Backend Number Exceed: Creates a Major event if backend number is greater than threshold 

and healthy event if backend number is less than threshold. 

• DB Database Size: Creates a Major event if size is greater than threshold and healthy event for 

less than threshold. 

• DB  Number of Disk blocks read : Creates a Notice event where it notifies the number of  blocks 

read from the disk. 

 To view Alerts, Click on Logs in Collector  

 



 
 To view Event, click on triangle symbol which is on right side of alert and to know 

description of event click on info symbol which is on the right side of event. 

 

 

 



 

2. SLCOE: Postgres Autovacuum: 

• Autovaccum is OFF: Creates a Major event if autovacuum is off  

• Autovaccum is ON: Creates a Heathy event if autovacuum is on. 

3. SLCOE: PostgreSQL Instance Discovery: 

• Service Status: Creates a Major event if PostgreSQL database service status is Inactive and 

healthy event if PostgreSQL database service status is Active. 

4. SLCOE: Postgres Instance Longest Query: 

• Longest query: Creates a Major event if PostgreSQL longest query exceeds threshold and 

healthy event if less than threshold. 

5. SLCOE: Postgres Instance WAL Files: 

• Wal File size: Creates a Notice event if WAL File size is above threshold and healthy event if 

less than threshold. 

Postgres Sample DCM Tree Linux:

 



 Postgres Sample DCM Tree Windows: 

 

 

Note: Expiry Delay for Major event is set to 90 minutes whereas for Healthy event it is set to 15 

minutes and Notice event is set to 30 minutes. 

 Note: Threshold for Alerts can be set based on requirement in ‘Threshold’ page of Dynamic 

Application. 

Configuring a SSH credential 
To configure SL1 to monitor PostgreSQL Dynamic Apps, you must first create a SSH credential. This 

credential allows the Dynamic Applications in the Powerpack to communicate with the device. 

To create a SSH credential for monitoring: 

1. Go to the Credential Management page (System > Manage > Credentials). 

2. Click the [Actions] menu, and then select Create SSH Credential. The Credential Editor page 

appears: 

 

 



 
 

3. In the Profile Name filed, type a name for the credential. 

4. In Hostname/IP, provide %D.  

5. Provide Username and Password of the server whose IP address is provided. 

6. Click [Save]. 

Configuring a SOAP/XML credential 
To create a SOAP/XML credential for monitoring: 

1. Go to the Credential Management page (System > Manage > Credentials). 

2. Click the [Actions] menu, and then select Create SOAP/XML Credential. The Credential Editor 

page appears: 



 

7. Profile Name. Friendly name to help identify the PostgreSQL instance and IP. For example, 
pg_1.2.3.4_myInstance1_name. If a second instance is running on the same server, you will create 
second credential with a friendly profile name of pg_5.6.7.8_myInstance2_name 

8. HTTP Auth User: Username associated with the database instance 
9. HTTP Auth Password: Password associated with the database instance 
10. URL: IP address where the PostgreSQL instance resides. This field is required. 
11. HTTP Headers, Port: Type in the PostgreSQL port 
12. HTTP Headers, Linux: Type in the SSH credentials ID 
13. HTTP Headers, password: Type in the SSH credentials password 
14. HTTP Headers, hba_config: Type in the path for hba_config file from Linux server where 

PostgreSQL is configured for user authentication metric which is being monitored in instance 
discovery DA. 

15. Click Save. 
16. Optionally, supply values in the other fields on this page. In most cases, you can use the default 

values for the other fields. For a description of the fields in this page, see the Discovery & 

Credentials manual. 

17. Click [Save]. 

Note: In URL field, type either <http or https://host>:<port_number> OR 

https://%D:<port_number>. Enter the HTTP username and password in HTTP Auth user/ Password 

that is needed to authenticate with the API endpoint. 

Configuring a PowerShell credential for Monitoring PostgreSQL in 

Windows server 
To configure SL1 to monitor PostgreSQL Dynamic Apps, you must first create a PowerShell credential. 

This credential allows the Dynamic Applications in the Powerpack to communicate with the device. 



To create a SSH credential for monitoring: 

1. Go to the Credential Management page (System > Manage > Credentials). 

2. Click the [Actions] menu, and then select Create PowerShell Credential. The Credential Editor 

page appears: 

      

 

 

3. In the Profile Name filed, type a name for the credential. 

4. In Hostname/IP, provide %D.  

5. Provide Username and Password of the server whose IP address is provided. 

6. Click [Save]. 

After creating PowerShell credentials, repeat same steps for SOAP/XML credential creation just as we 

did for SSH credentials. 



 

Basic Settings 

1. Profile Name. Friendly name to help identify the PostgreSQL instance and IP. For example, 
pg_1.2.3.4_myInstance1_name. If a second instance is running on the same server, you will create 
second credential with a friendly profile name of pg_5.6.7.8_myInstance2_name 

2. HTTP Auth User: Username associated with the database instance 
3. HTTP Auth Password: Password associated with the database instance 
4. URL: IP address where the PostgreSQL instance resides. This field is required. 
5. HTTP Headers, Port: Type in the PostgreSQL port 
6. HTTP Headers, PowerShell: Type in the Windows credentials ID 
7. HTTP Headers, hba_config: Type in the path for hba_config file from Windows server where 

PostgreSQL is configured for user authentication metric which is being monitored in instance 
discovery DA. 

8. Click Save. 

Discovering PostgreSQL Servers 
To discover PostgreSQL servers using a discovery session, perform the following steps: 

1. Go to the Discovery Control Panel page (System > Manage > Discovery). 

2. In the Discovery Control Panel, click the [Create] button. 

 



 
 

3. Supply values in the following fields: 

• Name. Type a name for the discovery session. 

• IP Address Discovery List. Type the IP address for PostgreSQL server. 

4. Optionally, supply values in the other fields in this page. In most cases, you can use the default 

values for the other fields. For a description of the fields in this page, see the Discovery & 

Credentials manual. 

5. Click [Save], then close the Discovery Session Editor page. 

6. The Discovery Control Panel page will refresh. Click the lightning bolt icon for the discovery 

session you created. 

7. In the pop-up window that appears, click [OK]. The Discovery Session page displays the progress 

of the discovery session. 

Manually Aligning Dynamic Applications 
To manually align Dynamic Applications: 

1. From the Device Properties page for the device, click the [Collections] tab. 

2. Click the [Actions] button and then select Add Dynamic Applications. The Dynamic Application 

Alignment page appears: 



 
 

3. In the Dynamic Applications field, select the Dynamic Application you want to align. 

4. In the Credentials field, select the SOAP/XML credential created. 

5. Repeat steps 2-4 for the remaining Dynamic Applications you want to align with the device. 

6. After aligning the Dynamic Applications, click the [Reset] button. 

Note : Manually align only SLCOE: PostgreSQL Instance Discovery Linux/Windows DA according to OS 

with corresponding SOAP/XML credentials. Remaining Das will get auto aligned and form a DCM tree. 

Powerpack Enhancements 
Version 0.5: 

• Modified dbc.autofetchall() with get_cred_array() for 11.2 compatibility in SLCOE: PostgreSQL 

Instance Discovery Linux Dynamic Application.  

• Summarization state has been ‘Enabled’ for all the Presentation Objects in  Dynamic 

Applications. 

• Expiry Delay for Healthy events have been updated to 15 minutes from 20 minutes. 

• Enabled Alerts and Events for SLCOE: PostgreSQL DB Performance and SLCOE: PostgreSQL 

Instance WAL files Dynamic Application. 

• Enabled Operational state for Events in SLCOE: PostgreSQL Instance WAL Files DA. 

Version 0.4 : 

• Added Timescale DB Hypertable discovery and monitors Hypertable jobs for database in Linux. 

• Modified SSH PEM key encryption for 10.2.x version. 

Version 0.3 : 

• Added new Dynamic App for Postgres instance discovery for Windows OS. 

• This pack monitors PostgreSQL metrics for both Linux and Windows. 



• Added a DB query for WAL file which works for Postgres version 9.4 also. 

• Added a new metric which monitors type of authentication method in pg_hba.conf file. 

• Added Service status of PostgreSQL in instance discovery app. 

Version 0.2 : 

• This pack is based on DCM architecture and monitors PostgreSQL on Linux. 

• Added psycopg2 library for Postgres connection to resolve scram-authentication issue. 

• Added a function get_cred_array_from_id() in instance discovery app. 

• Fixed %D bug in instance discovery app. 

Version 0.1 : 
• Initial Release 
• Monitors PostgreSQL for Linux OS. 

 

Known Issue:  
Version 0.5:  

• Powerpack does not work for Windows if the platform version is 11.2 or higher. Kindly contact 
support team with a Service Request if you need the feature.   
 

Onboarding Tips 
• You must enable “Enable Selective Powerpack Field Protection” field in the System > Settings > 

Behavior page before you upgrade the powerpack. Since if key changes made to the powerpack,  
enabling this field will allow the powerpack to preserve the changes made by the user even after a 
powerpack upgrade. 

 For more details on this setting, please review the documentation on Administration and 
Accounts > Powerpacks > Installing a Powerpack. 

NOTE: Manually align the SLCOE: PostgreSQL Instance Discovery Linux/Windows Dynamic app with 
SOAP/XML credentials created in discovered PostgreSQL device. Once this app collects data all other 
apps will be auto aligned forming a DCM tree.  

Troubleshooting  
   If collection/configs unable to collect data, perform below steps to rectify the issue: 

• Run the appropriate Dynamic App in Debug mode for more error messages (incorrect 

credentials, timeout, etc.) 

• Run the PostgreSQL commands provided above directly on your PostgreSQL  server to see if the 

commands are responding correctly. 

• If the Dynamic Apps are collecting data in debug mode but not during regular operations, please 

check for sigterms and/or collector load. Open a support case after reviewing the 

Knowledgebase articles. 

Warning 
If PostgreSQL DA is showing below error or warning message in debug log then below are suggested 

solutions: 

https://docs.sciencelogic.com/10-2-0/Content/Web_Admin_and_Accounts/Section_3_Administration_and_Accounts.htm
https://docs.sciencelogic.com/10-2-0/Content/Web_Admin_and_Accounts/Section_3_Administration_and_Accounts.htm
https://docs.sciencelogic.com/10-2-0/Content/Web_Admin_and_Accounts/Power_Packs/power_packs_title_page.htm


('Error while connecting to PostgreSQL', OperationalError('FATAL: no pg_hba.conf entry for host 

"10.xx.xx.xx.xx", user "postgres", database "postgres", SSL off\n',)) 

Add or edit your postgresql.conf as following: 

listen_addresses = ‘ * ‘ 

Add the following line as the first line of pg_hba.conf. It allows access to all databases for all users with 

an encrypted password: 

Pg_hba.conf file before edit: 

 

Pg_hba.conf file after edit: 

 

• Authentication method such as md5, scram-sha-256 is based on your requirement. 

 

NOTE: PostgreSQL server restart is required after any changes made to pg_hba.conf file. The error 

mentioned above may defer from server to server. 

We recommend testing the Powerpack first without making any changes to pg_hba.config file and 

then implement the pre-requisites if any errors in Instance aching app. 
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