Sciencelogic

SLCOE: PostgreSQL Monitoring

SLCOE PostgreSQL Monitoring v0.5

January 20", 2023

Contents

L Fo L o1 = 1] | PSP 3

What does this POWEIPACK COVEI?.......eeii e iciiiee ettt ettt e e ettt e e eette e e s ebae e e e ebteeesebaeeeeestseesesaeeeesasseeassnes 3

Prerequisites for Monitoring PostgreSQL POWEIPACK ....ccoccuviiiiiiiiiiecciieeescitee st e e e e e e s saveeeeas 3

U] o] oo o =T I © 1P PRSP 8

(DAVZeF: o a1 Tl Yo o] FTor= Y o o I a1 o] o Y<Tc ISR 8
SLCOE: PostgreSQL DB CoNfigUration: ......c.ueeiicciiiieiciiie ettt et ette e e e ette e e e enae e e e ebeeeeeebaeeesesaneaesnnes 8
SLCOE: POStEreSQL DB DiSCOVEIY . ittt ettt e e e ee e e e e e e e e e e e e e e e e s e e e e e e e e e s e eeeeseeeeeeeeees 8
SLCOE: POstgreSQL DB PerformManCe: ....ciccuiieiiiciieieieiieeeeeiteee ettt e s ettt e e s svee e e s sbteeessbeaeeesraeeessseneeesnnes 9
SLCOE: POStEreSQL DB Other:....uuiiiiiiiie ettt ettt e e st e e s saae e e sstaeessnraaeeesnnreaeean 10
SLCOE: PostgreSQL INSTaNCe ArCHIVEI .........eii ettt e et e e e ta e e e e era e e e e ba e e e seanaeeeeas 10
SLCOE: PostgreSQL INStance AUTOVACUUM . .......ciiiiiiiiiiieicececeeeeeeeeeeeeeeeee e e ee s e e e e e e e e e e e e e eeeeeeeeeeseeeeeseeeeeeeeees 11
SLCOE: PostgreSQL INStance BaCKUP AGE: ....ciiiiiiiiieiiie ettt eetee ettt e e saae e e s stae e s s stae e e ssanaeeeeas 11
SLCOE: PostgreSQL INStanCe BG WO coooueiiiiiiieiieeeeiiiteeee e ettt e e s s s siitre e e e e s s s s sbnneeeeesssssnsnnnes 11
SLCOE: PostgreSQL INStance CaChing:.....cccuiiiiiiiiieeeciiie ettt sttt e e e saae e e saae e e esntaeeesnanaeeeens 11
SLCOE: PostgreSQL Instance DiSCOVErY LINUX: ..cccciiiiiiiiiiiiiiiiiicieeeeeeeeeeeeeeeeeeeeeeeeeeeeeeee e e s e se e e e e s e sesseeeeaeeees 12
SLCOE: PostgreSQL Instance Idle TranSaCtioN: .........ccuueeieciiieeeciieececiiee e ecireeeectee e e eerae e e e breeeeeanaeeeeas 12
SLCOE: PostgreSQL INstance LONZESt QUEIY:....ciiiiiiiiiiieiiieieieieieieeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeseeseseeees 13
SLCOE: PostgreSQL Instance Streaming Replication:........ccviiieiiieiiiiiiee e 13
SLCOE: PostgreSQL INStance WAL fil@S: ......uviiiiiiee ettt sa e e e svae e e sanaeeeeas 13
SLCOE: PostgreSQL INStance WAL REPIaY: .....uuiiiiiiei ettt eecttree e e e e e e e ecvnae e e e e e e e e e nnrnnes 13
SLCOE: PostgreSQL Instance Discovery WIiNAOWS:...........uuieeieiiiiiiiiiieeeee e e eccirreeee e e e e e scvseeeeeeaesessnnnnes 13
SLCOE: PostgreSQL DB Hypertable JObS Stats:.......cccciiiiiiiiieicciiee e 14
SLCOE: PostgreSQL DB Hypertable JODS: ......cco ittt re e e e aae e 14
SLCOE: POstgreSQL DB HT DiSCOVEIY: .coiiiiiiieiiieeeeeeeeeeeeeeeeeeeeeeeeee e e eeee e e e e e ee e e e e e e e e e e e e e e e e e e s e ee e e e e eeeeeeeeeeeeeees 14

F (= T o Lo I V=] 0 SRR 15



Configuring @ SSH CredeNtial.......ccocviiee e et e e e e et e e e et e e e e ebteeeesbeeeeeasaeeeeannes 18

Configuring @ SOAP/XIML Cred@ntial .......cc.eeeiuiieeiiee ettt ettt et e e v e et e e e teeeteeestbeeeraeesareean 19
Configuring a PowerShell credential for Monitoring PostgreSQL in Windows Server........ccccoveevvcveeennnns 20
DiSCOVEriNG POSTEIrESQL SEIVEIS ....eeeieiieieeie ettt ettt e e e e e ettt e e e e e s s s saabt et e e e e e s s s anreteeeeeessannnreeeeeeas 22
Manually Aligning Dynamic APPliCatioNS.......ciiiiciiiie ettt e et e e e e stre e e e ebre e e s ereeeeeeanes 23
oM T o T ol Q] o F= Y g Yol =] 41T ) 4SSOt 24
KNOWN ISSUE: .ttt e e e s s aa et e e e s s s s s b e ae e e e e e s s e snnnnnes 25
(0] 0] oTeF- e 1T oY= T LSRR UPR 25
I ge U] 0] 1=T oo To 14 o T~ PSPPI 25

LAY 18 112 = SRt 25



What is PostgreSQL?

PostgreSQL also known as Postgres is an open-source relational database management system (RDBMS)
emphasizing extensibility and SQL compliance. PostgreSQL is used as the primary data store or data
warehouse for many web, mobile, geospatial, and analytics applications.

What does this Powerpack cover?

The SLCOE: PostgreSQL Monitoring Powerpack enables you to monitor PostgreSQL Configuration and
Performance metrics on Linux and Windows. The Powerpack includes the following features:

Dynamic Applications that collect data from PostgreSQL installed in Linux and Windows.

Event Policies and corresponding alerts that are triggered when threshold meet certain status
criteria.

Device class that classifies PostgreSQL Database and Tables.

Prerequisites for Monitoring PostgreSQL Powerpack

Before you can monitor this pack using the SLCOE: PostgreSQL Monitoring Powerpack, you must have
the following information about the devices that have already been properly configured:

IP address of the system where PostgreSQL is running.

Username, password of Linux/Windows machine which has PostgreSQL server installed.

The username, password for PostgreSQL database.

SL1 version 8.14.x and higher

Port number on which PostgreSQL is running.

This pack supports PostgreSQL version 9.6 and above.

This pack also supports PostgreSQL Hyper table monitoring for Linux whose DAs are disabled for

now. If monitoring for the same is required, then as a prerequisite Timescale DB need to be

installed in PostgreSQL server.

PostgreSQL server user should have permission to run below queries.

% SELECT DISTINCT(d.datname), s.datid, pg_size_pretty(pg_database_size(s.datname)) AS size,
sa.state FROM pg_database AS d JOIN pg_stat_database AS s ON s.datname = d.datname
LEFT JOIN pg_stat_activity AS sa ON sa.datname = d.datname WHERE NOT datistemplate
AND datallowconn AND s.datid = {}

+ SELECT db.datname as db_name,numbackends, pg_database_size(stat.datid) AS db_size,
tup_returned, tup_fetched, tup_inserted, tup_updated, tup_deleted,deadlocks, blks_read,
blks_hit, xact_commit, xact_rollback FROM pg_database AS db JOIN pg_stat_database AS
stat ON stat.datname = db.datname WHERE NOT datistemplate AND datallowconn AND
stat.datid =

+ SELECT DISTINCT(d.datname), s.temp_files, s.temp_bytes as temp_file_size, pl.locktype,
pl.virtualtransaction, age(datfrozenxid) as max_freeze_age,

current_setting('autovacuum_freeze_max_age') as autovacuum_freeze_max_age, 100
* xact_commit / NULLIF((xact_commit + xact_rollback), 0) as commit_ratio FROM
pg_database AS d JOIN pg_stat_database AS s ON s.datname = d.datname

LEFT JOIN pg_stat_activity AS sa ON sa.datname = d.datname LEFT JOIN pg_locks AS pl
ON pl.database = s.datid WHERE NOT datistemplate AND datallowconn

AND s.datid = {}



archiver: select * from pg_stat_archiver;

backup_age: select pg_backup_start_time ();

autovacuum: select setting as autovacuum from pg_settings where name = 'autovacuum'

bg_writer: select * from pg_stat_bgwriter;

oldest_idle: SELECT pid as idle_pid, application_name as app_name, min(backend_start) as

oldest_idle_start_time FROM pg_stat activity where state = 'idle' group by pid,

application_name limit 1;

4+ longest_query: SELECT now() - pg_stat_activity.query_start AS query duration, query as
longest_query FROM pg_stat_activity WHERE (now() - pg_stat_activity.query_start) >
interval '5 minutes’ order by query_duration desc limit 5;

+ wal_files: elect name as wal_file, size as wal_file_size from pg_ls_waldir(); (#v10 & above)

+ wal_files: select * from pg_lIs_dir('pg_xlog'),

pg_size_bytes(current_setting('wal_segment_size')) as total_size; (version 9)

kR

4+ wal_replay: select pg_last_xact_replay_timestamp();,

+ stream_delta: select pid, usesysid, usename, application_name, client_addr, client_port,
backend_start, state, sync_priority, sync_state from pg_stat_replication;

+ Databases_discovery: select datname, datid from pg_stat_database;

+ Postgres_version: select version ();

% Service status: systemctl status postgresql

+ Hypertable Jobs: SELECT * FROM timescaledb_information.jobs;

+ Hypertable Job stats: SELECT job_id, total_runs, total_failures, total_successes FROM

timescaledb_information.job_stats WHERE hypertable_name = 'test_table’;

NOTE: This Powerpack has latest updates which includes following things:

1. ‘State’ collection object has been eliminated from SLCOE: PostgreSQL DB Configuration Dynamic
App and alerts and events corresponding to it.

2. Replacing Major and Healthy events with Notice event for Disk blocks in SLCOE: PostgreSQL DB
Performance DA.

3. In SLCOE: PostgreSQL Longest Query DA, Alerts, events, and corresponding threshold has been
eliminated.

If Powerpack is being upgraded to latest revision, it is recommended to explicitly follow the below steps
to avoid depreciated items to generate false data after update.

Step 1: Wrench the SLCOE: PostgreSQL DB Configuration DA in list of Dynamic Applications, Go to
Collection Objects -> Select ‘State’ -> Select Action -> Select Delete Object -> Click on Go. This will delete
the collection object.



Snippets Tnreshoids | Alets | |

Dynamic Appiications [2128] | Collection Objects [ Gude [ Reset |
Object Name | State | Descrigtion
. state Returns current state of database
Snippet Arguments
P
Class Type | [10 Config Character] w |
Siring Type | [Standard] ~ |
Custom Attribute | [None] ~ |
Snippet | [ posigres | v =
Group / Usage Type | [Group 2] w || [Standard] ~ | Formula
Asset/ Form Link | [None] + || [Mong] ~ |
Inventory Link | [Di v |
Change Alerting | [Di v |
Table Alignment | [Left] | P
Hide Object [
D Disable Chject Maintenance
Collection Object Registry
Clasz Clasz Azzet  Changs
ject M ippet Arg = G Ali it Diat
Object Mame Type o Snippet Arguments roup o Link  Alerting Align Edit Date ]
1. ®Basic Parameters Label (Config Group) 108 2 022167 - Disabled Center 2022-06-17 14:49:01 [ |
2 .\}Dalabase 18] Config Character 10 datid 2 o_22164 - Disabled Center 2022-06-17 14:45:01 |:
3 ﬁﬂhhas& MName Config Character 10  db_name 2 o 22163 - Disabled Center 2022-06-17 14:4%:01 E
4. }Dalabase Size Config Character 10 db_size o 22165 Disabled Center 2022-06-17 14:45:1 |:
5. —-—-_-_-_Il
. gl . |

Step 2: Now go to Alerts page for same Dynamic Application (SLCOE: PostgreSQL DB Configuration) ->
click on the bomb icon for both the alerts. Click on ‘OK’ to delete the alerts to avoid false events.

Snippets Incesholds | mets | |

Dynamic Applications [2128] | Alert Objects

Formula Editar

Palicy Name |
Active State [ [Di |

Log Message

g

Maintain State [No] +v | EEEENEN 3—5513 g:::g:z: :“'Da“"e =
. 3 _22164:
Trigger Alert [ [None] v] -== o_22165" Database Size -

Alert Object Registry

Folicy Mame Formula State Maintain Events. o Edit Date
1. ® SLCOE: Posigres DB Configuration Database State Offine  resuit('o_22166", label=' o_22163"=="Offline’ Enabled es B\’Bs a_2899 2022-06-18 18:5?:4‘.
2. .\} SLCOE: Posigres DB Configuration Database State Online result ('o_22166" label="o_22163")=="Online’ and active(a_2899) Enabled Mo LYBS a_2900 2022-06-16 16:57:44 q‘

Step 3: Wrench on SLCOE: PostgreSQL DB Performance DA, Go to threshold -> Click on the bomb icon
for Disk_blocks and Click on ‘OK’ to delete the threshold.



Dynamic Applications [2141] | Threshold Objects | Guide | Reset |
Threshold Type
Threshold Name Mumeric Range: High [100] P Fy |Q
@ [100
Threshold Unit
| ™
Ovemride Threshold Value Mumeric Range: Low [0]
[[Enabled] Fy |Q [0 |Q Threshold Value
[s0 @
Threshold Object Registry
e i . Mumeric  Mumeric Threshold Threshold o=
== SRR ie= Range High Range Low U Valus -
1. }Bmhﬂnds Enabled Integer 1000 3 100 1 966 2022-06-17 09:19:03 g*
2 9 Database_size_percentage Enahled Pert:entage 100 $ 0 1965 2022-06-17 09:19:03 g“
3 S00 i 967 2022-06-17 09:19:03 g*
4 _-_-----
5. }Sd Database_size MB Enabled Integer 1000000 500 1 964 2022-06-17 09-18:03 &

Now Go to Alerts tab of same DA, click on the bomb icon for ‘Postgres DB blocks number Exceed’ Alert
and Click on ‘OK’ to delete the alert.

Snippets Tnieshods | Aets | |

Dynamic Applications [2141] | Alert Objects

Policy Name |

Formula Editar

Active State | [Di

Log Message

Maintain State | [No]

Trigger Alert | [Mons]

v
P P

/
v -nn 1 965: Database_size_percentage . “
v | I T R
EREREER [ - [ - [ = ]

eqgistry

Paolicy Name
Postgres DB Backend number Exceed
Posigres DB Backend number is less than threshold
Postgres DB Database Size Exceed
Postgres DE Database Size is less than thresheld
Posigres DB Deadlocks number Exceed
Fostgres DB Deadlocks number is less than threshold
Postgres DB Disk blocks number Exceed

Posigres DB Number of Disk blocks

Formula
result{o_22238, label=' 0_22234)=threshold(t_966)
result{o_22236 label="0_22234"\==threshold{t_96&) and active(a_2909)
result{round(((t_964!=0) and (o_22235/(10241024))*100_964).2),label="0_22234'
resultiround(((f_964!=0) and (0_22235/(1024*1024))*100/_964).2) label="0_22234'
result(o_22237 label='o_22234')>thresholdt_967)
result{o_22237 label="o0_22234"}==threshold{t_967) and active(a_2911)
result(o_22238 label='o_22234')>threshold|t_968)
result{o_22238 label="0_22234"}

State  Maintain Events D Edit Date
Enabled Yes  I\Yes a 2808 2022-06-17 14:49:04 g*
Enabled Mo  [IYes a_2910 2022-06-17 14:49:04 &
Enabled Yes  I\Yes a 2808 2022-06-17 14:49:04 g*
Enabled No  [d\Yes a_2907 2022-06-17 14:4%:04 g*
Enabled Yes  [\Yes a 2911 2022-06-17 14:49:04 g*
Enabled Mo  [0\Yes a_2912 2022-06-17 14:49.04 &
Enabled ‘es  I\Yes a_2913 2022-06-16 16:57:44 g
Enabled Yes [I\Yes a_2914 2022-06-17 14:49:04 &

Step 4: Wrench on SLCOE: PostgreSQL Instance Longest Query. Go to threshold and click on the bomb
icon and click on ‘OK’ to delete the threshold.

Dynamic Applications [2132] | Threshold Objects

Threshold Type
Threshold Name Mumeric Range: High [100] P Fy |Q
[%] | 100
Threshold Unit
| ™
Override Threshold Value Murmneric Range: Low [0]
[ [Enabled] Fy |Q [0 |Q Threshold Value
[s0 @
Threshold Object Registry
e P o Mumeric MNumeric Threshold Th o o=
== vEmaE = RangeHigh Rangelow  Unit Walue = !
1. Long Running Query Enabled | Integer 120 5 Minutes 15 1962 2022-06-17 09:19:01 ][’




Now Go to Alerts tab of same DA and click on the bomb icon and click on ‘OK’ to delete the alerts to
avoid false alerts.

Snippets Tniesholos | Awets | |
Dynamic Applications [2132] | Alert Objects | Guide | Reset |

Palicy Mame [ | | Formula Editor
Active State [[Di v
Log Message
P
Maintain State ({Ho] v) | SRR (%2 Long Rurning Query
0_ - Query Duration
: 4
Trigger Alert | [None] v === 0_22187- Longest Query
[0 ] Add
Alert Object Registry
Folicy Name Formulza State Maintain Events 1D Edit Date
1. | SLCOE: Postgres Instance Lnrwmmymlnnmw result{round(("o_22186"/60),2),label= "o_22187") = threshold Disabled  ‘Yes A\Yes a3 2902 2022-06-16 16:57-44 g
2. l_,SLCOE Posigres Instance Longest Query E d th Id {f di{"o_22186"/60),2) label= "o_22187") = thresh Disabled Yes _f‘_\\'ias a_2901 2022—!]6-1616:5?:4-45‘

Step 5: To delete the false events for above alerts, Go to Registry -> Events -> Event Manager page.

Search as ‘SLCOE*Postgres’ in search tab. All the events corresponding to the Powerpack will be
displayed. Select the below events -> Select ‘Actions’-> Click on delete these Event Policies -> Click on
‘Go’. Event Policies will get deleted.

Below are event policies to be deleted.

SLCOE: Postgres DB Configuration Database State Offline
SLCOE: Postgres DB Configuration Database State Online
SLCOE: Postgres DB Disk blocks number Exceed

SLCOE: Postgres Instance Longest Query equal to threshold
SLCOE: Postgres Instance Longest Query Exceeded threshold

vk wnN e

& Logged em7admin =
s..!:ScnenceLoglc .
[ iroex 1 Deshboarss == == Tickets == Repistry
b Devi:
» Hanm
[ — Event Folicg Name » T Las: Esiten EremsiD B Camey @ .
b T Saricns [Ersos o I e ~1 I )
b hacours 1| 2)SLCOE: Posigres Auiovacuum is now ON Dynamic  Enabled ‘s ¢ emTsdmin 20220617 144001 = ~ m
g 5 SLCOE: Posigres Autovacuum is OFF Dynamic  Enabled  Yes 4883 GOMn. OMin. O emTagmin 20220817 14:48:01 = =
= 5 2 5LCOE: Fosiges D5 Backend rumber Exceed Oyamic Ensties ves s | 40 sOMn OMn 0 emradmin mzosiries0s - ~ m
pos 4. =) SLCOE Fosigras DB Backand numbsr i less than thresnoid Oymamic  Erebied ves  [TNEN . o 20220047 144903 — - O
= | 7
S op e N - pr— B
Pty (R p e ——— Oy Evsmes e M ;27 esems - - O
2 B 2 SLCOS Fosigres DE Database Siza i less than thrashold Dynamic Ensbled  ‘es 20020617 14:40:03 - - O
b Vs Froves . 2)SLCOE: Fosigres DB Deagiacks number Excead Dynamic  Enabled  ves 4e00 9OMIn. OMin. © em7acmin 20220617 14:49:02 = = m
¥ Schedules 10. @ E SLCOE: Postgres DB Deadiocks number is less than threshold Dynamic Enabled  Yas 2022-06-17 14:40:03 = = O
, o e o o e meesse L L8
12. 2 = SLCOE: Postgres DB Number of Disk biocks Dynamic  Enabled s o 4872 20Min. OMin. D emTacmin 20220817 14:49:03 - - O
e —
14, B 5 SLCOS: FosigraSQL Hypariabie job failures greater than fresnold Dynamic  Enabied  ves  [aioRll o 4070 9AMin. OMin. © em7agmin 2022-08-17 14:4903 = - m
15. | B 2 SLCOE PasigreSQL Hypertabie job fsilures less than threshold DmamcllEnatiedives u 3976 30Mn. OMn. © T 2022.06-17 14:48:03 - - m
o, R S R T - ——
17, 2)SLCOE: PostgresSOL Windows Servise status is stopped Dynamic  Ensbied  ves -n 4678 SOMn. OMin. O emTacmmin 2022-08-17 14:48:04 - =
12 B 2 SLCOS FosiprasSaL Instance Discovery Sanvioa sistus is sctive Dynamic Ensbled ves [TRllo 4074 20Min. OMin O em7admin 20020617 14:40:01 - - O
2. ® ) SLCOS: PostgrasSCL Instance Discovery Sarvice Satus 2 nactive Dynamic  Enabied  ves Q 4073 9aMin. oM. © em7acrmin 2022-08-17 14:49:01 = = m
© e ;A e e s [N amma mmans mae e JE— mmmn s im i anns =T
) « =n



Supported OS

e The powerpack makes direct remote DB queries to the Postgres instance, so the operating system

should not matter.

e |t also important to note that this version of the powerpack will require you to create a SSH and

SOAP/XML credential for the target machine.
e This pack supports for both Linux and Windows OS.

Dynamic Applications shipped

In this powerpack, we have 19 Dynamic Applications (DA),

e SLCOE: PostgreSQL Instance Discovery Linux
SLCOE: PostgreSQL Instance Discovery Windows
SLCOE: PostgreSQL DB Configuration

SLCOE: PostgreSQL DB Discovery

SLCOE: PostgreSQL DB Performance

SLCOE: PostgreSQL DB- Other

SLCOE: PostgreSQL Instance Archiver
SLCOE: PostgreSQL Instance Autovacuum
SLCOE: PostgreSQL Instance Backup Age
SLCOE: PostgreSQL Instance BG Writer
SLCOE: PostgreSQL Instance Caching

SLCOE: PostgreSQL Instance Idle Transaction
SLCOE: PostgreSQL Instance Longest Query
SLCOE: PostgreSQL Instance Streaming Replication
SLCOE: PostgreSQL Instance WAL Files
SLCOE: PostgreSQL Instance WAL Replay

e SLCOE: PostgreSQL DB Hypertable job Stats
e SLCOE: PostgreSQL DB Hypertable Jobs

e SLCOE: PostgreSQL DB HT Discovery

SLCOE: PostgreSQL DB Configuration:

This Dynamic Application is used to collect various configuration metrics which is available on database

level.

Sample Output:

Configuration Report | SLCOE: PosigreSQL DB Configuration Actions Resat Guide
Snap-Shot Date [2021-08-04 06:25:00]
Basic Parameters
Database 1D Database Name Database Size
1. 15922 please_read_me_xmg 7504 kB

SLCOE: PostgreSQL DB Discovery:
This Dynamic application discovers all the databases within an instance.

Sample Output:




e Here it displays all the databases which are discovered within an instance.

osigres SUL DB Liscovery

Activity State Databaze GUID Database ID Databasze Name

mone femplatel 15432
; none templatel_12344_5432 12344 templated
3. aefve  pestgres 12345 8432 1235 postgres
4. nons test 18176_5432 18176 test

mome  please read me wmg 18922 5432 18822 pleass read me xmg
2 none slogic2_24002_5432 24002 slogic2
Tomene  festpdb2dse2 5422 24842 fes2dd
4. nong test_parth_28354_5432 test_parth

System Information

Pori
1 542

Posigres & OS Detail

SLCOE: PostgreSQL DB Performance:

This Dynamic Application collects for the number of Backends, Deadlocks, Disk Blocks Rows Deleted,
Rows Inserted, Rows Returned, Rows Updated, Disk Blocks, Transactions Committed, Transactions
Rolled Back.

Sample Output:

Run Dynamic App x




> Grerven SLCOE: Powgres5aL 0B Towtbase Sae [ row | oo ]|

W SLCOE: PosigresSQL D8 Zoom 6H | l?ﬂl IE | Max | From: 05/12/202107.00 To. 05/132202107.00
Performance == o g

Datsbase Sice
Number Of Backends
Number Of Deadiocks
Number Of Disk Blocks
Number Of Rows Deleted T3
Number Of Rows Inserted
Humber Of Rows Returned
Number Of Rows Updated =

Number Of Times Disk Blocks L 2021-05-12 17-45:00 Semmmms OB =t
Number Of Transactions T3 Database Size (MB). 7.33 | | - —
Commitied ]

Number Of Transactons Rolled
Back

0830 1120 12. May 1730 2030 2330 2% 0520

Mousecves Wi Wax ey

73 7 7 7 1218

SLCOE: PostgreSQL DB Other:
This Dynamic Application collects various new configuration metrics which available database level.

Sample Output:

Configuration Report | SLCOE: Postgres SQL DB- Other Actions Reset Guide
Snap-Shot Date [2021-05-13 07:10:00]
Freeze Age
Autovacuum Max Freeze Age Max Freeze Age
Collection Group (2]
Commit Ratio
1. 200000000
Locks
Lock Type Virtual Transaction
Temp File(s)
Temp File Size (Byles) Temp Files
1. 0 0

SLCOE: PostgreSQL Instance Archiver:
This Dynamic Application collects the Archiver details for PostgreSQL on DB instance level.

Sample Output:

Configuration Report | SLCOE: Postgres SQL Instance Archiver Actions Guide
Snap-Shot Date [2021-05-13 07:00:00)

Ready Archives
Archived Count  Failed Count  LastArchived Time  LastArchived Wal  Las! Failed Time  Last Failed Wal Stats Reset
. B ol i . = ol e = s 1




SLCOE: PostgreSQL Instance Autovacuum:

This Dynamic Application collects the Autovacuum setting for PostgreSQL on DB instance level.

Sample Output:

Configuration Report | SLCOE: Postgres SQL Instanc:

Actions

Snap-Shot Date [2021-05-13 07:00:00]

Snap-Shots

Autovacuum Configuration

1. on

Autovacuum

SLCOE: PostgreSQL Instance Backup Age:

This Dynamic Application collects the Backup Label Age for PostgreSQL on DB instance level.

Sample Output:

Actions

Configuration Report | SLCOE: Posigres SQL Instance Backup Age

Snap-Shot Date [2021-05-13 07:00:00]

Backup Label Age

Backup Label Age

SLCOE: PostgreSQL Instance BG Writer:

This Dynamic Application collects the Background Writer details for PostgreSQL on DB instance level.

Sample Output:

L )
¥ Overdaw SLCOE: Postgres SQL Instance BG Witer | Buffers Alloc [ Reset | ouee ]|
w SLCOE: PosigresSOL Instance BG [7oom | 6H | 12H 11D Max From: |05/1272021 07.00 To: 05/132021 07:00

Buffers Alioc J
Buffers Backend )
Buffers Backend Fsync 94020 //
Buffers Checkpont //
Buffers Clean 84800 el
Checkpoint Sync Tima /
Checkpoint Write Time =1
cpan 54550 -
Checipoints Req
Checipaints Timed
Maxvmtten Clean 34500 = : =
Stats Reset
P SLCOE: PosigresSQL Instance WAL n
Files 04450 - e
g
saa00=
0820 1130 12 May 1730 2030 330 0220 0530
1 N e A S
O=n = !
1. May 02:30 B (12 May a8 | 0230
Jj 1 T
" _ D [T
— yoelade! Geaph Type Trend Meuse-cve 3 Ay 3
Date Range Selection L2 BuMace 20 (ina | W2 21 114 24 04 ReveE 1t

SLCOE: PostgreSQL Instance Caching:

This Dynamic Application caches the Postgres metrics collected by different queries, which are mentioned

in the collection tab.




Sample Output:

e Here Okay means Caching app is collecting data.

Configuration Report | SLCOE: PosigreSQL Instance Caching Actions Reset Guide
Snap-Shot Date [2021-10-26 13:45:00] EEEr

& PosigresS0L Archiver Okay

® PostgresS0L Backup Age Mo Data

& PosigresS0L Autovacuum Okay

® PostgresS0L Background Writer Okay

& PosigresS0L Idle Transaction Okay

& PostgresS0L Longest Query Mo Data

® PosigresSQL WAL Files Okay

® PostgresS0L WAL Replay Mo Data

& Posigres=0L Stream Replication Mo Data

® PostgresS0L Databases Discovery Okay

& Posigres=0L Version Okay

® PostgresS0L Hyperiable Okay

& PosigresS0L Hyperiable Tolal Size Okay

® PostgresS0L Hyperiable Detailed Size Okay

& PosigresS0L Hyperiable Jobs Okay

® PostgresS0L Hyperiable Jobs Stats Mo Data

SLCOE: PostgreSQL Instance Discovery Linux:

This Dynamic Application discover the all the PostgreSQL instances present for a server and displays
their and ports and name on config tab. This app also provides the PostgreSQL Service Status and User
Authentication method in Postgres- hba configuration.

NOTE: For authentication method metric, privilege should be added in sudoers file for ssh user to read
pg_hba.conf file. (If there is a password prompt while entering as root user.)

Sample Output:

Configuration Report | SLCOE: Postgre SQL Instance Discovery Linux Actions Reset Guide
Snap-Shot Date [2021-07-28 05:50:00]
Instance Detail
Instance Mame Port Service Status
1. pg_instance 5432 5432 Active

Collection Group [2]
Authentication Method

local all all peer
hest all all 127.0.0.1/32 md5
host all all =1/128 md>
host all all 0.0.0.0/0 mdS

o e =

SLCOE: PostgreSQL Instance Idle Transaction:
This Dynamic Application collects the Idle transaction details for PostgreSQL on DB instance.

Sample Output:



Snap-Shot Date [2021-05-13 07:15:00]

Oldest Idle Transaction
App Name Idie pid Oldest Idle Start Time

SLCOE: PostgreSQL Instance Longest Query:
This Dynamic Application collects the longest query details for PostgreSQL on DB instance level.

SLCOE: PostgreSQL Instance Streaming Replication:
This Dynamic Application collects the Streaming Replication details for PostgreSQL on DB instance level.

SLCOE: PostgreSQL Instance WAL files:
This Dynamic Application collects the Write Ahead Log details for PostgreSQL on DB instance level.

Sample Output:

¥ Ovenvew SLCOE: Postgres SQL Instance WAL Files | WAL File Size [ Reset [ Guice
» SLCOE PostgresSOL Instance BG [zoom | OH ‘lzn@mx} From |05/12/202107:15 To 051372021 07:15
Writer s —

¥ SLCOE: PostgresSOL Instance WAL
Files

WAL File
WAL File Size 18777218

10777218 |
1] 2021-05-12 16:15:00
000000010000002F 00000058: 16777216
000000010000002F0000005C: 16777216
1 116777216
000000010000002F 0000005E: 16777216
000000010000002F 0000005F: 16777216

1877721

11:20 12 May
1. May 02:30 : ]nlﬁr M
[ " 1.
RI YA Graph Type rend Vouse-ove in dax L] oS
oli—m—_~—- L/ 00000001 [fme v | 16777216 16777216 16,777,218 18777216 1

SLCOE: PostgreSQL Instance WAL Replay:
This Dynamic Application collects the WAL Replay details for PostgreSQL on DB instance level.

SLCOE: PostgreSQL Instance Discovery Windows:
This Dynamic Application collects the instance details like instance name, port for PostgreSQL configured
on windows

Sample Output:



Configuration Report | SLCOE: PosigreSQL Instance Discovery Windows Actions

Snap-Shot Date [2021-08-04 05:45:00]
Instance Detail
instance_name port Service Status
1. po_instance_5432 5432 running
2 - = =
3 — = -

Collection Group [2]
Authentication Method

1. local all all scram-sha-256
2. hest all all 0.0.0.0/0 scram-sha-256
3. host all all 21128 scram-sha-256

SLCOE: PostgreSQL DB Hypertable Jobs Stats:
This DA monitors jobs for a particular hypertable like total success, total failures etc.

Sample Output:

Configuration Report | SLCOE: Postgre SQL DB Hypertable Job Stats Actions
Snap-Shot Date [2021-12-11 13:31:00]
Collection Group [1]
Hypertable Job Id Hypertable Job fotal failures Hypertable Job fotal runs Hypertable Job total success

SLCOE: PostgreSQL DB Hypertable Jobs:
This DA monitors job detail of a particular Hypertable of the respective database.

Configuration Report | SLCOE: Posigre 5QL DB Hypertable Jobs Actions

Snap-Shot Date [2021-12-13 16:15:00]

Total Hypertable Jobs
Hyperiable Job Application Name Hypertable Job Retry Period Hypertable Job Schedule Inferval Hypertable Job Config Hyperiable Job Id Hypertable Job Max Retries|

1. Telemetry Reporter [1] 1:00:00 1 day, 0:00:00 - 1 -1

SLCOE: PostgreSQL DB HT Discovery:
This DA discovers all the Hypertable present in the Database.

Cenfiguration Report | SLCOE: Postgre SQL DE HT Discovery Actions

Snap-Shot Date [2021-12-13 16:38:00]
% Hyperiable Mame weather_mefrics
R Hypertable Name fremor

CAUTION: This DA is disabled for now. If enabled Hyper Table Discovery DA will create component
device for each Hyper table. This will load the collector being used, so if enabled, required to size the
collector accordingly.

To enable the DA change the operational state to enabled. The DA will start collecting.



Snippets Thresholds

Dynamic Applications [2680] | Application Successfully Updated | Properties Editor

Alerts and Events

Application Name Version Mumber Abandon Collection
x - Dizable Rollup of Data
| SLCOE: PostgreSQL DE HT Discovery | & [[Version 0.1] V@ ([Defauil] V@
ion Type
| [Snippet Configuration] v|@ Operafional State Context
| [Disabled] v |@ | & Component Mapping
Execution Environment 7]
| [ SLCOE:Postgres | v |@
Collector Affinity Mull Row Cpfion
Caching | [ Root device collect v | @ | [--values] vi@g
(1o i) Ve T
Device Dashbaard Poll Frequency Mull Column Option
[Hons V1@ [ [Every 15 Minutes] w | @ ([ values ] v i@
Description
|T11{5 DA discovers all the hypertables present in the respective database

NOTE for Threshold: Threshold values are based on assumed values, User need to change the threshold
value as per the requirement in threshold tab as shown below.

Dynamic App Thresholds | SLCOE: Postgre SQL DE Configuration

Ravs Data 5T

7] qays

Dynamic App Thresholds | SLCOE: Postgre SQL DE- Other

Dynamic App Thresholds | SLCOE: Postgre SQL DB Performance
Disk_blocks | ok - i - - | s00]
Database_size_percentage | i i 0 | ]
Set_Database_size_MB -' - - | S00] ME
'_- - - e | 100]
D - ‘i - = so00)
Raw Data .'- - - | 7| days
Hourly Rollup b . = S0 days
Daily Rollup o L - | 730| days

Ravs Data 5T

7] qays

e For threshold ‘Set_Database_size_MB’ provide the total memory allotted for PostgreSQL

database. Based on ‘Set_Database_size_ MB ‘the percentage of memory used would be

calculated.)

1. SLCOE: PostgreSQL DB Performance:
o Backend Number Exceed: Creates a Major event if backend number is greater than threshold

and healthy event if backend number is less than threshold.

o DB Database Size: Creates a Major event if size is greater than threshold and healthy event for

less than threshold.

e DB Number of Disk blocks read : Creates a Notice event where it notifies the number of blocks

read from the disk.

< To view Alerts, Click on Logs in Collector




Thresholds | Collections |  Monitors |  Schedule |
Relationships | Tickets |  Redirects | Attributes
Clzsz  PostgresSOL Database Sub-Class | PostgresSQL Database
Organization | System Uptme | 0 days, 00.00-00
Parent Davics |pg_instance._5432
Device Hostname

Device Name | please_read_me_xmg_18922_5432 Managsd Type | Gomponent Device PostgreS0L
o [ 375 =1ory Cloud. Database
Root Device | @c2-52-66-213-70 Greup ! Collzctor CUG | em7Tadmin
-

Device Logs & Messages essages Found 0,000
[Search All Messages] W || where Message is like ~
Date Time Source  Ewent ID Friority Message
2021-07-08 00:51:38 Dynamic 281 =
2021-07-07 02:13:16 All = —  Event ID 234828 was cleared by user em7admin

2021-07-07 02:13:16 Al - -
2021-07-07 01:39:33 Dynamic 281227 —
2021-07-03 23:21:28 Dynamic 282384 —
2021-07-02 06:06:20 Internal - -- Completed application discovery on device (message repeats 4 times)
2021-07-02 05:55:41 Dynamic 252394 —
2021-07-01 21:51:05 Dynamic 276610 -
2021-06-30 14:41:20 Dynamic 274850 -
10, 2021-06-30 05:40:40 Dynamic 257967 --
11, 2021-06-25 22:40:52 Dynamic 247534 -
12, 2021-06-25 01:56:45 Dynamic 240070 --
13 2021-06-25 01:39:26 Dynamic 247534 -
14, 2021-06-25 01:368:47 Dynamic 240070 --
15, 2021-06-25 01:22:35 Dynamic 247534 -

+ To view Event, click on triangle symbol which is on right side of alert and to know
description of event click on info symbol which is on the right side of event.

Event ID 63569 was cleared by user em7admin

WS D N s WN

8922_5432 Mznsg=: Type | Component Device
Categery | Cloud. Database

sub-Cizss | PostgresSCQL Database
uetme |0 days, 00:00:00
Group / Collecior [GUG | emTadmin

Davice Nams
D
Clazs

Organization
Root Dewice.
Parent Devics
Davics Hostnams

[Search All Messages] ~ || whers Message is like

[—

sleared by user em7 admin
eared by user em7admin 2]
=

BTSN sotae | rceses | Sewees | 16PA0P pos |

Cevicz ame  please_read_me_xmg_18922_5432 Manzged Type | Component Device PostoreSOL
o | 275 Caegory | Cloud.Database .
Clzzz  PostgresS0L Databass Sub-Clzzs | PostgresSOL Database
Crganization | Syslem Uztire | 0 days, 00:00:00
Root Device | ec2-52-66-213-70 Group | Collector |CUG | em7admin

Farent Device |pg_instance_5432

Device Hostname

Viewing Active Events

Event Messsage | Severity Acknowledged Age/Elapse Ticket External Ticket Last Detected EID  Source  Count

- - | EOEITEEEE B ynaric 179 | @]




SLCOE: Postgres DB (please_read_me_xmg) Disk blocks number is Greater
Event Messags than threshold value 500

Severity | Major
For Device i please_read_me_xmg_18922_5432

First Occurrence 2 days 17 hours @ 2021-07-05 05:22:40
Last Occurrence 1 minute 43 seconds @ 2021-07-08 01:38:27
Occumrence Count | 179

Acknowledged On | —
Acknowledged By —

Policy Name /ID  SLCOE: Postgres DB Disk blocks number Exceed [5214]
Policy Type Dynamic Event

Ticket Description  —

Description:
The number of disk blocks have exceeded the threshold value.

Probable Cause:
PostgreSQL server is having memory blocked by disk space.

Probable Cause Resolution:
& Resolution Reduce the disk space

2. SLCOE: Postgres Autovacuum:
e Autovaccum is OFF: Creates a Major event if autovacuum is off
e Autovaccum is ON: Creates a Heathy event if autovacuum is on.
3. SLCOE: PostgreSQL Instance Discovery:
e Service Status: Creates a Major event if PostgreSQL database service status is Inactive and
healthy event if PostgreSQL database service status is Active.
4. SLCOE: Postgres Instance Longest Query:
e longest query: Creates a Major event if PostgreSQL longest query exceeds threshold and
healthy event if less than threshold.
5. SLCOE: Postgres Instance WAL Files:
e Wal File size: Creates a Notice event if WAL File size is above threshold and healthy event if
less than threshold.

Postgres Sample DCM Tree Linux:

6. ’m 10.64.71.44 W 10.64.71.44 Servers Linux | CentOS Linux 7 {Core) 7 System Active L] ne r
Device Name ~ 1P Address [+ Devioe Class | Sub-class DID Organization ° @
[ I I Il Il I I |
1. 3 f| pg_instance_5432 v = Servers PostgresSQL Insiance | PostgresSQLInst 554 System Active RS
Collection
Device Name Device Class | Sub-class oo Organization Stat I}
[ I I I I |
1.~ B gf| posigres L CL Database | P QLLCS55  System Aclive e[
Collection
= Name - Device Class | Sub-class oD Orpanization State =
( I Il I Il ]
(I | | fremor L = Database  Hypi | PostgreSQL DB System Active L3 F 1N
2 L - Database Hypertable | PostgreSQL DB Timescale561 System Active moe R
2. B i template0 v - Database PostgresS0L Database | PosigresS0QL C557 System 1\ Minor  CUG Aclive =L TN
3 2 g template1 L = Database PostgresS0L Database | PostgresSQL 0558 System Ay Minor UG Active =L F- AN
4. 3 g test i = Database P 0L Database | P QL C556 System \Majer | CUG Unavailable MmO A[
Collection
Devioe Name \PAddress ~ Calegory ~ Deice Class | Sub-clas: Jalis} Organization o te ]
( I Il I || | |o=heain w [ I |



Postgres Sample DCM Tree Windows:

i - W10.64.71.12 Servers Microsoft | Windows Server 2016 29 System _ CUG Active mEO [

Device Current Callection Collection
Device Mame * IP Address Category Device Class | Sub-class DI Organization State Group State F
( I [l I 10 ) (z=Hesth v [ [l ]
- BERREE® - e e w o [oc s wneal
Device Curment Callection Coliection
Device Name * IP Address Category Device Class | Sub-class DD QOrganization State Group State
( I [l I 10 |[z=Hesti I ]
1 * . None_0 5432 - - Database PostgresSQL Database | Postgre: 384  System A\ Healthy [(e1[e} Active (] @ L F-) D
2 _ L4 - Security ~ AWS | Shield Advanced Service 385  System _ CUG Active L= P+E Tl
3 1 templated_13441_5432 w - Database PostgresSQL Database | Postgre: 386 System A\ Heaithy [(s1[¢} Active MO

4 _ . - Database PostgresSQL Database | Postgre: 376 System _ CuG Active (] A D

Note: Expiry Delay for Major event is set to 90 minutes whereas for Healthy event it is set to 15
minutes and Notice event is set to 30 minutes.

Note: Threshold for Alerts can be set based on requirement in ‘Threshold’ page of Dynamic
Application.

Configuring a SSH credential

To configure SL1 to monitor PostgreSQL Dynamic Apps, you must first create a SSH credential. This
credential allows the Dynamic Applications in the Powerpack to communicate with the device.

To create a SSH credential for monitoring:

1. Go to the Credential Management page (System > Manage > Credentials).
2. Click the [Actions] menu, and then select Create SSH Credential. The Credential Editor page
appears:

Preferences

Actions Reset Guide

Create SNMP Credential

Create Database Credential

i i Create SOAP/XML Host Credential
Create LDAP/AD Credential
Create Basic/Snippet Credential
Create SSHfKey Credential
Account example.com a0 Create PowerShell Credential

B e il AT AT

22

10.64.70.56 22




Credential Editor [99]

Edit 55H/Key Credential #99 MNew Reset
Basic Settings
Credential Mame
[<CREDENTIAL MAME= |
Hos 1P Port Timeout{ms)
[=HOSTHAMEAP | |ﬂ | [1000 |

Username Password

[<USERNAME> o | [reemeems e |

Private Key (PEM Format)

In the Profile Name filed, type a name for the credential.

In Hostname/IP, provide %D.

Provide Username and Password of the server whose IP address is provided.
Click [Save].

o v AW

Configuring a SOAP/XML credential

To create a SOAP/XML credential for monitoring:

1. Go to the Credential Management page (System > Manage > Credentials).
2. Click the [Actions] menu, and then select Create SOAP/XML Credential. The Credential Editor
page appears:



Edit SOAPYXML Credential #209 Mew Reset

Basic Settings Soap Options
Profile Hame Content Encoding Method HTTP Version Embedded Password [3:F]
|PostgresSOL_linux-SOAP_Example | | [ texthml | w || [POST] w | [[HTTPM.1] w | |
URL [ hitp(s)/Host:Port/Path | %0 = Aligned Device Address | %N = Aligned Device Host Name ] Embed Value [%:1] Embed Value [%2]
|http:ir2eD | | | |
HTTP Auth User HTTP Auth Password Timeout (seconds) Embed Value [%:3] Embed Value [%:4]
[usemame | [saasnnrnran | 2 | [ | [
Proxy Settings HTTP Headers
Hostname/IP Port User + Add a header
| | [ || .
~ || [semvice PostgressaL &
CURL Options [Port:5432 =
LY (Linw:283 =2
CAPATH "
CLOSEPOLICY | hba_configvar/file/sl ted IO‘
COMNMECTTIMEOUT
COOKIE B
COOKIEFILE
COOKIEJAR B
COOKIELIST
CRLF
CUSTOMREQUEST
DHSCACHETIMEQUT 7|

%

10.
11.
12.
13.
14.

15.
16.

17.

Profile Name. Friendly name to help identify the PostgreSQL instance and IP. For example,
pg_1.2.3.4 _myinstancel _name. If a second instance is running on the same server, you will create
second credential with a friendly profile name of pg_5.6.7.8_myinstance2_name

HTTP Auth User: Username associated with the database instance

HTTP Auth Password: Password associated with the database instance

URL: IP address where the PostgreSQL instance resides. This field is required.

HTTP Headers, Port: Type in the PostgreSQL port

HTTP Headers, Linux: Type in the SSH credentials ID

HTTP Headers, password: Type in the SSH credentials password

HTTP Headers, hba_config: Type in the path for hba_config file from Linux server where
PostgreSQL is configured for user authentication metric which is being monitored in instance
discovery DA.

Click Save.

Optionally, supply values in the other fields on this page. In most cases, you can use the default
values for the other fields. For a description of the fields in this page, see the Discovery &
Credentials manual.

Click [Save].

Note: In  URL field, type either <http or https://host>:<port number> OR
https://%D:<port _number>. Enter the HTTP username and password in HTTP Auth user/ Password

that is needed to authenticate with the APl endpoint.

Configuring a PowerShell credential for Monitoring PostgreSQL in
Windows server

To configure SL1 to monitor PostgreSQL Dynamic Apps, you must first create a PowerShell credential.
This credential allows the Dynamic Applications in the Powerpack to communicate with the device.



To create a SSH credential for monitoring:

1. Go to the Credential Management page (System > Manage > Credentials).
2. Click the [Actions] menu, and then select Create PowerShell Credential. The Credential Editor
page appears:

& Logged in as em7admin =

Sciencelogic R - |
Dashboards Events

Tickels Reports Registry System

Preferences

v Manags Credential Management | Credentials Found [248] Actions Reset Guide

Applications )

Collection Labels . E— Create SNMP Credential
Credentials Profile Name * Organization  Use E;; Use Type Credential User Host Port Timeout (ms) CISaIE Databsse Credeniial
Custom Attributes COC I i 10 Create SOAP/XML Host Credential
Discovery

Log Fis woritorng Fares | 1 2 110,00 windows gylal orgs] ~  — 1 Database test 106470229 1521 0 124 Crrlp LLAHAD D uisl
Poweracks Create Basic/Snippet Credential
e 2 } 11g on windows-1 ﬂ[all orgs] - - 1 Database test 10.64.70.229 1521 0 185 Creale SSHIKey Credential
Access Keys 3. BPAIX-SSH #ylall orgs] - - 3 SSHiKey em7admin %D 22 10000 120 Create PowerShell Credential

¥ Customize 4. Pa@2T@1_23 alal orgs] ~ — 2 SSHIKey slcoe %D 2 6000 278 Test Credential [BETA]
Credential Editor [305] b
Edit PowerShell Credeniial #305 Mew Reset
Basic Settings
Profile Hame: Account Type
[ngres‘-"ﬁndcwspowershellbcample ] [ [ Local ] V]
Hostname/ P Timeoub{ms)
[3eD | [1o0000 |
Username FPassword
[usem ame ] [............ ]
Encrypied Port PowerShell Proxy Hostname/P

[[no] ~ | [s285 ] |

Active Directory Settings
Active Directory Hostname/1P Domain

In the Profile Name filed, type a name for the credential.

In Hostname/IP, provide %D.

Provide Username and Password of the server whose IP address is provided.
Click [Save].

o v kW

After creating PowerShell credentials, repeat same steps for SOAP/XML credential creation just as we
did for SSH credentials.



Edit SOAPIXML Credential #303 New

Reset

Basic Settings Soap Options
Profile Hame Content Encoding Method HTTP ersion Embedded Password [%:P]
|PostgresSOL_windows-SOAP_Exan| | [ textioml | w | | [POST] w | [[HTTPM.1] w| | |

URL [ hitp(s)//Host:Port/Path | %D = Aligned Device Address | %M = Aligned Device Host Mame ] Embed Value [%:1] Embed Value [%:2]

NouwuswN

[http://%D 1] | J J
HTTP Auth User HTTP Auth Password Timeout (seconds) Embed Value [%:3] Embed Value [¥:4]
[username | [saserrsnaes | [ | [ | [ |
Proxy Settings HTTP Headers
Hostname/IP Port User + Add a header
| | [ | .
T 1| |Service PostgreSal &
CURL Options [Port-5432 3
SR [Powershell 272 &
CAPATH "
CLOSEPOLICY | hba_config-C-/Program Files/PostgraSal lﬁ
COMMECTTIMEOUT
COOKIE B
COOKIEFILE
COOKIEJAR B
COOKIELIST
CRLF
CUSTOMREQUEST
DNSCACHETIMEQUT ™|

Basic Settings

Profile Name. Friendly name to help identify the PostgreSQL instance and IP. For example,
pg_1.2.3.4 _myinstancel _name. If a second instance is running on the same server, you will create
second credential with a friendly profile name of pg_5.6.7.8_myinstance2_name

HTTP Auth User: Username associated with the database instance

HTTP Auth Password: Password associated with the database instance

URL: IP address where the PostgreSQL instance resides. This field is required.

HTTP Headers, Port: Type in the PostgreSQL port

HTTP Headers, PowerShell: Type in the Windows credentials ID

HTTP Headers, hba_config: Type in the path for hba_config file from Windows server where
PostgreSQL is configured for user authentication metric which is being monitored in instance
discovery DA.

Click Save.

Discovering PostgreSQL Servers
To discover PostgreSQL servers using a discovery session, perform the following steps:

1. Go to the Discovery Control Panel page (System > Manage > Discovery).
2. Inthe Discovery Control Panel, click the [Create] button.



Discovery Session Editor | Editing Session [3]

Identification Information
Name 0 Oetorgton
IP and Credentials Detection and Scanning Basic Ssttings
P Addresatostname Dlscovery List Intial Scam Level Discover Wadel
[7) [ Sywtem Daladt (secommandad) | “ Nos-SNUP  Devicws DHCP
v
Scan Throtfe @ @ e
| System Dealfwsht (recommendad) | (7]
F Device Mode! Cacha TTL (0)
Upleed File P Scan All IPs 5 S i
Briwse for e BEEZINI © | ([ Syetem Outiatt Gecommanded) | @
- - Port Scan Y".-"'o'" Colaction Sarver PR 1
SNMP Crodentials | System Dalauit (secommandad) | (Y] [HA-AKD-CrcoWLS]
7 Cice SNMPV2 - Exemple Detaction Nethad & Port Organization
I~ B S
Cizco SNMPYY - Example “w [ Syatem |
EM7 Detaut V2 I&ha@uqu[
EM7 Detauk V3 UDP_ 161 SNMP A4 Davicas 1o Davice Geoupis)
IPSLA Exnreple TCP: 1 - toprmex
LiteSize: Endpoint SNMP TCP: 2 - compeessnat r—
Nexes semp TCP: 3 - compeassnel p
SNMP Putlic V1 TCP: § - rje aizimre
1SNWP Public ¥2 ) TOP:7 ~9cho
TCF: 9 - discard
Ohor Credandals TCP 11 - yyutat
0 TCP 1)« dayime
Banic/Saippat TCP. 15 - netatal
Caco CUCM Example TCP. 17 . qutd
Cisce. ACI Sample Crodental 1 mectsce Imvsatory Tmecut (ms)
Cisco: ACI Samgke Crodantal 2 €00800 o
Citrix XenServnt - Example
EMC SMIS Examgle Navirrum Alawed Interfaces
EMC VMAX Example 10020 )
LIS Exdpolt BMCLL Bypass infectsce rventory Apply Device Temglata
Lecal APY [Choose » Template |
Log At
[ S T Sivess ] o

3. Supply values in the following fields:
e Name. Type a name for the discovery session.
e IP Address Discovery List. Type the IP address for PostgreSQL server.

4. Optionally, supply values in the other fields in this page. In most cases, you can use the default
values for the other fields. For a description of the fields in this page, see the Discovery &
Credentials manual.

5. Click [Save], then close the Discovery Session Editor page.

6. The Discovery Control Panel page will refresh. Click the lightning bolt icon for the discovery
session you created.

7. Inthe pop-up window that appears, click [OK]. The Discovery Session page displays the progress
of the discovery session.

Manually Aligning Dynamic Applications
To manually align Dynamic Applications:

1. From the Device Properties page for the device, click the [Collections] tab.
2. Click the [Actions] button and then select Add Dynamic Applications. The Dynamic Application
Alignment page appears:



Dynamic Application Alignment

Dynamic Applications Credentials
[past | [post
Bulk Snippet Configuration: SOAPXML Host:
REST Example POST Config
Snippet Configuration: PostgresS0QL_ 44
SLCOE: PosigreSQL Instance Discovery VWindc FPosigresSQL_linux-S0AP_Example
SLCOE: PosigreSQL DE Configuration PostgresSQL_win12_S0AP
SLCOE: PosigreSQL DB Discovery SLCOE: PosigresSQL: Example
SLCOE: PostgraSQL DB HT Discovery SSHIKey:
SLCOE: PosigreSQL DE Hypertable job Siats PosigresS0QL_ Linus_ 142
SLCOE: PosigreSQL DE Hypertable Jobs PostgresS0QL_Linux_S5SH
SLCOE: PosigreSQL DB- Other PostgresS0QL_ Linux_SSH_Example
SLCOE: PostgreSQL Instance Archiver Power Shell:
SLCOE: PostgraSQL Instance Autovacuurm postgres_win12

SLCOE: PosigreSQL Instance Backup Age
SLCOE: PosigreSQL Instance Gaching
SLCOE: PosigraSQL Instance Idle Transaction
SLCOE: PostgraSQL Instance Longest Querny
SLCOE: PosigreSQL Instance Streaming Replic
SLCOE: PosigreSQL Instance WAL Replay
SLCOE: PostgresSQL cache
SLCOE: PosigresSQL Hypertable Discovery
Snippet Performance:
SLCOE: PosigreSQL DE Performance
SLCOE: PosigreSQL Instance BG Writer
SLCOE: PostgreSQL Instance WAL Files

In the Dynamic Applications field, select the Dynamic Application you want to align.

In the Credentials field, select the SOAP/XML credential created.

Repeat steps 2-4 for the remaining Dynamic Applications you want to align with the device.
After aligning the Dynamic Applications, click the [Reset] button.

oukw

Note : Manually align only SLCOE: PostgreSQL Instance Discovery Linux/Windows DA according to OS
with corresponding SOAP/XML credentials. Remaining Das will get auto aligned and form a DCM tree.

Powerpack Enhancements
Version 0.5:

e Modified dbc.autofetchall() with get_cred_array() for 11.2 compatibility in SLCOE: PostgreSQL
Instance Discovery Linux Dynamic Application.

e Summarization state has been ‘Enabled’ for all the Presentation Objects in Dynamic
Applications.

e Expiry Delay for Healthy events have been updated to 15 minutes from 20 minutes.

e Enabled Alerts and Events for SLCOE: PostgreSQL DB Performance and SLCOE: PostgreSQL
Instance WAL files Dynamic Application.

e Enabled Operational state for Events in SLCOE: PostgreSQL Instance WAL Files DA.

Version 0.4 :
e Added Timescale DB Hypertable discovery and monitors Hypertable jobs for database in Linux.

e Modified SSH PEM key encryption for 10.2.x version.

Version 0.3 :
e Added new Dynamic App for Postgres instance discovery for Windows OS.

e This pack monitors PostgreSQL metrics for both Linux and Windows.




e Added a DB query for WAL file which works for Postgres version 9.4 also.
o Added a new metric which monitors type of authentication method in pg_hba.conf file.
e Added Service status of PostgreSQL in instance discovery app.

Version 0.2 :
e This pack is based on DCM architecture and monitors PostgreSQL on Linux.

e Added psycopg? library for Postgres connection to resolve scram-authentication issue.
e Added a function get_cred_array_from_id() in instance discovery app.

e Fixed %D bug in instance discovery app.

Version 0.1 :
e Initial Release
e Monitors PostgreSQL for Linux OS.

Known lIssue:
Version 0.5:
e Powerpack does not work for Windows if the platform version is 11.2 or higher. Kindly contact
support team with a Service Request if you need the feature.

Onboarding Tips

e You must enable “Enable Selective Powerpack Field Protection” field in the System > Settings >
Behavior page before you upgrade the powerpack. Since if key changes made to the powerpack,
enabling this field will allow the powerpack to preserve the changes made by the user even after a
powerpack upgrade.

%+ For more details on this setting, please review the documentation on Administration and
Accounts > Powerpacks > Installing a Powerpack.

NOTE: Manually align the SLCOE: PostgreSQL Instance Discovery Linux/Windows Dynamic app with
SOAP/XML credentials created in discovered PostgreSQL device. Once this app collects data all other
apps will be auto aligned forming a DCM tree.

Troubleshooting
If collection/configs unable to collect data, perform below steps to rectify the issue:

e Run the appropriate Dynamic App in Debug mode for more error messages (incorrect
credentials, timeout, etc.)

e Run the PostgreSQL commands provided above directly on your PostgreSQL server to see if the
commands are responding correctly.

e If the Dynamic Apps are collecting data in debug mode but not during regular operations, please
check for sigterms and/or collector load. Open a support case after reviewing the
Knowledgebase articles.

Warning
If PostgreSQL DA is showing below error or warning message in debug log then below are suggested
solutions:
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(‘Error while connecting to PostgreSQL', OperationalError('FATAL: no pg_hba.conf entry for host
"10.xx.xx.xx.xx", user "postgres", database "postgres", SSL off\n",))

Add or edit your postgresql.conf as following:

{

listen_addresses = “ *

Add the following line as the first line of pg_hba.conf. It allows access to all databases for all users with
an encrypted password:

Pg_hba.conf file before edit:

f TYPE DATAEASE USER ADDRESS METHCD

f "local" is for Unix domain socket connections only

local all all scram—sha-256
# IPv4 local connections:
host all all 127.0.0.1/32 scram-sha—-256
# ITPvé local connections:
host all all =:1/128 scram—=sha-256

f Bllow replication connections from localhost, by a user with the
f replication privilege.

local replication all scram—sha-256&
host replication all 127.0.0.1/32 scram—sha—-256&
host replication all ::1/128 5cram—5ha—25q

Pg_hba.conf file after edit:

§# TYPE DATAEBASE USER ADDRESS METHCD

# "local" is for Unix domain socket connections only

local all all md>
# IPv4 local connections:
host all all 0.0.0.0/0 md5
# IPvE local connections:
host all all t:1/128 md5

¥ Bllow replication connections from localhost, by a user with the
¥ replication privilege.

local replication all md5
host replication all 127.0.0.1/32 md5S
host replication all ::1/128 mdﬂ

e Authentication method such as md5, scram-sha-256 is based on your requirement.

NOTE: PostgreSQL server restart is required after any changes made to pg_hba.conf file. The error
mentioned above may defer from server to server.

We recommend testing the Powerpack first without making any changes to pg_hba.config file and
then implement the pre-requisites if any errors in Instance aching app.
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