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Introduction

What does the PowerPack Monitor?

This PowerPack provides monitoring for Tomcat Server configuration and performance metrics. The
PowerPack uses two different methods to pull data from a Tomcat Server and you can choose any one
method (dynamic app) as you see fit.

Method #1: Connect to the Tomcat Webserver Status page, OR

Method#2: Connect to the SNMP agent on the Tomcat server’s JVM.
https://docs.oracle.com/javase/7/docs/technotes/guides/management/snmp.html

Supported Tomcat Versions & Operating Systems

The powerpack is not dependent on any operating system since it connects to the server-status page or
connects via SNMP.

This version of the PowerPack has been certified with Tomcat Version 8.5 and 9.0 but it is expected to
run on other versions as well.

Prerequisites

e For Method 1 which connects via server-status page:
o IP address of the server where Tomcat is running.
o Port on which Tomcat is running.
o Note: If your Tomcat Server server-status page is protected by a username/password,
then create credentials as follows
e For Method 2 which connects via snmp
o IP address of the server where Tomcat is running.
o SNMP Port (default is UDP 161); ensure this port is open from the Collector to the
server.
SNMP read community string
For detailed instruction on how to set up your JVM to report metrics via SNMP, please
refer to this webpage:
https://docs.oracle.com/javase/7/docs/technotes/guides/management/snmp.html



https://docs.oracle.com/javase/7/docs/technotes/guides/management/snmp.html
https://docs.oracle.com/javase/7/docs/technotes/guides/management/snmp.html

Creating Credentials

e To connect to your server status page, create a soap/xml credentials in SL

o Use the Example credential provided with the pack as a reference and use the “save-as”
option to save a copy of the credential for you to edit. Please avoid modifying the

example credential as a matter of best practice.
e If your server-status page is not restricted, just create a dummy credential
Credential Editor [29]
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Edit SOAP/XML Credential #29

Basic Settings

Profile Name Content Encoding Method HTTP Version

(Tomcat Status - Example | ([ text/xml ] [~ [[GET] [~ ([HTTP/AL]] V]

URL [ http(s)://Host:Port/Path | %D = Aligned Device Address | %N = Aligned Device Host Name ]

[http:H%D :8080/manager/status?XML=true

HTTP Auth User HTTP Auth Password Timeout (seconds)

{USERNAME ] [oooooooooo| ] [2

*If using the SNMP option, please create as standard SNMP credential.

Collected Metrics

Overview
Depending on the method of collection, we collect different sets of metrics.

1) Server status page - http://<ip address>:<port number>/server-status
- Below is the sample server-status page from a Tomcat server.

& C 0 O Notsecure | N9/ manager/status Q

Server Status

e

>

HIML Manager Heip Manaoer Helo {
VM Versian VM Vendor 0 Hame 05 Versian 08 Architecture Hastname
L Rosche Tomcavs 025 T T e Compwaten T e | W 212wt o I ) | T
Froe Memony: 5702 M8 Toal Memory: 5450 M8 Max Memory: £78.50 48
Memory Pool Type Initial Total Maximum 1
PS Eden Space Hesp memary 1550 WD 4500MB 31550 M8 "1z
PS Qld Gen Heap memary 4150M8 3300M8 65600 M8 1598
PS Survivor Space Heap memary 250 M8 650 M8 650 MB 035
Code Cache Non-heap memory 243m8 10.06 MB 240 00 MB aar
‘Compressed Class Space Non-heap memory 000 M8 275 M8 1024 .00 MB. 248
Metaspace Non-heap memory 000MB 2700 MB 000 MB 28
http-nio-9191"
e e 200 Cuman e Cout: 10 CUTn treads B § AR e 30K U |
M ke e 10308 s o e 20358 3 et oupe: 1 Enr 31 B recened: .00 M By sent: .38 B
Stage Time Bytes Sent Bytes Recy Client (Forwarded) Client (Actusl) VHost Request
R ? ? ? ? ? ?
R 2 ? 2 ? 2 2
R 2 » 4 ? 2 2
s 3ms OKB 0KB 10128 36 37 101263637 192 166.34 194 GET imanager/status HTTR/ 1
R 2 7 2 ? 2 2




List of Metrics collected:

Name

JVM Memory Free

JVM Memory Allocated
JVM Memory Max

Connector Max Threads

Connector Name
Connector Thread Count

Connector Busy Threads

Connector Max Request Time
Connector Request Time
Connector Request Count
Connector Request Error Count
Connector Bytes Received
Connector Bytes Sent
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Description

Total unused size of memory (in bytes) for all heap memory pools. This is the difference between what has been committed to the heap
memory pools and what is currently being used. Memory committted to the heap memory pools will grow and shrink during JVM operation.

Total amount of memory (in bytes) committed by heap memory pools.

Total maximum size of memory (in bytes) for all heap memory pools.

The maximum number of threads allocated to the connector for servicing requests. This puts an upper limit on the number of concurrent
requests that can be in process for the Tomcat server.

The connector name. It is composed of the protocol and port configured for the connector.

The total number of threads in the thread pool available to be used by the connector.

The number of threads handling incoming requests for the connector. Here is a list of the possible thread stages: 1) Parse and Prepare
Request. 2) In Service processing a request and generating a response. 3) Finishing the request processing. 4) Keep-alive for handling
sessions.

The maximum amount of time in milliseconds spent processing a request for the connector.

The total amount of time in milliseconds spent processing requests by the connector since the start of the Tomcat server.

The total number of requests processed by the connector since the start of the Tomcat server.

The total number of request errors seen by the connector since the start of the Tomcat server.

The total number of bytes received by the connector since the start of the Tomcat server.

The total number of bytes sent by the connector since the start of the Tomcat server.

List of Metrics collected via snmp and Java Management MIB:



Name
jvmClassesLoadedCount 8

JjvmMemoryPendingFinalCount .

jvmMemPoolName o

jvmThreadCount .
jvmThreadDaemonCount .

jvmThreadPeakCount .

jvmClassesTotalLoadedCount 5

jvmClassesUnloadedCount .

jvmMemoryHeaplnitSize 8

jvmMemoryHeapUsed .

jvmMemoryHeapCommitted .

jvmMemoryHeapMaxSize .

jvmMemoryNonHeaplnitSize .

jvmMemoryNonHeapUsed .
jvmMemoryNonHeapCommitted .

JjvmMemoryNonHeapMaxSize .

jvmMemGCCount .

jvmMemGCTimeMs .

jvmMemPoolPeakReset .

jvmMemPoollnitSize .
jvmMemPoolUsed .

jvmMemPoolCommitted .
jvmMemPoolMaxSize .

jvmMemPoolPeakUsed .

jvmMemPoolPeakCommitted .

jvmMemPoolPeakMaxSize .

jvmMemPoolCollectUsed .

JjvmMemPoolCollectCommitted .

jvmMemPoolCollectMaxSize .

jvmMemPoolThreshdCount .

jvmMemPoolCollectThreshdCount .

jvmThreadTotalStartedCount .

jvmRTUptimeMs .

jvmJITCompilerTimeMs .

jvmMemManagerName .

jvmThreadinstBlockCount .

jvmThreadinstBlockTimeMs 5

jvmThreadinstWaitCount .

jvmThreadinstWaitTimeMs a

jvmThreadinstCpuTimeNs .

jvmThreadinstName 5

B snvie oip

1.3.6.1.4.1.42.2.145.3.163.1.1.1.1
1.3.6.1.4.1.42.2.145.3.163.1.1.2.1

1.3.6.1.4.1.42.2.145.3.163.1.1.2.110.1.2

1.3.6.1.4.1.42.2.145.3.163.1.1.3.1
1.3.6.1.4.1.42.2.145.3.163.1.1.3.2

1.3.6.1.4.1.42.2.145.3.163.1.1.3.3

1.3.6.1.4.1.42.2.145.3.163.1.1.1.2

1.3.6.1.4.1.42.2.145.3.163.1.1.1.3

1.3.6.1.4.1.42.2.145.3.163.1.1.2.10

1.3.6.1.4.1.42.2.145.3.163.1.1.2.11

1.3.6.1.4.1.42.2.145.3.163.1.1.2.12

1.3.6.1.4.1.42.2.145.3.163.1.1.2.13

1.3.6.1.4.1.42.2.145.3.163.1.1.2.20

1.3.6.1.4.1.42.2,145.3.163.1.1.2.21

1.3.6.1.4.1.42.2.145.3.163.1.1.2.22

1.3.6.1.4.1.42.2.145.3.163.1.1.2.23

1.3.6.1.4.1.42.2.145.3.163.1.1.2.101.1.2

1.3.6.1.4.1.42.2.145.3.163.1.1.2.101.1.3

1.3.6.1.4.1.42.2.145.3.163.1.1.2.110.1.5

1.3.6.1.4.1.42.2.145.3.163.1.1.2.110.1.10
1.3.6.1.4.1.42.2.145.3.163.1.1.2.110.1.11

1.3.6.1.4.1.42.2.145.3.163.1.1.2.110.1.12
1.3.6.1.4.1.42.2.145.3.163.1.1.2.110.1.13
1.3.6.1.4.1.42.2.145.3.163.1.1.2.110.1.21

1.3.6.1.4.1.42.2.145.3.163.1.1.2.110.1.22

1.3.6.1.4.1.42.2.145.3.163.1.1.2.110.1.23

1.3.6.1.4.1.42.2.145.3.163.1.1.2.110.1.31

1.3.6.1.4.1.42.2,145.3.163.1.1.2.110.1.32

1.3.6.1.4.1.42.2.145.3.163.1.1.2.110.1.33

1.3.6.1.4.1.42.2.145.3.163.1.1.2.110.1.111

1.3.6.1.4.1.42.2.145.3.163.1.1.2.110.1.132

1.3.6.1.4.1.42.2.145.3.163.1.1.3.4

1.3.6.1.4.1.42.2.145.3.163.1.1.4.11

1.3.6.1.4.1.42.2.145.3.163.1.1.5.2

1.3.6.1.4.1.42.2.145.3.163.1.1.2.100.1.2

1.3.6.1.4.1.42.2.145.3.163.1.1.3.10.1.4

1.3.6.1.4.1.42.2.145.3.163.1.1.3.10.1.5

1.3.6.1.4.1.42.2.145.3.163.1.1.3.10.1.6

1.3.6.1.4.1.42.2.145.3.163.1.1.3.10.1.7

1.3.6.1.4.1.42.2,145.3.163.1.1.3.10.1.8

1.3.6.1.4.1.42.2.145.3.163.1.1.3.10.1.9
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The number of classes currently loaded in the JVM. See java.lang.management.ClassLoadingMXBean.getLoadedClassCount()
The approximate number objects that are pending for finalization. See java.lang.management.MemoryMXBean.
getObjectPendingFinalizationCount()

The name of this memory pool, as returned by MemoryPoolMXBean.getName(). See

java.lang. | Name()
The current number of live threads. See java.lang.

The current number of daemon threads. See java.lang.ma
The peak thread count since the execution of the application. See
java.lang.management.ThreadMXBean.getPeakThreadCount()

The total number of classes that have been loaded since the JVM has started execution. See

java.lang. ClassLoadif getTotalLoadedClassCount()

The total number of classes that have been unloaded since the JVM has started execution. See

java.lang.mar ClasslL getUnloadedClassCount()

Total amount of memory (in bytes) that the Java virtual machine initially requests from the operating system for memory
management for heap memory pools. See java.lang. XB + yUsage().getInit()
Total amount of used memory (in bytes) from heap memory pools. See
java.lang.mar .MemoryMXBean.gett yUsage().getUsed()
Total amount of memory (in bytes) committed by heap memory pools. See
java.lang. yUsage(). getC
Total maximum size of memory (in bytes) for all heap memory pools. See
java.lang.management.MemoryMXBean.getHeapMemoryUsage().getMax()

dMIXB

Thread|

1t.Th getThreadCount()

getDaemonThreadCount()

itted()

gett

Total amount of memory (in bytes) that the Java virtual machine initially requests from the operating system for memory
management for non heap memory pools. See java.lang. y 1.getNonk yUsage().getlnit()

Total amount of used memory (in bytes) from non heap memory pools. See
java.lang.mar .MemoryMXBean.getNont yUsage().getUsed()
Total amount of memory (in bytes) committed by non heap memory pools. See java.lang.management.MemoryMXBean.
getNonHeapMemoryUsage().getCommitted|()

Total maximum size of memory (in bytes) for all non heap memory pools. See

java.lang.mar .MemoryMXBean.getNont yUsage().getMax()

The total number of collections that have occurred, as returned by GarbageCollectorMXBean.getCollectionCount(). If garbage
collection statistics are not available, this object is set to 0. See

java.lang. GarbageColl .getC ount()

The appt lated elapsed time in milliseconds, since the Java virtual machine has started. This object is
set to 0 if the collection elapsed time is undefined for this collector. See
java.lang.management.GarbageCollectorMXBean.getCollectionTime()

This object indicates the last time - in milliseconds - at which the peak memory usage statistic of this memory pool was reset to
the current memory usage. This corresponds to a time stamp as returned by java.lang.System.currentTimeMillis(); Setting this
object to a time earlier than its current time value has no effect. Setting this object to a time later than its current time value
causes the peak memory usage statistic of this memory pool to be reset to the current memory usage. The new value of this
object will be the time at which the reset operation is triggered. There could be a delay between the time at which the reset
operation is triggered and the time at which the actual resetting happens, so this value is only indicative. See

java.lang. y PeakUsage()
Initial size of this memory pool. See java.lang.

Amount of used memory in this memory pool. See java.lang.

acc

getUsage().getlnit()
getUsage().getUsed()

yP

yP
Amount of committed memory in this memory pool. See

java.lang.mar yPooll getUsage().getCommitted()

Maximal size of this memory pool. See java.lang. yPooll getUsage().getMax()

Amount of used memory in this memory pool when the peak usage was reached. See

java.lang.mar y getPeakUsage().getUsed()

Amount of commltted memory in this memory pool when the peak usage was reached. See

java.lang. | getPeakUsage().getCommitted()

Maximal size of this memory pool when the peak usage was reached. See

java.lang.mar yPool getPeakUsage().getMax()

The amount of used memory at the most recent time that the Java virtual machine has expended effort in recycling unused
objects in this memory pool. See java.lang. yPooll getC Jsage().getUsed()

The amount of committed memory at the most recent time that the Java virtual machine has expended effort in recycling

unused objects in this memory pool. See java.lang.mar \ ryPooll getCollectionUsage(). getCommitted()

The value of the maximum amount of memory at the most recent time that the Java virtual machine has expended effort in
recycling unused objects in this memory pool. See java.lang. |

getCollectionUsage().getMax()

1t.Memory|

The number of times that the memory usage has crossed the usage threshold, as detected by the Java virtual machine. If
memory usage threshold is not supported, then this object, if implemented, will always be equals to 0. See also
j Thresk t. See ja a.lang. 1.getUsageThresholdCount(),

isUsageTt

yP

ted()

java.lang.mar
The number of times that the memory usage has crossed the collection usage threshold, as detected by the Java virtual
machine. If memory usage threshold is not supported, then this object, if implemented, will always be equals to 0. See also

j ollectThr t. See java.lang. 1. getC JsageThresholdCount(),
java.lang. | |5ColIectansageThreshoIdSupported()

The total number of threads created and started since the Java Virtual Machine started. See

java.lang. management.ThreadMXBean.getTotalStartedThreadCount()

Uptime of the Java virtual machine, in milliseconds. This is equlvalent to ( System.currentTimeMillis() - jymStartTimeMs ). See
also jymRTStartTimeMs. See java.lang.
Gets the approximate accumulated elapsed time (in milliseconds) spent in compilation since the Java virtual machine has
started. If multiple threads are used for compilation, this value is the summation of the approximate time that each thread
spent in compilation. If compiler time monitoring is not supported, then this object remains set to 0. See
java.lang.management.CompilationMXBean.getTotalCompilationTime()

The name of this memory manager, as returned by MemoryManagerMXBean.getName(). See

).

The total number of times that this thread has blocked to enter or re-enter a monitor.. See

java.lang.mar Thread| ,boolean). ount()

getUptime()

java 1t

getThread|

The approximate accumulated elapsed time (in millisecond) that a thread has blocked to enter or re-enter a monitor since it has
started - or since thread contention monitoring was enabled. This object is always set to 0 if thread contention monitoring is
disabled or not supported. See java.lang. Thread| getThi long,boolean). getBlockedTime()

The total number of times that this thread has waited for notification. See

java.lang.mar Thread! getThreadIr boolean). getWaitedCount()

The approximate accumulated elapsed time (in millisecond) that a thread has waited on a monitor through a
java.lang.Object.wait method since it has started - or since thread contention monitoring wasenabled. This object is always set
to 0 if thread contention monitoring is disabled or not supported. See

java.lang. Thr boolean). getWaitedTime()

The approximate accumulated CPU time (in nanosecond) for a thread since it has started - or since thread CPU time monitoring
was enabled. If the thread of the specified ID is not alive or does not exist, or the CPU time measurement is disabled or not

getThr

supported, this object is set to 0. See java.lang. Thread| .getThreadCpuTime(long),
java.lang.mar Thread| isThreadCpuTi ted(),
java.lang.mar Threadl isThreadCpuTi )

This thread name - as returned by Thread.getTh ). See java.lang. Threadinfo.getThr )
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Onboarding Suggestions

How to verify if Tomcat is configured for monitoring?

e If you are getting server-status http://<ip_address>:<port_number>/server-status, then your
tomcat server is running and you can use Method#1.

e Execute the nmap command from collector to the tomcat machine to ensure Tomcat port is
open Nmap -sS <ip address of tomcat server> -p <port number>



