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Chapter

Monitoring Application Health

Overview

NOTE: The Applications page was removed from the 8.14.0 release. All features on previous versions of
this page are considered Beta and experimental.

This manual describes how to use SL1 to monitor application health for your devices.

NOTE: Application Health requires either the SLT Extended architecture (for devices that use SL1 agents) or
SL1 Maps on the Database Server, which is also called Maps on CDB (for devices that do not use
SL1 agents). The "Extended" architecture uses a Central Database appliance and multiple storage
and data nodes. For more information, see the Installation manual. The "Maps on CDB"
architecture uses the SL1 Maps images bundle installed on the Central Database appliance. For
more information, see the Maps manual.

Use the following menu options to navigate the SL1 user interface:
« Toview a pop-out list of menu options, click the menu icon (E)
o Toview a page containing all of the menu options, click the Advanced menuicon ().

This chapter includes the following fopics:

Whatisan Application@ . . 4
Monitoring Application Availability, Health, and Risk ... ... 5
The Application Investigator Page ....... ... ... 6



What is an Application?

An application is a collection of one or more devices running a similar set of software or processes. You can
monitor the application health of that set of devices in SL1 fo ensure that the software running on those devices is
performing the actions the software is supposed to be performing. If you are using the SL1 agent or an agent-
related PowerPack to collect data, you can monitor the system processes for a dynamic list of devices.

An application is made up of one or more application components and a status policy:

« An application component is a specific group of devices running the software or process you want to

monitor with SL1. An application component has process rules for matching processes reported by an SL1
agent. These process rules act as a filter, and an SL1 agent device is only considered to be part of an
application component if at least one process rule is currently matching. You can also create an application
component made up of devices that do not use the SL1 agent. An application can contain more than one
application component, depending on your monitoring needs.

« Astatus policy contains a set of rules that define the availability, health, and risk criteria for the devices you
want to monitor.

To navigate to the Applications page, click the Applications icon (*

Applications

 name
distributed

Apptest by adam

Application by laks
firewalld

irgbalance

Processor Application
app2

ACby muss

application by musa

Test Application component b

DESCRIPTION TrPe
dist Application Component
panderp Application

- Application Companent

test Application

Application Component

Application Component
alanc... Application

- Application Component

Test Application Component

Test Application

ORGANIZATION

System

System

AVAILABILITY.

¥ Available

¥ Available

¥ Available

¥ Available

¥ Available

¥ Available

¥ Available

¥ Available

¥ Available

¥ Available

HEALTH

® Healthy
® Healthy
® Healthy
® Healthy

® Healthy

® Maior
Minor

® Maior

® Healthy

® Healthy

Em7admin v

o Create Application ~ ~

PoLicy
Aoplcation Compane
pplication Policy [DEFAULT] .
Aoplication Compane
Agplication Policy .
Applicstion Compsne
Application Palicy )
Aoplication Compane
Aoplcation Compane
Application Policy
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Monitoring Application Availability, Health, and Risk

On the Applications page you can monitor the availability, health, and risk of your applications and application
components. These three values display in the following format and order:

1. Availability: Displays whether an application can be used. An application is considered unavailable if SL1 is
not able to collect data from the application, or if the application is usable or not usable. A value of 0 means

an application is unavailable, and a value of T means an application is available. Availability uses the
following icons:

AVAILABILITY

@ Unavailable

' Available

2. Health: Displays a "severity" icon that represents a numerical value between 0 and 100, which indicates the
current status of an application to show ifits health is worsening or improving. In most cases, a higher value is
preferred. Health uses the following icons by default:

HEALTH
@ Critical
@ Major

Minor
@® Notice
® Healthy

3. Risk: Displays a percentage value between 0 and 100 that indicates how close an application is to being in
an undesirable state. In most cases, the safest possible risk value is 0%, while the worst risk value is 100%.
Risk uses the following settings by default:

RISK
¥ Very High

greater than 80

v High
greater than 60

¥ Medium

greater than 40

v Low

greater than 20

~ Very Low

between 0 and 20
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These values are computed in this order because SL1 uses Availability values to compute Health while SL1 uses
both Availability and Health values to compute Risk.

The Application Investigator Page

When you select an application or an application component from the Applications page (), the Application

Investigator page appears:

IJ\[ Processor Application Info v

Status

« Available

Awvailability

Application Components

irgbalance

Devices

STATE ~

-discvm-70 ® Healthy

[ randerpdist-cugz-disvm7s @ Healthy

<« Back Overview Applieation Components Status Policy

Q - [ eure ]

firewalld

1P ADDRESS CATEGORY
1021470 System.EM7

1021478 System.EM7

Minor

Health

cLass suB-cLasS

ic. Inc EM7 Admin Portal

neeLogic, Inc. EM7 Data Callector

Cancel Save

80%

Risk

n
L]

ORGANIZATION D

The Tabs on the Application Investigator Page

The Application Investigator page contains three tabs:

o [Overview]. Displays a "big-number" dashboard version of the most recent Availability, Health, and Risk
values for the selected application or application component. This tab also displays a customizable view of
the "constituent" components that are part of the application or application component:

o For an application, this tab displays a summary tile view similar to a dashboard widget for any
application components that belong to an application. Selecting the checkbox on an application
component file will display a list of devices that belong to that application component. You can then
select one or more devices to see events for those devices.

o Foran application component, this tab displays a list of devices that belong to that application
component. You can then select one or more devices to see events for those devices.

The Application Investigator Page



TIP: To view Root Cause Analysis information for a specific application component on an Application

Investigator page, click the Actions icon ( * ) on the tile for that component. If the Root Cause Analysis
option is enabled, you can review data related to troubleshooting for that component. For more
information, see Using the Root Cause Analysis Feature.

« [Application Components] or [Devices]: Displays the application components or devices aligned with the
selected application or application component:

o For an application, the [Application Components] tab displays any application components that are
currently aligned with that application, along with the process policy associated with that application.
On this tab, you can view application component details and add application components to the
application.

o For an application component, the [Devices] tab displays any devices that are aligned with that
application component. On this tab, you can use the [Rules] button to specify process rules that are
relevant (if that component has devices with the SL1 agent installed on them). You can also
dynamically or statically add devices to that application component.

« [Status Policy]. Displays the rules for the status policy that defines the availability, health, and risk for that
application or application component. Depending on the thresholds you configured on the
Application Thresholds page (Applications > Thresholds), SL1 generates an alert message if a threshold is

crossed. On this tab, you can change the policy used by the application or application component, edit an
existing policy, and create a new policy. A Default label appears next to the default policy.

The Info Drop-down on the Application Investigator Page

The Info drop-down at the top of the Application Investigator page displays the following:

IJ\/ Processor Application Info v

owner Contact Organization
o= [ R System ~ System -
Contact User
Status em7admin hd
RCA Options .
Ao : Minor
| Elescﬂ-ptu:n ' Health
Monitors firewalld and igbalance processes

Application Components

o Owner. The organization that owns the application.

« Contact Organization. A contact organization for the application.
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Visible Organizations. A list of additional organizations other than the contact organization from which you
can monitor devices for applications. This option appears only on Investigator pages for application
components.

Contact User. The contact user for the application.

RCA Options. Allows the user to enable or disable the Root Cause Analysis feature (an advanced feature for
troubleshooting). For more information, see Using the Root Cause Analysis Feature.

Description. A description of the application.

Include devices from visible organizations. This option lets you enable or disable the ability to include
devices from other organizations in an application component. This option appears only on Investigator
pages for application components.

TIP:

Click the [Edit] button to edit the content on all three tabs and to edit the fields on the Info drop-down.
You can also edit the application or application component name and the icon associated with the
application or component. Click [Save] to save your changes.

The Application Investigator Page



Chapter

Creating Applications and Application
Components

Overview

This chapter describes how to create applications, application components, and status policies for monitoring
application health.

Use the following menu options to navigate the SL1 user interface:
o Toview a pop-out list of menu options, click the menu icon (E)
« Toview a page containing all of the menu options, click the Advanced menuicon ( ).

This chapter includes the following fopics:

Creating an Application il 10
Working with Application Components ... . .. 18
Creating Application Component Criteria ....... ... ... ... ... . 21
Editing a SIatus PoliCy ... ... . 24
Using the Root Cause Analysis Feature ... . i 24
Creating an Application Template ...l 26
Default Application Policy SEHINGS ... o 31
Managing Application Thresholds .. ... 32
Assigning an Icon to an Application or Application Component ... . ... ... 33



Creating an Application

When creating an application or an application component, you can view device data as well as business, IT, and
device service data. However, you can only use devices in application components.

The following "guided creation" workflow uses the relationships in a topology map to help you locate all of the
devices that are using or communicating with the application you want to monitor. You can then group those
devices into application components so that you can monitor the health of the application as a whole.

TIP: Instead of creating a completely new application, you can create an application femplate from an existing
application by clicking the [Actions] button (=) for that application and selecting Create Template. For
more information, see Creating an Application Template.

To create a new application using the guided creation workflow:

1. Click the Applications icon (™) to go to the Applications page.
2. Click the [Create Application] button. The first Create Application window appears:

Create Application Step 1/4 X

Name

Processor Application| Creating an Application

Description (Optional) o

Monitors firewalld and irgbalance processes Step 1: Application Info
Information about step 1 of creating an application, name,
description and organization...

What organization manages this?

System ~ Step 2: Select a device

Information about step 2 of creating an application
—selecting a device to start.

Step 3: Map

Information about step 3 of creating an application—use map
to select the devices that will be included in creating
Application Components for this Application

Step 4: Organize & Confirm Application Components

Information about step 4 of creating an application & how to
drag & drop devices into Application Components.
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TIP: You can copy an existing application on the Applications page by clicking the [Actions] button (=) for
that application and selecting Duplicate. You can also delete unneeded applications by clicking the
[Actions] button (=) and selecting Delete.

3. Complete the following fields:
« Name. Type a unique name for this application.

o Description. Type a short description of this application. Along with the name, the description you type
here appears on the Applications page. This field is optional.

« What organization manages this2. Select the name of organization that owns this application.

4. Click the [Next] button. The second Create Application window appears:

Create Application Step2/4 X

What nodes would you like to start with?

1]
o

e to search inventory

evice.name: aio

Preview Results Node Type Counts
gnamE e e ITEMS FOUND
~
& SF-AlO-ERAMIREZ-25 Device Device 14
I/ SF-AIOXRAMIREZ:26 Device
l&/ SF-AIO-BRANDON-27 Device
&’ SF-AIQ-LANAND-20 Device
e/ SF-AIO-MKAMATH-21 Device
[ sF-al0-BPEW-22 Device
le/ SF-AIO-ASAHYOUNI-23 Device

& stpaio-Jandrade 79 Device

-22-70 Device

-bmacmonigle-intern-44 Device

On this page, you can specify the devices that you want to monitor, and you can align those devices to one
or more application components.

5. Inthe Search field under What nodes would you like to start with, type search criteria for the devices that
you want to monitor. On this page, a node is the same as a device.

Creating an Application 11



TIP: If you are looking for a very specific set of devices, click the gear icon (%) 1o the right of the Search field
and select Advanced. In this mode you can create an advanced search using AND or OR for multiple

search criteria. For more information, see the "Advanced Search" chapter in the Introduction to SL1
manual.

6. Adjust your search criteria until you locate the devices that you want fo use in your application

components. The Node Type Counts pane displays the number of matching devices that your search has
located.

7. Click [Next] to continue. The third Create Application window appears:

Create Application Step 3/4 X
Included in Application:
ncluded in Application
No devices have been added to
this application
B Select devices from map to add to application
P

<« Back

8. This page displays a viewing pane with a topology map for the device or devices you selected. Use the
following buttons to manipulate the map on the viewing pane:

. : Zoom in on the map.
. =: Zoom out on the map.
. : Fit all elements of a map into the viewing pane.

. : Center all selected elements of a map into the viewing pane.

Creating an Application




TIP: This page uses the features of the Maps page. For more information on how to manipulate the map in
the viewing pane, see the Maps manual.

From the map, select the nodes (devices) that you want to add to this application, and click the [Include
Selected in Application] button. Use [Ctrl]+ click to select more than one node, and double-click a node to
see more relationships. The selected node or nodes are added to the application:

Create Application

Step3/4

Include Selected In Application

Included in Application:

(= [+ 1 [+]

|4 panderp-gist-db-discvm-71
[0 panderp-dist-cug7-discvm-78

|4 panderp-gist-ap-discvm-70

IGHBORS  Contract 1 Neghbors

< Previous 20t5 Next >

NOTE: You can only select devices for monitoring in an application. The services and other non-device
objects are only on the map to help you find devices through their relationships.
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10. Click [Next] to continue. The fourth and final Create Application window appears:

Stepd/a X

Add Device

Create Application

Device List (5)

NAME cuass suscLAss w» ORGANIZATION USEDIN
&’ SF-AIO-LANAND-20 Sciencelogic, Inc. EM7 All-In-One 10.2.23.20 System o
&  SF-AIO-MKAMATH-21 Sciencelogic, Inc. EMT7 All-In-One 102.23.21 System o
SF-AIO-BPEW-22 Sciencelogic, Inc. EM7 All-In-One 102.23.22 System o
‘&’ SF-AIO-ASAHYOUNI-23 Sciencelogic, Inc. EM7 All-In-One 1022323 System o
®  sfp-sio-Jandrade-79 Sciencelogic, Inc. EM7 Data Collector 102.14.79 System o

+Add Application Component
Create an Application Component and drag Devices from the list above

+ Back

On this page you can create application components from the devices you selected on the previous page.

NOTE: If you selected devices that use the SL1 agent to be part of your application component, this page
automatically displays suggested application components based on the matching application
component criteria that SL1 discovered. This feature only works for SL1 agent devices.

TIP: To add additional devices to the Device List pane, click the [Add Device] button at the top right and
search for the devices you wantto add. Select the devices and click the [Add] button.
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11. Click the [+Add Application Component] button. A Create Application Component window appears:

Create Application Component

12. Complete the following fields:
« Application Component Name. Type a unique name for this application component.

o Description. Type a short description of this application component. Along with the name, the
description you type here appears on the Applications page. This field is optional.

« Application Component Criteria. If you have already created an Application Component Criteria,
select that criteria.

NOTE: This field is optional, and you only need to use this field if you are running devices that use the SL1
agent. For more information, see Creating Application Component Criteria.

o Dynamic? Enable this toggle if you want to create this component dynamically, based on your search
criteria. If you enable this toggle, the Visible Organizations drop-down appears.

« Visible Organizations. If you enabled the Dynamic option, you can use this drop-down to search for
and add devices from other organizations in addition to the organization to which the application
component belongs.

13. Click the [Save] button.

14. Ifyou enabled the Dynamic toggle in step 12, create a dynamic query by typing in the relevant search criteria
in the Search field and click the [Save] button. The new application component is added to the bottom pane
of the fourth Create Application window.

NOTE: To add additional application components, return to step 11, or click the [Save] button to save the
new application and application component.
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NOTE: The "dynamic" application component name displays in bold italics. You cannot add or remove
devices to a dynamic application component.

15. Ifyou did not enable the Dynamic toggle in step 12, the new application component you just created is
added to the bottom pane of the fourth Create Application window.

NOTE: The "static" application component name displays in bold. Also, you can add or remove devices to a
static application component.

16. Select one or more nodes (devices) from the Device List pane and drag them into the new application
component pane for the component you just created.

Create Application Step4/4 X
Device List (5)

NamE anss suncLass " oRcANIZATION useo

&  SF-AIO-MKAMATH-21 Sciencelogic, Inc. EM7 All-In-One 10.223.21 System 0
SF-AIO-BPEW-22 ScienceLosic, Inc. EM7 All-In-One 10.223.22 System 0

&'  SF-AIO-LANAND-20 Sciencelogic, Inc. EM7 All-In-One 10.2.23.20 System 1

& SF-AIO-ASAHYOUNI-23 ScienceLogic, Inc. EM7 All-In-One 10.223.23 System 1

& sfp-aio-Jandrade-79 Sciencelogic, Inc. EMY Data Collector 10.2.1479 System 1

. irgbalance (3) firewalld (14)
+Add Application Component
A
&/ SF-AIO-ASAHYOUNI-23 x & SF-AIO-ERAMIREZ-25
‘& SF-AIO-LANAND-20 X & SF-AIO-XRAMIREZ-26
¥ stp-sio-Jandrade-79 x &/ SF-AIO-BRANDON-27

‘& SF-AIO-LANAND-20

‘& SF-AIO-MKAMATH-21

SF-AIO-BPEW-22

& SF-AIO-ASAHYOUNI-23

Jandrade-79

<fp-aio-gg-70

+ Back

17. To add additional application components, returnto step 11.

TIP: You can use the [Actions] button () at the top right of each application component pane to edit,
rename, duplicate, and remove (delete) that component.

18. Click [Save] to save the new application and application components. You can now access the application
and application components on the Applications page.
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Editing an Application

From the Application Investigator page, you can view the details of an application, view and add application
components to that application, and edit the status policy aligned with that application.

To edit an application:

1. Onthe Applications page, click the [Actions] button (- ) for the application you want to edit and select Edit.
The Application Investigator page appears.

TIP: You can also open the application and click the [Edit] button on the Application Investigator page at
any time fo edit the application.

2. On the [Overview] tab, update the metadata about the application as needed.

3. Click the [Application Components] tab:

. test application (syste... Cancel Save

— Back Overview Application Components Status Policy

View Application Components Details Add Application Components

L NAME o TvPE AVAILABILITY HEALTH RISk PpoLicY

Application Component

Q2 L 75% Applicat

ti
icatit
icatit

t

on Component Policy [DEFALT]
onent Policy
onent Policy
ication Componant Policy [DEFAULT]

®H 0%

Testapp comp 1 Applicat

t t

Frsx Application Component
tion Component

i t

v
] 50%
@

vdsef. Application Component

4. Click the [View Application Components Details] button to open the Edit Application page. You can
view and add application components and devices from this page. If you make any changes, click the [Save]
button before closing this page.

5. Click the [Add Application Components] button to open the Select Application Components page. You
can search for application components and select components from the search results on this page. If you
make any changes, click the [Save] button before closing this page.

6. From the [Application Components] tab, you can also click the name of an application component to view
more information about that component. Click your browser's [Back] button to return to the [Application
Components] tab.
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7. Click the [Status Policy] tab and update or create a new status policy for this application as needed.
8. When you are done editing this application, click the [Save] button.

9. Click the [Back] button on the Application Investigator page fo return to the Applications page.

Working with Application Components

If an application is not providing the application health information you need, you can update the devices in your
application components, and you can add additional components to an application. You can also add and edit
application component criteria and rules for the specific elements of the application you want to monitor.

Editing an Application Component

To edit the set of devices in an application component:

1. From the Applications page, select the application component you want to edit and select Edit. The
[Devices] tab of the Application Investigator page appears:

irgbalance Cancel Save

«— Back Overview Devices Status Policy

Define these with a Query

LENaME STATE « 1P ADDRESS CATEGORY cLass SUB-CLASS ORGANIZATION D

SF-AIO-LANAND-20 @ Major 1022320 SystemEM7 ScienceLogic, Inc. EM7 All-In-One System a
SF-AIO-ASAHYOUNI-23 ® Healthy 1022323 System.EM7 Sciencelogic, Inc. EM7 All-in-One System 8
sfp-aio-Jandrade-79 ® Healthy 1021479 System EM7 Sciencelogic, Inc. EM?7 Data Collector System 13

appwizards-cdb-10-2-2-40 @ Critical 102240 System EM7 Sciencelogic, Inc. EM7 Database System 28

TIP: You can also open the application component and click the [Edit] button on the Application
Investigator page, and then click the [Devices] tab.

2. To define the processes and arguments to monitor for that application component, click the [Rules] button
and add a rule.

3. Toeditthe dynamic query for the devices meeting a specific set of search criteria, click the
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[Define these with a Query] button. The Edit Application Component window appears.

4. Update the search criteria in the Search field, and click [Continue].

For example, you could type the following search criteria to dynamically add any device that has "007" in its
name: name contains '007'. For more information, see the "Advanced Search" chapter in the
Introduction to SL1 manual.The results of the dynamic search display with a blue bar next to them, while
the results of the previous search display with a red bar next to them:

L name contains ‘ear’

L3 NAME

SF-AlO-LANAND-20

SF-AIO-ASAHYOUNI-|

sfp-aio-Jandrade-79

appwizards-cdb-10-2-)

007-sl1-db-50

Query for the right set of devices

STATE

® Major
@ Healthy
@ Healthy
@ Critical

® Healthy

Edit Application Component

v Devices currently matching this query

IP ADDRESS

1022320

1022323

10.2.14.79

10.22.40

102750

CATEGORY

System EM7

System EM7

SystemEM7

System.EM7

Servers

cLAsS

SciencelLogic, Inc.

Sciencelogic, Inc.

Sciencelogic, Inc.

SciencelLogic, Inc.

Linux

SUB-CLASS

EM7 All-In-One

EM7 All-In-One

EM7 Data Collector

EM7 Database

Oracle Linux 7

* HED #

ORGANIZATION D
System 4
System 8
System 13
System 28
System 36

5. On the [Devices] tab, click the [Save] button.

Working with Application Components
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Creating a Rule for an Application Component

An application component can contain one or more rules that define which processes you want to monitor for that
application component. These rules only execute against process data from the devices running the SL1 agent that

are found in the application component.

To create a rule for an application component:

1. From the Applications page, select the application component you want to edit and select Edit. The
[Devices] tab of the Application Investigator page appears.

TIP: You can also open the application component and click the [Edit] button on the Application
Investigator page, and then click the [Devices] tab.

2. Click the [Rules] button. A Rules window appears:

X

NGINX ESC

Name

NGINX Add Rule v

Description (optional) PROCESS ARGUMENT

Nginx master process

$ o

Matched within

default ~

Organization (optional) v

NOTE: You can also add a rule with the Rule Builder, which lets you type a process or argument and select
any device process that matches those criteria to define your rule.
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3. Click the [Add Rule] button. The Edit Rule window appears.
4. Complete the following fields:

o Process. Specify the full path of the program that is running, such as /usr/sbin/nginx
o Argument. Specify the full command line showing how the program was invoked, such as nginx:
master process /usr/sbin/nginx -c /etc/nginx/nginx.conf
5. Click [Save]. The rule is added to the list of rules.
6. Add another rule or edit an existing rule as needed.

7. Onthe Rules window, click [Save] to return to the [Devices] tab. SL1 executes any new rules and adds any
devices that fit the rules. These rules will only execute against process data from all SL1 agent devices in the
application component.

Creating Application Component Criteria

You can use a group of rules called application component criteria to match with related devices to
automatically create application components.

NOTE: You can only create application component criteria if you are running devices that use the SL1 agent.

To define application component criteria:

1. Gotothe Application Component Criteria page (Applications > Application Component Criteria):

Application Component Criteria em7admin v @; elogic

L3 NAME DESCRIPTION ORGANIZATION

Java php System

NGINX

PHP Master process

Python 3.4 Python 3.4
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2. Click the [Create New] button. The Create Application Component Criteria window appears:

Create Application Component Criteria E)S<C

Name
Add Rule v

PROCESS ARGUMENT

No matches found.
Matched within
default v

Organization (optional) v

3. Complete the following fields on the left:
« Name. Type a name for the application component criteria.

« Description. Type a description of the application component criteria. Along with the name, the
description you type here appears on the Applications page. This field is optional.

« Matched within. This field specifies the amount of time that a process must be running to be
considered "matched" for guided discovery of devices for the component. The defaultis 180 minutes,
and this field is currently not editable.

« Organization. If you wantto limit the application component criteria fo just organization, select that
organization from the drop-down list.

4. Click the [Add Rule] button. The Edit Rule window appears.
5. Complete the following fields:

o Process. Specify the full path of the program that is running, such as /usr/sbin/nginx.

o Argument. Specify the full command line showing how the program was invoked, such as nginx:

master process /usr/sbin/nginx -c /etc/nginx/nginx.conf.
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6. Click [Save]. The rule is added to the list of rules. If any rule matches, the whole policy will evaluate to true.
This applies to application component criteria discovery and to application component health, availability,
and risk calculation.

7. Toadd arule with the Rule Builder, click the down arrow on the [Add Rule] button and select Add Rule via
Rule Builder. The Add Rule window appears:

Add Rule X
Process
python®
~ Select processes to testrule
DEVICELIST PROCESS LIST ARGUMENTS LIST
& N ARG
juse/bin/pythond.4 Ausr/libexec/siloupdate/phgserver -v
fhesl1-ranch-sn2-33
php-fom pythond fopt/em?/admin/stats/cassandra stats py
bash
pythona4 v
sadc
ogger
sshd
ond
yslogd
vmetad v

8. Type a process and an argument in the corresponding fields at the top of the window.
9. Click Select processes to test rule. A list of devices appear in the Device List pane.

10. Inthe Device List pane, select one or more devices to check for matching processes and arguments on those
devices.

TIP: You can hover over an argument name to see the complete text that makes up that argument.

11. Selectthe devices and processes you want to use for the application component criteria.

12. Click the [Test Rule] button. A check mark appears next o any processes that are a match with existing
devices.

13. When you are done selecting devices and processes, click the [Save] button.
14. Add additional rules to the application component criteria as needed.

15. Click [Save] to return to the Application Component Criteria page. You can now use the application
component criteria when you create an application.
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Editing a Status Policy

Each application and application component requires a status policy that determines what it monitors. A status
policy contains a set of rules and conditions that define the Availability, Health, and Risk values.

When you create an application or application component, SL1 automatically uses the default status policy for that
application or application component. You can remove the default policy after you create a new policy. The
default policies cannot be edited.

TIP: If a policy contains errors, an error icon (A‘) appears next to the policy name. To view details about what
makes the policy invalid, select the policy and hover over the error icon next fo the policy name in the
right-hand section. A pop-up window lists the problems with the policy.

To select an existing status policy:
1. Onthe Applications page, select the application or application component that you want o edit. The
[Overview] tab for the application or application component appears.
2. Click the [Status Policy] tab, and select the policy you want to use in the Policies pane.

3. Toview the details of a selected policy, click the [Actions] button (=) for that policy and select Edit (or View
for the default policy). The Policy Editor page appears.

4. Click the [Cancel] button when you are done viewing the details for that policy.

TIP: You can copy an existing policy on the [Status Policy] tab by clicking the [Actions] button (=) for that
policy and selecting Duplicate.

5. Toadd a policy to the application or application component, select the policy in the Policies section and click

the [Use Policy] button in the right-hand section. A check mark icon (ﬂ) appears next to that policy in the
Policies section, and the words "Current Policy" replace the [Use Policy] button in the right-hand section.

6. Ifyou want to delete a policy you no longer want to use, click the [Actions] button (=) for that policy, select
Delete, and then click [Delete Policy]. If that policy is used by any other applications or application
components, those items are assigned the default policy type. You cannot delete a default policy.

Using the Root Cause Analysis Feature

Advanced SL1 users can use the Root Cause Analysis feature to determine what is causing an application or
application component to be unhealthy. You can then use the Root Cause Analysis data to troubleshoot that
application or component and refine your status policies.

To enable Root Cause Analysis:
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1. Open the Application Investigator page for an application and click [Edit].

2. Click the Info drop-down and select one of the following options from the RCA Options drop-down:

o Disabled

e Enabled (contributors only)
e Enabled (next run only)

e Enabled

NOTE: You might experience performance slowdown if Root Cause Analysis is continuously enabled.

3. Click [Save].

You can view a Root Cause Analysis window by opening the Investigator page for an application or application

component and clicking the Actions icon ( * ) on the Status pane. You can also click the Actions icon ( * ) on an
application componenttile (applications only):

Application Components

o []

components

Using the Root Cause Analysis Feature

25



A Root Cause Analysis model window appears with more data as a JSON object:

Root Cause Analysis: Oct 1, 2019, 12:30 PM X

v Ay I: [ masor | RISH 75%

components

Application Component

"1d" : "ck1825nn00520vglik3ow3

"harProvider

"id" : "ckl2

"name" : "

"__ typename
}
"dateCreated” : 15689947400
¥ "health" : {
"result" : 25
"description” : "min of rules”
¥ "rulesSet" & {
"id" : "c

"cype" : "he

"aggregation” :

"_ typename" : "
¥ "rules" ; [
To:q

"isContributor” : false

"result” : 100

"description” : "rule #: 1"

"matchingRow" : 1

¥ "rule” : {
"id" : "ejrjocycsi007e2lyomnrnpsg"”
"sequence” : 1

"conditionTable"” : [
AR |
"id" : "cjrjocycs0006e2lyipscdlvu"”

"rowSequence" : 1

The data is a JSON object of the processing information that was used to compute the Health, Availability and Risk
for that application. Within the Root Cause Analysis JSON object, the arrays named "contributors" describe which
devices contributed in the calculation for the resulting Health, Availability or Risk for the current application.

Creating an Application Template

You can create an application template from an existing application to simplify the process of rebuilding an entire
application that uses similar application components.

To create an application femplate:

1. Onthe Applications page, click the Actions button (=) for the application you want to use as the basis for
your template and select Create Template. The Create Template From Application window appears.
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2. This window contains important information about what you can and cannot do with an application template.
After reading this information, click [Next]. The next Create Template From Application window appears.

3. Type a name for the template in the Template Name field, and type a description of the template in the
Description field, if needed. Click [Next]. The next Create Template From Application window appears.

4. The left side of the window displays the tree for the application hierarchy that is being made into a template.
You can select each application in the tree fo see information related to that application on the right side of
the window.

5. Click the Status Policy tab to view the status policy definition for Availability, Health and Risk for that
application.

6. On the Status Policy tab for an application component, you can add annotations for the policies in the
template. When a new user uses the femplate on another system, your annotations can help that user
understand the purpose of this status policy.

7. Toleave an annotation for a status policy or rule, click the talk bubble icon () next to the rule or tab. Type
your annotation text in the Annotation window and click [Save]. The talk bubble icon now displays as solid
blue, while empty talk bubble icons contain a plus sign.

8. Click [Create Template]. A confirmation window appears stating that you created the template. Click

[Close]. The template appears on the Application Templates page (Applications > Application
Templates).

Creating an Application From a Template

To create an application from a femplate:

1. From the Applications page, click the down arrow on the [Create Application] button, and select Create
Application from Template. The Create Application from Template window appears.

TIP: You can also create a new application or application component from the list of templates on the
Application Templates page (Applications > Templates). Click the Actions button (=) next to the
template you want to use and select Create Application or Create Application Component.

2. Select atemplate and click [Next]. The next Create Application from Template window appears.

3. Select an organization from the What organization manages this application drop-down list and click
[Next]. The next Create Application from Template window appears.

4. To editthe names of the applications in the hierarchy at the left, click the application name and update the
name. Updating the application names is recommended if you are creating the new application on the same
system from which the template was created.

5. Any annotations for an application component that were added when the template was created will be
present, and you can editthem and add new annotations.

6. You can editthe rules for Availability, Health, and Risk for an application in the template.

7. Toeditarule, click the pencil icon (¥ ) next to the rule, and an edit window appears where you can update
the rule.

Creating an Application Template 27



8. Click the [Save] button to close the edit window.

9. Click the [Create Application from Template] button to save your application. A confirmation window
appears.

10. Click the [Close] button. The new application appears on the Applications page.

Exporting an Application Template

If you want to use an application femplate on another SL1 system, you can package that template into a
PowerPack and export it fo the other system.

To package and export an application template:

1. Gotothe PowerPack Manager page (System > Manage > PowerPacks).
2. Click the [Actions] button and select Create a New PowerPack.

3. Onthe PowerPack Properties page, type a name for the PowerPack in the Name field and click [Save].

Sciencelogic, Inc. - Google Chrome = u} X

@ Notsecure | 10.100.100.180/em7/index.em77exec=powerpack_editor&sub=props

Create New PowerPack™

» Manage PowerPack™ Properties
Properties
Build / Export Name. [Business Service Templale ) Creation [em7admin [2013-10-16 15:19.44
Features / Benefits Version 7 ] Modification [zm7aamin 20181016

Technical Notes

Publisher | ] Revision [
Documentation
License Key D
¥ Contents
Dynamic Applications
Description Vendor(s) Supported |

Event Policies

Device Categories Madel(s) Supported

Device Glasses Version(s) Supported |
Device Templates 2 Ninimum ENT Version |
Device Groups

Reports.

Release Notes and Change L
Dashboard Widgets e o8

Dashboards
Run Book Policies

B- B I US A-TI- 8- 9- /- & £

B = % [ w™

Run Book Actions
Run Book Action Types
Ticket Templates
Credentials

Credentizl Tests

Prooy XSL -
Ul Themes
IT Seniices

Log File Monitering
Policies.

AP Content Objects
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4. Select AP Content Objects from the left-nav on the PowerPack Properties page. Your femplate appears in

the Available AP Content Objects pane:

¥ Manags PowerPack™
Properties
Build / Export
Features / Benefits
Technical Notes
Documentation

¥ Contents
Dynamic Applications
Event Policies.
Device Gategories
Device Classes
Device Templates
Device Groups
Reports
Dashboard Widgets
Dashboards
Run Book Policies
Run Book Actions
Run Book Action Types
Ticket Templates
Gredentials
Gredential Tests

Proxy XSL
Transfommations

Ul Themes
IT Services

Log File Moritoring
Policies

AP Conlent Objects

! Sciencelogic, Inc. - Geogle Chrome

Embedded AP Content Objects [0]

@ Not secure | 10.100.100.180/em7/index.em7?sub=ap2object8iexac=powerpack_editor&ppid=154

Editing PowerPack™  Business Service Template:

Obiect Name * sup
[
No results to display.
Available AP Content Objects [2]
Object Name + suD
1. Interfaces Dashboard dashboards. cjms0rbifd027cgSkmyyh2elm
2. Template Example harTemplates ‘GjnoOITax10r28d5karmdad4z

5. Click the lightning bolticon (/) next o the template to add itto the
the Embedded AP Content Objects pane:

¥ Manage PowerPack™
Properties
Build / Export
Features / Benefits
Technical Notes
Documentation

+ Contents
Dynamic Applications
Event Policies
Device Categories
Device Classes
Device Templates
Device Groups
Reports
Dashboard Widgets
Dashboards
Run Boak Policies
Run Book Actions
Run Book Action Types
Ticket Templates
Credentials
Credential Tests

Proxy XSL
Transfommations

Ul Themes
IT Services

Log File Moritoring
Policies

AP Content Objects

Sciencelogic, Inc. - Google Chrome

Embedded AP Content Objects [1]

@ Not secure | 10.100.100.180/em7/index.em?sub=ap2object&exec=powerpack_editor&ppid=154

Editing PowerPack™  Business Service Template

Object Name - suD
1. Template Example harTemplates cjncOITqx1or2Bd5karmde 44z
Available AR Content Objects [1]
Object Name - suD
1. Interfaces Dashboard dashboards cjms0rbifd027cgSkmyyh2elm
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6. SelectBuild/Export from the left-nav to open the Compiled PowerPacks window, and then click the Create
a new build link:

! Sciencelogic, Inc. - Google Chrome - o x

@ Notsecure | 10.100.100.180/em7/index.em72sub=build8texec= powerpack_editor@ppid=154

Editing PowerPack™  Business Service Template
W Manage PowerPack™ Compiled PowerPacks™
Properties
Build ! Export
Features / Benefits

‘Some changes have been made to this PawerPack™ that have not yet been exported Create a new nu@camune the latest revision

Technical Notes
Documsntation

¥ Gontents
Dynamic Appiications
Event Policies
Device Gategories
Device Glasses
Device Templates
Device Groups
Reparls
Dashboard Widgets
Dashboards
Run Book Policies
Run Book Actions
Run Book Actian Types
Ticket Templates
Gredentials
Gredential Tests

Proxy XSL
Transformations

Ul Themes
IT Senvices

Log File Monitoring
Policies

AP Content Objects

7. Inthe Configure New Export File window, select Administrative (including export & license) from the
Embedded license key drop-down list. Click [Build].

! Sciencelogic, Inc. - Google Chrome: - o x
@ Notsecure | 10.100.100.180/em7/index.em u editorBippid=154

Create a New Build

Configure New Export File | Business Service Template v1, rev 1

Embedded license key: [ Administrative (ncluding export & license) ¥ |

8. When the PowerPack finishes building, you can download the build with the download icon (&) and use that
file to upload the template to a new SL1 system.
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Installing a Template from a PowerPack

1. Onthe SL1 system where you want to install the template, import the PowerPack on the PowerPack
Manager page (System > Manage > PowerPacks).

2. After you have imported the PowerPack, click the [Actions] button and select Install PowerPack.

3. Locate the PowerPack you created in the Imported PowerPacks window and click its lightning bolt icon (
).
4. When the Install PowerPack window appears, click the [Install] button.

After you install the PowerPack, you can access the template on the Application Templates page
(Applications > Templates).

Default Application Policy Settings

The following sections describe how the status policies calculate Availability, Health, and Risk for both applications
and application components:

Availability. Maximum available: If one application or application component is available, then all are available.

Health. Based on the average Health value of all application components for an application, or the average
health of all devices for an application component, then uses the following settings:

o Crifical = 0-20

e Major=21-40

e Minor=41-60

o Notice = 61-80

o Healthy =81-100
Risk. Based on the maximum Risk value of any application component for an application, or the average health
of all devices for an application component, then uses the following percentages:

o Verylow = 0-20%

o Low =21-40%

o Medium = 41-60%

o High =61-80%

o VeryHigh =81-100%
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Managing Application Thresholds

When SL1 evaluates the state of an application, it reviews the Health, Availability, and Risk values produced by
your applications and application components. SL1 then compares those values against the alert thresholds that
are defined on the Application Thresholds page (Applications > Thresholds):

Application Thresholds Cancel Save
Enable alerts and set thresholds for all Applications and Application Components.

Applications Application Components

AVAILABILITY AVAILABILITY

@ Unavailable @ Unavailable

v Available + Available

HEALTH HEALTH

@ Critical ® Critical

® Major ® Major
Minor Minor

® Notice ® Notice

® Healthy ® Healthy

RISK Risk

~ Very High ¥ VeryHigh
greaterthan v 80 equalto v 80%

¥ High ¥ High
greaterthan ¥ 60 [+ greaterthan ¥ 60 [+

v Medium v Medium
greaterthan v 40 % gresterthan v 40 [+

“ Low v Low
greaterthan v 20 = greaterthan v 20 (&

v VeryLow ~ VeryLow
between v 0 = and 20% between ~ 0 = and 205

TIP: To update the thresholds on this tab, click the [Edit] button, select which thresholds should generate an
alert message, and then click [Save].

If any of the thresholds on the Application Thresholds page are crossed, SL1 generates an alert message. For an
event fo be produced, you need to create or install an event policy in SL1 that watches for that alert message and
produces an event when it sees that alert message. By monitoring the events tied fo your applications and
application components, you can act quickly if one of them becomes unavailable, unhealthy, or potentially at risk.

NOTE: This feature uses the Application Management PowerPack, which contains the relevant set of Event
Policies for Applications. The Application Management PowerPack is installed with the 8.12.0 and
later versions of SLT.
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Assigning an lcon to an Application or Application
Component

To assign an icon to an application or application component:

1. Click the Applications icon (™) to go to the Applications page.

2. Onthe Applications page, locate the application or application component to which you want to add an
icon.

3. Click the [Actions] button (=) for that application or application component and select Assign Icon. The
Select an lcon window appears:

Select an Icon (4) E>S<C

Type tosearchicons X Advanced Addlcon

e H o X
4
Data Storage Storage Pool Unified Maintenance

Cancel Select Icon

4. To use an existing icon, select that icon from the list of icons and click the [Select Icon] button.

TIP: [f an icon includes a tag, you can search for that icon by typing some or all of the tag text in the Search

field.

5. Toupload an icon from your local drive, make sure that the image file meets the following criteria:
o The image file should be in .SVG format.
« The file should not be larger than 40 KB.
o The file should not be animated.

« The file should not contain bitmaps

Assigning an lcon to an Application or Application Component
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6. Tostartthe upload process, click the [Add Icon] button. The Add an lcon window appears:

10.
11.

34

Add an lcon

ADD TAGS

#

i Browseor |
Drop

REUSE TAGS

icons must:

i BeSVGformat

i Benomore than 40kb
i Notbe animated
i

Mot contain bitmaps

Cancel

In the Icon name field, type a name for the icon you want fo upload.

In the Add Tags field, type a short descriptor for the icon, without spaces. You can use this tag for searching
later.

You can click the Browse or Drop area fo browse for and select the icon, or you can drag and drop the icon
file onto the Add an Icon window.

Click the [Add lIcon] button. The icon is added to the Select an lcon window.

Click the [Select Icon] button to add the icon to the application or application component.

Assigning an lcon to an Application or Application Component
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