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Introduction to the Cherwell SyncPack

Overview

This manual provides an overview of the "Cherwell" SyncPack, which you can use to manage the Federated
CMDB integration between Cherwell Service Management (CSM) and Sciencelogic (SL1).

NOTE: This manual assumes that you have already installed CSM, SL1, and SL1 PowerFlow, and that you
have a basic level of CSM knowledge and can create and publish CSM Blueprints.

This chapter covers the following topics:

What Can | Do with this SyncPack? ... .. 4
Terminology ... . 5
Importing and Installing the Cherwell SyncPack ............ ... . . . . .. 6



What Can | Do with this SyncPack?

Cherwell Service Management (CSM) is a low-code, no-code tool where you can manage the CMDB, track
the life cycle of assets, manage changes, and manage incidents and requests. You can use the "Cherwell"
SyncPack to manage the Federated CMDB integration between CSM and SL1.

The following graphic provides an overview of the various workflows available in the "Cherwell" SyncPack:
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The "Cherwell" SyncPack lets you manage the Federated CMDB integration between Cherwell Service
Management (CSM) and Sciencelogic (SLT).
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Using this SyncPack, you can perform the following integrations between CSM and SL1:

¢ Incident Creation and Update Sync
» Configuration ltem (Cl) Creation and Update Sync
* Maintenance Window Sync

o Retirement of Cls from SL1 and CSM
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Terminology

The following table lists the names and definitions of the various elements in SL1 and Cherwell:

Blueprint An XML file that contains configuration information; these files can be
shared between different CSM instances

Business object Provides a view for the user for objects like Cls, federated
relationships, federated field mappings, and federated Cl mappings

Cl Configuration ltem in CSM, also known as a "Device" in SL1

CR Change Request

CSM Cherwell Service Management

CSM Administrator client The CSM administration application, typically depicted by a round
orange icon

CSM User client The CSM application for CSM users, typically depicted by a round
blue icon

Discovery Session (SL1) Service Catalog Request (CSM)

Incident A CSM Incident syncs with an SL1 Event.

IS or PF Sciencelogic SL1 PowerFlow (formerly called the Integration Service)

mApp CSM Mergeable Application; a combination of Blueprints that

contain configuration information

One-Step A low-code/no-code tool in CSM that allows users to chain a series of
actions into a simple or complex workflow

SLT Sciencelogic SL1 monitoring platform

Topology (SL1) Dependency (CSM)
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Importing and Installing the Cherwell SyncPack

To import a SyncPack in the PowerFlow user interface:

1. On the SyncPacks page, click [Import SyncPack]. The Import SyncPack page appears.

2. Click [Browse] and select the .whl file for the SyncPack you want to install.

TIP: You can also drag and drop a .whl file to the SyncPacks page.

3. Click [Import]. PowerFlow registers and uploads the SyncPack. The SyncPack is added to the SyncPacks
page.

NOTE: You cannot edit the content package in a SyncPack published by Sciencelogic. You must make a
copy of a Sciencelogic SyncPack and save your changes to the new SyncPack to prevent overwriting
any information in the original SyncPack when upgrading.

To activate and install a SyncPack in the PowerFlow user interface:

1. Onthe SyncPacks page of the PowerFlow user interface, click the [Actions] button ( 3 ) for the SyncPack

you want to install and select Activate & Install. The Activate & Install SyncPack modal appears.

NOTE: If you try to activate and install a SyncPack that is already activated and installed, you can
choose to "force" installation across all the nodes in the PowerFlow system.

TIP: If you do not see the PowerPack that you want to install, click the Filter icon (=) on the SyncPacks
page and select Toggle Inactive SyncPacks to see a list of the imported PowerPacks.

2. Click [Yes] to confirm the activation and installation. When the SyncPack is activated, the SyncPacks page
displays a green check mark icon (&2 ) for that SyncPack. If the activation or installation failed, then a red

exclamation mark icon (@) appears.

3. For more information about the activation and installation process, click the check mark icon (&) or the
exclamation mark icon (0) in the Activated column for that SyncPack. For a successful installation, the

"Activate & Install SyncPack" application appears, and you can view the Step Log for the steps. For a failed
installation, the Error Logs window appears.

4. If you have other versions of the same SyncPack on your PowerFlow system, you can click the [Actions]
button (% ) for that SyncPack and select Change active version to activate a different version other than the

version that is currently running.
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The "Cherwell" SyncPack requires you to install and configure the "Federated CMDB" mApp and the "IS Content"
mApp. For more information, see Installing and Configuring Cherwell mApps.

After installing and configuring the Cherwell mApps, you will need to perform additional configurations before
running the SyncPack. For more information, see the following chapters:

e Configuring Credentials and the Federated Registration Record

e Configuring SL1 and PowerFlow

Importing and Installing the Cherwell SyncPack 7



Chapter

Installing and Configuring Cherwell mApps

Overview

In Cherwell Service Management (CSM), an mApp is a set of XML files containing configuration information that
can be installed and configured on multiple instances of CSM. You need to install and configure the following
mApps to before you can use the Cherwell SyncPack:

¢ The "Federated CMDB" mApp
e The'"lS Content" mApp

This chapter describes how to install and configure these mApps onto an existing CSM instance, and how to
configure the Federation Registration record in CSM to use the automation processes and One-Steps in the
mApps.

This chapter covers the following topics:

Installing the Federated CMDB MAPD ... . . 9
Installing the IS Content MAPD .. . 13
Creating the Federation Registration Record ... ... . . . . ... 16
Configuring CSM Access forthe REST APl . 19
Configuring CSM Scheduled Tasks ... ... 30



Installing the Federated CMDB mApp

The "Federated CMDB" mApp provides a Federated CMDB solution where you can add and map Federated
CMDB sources for Cherwell Configuration ltems (Cls).

WARNING: Applying this mApp might overwrite some of your system definitions. Performing a system
backup is highly recommended.

NOTE: You will need to have a local version of the mApp to complete this process; see your Cherwell
or Sciencelogic contact for the latest mApp. Also, the name of the mApp might be different from the
name used in these steps.

To install the "Federated CMDB" mApp:

1. Open the CSM Administrator client and select mApps from the Categories sub-menu.

@ Chenwell Service Management Adeninistrator licerred bo Strearnling Partners) e o o

.  Pick a task...

@ View installed mapps

@ Go to the mapp Exchange
& Set Designer ID

D View mApp Histary

Categaries

ﬂL- J @ Apply 2 mApp

% Automation Proges @ Create a new mApp
Q) Edit an existing mApp

Back to categaries

Help

2. From the Pick a task section, select Apply a mApp. An Open dialog appears.

3. Navigate to the mApp on your local drive, select the mApp, and click [Open]. The Apply mApp Wizard
page appears.

4. Click [Next]. The License Information page appears.
5. Select Yes, | accept the terms and click [Next]. The Localization page appears.

6. Click [Next]. The Amount of User Interaction page appears.
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7. Select Make reasonable decisions, but ask me if unsure and click [Next]. The Merge Actions for
Configuration ltem Child ltems page appears:

¥ Apply mApp Wizard - Federated CMDB X

Memge Actions for Configuration ltem Child kems

¢t merge actions and target #ems for children of Configuration kem

Merge Actions and Target Items for Configuration Item Children

mApp Item « MergeAction Target Item
» - =| Fidds
: Friendly Name Ovenarite Friendly Name
: HostName Overwrite Host Name

~ =1 Indexes

=) ConfigSoftwareLicense Softw... Overwrite ConfigSoftwareLicense_SoftwareD
: Configurationltem_fsseTag Overwrite Configurationltem_AssetTag
: Configurationltem_FriendlyN Overwrite ConfigurationItem_FriendlyName
=1 InstalledSoftware_Produd Overnrite InstalledSoftware_Produc
B Latitude Overwrite Latitude
E Longitude Overwrite Longitude
2 PK_Configurationltem Overwrite PK_Configurationkem
+ rh Relationships

5 Configuration ltemLinks Fed...  Import (Treat as new - no match)
- Configuration ftem Owns Fed... Import (Treat as new - no match)
5, Configuration Item Owns Fed... Import (Treat as new - no match)
= Configuration ftem Owns Fed ... Import (Treat as new - no match)

@) Help

Select the desired action to take for each of the child objects of the cument business object and which object you want to ovenwrite or
merge. The best match is selected by default. You can also select an object with a smilar name or open 3 dialog to select any obect of
the same type or create a new object

Progress: 5% < Back Fnish Cancel

NOTE: The contents of the windows in this portion of the wizard might vary depending on the system
to which you are installing.

8. Click [Next]. The Merge Actions for Change Request Child ltems page appears.
9. Click [Next]. The Merge Actions for Event Child ltems page appears.

10. Click [Next]. The Merge Actions for Incident Child ltems page appears.

11. Click [Next]. A second Merge Actions for Incident Child ltems page appears.

12. Click [Next]. A third Merge Actions for Incident Child ltems page appears.

Installing the Federated CMDB mApp



13. Click [Next]. The Summary of Changes page appears:

¥ Apply mApp Wizard - Federated CMDB X
Summary of Changes
Summary of selected changes
J Summary of Selected mApp Changes to Apply
Savetofie..
mApp Item + MergeAction Target ltem
v~ O Customviens .
~ O Portal Defaut Don'tchange Portal Defaut
~ (P Business Objeds
v B Incident Merge Incident
+ Q Portal Seconday Import New
+ [T Business Objeds
v W Incident Merge Incident
+ 4 OneSteps
7 8 Activate/Deactivate Import New
.‘p Assignto aTeam Import New
Assign to any individual Import New
Cherwell: Get Bearer Token Import New
4 Creste/UpdateFederated Maintenance  Import New
!4 Federation- CIRetirement Import New
? 4 Federation-ClearImage Import New
.'_i Federation - Create Retired Federsted. . Import New
.'.l Federation - Create/Update/Cancel Ma... Import New
!4 Federation- Execute CTAction Import New
! # Federation-Exscute Incident Action Import New
Generate Manifest Import New
Generate New Token Import New
Populate Field Definition Mappings Import New
# 4 Populate Object Definition Mappings Import New
# 4 ReconcileRelationship - Create Import Newi
£ ¢ Reconcile Relatinnshin - Remove. Imnor New -
<Back Enish Cancel

14. Review your list of selected mApp changes and click [Next]. The Final Options page appears.
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15. Select Open a Blueprint so that | can preview the changes and click [Finish]. CSM will create a
Blueprint, which is an XML definition of changes being made to the underlying system. When the Blueprint is
created, the Manage objects page appears:

# Blueprints New Blueprint *
#4 Cbiect Manacer

Manage objects...

Current view: [ Default =

Show object types:

@® Major (O Supporting () Lookup tables () Groups () All Filter
© (New Object) 6 FederationRegistration tasks
v g’;i:em CMDB Fedaration master businass object
g i cr pr—
E Building i il s Edit form... )
Crchange Request Edit relationships... Edit summary form...
?c,,nfm,”m Ham® Delete Business Object... Edit mini-summary form...
g Config - Computer* Convert to Group Object... Edit mobile form...
- g Config - #obile Device*® ~T Edit arid...
g Config - Hotwork Device® e Edit form arrangement...
| "
| ‘gz:@ z:;;ﬁl Map to external data...
I scanfg - Server® Map to Active Directory...
i JiConfig - Software License*  problems.

=3 Config - System®
eConfiy - Telophony Equipment™ 2dd to Blueprint...

= § Customer e e e
View Blueprint changes for Federation
&) Customer - [nternal et

indo changes made in Blueprint...

X i i
v View Publish Log...
g Knowledge Article
- Problem
® Service
@i Service Cart
- Service Catalog Template
fsie
SLA
5 Supplier
) Supplisr Catalog Item
4} Work Unit

16. From the list of objects, select the "Federation Registration" object and then click Edit Actions. The Business
Obiject Actions for Federation Registration window appears:

o Business Object Actions for Federation Regustration [m] X

=mn iﬂ' Federation Registration Automatic Actions

These actions wil execute automaticaly when creating or saving Federation Registrations

Menu
‘ QX Action Generate Manfest
Netes:  Geneate the JSON Manfiest for the Federation Object
Tack Pane
- '
O Condition '3
Toola [ Show Progress
—
- E] Execute on first save 7] Execute on additional saves
CortestMeny [ Execute before saving record
—

[Coc ] conce

17. From the Blueprints sub-menu, select Save Blueprint to disk and provide a name and location for the
Blueprint when prompted.
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18. From the Blueprints sub-menu, select Publish Blueprint to apply the Blueprint changes to the current CSM
system. A Publish Options page appears.

19. Leave the options set to the defaults and click [Publish]. The Blueprint is scanned for changes against the
current CSM system. When the scan completes, a Scan successful dialog appears.

20. Click [OK]. The publishing process for the Blueprint begins. When the Blueprint is published, a Blueprint
has been published dialog appears.

NOTE: During the publishing process, a rollback Blueprint is created. This rollback Blueprint is in the
same file system location as the saved Blueprint, but it has _rollback added to the name. You
can use this Blueprint o roll back the published changes if needed.

21. Click [Close]. The "Federated CMDB" mApp is now published.

Installing the IS Content mApp

Integration with a Federated source such as PowerFlow is typically accomplished using automation processes
and One-Steps that have been specifically configured for this purpose. These features are known as Content, and
they are contained in the "IS Content" mApp.

WARNING: Applying this mApp might overwrite some of your system definitions. Performing a system
backup is highly recommended.

NOTE: You will need to have a local version of the mApp to complete this process; see your Cherwell
or Sciencelogic contact for the latest mApp. Also, the name of the mApp might be different from the
name used in these steps.

13 Installing the IS Content mApp



To install the "IS Content" mApp:

1. Open the CSM Administrator client and select mApps from the Categories sub-menu:

@ Cherwell Service Management Administrator (licensed to Streamline Partners) Sl MM ook it

File Help

Getting Started

Tasks to help set up your Cherwell system

Organization Info...

© Edit security groups
© viewlogged-inigar
© site Manager

E-mail...

# Categories

# Home

Qo Automation Processes

Active Directory/LDAP...

X Blueprirts
A3 Browser and Mohile

Escalations...

®OEO

B patabas
B2 £-mall angd Event Monitgeirg

K3 Performance

2. From the Pick a task section, select Apply a mApp. An Open dialog appears.

3. Navigate to the mApp on your local drive, select the mApp, and click [Open]. The Apply mApp Wizard
page appears.

4. Click [Next]. The License Information page appears.
5. Select Yes, | accept the terms and click [Next]. The Localization page appears.

6. Click [Next]. The Amount of User Interaction page appears.

Installing the IS Content mApp



7. Select Make reasonable decisions, but ask me if unsure and click [Next]. The Summary of Changes

page appears:

¥ Apply mApp Wizard - CMDB Federation - Content - ScienceLogic IS X

Summary of Changes

Summary of selected changes

J Summary of Selected mApp Changes to Apply

Savetofie...
mApp Item & Merge Action Target Item
+ « [ Business Objecs
@ Event Deon'tchange Event
E Federated Maintenance Don't change Federated Maintenance
€3 Federated Retired Don't change Federated Retired
- .‘_0 One-Steps
44 15: CIReconciliation Import New
#4 15: Create and UpdateIncide... Import New
4 15: Create Maintanance Wind... Import New
?4 15 Retire C1 Import New
~ B} Webservices
E} I1sClient Import New

< Back Finish Cancel

Review your list of selected mApp changes and click [Next]. The Final Options page appears.

Select Open a Blueprint so that | can preview the changes and click [Finish]. When the Blueprint is
created, the Manage objects page appears.

From the Blueprints sub-menu on the left, select Save Blueprint to disk and provide a name and location
for the Blueprint when prompted.

From the Blueprints sub-menu, select Publish Blueprint to apply the Blueprint changes to the current CSM
system. A Publish Options page appears.

Leave the options set to the defaults and click [Publish]. The Blueprint is scanned for changes against the
current CSM system. When the scan completes, a Scan successful dialog appears.

Installing the IS Content mApp



13. Click [OK]. The publishing process for the Blueprint begins. When the Blueprint is published, a Blueprint
has been published dialog appears.

NOTE: During the publishing process, a rollback Blueprint is created. This rollback Blueprint is in the
same file system location as the saved Blueprint, but it has _rollback added to the name. You

can use this Blueprint to roll back the published changes if needed.

14. Click [Close]. The "IS Content" mApp is now published.

Creating the Federation Registration Record

The main component of the Federated CMDB system is the Federation Registration record. Before any further

configuration can occur, you must create at least one Federation Registration record.

After you create the Federation Registration record, you can configure that record to use the various automation
processes and One-Steps in the two mApps you just installed.

To create a new Federation Registration record:

1. Open the CSM User client (not the Administrator client) and log in to CSM using your credentials, preferably

with administrator rights:

.ﬂ ": -1 -. : : " P
) Global IT Global IT
= 07 | :
2 Daily Workload
- 0
0 o] B3
o | :
L}
a
0 0 [ 0]
0 0 0 T d P y Dy
)
0 0 [ 0] 0
. 0 0 [ 0]
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Open the Tools menu and select Table Management. The Table Management page appears:

File Edit View Searching One-Step Customer Dashboards Tools Localization Help

Ou: o » @

[Task Pane T

# Quick Search

Table Management

ITwé I Federaton Type

Record 10f5 M MM

~ Search Incident Customer Type
Database Type
Seorch - p Drag a<old p gpatmert
Event
[ Open ncidents oni Order = || Eyant 0l Condtion
Event Level
=+ Open Advanced Editor.. . | Event Piioiity
_ | Event Status
2| Federated 01
* Common Tasks 3 | Federated Cl Mapping
. Federated Maintenance
O tome | Federsted Retred ‘
W cmos Federation Field Mapping Defintions

Federation Object Mapping Defintions
Federation Type

Inciderk Breach Reason t@
Incadent Category

Incident Cause

Incident Detal

Incident Emai Notfications
Incidert Pending Reason

Incidert Phase Status

Incident Status

Incident SubCategoy

Incidert Type

Knowledge Asticle Page Display
Knowledge Asticle Type
Knowledge Status

LDAP System

Link Type

B CreateProblem

Bl somaar Chat Reguest

* Queues

Not queued

In the Type drop-down, select Federation Type.

Click [New] to create a new Federation Type. A new Federation Type record appears:

Table Management

Federation Type

Image:

Recommened image size: 366 x 80 Pixels

iSciencelogic

Type a name in the Federation Type field, such as "Sciencelogic", and click [Select Image] to select an

appropriate image for this type.

selecting New.

NOTE: You select images from the Cherwell Image Manager. If the image you need is not available,
you can import it by right-clicking in the Explorer view of the Image Manager screen and

Click the [Save] button ().

Creating the Federation Registration Record



10.

7. Click the [New] button (€3) and select New Federation Registration from the menu. A new Federation

Registration record appears:

FEDERATION REGISTRATION

9 MonFom i Jumals %, Federaen Crodereals

Basic Information

.
H Development Environment .
.5 Sciencekagic P T

3 ses

isfiSciencelogic

Additional Configuration Options

From the Federation Type drop-down, select the Federation Type that you created in steps 3-6.

Type a name for the Federation Name field, such as "SL1-Dev", and add a description to the Description
field for the new record.

NOTE: Federation Name is a system-unique value and cannot be duplicated. You will use this value

when PowerFlow applications interact with the Federated CMDB. The PowerFlow applications
need to be configured to pass this unique name in all interactions.

Click [Save].

Click Activate if you wish to progress this record to the "Active" state. The Federation Registration record
is initially created in an "Inactive" state:

FEDERATION REGISTRATION

£

A ManFom 3 Jouras “, Federsion rodertitl

Basic Information

8 Sciencehogis Development Environment B
. 82
IRt

LiiSciencelogic

NOTE: PowerFlow applications and any custom applications should check for this state before
passing integration data to CSM. Only "Active" records should be allowed to process data.

This allows the CSM administrator to turn off poorly behaving applications.

Creating the Federation Registration Record 18



12. The Federation Registration record is now "Active", but it is not properly configured to support
integrations. Go to the following topic to continue the configuration process.

Configuring CSM Access for the REST API

The Federation Registration One-Steps use the CSM REST AP to create and update Cl records. You need to
create a new CSM Security Group and a CSM user account that has Create, Read, and Write access to all

Federation business objects and all Configuration ltem business objects. This account must be able to access the
CSM REST APl remotely.

Creating a New Security Group
To create a new Security Group with CSM access:

1. Open the CSM Administrator client and select Security from the Categories sub-menu on the left.

2. From the Pick a task section, select Edit security groups. A Security Groups window appears:

o Security Groups a x

File Options Help

[o-jo W b oup: | Admi
“""‘c“"‘”’”u‘"s“"‘"fG””’[} Rights BusnessObects Fie Machments Foles Lk
™ —

jew Customer Security Group

socaily group ol Chonwel Service Managemerd users
T
? Cherwell Liser Securty Group
[tee] m=m

.Secm-; group For system adeinistrators, Typcally, these Cherwel users can delete groups of records
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3. Click [New] and select New Cherwell User Security Group. A new Security Groups dialog appears.

O Secuiity Groups O X
File Options Help

Q-0 M Dy X Gouw .Sc-en:eLoglcln:egrahon v

Ffo Rights Busness Objects Flle Atachmerts Roles LUsers

? Chenwell User Security Group

Name | Sciencelogic ntegration

Leescription [This Security Group prowides the necessary access nghts required|for the integration between Sciencelogic and .
Cherwell for the puposes of creating ‘updating Cl records, redationships and other federation reconds.

4. Inthe Name field, type a name for the new Security Group, and type a description of the group in the
Description field.

NOTE: The name you create for the group is not important, as the CSM This Security Group user will
later be linked to this Security Group. The name can abide by other naming standards if
needed.

Configuring CSM Access for the REST API
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5. Click the [Rights] tab and make sure that the Can run searches that reference fields to which the user doesn't

have rights option is configured for "Allow":

B Security Groups

File Options Help

o - My X Group: | Sciencelogic Integration v

fo  Fghts BusinessObjects File Attachmerts Roles Users

g Rights

Category: | Searches o
Searches

) Can access the Duck Search Builde?

€ Tz edi searches that reference fislkds to which the user doesn't have Aghts
Can un seaiches that reference figlds to which the

© Chang= Ful-Test search options?

E Pesform Blueprnt searches?

[ Peslorm Busiess inteligence searches?

©) Ferform Full Teut search?

[ Feform Globdl seaches?

R Pestoem Role seaiches?

et have rights.

>

6. Click the [Business Objects] tab.
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7. Select the Customer business object from the Business Object drop-down and make sure that the following

rights are selected in the General section for that business object: View, Add, Edit, and Delete:

u Security Groups

File Options Help

B doeatar

B Courty

E) Courtiy Code
) Crasted By

E) Crested By ID
[E) Created Cubure

[E) Custome: TypsiD
[} Depariment

E) Emad

E EmplapeeiD

) Fat Humbee

] Fast Mame

E) Full Hame

E) Home Phone

E) Last Medited By

— TR T

o - Iy X | Group: -Scien:eLogpc Integration u|

[E Crasted Date Tane
El Customer Type Hame

E) Last Modifed By ID

Customes | -

| =1 Hew Field

L

ko  Rghts BusinessObjscis Fle Atachments Roles  Lisers

vew Aasd HAEit [ Delee
Erowse.,

[ Limit records based on criteria

Encrypled Felds
O Mew [ Esit
File: Attachments

[I¥iew [Jadd [JEdt [ Delete

] Cufferent nghts besed on ewnarship

These are the rghts thal wil be assigned to the Customer Business Object

o

X

Configuring CSM Access for the REST API
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8.

23

Select New Field under the Customer business object and make sure that the following rights are selected in
the General section for that business object: View and Edit:

) Security Groups 0 %
Fle Options Help
o - [y X | Group: | Sciencelogic Integration

ko Rights Business Obsects Rle Attachmenis  Aoles  Users

Business Object: General
Cushomes = [V \iew

&l
m

& Cusstomes ~

= Bwatar

] Couriry

E) Couriry Code

] Crased By

[] Created By ID

[] Created Cuiture

[ Crasted Dt Time
E) Customer Type Hame
B Custommi TypelD
[ Department

B Emai

E] Emplapes 1D

] Fst Nuies

] Fuzt Hame

£l Full Mame

] Home Fhone

E) Last Modifed By
) Last Modifed By ID
- aBd P BF T

D Differert rights based on cwnership

Thase are the rights that vwil sutomaticaly be assigned to new Customes flalds untl you set them using Secusity Geoups

Select the Customer - Internal business object from the Business Object drop-down and make sure that the
following rights are selected in the General section for that business object: View, Add, Edit, and Delete.
No other options should be selected.

Select New Field under the Customer - Internal business object and make sure that the following rights are
selected in the General section for that business object: View and Edit.

Select the Event business object from the Business Object drop-down and make sure that the following
rights are selected in the General section for that business object: View, Add, Edit, and Delete. No other
options should be selected.

Select New Field under the Event business object and make sure that the following rights are selected in the
General section for that business object: View and Edit.

Select the Federated Cl business object from the Business Object drop-down and make sure that the
following rights are selected in the General section for that business object: View, Add, Edit, and Delete.
No other options should be selected.

Select New Field under the Federated Cl business object and make sure that the following rights are
selected in the General section for that business object: View and Edit.
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20.

21.

22.

23.

24.

25.

26.

27.

28.

29.

30.

Select the Federated Cl Mapping business object from the Business Object drop-down and make sure that
the following rights are selected in the General section for that business object: View, Add, Edit, and Delete.
No other options should be selected.

Select New Field under the Federated Cl Mapping business object and make sure that the following rights
are selected in the General section for that business object: View and Edit.

Select the Federated Field Mapping business object from the Business Object drop-down and make sure
that the following rights are selected in the General section for that business object: View, Add, Edit, and
Delete. No other options should be selected.

Select New Field under the Federated Field Mapping business object and make sure that the following rights
are selected in the General section for that business object: View and Edit.

Select the Federated Maintenance business object from the Business Object drop-down and make sure
that the following rights are selected in the General section for that business object: View, Add, Edit, and
Delete. No other options should be selected.

Select New Field under the Federated Maintenance business object and make sure that the following rights
are selected in the General section for that business object: View and Edit.

Select the Federated Relationship business object from the Business Object drop-down and make sure that
the following rights are selected in the General section for that business object: View, Add, Edit, and Delete.
No other options should be selected.

Select New Field under the Federated Relationship business object and make sure that the following rights
are selected in the General section for that business object: View and Edit.

Select the Federated Retired business object from the Business Object drop-down and make sure that the
following rights are selected in the General section for that business object: View, Add, Edit, and Delete.
No other options should be selected.

Select New Field under the Federated Retired business object and make sure that the following rights are
selected in the General section for that business object: View and Edit.

Select the Federated Credential business object from the Business Object drop-down and make sure that
the following rights are selected in the General section for that business object: View, Add, Edit, and Delete.
No other options should be selected.

Select New Field under the Federated Credential business object and make sure that the following rights are
selected in the General section for that business object: View and Edit.

Select the Federated Field Mapping Definitions business object from the Business Object drop-down and
make sure that the following rights are selected in the General section for that business object: View, Add,
Edit, and Delete. No other options should be selected.

Select New Field under the Federated Field Mapping Definitions business object and make sure that the
following rights are selected in the General section for that business object: View and Edit.

Select the Federated Registration business object from the Business Object drop-down and make sure that
the following rights are selected in the General section for that business object: View, Add, Edit, and Delete.
No other options should be selected.

Select New Field under the Federated Registration business object and make sure that the following rights
are selected in the General section for that business object: View and Edit.
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31.

32.

33.

34.

35.

36.

37.

25

Select the Federated Type business object from the Business Object drop-down and make sure that the
following rights are selected in the General section for that business object: View, Add, Edit, and Delete.
No other options should be selected.

Select New Field under the Federated Type business object and make sure that the following rights are
selected in the General section for that business object: View and Edit.

Select the Federation_joins_Cl business object from the Business Object drop-down and make sure that
the following rights are selected in the General section for that business object: View, Add, Edit, and Delete.
No other options should be selected.

Select New Field under the Federation_joins_Cl business object and make sure that the following rights are
selected in the General section for that business object: View and Edit.

Select the Configuration ltem business object from the Business Object drop-down and make sure that the
following rights are selected in the General section for that business object: View, Add, Edit, and Delete.
No other options should be selected.

Select New Field under the Configuration Item business object and make sure that the following rights are
selected in the General section for that business object: View and Edit.

Make sure that the following rights are selected in the General section for all Configuration ltem types
remaining in the drop-down: View, Add, Edit, and Delete (or just View and Edit where relevant):

o Security Groups ] x
File Options Help
©-m B [y X Group  Sciencelogic Integration v

fo  Rights Busimess Objects Fiie Atachments FRoles  Lsers

Business Object General
Fedeisted C1 B view [ Add EA Esit EA Delete
Cl Status
€1 Shatus List [ Limit recerds based on critenia Erows
Cl Upstream Rietationsigp - -
CiLinkT able Encrypled Fields
O View [ Edit
Conhg - Computer
Corifig - Mobile Device File Altachments
Ezn{:g gfp:;ﬂ[;i Device O View [ Add ] Edit O Delete
Conifig - Printes

Conihg - Serve

Config - Software License

Cartifig - System

Conifig - Telephony Equpmeant
Conhg Compuler Fimary Uss
Confg Softwse License Mainbern.

Conhguration [em
Confguration ltem Primary Use 2
Conhguration ltem Type

Cost ltem

Caozt |tem - Labor

Cost |tem - Other

Ciast ltem - Provesioning

Cost ltem - Tool

Cost llem Category

Cost [tem Provizioning Frequency
Country

Curent Software
Custamer

Cu:lurclet -lnﬂl.-fngl -

[ Ditfesent nghts based on ownership

the: Federated C1 Business Object.

TIP: The Configuration ltem types all have "Config" at the start of their names.
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38.

39.

40.

41.

42.

43.

44,

Select the ClLink Table business object from the Business Object drop-down and make sure that the
following rights are selected in the General section for that business object: View, Add, Edit, and Delete.
No other options should be selected.

Select New Field under the ClLink Table business object and make sure that the following rights are selected
in the General section for that business object: View and Edit.

Select the Manufacturer business object from the Business Object drop-down and make sure that the
following rights are selected in the General section for that business object: View, Add, Edit, and Delete.
No other options should be selected.

Select New Field under the Manufacturer business object and make sure that the following rights are
selected in the General section for that business object: View and Edit.

Select the Cl Upstream Relationship business object from the Business Object drop-down and make sure
that the following rights are selected in the General section for that business object: View, Add, Edit, and
Delete. No other options should be selected.

Select New Field under the Cl Upstream Relationship business object and make sure that the following rights
are selected in the General section for that business object: View and Edit.

Click the [Save] button (H) to save the new Security Group, and then close the Security Groups window.

Creating a New User

To create a user for the new Security Group:

1.

2.

3.

From the Pick a task section of the CSM Administrator client, select Edit users. The Users window
appears:

[E] Cherweil Admn (CSDédmn) oo sU 5 Seencelopc Integrabon

Sciencelogc Irtagiation User BL1)

Click the [New] button (€3 ).
On the [User] tab, complete the following fields:

e Login ID. Type a unique login for the user, such as "SL1".
e Security Group. Select the Security Group that you created in the previous procedure.

o Password. Type a password for the user, and confirm the password in the corresponding field.
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o Full Name. Type a unique name for the user, such as "Sciencelogic Integration User".

NOTE: Mcake a note of the Login ID and Password values, as you will use these in additional
configuration steps.

4. Click the [Save] button (js).

5. From the Pick a task section, select Edit teams and workgroups. The Teams and Workgroups dialog
appears:

ﬂ Tearms and Workgroups
File Help
C-oEDbX

!2‘ |Jef eams rfs Members

) Customer workgroups

;& Member List
Zrd Leval Support [

Sciencelogic Integeation User [SL1) . Add

& 3d Level Suppor '
1P Buidng Managen: o
|

Foamaitrg
¥ un
a IT Managemment

ITEM - Entersicn

ITEM - HA

ITEM - 1T
thmﬁsd;el-‘lamﬁ
-.- Repoting

-
&3 Siam

[ Team manager

6. Inthe User teams section, select 1st Level Support.

7. Click the [Members] tab and make sure that the new user is listed as a member of this team.
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Veritying the URL for APl Access

By default, the URL used by the Federated CMDB integration is the same URL used by the web-based client. This
section describes how to find this URL and how to make sure that the APl is functioning using this URL.

To verify the URL for APl access:

1. From the Categories sub-menu of the CSM Administrator client, select Browser and Mobile:

2. From the Pick a task section, select Browser Application Settings. A Browser Settings window appears:
0 Browses Settings X

URLs to Cherwel Browser applications

Poral tos / YourServerHen

Browser Chert _Htpq..‘r'*!'MSﬁvaﬁe

Seasion Timeout
Timeout 20 +  (minutes)

Note: You aiso need to configure the idle tme on the applcation pool in I15to be at least 5
mirites greater than sassion timeout. Then restad the applications for changes to take effect

RSS Feeds
[ Enable RSS Feeds from Cherwell Service
[ Enable Anomymous RSS Feeds from Cherwell Service

Sacurity

1 Do not allow the browser applications to be embedded in a frame
[ Do pot send detailed eror information 1o chient

[] Disable inked attachments in the browser applications

[] Disable password suto-complete on login page

(T

3. Review the URL in the Browser Client field. If the field displays https://YourServerHere, then this value
has not been set yet.

4. Ifthe value has not been set, specify the URL in the Browser Client field and then click [OK].
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5. Ifyou add a suffix of /CherwellAPI to that URL in a web browser, the browser opens a Swagger window

similar to the following:

@ Swagger Ul LI

m-soul-eau-:.«oaucn.'.e.alre:o'\a-«-s.:.o¢._4_.-=-.. Index

& C (O Notseeure | ee2

& Google Chiome B

Cherwell Rest API

Rest AP Dogumentation

Created by Cherwell Software, LLC
See more at hifp/ v cherwe

Lcomicommunity
BusinessObject : Perform operations on Business Objects
Core : Perform operations on the Core Framework

Forms : Perform operations with Business Object Forms

N ec2-54-206-16-T3 3p-50utheast-2 compule amazang v

Select version options from the header drap-down list {10 the left of the Client Key bax). Then, click Explore te view different versions of operations.

6. Make a note of that URL for later configuration steps.

server itself, as that is where all API calls are made.

NOTE: If a DNS name is used in the URL, then that DNS name must be able to be resolved on the

Obtaining a Client Key

Access to the CSM REST APl is controlled with the username and password as well as what is known as a Client

Key.

To create the Client Key:

1. Open the CSM Administrator client and select Security from the Categories sub-menu on the left.

2. From the Pick a task section, select Edit REST API Client settings. A REST API Clients window appears.

29
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3. Click the [New] button (€3 ) to create a new Client Key. A new record appears:

©) REST 4P| Clients X
File ClientOptions Help
0 o]
Clients Sciencelogic Integration
& Scencelogic Integration Nams ScienceLogic Intagratien | i
Culture: (Defauit) v
Descripiion

Client Key 023206222424 |

Token lifespan: |20 5 (minutes)

Refresh Token lifespan: | 1440 5 (minutes

[ APl access is enabled

[[] Allow anonymous access

4. Inthe Name field, type a name for the Client Key, such as "Sciencelogic Integration".
5. Copy the value in the Client Key field for later configuration steps.
6. Click the [Save] button ().

Configuring CSM Scheduled Tasks

Various back-end configuration processes, including scheduled tasks, are needed to cache configuration data
for the Federation to occur in an automated fashion. This back-end configuration uses web services, and you will
use the CSM user account that you just created for these configurations.

Configuring the Back-end Credentials and Endpoints

To configure the back-end credentials and endpoints:

1. Log in to the CSM Administrator client as an administrator and select Create a new Blueprint in the
Common Tasks sub-menu on the left.

2. From the [Managers] menu, select Stored Values. The Stored Values Manager window appears.

3. Select the Blueprint scope so you can edit the stored values.
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4. Right-click the Cherwell REST API Key and select Edit. The Stored Value dialog appears:

5.

o Stored Valus "
Name. Cherwel REST API Key
Descrption:

T_WE ..................... T !"t. T

Vakse: | | T Om 28 4264 P00l 1 m £05] |

L] Value is user-specific
] Remember the user specific values between sessions

oot | (%] o

In the Value field, add the REST API Client Key that you configured in Obtaining a Client Key and click

[OK]. This value authenticates against the CSM REST API.

6. Right-click the Cherwell REST APl Username and select Edit. The Stored Value dialog appears:

7.

O Stored Value

HName: Cheswel REST AP UserName
Description;

Type Test -
Value sL1|

X

D Value is user-specific
[] Remember the user specific values betwesn sessions

Cancel

In the Value field, type the unique login, such as "SL1", for the user you created in Creating a New User

and click [OK].
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8. Right-click the Cherwell REST APl Password and select Edit. The Stored Value dialog appears:

o Stored Valus "
Mame. Cherwel REST AP Key
Descrption:
'IFE .............. T.Eut. ....................... = 11§ TR 1 TR TR L

B2 -4 X 4-a 700 Jalln 13m #50H]

[ Value is user-spacific

] Remember the user specific values between sessions

Options.

Cancel

9. Inthe Value field, type the password for the user you created in Creating a New User and click [OK].

10. Close the Stored Value Manager window and then click Save Blueprint to disk from the Blueprints sub-

menu.
11. Click Publish Blueprint. The Publish Options dialog appears.
12. Accept all defaults and click [Publish].

13. After the changes have been published, go to the following section to add the scheduled tasks.

Configuring CSM Scheduled Tasks
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Chapter

Configuring Credentials and the Federated
Registration Record

Overview

Before you can enable and use the "Cherwell" SyncPack, you must create credentials to enable communication
between PowerFlow, CSM, and SL1. You also need to configure a number of settings on the Federated
Registration record to enable integrations between CSM and SL1.

NOTE: You should perform these configurations with the Cherwell Service Management (CSM) User client,
not the CSM Administrator client.

This chapter covers the following topics:

Creating the Cherwell APl Credential ... . . 34
Creating the PowerFlow Federation Source Credential ... . ... . ... .. ... 35
Configuring the APl Credentials ... ... . . . 37
Enabling the Federation Registration Record ............ ... . . . ... 37
Configuring Incident Creation and Updates ... ... . 38
Configuring Cl Creation and Updates ... ... 39
Configuring Automated Maintenance Windows ... 42
Configuring Automated Cl Retirements ... 44
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Creating the Cherwell APl Credential

Federation Registration records use the Cherwell APl to create, update, and search for Cls, and these

processes require a Cherwell AP| credential. Each Federation Registration record can use a different credential

that tracks which Federation source changed an attribute.

You can use the same CSM username, password, and REST Client Key credentials that you created in
Configuring the Back-end Credentials and Endpoints.

To create the Cherwell APl credential:

1. Logintothe CSM User client and go to the Federation Registration record you created in Creating the

Federation Registration Record:

FEDERATION REGISTRATION
$L1.Dev > Sciencel ogic

ol Man Fom G Jourals “, Federstion Credentisls

Basic Information

Description:
Scignsekogic Development Environment - X

§§ScienceLogic

TIP: To quickly find this record, go to Searching > Search Manager and use the search queries
provided. For example, select the Global folder under the Team folder in the Search folder on

the left, select Federation Registration from the Association drop-down, and search through the
different sources in the bottom pane. The sample Federation Name for this record was "SL1-Dev".

2. On the Federation Registration record, go to the [Federation Credentials] tab:

FEDERATION REGISTRATION

SL1-Dev > Sciencelogic

Deactivate

< Main Form _.;er.ﬁl,&mmﬁmm};

=5 New Federation Credential I No records Y- View =

Name Endpoint Type

There are cumently no records
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3. Click [New Federation Credential]. A new Federation Credential pane appears:

FEDERATION REGISTRATION

ration Gredetil X Y8 e -

3 Jourals i Federation Credertials

S %, Federation Credential
http:ff13.211.143.158 Cherwell L 4

288880000

Salect

4. Update the following fields:

Type. Select Cherwell.

Name. Type a unique name, such as "Cherwell API Credential".

Description. Type a short explanation of the credential.

API Endpoint. Type the URL for the Cherwell API.

User Name. Type the username for the user you created in Creating a New User.
Password. Type the password for the user you created in Creating a New User.

API Client Key. Add the REST API Client Key you configured in Obtaining a Client Key.

5. Click the [Select] button to avoid repeated CSM REST API authentication requests by enabling this
credential and associated One-Steps to cache the Cherwell Bearer token for re-use. A Choose Action
dialog appears.

0 o N o

On the [One-Steps] tab, select Blueprint > Federation > Cherwell in the Action section.

In the Association drop-down, select Federation Credential.

In the right-hand pane, double-click Cherwell: Get Bearer Token.

Click [OK]. On the Federation Registration record, click the [Save] button () to save the new

credential.

Creating the PowerFlow Federation Source Credential

You need an API credential for Federation Registration records that update a Federation source, such as
PowerFlow, with incident reference numbers, maintenance windows, and Cl retirement information. You can use
this APl credential to authenticate with the PowerFlow APl and provide updates with that API.
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To create the PowerFlow Federation source credential:

36

1.

5.

Log in to the CSM User client and go to the Federation Registration record you created in Creating the
Federation Registration Record.

On the Federation Registration record, go to the [Federation Credentials] tab.
Click [New Federation Credential]. A new Federation Credential pane appears.

Update the following fields:
o Type. Select Other.

o Name. Type a unique name, such as"IS APl Credential".

o Description. Type a short explanation of the credential.

o APl Endpoint. Type the URL for the PowerFlow API.

e User Name. Type the username for PowerFlow, such as "isadmin".
e Password. Type the admin password for PowerFlow.

o API Client Key. Add the API Client Key for PowerFlow. The API Client Key for PowerFlow credentials

is a string encoded in Base64:
'IS usernamet'':"+IS password'

NOTE: Unless a One-Step author requests you to add a Token Generation process, you do not need
to click [Select] to add a token. If you need to add a token, see steps 5-8 in Creating the
Cherwell API Credential.

Click [OK]. On the Federation Registration record, click the [Save] button (j#) to save the new

credential.
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Configuring the APl Credentials

After you have created the Cherwell APl credential and the PowerFlow (Federation source) credential, align the
credentials on the [Main Form] tab of the Federation Registration record:

Sciencelogic

Additional Configuration Options

-
»
.
.

sses

Automated Incident Creation and Updates Automated C| Creation and Updates
[ Create and update incidents based on significant events [ Create and update CI's and relationships

s the requestor or customer [ Overwrite CI Atirib

[] Delete events that have been successfully processed

ing the incident r

& newly created incident

Automation Process: Sehect Cheryall_ AP Cradential

Automat ess: | Sl Automation Process: | Seléct

[ Delete events that have been successiully processed

Automated Retirement Automation Credentials

[ Retire Cf's when placed into the following state: Federated

| 1S API Credential e
ose Incidents

action back to the federation source fo

Cherwell AP1

Automated Maintenance Windows

pply maint windows

End maintwindow 0

for

Automnation Process: | Select

s affected by change requests

en change requests are cancelled

min before scheduled change start

min after scheduled change ends

Enabling the Federation Registration

Record

To enable processing, the Federation Registration record must be active and integration must be enabled. If

necessary, click Activate to activate the record:

A ManForm ) Joursis 5, Federsion Credetish

Basic Information

Federation Type: Eederation Nume

Besencetogi | [sLeDes

Description:

Sciencelogic Development Environment

Sciencelogic

Configuring the API Credentials
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Configuring Incident Creation and Updates

The following settings on the [Main Form] tab of the Federation Registration record affect how Incident
creation and updates work:

» Create and update Incidents based on significant events. Select this option to enable Incident creation
and updates .

o Use Organization Name as the requester or customer. All Federated sources are required to send an
Organization name as part of the Incident payload. This setting allows the Organization name to be used as
the "Customer" name on a newly created Incident record. If the Organization name does not exist as a
Customer, it will be created.

o Customer Display Name. If the Use Organization Name as the requester or customer checkbox is not
selected, you can use this drop-down to select a customer record that will be populated as the "Customer"
name on each newly created Incident record.

o Automation Process. Regarded as Content, use the [Select] button to select the automation process or
One-Step that will be executed when a new Incident is needed. You can create different automation
processes or One-Steps for different Federation sources, and they can be one-way or, like the PowerFlow

integration, two-way where the automations pass back the newly created Incident reference number to
PowerFlow through its REST API.

o Delete events that have been successfully processed. This setting helps reduce the storage space used
by incoming Incident events by deleting event records that have been successfully processed into Incident
records. You can create different automation processes or One-Steps for different Federation sources.

Configure these settings as needed. The following image shows an example configuration:

Automated Incident Creation and Updates

k4 Create and update incidents based on significant events

Customer Display Name

Automation Process: Select

IS: Create and Update Incidents

k1 Delete events that have been successfully processex
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You can find custom automation processes and One-Steps for Content in the following location after you click
the [Select] button next to the Automation Process field:

& Choose Action M| [Evotety fied St O X
File Edit View Help L
@ view + A = | Association|| Event v
" — A ﬁ Action | '] . . .
._= + Pnboard LI LI
Action Catalog W Hueprt S /5 Create and
= Federation Reconciiatior] Update
Content Incidents
IS
= Event Actions

[ User (CSDAdmIn)

+ Role (IT Service Desk Manager)
+ Team

r Global

> | H

Commands

g

Dashboards
4
v

One-Steps

al

v

tems in this folder can anly be edted inside of the bluepdnt edtor

0K Cose

Configuring CI Creation and Updates

The following settings on the [Main Form] tab of the Federation Registration record affect how incident
creation and updates work:

e Create and update Cls and relationships. Select this option to enable Cl creation and updates.

o Overwrite Cl attributes with blank values. This setting determines whether CSM Cl fields will be
overwritten with blank values from a Federation source, even if that CSM Cl attribute has data. If you check

this option, a CSM Cl field that has valid data will be overwritten with blank data from a Federated source if
that CSM Field is mapped.

o Delete events that have been successfully processed. This setting helps reduce the storage space used

by incoming Cl events by deleting event records that have been successfully processed into Cl records.
These event records are not recoverable except from a backup if this option is selected.

¢ Automation Process. Regarded as Content, use the [Select] button to select the automation process or

One-Step that will be executed when a new Cl event is received. You can create different automation
processes or One-Steps for different Federation sources.
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Configure the settings as needed. The following image shows an example configuration:

Automated Cl Creation and Updates
A Create and update Cl's and relationships
D Overwrite O Attributes with blank values

[A Delete events that have been successfully processed

Automation Process: Select

IS: Cl Reconciliation

You can find custom automation processes and One-Steps for Content in the following location after you click

the [Select] button next to the Automation Process field:

ES  English (United States) v

& Choose Action = *
File Edit View Help Search
® View = A = Association]| Event v
- — A = Action .
= - . J
- — H F'rboard L LI
Aection Calalog A |S: Create alnd
ity | Lpdate Inci.,
Calendars ons
@ Wi User (CSDAdmin)
n H Role (IT Service Desk Manager)
B Team
Comemands E mil Gobal

kems in this folder can only be edited inside of the blueprint edtor.
oK
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Configuring the Mappings between Source Cl Types and
CSM ClI Types

To map incoming Cl or Device Types from Federated sources like PowerFlow, you must configure the mapping
between source Cl Types and CSM Cl Types.

To map source Cl Types and CSM Cl Types:

1. While on Federation Registration record, select the [Federated Cl Type Mapping] tab.
2. Click the [New Federated Cl Mapping] button. A new Federated Cl Mapping record appears.
3. Complete the following fields:

o Federated Cl Type. Type the name that identifies the device or Cl in the Federated source.

o Target Cl Type Name. Select the name that identifies what CSM Cl Type will be created when a new
Clis required and the "Federated Cl Type" for that new Cl matches the value in the Federated CI
Type field.

NOTE: [f this drop-down is blank, refer to Creating and Testing the Populate Field
Definition Mappings, as this process must be working for this drop-down to work.

o Target Cl Type. Select the target CSM Cl Type, which is related to the CSM Cl Type Name. This
value can be regarded as a further Cl Type classification, and in most CSM instances this is not a
required field.

4. Click the [Save] button (H) to save the mapping. Repeat this process for any other Cl Type mappings.

NOTE: This process can sometimes involve a large number of configurations, but the process can be
automated to create a large number of these configurations automatically.

Configuring the Mappings between Source Cl Attributes and
CSM Fields

To map incoming Device attributes from a Federated source to Cl attributes, you must configure the mapping
between Federated source Cl attributes and CSM fields.

To map Federated source Cl attributes and CSM fields:

1. While on Federation Registration record, select the [Federated Field Mappings] tab.
2. Click the [New Federated Field Mapping] button. A new record appears.
3. Complete the following fields:
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#Populate_Field_Definition_Mappings

e Federated Field Name Type. Type the name of the Cl attribute or field name that will be passed in
from the Federated source.

o Cherwell Business Object Name drop-down, select the CSM Cl Type Name to which the Cl
attribute will be mapped. Different CSM Cl Types have different fields, and this drop-down drives the
values in the Cherwell Field Name drop-down.

NOTE: [f this drop-down is blank, refer to Creating and Testing the Populate Field
Definition Mappings, as this process must be working for this drop-down to work.
Additionally, if you need to map the same Federated source Cl attribute or field name
to multiple CSM Cl Types, you must create multiple records for each CSM Cl Type.

¢ Cherwell Field Name. Select the Cl field name to which the Federated source attribute or field will
be mapped.

« This field is used for reconciliation... Select this option if this attribute or field name is to be used
for Cl reconciliation, such as finding an existing Cl to update rather than creating a new one. As a
best practice, you should select at least one or more Cl Field mappings for Cl reconciliation for each
Cl Type. Otherwise, new Cls will be created for every sync to the Federated source.

4. Click the [Save] button () to save the mapping. Repeat this process for subsequent Cl Type mappings.

NOTE: If more than one Cl attribute or field is selected for Cl reconciliation per CSM Cl Type Name, an
AND operation is performed to find a Cl. For example, if you used "FriendlyName" and "IPAddress"
for reconciliation, then a match must be found on "FriendlyName" AND "IPAddress" to find a CI. If
not, a new Cl is created.

Configuring Automated Maintenance Windows

The following settings on the [Main Form] tab of the Federation Registration record affect how Automated
Maintenance Windows work:

« Apply maintenance windows for Cls affected by change requests. Select this option to enable
automated Maintenance Windows.

o Cancel maintenance windows when change requests are canceled. Select this option to cancel
Maintenance Windows when a corresponding CSM Change Request record is canceled.

o Start maintenance window N minutes before scheduled change starts. If it is required that the
Maintenance Window on the Federated source is started before the CSM Change Window starts, specify the
number of minutes that should be subtracted from the start time of the CSM Change Window. For example,

specifying a value of 60 in this field ensures that the Maintenance Window on a Federated device will start
one hour before the CSM Change Window.
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« Start maintenance window N minutes before scheduled change starts. If it is required that the
Maintenance Window on the Federated source device is completed after the CSM change window ends,
specify the number of minutes that should be added after the scheduled CSM Change Window ends. For
example, specifying a value of 60 in this field ensures that the Maintenance Window on a Federated device
ends one hour after the CSM Change Window.

o Automation Process. Regarded as Content, use the [Select] button to select the automation process or

One-Step that will be executed for new or updated Maintenance Windows. You can create different
automation processes or One-Steps for different Federation sources.

Configure the settings as needed. The following image shows an example configuration:

Automated Maintenance Windows

EA Apply maint windows for Cl's affected by change requests
E ":.'.-r‘.."'." maint "I 100WS Winen :"\'II"._-'," requests are cance IE‘.l
Start maint window 60 min before scheduled change start
End maint window | 120 min after scheduled change ends

Automation Process: Select

I5: Create Maintenance Window

You can find custom automation processes and One-Steps for Content in the following location after you click
the [Select] button next to the Automation Process field:

@ 11.238
. COrne-Step Action Manager
File Edit Wiew Help

o T Wiew - f - Associatior” Federated haintenance V| I
# » One-Step Actions ' 0
Pinboard L
BlGepmnt= 15: Create
Federation Maintenance
= Content dindow

Team
Global
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Configuring Automated Cl Retirements

The following settings on the [Main Form] tab of the Federation Registration record affect how Automated Cl
retirement works:

1. Retire Cls when placed into the following state: Select this option to enable automated Cl retirement.
Use the drop-down to select what Cl status will trigger the retirement workflow. Different implementations of
CSM — could have different statuses. When a Cl is placed into this status, the retirement process will be
triggered.

2. Close Incidents/Problems/Events/Changes. Select the relevant checkboxes to control whether CSM
records and associated monitoring events in the Federated source will be closed as a result of Cl retirement.

NOTE: Because of varying closure procedures and ITIL processes, the automation process or One-
Step will need to be tuned for each customer environment. For example, some CSM
implementations have required fields on closure.

3. Automation Process. Regarded as Content, use the [Select] button to select the automation process or
One-Step that will be executed when retiring Cls. You can create different automation processes or One-
Steps for different Federation sources.

Configure the settings as needed. The following image shows an example configuration:

Z Retire CI's when placed into the following state:
Retired e
] Clos {ents ] Cose lemns
Z Cl Even D (lose Chang
Automation Process: Selact
IS: Retire Cl
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You can find custom automation processes and One-Steps for Content in the following location after you click
the [Select] button next to the Automation Process field:

@ Choose Acticn B Cngtn Jind Sue) » O W
File Edit View Help Segrch -
® View +| A Ass.eeiatinrhhd!med Retired v [
- — A = Action | ‘
. ® i Prboerd v !
’ B I Buepmi
Action Catalog g -
B Carttert
A 5
Calardars i+ User (CSDAdmn)
ol Rale (IT Service Desk Manager)
A @ Wl Team
+ Gobal
Commands
[ashiboards
24
)
B .
kems in this folder can only be edted inside of the bluepdint adtor.
OK (Cose
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Chapter

Configuring SL1 and SL1 PowerFlow

Overview

This chapter describes how to install and configure the "Cherwell Integration" PowerPack in SL1. This chapter also
covers how to configure the applications in the "Cherwell" SyncPack to properly authenticate SL1 PowerFlow with

CSMand SL1.

NOTE: Follow the procedures in this chapter only after you have configured the settings in CSM from the
previous chapters.

This chapter covers the following topics:

Configuring the Cherwell Integration PowerPack ... ... .. 47
Creating a SOAP/XML Credential for Cherwell Integration ... 48
Enabling the Run Book Automation Policies ... ... ... .. 49
Enabling and Customizing the Run Book Action Policy ... 51
Aligning a Configuration Object with PowerFlow Applications ............................................... 51
Sending Additional Metadata for Incident Records ... 55

46



Configuring the Cherwell Integration PowerPack

The "Cherwell Integration" PowerPack includes:

» ASample SL1 credential, "SL1 1S4 API Creds"

NOTE: "IS4"is a now-deprecated name for SL1 PowerFlow.

¢ The "Cherwell Event IS4 Integration" run book action policy, which you can use to automate adding,
updating, and clearing SL1 events

* The following run book automation policies to automate adding, updating, and clearing events:

° Cherwell Create Event 1S4
° Cherwell Update Ticket on Acknowledge

© Cherwell Clear Event 1S4

After you have configured CSM to work with the SyncPack, you will need to install and configure the "Cherwell
Integration" PowerPack in SL1.

Downloading and Installing the PowerPack in SL1

To download and install the PowerPack:

1. Download the PowerPack from the Sciencelogic Support Site.

2. InSL1, go to the PowerPack Manager page (System > Manage > PowerPacks).
3. Inthe PowerPack Manager page, click the [Actions] button, then select Import PowerPack.
4

. The Import PowerPack dialog box appears:

Import PowerPack™

|Browse forfile... | Browse... |

License: | |

5. Click the [Browse] button and navigate to the PowerPack file.

6. When the PowerPack Installer modal appears, click the [Install] button to install the PowerPack.
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NOTE: If you exit the PowerPack Installer modal without installing the imported PowerPack, the imported
PowerPack will not appear in the PowerPack Manager page. However, the imported PowerPack
will appear in the Imported PowerPacks modal. This page appears when you click the [Actions]
menu and select Install PowerPack.

Creating a SOAP/XML Credential for Cherwell Integration

You will need to create a credential in SL1 that allows SL1 to communicate with CSM. The "Cherwell
Integration" PowerPack includes the SLT IS4 APl Creds credential, which you can use as a template to create this
credential.

To create the SL1 credential:

1. Go to the Credential Management page (System > Manage > Credentials).

2. Click the wrench icon (}) forthe SL1 1S4 APl Creds credential. The Credential Editor modal window
appears:

Credential Editor [89]

Edit SOAPDNML Credential #59 Hew Resat

Basic Settings Soap Options
Prodile Hame Conteni Encoding Method HTTP Version Embedded Password [%P]
SL1 154 API Creds | [ ] tecthomi | v | [[POST] v | [[HTTRM1] ¥ |

URL [ hitp{s)-/Host Port'Path | %D = Aligned Device Address | %N = Aligned Device Host Mame | Emibed Value [%1] Embed Value [$:2]
htips:fec2-13-238-147-31.ap-southeast-2 compule 3mazonaws com/api d |

HTTP Auth User HTTFP Auth Password Timeoul [ $econds) &Em Value [%3] Embed Vakee [3e4]
|

isadmin e | [rraree a | [500

Proxy Settings = || HTTP Headers
HostnameIF Port User + Add a header

CURL Options
CAINFO

CAPATH
CLOSEPOQLICY
CONNECTTIMEOUT
COOKIE
COOKIEFILE
COOKIEJAR
COOKIELIST

CRLF
CUSTOMREQUEST
DHNSCACHETIMEOUT

-

3. Supply values in the following fields, and the leave the remaining fields at their default settings:

o URL. Type the URL for the PowerFlow API, which is the same URL that you used to create the
PowerFlow Credential in the Federation Registration record. You will need to add "/api" to the end of
this URL.

e HTTP Auth User. Type the PowerFlow username that will authenticate to the PowerFlow API. This is
the same username that you created and configured in the Federation Registration credential.
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o HTTP Auth Password. Type the PowerFlow password for the PowerFlow user that will authenticate to
the PowerFlow API. This is the same username that you created and configured in the Federation
Registration credential.

4. Click the [Save As] button and type a new name for this credential.

5. When the confirmation message appears, click [OK].

Enabling the Run Book Automation Policies

Before you can run the "Cherwell Event IS4 Integration" run book action, you must enable the three related run
book automation policies in SL1:

* Cherwell Create Event 154

* Cherwell Update Ticket on Acknowledged 1S4

e Cherwell Clear Event 1S4

NOTE: "IS4"is a now-deprecated name for SL1 PowerFlow.
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To enable the three Cherwell Run Book Automation policies:

1. InSL1, go to the Automation Policy Manager page (Registry > Run Book > Automation).

2. Locate the "Cherwell Create Event 1S4" automation policy and click its wrench icon (5') The Automation
Policy Editor page appears:

Automation Policy Editor | Editing Automation Policy [47]

Policy Mame Policy Type Policy E‘tate Policy Priority Organization
[cherwell Clear Event IS4 | [1cleared Events|~ | f[ [ Enabled] 1 [High v} [15ystem] v

Criteria Logic Match Logic Match Syntax
[[Severity ==] v[[Majur,] v] [[Tex‘tsearch] v] [ ]
[ and no time has elapsed]

e Align With
[ [ Devices ] e ]

[ since the first occurrence, |
[ and event is NOT active ] -
[ [ and alltimes are valid | o ] D Include events for entities other than devices (organizations, assets, etc.)

Trigger on Child Rellup

Available Devices Aligned Devices
[ ] (All devices)
System

Linux: Oracle Linux Server 7: 10.2.11.76 a

Linux: Oracle Linux Server 7: 10.2.11.79
&«

Avvailable Events Aligned Events

[ ] (All events)
[3007] Critical: AKCP: AC Voltage sensor detects no current A a

[301&] Critical: AKCP: DC Voltage sensor High Critical
[3017] Critical: AKCP: DC Voltage sensor Low Critical
[300&] Critical: AKCP: Dry Contact Sensor Low Critical &
[3012] Critical: AKCP: Smoke Detector Alert!

[3010] Critical: AKCP: Water Sensor has detected water v
ST e

IAvaiIabIe Actions Aligned Actions I

[ 1 1. Snippet [5]: Cherwell Event IS4 Integration
SNMP Trap [1]: SL1 Event Trap -

Snippet [5]: AWS: Dizable Instance By Tag a

Snippet [5]: AWS: Discover from EC2 IP
Snippet [5]: AWS: Get EC2 Instance Configuration &
Snippet [5]: AWS: Merge Physical with Component

Snippet [5]: AWS: Vanish Terminated EC2 Instances v

tica
Save Save As

(]

3. Update the following fields:
« Policy State. Select Enabled.
o Policy Priority. Select High to ensure that this automation policy is added to the top of the queue.

« Available Actions. If it is not already selected, select the corresponding Cherwell Run Book Action
policy.

TIP: By default, the "Cherwell Create Event 1S4" automation policy will create Cherwell incidents for all
devices. You can limit the devices affected by making changes to the Organization, Severity, Match
Logic, Aligned Devices, and/or Aligned Events fields.
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WARNING: Sciencelogic highly recommends that you do not make changes to the Policy Type, Repeat
Time, or Align With fields or the And event is NOT acknowledged setting.

4. Click [Save].

5. Repeat steps 2-4 for the "Cherwell Update Ticket on Acknowledge" and "Cherwell Clear Event IS4" run book
automation policies.

Enabling and Customizing the Run Book Action Policy

To enable the run book action:

1. InSL1, go to the Action Policy Manager page (Registry > Run Book > Actions).

2. Locate the Cherwell Event 1S4 Integration policy and click its wrench icon ( 5.) The Action Policy Editor
page appears:

Policy Editor | Editing Action [50] Reset

Action Name Action State
[Cherwell Event 154 Integration ] [ [ Enabled ] v ]
Description
[Cherwell Integration for Events ]

Organization Action Type
[ [ System ] e ] Run a Snippet
Snippet Credential Action Run Context Execution Envirenment
[[5L1154 API Creds] +| [[Database] | [[—Default Environment ] |

Snippet Code
R R R R R R R R R R R R R R E R R R R R R R 0
4 Purpose: Collects 5L1 event data and Starts an I54 Integration application
that logs an event to Cherwell
# Method: Direct using I54 REST API
# Developed by: Streamline Partners PTY Ltd 2019
R R R R R R R RS R R R R R R R R R R R R RE S

isRunBookButomation = True

if (isRunBookAutomation is True):
# These modules will only load if running from ScieceLlogic
import silo common.snippets as em7 snippets
import pycz_ -
from silo common.database import local db 2

3. Forthe Action State filed select Enabled.

4. Click [Save]. SL1 events are now synced with CSM incidents.

Aligning a Configuration Object with PowerFlow Applications

The "Cherwell" SyncPack includes the "Cherwell Integration Settings" (cherwell _config) configuration object,
which you can access in the PowerFlow user interface.
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This configuration file contains default name-value pairs for the CSM and SL1 hosts, the CSM and SL1 users and
passwords, the PowerFlow host, user, and password, and other keys and values. You can use this configuration
file as a template for the configuration objects you need to create and align with the relevant Cherwell
applications.

To view the contents of the "Cherwell Integration Settings" (cherwell _config) configuration object, go to the
Configurations page of the PowerFlow user interface and click the [Actions] button ( # ) next to the "Cherwell

Integration Settings" configuration. The Configuration pane appears:

Configurations isadmin v

Cherwell Integration Settings X

Toggle JSON Editor

Description

Cherwell integration Configuration

Version
0.0.2

Configuration Data Values

Name Value

debug True D Encrypted X
Name Value ~
cherwell_host http://fec2-52-63-131-135.ap-sou D Encrypted

Name Value

cherwell_user 1S4User D Encrypted X
Name Value ~
cherwell_password *xXRPOrt6GWPUK7dy2SgtjXMt Encrypted

Name Value %
sl1_hostname https://ec2-3-105-165-48.ap-sou |:| Encrypted

Name Value

sl1_user em7admin |:| Encrypted X
Name Value x
sl1_password RnKIKfste/t/SsTYgyfe7eZS+0sEr Encrypted

¥

Adding and Editing Credentials in a Configuration Object

From the Configurations page of the PowerFlow user interface, you can edit an existing configuration object or
create a new configuration object.

For example, you can edit the variables in the "Cherwell Integration Settings" configuration object that came with

the SyncPack and then align that configuration object with one or more CSM-related applications. You can also
use the [Copy As] button to make a copy of that configuration object so you can align it with other applications.
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The following configuration object variables are required for the "Cherwell" SyncPack:
o cherwell_host. Type the URL you use to access the Cherwell host. This is the same URL that you used in
Creating the Cherwell APl Credential.

o cherwell _user. Type the CSM Login ID that will be used to authenticate to the CSM API. This is the same
username that you created in Creatfing a New User.

o cherwell_password. Type the CSM password for the Cherwell User that will be used to authenticate to the
CSM API. This is the same password that you created in Creating a New User.

o cherwell _api_key. Add the REST API Client Key that you configured in Obtaining a Client Key.

« federation_source. Type the Federation Name that you used in Creating the Federation Registration
Record:

FEDERATION REGISTRATION

) ManFom i Federsted C1 Type Mapping. ™, Federated Ul |7 Fodersbed Fiekd Mappings % Linked Corfigurstion bers 18 Federted Relgtionshics Th L

Basic Information

Sciencelogic )] 5LL-Dev

4 .

2 Sciencelogic Development Environment «| q
.e

e

nes

"ee

LLL

L]
.
"
"

Sciencelogic

Aligning a Configuration Object with a PowerFlow Application

For every application in PowerFlow, you will need to "align" a configuration object to that application to ensure
that the application can properly authenticate to CSM. You can align the same configuration object with multiple
applications.

To align a configuration object with an application:

1. Inthe PowerFlow user inferface, go to the Applications page (7=).

2. Select the application that you want to align with the configuration object, such as "Add Sciencelogic SL1
Devices to Cherwell". The Application page for that application appears.
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3. Click [Configure] (E]) The Configuration pane opens on the right side of the Application page:

Add Sciencelogic SL1 Devices to Cherwell X
Modify configuration and save. Show JSON Configs
Configuration
cherwell _config A
sl1_hostname sl1_user
debug hitps:/ec2-3-105-165-48.a) @  em7admin a
S{config.sl1_hostname] $fconfizsl1_user]
federation_s: e sl1_page_limit
SL1-Dev ﬁ ${config.sl1_page_limit}

511_password] ${config.federation_source}
cherwell_host cherwell_user

http:/fec2-52-63-131-135.a @  154User a

S{config.cherwell_user]

TIP: To view a pop-up description of a field on the Configuration pane for an application, hover over
the label name for that field.

4. Select a configuration from the Configuration drop-down to "align” to this application. This step is required
for all applications.

TIP: Click [Show JSON Configs] to view the JSON configuration data for the configuration object.
Click [Hide JSON Editor] again to view the fields instead.

5. As needed, edit the other configuration values for the application. Press [Enter] after editing an item to
make sure your changes are saved.

NOTE: To prevent potential issues with security and configuration, any fields that are encrypted and

any configuration-specific fields containing a padlock icon ( E) on the Configuration pane
cannot be edited.

6. When you are finished, click [Save] at the bottom of the Configuration pane.
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Sending Additional Metadata for Incident Records

You can pass additional information from SL1 to PowerFlow and populate any additional field on the Incident
record. This process uses the "Cherwell Event IS4 Integration" run book action from the "Cherwell
Integration" PowerPack.

The "Cherwell Event IS4 Integration" run book action collects information about the event and sends it to
PowerFlow to create an incident.

To pass additional information from SL1 to PowerFlow:

1. InSL1, navigate to the Action Policy Manager page (Registry > Run Book > Action ) and edit the

"Cherwell Event IS4 Integration” run book action to enable it to collect the data from SL1 using the APl or
some other source.

2. Inthe snippet section, update the em7_data dictionary with the key you want the value to be addressed by
and the value. For example: "ClassName": EM7 VALUES[% class name]:

TicketValueg[" -
ty™ : TlLthVBlUPS[
”: TicketValues["E
't Tic k».—:t'\.-'dlun:.[

TlcketValue [
TlckPTValueq[ i
S5 T1Lketvaluea[
TicketValues[ "De
': Tlrkwtvalu95[ vi

"t TlLthVd].LIE"w[ EventURL
": TicketValues["Event
Number"™ : TlcketValueJ[
TicketValues[ "EventC]
": TicketValues["Priority”
Dccurred”: TlrketvaluHs[
": TicketValues["EventTi
“: TicketValues
": TicketvValues[™
1 edTimeStamy TicketValues["Clear
"EventID": EM7 VﬂLHEJ[ "]
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3. In the PowerFlow user interface, navigate to the SyncPacks page (@), select Cherwell SyncPack, and on the
[Steps] tab select the "Collect and Transform SL1 RBA Data" step. This step collects the data sent by the
run book action and passes it to the "Cherwell: Create Event" step, which processes the SL1 Event into a
Cherwell Event.

4. Update the payload dictionary in the step with the key and value you added. For example: "ClassName" :
event details["ClassName"]

event_details = self.get parameter("even

payload =
em7 d
y": ewvent details[™Even
event_details["E
evnnt details["E
event dttallS[

: event detail:[
event details["
s": event_details[
: event_details["”
event details[ "D«
"1 event_details[”I
\ctionName™: event_details [
event details["E
: event_details["Eventhote
b event dntall ["E
ed”: event dptall~ (

: event_details["Pi z
Occurr event detail [
": event details["I :er:i““”
i red”: event_detai

“: event_details[’
. : event detallﬁ[';'
event detalln[ entID"]
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57

5.

Log in to the CSM Administrator client as an administrator, select Blueprints in the Categories sub-menu

on the left, and select Create a new Blueprint:

!Chemell Service Managernent Administrater (licensed to StreamLine Partners Pty Ltd)
1

€ Help

# Common Tasks
°Cr:z|'.c a new Blueprint
© Open Update Stored VakesEp

© Edit security groups
© viewlogged-inwsers
© site Manager

# Categories
A Home

Eﬂ Auto ion Processes

AD Browser and Mobile

E Database

B2 E-mail and Event Monitoning
+F Globalimtion

ﬂ?erfarn'ara:
[ scheduling
niec:rir-(

Q Settings

B Trusted Agenis

% Help
@Admini;my

@ Blyeprints help

m Blueprints

Pick a task...

Lg Create a new Blueprint ]

© Open Update Stored Values.BP
o Open an existing Blueprint

° View details of last Blueprint publish
© View Publish Log

Back to categories
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7.

In the New Blueprint window, select the Managers > One-Step . The One-Step Action Manager
window appears:

28 One-Step Action Manager & Englsh (United States) v [m] %
File Edit View Help Search -
I View v A v 4F ~ Associahon:|Event v
# # One-Step Actions r]
G o8 Poboad v
5 W8 Bueprnt ST 15: Create and

=] Federation Reconciliation Update

=] Content Incidents
IS
Event Actions

T T User [CSDAGmin)
= Team
=] Global

ltems in this folder can only be edited inside of the blueprint editor.

Close

In the Association drop-down, select Event.

8. Navigate to the "Blueprint/Federation/Content/IS" folder, right-click the "IS: Create and Update Incidents"

One-Step file, and select Edit. The One-Step Editor page appears:

#9 One-Step editor - 15: Create and Update Incidents
IO OB Oue Xo [+ & §r Zeem————o%
Uore-steps || @Steps | A'Poststeps |

<

L5 sen2a Tt ~ [ Step Detais for Setup Event to Incident JSON Data
e Name: [Setup Evertto Incidert JSON Dat
lame: [Setup o > .
I Show s Popun. * (O Stored Value:
Updaie Stored Vslue snd Wanable fctons
P o e Em |
Name Tive Condacn L+
B vrite 1oicg E X EvertDwa T— . (0} Based en scope and value B Evert Acknoviedge Incidert Crmer
* Business Object Actions Arnctation i ® Verisble:  EvertData - | Rename | DaaTipe: B JsOM
Eraste & new Bus =
© N Nk
= Craats & naw child i Ojen
L - R —— “CustomarFinquestori(Event Clstomer 10 . o
& . “CiNot Found Test ™. "Gt £ Mok Found Test ™.
LIRpp— - ol I .
M 7?@;&“
Link/Unni Business Otjec: e, 2
P - et o e
= Step sheough chikdenn . o
o Hame™"fa—1~
S Tanater reates Business Ongec
R, Updane irsas Objecz ] + [ After replacing okens, evaluate the result as a calculabion

oK Cancel

Select the "Setup Event to Incident JSON Data" step so you can append the value you added to the

dictionary in step 4 as a key-value pair at the end of the dictionary on this step. For example:
"ClassName": event details["ClassName"]

To append the value, type the key for the new value in the New Value field, such as "ClassName".
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11. To add a value to associate with the new key, right-click between the two quotation marks in the entry you
made in step 10 in the New Value field and select Message from the pop-up dialog.

12. Type the value after the new key, such as "ClassName" : "Event .Message":

Hearwr Wihum

.'E.dm'wﬂm.-edm[l' * Everk Ciuestonmenr ID7
LI Feund T ™ Gt T Bl Found Tiod”
“Orgarssation” Eeent! a5
'H'w Emlrl

:hcldeﬂ--d-irm- E
= Inodert Cwner 1D
:Um”m “Everi Marsagel

[ idter raplacing tokens., evalusts the result as a calculation

QK Cargel

NOTE: Event.Message is a reference to the Cherwell Message field in the event. The Message
field holds all the information about the SL1 event in it via the payload you modified in step 4.

13. To getthe field you want in the payload for C1assName, you need to apply a filter by right-clicking
Event .Message and selecting Modifiers. The Modify/Format Value window appears, where you can
apply filters to assign a value for ClassName:

B Modify/Format Value [m] X

x AW Pﬂudrfief TAs JSON Tl[}

As JSON
String from Element (ClassName)

Retums text as a JSON value

Cancel

14. Click [+] at top left and select As JSON from the Modifier drop-down.

15. Click [+] again, select String from Element from the Modifier drop-down, and type the name of the key for
the new value you put in the dictionary in step 4, such as ClassName.

16. Click [OK]. The relevant value in the dictionary contains the variable next to ClassName.
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17. On the One-Step Editor page, select the "Create a new Incident" step and click the Fields tab:

#3 One-Step edior - 1 Creste and Update Incidents
P9 OB Oasr Xe [+ kB Zoem——b——o0x
Presteps | [ Steps Fasteseps

~ () Snap Datais for Craate a new Incicent

ER T

ol — ) O

“ Pk Aasignesd Tomm

® Dot b
O Clowvabes

O Sevaies =0

O Temglate v

18. Make sure that the pencil icon is unchecked so you can assign the ClassName variable to any of the fields

available in the incident:

<
~ ) Stup Detais for Create a new Incident:

[

R, oo s Ot Pl

o e—

W Ci Comame n Monies =
€ Cioved bsdrt

Pkt Description
) Don set heid
O Cloae valun
O Setvalue B
-

Eg%

a
.
T

EESF
fifs
g

H

R

i

19. Forexample, if you wanted to add ClassName to the Description field, select Description in the list of
fields, select Template, and right-click on the empty text area below to bring up the variable selector.
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20.

21.

22.

23.
24.
25.
26.

61

From the variable selector, scroll down to the Variables drop-down and select EventData as this is the
variable we assigned to the payload in the "Setup Event to Incident JSON Data" step:

*

General

@

Anecaion

i

g
i
¥

il
g

it

EEE?}

w| [ Aopend o currest val

i

et servie:
et sovice et code.
Y

i

HRRRERRRRE
it
H

i=
i
3

Apply filters to the EventData' variable to assign the relevant value to it from the payload by right-clicking
EventData and selecting Modifiers. The Modify/Format Value window appears.

Click [+], select String from Element from the Modifier drop-down, and type the name of the key for the
new value you appended in the dictionary in the step "Setup Event to Incident JSON Data".

Click [OK]. The Manage obijects page appears.
Accept the changes you made to the One-Step and save the Blueprint by clicking Save Blueprint to disk.
Publish the Blueprint by clicking Publish Blueprint. The Publish Options dialog appears.

Use the default settings and click [Publish]. When the publish process is complete, the next time an event
occurs, you will see the enriched data in the field you selected on the form.

Sending Additional Metadata for Incident Records
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Troubleshooting the Cherwell SyncPack

Overview

This chapter describes how to troubleshoot certain aspects of the SL1 and CSM integration for the "Cherwell"
SyncPack.

This chapter covers the following topics:

Incidents are not being created ... 63
Cls are not being created ... 63
Viewing Events Sent from PowerFlow ... . 66
Checking the Automation Process Status ... 67

62



Incidents are not being created

If Incident Creation is set up to use the SL1 Organization as a Customer for the Incident, and Incidents are not
being created, check to see if a record for the SL1 Organization has not been created multiple times:

1. Inthe CSM User client, search all “Customer — Internals” Records by going to the following menu:

Task Pane o

% Quick Search

> Agreement
& Change Request
& Contract
Customer
%% Discussion
W Incident
¥ Knowledge Article
& o
u Problem
® Service
@ Service Catalog Template
ﬂ Supplier
& Supplier Catalog ltem

= Task N .

4 Quick Search

A Underpinning Contract

W Work Unit w~ Search Cystomer - L1L)
All werds

| v

@ Any words

2. Clickin the empty Search field and press [Enter] to search all records.
3. Ifyou find a duplicate record for the SL1 Organization, select the duplicate, and go to File > Delete.

4. After you delete all duplicates, when events come in for that Organization in SL1, the tickets should be
created without any issues.

TIP: Another option for fixing this issue is to manually create all SLT Organizations in CSM before enabling
Automated Incident Creation.

Cls are not being created

During the Cl creation process, various issues might occur. You can find more information about these issues on
the [Journal] tab of the Federation Registration record.

Some examples and possible solutions to those issues are listed below.
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No mappings configured for Device Type

The following Journal entry indicates that a Device Type of "Microsoft | Windows Server 2012 R2" was sent from
PowerFlow (Federation source), but CSM does not know what type of Cl to create or update for this device type:

Journal - Note

Created by Cherwell Admin on 2/7/2020 at 1731 PM

[#] Visible in Customer Portal

Quick Entry

Prionty

Mormal

Details

Error reconciling C from event 330

|2

There is no Federated C Type Mapping configured for Federated O Type
of: "Microsoft | Windows Server 2002 R2'

To address this issue, create a Federated Cl Type Mapping for this device type:

< Main @ Federated CI Type Mapping | ™, Federated Cls [Z] Federated Feld Mapg
ta New Federated Cl Mapping| % Record 1 of 1 Y - | View -

—_—

H Federated Cl Mapping -Microsoft | Windows Server 2012 R2

Federated Cl Type:
Microsoft | Windows Server 2012 R2

Target 1 Type Name:

Target (1 Type:
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For more information, see Configuring the Mappings between Source Cl Types and CSM Cl Types.

No field mappings defined

65

The following Journal entry indicates that a Device Type of "Microsoft | Windows Server 2012 R2" was sent from
PowerFlow (Federation source), and CSM knows that this Device Type is mapped to a CSM Cl Type of "Config —
Server". However, there are no fields that have been mapped from the source data to CSM Cl Attributes in the

"Config — Server" Cl type:

Journal - Note
Created by Cherwell Admin on 2/7/2020 at 1:55 PM
EE\'er as Unread

Visiblein Customer Portal

Quick Entry

Prionty

Normal

Details

Error reconciling Cl from event 331

sesssEEE SEmEEEEEEL

There are no Cl Field Mapping configured for Federated (I Type of:

‘Microsoft | Windows Server 2012 R2" and Target O Type of: ‘Config -

Server

Cls are not being created



To address this issue, create a Federated Cl Field Mapping for this CSM Cl Type:

<l Main Fomm Federated O Type Mapping ™., Federsted Cls|_|#) Federsted Field Mapoings | S0 Linked Corfig

x Record 1of 1 Y - View ~

\Z] New Federated Field Mapping

Federated Field Mapping

Federated Field Name:

Name:

Cherwell Business Object Name:

Fonfig - Server v
Cherwell Field Name:

w

Friendly Name

This field is used for reconciliation, to help identify existing Cl's for updates
P ¥ g F

For more information, see Configuring the Mappings between Source Cl Attributes and CSM Fields.

Viewing Events Sent from PowerFlow

Viewing the data from PowerFlow (Federated source) might help you with troubleshooting issues with the
"Cherwell" SyncPack.
To view data from PowerFlow:

1. Log into the CSM User client and go to Searching> Search Manager. The Search Manager dialog
appears.

2. From the Association drop-down, select Event.

Viewing Events Sent from PowerFlow



3. Double-click All Events to run the search. A list of current events appears. The events sent from PowerFlow
are typically tagged with an Action attribute in the Message field that signifies a Cl Creation or Update:

Event 331

recorded

The following Action attributes are currently configured :

o ClUpdate. This attribute is sent or received when a Cl needs to be created or updated.

o Event Raised. A new Event in PowerFlow (Federation source) has been registered, which usually results in a
new Incident.

o Event Cleared. An existing Event in PowerFlow (Federation source) has been cleared and sent through,
which usually results in an existing Incident in CSM being resolved.

o Event Acknowledged. An existing Event in PowerFlow (Federation source) has been acknowledged and
sent through, which usually results in an existing CSM incident being acknowledged and notes attached.

Checking the Automation Process Status

Federation processing such as creation of Incidents, Cl, Relationships, Maintenance windows etc relies on a lot of
CSM backend processes which is typically accomplished with what's called CSM “Automation Processes”. These
processes should always be enabled and can be confirmed using the following process.
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1. Open the CSM Administrator client and select Automation Processes from the Categories sub-menu.

2. From the Pick a task section, select Individual Automation Process Status. A list of automation
processes appears. The processes used by the Federation system are highlighted below, and all processes
should have a Status of Enabled:

File Edit View Process Help
Process Type: | All -

Automation Process Business Object Type Status
@@IM Escalate 4 hours after End Date Change Request TimeBased Disabied
() A Change - Moty Problem Owner (Change Request SimpleAcionOn...  Disabled
(@) A Crerge Spil 1 Change Beyest leActooln  Dieshied
(® B Federatin - Cancel Maintenance Windows Change Request SimpleActionOn...  Enabled
(® A Federaton - Cl Aetrement Federated Retied SimpleActionOn . Enabled
(© A Federation - Cl Update Event SimpleAcionCn ., Enabled
() A Federstion - Create Federsted Retired C1 Confiquration iem SimpleAcbonOn . Enabled
() A Fedaration - Craats Mairtanance Windows Change Request SimpleActionOn . Enabled
(®) A Federation - Create/Fesync Relationships Federated Flelationship SimpleActionOn...  Enabled
(®) A Federabon - Create,/Update Incidents Event SimpleAcbonOn  Enabled
() B Federation - Create/pcate/Delete Martenance Windows Federaied Maintenance SimpleAciionOn . Enabled
() A Federation - Remove Relationships Federated Relationship SimpleActionOn...  Enabled
@S Taciviy EscaEon Frotem Timelaeed

@@ Incident - Not Touchedin 3 Days Incidert TimeBased Disabied
(® A incidert - Corfimation Emal on Create Incidert SimpleActionOn...  Disabled
®(® Last Logon 90 Days Ago - Customer Intemal Customes - Intemal TimeBased Dissbied
(@ B Motfy Chang Owner of Assignmert Change Request SimpleActionOn. .. Disabled
® A Notfy Change Team of Assignment Change Request SimpleActonOn...  Disabied
() A Notfy Incident Owner of 2 new Joumal - Nate: Incidert SimpleActionOn . Enabled
(@ A Moty Incident Owner of Assignment Incidert SimpleAcionOn...  Disabled

3. Additionally, you can right-click an automation process and select Statistics to view more information about
runs that succeeded, failed, or were in progress:

File Edit View Process Help
® Process Typ= Al ~
Automation Process Business Object
(® (O Change - Escalate 4 hours after End Date Change Request
8 : G\a\geo nge k“:‘::; N"bmb'o"‘ - ©) Automation Process Statistics X
0ons
g:m-wmmmw ‘ Federation - Cl Update
Federation - Cl Retirement
@" Federation - Cl Update = Last modfied &t 2/7/2020 by CSDAdmin
(® A Federation - Create Federated Retird ~ Statistics
(® A Federation - Create Maintenance Wi
(® A Federation - Create/Resync Relatior]  COTPleteduns: 2 nprogress: 0
® A Federation - Create/Update Incident Succeeded. 2 Scheduled activiies. 0
() A Federation - Create/Update/Delete Faled: 0
(® A Federation - Remove Relationship
@@ Inactwvity Escalation
process... oK
® @© incident - Not Touched in 3 Days
e~ N NS a - - - a . P
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