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Chapter

Introduction to the Datacenter Advanced
Enrichment Actions PowerPack

Overview

This manual describes how to use the automation actions in the Datacenter Advanced Enrichment
Actions PowerPack.

Use the following menu options to navigate the SL1 user interface:
« Toview a pop-out list of menu options, click the menu icon ().

« Toview a page containing all of the menu options, click the Advanced menuicon ( == ).

This chapter covers the following topics:

What is the Datacenter Advanced Enrichment Actions PowerPack? ... .. . . ... . ... .. ............. 4
What Technologies are Supported? . il 4
Installing the Datacenter Advanced Enrichment Actions PowerPack ................ ... ... ............ 5
Overview of Configuring the Datacenter Advanced Enrichment Actions PowerPack ._................... 6
Unsupported Configurations ... ... . L 6
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NOTE: Sciencelogic provides this documentation for the convenience of Sciencelogic customers. Some of
the configuration information contained herein pertains to third-party vendor software that is subject fo
change without notice to Sciencelogic. SciencelLogic makes every attempt to maintain accurate
technical information and cannot be held responsible for defects or changes in third-party vendor
software. There is no written or implied guarantee that information contained herein will work for all
third-party variants. See the End User License Agreement (EULA) for more information.

What is the Datacenter Advanced Enrichment Actions
PowerPack?

The Datacenter Advanced Enrichment Actions PowerPack contains automation actions that can be configured to
collect additional diagnostic information when events occur and to provide instructions on how fo froubleshoot
issues. This additional information about an event is intended to assist the engineer responsible for troubleshooting
and resolving that event.

What Technologies are Supported?

The Datacenter Advanced Enrichment PowerPack contains 348 automation actions that define different diagnostic
information to be collected. In other words, you can execute 348 different sets of commands with this PowerPack.
Each set of commands is specific fo a type of device.

The following table lists the number of command sets for each type of device:

Cisco ACE 2
Cisco CSP 2
Cisco Route/Switch 33
Cisco 10S 80
Cisco IOS-XE 33
Cisco IOS-XR 35
Cisco NSO 3
Cisco NX-OS 12
Cisco OLT 1
Cisco StarOS 32
Cisco Collaboration 3
Cisco Unified Communication Manager 20
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Device Type Number

Cisco UCS 17
Cisco UCS C-Series 17
Cisco Wireless 18
Citrix NetScaler 10
F5 21
Juniper JUNOS 3
Juniper ScreenOS 3
NetApp 3

Installing the Datacenter Advanced Enrichment Actions
PowerPack

Before completing the steps in this manual, you must import and install the latest version of the Datacenter
Advanced Enrichment Actions PowerPack.

TIP: By default, installing a new version of a PowerPack overwrites all content from a previous version of that
PowerPack that has already been installed on the target system. You can use the Enable Selective
PowerPack Field Protection setting in the Behavior Settings page (System > Settings > Behavior) to
prevent new PowerPacks from overwriting local changes for some commonly customized fields. (For
more information, see the System Administration manual.)

To download and install a PowerPack:

1. Download the PowerPack from the Sciencelogic Customer Portal.

Go to the PowerPack Manager page (System > Manage > PowerPacks).

In the PowerPack Manager page, click the [Actions] button, then select Import PowerPack.

A

The Import PowerPack dialog box appears:

Import PowerPack™

[Browse far file... | Browse...

License: | |

5. Click the [Browse] button and navigate to the PowerPack file.

6. When the PowerPack Installer modal appears, click the [Install] button to install the PowerPack.
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https://portal.sciencelogic.com/portal/powerpacks

NOTE: Ifyou exit the PowerPack Installer modal without installing the imported PowerPack, the imported
PowerPack will not appear in the PowerPack Manager page. However, the imported PowerPack
will appear in the Imported PowerPacks modal. This page appears when you click the [Actions]
menu and select Install PowerPack.

Overview of Configuring the Datacenter Advanced
Enrichment Actions PowerPack

There are two general steps you need to take fo configure the content in the Datacenter Advanced Enrichment
Actions PowerPack:

1. Configure one or more automation policies that use the actions included in the PowerPack. This is described
in the Creating Automation Policies chapter.

2. Configure credentials for the devices that are aligned with the automation policies. This is described in the
Configuring Device Credentials chapter.

Unsupported Configurations

The following configurations are not supported by the Datacenter Advanced Enrichment Actions PowerPack:
o The PowerPack cannot be used on systems where the Military Unique Deployment (MUD) configurations
have been applied.

« Customer-created automation actions that build command lists to be executed by the Enrichment: Util:
Collect Enrichment Data automaton action are not supported without prior authorization from Sciencelogic.

« Modifications of any kind to the code supplied in the Datacenter Advanced Enrichment Actions PowerPack
are not supported without prior authorization from Sciencelogic.
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Chapter

Creating Automation Policies

Overview

This chapter describes how to create automation policies using the automation actions in the Datacenter
Advanced Enrichment Actions PowerPack.

Use the following menu options to navigate the SL1 user interface:
« Toview a pop-out list of menu options, click the menu icon ().

« Toview a page containing all of the menu options, click the Advanced menu icon ( == ).

This chapter covers the following fopics:

PrerequIsites . .. . 8
Creating an Automation Policy ... . . 8
Example Automation Configuration ... . il 11
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Prerequisites

Before you create an automation policy using the automation actions in the Datacenter Advanced Enrichment
Actions PowerPack, you will need to make the following decisions:

o Which set of commands you want to run on a monitored device when an event occurs. There are 348
automation actions in the PowerPack that build a list of commands to execute on the monitored device; each
of the 348 automation actions builds a different list. This set of actions includes all actions in the PowerPack
that do not have the prefix "Enrichment: Util:".

o What event criteria you want to use to determine when the automation actions will trigger, or the set of rules
that an event must match before the automation is executed. This can include matching only specific event
policies, event severity, associated devices, and so on. For a description of all the options that are available in
Automation Policies, see the Run Book Automation manual.

o Where the output of the automation actions will be viewed by a user. The output is always available in the
Event Actions Log page accessed through the SL1 Event Console. Optionally, you can include an
additional automation action in your automation policy to send the output of the automation to an additional
location. Typically, the additional location is the ticket that was generated for the event in your ficketing
system. If you want to configure an Automation Policy that sends the output of the automation actions in the
Datacenter Advanced Enrichment Actions PowerPack to a ficketing system, you must create or have access to
the following additional content that is not supplied in the Datacenter Advanced Enrichment
Actions PowerPack:

o Aprocess, either automated or manual, where SL1 events are associated with tickets. Examples of this
process include:
g9

m A user clicking the life ring icon in the ticket console to create a ticket in the SL1 ticketing

system.

m [fyour system has been configured so that the SL1 Event Console integrates with an external

()

ticketing system, a user clicking the life ring icon to request a ficket in your external

ticketing system.

m  An Automation Policy that is configured to automatically create tickets for events, either in
SL1 or an external ticketing system.

o An automation action that sends the output from the previous automation action fo the ticketing
system. This action should specify that the ticket associated with the triggering event will be updated
with this information.

Creating an Automation Policy

To create an automation policy that uses the automation actions in the Datacenter Advanced Enrichment
Actions PowerPack, perform the following steps:

1. Go to the Automation Policy Manager page (Registry > Run Book > Automation).
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2. Click [Create]. The Automation Policy Editor page appears.

Automation Policy Editor | Editing Automation Policy [696] Reset
Policy Name Policy Type Policy State Policy Priority [o]
Cisco UCS Fabric Incident Enrichment [ | | [Active Events ] | [[Enabled] | [[Default] | [[system] g
Criteria Logic Match Logic Match Syntax
[ Severity >= ] ~| [ Minor, ] ~| | [ Text search ] - (
[ and no time has elapsed ] V\ Repeat Time Align With
[ since the first occurrence, | \ [Tonly once ] :‘ \:[Devioes] "

[and event is NOT cleared ]

[ and all times are valid |

V‘ O Include events for entities other than devices (organizations, assets, etc.)

O Trigger on Child Rollup

Available Devices

Aligned Devices

System
AWS: Account: AIDAIHXVQSNXTUJBFOWYE
AWS: AP| Gateway Service: us-east-1 AP| Gateway Service

(All devices)
«

Available Events

Aligned Events

| [3418] Minor: Cisco: UCS Fabric PSU Amperes has exceeded threshold.

[3283] Critical: AKCP: AC Voltage sensor detects no current
[3292] Critical: AKCP: DC Voltage sensor High Critical
[3293] Critical: AKCP: DC Voltage sensor Low Critical

Available Actions

& » [3412] Minor: Cisco: UCS Fabric PSU Voltage has exceeded threshold.
u [3416] Minor: Cisco: UCS Fabric PSU Wattage has exceeded threshold.

Aligned Actions

SNMP Trap [1]: EM7 Event Trap
SNMP Trap [1]: Example Event Trap

) 1. Snippet [5]: Enrichment: Cisco-UCS: Fabric Show Commands
&8 2. snippet [5): Enrichment: Util: Collect Enrichment Data

4. Snippet [5]: Enrichment: Util: Load Work Instructions

3. Snippet [5]: Enri Util: Show C Data HTML
SNMP Trap [1]: SL1 Event Trap u

3. Complete the following required fields:
« Policy Name. Enter a name for the automation policy.

o Policy Type. Select whether the automation policy will match events that are active, match when
events are cleared, or run on a scheduled basis. Typically, you would select Active Events in this field.

« Policy State. Specifies whether the policy will be evaluated against the events in the system. If you
want this policy to begin matching events immediately, select Enabled.

« Organization. Select the organization to scope this policy to. The automation policy will execute only
for devices in the selected organization that match the other criteria in the policy. To configure a policy
to execute for all devices in all organizations that match the other criteria in the policy, select System.

« Aligned Actions. To create a valid automation policy that uses the automation actions in the
Datacenter Advanced Enrichment Actions PowerPack, you must configure the Aligned Actions field in
the Automation Policy Editor fo include multiple actions in a specific sequence. To add an action to the
Aligned Actions field, select the action in the Available Actions field and click the right arrow (>>).
To re-order the actions in the Aligned Actions field, select an action and use the up arrow or down
arrow buttons to change that action's position in the sequence.

If you are not configuring the automation policy to send the output of the automation actions to a
ticketing system, if users will view the output in the Event Actions Log page accessed through the
SL1 Event Console, the automation must include four actions in the following sequence:

1. An automation action from this PowerPack that builds a list of commands to execute on the

monitored device. There are 348 different actions of this type. This set of actions includes all
actions in the PowerPack that do not have the prefix "Enrichment: Util:".
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2. The "Enrichment: Util: Collect Enrichment Data" automation action. This action executes the list

of commands provided by the previous action and sends the output to the next automation
action in the sequence of actions.

The "Datacenter Automation: Format Output as HTML" automation action. This action formats
the output of the "Enrichment: Util: Collect Enrichment Data" automation action in HTML
format.

NOTE: This formatting action is provided by the Datacenter Automation Utilities
PowerPack, which must be installed.

The "Enrichment: Util: Load HTML Work Instructions" automation action. If the library of work
instructions included with the PowerPack contains a set of instructions for the event policy that
triggered the event, the automation action will output that set of work instructions to HTML.

If you are configuring the automation policy to send the output of the automation actions to a ticketing
system, the automation must include six actions in a specific sequence:

1.

An automation action from this PowerPack that builds a list of commands to execute on the
monitored device. There are 348 different actions of this type. This set of actions includes all
actions in the PowerPack that do not have the prefix "Enrichment: Util".

The "Enrichment: Util: Collect Enrichment Data" automation action. This action executes the list
of commands provided by the previous action and sends the output to the next automation
action in the sequence of actions.

The following action to format the output of the "CMS: Util: Collect Enrichment Data"
automation action:

o The "Enrichment: Util: Format Command Output as HTML" automation action. This
action formats the output of the "Enrichment: Util: Collect Enrichment Data" automation
action in HTML format.

o The "Enrichment: Util: Format Command Output as Plaintext" automation action. This
action formats the output of the "Enrichment: Util: Collect Enrichment Data" automation
action in plain-text format.

An automation action that performs a request to add the output of the previous action as a work
note in your ticketing system. This automation action is not supplied in the Datacenter
Advanced Enrichment Actions PowerPack. See the Prerequisites section for more information
about the requirements for this action.

The "Enrichment: Util: Load HTML Work Instructions" or "Enrichment: Util: Load Plaintext Work
Instructions" automation action. If the library of work instructions included with the

PowerPack contains a set of instructions for the event policy that triggered the event, the
automation action will output that set of work instructions. Select the HTML or Plaintext action,
depending on the format accepted by your ticketing system.
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6. An automation action that performs a request to add the output of the previous action as a work
note in your ticketing system. This should be the same automation action you added in the 4th
position in the sequence of automation actions. This automation action is not supplied in the
Datacenter Advanced Enrichment Actions PowerPack. See the Prerequisites section for more
information about the requirements for this action.

4. Optionally, supply values in the other fields on this page to refine when the automation will trigger. If you are
configuring the automation policy to send the output of the automation actions to a ticketing system, you
should ensure that the process for associating a ticket with the SL1 event occurs before this automation policy
triggers. Typically, you would use the "and ticket IS created" or "and external ticket IS created" options in the
Criteria Logic fields to do this.

5. Click [Save].

After you have configured one or more Automation Policies that use the automation actions in the Datacenter
Advanced Enrichment Actions PowerPack, you must configure credentials for the automation actions o use. See
the Configuring Device Credentials chapter for instructions on how fo do this.

Example Automation Configuration

The following is an example of an automation policy that uses the automation actions in the Datacenter Advanced
Enrichment Actions PowerPack:

Automation Policy Editor | Editing Automation Policy [696] Reset

Policy Name Policy Type o Policy State o Policy Priority . Organization o
cisco UCS Fabric Incident Enri [ | [[Active Events ] ~| [[Enabled] ~| [[Default] - [[system] v
Criteria Logic Match Logic Match Syntax
[[ severity >=] <[ [ Minor, ] < [[Textsearch] M ]
\ [and no time has elapsed ] v} Repeat Time B Align With B
| [ since the first occurrence, | v [[Only once | v\ \[Devices] VI

[ [and event is NOT cleared ]
| [and all times are valid ]

V‘ O Include events for entities other than devices (organizations, assets, etc.)

O Trigger on Child Rollup

Available Devices Aligned Devices
( ) (Al devices)
System A

AWS: Account: AIDAIHXVQSNXTUJBFOWYE

AWS: AP| Gateway Service: us-east-1 AP Gateway Service |l «

Available Events Aligned Events

'[34181 Minor: Cisco: UCS Fabric PSU Amperes has exceeded threshold.
[3412] Minor: Cisco: UCS Fabric PSU Voltage has exceeded threshold.
[3416] Minor: Cisco: UCS Fabric PSU Wattage has exceeded threshold.

( )
[3283] Critical: AKCP: AC Voltage sensor detects no current .
[3292] Critical: AKCP: DC Voltage sensor High Critical
[3293] Critical: AKCP: DC Voltage sensor Low Critical

Available Actions Aligned Actions

(1. Snippet [5]: Enrichment: Cisco-UCS: Fabric Show Commands

» b - Utl:
SNMP Trap [1]: EM7 Event Trap o . 23 Sn!ppe( [5]: Enr!chmenl. Ul!l: Collect Enrichment Da_la
. 3. Snippet [5]: Util: Show C Data HTML
SNMP Trap [1]: Example Event Trap 2. Sni 5] Enri util: W
SNMP Trap [1]: SL1 Event Trap .| B3| ¢ snivpetis): til: Load Work !
Save Save As

The policy uses the following settings:

o Policy Name. The policy is named "Cisco UCS Fabric Incident Enrichment".

o Policy Type. The policy is intended to run when an unhealthy event triggers, or is in an active state. Active
Events is selected in this field.
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Policy State. Enabled is selected in this field.

Organization. The policy is intended to execute for all devices in the system, regardless of organization, so
System is selected in this field.

Criteria Logic. The output of the actions will be viewed via the SL1 Event Console,and the actions in the
policy are not configured fo output to a ticket. As a result, the policy is configured to execute immediately
when a matching event triggers using these criteria: "Severity >= Minor, and no time has elapsed since the
first occurrence, and eventis NOT cleared, and all times are valid".

Aligned Devices. The policy is configured to trigger for all devices in the system.

Aligned Events. The actions selected for the policy collect diagnostic information about UCS Fabric
components. Therefore, the policy is configured to trigger only when the following events are triggered:

o Cisco: UCS Fabric PSU Amperes has exceeded threshold
o Cisco: UCS Fabric PSU Voltage has exceeded threshold
o Cisco: UCS Fabric PSU Wattage has exceeded threshold

Aligned Actions. Users will view the output of the automation actions in the Automation Log accessed
through the SL1 Event Console. Therefore, the automation includes four actions in the following sequence:

o Enrichment: Cisco-UCS: Fabric Show Commands
o Enrichment: Util: Collect Enrichment Data
o Enrichment: Util: Format Command Output as HTML

o Enrichment: Util: Load Work Instructions

Policy Name. The policy is named "Cisco UCS Fabric Incident Enrichment".

Policy Type. The policy is infended to run when an unhealthy event triggers, or is in an active state. Active
Events is selected in this field.

Policy State. Enabled is selected in this field.

Organization. The policy is intended to execute for all devices in the system, regardless of organization, so
System is selected in this field.

Criteria Logic. The output of the actions will be viewed via theSL1 Event Console,and the actions in the
policy are not configured fo output to a ticket. As a result, the policy is configured to execute immediately
when a matching event friggers using these criteria: "Severity >= Minor, and no time has elapsed since the
first occurrence, and eventis NOT cleared, and all times are valid".

Aligned Devices. The policy is configured to trigger for all devices in the system.

Aligned Events. The actions selected for the policy collect diagnostic information about UCS Fabric
components. Therefore, the policy is configured to trigger only when the following events are triggered:

o Cisco: UCS Fabric PSU Amperes has exceeded threshold
o Cisco: UCS Fabric PSU Voltage has exceeded threshold
o Cisco: UCS Fabric PSU Wattage has exceeded threshold

Aligned Actions. Users will view the output of the automation actions in the Automation Log accessed
through the SL1 Event Console. Therefore, the automation includes four actions in the following sequence:
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o Enrichment: Cisco-UCS: Fabric Show Commands
o Enrichment: Util: Collect Enrichment Data
o Enrichment: Util: Format Command Output as HTML

o Enrichment: Util: Load Work Instructions
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Chapter

Configuring Device Credentials

Overview

This chapter describes how to configure the credentials required by the automation actions in the Datacenter
Advanced Enrichment Actions PowerPack:

Use the following menu options to navigate the SL1 user interface:
« Toview a pop-out list of menu options, click the menu icon ().

« Toview a page containing all of the menu options, click the Advanced menu icon ( == ).

This chapter covers the following fopics:

Creating a Credential ... .. 15
Aligning Credentials to DeviCces .. ... .. . . il 15
Aligning a Credential Manually to a Device ... .. 16
Aligning a Credential Using a Device Template ... . . 16
Aligning Credentials Automatically During Discovery ... ... . . 19

NOTE: Sciencelogic provides this documentation for the convenience of Sciencelogic customers. Some of
the configuration information contained herein pertains to third-party vendor software that is subject fo
change without notice to Sciencelogic. SciencelLogic makes every attempt to maintain accurate
technical information and cannot be held responsible for defects or changes in third-party vendor
software. There is no written or implied guarantee that information contained herein will work for all
third-party variants. See the End User License Agreement (EULA) for more information.
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Creating a Credential

To use the automation actions in the PowerPack to collect data from a device, you must create an SSH or Telnet
credential that includes the username and password for that device.

NOTE: The automation actions in the PowerPack do not support SSH key-based authentication or non-
standard SSH or Telnet ports. You must use the Basic/Snippet credential type when creating
credentials for the Datacenter Advanced Enrichment Actions PowerPack.

To create a credential:

1. Gotothe Credential Management page (System > Manage > Credentials).

2. Click [Actions] and select Create Basic/Snippet credential. The Create New Basic/Snippet Credential
page appears.

3. Supply values in the following fields:

(o}

o

o

o

Credential Name. Enter a name for the credential.
Hostname/IP. Enter "%D" in this field.

Port. To use SSH to connect to the device, enter "22" in this field. To use Telnet, enter "23" in this

field.
Timeout(ms). Enter a timeout, in milliseconds, for the connection.

Username. Enter the username for a user that can login to the device using SSH or telent connect and
execute diagnostic commands.

Password. Enter the password for the user you entered in the Username field.

4. Click [Save].

Aligning Credentials to Devices

The Datacenter Advanced Enrichment Actions PowerPack includes the "Automation Remote Login" Dynamic
Application. When the "Enrichment: Util: Collect Enrichment Data" action executes, it uses the credential
associated with the "Automation Remote Login" Dynamic Application for the device associated with the triggering
event. The following sections describe how to align the "Automation Remote Login" Dynamic Application to
devices using the credentials that you created.

NOTE: For automation actions that are designed to trigger for events associated with component devices
(e.g. the automation actions for Cisco UCS components), this configuration must be performed on
the root device. The "Automation Remote Login" Dynamic Application does not need to be associated
with the component device(s).
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WARNING: During discovery, you might see a significant number of connections made to network devices,
as all Dynamic Applications that accept the Basic/Snippet credential type are tested against the
specified devices. This might include testing Dynamic Application types that are not appropriate
for network devices. Consider aligning Dynamic Applications and credentials using a device
template. For more information, see Aligning a Credential Using a Device Template"Aligning
a Credential Using a Device Template" below.

Aligning a Credential Manually to a Device

To manually align the "Automation Remote Login" Dynamic Application and credential to a device, perform the
following steps:

1. Gotothe Device Manager page (Registry > Devices > Device Manager).

2. Click the wrench icon ( .ﬁ) for the device. The Device Administration panel appears.

3. Click the [Collections] tab. The Dynamic Application Collections page appears.

4. Click the [Actions] button and select Add Dynamic Application. The Dynamic Application Alignment
modal page appears.

5. Inthe Dynamic Applications field, select Automation Remote Login. In the Credentials field, select the
credential you created in the previous section.

6. Click [Save].

Aligning a Credential Using a Device Template

You can use a device template to align the "Automation Remote Login" Dynamic Application with a specified
credential during discovery. This is useful when you want to limit the tests against certain devices (such as network
devices) during discovery.

To align the "Automation Remote Login" Dynamic Application and credential using a device template:

1. Create the credential you want to align to the devices. In this example, we will create a Cisco IOS-XR Telnet
credential.

NOTE: You will do this for each credential you want to apply for the Dynamic Application.

a. Gotothe Credential Management page (System > Manage > Credentials).
b. Select [[Actions]] and then choose Create Basic/Snippet Credential.
c. Supply values in the following fields:

o Credential Name. Specify a unique name for this credential with any combination of
alphanumeric characters.

o Hostname/IP. You can specify a particular device or use a variable, such as %D.

« Port. Specify the port to use when logging in to the device.
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« Timeout(ms). Specify a timeout value, in milliseconds, after which SL1 will stop trying to

communicate with the device.

« Username. Specify the username for the user account you will use to log in to the device.

« Password. Specify the password for the user account you identified in the previous field.

d. Click [Save].

Credential Editor [98] x
Edit Basic/Snippet Credential #98 New Reset

Basic Setfings
Credential Name

|Cisco 105-XR Tainet

Hestname/IP Port Timeout{ms)

[%D | 23 | (10000

Username Password

[cisco | [rever

the new credential.

a. Gotothe Configuration Templates page (Devices > Templates).
b. Click [[Create]]. The Device Template Editor opens.

c. Enter a Template Name in the field provided.

d. Click the Dyn Apps tab.

e.

f. Select"Automation Remote Login" as the Dynamic Application.

2. Create a device template that aligns the "Automation Remote Login" Dynamic Application, which includes

In the "Subtemplate Selections" pane, click Add New Dynamic App Sub-Template.
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g. Selectthe Credential you created in the previous step. Continuing our example, we will select "Cisco
IOS-XR Telnet".

Device Template Editor | Click [Save] to commit changes | Editing Dynamic Application Subtemplates (Click field labels to enable/disable them)

Template Name

| cConig [ ntertace | CVPolces | PortPolices | SvcPolicies | ProcPoicies | DynApps

Subtemplate Selection Template Application Behavior
1 2 Automaton R Logn Aan Dynanc Agplcton Wiy

+‘ Add New Dynamic App Sub-Templat [AII devices (align new and update collection states) ~

Dynamic Application Settings
Dynamic Application
[ tion Remote: Login ~]
Credentials Poll Rate

(Cisco 105-XR Telnet ] | Every 24 Hours ~

Dynanmic Application Presentation Object(s)

Enabled v
Enabled ~

Dynamic Application Thresholds

ata Retention | L - - - 5/ days
.t ¥

h. Click [Save].
3. Specify the device template for discovery.

a. Create adiscovery session (or edit an existing discovery session) in the Discovery Session Editor
(Devices > Discovery Sessions).

b. Selectthe device template you just created in the "Apply Device Template" chooser, as shown.
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c. Click [Save].

Discovery Session Editor | Editing Session [5] New Reset
ion Information
Name [Clsco I0S-XR (7] | Description ) 2]
IP and Credentials Detection and Scanning Basic Settings
IP Address/Hostname Discovery List Initial Scan Level Discover  Model
106417273 9 [ [ System Default (recommended) | ~| @ | Non-SNMP  Devices DHCP
(7] (2] oe
Scan Throttle
¥ [ [ System Defautt (recommended) | v @
Uplozd File Pt Sem Al IPa : Device Model Cache TTL (h) @
(Browse for e @ | [[System Defoui v @
Port Scan Timeout Collection Server PID: 2
SNMP Credentials ([Systam Defaul v @ | [(escoms) v @
] @
SNMP - Detection Method & Port Organi
Cisco SNMPy2 - Example | | @ | [[System] v @
Cisco SNMPV3 - Example [ Default Method | ~
Cisco: CSP SNMP Port 161 Example UDP: 161 SNMP [ Choose a Template |
Cisco: CSP SNMP Part 1610 Exampl TCP: 1 - tepmux Cisco [0S-XR Telnet P
Dell EMC: Isilon SNMPv2 Example TCP: 2 - compressnet Cisco AppDynami cation Template.
EM7 Default V2 TCP- 3 - compressnet Cisco: CE Series
EMT Default V3 TCP5 - rje Cisco: UCS Standalone Template
IPSLA Example - TCP: 7 - echo Host Agent: Dynamic Applications
RPN S S SN TCP- 9 - discard LayerX Arbitrator Moritoring
Other Credentials TCP: 11 - systat LavarXiRepatarMonong
[ | @ | [16P 13- daytime ScienceLogic Agent: Dynamic Applications
— e oo ScienceLogic Integration Service
Basic/Snippet a TOP- 17 - qotd. ) _ - Support: SL1 Active DB/VIP
Cisco CUCM Example # ‘ Support: SL1 Application Portal
Cisco I0S-XR Telnst (800000 ] Support: SL1 Callector
Gisco Meeting Server Example A Support: SL1 Message Collector
Cisco VOS CUC Cluster Status aximum Afifed Intrtacss UCS Template
Cisco VOS IM&P Cluster Status [10000 ) VMuware vSphere Template 6.2
Cisco: ACI Sample Credential (%) VMware vSphere Template 6.7
Cisco: CSP Example Bypass Interface Inventory VMware vSphere Template Example
Citrix XenServer Guardians - 0O [Chooss a Template | v @
Log All
e

Aligning Credentials Automatically During Discovery

The "Automation Remote Login" Dynamic Application includes a discovery object that you can use to automatically
align the Dynamic Application to devices during discovery. To configure a discovery session to automatically align
the "Automation Remote Login" Dynamic Application, select the credential you created in the previous section in
the Other Credenttials field in the Discovery Session Editor.

Configuring Device Credentials



© 2003 - 2020, Sciencelogic, Inc.
All rights reserved.
LIMITATION OF LIABILITY AND GENERAL DISCLAIMER

ALL INFORMATION AVAILABLE IN THIS GUIDE IS PROVIDED "AS IS," WITHOUT WARRANTY OF ANY
KIND, EITHER EXPRESS OR IMPLIED. SCIENCELOGIC™ AND ITS SUPPLIERS DISCLAIM ALL WARRANTIES,
EXPRESS OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE OR NON-INFRINGEMENT.

Although Sciencelogic™ has attempted to provide accurate information on this Site, information on this Site
may contain inadvertent technical inaccuracies or typographical errors, and Sciencelogic™ assumes no
responsibility for the accuracy of the information. Information may be changed or updated without notice.
Sciencelogic™ may also make improvements and / or changes in the products or services described in this
Site at any time without notice.

Copyrights and Trademarks

Sciencelogic, the Sciencelogic logo, and EM7 are trademarks of Sciencelogic, Inc. in the United States,
other countries, or both.

Below is a list of frademarks and service marks that should be credited to Sciencelogic, Inc. The ® and ™
symbols reflect the trademark registration status in the U.S. Patent and Trademark Office and may not be
appropriate for materials to be distributed outside the United States.

« Sciencelogic™

e EM7™ andem7™

o Simplify IT™

o Dynamic Application™

« Relational Infrastructure Management ™

The absence of a product or service name, slogan or logo from this list does not constitute a waiver of
Sciencelogic’s frademark or other intellectual property rights concerning that name, slogan, or logo.

Please note that laws concerning use of trademarks or product names vary by country. Always consult a
local attorney for additional guidance.

Other

If any provision of this agreement shall be unlawful, void, or for any reason unenforceable, then that
provision shall be deemed severable from this agreement and shall not affect the validity and enforceability
of any remaining provisions. This is the entire agreement between the parties relating to the matters
contained herein.

In the U.S. and other jurisdictions, trademark owners have a duty to police the use of their marks. Therefore,
if you become aware of any improper use of ScienceLogic Trademarks, including infringement or
counterfeiting by third parties, report them to Science Logic’s legal department immediately. Report as much
detail as possible about the misuse, including the name of the party, contact information, and copies or
photographs of the potential misuse to: legal@sciencelogic.com



»

Sciencelogic

800-SCI-LOGIC (1-800-724-5644)

International: +1-703-354-1010



	Introduction to the Datacenter Advanced Enrichment Actions PowerPack
	What is the Datacenter Advanced Enrichment Actions PowerPack?
	What Technologies are Supported?
	Installing the Datacenter Advanced Enrichment Actions PowerPack
	Overview of Configuring the Datacenter Advanced Enrichment Actions PowerPack
	Unsupported Configurations

	Creating Automation Policies
	Prerequisites
	Creating an Automation Policy
	Example Automation Configuration

	Configuring Device Credentials
	Creating a Credential
	Aligning Credentials to Devices
	Aligning a Credential Manually to a Device
	Aligning a Credential Using a Device Template
	Aligning Credentials Automatically During Discovery



