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Chapter

Introduction to Devices

Overview

This manual describes:

o How data is collected from monitored devices by the Sciencelogic platform.

o How that data is displayed in the user interface.

o How to configure settings and monitoring policies that control how data is collected from devices.
A shorter version of this manual is available, Device Records and Data, that covers only the first two topics. If you
have already read the Device Records and Data manual, you have already read the following sections in this
manual:

o Allofchapters 1-3,5-7,10,and 12.

o The sectionsin chapters 4, 8,9, 11, 13, 14, and 15 that describe how to view data.

What is a Device?

Devices are all networked hardware in your network. SL1 can monitor any device on your network, even if your
organization uses a geographically diverse network. For each managed device, you can monitor status, create
policies, define thresholds, and receive notifications (among other features). Some of the devices that SL1 can
monitor are:

« Bridges

» Copiers

o Firewalls

e Load Balancers
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o Modems

o PDU Systems
o Probes

o Printers

« Routers

o Security Devices
o Servers

o Switches

o Telephony

o Terminals

o Traffic shapers
o UPS Systems

o Workstations

In SLT, devices also include component devices and virtual devices.

What is a Device Record?

As part of monitoring your network, SL1 collects data using common networking protocols. Most collected data is
associated with a device in SL1. A device in SL1 is a record that can represent:

o Physical network hardware, for example, servers, switches, routers, printers, efc.
o Acomponentof a larger system, for example, a data store in a hypervisor system, a blade server, efc.

« Any other entity about which you want to collect data, but want or need to associate that data with a container
that does not correspond directly to a physical device or a component. For example, you might configure a
device record that represents a web site or a cloud service.

How Does the Sciencelogic Platform Manage Devices?

o Using discovery, the Sciencelogic platform automatically discovers all hardware and hardware-components
in your network. The platform can also automatically discover most software applications running in your
network.

o Using Dynamic Applications, the platform can automatically discover component devices.

o During discovery, devices are categorized by device class and device category for quick identification. You
can customize device classes and device categories and also define custom device classes and device
categories.

o Inthe platform's [Registry] tab, you can view details about each discovered device, including IP address and
MAC address, operating system, hardware components (like CPU, RAM, swap, file systems), interfaces,
open ports, and installed software.
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o Foreach device, you can use the Device Administration panel to define configuration and policies for the
device.

o Foreach device, you can use the Device Reports panel to view details about the device, including graphical
reports.

« The Sciencelogic platform can monitor bandwidth usage for each discovered network interface. The
platform can generate reports and billing documents for each network interface.

NOTE: The Sciencelogic platform includes pre-defined events (sometimes called "alerts" in other
applications). An event is a message that is triggered when a specified condition is met. Among other
things, an event can signal that a server has gone down, that a device is exceeding CPU or disk-
space thresholds, that communication with a device has failed, or simply display the status of a device
or component. You can define and customize events to best fit your infrastructure. Events can be
viewed through the platform, sent to users' email accounts, and sent to users' pagers or cell phones.

« You can define customized performance thresholds and hardware thresholds for a device. The platform can
generate events based on these thresholds.

o The platform monitors availability and latency for each device. You can define availability and latency
thresholds. The platform also generates graphical reports on each device's availability and latency.

o The platform monitors open ports. Based on user-defined policies, the Sciencelogic platform can generate
an event when a new port is opened on any device in the network.

o The platform can monitor port-availability for each port in the network.
o The platform can discover and monitor the hardware components of each device.
o The platform can discover and monitor the software running on each device.

o The platform can monitor system processes and Windows services running on a device. Based on user-
defined policies, the platform can generate an event when a process or service is running or when a process
or service is not running and should be.

« You can use device groups and device templates to automate the configuration and policies for multiple
devices.

o You can create a virtual device to store data that you want to manage with the platform but that can't be
associated with a traditional device or that you don't want associated with a traditional device.

« You can monitor ESX servers and VMware "guest" devices as you would monitor any other hardware-
based device.

« You can create parent and child relationships between devices. These relationships allow you to use a single
solution to resolve problems for the related devices.

« You can create asset records for one, multiple, or all devices in the network. The Sciencelogic platform
automatically populates as many fields as possible, using information retrieved during discovery.

o The Sciencelogic platform includes an exhaustive list of real-time, dynamic, graphical reports to display
trends and status for individual devices, groups of devices, or the entire network. These reports can be saved
in multiple formats and can be printed.
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Chapter

Device Concepts and Terminology

What is Discovery?

Discovery is the tool that automatically finds all the hardware-based devices, hardware components, and software
applications in your network. You must provide the discovery tool with a range or list of IP addresses and/or a list of
fully-qualified domain names (hostnames), and the discovery tool determines if a device, hardware component, or
software application exists at each IP address. For each device, hardware component, or software application the
discovery tool "discovers", the discovery tool can collect a list of open ports, DNS information, SSL certificates, list of
network interfaces, device classes to align with the device, topology information, and basic SNMP information
about the device. The discovery tool also determines which (if any) Dynamic Applications to align with the device.

If the discovery tool finds Dynamic Applications to align with the device, the discovery tool triggers collection for
each aligned Dynamic Application.

For more information about discovery, see the Discovery & Credentials manual.

What is Virtualization?

Virtualization is when multiple virtual machines run on a single hardware platform. Each virtual machine is a
software-based implementation of a computer that executes programs like a hardware-based computer. A virtual
machine provides a platform on which you can run an operating system and software applications. For example, a
single server could contain a virtual machine running Windows and Windows applications, another VM running
Linux and Linux applications, another VM running BSD and BSD applications, and another running Macintosh OS
and Macintosh applications.

A hypervisor is the software that allows one or more virtual machines to run on a single hardware platform. The
hypervisor software allows the virtual machines to share the RAM, CPU, and disk space on the hardware platform.

Each virtual machine can run its own operating system. A virtual machine can provide an alternate instruction set
from the hardware-based computer.
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Virtual machines are frequently used to:

« Run multiple operating systems on a single computer.
« Consolidate hardware servers and run multiple server applications on a single server.

« Provide multiple, isolated development environments.

What is a Dynamic Application?

Dynamic Applications are the customizable policies that tell the platform what data to collect from devices and
applications. For example, suppose you want to monitor a MySQL database running on a device in your network.
Suppose you want to know how many insert operations are performed on the MySQL database. You can create or
edit a Dynamic Application that monitors inserts. Every five minutes (for example), the platform could check the
number of insert operations performed on the MySQL database. The platform can use the retrieved data to trigger
events and/or to create performance reports.

The Sciencelogic platform includes Dynamic Applications for the most common hardware and software. You can
customize these default Dynamic Applications to suit your environment. You can also create custom Dynamic
Applications.

The platform's Dynamic Applications support a variety of protocols, to ensure that the platform can always
communicate with the devices and applications in your network and retrieve information from them. Dynamic
Applications can use the following protocols to communicate with devices:

o SNMP

« SQL

o« XML

o SOAP

o XSLT (uses SOAP and XSLT to convert XML data to a new format)

o WMI (Windows Management Instrumentation), including WMI and WBEM

o Windows PowerShell

o Custom Python applications (called "snippets") for proprietary or more complex data retrieval

What is a Credential?

Credentials are access profiles (usually username, password, and any additional information required for access)
that allow the Sciencelogic platform to retrieve information from devices and from software applications on
devices.

o Discovery uses SNMP credentials to retrieve SNMP information during initial discovery and nightly auto-
discovery. If the platform can connect o a device with an SNMP credential, the platform deems that device
"manageable" in the platform.
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o Dynamic Applications use credentials to retrieve SNMP information, database information,
SOAP information, XML information, XSLT information, and WM information.

o Proxied Web Services use SOAP/XML Host credentials to pass authentication information to external web
services.

» The Sciencelogic platform includes a type of credential called "Basic/Snippet" that is not bound to a specific
authentication protocol. You can use this type of credential for Dynamic Applications of type "WMI", of type
"snippet', and when defining system backups. "Basic/Snippet" credentials can also be used for monitoring
Windows devices using PowerShell.

o The Sciencelogic platform includes a type of credential that allows the platform to communicate with an
LDAP or Active Directory system. For details on integrating the platform with LDAP or Active Directory, see the
manual Using Active Directory and LDAP.

o The Sciencelogic platform includes a type of credential that allows Dynamic Applications of type "Snippet" to
use SSH to communicate with a remote device. To use these Dynamic Applications, you must define an SSH
credential.

» The Sciencelogic platform includes a type of credential that allows Dynamic Applications fo refrieve data
from Windows devices. If you align a Dynamic Application for PowerShell with a PowerShell credential, the
Sciencelogic platform assumes that you want to use its built-in agentless transport fo communicate with
Windows devices.

If necessary, a single device can use multiple credentials. If more than one agent or application is running on the
device, each agent or application can be associated with its own credential. During discovery, the platform will use
the appropriate credential for each agent.

For example, suppose you want the platform to discover a device that supports SNMP v2. To retrieve SNMP data
from that device, the platform must use a valid SNMP v2 read-only community string. So we would first go to the
device and define the SNMP read-only community string. Then we would return to the platform and create a
credential in the Sciencelogic system, using that community string. This new credential would allow discovery to
retrieve SNMP data from the device.

Now suppose this same device also includes a MySQL database. Suppose you want the platform to use a Dynamic
Application to monitor that database. To retrieve data from the database, the platform must use a valid username
and password for that database. So we would first go to the device that hosts the MySQL database and create a
database username and database password for the platform to use. Then we would return to the platform and
create a credential in the Sciencelogic system. The credential would include the database username and
database password for the MySQL database. This credential would allow the Dynamic Application to retrieve data
about the MySQL database.

For more information about credentials, see the Discovery & Credentials manual.

What is a Virtual Device?

A virtual device is a contfainer for collected data. A virtual device can be used when you want to:

« Monitor a device or application that doesn't support TCP/IP, SNMP, or both. The device's data can be
pushed to the Sciencelogic platform via another method (for example, email) and stored in a virtual device.
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« Monitor multiple SNMP agents on a single device. In such a case, one of the SNMP agents (for example, a
hardware agent) can be associated with the device and another SNMP agent (for example, an agent that
monitors a software application) can be associated with a virtual device.

« Isolate and monitor specific parameters separately from their originating device. For example, you might
want to monitor a database and keep its data separate from the hardware data you are collecting from the
host device.

What are Component Devices?

The Sciencelogic platform uses Dynamic Applications fo retrieve data from a management device and discover
each entity managed by that management device. The Sciencelogic platform then uses that retrieved data to
create a device for each managed entity. In some cases, the managed entities are nested.

« Inthe Sciencelogic platform a managed entity is called a component device. A component device is an
entity that runs under the control of a physical management device.

o Inthe platform, the root device is the physical device that manages one or more component devices.

o Inthe platform, a parent device is a device that has associated entities modeled as component devices. A
parent device can be either a root device or another component device.

For example, in a Cisco UCS system, the platform might discover a physical server that hosts the UCS manager.
The platform might discover a chassis as a component device. The chassis is a child device to the physical server;
the physical server is the root device. The platform might also discover a blade as a component device that is part
ofthe chassis. The blade is a child device to the chassis. The chassis is the parent device.

The Device Components page displays all root devices and component devices in an indented view, so you can
easily view the hierarchy and relationships between child devices, parent devices, and root devices.

Depending on your Key Privileges, you can access the Device Management tools, the Device Administration tools,
view details about each device's interfaces, generate and print a report about a device, file a ticket about a device,
view an asset record for a device, and perform bulk administrative tasks from this page.

What is a Device Class?

In the Sciencelogic platform, each device is associated with a device class. Typically, device classes map toa
make/model pair. When possible, the Sciencelogic platform automatically assigns each discovered device to a
device class. Device classes determine:

« How devices are represented in the user inferface.

o Whether the device is a physical device or a virtual device.

« How managed devices are discovered with the discovery tool.
The Sciencelogic platform includes already-defined device classes for the most popular hardware. The Device

Class Editor page allows advanced administrators fo define new or legacy device classes in the platform and to
customize properties of existing device classes.
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Most TCP/IP-compliant devices have an internally-defined class ID, called the System Obiject ID and abbreviated
to SysObijectlD. This SysObijectlD is an SNMP OID defined by the manufacturer. Each manufacturer specifies a
SysObijectD for each different hardware model. In the platform, each SNMP device class is associated with a
SysObijectD. During initial discovery, the platform searches each device for the SysObjectlD and assigns each
device to the appropriate device class.

The Sciencelogic platform also includes device classes for devices that do not support SNMP. These device
classes are associated with values returned by nmap. The platform runs nmap against each device during
discovery.

What is a Device Category?

A device category is a logical categorization of a device by primary function; for example, "server", "switch", or
"router". The Sciencelogic platform uses device categories to group related devices in reports and views.

Device categories are paired with device classes to organize and describe discovered devices. Device class
usually describes the manufacturer. Device category describes the function of the hardware. Each device class can
include a device category.

NOTE: "Reserved" device categories are those device categories required by the Sciencelogic platform.
These device categories cannot be edited or deleted. If a device category does not display the bomb

icon (&), the device category is a reserved device category and cannot be deleted.

What is an Asset Record?

An asset record is a collection of relevant information about an asset. In the Sciencelogic platform, asset records
are usually created for hardware devices.

In the Sciencelogic platform, asset records can contain information about:

e The name, make, and model of a device.

o The serial number of a device.

o Function and status of the device.

o Networking information, like host ID, IP address, and DNS server for the device.

o Hardware information like amount of memory, CPU, and BIOS or EPROM version.

« Physical location of the device.

« Vendor information for the device, including PO or check number, warranty policy, and service policy.
« Description of the network interface.

o Description of each hardware component (if applicable).

« Description of installed software (if applicable).
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The Sciencelogic platform will populate as many fields as possible automatically, using data retrieved during
discovery and collections. You can enter values in all the fields or in only those fields that are required for your
business processes.

You can specify which asset fields will be populated from data retrieved during discovery and collections and which

fields will be populated manually. To specify this behavior, go to the Asset Automation page (System > Settings
> Assefts).

What is the Sciencelogic agent?

A Sciencelogic agent is a program that runs on a device or element monitored by SL1. An agent collects data

from the device, inferface, or other element and pushes that data back o SL1. You can install and use multiple
agents, as needed.

Because an agent is always running on a device, an agent can collect more granular data than can be collected by
polling the device periodically. You can monitor devices using agents or by SL1 polling the device, or you can use

both methods.

For more information about installing and configuring the Sciencelogic agent, see the chapter The Sciencelogic
Agent.
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Chapter

Overview of Collection and Data

Overview

This section describes the process of data collection as well as the types of data that the Sciencelogic platform can
collect. This section also describes collection using the Sciencelogic agent, including how to install the agent on a
Windows or Linux device.

What Is Collection?

Collection is the tool that retrieves policy-based information and Dynamic Application-based information from a
device. After a device is discovered, you can define monitoring policies for that device in the Sciencelogic
platform. For example, if you define a policy to monitor a system process, the collection tool retrieves that
information.

o Dynamic Applications use collection processes to collect data.

» Monitoring Policies for devices also trigger collection. These polices include:

o Domain Name Policies

o Email Round-Trip policies

o SOAP/XML Transaction policies
o System Process Policies

o TCP/IP Port Policies

o Web Content Policies

o Windows Services Policies

Overview of Collection and Data 10




o The Sciencelogic platform automatically collects the following about each managed device:

o Device availability and device latency
o Network topology

o File system information, if available

o Alist of open ports

o Bandwidth-usage

o The Sciencelogic agent automatically collects the following about each device on which it is installed:

o Device availability

o Device performance and configuration metrics
o Alist of open ports

o Log information

o System processes

What Kind of Data Can the Sciencelogic Platform Collect?

Using discovery, the Sciencelogic platform automatically discovers all hardware and hardware-components
in your network. The platform can also automatically discover most software applications running in your
network.

Using Dynamic Applications, the platform can automatically discover component devices.

During discovery, devices are categorized by device class and device category for quick identification. You
can customize device classes and device categories and also define custom device classes and device
categories.

In the platform's [Registry] tab, you can view details about each discovered device, including IP address and
MAC address, operating system, hardware components (like CPU, RAM, swap, file systems), interfaces,
open ports, and installed software.

For each device, you can use the Device Administration panel to define configuration and policies for the
device.

For each device, you can use the Device Reports panel to view details about the device, including graphical
reports.

The Sciencelogic platform can monitor bandwidth usage for each discovered network interface. The
platform can generate reports and billing documents for each network interface.

NOTE: The Sciencelogic platform includes pre-defined events (sometimes called "alerts" in other

applications). An event is a message that is triggered when a specified condition is met. Among other
things, an event can signal that a server has gone down, that a device is exceeding CPU or disk-
space thresholds, that communication with a device has failed, or simply display the status of a device
or component. You can define and customize events to best fit your infrastructure. Events can be
viewed through the platform, sent to users' email accounts, and sent to users' pagers or cell phones.
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o You can define customized performance thresholds and hardware thresholds for a device. The platform can
generate events based on these thresholds.

o The platform monitors availability and latency for each device. You can define availability and latency
thresholds. The platform also generates graphical reports on each device's availability and latency.

o The platform monitors open ports. Based on user-defined policies, the Sciencelogic platform can generate
an event when a new port is opened on any device in the network.

o The platform can monitor port-availability for each port in the network.
o The platform can discover and monitor the hardware components of each device.
o The platform can discover and monitor the software running on each device.

o The platform can monitor system processes and Windows services running on a device. Based on user-
defined policies, the platform can generate an event when a process or service is running or when a process
or service is not running and should be.

« You can use device groups and device templates to automate the configuration and policies for multiple
devices.

« You can create a virtual device to store data that you want to manage with the platform but that can't be
associated with a traditional device or that you don't want associated with a traditional device.

o You can monitor ESX servers and VMware "guest" devices as you would monitor any other hardware-
based device.

« You can create parent and child relationships between devices. These relationships allow you to use a single
solution to resolve problems for the related devices.

« You can create asset records for one, multiple, or all devices in the network. The Sciencelogic platform
automatically populates as many fields as possible, using information retrieved during discovery.

o The Sciencelogic platform includes an exhaustive list of real-time, dynamic, graphical reports to display
trends and status for individual devices, groups of devices, or the entire network. These reports can be saved
in multiple formats and can be printed.

What Kind of Data can the Sciencelogic agent Collect?

A Sciencelogic agent collects the following data:

« Device Availability. SL1 can determine the availability state of a device (available or unavailable) and
generate trended availability graphs based on uptime data collected by the agent.

o Host Performance Metrics. Using a Dynamic Application, SL1 translates data provided by an Sciencelogic
agent to trend the following metrics:
o Overall CPU Utilization
o Per-Processor CPU Utilization
o Disk Average Queue Length
o Disk Utilization

o Memory Utilization
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o Network Bytes Read
o Network Bytes Written

These metrics can be viewed in the [Performance] tab in the Device Reports panel.
« Host Configuration. Using a Dynamic Application, SL1 collects the following configuration data based on
data provided by the agent:
o The number and speed of the installed CPUs
o The overall and per-disk storage size

o The amount of installed memory
The collected configuration data can be viewed in the [Configs] tab in the Device Reports panel.

« System Processes. The agent collects a list of all processes running on the device. The list of processes is
displayed in the [Processes] tab in the Device Reports panel. Monitoring policies can be configured to trend
and alert on process availability, process CPU usage, and process memory usage.

« Open Ports. The agent collects a list of open TCP and UDP ports on the device. The list of open ports is
displayed in the [TCP/UDP Ports] tab in the Device Reports panel. Monitoring policies can be configured to
trend and alert on port availability.

o Logs. The agent can be configured to push logs that match specific criteria from a log file or the Windows
Event Log to SL1. Logs collected by the agent appear in the Device Logs page for a device and can be
configured fo trigger events.

What is Device Availability?

Availability means a device's ability o accept connections and data from the network. During polling, a device has
two possible availability values:

e 100%. Device is up and running.

o 0%. Device is not accepting connections and data from the network.

By default, the method the platform uses to monitor availability of the device is determined by the first method of
discovery:

o Ifthe agentis installed and creates a device record before the device is discovered as an SNMP or pingable
device, availability is measured based on whether the agent is reporting data to the platform.
o Ifthe device is discovered as an SNMP or pingable device before the agent is installed, availability is

measured based on the method used to discover the device (SNMP, ICMP, or TCP).

If a device or interface becomes unavailable multiple times in a specified time frame, the platform can generate
an "availability flapping" event. By default, the platform generates an event if a device becomes unavailable three
times in an hour, or if an inferface becomes unavailable three times in twenty-four hours.

To generate availability reports, the platform must be configured to collect availability and latency data from
devices. The following section describes how to configure the platform to collect this data.
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NOTE: Unlike for hardware-based devices, the Sciencelogic platform does not use use an ICMP, TCP, or
UDP to monitor availability for component devices. Component Devices use a Dynamic Application
collection object to measure availability. The platform polls component devices for availability at the
frequency defined in the Dynamic Application. For details, see the description of the Component
Identifier field in the Collection Objects page.

What is Device Latency?

Latency means the amount of time it takes the Sciencelogic platform to communicate with a device. Specifically,
latency refers to the amount of time between when the platform initiates communication with a device and when
the device responds and allows communication. Latency is expressed in milliseconds (ms).

The Sciencelogic platform uses ports to monitor a device's latency. You specify which ports to use for device latency
in the Device Properties page.

Monitoring Policies

For each device in the Sciencelogic platform, you can define the following types of monitoring policies:
o Domain Name policies. Monitor the availability and lookup time for a specific domain-name server and a
specific record on a domain-name server.

o Email Round-Trip policies. Monitor the amount of time it takes to send an email message from the
Sciencelogic platform to an external mail server and then back to the platform.

« SOAP/XML Transaction policies. Monitor any server-to-server transactions that use HTTP and can post files
or forms (for example, SOAP/XML, email, or RSS feeds). Periodically, the platform sends a request and some
data and then examines the result of the fransaction and compares it to a specified expression match.

« System Process policies. Monitor the device and look for the specified system process. You can define a
process policy that also specifies:

o How much memory a process can use.
o How many instances of a process can run simultaneously.
o Whether or notto generate an event if the process is running.
o TCP/IP Port policies. Monitor poris for availability every five minutes. If a port is not available, the platform
creates an event. The data gathered by the port policy is used to create port-availability reports.

« Web Content policies. Monitor a website for specific content. The Sciencelogic platform will periodically
check the website for specified content. If the content cannot be found on the website, the platform will
generate an event.
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« Windows Service policies. Monitor the device and look for the specified service. You can define a service
policy so that:
o The Sciencelogic platform generates an event if the service is not running.
o The Sciencelogic platform generates an event if the service is running.
o The Sciencelogic platform starts, pauses, or restarts the service.
o The Sciencelogic platform reboots or shuts down the device.
o The Sciencelogic platform triggers the execution of a script (script must reside on the device).

You can define these policies either from the Device Administration panel of a device or from the pages in
Registry > Monitors section.
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Chapter

Device Registry Pages

Viewing the List of All Devices

After running discovery for the first time, you can view the list of discovered devices in the Device Manager page.
To access the Device Manager page, go to Registry > Devices > Device Manager:
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The Device Manager displays the following information about each device:

TIP: To sort the list of devices, click on a column heading. The list will be sorted by the column value, in

ascending order. To sort the list by descending order, click the column heading again.

Device Name. Name of the device. For devices running SNMP or with DNS entries, the name is discovered
automatically. For devices without SNMP or DNS entries, the device's IP address will appear in this field.

Device Hostname. For devices that are discovered and managed by hosthame (instead of IP address), this
field displays the fully qualified hostname for the device.

IP Address. The IP address of the device.

Device Category. The category assigned to the device. Categories include servers, routers, switches,
firewalls, and printers, among others. The category is automatically assigned during discovery, at the same
time as the as Device Class/Sub-Class.

Device Class/Device Sub-Class. The manufacturer (device class) and type of device (sub-class). The
Device Class/Sub-Class is automatically assigned during discovery, at the same time as the Category.

DID. Device ID. This is a unique number automatically assigned to the device by the platform.
Organization. The Organization to which the device is assigned.

Current State. Condition of the device, based upon events generated by the device. Condition can be one
of the following:

o Critical. Device has a serious problem that requires immediate aftention.
o Major. Device has a problem that requires immediate aftention.

o Minor. Device has a less-serious problem.

o Notice. Device has an informational event associated with it.

o Healthy. Device is running with no problems.

NOTE: The appearance of the Current State field depends upon value in the Show Severity Badges field

in your user preferences. If the Show Severity Badges field is enabled, the value in the Current
State column will be displayed as a color-coded badge. If the Show Severity Badges field is not
enabled, the value in the Device Name column and the value in the Current State column will be
painted with the severity color.

o Collection Group. Specifies the collector group to which the device belongs. Collector Groups are defined

in the Collector Group Management page (System > Settings > Collector Groups) and specify a primary
Data Collector and an optional failover collector. A Data Collector server is the appliance that gathers data
from the device. For All-In-One Appliances, this field displays only the built-in Collector Group (and any
virtual Collector Groups).

« Collection State. Collection state can be one of the following:

o Active. The Sciencelogic platform is collecting data from the device.
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o Unavailable. The Sciencelogic platform cannot connect to the device, and will not collect data from
the device until the device becomes available.

o Disabled. The Sciencelogic platform is not currently collecting data from the device.
o Component Vanished. The component device has vanished, i.e. is not currently being reported by its

root device. The Sciencelogic platform cannot collect data from the device at this time.

o SNMP Credential. Primary credential used by the platform to retrieve SNMP information about the device.

NOTE: Your organization membership(s) might affect the display in the SNMP Credential column. For
details, see the Discovery and Credentials manual.

o SNMP Version. The version of SNMP used by the SNMP Credential.

o SLAgent. Indicates if the Sciencelogic agent is installed on the device. If the agentis installed on the device,
see SL Agent column displays a gear icon that can be used to access agent settings. For more information
about editing Agent seftings, see the Monitoring Using the Agent manual. The SL Agent column does not
appear on the Device Manager page by default. For more information about adding or removing columns
on the Device Manager page, see the Device Manager Preferences section.

« Tools. Displays icons for managing devices. The choices are:

o Device Administration ( 'ﬁ). Leads to the Device Properties page, where you can define basic device
parameters and parameters for discovery. From the Device Properties page, you can also access the
other pages in the Device Administration tools.

o Device Management (rl'ﬂ). Leads to the Device Summary page, where you can see reports and logs
related to the device. From the Device Summary page, you can also access the other pages in the
Device Reports tools.

o Root Device (=’1). Indicates that the device is a component device. Leads to the Device Properties
page of the root device for the component device. In the platform, the root device is the physical
device that hosts the system that manages the component device.

o Parent Device (). Indicates that the device is component device. Leads to the Device Properties
page of the parent device for the component device. In the platform, the parent device can be either
another component device or a physical device. A parent device can be either: a the component
device between the current component device and the next layer in the component-device hierarchy
or a root device.

o Interfaces (). Leads to the Interfaces Found page, where you can view details about each network
interface on the device. For details on device interfaces, see the Device Management manual.

o Print Report (™). Generates a report for the selected icon. Spawns the Report Selector page, where
you can specify the information to include in the report (Full Report, Status, Config, Hardware, Notes,
Software, Processes, Network, Events, and Health) and the format in which the report will be
generated (Create Report as HTML Document, Create Report as PDF Document, Create Report as
MS Word Document, or Create Report as MS Excel Document).
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o Create Ticket (E"). Leads to the Ticket Editor page, where you can define and file a new ticket for the
device. For details on creating tickets, see the manual Ticketing.

o View Asset Record( m‘) This icon appears if an asset record has already been defined for the device.
This icon leads to the Asset Properties page, where you can view the asset record for the device.

o Create Asset Record (5). This icon appears if an asset record has not been defined for the device.
This icon leads to the Asset Properties page, where you can create an asset record for the device.

o Checkbox (). Applies the action in the Select Action drop-down to the device. To select all
checkboxes (i.e., to select all devices), select the large red check icon.

Device Manager Preferences

The Device Manager Preferences page allows you to customize the display and behavior of the Device
Manager page. To access this page, go to the Device Manager page, select the [Actions] menu, and then
choose Device Manager Preferences.

In the Device Manager Preferences page, you can customize the following:

« Device Manager Columns. In this list, you can select the default columns to be displayed in the Device
Manager page.

Edit Device Manager Prefi

Device Manager Preferences

Device Manager Columns
[Device Mame] -
Device Hostname

[IP Address]

[Device Cateqory]

[Device Class | Sub-dass]

[DID]

[Organization]
[Current State]
[Collection Group]
[Collection State]
[SMMF Credential]
[SNMP Version]
Agent
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NOTE: When you edit the list of columns in the Device Manager Columns field, the selected list of columns
in the Account Preferences page is automatically updated. When you edit the list of columns in the
Account Preferences page, the selected list of columns in this page is updated.

Filtering the List of Devices

You can filter the list on the Device Manager page by one or more parameters. Only devices that meet all the
filter criteria will be displayed in the Device Manager page.

Tofilter by each parameter except Current State, enter text info the desired filter-while-you-type field. The Device
Manager page searches for devices that match the text, including partial matches. By default, the cursor is placed
in the left-most filtler-while-you-type field. You can use the <Tab> key or your mouse fo move your cursor through
the fields. The list of devices is dynamically updated as you type. Text matches are not case-sensitive.

You can also use special characters to filter each parameter.
Filter the list by one or more of the following parameters:

o Device Name. You can enter text to match, including special characters, and the Device Manager page
will display only devices that have a matching device name.

« Device Hostname. You can enter text to match, including special characters, and the Device Manager
page will display only devices that have a matching hostname.

o IP Address. You can enfer text to match, including special characters, and the Device Manager page will
display only devices that have a matching IP address.

« Device Category. You can enter text to match, including special characters, and the Device Manager page
will display only devices that have a matching device category.

« Device Class. You can enter text to match, including special characters, and the Device Manager page will
display only devices that have a matching device class.

o DID. You can enter text to match, including special characters, and the Device Manager page will display
only devices that have a matching device ID.

o Organization. You can enter fext to match, including special characters, and the Device Manager page
will display only devices that have a matching organization.

o Current State >=. Specifies the device's current state. Only those devices that match all the previously
selected fields and have the specified condition will be displayed. A device's condition is determined by its
most severe, outstanding event. The choices are:

o >=Healthy. Include devices with a condition of "Healthy" or greater. This will include all devices.

o >=Notice. Include devices with a condition of "Notice" or greater. This means, include devices with a
condition of "Notice", "Minor", "Major", and "Critical".

o >=Minor. Include devices with a condition of "Minor" or greater. This means, include devices with a
condition of "Minor", "Major", and "Critical".
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o >=Major. Include devices with a condition of "Major" or greater. This means, include devices with a
condition of "Major" and "Critical".

o >=Critical. Include devices with a condition of "Critical" or greater. This means, include devices with
a condition of "Critical', because there is no "greater" condition.

o Collection Group. You can enfer fext to match, including special characters, and the Device Manager
page will display only devices that have a matching Collector Group.

« Collection State. You can enter text to match, including special characters, and the Device Manager page
will display only devices that have a matching Collection State.

o SNMP Credential. You can enfer fext to match, including special characters, and the Device Managerr
page will display only devices that have a matching SNMP credential.

o SNMP Version. You can enfer text to match, including special characters, and the Device Manager page
will display only devices that have a matching SNMP version.

TIP: To return to the default list of events, select the [Reset] button.

Special Characters

You can include the following special characters to filter by each column except those that display date and time:

NOTE: When searching for a string, the Sciencelogic platform will match substrings by default, even if you do
not include any special characters. For example, searching for "hel" will match both "hello" and
"helicopter'. When searching for a numeric value, the Sciencelogic platform will not match a
substring unless you use a special character.

String and Numeric
e , (comma). Specifies an "OR" operation. Works for string and numeric values. For example:
"dell, micro" matches all values that contain the string "dell" OR the string "micro".
o & (ampersand). Specifies an "AND " operation. Works for string and numeric values. For example:

"dell & micro" matches all values that contain both the string "dell" AND the string "micro”, in any order.
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o | (exclamation point). Specifies a "not" operation. Works for string and numeric values. For example:
"Idell" matches all values that do not contain the string "dell".
"I ™ micro" would match all values that do not start with "micro".
"lfer$" would match all values that do not end with "fer".
"1™~ $" would match all values that are not null.
"I " would match null values.
"1$" would match null values.
e

would match null values.

"happy, ldell" would match values that contain "happy" OR values that do not contain "dell".

NOTE: You can also use the "I" character in combination with the arithmetic special characters (min-max, >,
<, >=, <=, =) described below.

o * (asterisk). Specifies a "match zero or more" operation. Works for string and numeric values. For a string,
matches any string that matches the text before and after the asterisk. For a number, matches any number
that contains the fext. For example:

"hel*er" would match "helpers" and "helicopter" but not "hello".

"325*" would match "325","32561", and "325000".

"*000" would match "1000", "25000", and "10500000".

o 2 (question mark). Specifies "match any one character". Works for string and numeric values. For example:

"2ver" would match the strings "oliver", "levers", and "lover", but not "believer".
"1352" would match the numbers"1350", "1354", and "1359", but not"135" or"13502"

String

e

. (caret). For strings only. Specifies "match the beginning". Matches any string that begins with the specified

string. For example:
" sci' would match "scientific" and "sciencelogic”, but not "conscious".
" happy$" would match only the string "happy", with no characters before or after.
"I ™ micro" would match all values that do not start with "micro".
"1™~ $" would match all values that are not null.

e

would match null values.
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o $ (dollarsign). For strings only. Specifies "match the ending". Matches any string that ends with the specified
string. For example:

"ter$" would match the string "renter" but not the string "terrific".

"~ happy$" would match only the string "happy", with no characters before or after.
"lfer$" would match all values that do not end with "fer".

"1™ $" would match all values that are not null.

"1$" would match null values.

NOTE: You can use both ™ and $ if you want to match an entire string and only that string. For example,
"~ tern$" would match the strings "tern" or "Tern" or "TERN"; it would not match the strings "terne" or
"cistern”.

Numeric

o min-max. Matches numeric values only. Specifies any value between the minimum value and the maximum
value, including the minimum and the maximum. For example:

"1-5"would match 1,2, 3,4, and 5.

o - (dash). Matches numeric values only. A "half open" range. Specifies values including the minimum and
greater or including the maximum and lesser. For example:

"1-"matches 1 and greater. Sowould match 1, 2, 6, 345, etc.
"-5" matches 5 and less. So would match 5, 3, 1, O, etc.
o > (greater than). Matches numeric values only. Specifies any value "greater than". For example:
">7"would match all values greater than 7.
e < (lessthan). Matches numeric values only. Specifies any value "less than". For example:
"< 12" would match all values less than 12.

o >= (greaterthan or equal to). Matches numeric values only. Specifies any value "greater than or equal to".
Forexample:

"=>7"would match all values 7 and greater.

o <= (less than or equal to). Matches numeric values only. Specifies any value "less than or equal to". For
example:

"=<12"would match all values 12 and less.
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« = (equal). Matches numeric values only. For numeric values, allows you to match a negative value. For
example:

"=.5"would match "-5" instead of being evaluated as the "half open range" as described above.
Additional Examples

o "aio$". Matches only text that ends with "aio".

[[I2N

. shu". Matches only text that begins with "shu'".
o ""silo$". Matches only the text "silo", with no characters before or after.
« "lsilo". Matches only text that does not contains the characters "silo".
o "l ™silo". Matches only fext that does not start with "silo".
"10$". Matches only text that does not end with "0".
o "I 5ilo$". Matches only text that is not the exact text "silo", with no characters before or after.
o "I™" Matches null values, typically represented as "--" in most pages.
o "1$". Matches null values, typically represented as "--" in most pages.
"I~ $". Matches all text that is not null.

« silo, laggr'. Matches text that contains the characters "silo" and also text that does not contain "aggr”.

o "silo, 02, laggr'. Matches text that contains "silo" and also text that contains "02" and also text that does not
contain "aggr".

o "silo, 02, laggr, |01". Matches text that contains "silo" and also text that contains "02" and also text that does
not contain "aggr' and also text that does not contain "01".

I\ non

. s*i*[*0$". Matches fext that contains the letter "s", "i", "I', "o", in that order. Other letters might lie between
these lefters. For example "sXiXIXo" would match.

o "I s*i*1*0$". Matches all text that does not that contains the lefter"s", "i", "', 0", in that order. Other letters
might lie between these letters. For example "sXiXIXo" would not match.

o "lvol&lsilo". Matches text that does not contain "vol" AND also does not contain "silo". For example, "volume"
would match, because it contains "vol" but not "silo".

o "lvol&02". Matches text that does not contain "vol" AND also contains "02". For example, "happy02" would
match, because it does not contain "vol' and it does contain "02".

o "aggr,lvol&02". Matches text that contains "aggr' OR text that does not contain "vol" AND also contains "02".

o "aggr,Ivol&linfra". Matches text that contains "aggr" OR text that does not contain "vol' AND does not contain
"infra".

"' Matches all text.
"I*". Matches null values, typically represented as "--" in most pages.
o 'silo". Matches text that contains "silo".

o "lsilo". Matches fext that does not contain "silo".

o "1™ silo$ . Matches all text except the text "silo", with no characters before or after.

".3,7-8,11,24,50-". Matches numbers 1,2, 3,7,8, 11,24, 50, and all numbers greater than 50.
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o "-3,7-8,11,24,50-,a". Matches numbers 1,2, 3,7,8, 11,24, 50, and all numbers greater than 50, and
text that includes "a".
o "2n". Matches text that contains any single character and the character "n". For example, this string would

match "an", "bn", "cn", "1n", and "2n".

o "'n*SAN". Matches text the contains "n", zero or any number of any characters and then "SAN". For example,
the string would match "nSAN", and "nhamburgerSAN".

o "7 2n*SANS”. Matches text that begins with any single character, is following by "'n", and then zero or any
number of any characters, and ends in "SAN".

Using the Advanced Filter with the List of Devices

In the Device Manager page, you can specify one or more parameters to filter the display of devices. Only
devices that meet all the filter criteria will be displayed.

The Advanced Filter Tool allows you to make selections instead of manually typing in a string to filter on.

TIP: To select multiple entries in the Advanced Filter Tool, hold down the <Ctrl> key and left-click the

entries.
After selecting all filters, select the [Apply] button to apply the filters to the list of devices.

To reset each field and apply no filters, select the [Reset] button.

To access the Advanced Filter Tool:

1. Gotothe Device Manager page.
2. Click on the funnelicon ().

3. The Advanced Filter Tool will display advanced filters for each column in the page.

NOTE: Unlike the "find while you type" feature, the Advanced Filter Tool is not applied to the list of devices
until you select the [Apply] button.

4. Inthe Advanced Filter Tool, you can filter by one or more of the following filters.

« Device Name. In the Match Any fields, you can enter one or more fext strings to match, including
special characters. The Device Manager page will display only devices that have a matching device
name.

o Device Hostname. In the Match Any fields, you can enfer one or more text strings to match, including
special characters. The Device Manager page will display only devices that have a matching
hostname.

« IP Address. In the Match Any fields, you can enter one or more text strings to match, including special
characters. The Device Manager page will display only devices that have a matching IP address.
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« Device Category. Select from a list of device categories that have member devices. The Device
Manager page will display only devices that have a matching device category.

« Device Class | Sub-class. In the Match Any fields, you can enter one or more text strings to match,
including special characters. The Device Manager page will display only devices that have a
matching device class or sub-class.

e DID. In the From and To field, you can specify a range of device IDs. The Device Manager page will
display only devices that fall within that range of device IDs.

« Organization. Select from a list of organizations that have member devices. The Device Manager
page will display only devices that have a matching organization.

o Current State. You can select from a list of device states. The Device Manager page will display only
devices that have a matching state.

o Collection Group. Select from a list of collection groups that have member devices. The Device
Manager page will display only devices that have a matching collection group.

« Collection State. Select from a list of collection states that have member devices. The Device
Manager page will display only devices that have a matching collection state.

« SNMP Credential. Select from a list of SNMP credentials that have member devices. The Device
Manager page will display only devices that have a matching SNMP credential.

o SNMP Version. Select from a list of SNMP versions that have member devices. The Device
Manager page will display only devices that have a matching SNMP version.

o SLAgent. Select either Yes or No. Yes indicates that the agent is installed on the device. No indicates
that the agent is not installed on the device. The Device Management page will display only devices
that either have or do not have the agent installed.

5. After selecting all filters, select the [Apply] button to apply the filters to the list of devices.

6. Toreseteach field and apply no filters, select the [Reset] button.

TIP: You can perform an advanced filter and then perform a second advanced filter on the results of the first
advanced filter. You can continue to modify and apply an advanced filter multiple times.

Generating a Report for Multiple Devices

From the Device Manager page (Registry > Devices > Device Manager), you can generate a report on all
devices in the Sciencelogic platform or on multiple devices in the platform. The report will be in .xlsx format and
will contain all the information displayed in the Device Manager page.
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Device Manager Report generated by banderton on 2015-04-17 03:51:54

Device Name
[Fioliesxbootblanklun Jun

[IvoliesxbooliC1_B2_esxi

[FvoliesxbooliC1_B3_esx

[FeolfesxboallC2_B5_esa

eollesxboalC2_B6_esa

IoliesxbooliC2. B7_esx

51 esd

ds/Shared_DS

ds/Shared_DS_clone_D40314_163750

dsNVDP_Lun

isci_vollesx_shared g

fuoliHA_SANMa_san Jun

fuoliint_shared_2_ds_voliinf_shared_2_§s

Puolfiscsiifiscsil lun

fvolinetapp_em7/netapp_em7.iun
fuoliTiew, %haruﬂ DS_voliNew_Shared,

ficllvolDiunD
fudlivoriiunt
Feolivol iz
Feollvoliiund.
FeollvorZiuny
fwal/vol2flunt
.0.13.20-C TiManager CTi Manager Service V2
.0.13.20-Extension Mobiity Extension Mobillty Service V2
11320 Thp TFTP Service
).13.20-Tomecat Tomeat
13 20-WebDialer Web Service Cisco WebDialer Service
| 13.21-CTiMan:
0.0.13.21-Exiension Mobiity
0.0.13.21-Thp
0.0.13.21-Tomeal
10.0.13.2 1-WebDialer Vieb Service
\U,ﬂ,1322<CTlManang cT Manager Service 14526 HO Data Center [Active [v2
10.0.13.22Extension Mability Service 14529 HO Data Center [Active [v2
10.0.13.22-Thp TFIF Service I [Active vz
0.0.13.22-Tomeal Tomeal '
10.0.13 22 WebDialer Vieb Service
| [10.168.37.35 323 Trunk
. [192.168.40.196 -
_[192.168.53 245-C TiWan: CTi Manager Service V2
. [192.168.53.245-Extension Mobiity Extension Mobillty Service V2
. 245-Thp TFTP Service V2
Tomeat [v2
5o WebDialer Service 14380 [v2
Server -

Unavailable |- =

|_[T02.168 54 124
51_[192.168 54 125 [FHealthy [Unavaiabie |~ =
52_[192.168.54 128 [Fealthy _[CUG [Unavaiabie |~ =
53_[70_Po13_Flexpod - Nexus _a [Cisca Systems | Nexus vPC [12565 [Fealty__[CUG [Unavaiabie _[Cisco SNMPVZ - E4VZ
54 [70_Po13_Flexpod - Nexus_b [Cisca Systems | Nexus vPC 14558 ealihy _[CUG navaiable _|[SNMP Public VZ

Page 1

NOTE: If you want to include only specific devices in the report, use the "search as you type" fields at the top of
each column. You can filter the list of devices by one or more column values. You can then generate
the report, and only the devices displayed in the Device Manager page will appear in the report.

To generate a report about all or multiple devices:
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1. Log in to the Sciencelogic platform.
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2. Gotothe Device Manager page (Registry > Devices > Device Manager).

Device Manager | Devices Found [814] Actions Repor esel Guide

Current Collection SHMP SNMP
Device Name 1P Address Category Device Class | Sub-class DD Organization State Group State Crevential  Version

Rl C I )| —It )Gty V[ I I )| —
1 - - StorageLUN  NetApp | LUN C-Mode 12977 SILO Healthy 4\ [%V) Unavailable SNMP Public V2 V2 M E
2 - - Storage LUN  NetApp | LUN C-Mode 12975 SILO m cue Unavailable SNMP Public V2 V2 mE [
3 - - Storage.LUN  NetApp | LUN C-Mode 12967  SILO [y cue Unavailable SNMP Public V2 V2 mEaE |
4 L] - Storage.LUN  NetApp | LUN C-Mode 12970 SO cuG Unavailable SNMP Public V2 V2 mEE [
5. - - StorageLUN  NetApp | LUN C-Mode 12972 SO Healthy 4k [(71V) Unavailable SNMP Public V2 V2 mBE
5 - - Storage LUN  NetApp | LUN C-Mode 12976 SILO cue Unavailable SNMP Public V2 V2 MmO [
7 L} - StorageLUN  NetApp | LUN C-Mode 12973 SILO cue Unavailable SNMP Public V2 V2 M E
8. = Storage.LUN  Nethpp | LUN C-Mode 12062 SILO Heatny 4% el Unavalable  SNMPPubicVz V2 e 79 REE | |
9 = StorageLUN  Netpp | LUN C-Mode 12960  SILO Heatthy £k [elV<} Unavailable SNMP Public V2 V2 (=21 Y|
- Storage LUN  NetApp | LUN C-Mode 12958  SILO cuG Unavailable SNMP Public V2 V2 WO |
- Storage LUN  NetApp | LUN C-Mode 12961  SILO Healthy ) [(%U) Unavailable SNMP Public V2 V2 M E
- Storage.LUN  Netépp | LUN C-Mode 12078 SILO cue Unavaiable  SNMPPubicVZ V2 e X9 REE [
- StorageLUN  Netapp | LUN C-Mode 12065 SILO Heathy 4\ [SU<) Unavalable  SNMPPubicV2 V2 i XR . | |
- Storage LUN  NetApp | LUN C-Mode 12957 SO cuG Unavailable SNMP Public V2 V2 R
- StorageLUN  NetApp | LUN C-Mode 12964 SILO Healthy 4k [(71V) Unavailable SNMP Public V2 V2 mBE
= Storage LUN  Hetapp | LUN C-Mode. 12974 SILO cus Unavailable SNMP Public V2 V2 MmO [
, StorageLUN  Netapp | LUN 14073 CloudHosting mcuc Active SNMP Public V2 V2 MmO E |
= Storage.LUN  Nethpp | LUN 14072 CloudHosting Heathy 4\ el Active SNMPPubicV2 V2 X REE [
= StorageLUN  Netpp | LUN 14070 CloudHosting [y cus Active SNMP Public V2 V2 mRE |
- Storage LUN  NetApp | LUN 14068  CloudHosting cuG Active SNMP Public V2 V2 MmN
- Storage LUN  Netdpp | LUN. 14071 CloudHosting Healthy ) [(%U) Active SNMP Public V2 V2 A
- Storage LUN  NetApp | LUN 14069  CloudHosting m cue Active SNMP Public V2 V2 |
= StorageLUN  Nethpp | LUN 14075 CloudHesting Heathy 4h [&U] Active SNMP Public V2 V2 [=2=1 Y=
s - - Storage LUN  NetApp | LUN 14074 GloudHosting cuG Active SNMP Public V2 V2 N
BN 5 5 1001320CTManager |/ - UG Service Cisco Systems | CTI Manager Service: 14509 HO Data Center Healthy 4 [[#V<) Active SNMP Public V2 V2 mBRE

3. Ifyou want 1o filter the list of devices, use the "search as you type" fields at the top of each column. You can
filter the list of devices by one or more column values.

4. Selectthe [Report] menu in the upper right.
5. When prompted, specify the output format for the report and if you want to save it to disk.
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Generating a Report for a Single Device

From the Device Manager page (Registry > Devices > Device Manager), you can generate a detailed report on
a single device. You can specify the information to include in the report (Full Report, Status, Config, Hardware,
Notes, Software, Processes, Network, Events, Health) and the format in which the report will be generated (Create
Report as HTML Document, Create Report as PDF Document, Create Report as MS Word Document, Create

Report as MS Excel Document).

Device Report For: fvol/esxboot/CS_S1_esxi

Management Systems April 17, 2015, 3:41 am
Device fvolfesxboot/CS_S1_esxi [12973)
IP Address [Static address]
SNMP Credentials Read: SNMP Public V2
Availability Port /161
Collection Time
Uptime 0 days, 00:00:00

Device Category & Class NetApp LUN C-Mode

Device Status

Current Health Healthy

Collection Mode Active

24 Hr. Avail Unknown % [Threshold: 99%]

24 Hr. Latency. Unknown ms. [Threshold: 100 ms]
Events Active: 01 Cleared: 3

Log Files 5

Device Feature Preferences

Accept All Logs Feature Enable
Auto-Update Feature Enable
Auto-Clear Feature Enable
Daily Port Scan Feature Enable
Critical Ping Feature Disable
Preserve Hostname Feature Enable
Asset Update Feature Disable

Device Thresholds

System Availability 99%
System Latency 100 ms
Rollover Percent 20%

To generate a detailed report on a single device:

1. Login tothe Sciencelogic platform.
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2. Gotothe Device Manager page (Registry > Devices > Device Manager).

Device Manager | Devices Found [814] Actions Report Resel Guide

Device Current Collection Collection ShuE SHMP

Device Name * P Address Categery Device Class | Sub-dass DD Qrganization State Group Ciedential  Version
I I | — )Gty v J I —

= Storage LUN  NetApp | LUN C-Mode: 12977 SILO cuG Unavailable: SNMP Public V2 V2 mEeE |

Storage LUN  NetApp | LUN C-Mode 12975 SILO cuG Unavailable. SNMP Public V2 V2 MmOE [

= Storage.LUN  NetApp | LUN C-Mode 12967 SILO | Heamy A [ Unavailable SNMP Public V2 V2 muRE |

Storage LUN  NetApp | LUN C-Mode 12970 SILQ cuG Unavailable: SNMP Public V2 V2 mORE [

- Storage LUN  NetApp | LUN C-Mode 12972 SILO cuG Unavailable. SHMP Public V2 V2 mEE |

Storage LUN  NetApp | LUN C-Mode: 12976 SILO cuG Unavailable SNMP Public V2 V2 m T |

= Storage.LUN  NetApp | LUN C-Mode 12673 SILO cus Unavaiable  SHMPPubic\V2 V2 3

Storage.LUN  NetApp | LUN C-Mode. 12962 SILO [ Heamy 4 [S¥d Unavailable  SNMPPubic V2 V2 WoRE (]

- Storage LUN  NetApp | LUN C-Mode 12960 SILO cuG Unavailable: SNMP Public V2 V2 [ E=1 Y=l

Storage LUN  NetApp | LUN C-Mode 12958 SILO cuG Unavailable SNMP Public V2 V2 MmO [

= Storage LUN  NetApp | LUN C-Mode: 12961 SILO cus Unavailable: SNMP Public V2 V2 mEyeE |

Storage LUN  NetApp | LUN C-Mode 12978 SILO cuG Unavailable. SNMP Public V2 V2 MORE [

= Storage.LUN  NetApp | LUN C-Mode 12965 SILO | Heamy A [ Unavailable SNMP Public V2 V2 [=E=1 Y=l

Storage LUN  NetApp | LUN C-Mode 12957 SILO cuG Unavailable: SNMP Public V2 V2 MmO [

- Storage LUN  NetApp | LUN C-Mode 12964  SILO cuG Unavailable. SHMP Public V2 V2 mEE |

Storage LUN  NetApp | LUN C-Mode: 12974 SILO cuG Unavailable SNMP Public V2 V2 W [

- Storage LUN  NetApp | LUN 14073 CloudHosting cue Active SHMP Public V2 V2 mOeE

Storage.LUN  NetApp | LUN 14072 CloudHosting [ Heamy 4 [ Active SHMP Public V2 V2 mORE [

- Storage LUN  NetApp | LUN 14070 GloudHosting cuG Active SNMP Public V2 V2 e E |

Storage LUN  NetApp | LUN 14068 GloudHosting cuG Active SNMP Public V2 V2 MmO [

= Storage LUN  NetApp | LUN 14071 CloudHosting cus Active SNMP Public V2 V2 mEeE |

Storage LUN  NetApp | LUN 14069  CloudHosting m cuG Active SNMP Public V2 V2 mORE [

= Storage. LUN  NetApp | LUN 14075 CloudHosting | Heamy A [ Active SNMP Public V2 V2 [=E=1 Y=l

Storage LUN  NetApp | LUN 14074 GloudHosting cuG Active SNMP Public V2 V2 MmO [

25, U - UC Service Cisco Systems | GTI Manager Service 14509  HQ Data Center cuG Active SHMP Public V2 V2 mEE |

[Viewing Page: 1] [Select Action] 2 ..

3. Inthe Device Manager page, find the device for which you want to generate a detailed report. Select the
printer icon (™) for that device.

4. The Report Creator modal page appears. In the Report Creator modal page, you can specify which

information fo include in the device report and the format in which the report will be generated.

Report Creator

Full Report

Contact

Software

Evenis

Status

Hardware

Processes

Health

Config

MNotes

Metwork

[Create Report A5 HTML Doecument]

5. Select one of the following to specify the information to include in the device report:

o [FullReport]. Includes information about device status, status of all device policies, status of all
monitors, status of hardware components, status of all thresholds defined for the device, a list of all
active events associated with the device, and information about the last collection time and last entry
to the device log.

o [Status]. Includes information about device status, status of all monitors, status of hardware
components, status of all thresholds defined for the device, and information about the last collection
time and last entry to the device log.
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[Config]. Includes status of all monitors, status of all thresholds defined for the device, and information
about the last collection time and last entry to the device log.

[Contacts]. Includes contact information for the device's organization and contact information for all
vendors and warranty/support accounts.

[Hardware]. Includes overview of hardware components for the device.
[Notes]. Includes all notes created in the Notepad Editor page.

[Software]. Displays a list of software installed on the device.

[Processes]. Displays a list of all processes running on the device.

[Network]. Includes information about network ports and network configuration.
[Events]. Includes a list of all active events associated with the device.

[Health]. Includes information about device status, status of all monitors, status of all Dynamic
Applications associated with the device, status of all thresholds defined for the device, and a list of all
active events associated with the device.

6. Selectfrom the following list of formats in which the report can be generated:

Create Report as HTML Document
Create Report as PDF Document
Create Report as MS Word Document
Create Report as MS Excel Document
CSV - Comma Separated Values

Viewing the List of Component Devices

You can view the list of component devices from the Device Components page. To view the list of component

devices:
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Go to the Device Components page (Registry > Devices > Device Components).
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2. The Device Components page displays the following about each device:

Device Components | Devices Found [35] cters | Resei | Gude
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TIP: To sort the list of devices, click on a column heading. The list will be sorted by the column value, in
ascending order. To sort by descending order, click the column heading again.

o Plus-sign icon (). Clicking on this icon expands the device and displays the children devices
underneath the device. Each device that displays a plus-sign icon has children devices.

o Minus-sign icon (). Clicking on this icon collapses the device and hides the children devices for
this device. Each device that displays a minus-sign icon has children devices.

« Device Name. Name of the device. For devices running SNMP, component devices, or devices with
DNS entries, the name is discovered automatically. For root devices without SNMP or DNS entries,
the device's IP address will appear in this field.

o IP Address. The IP address of the device. Appears only for physical devices.

o Device Category. The category assigned to the device. Categories include servers, routers, switches,
firewalls, printers, etc. The category is automatically assigned during discovery, at the same time as
the as Device-Class/Sub-Class.

« Device-Class/Device Sub-Class. The manufacturer (device class) and type of device (sub-class). The
Device-Class/Sub-Class is automatically assigned during discovery, at the same time as the as
Category.

o DID. Device ID. This is a unique number automatically assigned to the device by the Sciencelogic
platform.

o Organization. The Organization to which the device is assigned.
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« Current State. Condition of the device, based upon events generated by the device. Condition can
be one of the following:
o Critical. Device has serious problem that requires immediate attention.
o Major. Device has problem that requires immediate attention.
o Minor. Device has less-serious problem.
o Notice. Device has an informational event associated with it.

o Healthy. Device is running with no problems.

o Collector Group. Specifies the collector group to which the device belongs. Collector Groups are
defined in System > Settings > Collector Groups and specify one or more Data Collectors. A Data
Collector is the appliance that gathers data from the device. For All-In-One Appliances, this field
displays only the built-in Collector Group (and any virtual Collector Groups)

« Collection State. Collection state can be one of the following:

o Active. The Sciencelogic platform is currently collecting data from the device.

o User-Disabled. Collection has been manually disabled for this device by a user. The Sciencelogic
platform will not collect data from the device until a user manually re-enables collection.

o Unavailable. The device is currently unavailable, so the platform cannot collect data from the
device at this time.

o Component Vanished. The component device has vanished, i.e. is not currently being reported by

its root device. The Sciencelogic platform cannot collect data from the device at this time.

« Tools. Displays icons for managing devices. The choices are:

o Device Administration ( JEZiI): Leads to the Device Properties page, where you can define basic
device parameters and parameters for auto-discovery. From the Device Properties page, you can
also access the other pages in the Device Administration tools

o Device Management (ffm): Leads to the Device Summary page, where you can see reports and
logs related to the device. From the Device Summary page, you can also access the other pages
in the Device Management tools.

o Interfaces (). Leads to the Interfaces Found page, where you can view details about each
network inferface on the device.
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Print Report (™). Generates a report for the selected device. Opens the Report Selector modal
page, where you can specify the information to include in the report (Full Report, Status, Config,
Hardware, Notes, Software, Processes, Network, Events, Health) and the format in which the report
will be generated (HTML Document, PDF Document, MS Word Document, MS Excel Document,
CSVFile).

Create Ticket (¥¥). Leads fo the Ticket Editor page, where you can define and file a new ticket for
the device.

View Asset Record (ﬁ). This icon appears if an asset record has already been defined for the

device. This icon leads to the Asset Properties page, where you can view the asset record for the
device.

Create Asset Record (5)_ This icon appears if an asset record has not been defined for the device.
This icon leads to the Asset Properties page, where you can create an asset record for the device.

Checkbox (). Applies the action in the [Select Action] drop-down fo the device. To select all the
checkboxes, select the large red check icon.

Viewing Children Devices

You can view component child devices of a root device in the Device Components page. If that child device also
serves as a root device, you can also view its component child devices, and so forth. To view component children

devices for root devices:

1. Gotothe Device Components page (Registry > Devices > Device Components).

2. Inthe Device Components page, find the root device for which you want to view its component children.

Select its plus sign icon ().

3. The device will be expanded to display the component children devices below the root device.

Device Components | Devices Found [35]
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4. You can select the plus sign icon for each component child device that also serves as a root device. To
collapse the component child devices, select their minus sign icon ( ).

Filtering the List of Component Devices

You can filter the list on the Device Components page by one or more parameters. Only component devices that
meet all the filter criteria will be displayed in the Device Components page.

Tofilter by each parameter except Current State, entfer text info the desired filter-while-you-type field. The Device
Components page searches for component devices that match the text, including partial matches. By default, the
cursor is placed in the left-most filter-while-you-type field. You can use the <Tab> key or your mouse to move
your cursor through the fields. The list is dynamically updated as you type. Text matches are not case-sensitive.

You can also use special characters to filter each parameter.
Filter the list by one or more of the following parameters:

« Device Name. You can enter text to match, including special characters, and the Device Components
page will display only devices that have a matching device name.

o IP Address. You can enter text to match, including special characters, and the Device Components page
will display only devices that have a matching IP address.

« Device Category. You can enfer text to match, including special characters, and the Device Components
page will display only devices that have a matching device category.

« Device Class | Sub-Class. You can enter text to match, including special characters, and the Device
Components page will display only devices that have a matching device class.

o DID. You can enter text to match, including special characters, and the Device Components page will
display only devices that have a matching device ID.

« Organization. You can enter text to match, including special characters, and the Device Components
page will display only devices that have a matching organization.

o Current State >=. Specifies the device's current state. Only those devices that match all the previously
selected fields and have the specified condition will be displayed. A device’s condition is determined by its
most severe, outstanding event. The choices are:

o >=Healthy. Include devices with a condition of “Healthy” or greater. This will include all devices.

o >=Nofice. Include devices with a condition of “Notice” or greater. This means, include devices with
a condition of “Notice”, “Minor”, “Major”, and “Critical”.

o >=Minor. Include devices with a condition of “Minor” or greater. This means, include devices with a
condition of “Minor”, “Major”, and “Critical”.

o >=Major. Include devices with a condition of “Major” or greater. This means, include devices with a
condition of “Major” and “Critical”.

o >=Critical. Include devices with a condition of “Critical” or greater. This means, include devices with
a condition of “Critical”, because there is no “greater” condition.

« Collection Group. You can enfer fext fo match, including special characters, and the Device Components
page will display only devices that have a matching Collector Group.
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o Collection State. You can enter text to match, including special characters, and the Device Components
page will display only devices that have a matching Collection State.

TIP: To return to the default list of events, select the [Reset] button.

Using the Advanced Filter with the List of Component Devices

You can use the Advanced Filter tool to select one or more parameters to filter the display of devices in the Device
Components page. Only devices that meet all the filter criteria will be displayed.

TIP: To select multiple entries in the Advanced Filter tool, hold down the <Ctrl> key and left-click the entries.
o After selecting allfilters, select the [Apply] button to apply the filters to the list of devices.

o Toreseteach field and apply no filters, select the Reset button.

To access the Advanced Filter tool:

1. Gotothe Device Components page (Registry > Devices > Device Components).

2. Click on the funnelicon ().

3. The Advanced Filter Tool will display advanced filters for each column in the page. You can filter by one or
more of the following parameters:

NOTE: Unlike the "filter-while-you-type" feature, the Advanced Filter tool is not applied to the list of devices
until you select the Apply button

o Device Name. In the Match Any fields, you can enfer one or more text strings to match, including special
characters. The Device Components page will display only devices that have a matching device name.

o IP Address. In the Match Any fields, you can enter one or more text strings o match, including special
characters. The Device Components page will display only devices that have a matching IP address.

« Device Category. Select from a list of device categories that have member devices. The Device
Components page will display only devices that have a matching device category.

« Device Class | Sub-class. In the Match Any fields, you can enter one or more text strings to match, including
special characters. The Device Components page will display only devices that have a matching device
class or sub-class.

o DID. In the From and To field, you can specify a range of device IDs. The Device Components page will
display only devices that fall within that range of device IDs.

« Organization. Select from a list of organizations that have member devices. The Device Components
page will display only devices that have a matching organization.

« Current State. You can select from a list of device states. The Device Components page will display only
devices that have a matching state.
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o Collection Group. Select from a list of collection groups that have member devices. The Device
Components page will display only devices that have a matching collection group.

« Collection State. Select from a list of collection states that have member devices. The Device Components
page will display only devices that have a matching collection state.
4. After selecting the desired filters, clickthe [Apply]button to filter the list of devices.
5. Toreseteach field and apply no filters, clickthe[ Reset] button.

TIP: You can perform an advanced filter and then perform a second advanced filter on the results of the first
advanced filter. You can continue to modify and apply an advanced filter multiple times.

Bulk Actions in the Device Management Page

The Device Manager page (Registry > Devices > Device Manager) contains a drop-down field in the lower right
called Select Action. This field allows you to apply an action to multiple devices at once.

To apply an action to multiple devices:

1. Inthe Device Manager page, select the checkbox for each device you want to apply the action to. To select
all checkboxes for all devices, select the red checkbox (i) at the top of the page.
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2. Inthe Select Action drop-down list, select one of the following actions:

o Delete Devices. Deletes all selected devices from the Sciencelogic platform. Tickets associated with
the device are unlinked from the device, but are not deleted.
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« Modify by Template. Displays the Applying Template to Device page, where you can apply the
settings in o device tfemplate to all selected devices. You can also make one-time changes to the
template, and those changes will be applied only to the selected devices. For details on using device
templates, see the manual Device Groups and Device Templates.

« Clear Device Logs. Deletes data from the device's log files. For details on device logs, see the
chapter on Device Logs.

« Create Asset Record. Creates an asset record for each selected device. For details on asset records,
see the Asset Management manual.

o Schedule Maintenance. Leads to the Maintenance Schedule page. In this page you can specify a
date and time to put each selected device into "maintenance mode". During maintenance mode, the
platform will not generate events about the selected devices. You can choose to disable or enable
polling during maintenance mode. Even if polling is enabled, the platform will collect information
from the selected devices but will not generate events for the devices. For details on scheduling
maintenance, see the chapter on Maintenance.

« Find Collection Label Duplicates. Leads to the Duplicates page. In this page, you can view a list of
devices where the Collection Labels have more than one possible presentation object aligned. From
this page, you can manually align a single presentation object with a Collection label for a device. For
more information on Collection Labels, see the chapter Graphing Data from Multiple Dynamic
Applications in a Single Dashboard Widget.

« Change Collection State. Changes the status of the device in the Sciencelogic platform. The

choices are:

o Active. The platform polls the device on a regular basis and updates the data displayed in the
platform.

o Disabled. The platform does not poll the device. Data displayed in the platform is not updated.

« Change User Maintenance Mode. Changes the user maintenance mode setting for the selected
devices. For details on user maintenance mode, see the chapter on Maintenance.

« Change Collector Group: Changes the Data Collector(s) used to collect data from the device.
Choose from the list of all Collector Groups in the Sciencelogic platform. When you select one of the
collector groups, each selected device will by polled by the collectors in the collector group. This
option does not appear for All-In-One Appliances. For details on collector groups and their
relationships o devices, see the manual System Administration.

« Move To Organization: Associates a device with an organization. The list of choices will include all
organizations in the Sciencelogic platform. For details on organizations in the platform, see the
manual Organizations and Users.

« Align SNMP Read Credential. This option applies the selected credential to all selected devices. The
selected devices will use the selected credential as their primary credential. Secondary credentials will
remain unchanged. Choose from a list of all SNMP Read credentials in the Sciencelogic platform
(defined in the Credential Management page [System > Manage > Credentials]). For more
details on Credentials, see the manual on Credentials and Discovery.

« Add to Device Group. This option aligns the selected devices with the selected device group. The
selected devices will then appearin Device Group Views and will inherit the properties of the device
group, including scheduling, access, and visibility.
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« Align to Device Dashboard. This option aligns the selected device dashboard with the selected
device group. Choose from a list of all device dashboards in the Sciencelogic platform (defined in the
Device Dashboards page [System > Customize > Device Dashboards]). For more details on
Device Dashboards, see the Device Dashboards chapter.

Bulk Actions for Component Devices

The Device Components page (Registry > Devices > Device Components) contains a drop-down field in the
lower right called Select Action. This field allows you to apply an action to multiple devices at once.

To apply an action to multiple devices:

In the Device Components page, select the checkbox for each device you want to apply the action to. To
select all checkboxes for all devices, select the red checkbox (i) at the top of the page.

In the Select Action drop-down list, select one of the following actions:

o Delete Devices. Deletes all selected devices from the Sciencelogic platform. Tickets associated with
the device are unlinked from the device, but are not deleted.

NOTE: You cannot delete a parent device or root device that has associated component devices. To delete a

root device, you must first delete all device components for that root device. To delete the component
devices, you must first disable collection and then delete the devices. You can then delete the root
device.
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Modify by Template. Displays the Applying Template to Device page, where you can apply the
seffings in a device templates to all selected devices. You can also make one-time changes to the
template, that will be applied only to the selected devices.

Clear Device Logs. Deletes data from the device's log files.

Schedule Maintenance. Leads to the Maintenance Schedule page. In this page, you can specify a
date and time to put each selected device into "maintenance mode". During maintenance mode, the
Sciencelogic platform will not generate events about the selected devices. You can choose to enable
or disable polling during maintenance mode. Even if polling is enabled, the Sciencelogic platform
will collect information from the selected devices but will not generate events for the devices.

Create Asset Record. Automatically creates an asset record for the device. The Sciencelogic platform
automatically populates as many fields as possible, using retrieved data.

Change Collection State. Changes the status of the device in the Sciencelogic platform. The
choices are:

o Active. The Sciencelogic platform polls the device on a regular basis and updates the data
displayed in the platform.

o Active (recursive). The Sciencelogic platform polls the device on a regular basis and updates the
data displayed in the platform. The platform also polls all children devices (of the selected device)
on a regular basis and updates their data.
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o Disabled. The Sciencelogic platform does not poll the device. Data displayed in the platform is not
updated.

o Disabled (recursive). The Sciencelogic platform does not poll the device. The platform does not
update data about the device. The platform also does not poll any children devices (of the selected
device) and does not update data about the children devices.

o Change Collector Group. Changes the collector group used to collect data from the device.
Choose from the list of all collector groups and virtual collector groups in the Sciencelogic platform.
When you select one of the collector groups, each selected device will by polled by the collectors in
the collector group. For All-In-One Appliances, you can select only the built-in Collector Group and
any virtual Collector Groups.

o Ifyou align a device with a virtual Collector Group, the Sciencelogic platform will store all historical
data from all aligned devices, but will no longer perform collection on those devices or trigger
events for these devices.

« Move to Organization. Associates a device with an organization. The list of choices will include all
organizations in the Sciencelogic platform.

« Align SNMP Read Credential. This option applies the selected credential to all selected devices. The
selected devices will use the selected credential as their primary credential. Secondary credentials will
remain unchanged. Choose from a list of all SNMP Read credentials in the Sciencelogic platform
(defined in System > Manage > Credentials).

« Add to Device Group. This option aligns the selected devices with the selected device group. The
selected devices will then appear in Device Group Views and will inherit the properties of the device
group, including scheduling, access, and visibility.

3. Selectthe [Go] button. The Sciencelogic platform will apply the selected option to the selected devices.

Bulk Merging and Unmerging of Devices

If your Sciencelogic system includes a physical device and a component device, you can merge those device
records into a single record for easier monitoring. Merging consolidates the devices and their data—device fields,
values, graphs, behaviors, and other user interface elements—providing you with a single set of data for the
device. Additionally, merged devices consume only a single device license.

Merging does not remove, replace, or add any data; merging simply groups data together. When you merge a
physical device and a component device, the device record for the component device no longer displays in the
user inferface, while the device record for the physical device displays in user interface pages that previously
displayed the component device. For example, the physical device is displayed instead of the component device in
the Device Components page and the Component Map page. All existing and future data for both devices will
be associated with the record for the physical device.

Merged devices can be unmerged back into individual device records, if needed.
The Device Manager page (Registry > Devices > Device Manager) contains options for the bulk merging or

unmerging of multiple pairs of physical and component devices. These features are convenient if you have a large
number of devices you want to merge or unmerge in a single session.
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NOTE: You can merge only two individual devices together into a single merged device. To do so, you must
have user permissions that allow merging and unmerging on both devices.

NOTE: When you merge devices, active events associated with the component device will be setto
"cleared." The cleared events will not be associated with the physical device. If the devices are
unmerged, the cleared events cannot be moved back to the component device.

unmerged.

CAUTION: Merging devices also merges the log data from each device. The log data cannot later be

Performing a Bulk Device Merge

If you have a large number of devices to merge, you can perform a bulk device merge, which is more efficient
than merging device pairs individually. A bulk device merge enables you to select from multiple pairs of devices—
particularly those with matching IP addresses or device names—and choose the pairs to merge.

NOTE: If you have a small number of physical and component devices that you want to merge, you can
merge each pair individually. For more information, see the Merging Individual Devices section.

To perform a bulk device merge:

1. Gotothe Device Manager page (Registry > Devices > Device Manager).

2. Selectthe [Actions] menu and then choose Merge Devices.
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TIP: Because of the potentially large number of devices that could be merged, no results display when the

Device Bulk Merge page initially displays. You must select one of the checkboxes or begin typing a name
in the Names Contain field for results to display on the page.

3. Onthe Device Bulk Merge page:

Device Bulk Merge | Devices Found [6]

Show device merge suggestions where:
1P Addresses Match []
Hames Match ¥

Category Devios Slass | Sub-class oD Omanization
[ 1l 1l 10 1

- Categony Devi s . Omanization
[ 1 [ 1l [ I ]
WI0100100.10  SystemEM7 Sciencelogic, inc. | EMT Al-in-One 58 System

w ‘Servers Vi VMurare | Virtual Machine 4 system
2. W0 1001008 SystemEM7 ScienceLogic, Inc. | GEM 63 System » Servers Vi VMvare | Viual Maching 48 System
> EE I /10 1001007 System EM7 Sciencel ogic, nc. | OEM 64 System w = ‘Servers Vivw VMurare | Virtual Machine: 4 System
+ FRESSM W 10010 System S\ SoencoLgie, inc. [ ENT ALInOna 65 System v Sorvers Vi \are | Veoal Machine 4 Sytem
s. E S /101001007 System.EM7 ScienceLogic, Inc. | OEM 1 System w ‘Servers.Viw VMvrare | Virtual Machine. 48 System
3 WI01001005  SystemEM? Sciencelogic, inc. | GEM 72 System w ‘Servers Viw Vivare | Virtual Machine: 48 System

« Select the IP Addresses Match checkbox if you want the page 1o display a list of devices where the
physical device and the component device a have matching IP addresses.

o Selectthe Names Match checkbox if you want the page to display a list of devices where the physical
device and the component device have matching Device Names.

« Ifyou want the page to display a list of devices that could be merged where the Device Names of the

physical device and the component device contain the same character(s), enter those characters in
the Names Contain field.

« Inthe Organizations field:
Select Ignored if you do not want to filter the list of devices based on the Organizations assigned to
the physical device and the component device.

o Select Mafch if you want fo filter the list of devices to include only physical devices and component
devices that have matching Organizations.

Select Don't Match if want to filter the list of devices to include only physical devices and component
devices that do not have matching Organizations.

e Inthe Classes field:
o SelectIgnored if you do not want to filter the list of devices based on the Device Classes assigned to
the physical device and the component device.

o Select Mafch if you want fo filter the list of devices to include only physical devices and component
devices that are assigned matching Device Classes.

o Select Don't Match if you want to filter the list of devices to include only physical devices and
component devices that are assigned non-matching Device Classes.
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NOTE: You can make selections in the Organizations and Classes fields only after you make a selection or
entry in the IP Addresses Match, Names Match, and/or Names Contain fields.

The Device Bulk Mergepage displays a list of physical device and component device pairs that
match your search criteria. Each numbered row indicates a pair of devices that could be merged.

4. Select the radio button(s) in the last column of each row of device pairs that you want o merge, then select
the [Merge] button. The radio buttons are grouped per physical device, i.e., you can select only one row for
each physical device.

NOTE: You can select each component device only once for merging. If you attempt to select the same
component device in multiple rows, you will receive an error message when you select the [Merge]
button.

5. A modal window displays that asks you to confirm the merge. Select the [Yes] button.

You are about to merge 3 devices.

This action will also merge historical log data from each device, which can not
be unmerged.

Are you sure you want to merge these devices?

6. The platform begins merging the selected devices. When the message, "Device Bulk Merge complete"
displays, select the [Close/Esc] button.

NOTE: To view an updated list of devices that includes your merged devices, select the [Reset] button on the
Device Manager page.
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Performing a Bulk Device Unmerge

If you have a large number of devices to unmerge, you can perform a bulk device unmerge, which is more
efficient than unmerging device pairs individually. A bulk device unmerge enables you to view a list of merged
devices and select all of the devices you want fo unmerge.

NOTE: If you have a small number of devices that you wantto unmerge, you can unmerge each pair
individually. For more information, see the Unmerging Individual Devices section.

To unmerge multiple devices:

1. Gotothe Device Manager page (Registry > Devices > Device Manager).

2. Selectthe [Actions] menu and then choose Unmerge Devices.

Device Manager | Devices Found [44] Actions Report
evee P — Create Virtual Device
Device Name - P Adgress Category Device Ciass | Sub-olass ) Organization S Grow Discovery Control Panel A
A I I I Il Il | pHea v ][ Dynamic Applications™ Manager
2 f10.100.100 11 W10.100.100.11 SystemEM7  ScienceLogic. Inc. | OEM 1 T
W10.100.100.45 Pingable Ping | ICMP' 30 System
= ‘Servers Viware VMware | Virtual Machine 54 System | Ak Healthy [Tfc}
- Servers Vidware Viware | Virtual Machine 4 System | A Healthy [oT1e}
- ‘Servers VMware VMware | Virtual Machine. 55 System \Major | cUG
= Servers Vidware VMware | Virtual Machine 50 System | Heaitny (S
— Virtual Infrastruct VMware | Network 40 System | Healthy [¢1]e] =
- Virtual Infrastruct Vidware | Network 38 System | fkHealtny [eTe]
- Virtual Infrastrucl Vidware | Folder 33 | A\ Healthy [<T]e} Active: -
100.100.11 SystemEM?  ScienceLogic, Inc. | OEM 85  System [ AiHcaithy (ST Active EM7 DefaultV2 V2
— ‘Servers VMware VMware | Virtual Machine 4% System [AFeaithy (e Active =
= Servers.Vidware VMware | Virtual Machine 4 System | AHealthy [ Active =
P w0100 100 SystemEM?  ScienceLogic, Inc. | OEM B4 System | fhHealtny [v1[c} Active: EM7 Default\2 V2
P iem7ac i e 10.100.100.8 SystemEM7  ScienceLogic, Inc. | OEM 83 System [ErSsticeR] cuc Active EM7 Default V2 V2
[Bfflemiac  wp010010010 SyslemEM7  ScienceLogic, Inc. | EM7 All-In-One. 86 System [ \Wajor | cUG Active EM7 DefaultV2 V2
101001008 SystemEM7  ScienceLogic, Inc. | OEM 72 System | DhHealthy [elfe] Active: EM7 Default V2 V2
P R 10 100.100.7 SyslemEM7  ScienceLogic, Inc. | OEM b4l System |4k Healthy [T} Aciive EM7 DefaultV2 V2
8 [Pflemiac 100.100.10 SystemEM7  ScienceLogic, Inc. | EMT All-In-One 58 System [\wiajor | cuc Active: EM7 DefaultV2 V2
- Virtual Infrastrucl Viware | Datacenter 3 System | A Healthy [<T]e} Active: -
- Virtual Infrastruct Vkware | Foider 32 System [ AHeaithy [ST) Active - -
- ‘Servers VMware VMwars | Virtual Machine. s System [Major cuG Unavailable - = IR |
= Servers.Vidware VMware | Virtual Machine 49 System | Healthy [T Active = - mDREL
- Virtual Infrastruct Viware | Folder 34 System | Ak Healtny [1fc} Active - = R
- Virtual Infrastrucl Vidware | Datastore 3 System | A\ Healthy [w1le} Active: - - mhXIREL
= Virtual Infrastrucl Viware | Network 39 System | Ak Healthy [STfe} Active - 2 mRE
- Servers Viware Vidware | Virtual Machine 44 System cuG Unavailable - - eI
— ‘Servers.Viware Viware | Virual Machine 4 System [Majer | cUG Unavailable — 0 ERE
- Servers Viware Vidware | Virtual Machine 53 System CUG Unavailable - - mIREL]
0.100.100.1 Netwark Switche Cisco Systems | Catalyst 3750-Stack B2 System | AhHealthy [el} Active: SNMPPubicV2 V2 pebRR [ |
- Servers Viware Viware | Host Server 35 System CUG Active: = - mORE
- Virtual Infrastruct Viwars | Datastore. a7 cuG Active: - =R
= Servers.Vidware VMware | Virtual Machine 56 System UG Unavailable = - mDRE
E L] - Virtual Infrastrucl VMware | Network a1 System | A Healthy [1]e} Active - =R
34. [ WIN-2012-21/DOCSILOGALN 10,100 100 21 Servers Microsoft | Windows Server 2012 R2 67 System [iMajor | cuc Active: SNMP PubicV2 V2 e IPREE ]
35 | @fWIN-201221DOCSLOCAL  W¥10.10010021 Servers Microsoft | Windows Server 2012 R2 60 System [ \Major | cUG Active SNMP Public V2 V2 BQ.BDV
36. [ IWIN-2012-22.DOCSILOGALN 1 W10 100 100 22 Servers Microsoft | Windows Server 2012 R2 70 System [rajer 1 cuG Active: SNMP Public\V2 V2 eIy REE ]
[Eor aa—ra] - |

3. The Device Bulk Unmerge page displays a list of merged devices. Each numbered row indicates a pair of
merged devices that can be unmerged. Select the checkboxes in the last column of each row of devices that
you want to unmerge, then select the [Unmerge] button.
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Device Bulk Unmerge | Devices Found [2]

Reset Guide
Device
Device Name » IP Address Category Deviee Class | Sub-class DD~ o] i2: Device Name P Address Device Class | Sub-class Do Organization Merged By Merged Date
[ | [ I — I | Il | — Il I[ ]
1. [PEE DetEult| W10 100 1 System ScienceLogic, Inc. | OEM 65 System — CU-Device —  VMware | Network 38 System em7admin 2015-01-22 1642 |
2. [P S em7 a0 W10.100.1 System ScienceLogic, Inc. |EM7 £58  System — emT_ao VMware | Viftual Machine 43 System em7admin

2015-01-21 21:02[ |

4. A modal window displays that asks you to confirm the unmerging. Selectthe [Unmerge] button.

Bulk Device Unmerge

You are about to unmerge 2 devices.

Unmerging this device will de-associate it from its DCM parent and root devices,
creating a Component Device that can then be merged with another device.

Unmerge Close

5. When the message, "Device Bulk Unmerge complete" displays, select the [Close/Esc] button.

45

NOTE: To view an updated list of devices that includes your unmerged devices, select the [Reset] button on
the Device Manager page.
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Chapter

Viewing Details in the Device Reports Panel

What is the Device Reports panel?

The Device Reports panel allows you to view detailed information that the Sciencelogic platform has gathered
from each device and view reports generated from that information. The Device Reports panel is for viewing
information, rather than for administering the device.

To access the Device Reports panel for a device:

1. Gotothe Device Manager page (Registry > Devices > Device Manager).
2.

. Select

its bar graph (fd) icon.
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3. The Device Reports panel includes the following tabs and pages:

Summary Performance Topology Configs Interfaces

evice Dashboard: | Server

iame emi_cul
D 10.0954|252

Tyce  Physical Device

v SystemEMT
Sciencelogic, Inc. S EMY Data Collector
System 2 days, 17:14:40
Active Col Time  2014-10-10 18:20:00
Sciencelogic EM7 G3 - Data Collector or CUG | MOSS_Patch_AIO

Device Vitals {Last 12 hours} Tickets and Events
1. Diskspace 100%%

Data
Collector

100% 2. [ Trap Received (No name found for this Trap OID) | Trap Detail (Trap OID: .1.3.6.1.6.3.1.1.5.7)
25ms
50% | A A
0% T T T oms
08:00 12:00 16:00
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s > System Component Utilization
100

\,.qumwmww
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Il Utilization out B8 Utilization In I I— Utilization In  — Utilization Out Errors in -+~ Errors Out -- DiscardsIn -- Discards Out ]
Tab Description
Summary The Device Summary page provides a one-stop overview of a device. This page displays one

or more Device Dashboards that are aligned with the device. To switch between the
dashboards that are available for a device, select a dashboard in the Device Dashboard
drop-down listin the upper-left of the page.

Performance | The Device Performance page allows you to view many detailed reports for the selected
device, including reports on availability, latency, CPU usage, memory usage, file system
usage, network interfaces and bandwidth usage, domain name availability, Email round-trip
speed, SOAP/XML transactions, system-process availability, TCP/IP Port availability, web
content availability, and custom reports based on data collected from the device by Dynamic
Applications.
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Tab Description

Topology The Device View page displays a map of the device and all of the devices with which the device
has relationships. These relationships include: Layer -2 devices and their clients; Layer-3
devices and Layer-2 devices; hypervisors and their virtual machines; network devices that use
CDP (Cisco Discovery Protocol) or LLDP (Link Layer Discovery Protocol) and devices that are
specified as neighbors in CDP tables or LLDP tables; links between network devices that use
CDP or LLDP and devices that are specified as neighbors in CDP tables or LLDP tables; device
relationships created with Dynamic Applications; manually created parent-child relationships
that affect event correlation.

Configs The Configuration Report page displays configuration information collected by Dynamic
Applications. All objects of type "config" are included in the Configuration Report page.

In the Dynamic Applications | Collections Objects page (System > Manage >
Applications > Collections), users can define which objects will be grouped together, which
table each object will appear in, and whether the Sciencelogic platform will track changes in
each object's value.

For details on Dynamic Applications and configuration objects, see one of the manuals on
Dynamic Applications.

Journals The Journal View page displays journal entry information collected from the device by journal
Dynamic Applications.

For details on the Journal View page, see the Snippet Dynamic Application manual.

Interfaces The Interfaces Found page displays detailed information about the network interfaces on the
device.
Logs The Device Logs & Messages page displays all the messages The Sciencelogic platform has

generated about the device.

Events The Viewing Active Events page displays a list of all events associated with the device.

For details on events, see the manual Events.

Tickets The Ticket History page displays a list of all tickets, both open and resolved, associated with
the device.

For details on tickets and ticket administration, see the manual Ticketing.

Software The Software Packages page displays a list of all the software installed on the device. If
possible, the installation date is also displayed.

Processes The System Processes page displays information about the processes running on the device.

Services The Windows Services page displays a list of all Windows services enabled on the device.

TCP Ports The Port Security page displays a list of all open ports on a device. Every night, the

Sciencelogic platform scans all the ports of each managed device. If any new ports are
opened, the platform adds the port to the list in the Port Security page.
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Tab Description

Organization | Leads to the Organizational Summary page and the Organization Administration panel,
where you can view and edit details about the organization associated with the device.

For details on organizations and organization administration, see the manual Organizations
and Users.

Asset Leads to the Asset Properties page and the Asset Administration panel, where you can
view and edit the asset record for the device.

For details on asset records and asset administration, see the manual Asset Management.

Device Dashboards in the Device Summary Page

The device dashboard that is defined as the "Global Default" is the default dashboard that appears in the in the
Device Summary page for each device.

The Sciencelogic platform decides what to display in the Device Summary page as follows:
o Ifthe device is manually aligned with a device dashboard (in the Device Properties page), that dashboard is

displayed in the Device Summary page for the device.

o Ifthe device is not manually aligned with a device dashboard, the device dashboard that is aligned with the
Device Claoss is displayed.

o Ifthe device class is not aligned with a device dashboard, the device dashboard that is aligned with the
Device Category is displayed.

o Ifthe device category is not aligned with a device dashboard, the device dashboard that is defined as the
"Global Default" is displayed.

NOTE: Ifthe Prefer Global Device Summary Dashboard Over Category/Class checkbox is checked in
the Behavior Settings page (System > Settings > Behavior) and a device is not manually aligned
with a device dashboard, the dashboard that is defined as the "Global Default" is displayed.

NOTE: Although you can align a device dashboard with a Dynamic Application, the device dashboards that
are aligned with Dynamic Applications are never displayed in the Device Summary page as the
default display. However, from the Device Summary page, a user can select and view any device
dashboards that are aligned with Dynamic Applications for the device.

In addition to the default dashboard for a device, you can also view other device dashboards in the Device
Summary page. The other dashboards that are available for a device are based on the device class and device
category assigned to the device and the Dynamic Applications to which the device is subscribed.
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To view a device dashboard other than the global default device dashboard:

1. Gotothe Device Manager page (Registry > Devices > Device Manager).

2. Inthe Device Manager page, find the device for which you want to view the Device Summary page. Select

its bar graph (flﬂ) icon.

3. The Device Summary page appears, displaying either the global default device dashboard or the device

dashboard that has been manually assigned to this device.

4. Toselectadifferent device dashboard, select the drop-down menu in the upper-left corner of the Device

Summary page:

evice Dashboard

[Server [=]

Configs Interfaces

em7_cul
1008.54| 252

ScienceLogic, Inc.

System

Active

ScisnceLogic EM7 G3 - Data Collsctor

= Physical Device
w SystemENT
W7 Data Collector

14-10-10 18:20:00
« CUG| MOSS_Patch_AID

Data
days, 17:14:40 Collector

Device Vials {Last 12 hours}

. [

0200 1200 16:00

[ — Device Stats Avalabiity — Device Stats Latency ]

[Tickets and Events
Disk space 100%%
2. [ Trap Received (No name found for this Trap OID) | Trap Detait (Trap OID: 1.36.16.3.1.157)

isystem Component Ufilization
100

0z00 12100 1600

— CPU_— Memory — Swap

Top 5: Utiization IniOut {Last 12 hours}

) utiization out [ Utiization in

: g
@s“‘d’ w o e =

0% 0025% 008% 0075% 0.1% 0.125% 0.15% 08:00 10:00 12100 1400 18:00

[— Utiization I — Utiization Out - Errorsln -+ Errors Out —— Discards In —- Discards Out ]

12:00

Viewing Details in the Device Reports Panel

50



Device Dashboards are defined in the Device Dashboards page (System > Customize > Device Dashboards)
and aligned with the device in the Device Properties page (Registry > Devices > wrench icon) in the

Dashboard field:

Properties Thresholds

Schedule

Collections Monitors

Bolationships | _ Tickets | Rediects | __HNotes |
M

= emi_cul Physical Device
10.0.9.54| 252 SystemEMT
ScienceLogic, Inc. s EM7 Data Collector Data
System Ugtime | 2 days, 17:49.36 | Collector
ode | Active Callect r= 2014-10-10 18:55:00
Sciencelogic EM7 G3 - Data Collector Group / Coliestor |CUG | MOSS_Pateh_AID
Device Properties
Actions
Identification
Device Name IP Address Organization
[ —T 005 e =+ ] El#
Monitoring & Management Preferences
Device Class [Sciencelogic, Inc. EM7 Data Collector |l 21 Auto-Clear Events.
SNMP Readfrite [ [ EM7 Default VZ] [=][[Mone ] =] Accept AllLogs
Avaiabiity Port [[UDP] [=] [[161- SNMF] =
Latency Port [[ICHP] [=] [TCHPT =1 Daily Port Scans
Avall-Latency Alert | [Disable] =
Auto-Update
User [Disabled] - Collection Enabled]
Collection [ [Enabled] [=][cu6] [=] Sean AllPs
Coll. Type | [Standard] [=]
Critical Ping [ [Disabled] [~] Bynamic Discovery
Dasboars [Fore =]
Preserve Hosiname
Event Mask [ [Group in blocks every 10 minutes] [ ]
Disable Asset Update

For information on how to create a device dashboard and how to align it fo a device, device class, device
category, or a Dynamic Application, see the chapter on Device Dashboards.

The Default Device Summary Page

This section describes device dashboard that is configured as the global default when the platformis installed. This
default device dashboard provides a one-stop overview of a device.

NOTE: The global default dashboard can be changed. The dashboard describes in this section might not be
the global default dashboard in your Sciencelogic system.

To access the Device Summary page for a device:

1. Gotothe Device Manager page (Registry > Devices > Device Manager).
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2. Inthe Device Manager page, find the device for which you want to view the Device Summary page. Select
its bar graph (flﬂ) icon.
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3. The Device Summary page appears (along with the tabs for the Device Reports panel):

ization
IDevice Dashboard: | Default v,
Device Name 10.02.58 Managed Type Physical Device
IP Address /1D 10.02.58]3 Category System EMT
Class ScienceLogic, Inc Sub-Class | EM7 Data Collector Data
Organization System Uptime 13 days, 00:45:16 Collector
Collection Mode ~ Active Collection Time 2015-06-02 17:55:00
Description  ScienceLogic EM7 G3 - Data Collector Group / Collector CUG | MOSS_Patch AIO
Device Hostname
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2 000%
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Hourly Interface Usage In| [ Utiization (%)] ]| [eth0] ]| 00:
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0.25%
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4. The Device Summary page displays the following read-only information about the device:

« Vitals. Information about the overall health of the device.

o Tickets and Events. List of active tickets and events associated with the device.

Viewing Details in the Device Reports Panel 52



« Elements. List of elements associated with the device and links to a page with details on each
element.

o Monitors. List of monitoring policies associated with the device.
« System Component Utilization. Overview of CPU, memory, swap, and file system usage.

« Hourly Interface Usage. Overview of the hourly bandwidth usage of the primary interface.

5. Each pane is described in detail in the sections below.

NOTE: Data can be up to 1 hour old in the Device Summary page.

Read-Only Information

Each page in the Device Administration panel and the Device Reports panel displays read-only information
about the device.
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Device Name. Name of the device. Clicking on this field displays the Device Properties page for the
device.

IP Address /ID. IP address of the device and the device ID of the device. The device ID is a unique numeric
identifier, automatically assigned to the device by the Sciencelogic platform. Clicking on this field displays
the Device Properties page for the device.

Class. Device class for the device. A device class usually describes the manufacturer of the device.

Organization. Organization associated with the device. Clicking on this field leads to the Organizational
Summary page for the device's organization.

Collection Mode. Collection mode. Choices are "active", meaning the Sciencelogic platform is periodically
collecting data from the device, or "inactive", meaning the the platform is not currently collecting data from
the device. Clicking on this field executes the Remote Port Scanner and displays the Remote Port Scanner
modal page.

Description. For SNMP devices, the SysDescr value as reported by the SNMP agent on the device. Ifa
device does not support SNMP, this field appears blank.

Root Device. For component devices, displays the device name or IP address of the physical device where
the system that manages the device resides. Clicking on this value displays the Device Properties page for
the root device.

Parent Device. For component devices, displays the device name or IP address of the parent device. The
parent device can be either another component device or a physical device. A parent device is the device
between the current component device and the next layer in the component-device hierarchy. Clicking on
this value displays the Device Properties page for the parent device.

Device Hostname. For devices that are discovered and managed by a hostname (instead of IP address), this
field displays the fully qualified hostname for the device.

Managed Type. Specifies the protocol used to discover the device and whether or not the device is a
physical device or a virtual device. Clicking on this field executes an SNMP walk of the device's SNMP file
and displays the SNMP Walker modal page.
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o Category. The device category associated with the device. The device category usually describes the
function of the hardware.

o Sub-Class. The device sub-class associated with the device. The sub-class usually described the model of a
device.

o Uptime. The number of days, hours, minutes, and seconds that the device has been continuously up and
communicating with the Sciencelogic platform. Clicking on this field displays the System Vitals Summary
report.

o Collection Time. The date and time that the platform last collected data from the device.

o Group/Collector. The Collector Group and specific collector used to last collect data from the device. For
All-In-One Appliances, this field will contain the name of the default, built-in Collector Group.

Vitals

The Default device dashboard includes the Vitals pane. This pane displays information about the overall health of
the device. You can view in formation on the following:

« Device Rating. The amount of the available monitoring capacity of the Sciencelogic system that is used by
this device. The device rating is calculated hourly, based on the license that was used to install the
Sciencelogic system and the amount of collection it is performing for this device, among other statistics.

NOTE: The Device Rating field appears only for users of type "Administrator".

o Overall Health. The condition of the device. This correlates with the condition of the most severe
outstanding events. Clicking on this field leads to the System Vitals Summary Report, in the Device
Performance page. Possible values for this field are:

o BB Critical events are those that require immediate attention.

o Majer. Major events are those that require immediate investigation.

o Minor. Minor events are those that need to be investigated before problems become severe.
o [ Notice events are those that require attention but are not problem-related.

o [HEEMRY. Heolthy events are those that are not urgent.

« Availability. Availability means the device's ability o accept connections and data from the network. The
possible values are "okay" and "critical" or "undefined". Clicking on the value leads to System Availability
Report, in the Device Performance page for the device.

o Adevice will have an availability of "undefined" if the Sciencelogic platform is not monitoring
availability for the device. This applies mostly to Virtual Devices and Component Devices with no
aligned component identifiers of type "Availability".

o Latency. Latency for the device. Latency means the amount of time it takes the Sciencelogic platform to
communicate with the device. The value in this field specifies the number of milliseconds it takes to
communicate with the device. Clicking on the value leads to System Latency Report, in the Device
Performance page for the device.
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o Avail (24 Hr.). The device's average availability for the last 24 hours. Availability will be displayed in percent
value. Clicking on this field leads to the System Vitals Summary Report, in the Device Performance page.

o Latency (24 Hr.). The device's average latency for the last 24 hours. The value in this field specifies the
average number of milliseconds it took to communicate with the device. Clicking on the value leads to
System Latency Report, in the Device Performance page for the device.

o CPU Usage. Displays total CPU usage, in percent. Clicking on the value leads to the Overall CPU Utilization
Report, in the Device Performance page for the device.

o Memory Usage. Displays total memory usage, in percent. Clicking on the value leads to the Overall
Memory Utilization report, in the Device Performance page for the device.

« Swap Usage. Displays total memory usage, in percent. Clicking on the value leads to the Overall Virtual
Memory Utilization report, in the Device Performance page for the device.

Tickets and Events

The Normal device dashboard (the default dashboard) includes the Tickets and Events pane. This pane displays
a list of active events associated with the device. For each event, the pane displays:

« Date and time. Date and time the event last occurred on the device.
o Message. The event message. The message is color-coded for severity.

o BB Critical events are those that require immediate attention.

o Majer. Major events are those that require immediate investigation.

o Minor. Minor events are those that need to be investigated before problems become severe.
o [ Notice events are those that require attention but are not problem-related.

o [HEEMRY. Heolthy events are those that are not urgent.

Clicking on an event displays the Event Summary modal page, where you can view details about the event.
For details on events, see the manual Events.

The Tickets and Events pane displays a list of active tickets associated with the device. For each ticket, the pane
displays:
o Ticket ID. Unique numeric ID, automatically assigned to the ticket by the Sciencelogic platform.

« Message. The ticket message. The message is color-coded for severity.

o BB Criticol tickets are those that require immediate attention.

o Maijer. Major tickets are those that require immediate investigation.

o Minor. Minor ticket are those that need to be investigated before problems become severe.
o . Notice ticket are those that require attention but are not problem-related.

o [HEERY. Healthy fickets are those that are not urgent.

Clicking on a ticket displays the Ticket Summary modal page, where you can view details about the ticket.
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For details on tickets, see the manual Ticketing.

Elements

The Normal device dashboard (the default dashboard) includes the Elements pane. This pane displays
information about the elements associated with the device. This pane can contain entries for one or more of the
following:

« Active Events. Specifies the number of active events associated with the device. Clicking on the events icon (

1)) or the number of events leads to the Viewing Active Events page, where you can view details about the

list of active events associated with the device.

o Cleared Events. Specifies the number of events that have been cleared or automatically resolved. Clicking
on the events icon () or the number of events leads to the Viewing Cleared Events page, where you can
view details about the list of active events associated with the device.

« Active Tickets (OWP). Specifies the number of active tickets associated with the device. Clicking on the life-
ring icon (I}) or the number of tickets leads to the Ticket History page, where you can view details about the
active tickets for the device.

« Resolved Tickets. Specifies the number of resolved tickets associated with the device. Clicking on the life-

ring icon (I}) or the number of tickets leads to the Ticket History page, where you can view details about the
resolved tickets for the device.

« Log Messages. Specifies the number of log entries associated with the device. Clicking on the page icon (,{ﬂ
) or the number of log entries leads to the Device Logs & Messages page, where you can view details about
each log entry associated with the device.

o Asset Record. Specifies whether or not an asset record has been created for the device. The possible values

are "Yes" and "No". Clicking on the asset icon (%‘) or"Yes" or "No" leads to the Asset Properties page,

where you can create an asset record or view details of an existing the asset report.

o Product Services. Specifies the number of product or service SKUs associated with the device. Clicking on
the barcode icon or the number of products displays the Product Services modal page. In this page, you can
view details about the products associated with the device.

« Software Titles. Specifies the number of software fitles found on the device. Clicking on the software icon (
%" )or the number of software titles leads to the Software Packages page, where you can view details about
the software titles on the device.

o Processes. Specifies the number of processes running on the device. Clicking on the gear icon (%) or the
number of processes leads to the System Processes page, where you can view details about the processes
running on the device.

o Services. Specifies the number of Windows services running on the device. Clicking on the gear icon (%) or
the number of services leads to the Windows Services page, where you can view details about the Windows
services running on the device.

« TCP Ports. Specifies the number of open TCP ports on the device. Clicking on the port icon (#) or the
number open ports leads to the Port Security page, where you can view details about the open ports on the
device.
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Monitors

The Normal device dashboard (the default dashboard) includes the Monitors pane. This pane displays
information about the monitoring policies associated with the device. This pane can display the following:

« Domain Name. Displays the status of a domain-name, based on the domain-monitoring policy associated
with the device. Clicking on the policy name or the status leads to the DNS Report, in the Device
Performance page for the device.

« System Processes. Displays the status of a system process, based on the system-process monitoring policy
associated with the device. Clicking on the policy name or the status leads to the Process Report, in the
Device Performance page for the device.

o SOAP/XML Transactions. Displays the availability of a SOAP/XML server and content, based on the

SOAP/XML transaction policy associated with the device. Clicking on the policy name or the status leads to
the Data Transaction Report | Availability, in the Device Performance page for the device.

« Web content. Displays the status of specific web content, based on the web content policy associated with
the device. Clicking on the policy name or the status leads to the Content Verification Report | Availability, in
the Device Performance page for the device.

« File systems. For each monitored file system, specifies the percentage current used. Clicking on the name of
the file system or its percentage value displays the File System Report, in the Device Performance page for
the device.

For details on monitoring policies, see Monitoring Domain Servers and DNS Records, Monitoring Email
Round-Trips, Monitoring SOAP and XML Transactions, and Monitoring Web Content.

System Component Utilization

The Normal device dashboard (the default dashboard) includes the System Component Utilization pane. This
pane displays information about hardware usage by the device. The graph displays information about the following
hardware components:

o CPU. Displays the total amount of CPU currently being used, in percent. Clicking on this bar in the graph
leads to the Overall CPU Utilization Report, in the Device Performance page for the device.

« Memory. Displays total amount of memory currently being used, in percent. Clicking on this bar in the graph
leads to the Overall Virtual Memory Utilization Report, in the Device Performance page for the device.

o Swap. Displays the total amount of swap space currently being used, in percent. Clicking on this bar in the
graph leads to the Overall Virtual Memory Utilization Report, in the Device Performance page for the
device.

« File Systems. For each file-system on the device, displays percent of disk-space used. Clicking on this bar in
the graph leads to the File System Report in the Device Performance page for the device.

NOTE: If you hide a file system in the Device Hardware page (Registry > Devices > Hardware), that file
system does not appear in the System Component Utilization pane.
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Hourly Interface Usage

The Normal device dashboard (the default dashboard) includes the Hourly Interface Usage pane. This pane
displays the bandwidth usage for the a selected interface on the device. The graph uses two distinct colors to
display the average incoming and outgoing bandwidth used by the network interface, in hourly increments.

You can select the following parameters for the graph:

o Measurement. Based on your account preferences, this field is set to either Utilization (%) or the unit of
measure specified in the Measurement field in the Interface Properties page by default. For the current
login session, you can select a different unit of measure. Choices are: Octets, Utilization (%), Kilobytes,
Megabytes, Gigabytes, Terabytes, or Petabytes. Until you log out of your current user interface session, the
Hourly Interface usage graph will use the unit of measure you select in this field.

« Interface. By default, the Sciencelogic platform displays the interface for which you have selected Display
on Summary in the Interface Properties page. For the current login session, you can select a different
interface to display. Untfil you log out of your current user interface session, the Hourly Interface usage graph
will display data about the interface you select in this field.

Mousing over any area of the graph displays the bandwidth values and the date and time associated with the data
point.

Highlighting an area on the graph by clicking and dragging zooms in on the selected area. Clicking on the Show-All
icon returns the graph to its default display.

Shortcut Keys for Device Reports panel

When you view information for a device by selecting its bar graph icon ('-"m), you enfer the Device Reports panel.

When you enter the Device Reports panel, you can use the following shortcut keys to navigate the tabbed pages
and the entries in the menus on a page.

Page or Tab Shortcut Keys
Administer Bookmarks page Cil + At + B
Configuration Report page Ctrl + Alt +C
Viewing Active Events page Cil + Alt+ E
Guides page Ctl +Alt+ G
Interfaces Found page Ctrl + Alt + 1 ("eye")
Device Logs & Messages page Ctl + Alt + L
Performance Tab (System Vitals page, by default) Ctrl + Alt + P
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Page or Tab Shortcut Keys
Device Summary page Ctrl + Alt+ S
Ticket History page Ctl +Alt+T
Exit the Device Report panel Ctrl + Alt + X

Device Summary page

Ctrl + Alt + . ("period")

Ticket Editor page

Ctrl + Alt + <Enter>
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Chapter

Viewing Performance Graphs

Overview

The Performance page in the Device Reports panel displays performance graphs for hardware, monitoring
policies, and Dynamic Applications. From the Performance page, you can view the one or more of the following
types of reports (among others). These reports are described in this chapter.

o System Vitals. Displays the device's availability, latency, overall CPU usage, overall memory usage, and
overall virtual memory usage, all displayed on separate lines and graphed over time.

o System Availability. Displays the device's availability, graphed over time. Availability means the device's
ability to accept connections and data from the network

o System Latency. Availability. Displays the device's latency, graphed over time. Latency means the amount of
time it takes the Sciencelogic platform to communicate with the device.

o CPU Utilization. Displays the device's total CPU usage, in percentage. If a device contains multiple CPUs,
the report displays the total combined CPU usage, in percent.

o Memory Utilization. This report displays total memory usage overtime, in percent.
o Virtual Memory Utilization. This report displays total virtual memory usage over time, in percent.

o File Systems. The File System reports display the amount of disk-space used, in percent, for a device. For
each discovered file system on the device, the Sciencelogic platform generates a file system report. This
report displays the file system usage, over time, in percent. For devices with multiple file systems, the
Sciencelogic platform also generates a Composite report, which displays file system usage, over time, in
percent, for each file system, but on a single graph.

NOTE: If you hide a file system in the Device Hardware page (Registry > Devices > Hardware), that file
system does not appear in the File System reports in the Device Performance page.
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o Network Interfaces. For each discovered network interface on the device, the Sciencelogic platform
generates five reports:

o Utilization, Bandwidth Usage, and Bandwidth Usage (Stacked), which display bandwidth usage over
time

o Errors and Discards and Errors and Discards %, which display errors and discards over time

If an interface is configured for CBQoS and you have enabled the field Enable CBQoS Collection
in the Behavior Settings page (System > Seftings > Behavior), the Sciencelogic platform will
display the collected CBQoS data in reports. For each CBQoS Policy and each class map under that
policy, the platform can generate reports on the following based on the CBQoS configuration:

o Class Maps

o Policing

o Sets

o Match Statements
o Queuing

o Sets

o Traffic Shaping
o WRED

o Domain Name Monitors. Displays the availability of the domain-name server and the specified record on
that domain server over time, in percent. The report also displays the lookup time for each request (each time
the Sciencelogic platform contacts the server).

o Email Round-Trip Monitors. Displays the number of milliseconds it takes to send a message to an external
mail server and then receive a response message back from that external mail server.

o SOAP/XML Transaction Monitors. For each SOAP/XML transaction monitoring policy, displays multiple
reports, including a report on the availability of the SOAP or XML server and specific content on the server.
Also displays reports on page size, download speed, lookup time, connection time, and fransaction time.

o System Process Monitors. The System Process reports displays availability of system processes. For each
monitored system process, the Sciencelogic platform generates a process report. This report displays
availability of that process, in percent. For devices with multiple monitored processes, the Sciencelogic
platform also generates a Composite report, which displays availability of multiple processes over time, but
on a single graph.

o TCP/IP Port Monitors. For each monitored port, displays availability of that port, in percent. Availability
means the port's ability to accept connections and data from the network.

o Web Content Monitors. For each web content monitoring policy, displays multiple reports, including a
report on the availability of the web server and specific content on the server. Also displays reports on page
size, download speed, lookup time, connection time, and fransaction time.
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o Windows Service Monitors. For each monitored Windows Service, displays availability of that Windows
service, in percent. Availability means whether the service is enabled and running.

« Collection Groups and Collection Labels. For each Collection Label assigned to a Dynamic Application to
which the device subscribes, displays collected values for the aligned presentation object, over time. For
more information on Collection Labels, see the chapter Graphing Data from Multiple Dynamic
Applications in a Single Dashboard Widget.

The list of links in the Navigation Bar can also include links to reports (presentation objects) defined in the Dynamic
Applicationsto which the device subscribes .

NOTE: Component devices that were discovered using component mapping in Dynamic Applications might
display only reports defined in a Dynamic Application.

Viewing System Vitals for a Device

The System Vitals Summary Report displays multiple device-parameters in a single graph. The System Vitals
Summary Report trends the following parameters:
o System Availability (Availability means the device's ability o accept connections and data from the network.)

o System Latency (Latency means the amount of time it takes the Sciencelogic platform to communicate with
the device.)

o Overall CPU Usage
o Overall Physical Memory Usage
o Overall Swap Usage

The graph displays system availability, system latency, memory usage, virtual-memory usage, and CPU usage for
the selected duration.

To view the System Vitals report for a device:

1. Gotothe Device Manager page (Registry > Devices > Device Manager).
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2. Inthe Device Manager page, find the device for which you want to view the vitals report. Select its bar graph
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3. Inthe Device Reports panel, select the [Performance] tab.
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4. Inthe [Performance] tab, go to the NavBar (list of links in the left pane), expand the Overview link, and
select System Vitals.
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5. The System Vitals report displays multiple device-parameters for the selected date and time range.

« The y-axis displays usage, in percent, to the left and actual value to the right.

« The x-axis displays time. The increments vary, depending upon the selected data type (from the
[Options] menu) and the date range (from the Date Range Selection pane).

o Each parameter is represented by a color-coded line.

« Mousing over any point in any line displays the high, low, and average value at that time-point in the
Data Table pane.

« You can use your mouse to scroll the report to the left and right.
o In agraph of normalized data, clicking on a data point zooms in on that time period and shows the
non-normalized data.
6. The [Options] menu in the upper left of the report displays a menu of options you can apply to data in the
current report.

7. The [Reports] menu in the upper left of the report allows you o export and save the current data and graph
as a report. Displays a list of formats for saving the report.
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8. The Data Table at the bottom of each report allows you to view details about each data point and view
information about the entire report. The data table includes the following:

« Data Type/Label. For graphs that include multiple types of data on a single graph (for example,
availability and latency), each data type has its own row in this table. This column displays the type of
data and how it is color coded in the report. Clicking on the check mark toggles on and off the data in
the report.

« Graph Type. For selected reports, allows you to specify how you want the data type to be represented
in the report. Choices include candlestick, line, stepline, column, area, or stacked. For some reports,
the graph type is static and you cannot select a graph type.

o Trend. Toggles on and off a frendline. The trendline shows a bi-directional weighted average, which
"smooths" the data for easier consumption. This frending appears as a shaded area superimposed
over the graph.

o Mouseover. When you mouseover the graph, this column displays the exact value for each data type
atthat time point on the graph.

e Min. The column displays the minimum value for the data type in the report.
« Max. This column displays the maximum value for the data type in the report.
e Avg. This column displays the average value for the data type in the report.

o Missed Polls. This column displays the number of times the Sciencelogic platform was unable to
collect the data within the time span of the report.

Viewing Availability Reports for a Device

The System Availability report displays information about the device's availability. Availability means the device's
ability to accept connections and data from the network.

During polling, a device has two possibly availability values:

e 100%. Device is up and running.
o 0%. Device is not accepting connections and data from the network.
By default, the method of discovery determines how the the platform monitors availability for a device:
o Ifthe agentis installed and creates a device record before the device is discovered as an SNMP or pingable
device, availability is measured based on uptime data collected by the agent.
o Ifthe device is discovered as an SNMP or pingable device before the agent is installed, availability is

monitored with the method specified in the discovery session (SNMP, ICMP, or TCP).

For devices that the Sciencelogic platform discovers with the discovery tool (System > Manage > Discovery), the
Sciencelogic platform determines availability by checking the status of the port specified in the Availability Port
field in the Device Properties page. The Sciencelogic platform collects device-availability data every five
minutes, as specified in the process "Data Collection: Availability" (in the Process Manager page).

For component devices that the Sciencelogic platform discovers with component mapping Dynamic Applications,
the Sciencelogic platform determines availability by checking the status of a collection object.
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For devices that the Sciencelogic platform discovers with the agent, the Sciencelogic platform collects uptime
data from the agent every 5 minutes, and uses this value to determine device availability.

To view the System Availability report for a device:

1. Gotothe Device Manager page (Registry > Devices > Device Manager).

2. Inthe Device Manager page, find the device for which you want to view the availability report. Select its bar

graph icon (Fﬂ
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3. Inthe Device Reports panel, select the Performance tab.
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4. Inthe Performance tab, go to the NavBar (list of links in the left pane), expand the Overview link, and select
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System Availability.

5. The System Availability report displays system availability for the selected date and time range.

The y-axis displays usage, in percent to the left.

The x-axis displays time. The increments vary, depending upon the selected data type (from the
[Options] menu) and the date range (from the Date Range Selection pane).

Mousing over any point in any line displays (in the Data Table pane) the high, low, and average
value at the selected time-point.

You can use your mouse to scroll the report to the left and right.

In a graph of normalized data, clicking on a data point zooms in on that time period and shows the
non-normalized data.

The [Options] menu in the upper left of the report displays a menu of options you can apply to data in the

current report.

as a report. Displays a list of formats for saving the report.

The [Reports] menu in the upper left of the report allows you to export and save the current data and graph
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8. The Data Table at the bottom of each report allows you to view details about each data point and view
information about the entire report. The data table includes the following:

« Data Type/Label. For graphs that include multiple types of data on a single graph (for example,
availability and latency), each data type has its own row in this table. This column displays the type of
data and how it is color coded in the report. Clicking on the check mark toggles on and off the data in
the report.

« Graph Type. For selected reports, allows you to specify how you want the data type to be represented
in the report. Choices include candlestick, line, stepline, column, area, or stacked. For some reports,
the graph type is static and you cannot select a graph type.

o Trend. Toggles on and off a frendline. The trendline shows a bi-directional weighted average, which
"smooths" the data for easier consumption. This frending appears as a shaded area superimposed
over the graph.

o Mouseover. When you mouseover the graph, this column displays the exact value for each data type
atthattime point on the graph.

e Min. The column displays the minimum value for the data type in the report.
« Max. This column displays the maximum value for the data type in the report.
e Avg. This column displays the average value for the data type in the report.

o Missed Polls. This column displays the number of times the Sciencelogic platform was unable to
collect the data within the time span of the report.

Viewing Latency Reports for a Device

The System Latency report displays a graph with information about a single device's latency over fime.
To view the System Latency report for a device:

1. Gotothe Device Manager page (Registry > Devices > Device Manager).
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2. Inthe Device Manager page, find the device for which you want to view the latency report. Select its bar

graph icon (ﬂ
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3. Inthe Device Reports panel, select the Performance tab.
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4. Inthe Performance tab, go to the NavBar (list of links in the left pane), expand the Overview link, and select
System Latency.

5. The System Latency report displays system latency for the selected date and time range.

o The y-axis displays latency, in milliseconds, to the left.

« The x-axis displays time. The increments vary, depending upon the selected data type (from the
[Options] menu) and the date range (from the Date Range Selection pane).

o Mousing over any point in any line displays the high, low, and average value at that time-point in the
Data Table pane.

o You can use your mouse to scroll the report to the left and right.
o In a graph of normalized data, clicking on a data point zooms in on that time period and shows the
non-normalized data.
6. The [Options] menu in the upper left of the report displays a menu of options you can apply to data in the
current report.

7. The [Reports] menu in the upper left of the report allows you to export and save the current data and graph
as a report. Displays a list of formats for saving the report.
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8. The Data Table at the bottom of each report allows you to view details about each data point and view
information about the entire report. The data table includes the following:

Data Type/Label. For graphs that include multiple types of data on a single graph (for example,
availability and latency), each data type has its own row in this table. This column displays the type of
data and how it is color coded in the report. Clicking on the check mark toggles on and off the data in
the report.

Graph Type. For selected reports, allows you to specify how you want the data type to be represented
in the report. Choices include candlestick, line, stepline, column, area, or stacked. For some reports,
the graph type is static and you cannot select a graph type.

Trend. Toggles on and off a trendline. The trendline shows a bi-directional weighted average, which
"smooths" the data for easier consumption. This frending appears as a shaded area superimposed
over the graph.

Mouseover. When you mouseover the graph, this column displays the exact value for each data type
atthat time point on the graph.

Min. The column displays the minimum value for the data type in the report.
Max. This column displays the maximum value for the data type in the report.
Avg. This column displays the average value for the data type in the report.

Missed Polls. This column displays the number of times the Sciencelogic platform was unable to
collect the data within the time span of the report.

Viewing a Report on CPU Usage for a Device

For each device for which the Sciencelogic platform discovered a CPU, you can view a CPU Utilization report.

The CPU Utilization report displays the device's total CPU usage, in percentage. If a device contains multiple
CPUs, the report displays the total combined CPU usage, in percent.

To view the CPU Utilization report for a device:
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You can access the CPU Utilization report from two places:

« Go tothe Device Manager page (Registry > Devices > Device Manager), find the device where the

CPU resides, and select its bar graph icon (!ﬂ)

o Go to the Device Hardware page (Registry > Devices > Hardware), filtler by CPU, find the device

where the CPU resides, and select its bar graph icon (M)

2. When the Device Reports panel appears, select the Performance tab.
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3. Inthe Device Performance page, go to the NavBar (list of links in the left pane), expand the Overview link,
and select CPU Utilization.
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4. The Overall CPU Utilization report displays total CPU usage and average CPU usage over time. If a device
contains multiple CPUs, the report displays the total combined CPU usage, in percent, and the combined
average CPU usage, in percent. The graph displays CPU usage for the selected date and time range.

« The y-axis displays usage, in percent to the left.

o The x-axis displays time. The increments vary, depending upon the selected data type (from the
[Options] menu) and the date range (from the Date Range Selection pane).

o Mousing over any point in any line displays (in the Data Table pane) the high, low, and average value
at the select time-point.

» You can use your mouse to scroll the report to the left and right.
o In a graph of normalized data, clicking on a data point zooms in on that time period and shows the
non-normalized data.
5. The [Options] menu in the upper left of the report displays a menu of options you can apply to data in the
current report.

6. The [Reports] menu in the upper left of the report allows you to export and save the current data and graph
as a report, and displays a list of formats for saving the report.
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7. The Data Table at the bottom of each report allows you to view details about each data point and view
information about the entire report. The data table includes the following:

Data Type/Label. For graphs that include multiple types of data on a single graph (for example,
availability and latency), each data type has its own row in this table. This column displays the type of
data and how it is color coded in the report. Clicking on the checkmark toggles on and off the data in
the report.

Graph Type. For selected reports, allows you to specify how you want the data type to be represented
in the report. Choices include candlestick, line, stepline, column, area, or stacked. For some reports,
the graph type is static and you cannot select a graph type.

Trend. Toggles on and off a trendline. The trendline shows a bi-directional weighted average, which
"smooths" the data for easier consumption. This frending appears as a shaded area superimposed
over the graph.

Mouseover. When you mouseover the graph, this column displays the exact value for each data type
atthat time point on the graph.

Min. This column displays the minimum value for the data type in the report.
Max. This column displays the maximum value for the data type in the report.
Avg. This column displays the average value for the data type in the report.

Missed Polls. This column displays the number of times the Sciencelogic platform was unable to
collect the data within the time span of the report.

Viewing a Report on Physical Memory Usage for a Device

You can view an Overall Memory Utilization report for each device for which the Sciencelogic platform has
discovered physical memory. The Overall Memory Utilization Report displays total memory usage and average
memory usage over fime.

To view the Overall Memory Utilization report for a device:
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You can access the Memory Utilization report from two places:

« Go tothe Device Manager page (Registry > Devices > Device Manager), find the device where the

memory resides, and select its bar graph icon (ffﬂ).

o Gotothe Device Hardware page (Registry > Devices > Hardware), filtler by CPU, find the device

where the memory resides, and select its bar graph icon (M)
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2. When the Device Reports panel appears, select the Performance tab.

3. Inthe Device Performance page, go to the NavBar (list of links in the left pane), expand the Overview link,
and select Memory Utilization
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4. The Overall Memory Utilization report displays total memory usage and average memory usage over fime.
The graph displays memory usage for the selected date and time range.

o The y-axis displays memory usage, in percent, to the left.

« The x-axis displays time. The increments vary, depending upon the selected data type (from the
[Options] menu) and the date range (from the Date Range Selection pane).

o Ifthe reportincludes both physical memory and virtual memory, each is represented by a color-coded
stack and color-coded line on the graph.

o The line graph represents actual usage and the stack represents average usage.

o Mousing over any pointin any line (in the Data Table pane) displays the high, low, and average value
atthe selected time-point.

» You can use your mouse to scroll the report to the left and right.

o In agraph of normalized data, clicking on a data point zooms in on that time period and shows the
non-normalized data.
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5. The [Options] menu in the upper left of the report displays a menu of options you can apply to data in the
current report.

6. The [Reports] menu in the upper left of the report allows you to export and save the current data and graph
as a report, and displays a list of formats for saving the report.

7. The Data Table at the bottom of each report allows you to view details about each data point and view
information about the entire report. The data table includes the following:

o Data Type/Label. For graphs that include multiple types of data on a single graph (for example,
availability and latency), each data type has its own row in this table. This column displays the type of
data and how it is color coded in the report. Clicking on the checkmark toggles on and off the data in
the report.

« Graph Type. For selected reports, allows you to specify how you want the data type fo be represented
in the report. Choices include candlestick, line, stepline, column, area, or stacked. For some reports,
the graph type is static and you cannot select a graph type.

o Trend. Toggles on and off a frendline. The trendline shows a bi-directional weighted average, which
"smooths" the data for easier consumption. This frending appears as a shaded area superimposed
over the graph.

« Mouseover. When you mouseover the graph, this column displays the exact value for each data type
atthat time point on the graph.

e Min. The column displays the minimum value for the data type in the report.
o Max. This column displays the maximum value for the data type in the report.
e Avg. This column displays the average value for the data type in the report.

« Missed Polls. This column displays the number of imes the Sciencelogic platform was unable to
collect the data within the time span of the report.

Viewing a Report on Virtual Memory Usage for a Device

The Overall Virtual Memory Utilization Report displays total virtual memory usage and average virtual memory
usage over time.

To view the Overall Virtual Memory Utilization report for a device:
1. You can access the Overall Virtual Memory Utilization report from two places:

« Gotothe Device Manager page (Registry > Devices > Device Manager), find the device where the
virtual memory resides, and select its bar graph icon (fﬂﬂ).

o Gotothe Device Hardware page (Registry > Devices > Hardware), filter by CPU, find the device
where the virtual memory resides, and select its bar graph icon (rﬁﬁ)

2. When the Device Reports panel appears, select the [Performance] tab.

3. Inthe Device Performance page, go to the NavBar (list of links in the left pane), expand the Overview link,
and select Virtual Memory Utilization.
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4. The Overall Virtual Memory Utilization report displays total memory usage and average memory usage over
time. The graph displays memory usage for the selected date and time range.

« The y-axis displays virtual memory usage, in percent, to the left.

« The x-axis displays time. The increments vary, depending upon the selected data type (from the
[Options] menu) and the date range (from the Date Range Selection pane).

o Mousing over any point in any line displays the high, low, and average value at that time-point in the
Data Table pane.

o You can use your mouse to scroll the report to the left and right.

e Inagraph of normalized data, clicking on a data point zooms in on that time period and shows the
non-normalized data.

5. The [Options] menu in the upper left of the report displays a menu of options you can apply to data in the
current report.

6. The [Reports] menu in the upper left of the report allows you to export and save the current data and graph
as a report, and displays a list of formats for saving the report.

7. The Data Table at the bottom of each report allows you to view details about each data point and view
information about the entire report. The data table includes the following:

« Data Type/Label. For graphs that include multiple types of data on a single graph (for example,
availability and latency), each data type has its own row in this table. This column displays the type of
data and how it is color coded in the report. Clicking on the checkmark toggles on and off the data in
the report.

o Graph Type. For selected reports, allows you to specify how you want the data type fo be represented
in the report. Choices include candlestick, line, stepline, column, area, or stacked. For some reports,
the graph type is static and you cannot select a graph type.

o Trend. Toggles on and off a frendline. The trendline shows a bi-directional weighted average, which
"smooths" the data for easier consumption. This frending appears as a shaded area superimposed
over the graph.

« Mouseover. When you mouseover the graph, this column displays the exact value for each data type
atthat time point on the graph.

e Min. The column displays the minimum value for the data type in the report.
o Max. This column displays the maximum value for the data type in the report.
o Avg. This column displays the average value for the data type in the report.

o Missed Polls. This column displays the number of times the Sciencelogic platform was unable to
collect the data within the time span of the report.
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Viewing a Report on File System Usage for a Device

The File System reports display the amount of disk-space used, in percent, for a device. For each discovered file
system on the device, the Sciencelogic platform generates a file system report. This report displays the file system
usage, overtime, in percent. For devices with multiple file systems, the Sciencelogic platform also generates a
Composite report, which displays file system usage, overtime, in percent, for each file system, but on a single
graph.

NOTE: If you hide a file system in the Device Hardware page (Registry > Devices > Hardware), the
Sciencelogic platform does not generate a File System Report for that file system.

To view the file-system reports for a device:
1. You can access the File System reports from two places:

« Go tothe Device Manager page (Registry > Devices > Device Manager), find the device where the
file system resides, and select its bar graph icon (r‘ﬂ)

« Gotothe Device Hardware page (Registry > Devices > Hardware), filtler by CPU, find the device
where the file system resides, and select its bar graph icon (fl'm).
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2. When the Device Reports panel appears, select the Performance tab.

3. Inthe Device Performance page, go o the NavBar (list of links in the left pane), and expand the File System
Overview link.
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4. Ifadevice has multiple file systems, you can select from two types of reports:

« Composite. Leads to the File System Composite Report, where you can view percent of disk-space
used for all file systems on the device. Each file system is represented by a color-coded line.

« File System Name. For a selected file system, the File system Report displays file system usage, over
time, in percent.
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5. The File System Composite Report displays percent of disk-space used for all file systems on the device.
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6. The File System Composite Report displays the following:
o The File System Composite Report displays percent of disk-space used on the y-axis and time of day
on the x-axis. The report displays data from the last 24 hours.
« The y-axis displays usage, in percent.

o The x-axis displays time. The increments vary, depending upon the selected data type (from the
[Options] menu) and the date range (from the Date Range Selection pane).

« Each file system is represented by a color-coded line.

« Mousing over any point in any line displays (in the Data Table pane) the high, low, and average value
on each file system at the selected time-point.

« You can use your mouse to scroll the report to the left and right.

o In agraph of normalized data, clicking on a data point zooms in on that time period and shows the
non-normalized data.
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7. The File System Report displays file system usage, for a single file system, over time, in percent.
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8. The File System Report displays the following:

o The graph displays a color-coded line for percent usage and a color-coded line for amount used (in

MBs).

« The y-axis displays usage, in percent o the left and actual amount used, in MB, to the right.

« The x-axis displays time. The increments vary, depending upon the selected data type (from the
[Options] menu) and the date range (from the Date Range Selection pane).

o Each parameter is represented by a color-coded line.

« Mousing over any point in any line displays (in the Data Table pane) the high, low, and average value
at the selected time-point.

« You can use your mouse to scroll the report to the left and right.
o In agraph of normalized data, clicking on a data point zooms in on that time period and shows the
non-normalized data.
9. In both types offile-system reports, the [Options] menu in the upper left of the report displays a menu of
options you can apply to data in the current report.

10. In both types of file-system reports, the [Reports] menu in the upper left of the report allows you to export and
save the current data and graph as a report, and displays a list of formats for saving the report.
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11.

In both types of file-system reports, the Data Table at the bottom of each report allows you to view details
about each data point and view overview information about the entire report. The data table includes the
following:

Data Type/Label. For graphs that include multiple types of data on a single graph (for example,
availability and latency), each data type has its own row in this table. This column displays the type of
data and how itis color coded in the report. Clicking on the checkmark toggles on and off the data in
the report.

Graph Type. For selected reports, allows you to specify how you want the data type to be represented
in the report. Choices include candlestick, line, stepline, column, area, or stacked. For some reports,
the graph type is static and you cannot select a graph type.

Trend. Toggles on and off a trendline. The trendline shows a bi-directional weighted average, which
"smooths" the data for easier consumption. This frending appears as a shaded area superimposed
over the graph.

Mouseover. When you mouseover the graph, this column displays the exact value for each data type
atthat time point on the graph.

Min. The column displays the minimum value for the data type in the report.
Max. This column displays the maximum value for the data type in the report.
Avg. This column displays the average value for the data type in the report.

Missed Polls. This column displays the number of times the Sciencelogic platform was unable to
collect the data within the time span of the report.

Viewing Reports on Network Interfaces

For each discovered network interface on a device, the Sciencelogic platform generates five network interface
reports. These five reports display:

Utilization
Bandwidth Usage
Bandwidth Usage (Stacked)

Errors and Discards

Errors and Discards %

If an interface is configured for CBQoS and you have enabled the field Enable CBQoS Collection in the
Behavior Settings page (System > Settings > Behavior), the Sciencelogic platform will display the collected
CBQoS data in reports. For each CBQoS Policy and each class map under that policy, the platform can generate
reports on the following based on the CBQoS configuration:

81

Class Maps

Policing

Sets

Match Statements
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« Queuing

o Sefs

« Traffic Shaping
« WRED

Default Reports for Network Interfaces

To view the five default network interface reports for a device:

1. You can access the network inferface reports from two places:

« Go tothe Device Manager page (Registry > Devices > Device Manager), find the device with the

desired network inferface, and click its bar graph icon (fﬂ)

o Gotothe Device Hardware page (Registry > Devices > Hardware), find the device with the desired

network interface, and click its bar graph icon (fd)

2. When the Device Reports panel appears, click the Performance tab.

3.
Network Interfaces link.

In the Device Performance page, go to the NavBar (the list of links in the left pane), and expand the
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When you expand a network interface, links to each network interface report appear under that
interface.Each reports is described below.

In all of the network interface reports, the [Options] menu in the upper left of the report displays a menu of
options you can apply to data in the current report.

In all of the network interface reports, the [Reports] menu in the upper left of the report enables you to export
and save the current data and graph as a report, and displays a list of formats for saving the report.

In all of the network interface reports, the Data Table at the bottom of each report enables you to view details
about each data point and view overview information about the entire report. The data table includes the
following:

« Data Type/Label. For graphs that include multiple types of data on a single graph (for example,
availability and latency), each data type has its own row in this table. This column displays the type of
data and how it is color-coded in the report. Clicking on the check mark toggles on and off the data in
the report.

« Graph Type. For selected reports, allows you to specify how you want the data type to be represented
in the report. Choices include candlestick, line, stepline, column, area, or stacked. For some reports,
the graph type is static and you cannot select a graph type.

« Trend. Toggles on and off a frendline. The trendline shows a bi-directional weighted average, which
"smooths" the data for easier consumption. This frending appears as a shaded area superimposed
over the graph.

« Mouseover. When you mouse over the graph, this column displays the exact value for each data type
at that time point on the graph.

e Min. The column displays the minimum value for the data type in the report.
o Max. This column displays the maximum value for the data type in the report.
o Avg. This column displays the average value for the data type in the report.

o Missed Polls. This column displays the number of times the Sciencelogic platform was unable to
collect the data within the time span of the report.
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Network Utilization Report

The Network Utilization Report displays trends for the following parameters:

« Percentage of bandwidth used by inbound traffic to the device through the selected network interface

o Percentage of bandwidth used by outbound traffic from the device through the selected network interface
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The Network Utilization Report displays a color-coded line for percentage in and a color-coded line for

percentage out.

The y-axis displays usage, in percent, to the left.

The x-axis displays time. The increments vary, depending upon the selected data type (from the [Options]

menu) and the date range (from the Date Range Selection pane).

Table pane.

normalized data.

Viewing Performance Graphs

Mousing over any point in any line displays the high, low, and average value at that time point in the Data

You can use your mouse to scroll the report fo the left and right.

In a graph of normalized data, clicking on a data point zooms in on that time period and shows the non-
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Network Bandwidth Usage Report

The Network Bandwidth Usage Report displays trends for the following parameters:

o Number of octets of data traveling into the device through the selected network interface

o Number of octets of data traveling out from the device through the selected network interface
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The Network Bandwidth Usage Report graph displays a color-coded line for octets in and a color-coded line
for octets out.
o The y-axis displays bandwidth usage, in octets.

o The x-axis displays time. The increments vary, depending upon the selected data type (from the [Options]
menu) and the date range (from the Date Range Selection pane).

o Each parameter is represented by a color-coded line.

« Mousing over any pointin any line displays the high, low, and average value at that time point in the Data
Table pane.

o You can use your mouse to scroll the report to the left and right.

« Inagraph of normalized data, clicking on a data point zooms in on that time period and shows the non-
normalized data.

85 Viewing Performance Graphs



Network Bandwidth Usage Report (Stacked)

The Network Bandwidth Report (Stacked) displays trends for the following parameters:
o Number of octets of data traveling into the device through the selected network interface

o Number of octets of data traveling out from the device through the selected network interface
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The Network Bandwidth Report (Stacked) graph displays a color-coded stack for octets in and a color-coded
stack for octets out.
The y-axis displays bandwidth usage, over time.

The x-axis displays time. The increments vary, depending upon the selected data type (from the [Options]
menu) and the date range (from the Date Range Selection pane).

Each parameter is represented by a color-coded stack (similar to an area graph).

Mousing over any point in a stack displays the high, low, and average value at that time pointin the Data
Table pane.

You can use your mouse fo scroll the report to the left and right.
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« Inagraph of normalized data, clicking on a data point zooms in on that time period and shows the non-
normalized data.

Network Error Report

The Network Error Report displays trends for the following parameters:

o Number of errors that occurred in data traveling into the device through the selected network interface

o Number of errors that occurred in data traveling out from the device through the selected network interface

o Number of discards that occurred in data traveling info the device through the selected network interface

o Number of discards that occurred in data traveling out from the device through the selected network interface

Packet errors occur when packets are lost due to hardware problems such as breaks in the network or faulty
adapter hardware.

Discards occur when an interface receives more traffic than it can handle (either a very large message or many
messages simultaneously). Discards can also occur when an interface has been specifically configured to discard.
For example, a user might configure a router's interface to discard packets from a non-authorized IP.
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The Network Error Report graph displays a color-coded line for errors in, errors out, discards in, and discards

out.
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o The y-axis displays number of errors and discards.

o The x-axis displays time. The increments vary, depending upon the selected data type (from the [Options]
menu) and the date range (from the Date Range Selection pane).

o Each parameter is represented by a color-coded line.

« Mousing over any point in any line displays the high, low, and average value at that time point in the Data
Table pane.

« You can use your mouse fo scroll the report to the left and right.

« Ina graph of normalized data, clicking on a data point zooms in on that time period and shows the non-
normalized data.

Network Error Report (Percent)

The Network Error Report (%) displays trends for the following parameters:

o Percentage of errors that occurred in data traveling into the device through the selected network interface

« Percentage of errors that occurred in data traveling out from the device through the selected network
interface

« Percentage of discards that occurred in data traveling into the device through the selected network interface
o Percentage of discards that occurred in data traveling out from the device through the selected network

interface

Packet Errors occur when packets are lost due to hardware problems such as breaks in the network or
faulty adapter hardware.
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Discards occur when an interface receives more traffic than it can handle (either a very large message or

many messages simultaneously). Discards can also occur when an interface has been specifically
configured to discard. For example, a user might configure a router's interface to discard packets from a
non-authorized IP.

Close Interfaces

em?_cul Physical Device
10.0.9.54] 252 . SystemEMT

: Sciencelogic, Inc. =Le-Cizzz  EMT Data Collector Data
System Uptime | 2 days, 18:48:36 | Collector
Active Coliection Tirme | 2014-10-10 19:55:00
Sciencelogic EM7 G3 - Data Collector Group / Colector CUG | MOSS_Patch_AID

Device Hostname

[ Reset | Guide ]

From: |10/09/2014 19:5¢ To: |10/10/2014 19:5¢

T
Overview

[oviors | _reron ]
lzoom | 6H [12H [0 Max

Network Error Report | ethD | 00:50:56:b2:33:16

File Systems

EFNetwork Interfaces

etho 0.08
—Utilization (%)
—Bandwidth Usage 0.05
—Bandwidth Usage (Stacked)
—Errors and Discards 004

‘“—Errors and Discards (%)

em1 0.03
sitD
0.02 2014-10-10 07:50:00
EHEMT: System Performance Errors % In 0
E-EMT: Event Statistics. Errors % Out 0
E-Net-SNMP: CPU L S O::)D
iscards % Out:
[GHNet-SNMP: Physical Memory
EHNet-SHMP: Swap oR— ! . | . | :
L Sniopet Random Number Exam 2100 10. Ot 03:00 08:00 12:00 15:00 18:00
F-Snippet Random Number Example
[SNMP Performance Dynamic
Application 02. Oct 12:00 10. Ot 12:00
[ [
Date Range Selection: - Data Type/Label Graph Type Trend Mouss-over Min Max Avg
& Errors % In ArEd | w o o o o o
[10/08/2114 19:57]
start (1008720141957 5 |37 rrrs 96 G area v 0 0 0 00
end [10/10/2014 1957) 5] . Discards % In aea |« (1] ] 0 0 0
4 Discards % Out area |- ] ] 0 00
[ Presers [Set Custor

The Network Error Report (%) graph displays a color-coded line for errors % in, errors % out, discards % in, and
discards % out.
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The y-axis displays percentage of errors and discards.

The x-axis displays time. The increments vary, depending upon the selected data type (from the [Options]
menu) and the date range (from the Date Range Selection pane).

Each parameter is represented by a color-coded line.

Mousing over any point in any line displays the high, low, and average value at that time point in the Data

Table pane.

You can use your mouse to scroll the report to the left and right.

In a graph of normalized data, clicking on a data point zooms in on that time period and shows the non-

normalized data.
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CBQoS Reports for Network Interfaces

To view the CBQoS reports for a network interface:

1. You can access the network inferface reports from two places:

« Go tothe Device Manager page (Registry > Devices > Device Manager), find the device with the

desired network inferface, and click its bar graph icon ('lﬂ).

o Gotothe Device Hardware page (Registry > Devices > Hardware), find the device with the desired

network inferface, and click its bar graph icon (¢

i)

2. When the Device Reports panel appears, click the Performance tab.

3.

Network Interfaces link.

In the Device Performance page, go to the NavBar (the list of links in the left pane), and expand the
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4. When you expand a network interface for which CBQoS has been enabled, you will see an entry for Quality
of Services. When you expand the Quality of Service link, you will see entries for the CBQoS report with a
link to each CBQoS report. Each reports is described below.
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5.

In all of the network interface reports, the [Options] menu in the upper left of the report displays a menu of
options you can apply to data in the current report.

In all of the network interface reports, the [Reports] menu in the upper left of the report enables you to export
and save the current data and graph as a report, and displays a list of formats for saving the report.

In all of the network interface reports, the Data Table at the bottom of each report enables you to view details
about each data point and view overview information about the entire report. The data table includes the
following:

o Data Type/Label. For graphs that include multiple types of data on a single graph (for example,
availability and latency), each data type has its own row in this table. This column displays the type of
data and how it is color coded in the report. Clicking on the check mark toggles on and off the data in
the report.

« Graph Type. For selected reports, allows you to specify how you want the data type to be represented
in the report. Choices include candlestick, line, stepline, column, area, or stacked. For some reports,
the graph type is static and you cannot select a graph type.

o Trend. Toggles on and off a trendline. The trendline shows a bi-directional weighted average, which
"smooths" the data for easier consumption. This frending appears as a shaded area superimposed
over the graph.

« Mouseover. When you mouse over the graph, this column displays the exact value for each data type
at that time point on the graph.

e Min. The column displays the minimum value for the data type in the report.
o Max. This column displays the maximum value for the data type in the report.
o Avg. This column displays the average value for the data type in the report.

o Missed Polls. This column displays the number of times the Sciencelogic platform was unable to
collect the data within the time span of the report.
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Class Map Overview

For the selected inferface, the Class Map Overview Report displays trends for the following parameters:

« total interface utilization, in either % used (versus total available), bytes, bps, or packets, over time before
applying the CBQoS policy

« total interface utilization, in either % used (versus total available), bytes, bps, or packets, over time after
applying the CBQoS policy

« total dropped traffic, in either % used (versus total available), bytes, bps, or packets, over time for the class
map
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The graph displays a color-coded line for Pre-Policy, Post-Policy, and Dropped.

o The y-axis displays volume in either Mbytes, bps, or packets.

o The x-axis displays time. The increments vary, depending upon the selected data type (from the [Options]
menu) and the date range (from the Date Range Selection pane).

« Mousing over any pointin any line displays the Pre-Policy, Post-Policy, and Dropped value at that time point.

« You can use your mouse fo scroll the report to the left and right.
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Match Statements Overview

For the selected inferface, the Match Statements Overview Report displays trends for the following parameters:
« tofal packets (in either bps, bytes, or packets) over time that match the U32 filter before the Match Statement
is applied

« total packets (in either bps, bytes, or packets) over time that match the L32 filter before the Match Statement
is applied

« total packets (in either bps, bytes, or packets) over time before the Match Statement is applied
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The graph displays a color-coded line for Pre-Policy Inbound (U32), Pre-Policy Inbound (L32), and Pre-Policy
Inbound.
o The y-axis displays volume in either Mbytes, bps, or packets.

o The x-axis displays time. The increments vary, depending upon the selected data type (from the [Options]
menu) and the date range (from the Date Range Selection pane).

o Mousing over any pointin any line displays the Conforming, Non-Conforming, and Violations values at that
time-point.

« You can use your mouse to scroll the report fo the left and right.
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Policing Overview

For the selected inferface, the Policing Overview Report displays trends for the following parameters:

« total traffic (in either bytes, bps, or packets) over time that conform to the policing policy
« total traffic (in either bytes, bps, or packets) over time that do not conform to the policing policy

« total traffic (in either bytes, bps, or packets) over time that violate the policing policy
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The graph displays a color-coded line for Conforming, Non-Conforming, and Violations.

o The y-axis displays volume in either Mbytes, bps, or packets.

 The x-axis displays time. The increments vary, depending upon the selected data type (from the [Options]
menu) and the date range (from the Date Range Selection pane).

« Mousing over any pointin any line displays the Conforming, Non-Conforming, and Violations values at that
time-point.

« You can use your mouse fo scroll the report to the left and right.
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Queueing Overview

For the selected interface, the Queuing Overview Report displays trends for the following parameters:

« total discarded traffic (in either bytes or bps) over time for the queuing policy

o queue depth (in either bytes or bps) over time for the queuing policy

NOTE: If a queue is marked as "priority" in CBQOS, the text Priority appears in parentheses next fo the entry in
the navbar.
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The graph displays a line for total discarded traffic:

o The y-axis displays volume in either bytes or bps.

o The x-axis displays time. The increments vary, depending upon the selected data type (from the [Options]
menu) and the date range (from the Date Range Selection pane).

« Mousing over any point in any line displays the number or discards at that time-point.

« You can use your mouse to scroll the report to the left and right.
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Set Overview

For the selected interface, the Set Overview Report displays trends for the following parameters:

« total traffic (in either bps, bytes, or packets) over time where the Discard Class field is marked by the Set
policy
« total traffic (in either bps, bytes, or packets) over time where the DSCP field is marked by the Set policy

« total traffic (in either bps, bytes, or packets) over time where the DSCP Tunnel field is marked by the Set
policy

« total fraffic (in either bps, bytes, or packets) over time where the Frame Relay DE bit is marked by the Set
policy

« total traffic (in either bps, bytes, or packets) overtime where the Frame Relay FECN BECN bit is marked by
the Set policy

« total traffic (in either bps, bytes, or packets) over time where the MPLS Experimental Implosion field is
marked by the Set policy

« total traffic (in either bps, bytes, or packets) over time where the MPLS Experimental TopMost field is
marked by the Set policy

« total traffic (in either bps, bytes, or packets) over time where the Precedence field is marked by the Set policy

« total traffic (in either bps, bytes, or packets) over time where the QoS Group field is marked by the Set policy
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The graph displays a color-coded line for each of the metrics described above.

The y-axis displays volume in either Mbytes, bps, or packets.

o The x-axis displays time. The increments vary, depending upon the selected data type (from the [Options]
menu) and the date range (from the Date Range Selection pane).

« Mousing over any point in any line displays the values for each metric at that time-point.

« You can use your mouse to scroll the report fo the left and right.

Traffic Shaping Overview

For the selected interface, the Traffic Shaping Overview Report for each traffic shaping policy includes two

reports:

o Overview (boolean)

o Overview (in either byes or packets)
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Overview (boolean)
For the selected interface, the Overview (boolean) report displays trends for the following parameters:

o Active. Specifies whether the traffic shaper is active over time for the traffic shaping policy. Possible values are
"0" for "Not active" and "1" for "active". However, you might see values otherthan 1 or O in this report. If a
report contains any other value, it is an average of multiple readings. For example, if during a five-minute
interval, the Sciencelogic platform gathered five readings and during one of those readings, there was no
traffic, so the traffic shaper was not active, the average wouldbe 0.8 (1 + 14+ 1+ 1 +0=4;4/5=0.8).
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The graph displays a color-coded line for each of the metrics (described previously):

o The y-axis displays volume in either Mbytes or packets.

o The x-axis displays time. The increments vary, depending upon the selected data type (from the [Options]
menu) and the date range (from the Date Range Selection pane).

o Mousing over any pointin any line displays a value for the metric described above at that time-point.

« You can use your mouse to scroll the report fo the left and right.
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Overview (in either bytes or packets)

For the selected interface, the Overview (bytes) and Overview (packets) reports display trends for the following
parameters:
o Delayed packets (in either bytes or packets) over time that match the U32 filter for the traffic shaping policy
o Delayed packets (in either bytes or packets) over time that match the L32 filter for the traffic shaping policy
o Delayed packets (in either bytes or packets) over time for the traffic shaping policy
« Dropped packets (in either bytes or packets) overtime that match the U32 filter for the traffic shaping policy
» Dropped packets (in either bytes or packets) over time that match the L32 filter for the traffic shaping policy

« Dropped packets (in either bytes or packets) over time for the traffic shaping policy
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The graph displays a color-coded line for each of the metrics (described previously):

o The y-axis displays volume in either Mbytes or packets.

 The x-axis displays time. The increments vary, depending upon the selected data type (from the [Options]
menu) and the date range (from the Date Range Selection pane).

« Mousing over any pointin any line displays a value for each of the metrics described above at that time-point.

« You can use your mouse fo scroll the report to the left and right.
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WRED Overview

For the selected interface, the RED Overview report for each WRED policy includes two reports:

o Overview (in either bytes or packets)

o Overview (items)

Overview (in either bytes or packets)
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For the selected interface, the Overview (bytes) and Overview (packets) reports display trends for the following
parameters:

o Random drops (in either bytes or packets) over time for the RED policy

o Random drops (in either bytes or packets) over time that match the U32 filter for the RED policy

o Random drops (in either bytes or packets) over time that match the L32 filter for the RED policy

« Tail drops (in either bytes or packets) over time for the RED policy

« Tail drops (in either bytes or packets) over time that match the U32 filter for the RED policy

« Tail drops (in either bytes or packets) over time that match the L32 filter for the RED policy

o Transmitted traffic (in either bytes or packets) over time that match the L32 filter for the RED policy
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« Total packets (in either bytes or packets) over time where the ECN bit is marked by the RED policy
o Total packets (in either bytes or packets) over time that match the U32 filter and where the ECN bit is marked
by the RED policy

The graph displays a color-coded line for each of the metrics described above:

o The y-axis displays volume in either Mbytes or packets.

o The x-axis displays time. The increments vary, depending upon the selected data type (from the [Options]
menu) and the date range (from the Date Range Selection pane).

« Mousing over any point in any line displays a value for each of the metrics described above at that time-point.

« You can use your mouse to scroll the report fo the left and right.
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For the selected interface, the Overview (items) report displays trends for the following parameters:

« Average Queue Size (in items) over time for each queue aligned with the RED policy.
The graph displays a color-coded line for each quevue:

o The y-axis displays volume in items.
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o The x-axis displays time. The increments vary, depending upon the selected data type (from the [Options]
menu) and the date range (from the Date Range Selection pane).

« Mousing over any point in any line displays a value for average queue size at that time-point.

o You can use your mouse to scroll the report to the left and right.

Viewing Reports about DNS Servers and DNS Records for a
Device

When you define a domain-name monitoring policy, the Sciencelogic platform automatically collects data
associated with the policy. The Sciencelogic platform graphs that data in the Performance tab for the device
associated with the policy.

There are two ways to navigate fo the report for domain-name monitoring:
1. From the Device Manager page (Registry > Devices > Device Manager):

« Inthe Device Manager page, find the device that is associated with the monitoring policy. Select the
bar-graph icon (’!ﬂ) for the device.
o Inthe Device Reports panel, select the Performance tab.

« Inthe left NavBar, expand Domain Name Monitors and select the policy for which you want to view
the report.

Or:
2. From the Domain Name Monitoring page (Registry > Monitors > Domain Name):

« Inthe Domain Name Monitoring page, find the domain-name policy for which you want to see a
report.

 Selectthe bar graph icon in the Domain/Zone ﬁeld(’!ﬂ).
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3. The Device Performance page appears, with the DNS Report displayed.
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4. The DNS Report displays multiple parameters in a single graph. The DNS Report trends the following

parameters:

« Availability. Availability of the specified name server and of a specific record and specific content in

that record. Availability is 100% for a poll if the name server responded, the lookup returned a record,
and the result match specified in the policy did not generate an event. If availability is not 100% for a

poll, availability is 0% for that poll.

o Lookup Time. The amount of time it fook the DNS server to access the specified DNS record, search

it, and return a result fo the Sciencelogic platform.

The graph displays a color-coded line for availability and for latency, for the selected duration.

o The y-axis displays availability, in percent to the left, and latency time, in milliseconds to the right.

o The x-axis displays time. The increments vary, depending upon the selected data type (from the
[Options] menu) and the date range (from the Date Range Selection pane).

« Mousing over any point in any line displays the high, low, and average value at that time-point in the

Data Table pane.

« You can use your mouse to scroll the report to the left and right.
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o In agraph of normalized data, clicking on a data point zooms in on that time period and shows the
non-normalized data.

Viewing Reports on an Email Round-Trip Monitoring Policy

When you define a policy to monitor Email round-trips, the Sciencelogic platform automatically collects data
associated with the policy. The Sciencelogic platform graphs that data in the Performance tab for the device
associated with the policy.

There are two ways to navigate to the report for Email round-trip monitoring:
1. From the Device Manager page (Registry > Devices > Device Manager):

« Inthe Device Manager page, find the device that is associated with the monitoring policy. Select the
bar graph icon (l'ﬂ) for the device.

« Inthe Device Reports panel, select the Performance tab.

o Inthe NavBar, expand Email Round-Trip Monitors and select the policy for which you want to view the
report.

Or:
2. From the Email Round-Trip Monitoring page (Registry > Monitors > Email Round-Trip):

o Inthe Email Round-Trip Monitoring page, find the Email round-trip policy for which you want fo see
a report.

« Selectits bar graph icon in the Policy Name field (ﬂ)
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3. The Device Performance page appears, with the Email Round-Trip Report displayed.
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4. The Email Round-Trip Report displays results from an Email round-trip policy. The report trends the following
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parameters:

o Availability. The availability of an Email server. Availability means whether the Sciencelogic platform
received a reply Email from the Email server.

o Round-Trip Time. The amount of time it takes to send an Email message from the Sciencelogic

platform 1o an external mail server and then back to the platform.

The graph displays the total time for the entire Email transaction from the Sciencelogic platform to the
external server and back to the platform.

o The y-axis displays the speed of the entire Email fransaction from the Sciencelogic platform to the
external server and back to the platform, in seconds.

« The x-axis displays time. The increments vary, depending upon the selected data type (from the
[Options] menu) and the date range (from the Date Range Selection pane).

o Mousing over any point in any line displays the high, low, and average value at that time-point in the
Data Table pane.

o You can use your mouse to scroll the report to the left and right.
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o In agraph of normalized data, clicking on a data point zooms in on that time period and shows the
non-normalized data.

Viewing Reports on an SOAP or XML Transaction Policy

The Data Transaction Reports page display results from a SOAP/XML transaction policy. Each of these policies
monitors a server-to-server fransaction that uses HTTP and can post files or forms (for example, SOAP/XML, Email,
or RSS feeds). The Sciencelogic platform sends a request and some data and then examines the result of the
transaction and compares it o a specified expression match.

There are two ways to navigate to the reports for SOAP/XML Transactions policies:
1. From the Device Manager page (Registry > Devices > Device Manager):

« Inthe Device Manager page, find the device that is associated with the monitoring policy. Select the
bar graph icon (’fﬂ) for the device.
« Inthe Device Reports panel, select the Performance tab.

« Inthe NavBar, expand SOAP/XML Transaction Monitors and select the policy for which you want to
view the report.

Or:
2. From the SOAP/XML Transaction Monitoring page (Registry > Monitors > SOAP-XML Transactions):

o Inthe SOAP/XML Transaction Monitoring page, find the SOAP/XML transaction policy for which
you want to see a report.

o Selectits bar graph icon in the Policy Name ﬁeld('m).
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3. The Device Performance page appears, with the Data Transaction Report | Availability report displayed.
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4. The Data Transaction Report | Availability report displays results from a SOAP/XML Transaction policy. The
report frends the parameters described below. The Data Transaction Report | Availability report displays the
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availability of the external server and the availability of the specified data.

o The y-axis displays availability, in percent to the left.

o The x-axis displays time. The increments vary, depending upon the selected data type (from the
[Options] menu) and the date range (from the Date Range Selection pane).

« Mousing over any point in any line displays the high, low, and average value at that time-point in the
Data Table pane.

« You can use your mouse to scroll the report to the left and right.

o Inagraph of normalized data, clicking on a data point zooms in on that time period and shows the
non-normalized data.
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5. Foreach SOAP/XML Transaction policy, you can also view the following additional reports. To view them,
select the appropriate entries in the NavBar:

o Page Size. The Data Transaction Report | Page Size report displays information about the size of the
page specified in the URL of the policy. The graph displays the page size of the specified URL for the
selected duration.
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o The y-axis displays size in kilobytes per second (Kb).

o The x-axis displays time. The increments vary, depending upon the selected data type (from the
[Options] menu) and the date range (from the Date Range Selection pane).
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o Download Speed. The Data Transaction Report | Download Speed report displays the speed at
which data was downloaded from the server (specified in the server policy) to the Sciencelogic
platform. The graph displays the speed at which data was downloaded from the specified server o the
Sciencelogic platform for the selected duration.
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o The y-axis displays the speed at which data was downloaded from the server to the Sciencelogic
platform, in (bits per second) Bps.

o The x-axis displays time. The increments vary, depending upon the selected data type (from the
[Options] menu) and the date range (from the Date Range Selection pane).
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o Lookup Time. The Data Transaction Report | Domain Lookup Time report displays the speed at
which your DNS system was able to resolve the name of the server in the server policy. The graph

displays the speed at which your DNS system was able to resolve the name of the server in the policy
for the specified duration.
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in seconds.

o The y-axis displays the speed at which your DNS system was able to resolve the name of the server,

o The x-axis displays time. The increments vary, depending upon the selected data type (from the
[Options] menu) and the date range (from the Date Range Selection pane).
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o Connection Time. The Data Transaction Report | Connection Time report displays the time it takes
forthe Sciencelogic platform to establish communication with the external server. In other words, the
time it fakes from the beginning of the HTTP request to the TCP/IP connection. The graph displays the
speed at which the Sciencelogic platform was able o make a TCP/IP connection fo the external
server in the policy for the specified duration.

Performance

| [ | TCPPorts | Organization |

Interfaces

7 Apple AirPort - Apple Computer, 2006. All rights Reserved

Physical Device

ory  Servers

FreeBSD

0 days, 00:00:00
2013-08-24 17.00:00
o CUG | em7_ao_205

Zovervew Data Transaction Report | Connection Tme | Stock Quate Service ECTEECT
ENetwork Interfaces [zoom | BH [12H | 1D |Max From: |06/24/2013 16:35 To: 06/24/201317:38
EFSOARXML Transaction Menitors
IéFStDck Quote Service /\\
-Availabilty 0.35sec / \
Page Size f ".‘
Download Spead 0.3sec | \
oo ] foaec / A\
Transaction Time / \ f "\
0 Zsec / \ /
0.15sec / \ =
0.1sec /
T T T T T
18:40 18:50 17:00 1710 1720 17:20
23 Jun 12:00 24 Jun 12:00 L]
[ m
Date Range Selection: i Data Type/Late Mew Mo Mas o =
& L¥ Time - 0.080 0.400 0129 562
Start [06/22/2013 1742
end [06/24/2013 1742 |

o The y-axis displays the speed at which the Sciencelogic platform was able to make a
TCP/IP connection to the external server, in seconds.

o The y-axis displays the speed at which the Sciencelogic platform was able to make a
TCP/IP connection to the external server, in seconds.
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« Transaction Time. The Data Transaction Report | Transaction Time report displays the total time it
took fo make a connection to the external server, send the HTTP request, wait for the server to parse
the request, receive the requested data from the server, and close the connection.The graph displays
the total time for the entire transaction from the Sciencelogic platform to the external server and back
to the platform for the specified duration.
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o The y-axis displays the speed of the entire transaction from the Sciencelogic platform to the external
server and back to the platform, in seconds.

o The x-axis displays the speed of the entire transaction from the Sciencelogic platform to the external
server and back to the platform, in seconds.

Viewing Availability Reports for a Single System Process on a
Device

When you define a process monitoring policy, the Sciencelogic platform automatically collects data associated
with the policy. The Sciencelogic platform graphs that data in the Performance tab for the device associated with
the policy.
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If the Sciencelogic agent is installed on a device, data collected by the agent is used by default for process
monitoring policies on that device. For more information about monitoring processes with the agent, see the
Monitoring Using the Sciencelogic agent manual.

For policies that monitor system processes, the Sciencelogic platform generates one or more of the following
reports:

o The Process Report displays the availability of a single monitored process on the device and also displays the
number of instances of that process running on the device.
« The Process Availability Composite Report displays the availability of all monitored processes on the
device.
Availability means the process is running.

During polling, a process has two possible availability values:

o 100%. Process is up and running.

o 0%. Process is not up and running.

However, you might see values other than 100 or O in an availability report. If a report contains any other
percentage, itis an average of multiple readings. For example, if the Sciencelogic platform gathered five readings
and during one of those readings, a process was unavailable, the average would be 80% (100 + 100 + 100 +
100 + 0 = 400; 400/5 = 80).

There are two ways to navigate to the reports for process monitoring:
1. From the Device Manager page (Registry > Devices > Device Manager):

« Inthe Device Manager page, find the device that is associated with the monitoring policy. Select the
bar graph icon (FB‘J) for the device.
« Inthe Device Reports panel, select the Performance tab.

« Inthe NavBar, expand System Process Monitors and select the policy for which you want to view the
report.

Or:
2. From the System Process Monitoring page (Registry > Monitors > System Processes):

« Inthe System Process Monitoring page, find the system process policy for which you want to see a
report.

« Selectits bar graph icon in the Process Name ﬁeld(d’ﬂ’).
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3. The Device Performance page appears, with the Process Report displayed.
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4. The Process Report displays a color-coded line for the availability of the monitored process over time and
another color-coded line that represents the number of instances of the process running on the device.

o The y-axis displays the availability of the process, in percent to the left and the number of processes to
the right.

o The x-axis displays time. The increments vary, depending upon the selected data type (from the
[Options] menu) and the date range (from the Date Range Selection pane).

5. Ifyou have defined monitoring polices for multiple processes on a single device, you can also view the
Process Availability Composite Report.

6. The Process Availability Composite Report displays the availability of all monitored processes on the device.

o The graph displays the availability of each monitored process. Each monitored process is represented
with a color-coded line.

« The y-axis displays the availability of the process, in percent.

« The x-axis displays time. The increments vary, depending upon the selected data type (from the
[Options] menu) and the date range (from the Date Range Selection pane).
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Viewing Port Availability Reports for a Single Device

When you define a policy to monitor port availability, the Sciencelogic platform automatically collects data
associated with the policy. The Sciencelogic platform graphs that data in the Performance tab for the device
associated with the policy.

If the Sciencelogic agent is installed on a device, data collected by the agent is used by default for policies that
monitor port availability on that device. For more information about monitoring ports with the agent, see the
Monitoring Using the Sciencelogic agent manual.

The Port Availability Report displays the availability of a monitored port.

Availability means the port's ability to accept connections and data from the network. During polling, a port has two
possible availability values:

e 100%. Portis up and running.

e 0%. Portis not accepting connections and data from the network.

However, you might see values other than 100 or O in an availability report. If a report contains any other
percentage, it is an average of multiple readings. For example, if the Sciencelogic platform gathered five readings
and during one of those readings, a port was unavailable, the average would be 80% (100 + 100 + 100 + 100
+ 0 = 400; 400/5 = 80).

There are two ways to navigate to the reports for process monitoring:
1. From the Device Manager page (Registry > Devices > Device Manager):

« Inthe Device Manager page, find the device that is associated with the monitoring policy. Select the
bar graph icon (Fm) for the device.

« Inthe Device Reports panel, select the Performance tab.

« Inthe NavBar, expand TCP/IP Port Monitors and select the policy for which you want to view the
report.

Or:
2. From the TCP/IP Port Monitoring page (Registry > Monitors > TCP-IP Ports):

« Inthe TCP/IP Port Monitoring page, find the port policy for which you want to see a report.
« Selectits bar graph icon in the Port Number ﬁeld(fﬂ’).
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3. The Device Performance page appears, with the Port Availability Report displayed.
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4. The Port Availability Report displays the availability of a single monitored port over time.

o The y-axis displays the availability of the port, in percent.

o The x-axis displays time. The increments vary, depending upon the selected data type (from the
[Options] menu) and the date range (from the Date Range Selection pane).

Viewing Reports for a Web Content Policy

The Content Verification Reports display results from a Web Content policy. These reports display availability and

other statistics about the website and its content.

Availability means whether or not the specified content was found on the website. During polling, a webserver has

two possible availability values:

e« 100%. Contentwas found.

e 0%. Contentwas not found.

Viewing Performance Graphs
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However, you might see values other than 100 or O in the report. If a report contains any other percentage, it is an
average of multiple readings. For example, if the Sciencelogic platform gathered five readings and during one of
those readings, the specified content was not found, the average would be 80% (100 + 100 + 100 + 100 + 0
= 400; 400/5 = 80).

There are two ways fo navigate to the reports for a web content policy:
1. From the Device Manager page Registry > Devices > Device Manager):

« Inthe Device Manager page, find the device that is associated with the monitoring policy. Select the
bar graph icon (ﬂ) for the device.

o Inthe Device Reports panel, select the Performance tab.

« Inthe NavBar, expand Web Content Monitors and select the policy for which you want to view the
report.

Or:
2. From the Web Content Monitoring page (Registry > Monitors > Web Content):

« Inthe Web Content Monitoring page, find the policy for which you want to see a report.

« Selectits bar graph icon in the Policy Name field (ﬂ)

3. The Device Performance page appears, with the Content Verification Report | Availability report displayed.
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4. The Content Verification Report | Availability report displays the availability of the specified content on the

specified web-server for the selected duration.

o The y-axis displays availability, in percent to th

e left.

o The x-axis displays time. The increments vary, depending upon the selected data type (from the
[Options] menu) and the date range (from the Date Range Selection pane).

5. Foreach Web Content policy, you can also view the following additional reports. To view them select the

entries in the NavBar:

o Page Size. The Content Verification Report | Page Size report displays information about the size of

the page specified in the URL of the policy. The graph displays the page size of the specified URL for
the selected duration.
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o The y-axis displays size in kilobytes (Kb).

o The x-axis displays time. The increments vary, depending upon the selected data type (from the
[Options] menu) and the date range (from the Date Range Selection pane).
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o Download Speed. The Confent Verification Report | Download Speed report displays the speed at
which data was downloaded from the website (specified in the policy) to the Sciencelogic platform.
The graph displays the speed at which data was downloaded from the specified website to the
Sciencelogic platform for the selected duration.
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o The y-axis displays the speed at which data was downloaded from the website to the Sciencelogic
platform, in bits per second (Bps).

o The x-axis displays time. The increments vary, depending upon the selected data type (from the
[Options] menu) and the date range (from the Date Range Selection pane).
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o Lookup Time. The Content Verification Report | Domain Lookup Time report displays the speed at
which your DNS system was able to resolve the name of the website specified in the policy. The graph
displays the speed at which your DNS system was able to resolve the name of the website for the
specified duration.
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o The y-axis displays the speed at which your DNS system was able to resolve the name of the
website, in seconds.

o The x-axis displays time. The increments vary, depending upon the selected data type (from the
[Options] menu) and the date range (from the Date Range Selection pane).
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Connection Time. The Content Verification Report | Connection Time report displays the time it
takes for the Sciencelogic platform to establish communication with the external website. In other
words, the time it takes from the beginning of the HTTP request to the TCP/IP connection. The graph
displays the speed at which the Sciencelogic platform was able to make a TCP/IP connection to the

external website for the specified duration.
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o The y-axis displays the speed at which the Sciencelogic platform was able o make a
TCP/IP connection to the external website, in seconds.

o The x-axis displays time. The increments vary, depending upon the selected data type (from the
[Options] menu) and the date range (from the Date Range Selection pane).
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Transaction Time. The Content Verification Report | Transaction Time report displays the total time it

took fo make a connection fo the external website, send the HTTP request, wait for the website to
parse the request, receive the requested data from the website, and close the connection. The graph

displays the fotal time for the entire transaction from the Sciencelogic platform to the external website

website and back to the platform, in seconds.
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o The y-axis displays the speed of the entire transaction from the Sciencelogic platform to the external
o The x-axis displays time. The increments vary, depending upon the selected data type (from the

[Options] menu) and the date range (from the Date Range Selection pane).

Viewing Availability Reports for a Single Windows Service on

a Device

When you define a Windows service -monitoring policy, the Sciencelogic platform automatically collects data
122

associated with the policy. The Sciencelogic platform graphs that data in the Performance tab for the device

associated with the policy.
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For policies that monitor Windows service, the Sciencelogic platform generates the following report:
o The Service Report displays the availability of a single monitored Windows Service on the device
During polling, a service has two possible availability values:

o 100%. Service is up and running.

e 0%. Service is not up and running

However, you might see values other than 100 or O in an availability report. If a report contains any other
percentage, it is an average of multiple readings. For example, if the Sciencelogic platform gathered five readings
and during one of those readings, a service was unavailable, the average would be 80% (100 + 100 + 100 +
100 + 0 = 400; 400/5 = 80).

There are two ways fo navigate to the reports for Windows Service monitoring:
1. From the Device Manager page (Registry > Devices > Device Manager):

« Inthe Device Manager page, find the device that is associated with the monitoring policy. Select the

bar graph icon (FB‘J) for the device.
« Inthe Device Reports panel, select the Performance tab.

« Inthe NavBar, expand Windows Service Monitors and select the policy for which you want to view the
report.

Or:
2. From the Windows Service Monitoring page (Registry > Monitors > Windows Services):

« Inthe Windows Service Monitoring page, find the policy for which you want to see a report.

o Selectits bar graph icon in the Windows Service name field(ffm).
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3. The Device Performance page appears, with the Service Report displayed.
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4. The Service Report displays a color-coded line for the availability of the monitored Windows service over

fime.

« The y-axis displays the availability of the service in percent to the left.

o The x-axis displays time. The increments vary, depending upon the selected data type (from the
[Options] menu) and the date range (from the Date Range Selection pane).
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Chapter

Viewing Configuration & Journal Data

Overview

This chapter describes how to view data collected by Dynamic Applications that collect configuration and journal

data.

Configuration Dynamic Applications

The Configuration Report page displays data collected from the device by configuration Dynamic Applications.
Usually, configuration data contains static information about hardware and configuration settings, such as serial

numbers, version numbers, and hardware status.

NOTE: If you select the Hide Object checkbox for an object in the Collection Objects page (System
> Manage > Applications > Create/Edit), the object will not be included in the Configuration

Report page.

For objects of type "enum," you can mouseover the object and view all the possible values for the object.

NOTE: The Configuration Report page does not display Dynamic Applications that have Cache Results
selected in the Caching field in the Dynamic Applications Properties Editor page. Dynamic
Applications that cache results are designed to collect data only for other Dynamic Applications and

cannot be used to display data.

To view Configuration Dynamic Application information:

1. Gotothe Device Manager page (Registry > Devices > Device Manager).
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2. Find the device for which you want to view configuration Dynamic Application data. Select its bar graph icon (
fﬂ). In the Device Administration panel, select the [Configs] tab.

3. The Device Configuration page is displayed:

Performance Configs

Toepology

Device Name | 192 168.54.124 Component Device
o 999 Servers.Viware
= WMware = Host Server

Orgar r  Flexpod vcir org 0 days, 00:00:00

FootCezvizz FlexPoed-vCenter.Sciencelogic.local Group / Collector |(CUGT | em7_cul

Parent Device |Hosls:

Device Hostname

| »

mn

LGE A E G IOE R L Gl R | [Configuration Report | VMware: Hardware Monitoring Configuration Actions
[FVMware: HostSystem Configuration || snap-Shot Date [2014-06-16 13:05:00] m
—WMware: HostSystem ResourcePool
—WMware: HostSystem Root Resource Rollup System Health
. ) Description Health State
—VMware: HostSystem Virtualapp Dis 1
—VMware: HostSystem VM Discovery
Processor Health [ Change detection is disabled. Mo history available. ]
Description Health State
1. CPU1 Level1 Cache is 131072 B Green
2. Memory Module 2 DOR3_P1_CO0_EVENT - Limit not exceeded Green
3. Processor 1 P1_PROCHOT - Limit not exceeded Green
4, Processor 1 PI_MEM_VRHOT - Limit not exceeded Green
5. Processor 1 BIST_FAIL - Transition to OK Green
8. Processor 1 CATERR_N - Predictive failure deasserted Green
7. CPU1 Level2 Cache is 1048576 B Green
&. Processor 1 PI_CORE_VRHOT - Limit not exceeded Green
8. CPU1 Level3 Cache is 10485760 B Green
10. Memory Module 0 DDR3_P1_B0_EWENT - Limit not exceeded Green
11. Memory Module 4 DDR3_P1_D0_EWVENT - Limit not exceeded Green
12. Processor 1 P1I_MEMHOT_CD - Limit not exceeded Green
13. Processor 1 P1_THERWTRIP_N - Limit not exceeded Green
14 Processor 1 PI_MEMHOT_AB - Limit not exceeded Green
Fan Health
Description Health State RPNs
Power Health
Description Health State Units. Value
1. Processor 1 WCCP_P1_CUR_SENS — Mormal Green Amps 624
2. Processor 1 VCCD_BCD_CUR_SEN — Mormal Green Amps 467
3. System Board 0 POWER_USAGE — Normal Green Watts 36.0
4. System Board 0 P12V_CUR_SENS — Normal Green Amps 32
== 5. Processor 1 PVSA_P1_CUR_SENS — Normal Green Amps 296
. 1=

Selecting Data to View

If one or more Dynamic Applications of type "configuration" are associated with the device, the Configuration

Report page will display that list of Dynamic Applications in the left NavBar.

display data.

NOTE: The left navigation bar does not display Dynamic Applications that have Cache Results selected in the
Caching field in the Dynamic Applications Properties Editor page. Dynamic Applications that
cache results are designed to collect data only for other Dynamic Applications and cannot be used to

Viewing Data

When you select a Dynamic Application in the left NavBar, the right pane displays data collected from the device

by the Dynamic Application.
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« Some objects may appear in a list at the top of the right pane. These are objects that are not grouped info a
table. For each of these values, no values were specified in the Group field and the Table Alignment field,
in the Collection Objects page. These are usually objects for which there is only one, non-changing value
(like model number, for example).

« Some objects may appear in tables. Tables work best for objects with multiple values, like RAM location.
Each row represents one value from each collection object in the group, which all have the same index.

o Each column heading is the name of an object. Mousing over the column heading displays a
description of the object. To edit the description, click on the column heading. The Collection
Obijects page appears, populated with values from the appropriate object. You can edit the value in
the Description field, and that value will appear when you mouseover the column heading in the
Configuration Report page.

« Mousing over a value can display the following:
o Ifthe objectis of type "enum", the mouseover text displays the list of all possible values for the object.

For example, "0 unknown, 1 disabled, 2 enabled".

o If change detection has not been enabled, displays the text "Change detection is disabled. No history
available".

o If change detection has been enabled, displays "Click to view change history". If you click, the
Sciencelogic platform displays the Change History modal page, where you can view all the values
collected from the device for the selected object.

Generating a Report of the Data

You can generate a report about the data in the Configuration Report page. To do so:
1. Inthe Configuration Report page, in the Navigation Bar (left pane), select the Dynamic Application you
want to generate a report from.
2. Inthe Configuration Report page, select the [Actions] menu. Select Print a Report.

3. The Sciencelogic platform generates an HTML report that contains all the data from the Configuration
Report page. You can view, print, or save the report.

Viewing Historical Data

By default, the Configuration Report page displays data from the latest polling session. However, you can use
the Snap-Shot Selector page to display data from a previous polling session in the Configuration Report page.

The Snap-Shot Selector page displays a list of polling sessions where a change was discovered in the
configuration data. If none of the data in a Dynamic Application changes from one polling session to the next, then
the Sciencelogic platform does not include an entry in the Snap-Shot Selector page.

To display data from a previous polling session in the Configuration Report page:

1. Inthe Configuration Report page, in the Navigation Bar (left pane), select the Dynamic Application for
which you want o view historical data.

2. When the data is displayed in the right pane, select the [Snap-Shots] button.
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3. The Snap-Shot Selector modal page appears. This page displays a calendar interface , in which you can
select a date for which you want to view a list of Snap-Shots.

Snap-Shot Selector Close | Esc

Select a date, then a snapshot time

— Select a date -
2013-05-08 08:00:00 - (& changes)

View Snapshot

4. Toselecta date for a Snap-Shot, scroll through the calendar until you find the month that you are interested
in. Click on the date you are interested in.

5. The pane to the right will display a list of all available Snap-Shots for the selected date. Each Snap-Shot is
lobeled with a date and time stamp and specifies how many objects had changed values. To select a Snap-
Shot, click on it and select the [View Snapshot] button.

NOTE: If the pane fo the right does not display one or more available Snap-Shots, this means that the
Sciencelogic platform did not detect any changes to the objects on the selected date.

6. The data from the selected Snap-Shot is loaded and displayed in the Configuration Report page.
Editing the Application

From the Configuration Report page, you can edit the properties of a Dynamic Application. When you do so,
you change the behavior of the Dynamic Application for all subscriber devices, not just the current device.

To edit a Dynamic Application from the Configuration Report page:

1. Inthe Configuration Report page, in the Navigation Bar (left pane), select the Dynamic Application you
want fo view and edit.

2. When the data from the Dynamic Application is displayed in the right pane, select the [Actions] menu and
choose Edit This Application.

3. The Collection Objects page appears. In this page, you can edit how the Sciencelogic platform retrieves
values for an object and how those values are displayed in the Configuration Report page. You can also
access all the other tabs in the Dynamic Applications panel for the Dynamic Application.
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For information about editing Dynamic Applications, see the Dynamic Application Development manual.

Journal Dynamic Applications

The Journal View page displays journal entry information collected from the device by Dynamic Applications. All
information from Dynamic Applications of type journal is included in the Journal View page. Journal Dynamic
Applications store information in log format; for example, telephone call records or access logs.

To view journal Dynamic Application information:

1. Gotothe Device Manager page (Registry > Devices > Device Manager).

2. Find the device for which you want to view journal Dynamic Application data. Select its bar graph icon (fﬂ)
In the Device Reports panel, select the [Journals] tab.

3. The Journal View page is displayed:

o Tty logy _
| semiss | tcerons  CTTRERTTR
Devics Name | CloudFront Service Manz vee Component Device
0 [2483  AWS iy
iz Amazon Web Services CloudFront Service e
Organization | KWW admin Uptime |0 days, 00:00:00 | CloudFront
i
Root Device | AWS_KW admin Group / Collecter | CUG2 | em?_cu2
Farzrt Device AIDAJYILXKKGZ2BMYETBWU
Devioe Hostname
LAWsS ClougFront Service Health Journal View | AWS CloudFront Service Health [1 entries] m
Date Heslth State Gollected On .
I = Last wesk =l
1. 2014-06-14 15:00:00 Informational message: [RESOLVED] Elevated rates of connection timeouts Open 2014-06-15 05:05:09
L RN

Selecting Data to View

If one or more Dynamic Applications of type "journal" are associated with the device, the Journal View page will
display that list of Dynamic Applications in the left NavBar.

129

Viewing Configuration & Journal Data



When you select a Dynamic Application in the left NavBar, the right pane displays data collected from the device
by the Dynamic Application.

Viewing Data
The Journal View page arranges collected journal entries in tabular format.

o The table contains a row for each journal entry.

o The table contains a column for each presentation object, plus the State and Collected On columns.
Presentation objects define the text to display in each row in the column, including which collection values
will be displayed. Presentation objects are defined in the Presentation Objects page for the Dynamic
Application.

The Journal View page displays the following about each journal entry:

TIP: To sort by descending order, click the column heading again. To sort a column that contains presentation
objects, sorting must be enabled in the Presentation Objects page (System > Manage > Applications
> Create/Edit). Date and time column sorts by descending order on the first click; to sort by ascending

order, click the column heading again.

o Presentation Objects. One or more columns in the table of journal entries will be presentation objects
defined in the Dynamic Application. The values in this column can be based on one or more collection
objects, and can be a text string, a number, or a time and date value.

« State. Specifies the current state of the journal entry. Journal entries can have one of the following states:

o Open

o Closed

o Abandoned
o Error

o Reopened

o Collected On. Specifies the last time the journal entry was updated.

Searching & Filtering the List of Data

You can filter the list on the Journal View page by one or more parameters. Only journal entries that meet all the
filter criteria will be displayed in the Journal View page.

Tofilter by parameter, enter text into the desired filter-while-you-type field. The Journal View page searches for
journal entries that match the text, including partial matches. By default, the cursor is placed in the left-most filter-
while-you-type field. You can use the <Tab> key or your mouse to move your cursor through the fields. The list is
dynamically updated as you type. Text matches are not case-sensitive.

You can also use special characters fo filter each parameter.
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Filter the list by one or more of the following parameters:

« Presentation Objects. Each presentation object column has a filter. For columns that contain a text string or
a numeric value, you can enter text to match, including special characters, and the Journal View page will
display only journal entries that have a matching value for that presentation object. For each journal entry, the
value that is matched for a presentation object is the value of the first collection object that appears in the
presentation object text. For columns that contain a time and date, you can select a time span, and the
Journal View page will display only journal entries that have a time and date value within the selected time
span. Choices are:

o All. Display all journal entries that match the other filters.

o Last Minute. Display only journal entries that have been created within the last minute.
o Last Hour. Display only journal entries that have been created within the last hour.

o Last Day. Display only journal entries that have been created within the last day.

o Last Week. Display only journal entries that have been created within the last week.

o Last Month. Display only journal entries that have been created within the last month.
o Last Year. Display only journal entries that have been created within the last year.

« State. You can enfer text to match, including special characters, and the Journal View page will display only

journal entries that have a matching state. Journal entries can have one of the following states:
o Open
o Closed
o Abandoned
o Error
o Reopened
o Collected On. You can select a time span, and the Journal View page will display only journal entries that
have been updated within that time period. Choices are:
o All. Display all journal entries that match the other filters.
o Last Minute. Display only journal entries that have been created within the last minute.
o Last Hour. Display only journal entries that have been created within the last hour.
o Last Day. Display only journal entries that have been created within the last day.

o Last Week. Display only journal entries that have been created within the last week.

o Last Month. Display only journal entries that have been created within the last month.

o Last Year. Display only journal entries that have been created within the last year.
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Special Characters

You can include the following special characters to filter by each column except those that display date and time:

NOTE: When searching for a string, the Sciencelogic platform will match substrings by default, even if you do
not include any special characters. For example, searching for "hel" will match both "hello" and
"helicopter'. When searching for a numeric value, the Sciencelogic platform will not match a
substring unless you use a special character.

String and Numeric
e , (comma). Specifies an "OR" operation. Works for string and numeric values. For example:
"dell, micro" matches all values that contain the string "dell" OR the string "micro".
o & (ampersand). Specifies an "AND " operation. Works for string and numeric values. For example:
"dell & micro" matches all values that contain both the string "dell" AND the string "micro", in any order.
o | (exclamation point). Specifies a "not" operation. Works for string and numeric values. For example:
"Idell" matches all values that do not contain the string "dell".
"I ™ micro" would match all values that do not start with "micro”.
"fer$" would match all values that do not end with "fer”.
"1™ $" would match all values that are not null.
"I ~"would match null values.
"1$" would match null values.
e

would match null values.

"happy, ldell" would match values that contain "happy" OR values that do not contain "dell".

NOTE: You can also use the "I" character in combination with the arithmetic special characters (min-max, >,
<, >=, <=, =) described below.
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o * (asterisk). Specifies a "match zero or more" operation. Works for string and numeric values. For a string,
matches any string that matches the text before and after the asterisk. For a number, matches any number
that contains the text. For example:

"hel*er" would match "helpers" and "helicopter" but not "hello".
"325*" would match "325","32561", and "325000".
"*000" would match "1000", "25000", and "10500000".
o 2 (question mark). Specifies "match any one character". Works for string and numeric values. For example:
"I2ver" would match the strings "oliver", "levers", and "lover", but not "believer".
"1352" would match the numbers"1350", "1354", and "1359", but not"135" or"13502"
String

N

. (caret). For strings only. Specifies "match the beginning". Matches any string that begins with the specified
string. For example:

" sci' would match "scientific" and "sciencelogic”, but not "conscious".

" happy$" would match only the string "happy", with no characters before or after.
"I ™ micro" would match all values that do not start with "micro”.

"1 $" would match all values that are not null.

n A~

would match null values.

o $ (dollarsign). For strings only. Specifies "match the ending". Matches any string that ends with the specified
string. For example:

"fer$" would match the string "renter" but not the string "terrific".

" happy$" would match only the string "happy", with no characters before or after.
"fer$" would match all values that do not end with "fer".

"1™ $" would match all values that are not null.

"1$" would match null values.

NOTE: You can use both ™ and $ if you want to match an entire string and only that string. For example,
"~tern$" would match the strings "tern" or "Tern" or "TERN"; it would not match the strings "terne" or
"cistern".
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Numeric

o min-max. Mafches numeric values only. Specifies any value between the minimum value and the maximum
value, including the minimum and the maximum. For example:

"1-5"would match 1,2, 3,4, and 5.

o - (dash). Matches numeric values only. A "half open" range. Specifies values including the minimum and
greater or including the maximum and lesser. For example:

"1-"matches 1 and greater. Sowould match 1, 2, 6, 345, etc.
"-5" matches 5 and less. So would match 5, 3, 1, O, etc.
« > (greater than). Matches numeric values only. Specifies any value "greater than". For example:
">7"would match all values greater than 7.
o < (lessthan). Matches numeric values only. Specifies any value "less than". For example:
"< 12" would match all values less than 12.

« >= (greater than or equal to). Matches numeric values only. Specifies any value "greater than or equal 10"
Forexample:

"=>7"would match all values 7 and greater.

o <= (less than or equal to). Matches numeric values only. Specifies any value "less than or equal to". For
example:

"=<12"would match all values 12 and less.

o = (equal). Matches numeric values only. For numeric values, allows you fo match a negative value. For
example:

"=-5"would match "-5" instead of being evaluated as the "half open range" as described above.
Additional Examples

o "aio$". Matches only fext that ends with "aio".
" shu". Matches only text that begins with "shu".

o ""silo$". Matches only the fext "silo", with no characters before or after.

« "lsilo". Matches only text that does not contains the characters "silo".

o "I ”™silo". Matches only text that does not start with "silo".
"10$". Matches only text that does not end with "0".
"I~ silo$". Matches only text that is not the exact text "silo", with no characters before or after.

"I~ Matches null values, typically represented as "--" in most pages.

"1$". Matches null values, typically represented as "--" in most pages.
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o "I $". Maiches all text that is not null.
« silo, laggr'. Matches text that contains the characters "silo" and also text that does not contain "aggr’.

o "silo, 02, laggr'. Matches text that contains "silo" and also text that contains "02" and also text that does not
contain "aggr".
o "silo, 02, laggr, 101". Matches text that contains "silo" and also text that contains "02" and also text that does

not contain "aggr' and also text that does not contain "01".

o "7 s*i*I*03%". Matches text that contains the lefter 's", "i", "I, "o", in that order. Other lefters might lie between
these letters. For example "sXiXIXo" would match.

o "I s*i*[*03%". Matches all text that does not that contains the lefter's", "i", "I, "0", in that order. Other lefters
might lie between these letters. For example "sXiXIXo" would not match.

o "lvol&lsilo". Matches text that does not contain "vol' AND also does not contain "silo". For example, "volume"
would match, because it contains "vol" but not "silo".

o "lvol&02". Matches text that does not contain "vol' AND also contains "02". For example, "happy02" would
match, because it does not contain "vol' and it does contain "02".

o "aggr,lvol&02". Matches text that contains "aggr' OR text that does not contain "vol" AND also contains "02".

o "aggr,Ivol&linfra". Matches text that contains "aggr" OR text that does not contain "vol' AND does not contain
"infra".
o "' Matches all text.

"I*'Matches null values, typically represented as "--" in most pages.

o "silo". Matches text that contains "silo".

o "lsilo". Matches text that does not contain "silo".

o "1 silo$ . Matches all text except the text "silo", with no characters before or after.

o "-3,7-8,11,24,50-". Matches numbers 1,2, 3,7,8, 11,24, 50, and all numbers greater than 50.

o "-3,7-8,11,24,50-,a". Matches numbers 1,2, 3, 7,8, 11,24, 50, and all numbers greater than 50, and
text that includes "a".

o "2n". Matches text that contains any single character and the character "n". For example, this string would
mo*ch IIOnII, IIanII IICnHl ||'| n“, Ond |I2nll.

o "n*SAN". Matches text the contains "n", zero or any number of any characters and then "SAN". For example,
the string would match "nSAN", and "nhamburgerSAN'".

o "7 2n*SANS”. Matches text that begins with any single character, is following by "n", and then zero or any
number of any characters, and ends in "SAN".

Generating a Report of the Data

You can generate a report about the data in the Journal View page.
To generate a report about the data in the Journal View page:

1. Goto Registry > Devices > Device Manager. Find the device for which you want to generate a report. Select
its bar graph icon (Eﬂ) Select the [Journals] tab.
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In the Journal View page, in the left NavBar, select the Dynamic Application you want to generate a report
from.

You can filter the journal entries to include in the report. Using the search filters at the top of the table of
journal entries, filter the list of journal entries so that only the journal entries you want fo include on the report
are displayed.

In the Journal View page, select the [Actions] menu. Select Generate Report.
The Export current view as a report page is displayed. Select the output format for the report, optionally

selectifthe Sciencelogic platform must force the browser to save the file to disk, and then select the
[Generate] button.

Editing the Application

From the Journal View page, you can edit the properties of a Dynamic Application. When you do so, you change
the behavior of the Dynamic Application for all subscriber devices, not just the current device.

To edit a Dynamic Application from the Journal View page:

1.

Go to Registry > Devices > Device Manager. Find the device for which you want to view data. Select its bar
graph icon (f!ﬂ). Select the [Journals] tab.

In the Journal View page, in the left NavBar, select the Dynamic Application you want fo view and edit.

When the data from the Dynamic Application is displayed in the right pane, select the [Actions] menu and
choose Edit This Application.

The Collection Objects page appears. In this page, you can edit how the Sciencelogic platform retrieves
values for an object. You can also access all the other tabs in the Dynamic Applications panel for the Dynamic
Application.

For information about editing Dynamic Applications, see the Dynamic Application Development manual.
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Chapter

Network Interfaces

Overview

During discovery, the Sciencelogic platform discovers all inferfaces on each discovered device. The list of all
interfaces is displayed in the Network Interfaces page.

The Sciencelogic platform applies a default monitoring policy to every discovered interface (excluding loopback
interfaces). The default policy collects inbound and outbound bandwidth statistics every 5 minutes.

The Network Interfaces page allows you to view a list of all interfaces, view details on each interface, edit the
monitoring policy for an interface, and view bandwidth reports on each interface.

This chapter describes:

o Class-Based Quality of Service (CBQoS)

« Viewing All Interfaces Discovered by the Sciencelogic Platform
« Viewing Interfaces for a Single Device

« Generating a Report for Multiple Network Interfaces

o Generating a Report for a Single Network Interface

o Monitoring Interfaces

o Defining a Detailed Monitoring Policy for a Single Interface
« Defining Monitoring Settings for Multiple Interfaces

o Defining Thresholds for Interfaces

« Viewing the List of Discovered CBQoS Objects

« Editing Thresholds for a Quality of Service (QoS) Object
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« Viewing Reports About Interfaces and Bandwidth
o Global Settings that Affect Interfaces

Class-Based Quality of Service (CBQoS)

Class-Based Quality of Service (CBQOoS) is a Cisco technology, available on Cisco devices. CBQoS allows you to
manage and prioritize network traffic. The Sciencelogic platform can retrieve configuration information about
CBQOoS from Cisco devices that are configured to use CBQOoS.

To collect CBQoS data about an interface, you must enable CBQoS monitoring in two places in the platform:

« Inthe Behavior Settings page (System > Seftings > Behavior), enable the field Enable CBQoS Collection.
This setting allows the Sciencelogic platform to collect configuration data from interfaces that are configured
for CBQoS. The Sciencelogic platform will check for new CBQoS interfaces during initial discovery, during
manual discovery, and once a day when the process Data Collection: CBQoS Inventory runs.

« Inthe Network Interfaces page (Registry > Networks > Interfaces) or the Interface Properties page
(Registry > Networks > Interfaces > interface wrench icon, enable CBQoS reporting for each interface for
which you want to view CBQoS data. This setting allows the Sciencelogic platform to collect performance
data for interfaces that are configured for CBQoS and generate performance graphs for those interfaces.

You must enable CBQOS for the Sciencelogic system and also for each interface.

If both settings are enabled, the Sciencelogic system will display the collected CBQoS configuration data in the
reports in the Device Performance page (Registry > Devices > Device Manager > bar-graph icon >
Performance) for the device that contains this inferface.

Viewing All Interfaces Discovered by the Sciencelogic
Platform

During discovery, the Sciencelogic platform discovers all interfaces on each discovered device. The list of all
interfaces is displayed in the Network Interfaces page.

The Network Interfaces page allows you to view a list of all interfaces, view details on each interface, define a
monitoring policy for an inferface, and view bandwidth reports on each interface.

Toview a list of all interfaces discovered by the platform:

1. Gotothe Network Interfaces page (Registry > Networks > Interfaces).
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2. The Network Interfaces page displays a list of all network interfaces discovered by the platform.

Network Interfaces | Interfaces Found [130] Report | Resed | Gude
Auto. 5
Deice A AdmintOper Intetace lame  Colecion Collct Colect Collct Colic Counter
ame - PorySub LIF Name Teas Oraanizaion sias sdtiess  IEindex EToe Salus . Messwe Speed Aertng Update Frequenty Ertors Discards CBGoS Padels Sefina _State
) ] S— )C C C )
1 ERRE L # woii0112,Gioi2 & = ‘System = P 08:00:9158:cc:8c 10112 ethemetCsmacd UpDown  Mega 10Mbps Yes Yes  4fi5Min. No No  Yes Yes 54 Enabledp
2. ERC L » w0 vit & = System Linkto WAN-R1 $0800:9tS8ccc0 1 propVirual Upp Mega 1Gbps Yes Yes  gf5Min. No No  Yes Yes 64  Enabledm [ |
3 EREE L E I # w0/i0114, Gioi4. & = System. - 3 08:00:9t58:cc:8e 10114 ethemetCsmacd UpDown  Mega 10Mbps Yes Yes  gflsMin. No No  Yes Yes 64  Enabledp
T » worors.cors » - Eee - ST T e Tl el o el R e T Pl R R Tl e R
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o D » - Eee - T = T i resm e Timb b E e B el
1. ERAC L ? w0/10117, GiOAT 2 = System - P 08:d0:9758:cc91 10117 ethemetCsmacd UplUp. Mega 1Gbps Yes Yes  gfisMin. No No Yes Yes 64  Enabledps) |
2. ERTYTI » woes veo » - Eee - e e T e e T P b e = B e
REN =, 10.168.4850  [BLLTCCEAVEESS B = System Link to WAN-R1 P 08:d0:9158:cc:c6 999 propVirtual UplUp. Mega 1Gbps Yes Yes  gfisMin. No No Yes Yes 64  Enabledp) |
1 T CEEEn » _ p - R e e e T e e Vool ey P T gy gy ey ey o
15. EIRAL L 2 w 010102, GioR -2 - System - P 08:d0:9758:c:82 10102 ethemetCsmacd UpDown  Mega 10Mbps Yes Yes  gfi5Min. No No  Yes Yes 64  Enabledps
18 2 wo/10103,Gios & = System = B 08:40:9758:cc83 10103 ethemetCsmacd UpDown  Mega 10Mbps Yes Yes  gfi5Min. No No  Yes Yes 64  Enabled pm ]
17. IR L 2 0/10104, Gi0i4 B = System = 3 08:00:9158:c:84 10104 ethemetCsmacd UpDown  Mega 10Mbps Yes Yes  fi5Min. No No  Yes Yes 54 Enabledpm |
18 2 W0/10105,Gi0s ¢ = System = B 08:40:9758:cc85 10105 ethemetCsmacd UpDown  Mega 10Mbps Yes Yes  gfi5Min. No No  Yes Yes 64  Enabled pm ]
19. EIMRRE R 2 ®0/10106, Gi0/s B = System = 3 08:00:9158:cc:86 10108 ethemetCsmacd UpDown  Mega 10Mbps Yes Yes  fi5Min. No No  Yes Yes 54 Enabledpm |
2 2 wo/10107,GioT & = System = B 08:40:9758:cc87 10107 ethemetCsmacd UpDown  Mega 10Mbps Yes Yes  gfi5Min. No No  Yes Yes 64  Enabled pm ]
21. EIRRC L 2 ®0/10108, Gio/s B = System = 3 08:00:9758:cc:88 10108 ethemetCsmacd UpDown  Mega 10Mbps Yes Yes  fi5Min. No No  Yes Yes 54 Enabledpm |
2 CRRE L 2 wo/i0109, Gios ] = System = B 08:00:9¢58:cc:89 10109 ethemetCsmacd UpDomn  Mega 10Mbps Yes Yes  gl5Min No No  Yes Yes 64  Enabled g ]
23. EIRRC L 2 0/10110, Gi0/0. B = System = 3 08:00:9158:cc:83 10110 ethemetCsmacd UpDown  Mega 10Mbps Yes Yes  4fl5Min. No No  Yes Yes 54 Enabledpm
2. ERRL T & wortoit, Gioit & = System = B 08:40:0£58:cc8b 10111 ethemetCsmacd UpDown  Mega 10Mbps Yes Yes  gfl5Min. No No  Yes Yes 64  Enabled s [ ]
2 _ Pwon, Tednt B = System connection CRS-1-P 0024:144b:48:41  ethemetCsmacd UpDomn  Mega 10Gbps Yes Yes  ,fi5Min No No Yes VYes 64  Enabledps |
26. [E)WMI7600S-NPESise 2 W 012, Te32 ¢ = System = WO0024:14:4b:4842  ethemetCsmacd Uplup Mega  — Ve Ves  gf5Min. No Mo  Ves Yes 64 Enabledm( | v

3. The Network Interfaces page displays the following for each interface:

TIP: To sort the list of interfaces, click on a column heading. The list will be sorted by the column value, in
ascending order. To sort the list by descending order, click the column heading again.

« Device Name. Name of the device where the interface resides.
o Port/Sub. Port and sub-port (if applicable) of the interface.

e IF Name. The name of the network interface. The auto-name, generated by the Sciencelogic
platform, is device_name:interface_number. Users can define a different name in the Interface
Properties page.

« Tags. Displays a comma-delimited list of descriptive tags that have been manually defined for the

interface. Interface tags are used to group interfaces in an IT service policy. To add or edit the tags for

an interface, click its wrench icon ( 9'). In the Edit Network Interface Tags modal page that
appears, supply a comma-delimited list of tags in the Tags field, and then click the [Save] button.

« Organization. Organization associated with the network interface. This can be the organization

associated with the device where the interface resides, or it can be an organization that has emissary

rights fo the interface.

o Alias. User-defined name assigned fo the interface.

o MAC Address. Short for Media Access Control Address. A unique number that identifies the interface.

MAC Addresses are defined by the hardware manufacturer.

o IF Index. A unique number (greater than zero) that identifies each interface on a device. These
numbers are defined within the device.
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o IF Type. A string that describes the type of interface, as defined by the standards group Internet
Assigned Numbers Authority.

« Status. Two-part status:

o Administration Status. Specifies how the network interface has been configured on the device. Can
be one of the following:

m Up. Network interface has been enabled (configured to be up and running).

m Down. Network interface has been purposefully disabled.
o Operation Status. Specifies current state of the network interface. Can be one of the following:

m  Up. Network interface is fransmitting and receiving data.

m Down. Network interface cannot transmit and receive data.

NOTE: The Sciencelogic platform generates an event when a network interface has an administrative status
of "up" and an operation status of "down".

« Measure. Unit of measurement for bandwidth reports for the interface. The choices are:

o Mega
o Giga
o Kilo
o Tera

o Peta

« Interface Speed. The number of megabits per second that can pass through the network interface.
o Alerting. Specifies whether or not events will be generated for the selected interfaces.
o Yes. The Sciencelogic platform monitors the network interface and generates events when the
required conditions are met.
o No. The Sciencelogic platform monitors the network interface, but events are not generated for the

interface.

o Auto-Name Update. Specifies whether or not the platform will update and/or over-write the
interface name during auto-discovery.

o Yes. The platform can update and/or over-write the interface name during auto-discovery.

o No. The platform will not update and/or over-write the interface name during auto-discovery.

140 Network Interfaces



« Collection Frequency. When you define a monitoring policy for an interface, you must specify how
frequently you want the Sciencelogic platform to collect data from the interface. Your choices are
every:

o 1 Minute

o 5 Minutes

o 10 Minutes
o 15 Minutes
o 30 Minutes
o 60 Minutes
o 120 Minutes

o Collect Errors. Specifies whether or not the Sciencelogic platform will collect data on packet errors on
the interface. Packet errors occur when packets are lost due to hardware problems such as breaks in
the network or faulty adapter hardware. Your choices are:

o Yes. The platform will collect data on packet errors that occur on the inferface.

o No. The platform will not collect data on packet errors that occur on the interface.

« Collect Discards. Specifies whether or not the Sciencelogic platform will collect data on interface
discards. Discards occur when an inferface receives more traffic than it can handle (either very large
message or many messages simultaneously). Discards can also occur when an interface has been
specifically configured to discard. For example, a user might configure a router's interface to discard
packets from a non-authorized IP. Your choices are:

o Yes. The platform will collect data on packet discards that occur on the inferface.

o No. The platform will not collect data on packet discards that occur on the interface.

o Collect CBQoS. Specifies whether the Sciencelogic platform will collect CBQoS (Class-Based
Quality-of-Service) data for this interface. This column appears only if you have enabled the field
Enable CBQoS Collection in the Behavior Settings page (System > Settings > Behavior). If Collect
CBQoS is enabled for an interface, the platform will display the collected CBQoS data in Device
Performance reports associated with the device that contains this interface. Choices are:

o Yes. The platform will collect CBQOoS data for this interface.
o No. The platform will not collect CBQoS data for this interface.

o Collect Packets. Specifies whether the Sciencelogic platform will collect data for unicast, multicast,
and broadcast traffic, in packets, for this interface. If Collect Packets is enabled for an interface, the

platform will display the collected data in Device Performance reports associated with the device that
contains this interface. Choices are:

o Yes. The platform will collect packet data for this interface.

o No. The platform will not collect packet data for this interface.
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« Counter Setting. Specifies whether the interface uses a 32-bit counter or a 64-bit counter to
measure bandwidth on the interface.

NOTE: If an inferface has a status of "down" during initial discovery, the Sciencelogic platform will discover
the inferface but assign the interface the default Counter Setting of "32". During re-discovery or nightly
auto-discovery, the Sciencelogic platform will update Counter Setting to "64" if applicable.

o State. This field can have one of two values:

o Enabled. The platform monitors the network interface and collects data on the network interface for
reports.

o Disabled. The platform does not monitor the network interface or collect data on the network
interface for reports.

« Edit Date. Date and time the monitoring policy for the interface was created or last edited. If the
interface is using the default monitoring policy, the edit date reflects the date that the interface was
discovered by the Sciencelogic platform.

Viewing Interfaces for a Single Device

In the Device Administration panel for a device, you can view the Device Interfaces page. The Device
Interfaces page displays detailed information about each network interface on the device and allows you to define
monitoring policies for interfaces on the device. When you define a monitoring policy for an interface, the
Sciencelogic platform will monitor the interface and gather usage data from the interface. The Sciencelogic
platfform uses the data retrieved from the interface to generate bandwidth reports for the interface.

In the Device Reports panel for a device, you can view the Interfaces Found page. The Interfaces Found page
displays detailed information about each network interface on the device. The Interfaces Found page allows you
to view a list of all interfaces on the device, view details about each interface, and view bandwidth usage reports
for each interface.

To view details about the network interfaces on a device:

1. Go to the Device Manager page (Registry > Devices > Device Manager).

2. Find the device for which you want to view the list of network interfaces, then do one of the following:
B

(<)

o Click its wrench icon , followed by the [Interfaces] tab, to view the Device Interfaces page.

o Click the bar graph icon (M), followed by the [Interfaces] tab, to view the Interfaces Found page.
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3. Both pages display icons to represent the interfaces on the device:

Thresholds | Collections | Monitors |
Relationships

Devicz Name  LAB-2010-DC.LAB-MS2010.local
o 182.168.44200] 1

Physical Device

IF &g Servers
Windows Cluster Point

45 days, 20:44:49

Go 2012-03-30 15:05:00
~ Hardware: Inte4 Family & Model 44 Stepping 2 ATIAT COMPATIBLE - CUG| em7_ao
Device Interfaces | Interfaces Found [17] | Actions | Reset | Guide |
o 012 o3 o s 06 o7 s 08 1o o

Local Area Cc  Local Area Cc  Local Area Cc  Local Area Cc  Local Area Cc  Local Area Cc Local Area Cc  Local Area Cc  Local Area Cc  Isatap.{933C91 Local Area Cc

o1z 013 014 oHs 0116 o7
Local Area Cc  Local Area Cc  Local Area Cc  Local Area Cc  Local Area Cc  Local Area Cc

4. The page displays an icon for each interface on the device. Each icon provides a visual overview of the
interface.

5. Fordetails on interface icons, click the [Legend] button, or in the [Actions] menu, select Interface Legend.
The Interface Legend modal page displays each type of interface icon with explanatory callouts.
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6. When you mouse over the icon for that interface, the Interface Details modal page appears. This page
displays details about the interface and its current monitoring policy.

Thresholds | Collections
| _loos | Toobox [ Interfaces |

Relationships | _ Tickets | Redirects | Motes |

= LAB-2010-DC.LAB-MS2010.I0cal
D 192.168.44.200] 1

Wicrosoft

o System

Active

~ Hardware: Intel64 Family 6 Model 44 Stepping 2 ATIAT COMPATIBLE - .

Physical Device
Servers

Windows Cluster Point
45 days, 20:44:49
2012-03-30 15:05:00
or CUG| em7_ao

Device Interfaces | Interfaces Found [17]

T T T

o1z
Local £

02 o3

04

s

Local Area Cc  Local Area Cc  Local Area Cc  Local Area Cc

Interface Details [1]
Port: o/z
Interface Name: tunnel_0

Alias: Local Ares Connection®
Hardware Desc: ~ WAN Miniport (SSTP)

MAC Address:  13:82:20:52:41:53
MAC Vendor: Unknown
Connection Speed: 1073.741824 Mbps.

Area Cc

e o7 [

onT
Local Area Cc

V]
Local Area Cc  Local Area Cc Local Area Cc  Local Area Cc  Isatap.{933C9l Local Area Cc

010 o1

Collect State: Enabled
Admin Status:  Up
Operational Status:  Up

Collect Freq: 15 Mins.
Collect Errors: Disabled
Collect Discards: Disabled

Alerts:
Rallover Alerts:

Enabled

Disabled

Counter Type:
IANA Type:

Counter 32
tunnel [131]

Interface Index: 2

7. The Interface Details modal page displays the following about an interface:

144

Port / Sub. Port and sub-port (if applicable) of the interface.

Interface Name. The name of the network interface. The auto-name, generated by the platform, is
device_name:interface_number.

Alias. Easy-to-remember, human-readable name for the network interface.

Hardware Desc. Description of the network interface. Usually a description of a network-interface
card.

MAC Address. Short for Media Access Control Address. A unique number that identifies network
hardware. MAC Addresses are defined by the hardware manufacturer.

MAC Vendor. Manufacturer of the network interface.
Connection Speed. The amount of data per second that can pass through the network interface.

Collect State. Specifies whether or not the platform monitors the network interface and collects data
from the network interface for reports.

Admin Status. Specifies how the network interface has been configured on the device. Can be one of
the following:

o Up. Network interface has been configured to be up and running.

o Down. Network interface has been purposefully disabled.
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« Operational Status. Specifies current state of the network interface. Can be one of the following:
o Up. Network interface is transmitting and receiving data.
o Down. Network interface cannot transmit and receive data.

« Collect Freq. Frequency at which the platform will poll the interface to collect data. Choices are 1
minute, 5 minutes, 10 minutes, 30 minutes, 60 minutes, and 120 minutes.

o Collect Errors. Specifies whether or not the platform will collect data on packet errors on the interface.
Packet errors occur when packets are lost due to hardware problems such as breaks in the network or
faulty adapter hardware.

« Collect Discards. Specifies whether or not the platform will collect data on interface discards. Discards
occur when an inferface receives more traffic than it can handle (either a very large message or many
messages simultaneously). Discards can also occur when an interface has been specifically configured
to discard. For example, a user might configure a router's interface to discard packets from a non-
authorized IP address.

o Alerts. Specifies whether or not the platform will generate events for the interface. When disabled, the
interface is monitored, but events are not generated for the interface.

o Rollover Alerts. Specifies whether or not the platform will generate an event when the counter for the
interface rolls over.

NOTE: Rollovers and Rollover Alerts apply only to 32-bit counters and not to 64-bit counters.

o IP. IP address and network mask assigned to the interface.

« Counter Type. Specifies whether the interface uses a 32-bit counter or a 64-bit counter to measure
bandwidth on the interface.

NOTE: If an interface has a status of "down" during initial discovery, the Sciencelogic platform will discover
the interface but assign the inferface the default Counter Type of "32". During re-discovery or nightly
auto-discovery, the Sciencelogic platform will update the Counter Type to "64" if applicable.

o IANAType. A string that describes the type of interface, as defined by the standards group Internet
Assigned Numbers Authority.

« Interface Index. A unique number (greater than zero) that identifies each interface on a device.
These numbers are defined by the device.
8. In the Device Interfaces page, clicking on an interface icon leads to the Interface Properties page, where
you can define a monitoring policy for an interface.

9. Inthe Interfaces Found page, clicking on an interface icon leads to the Network Bandwidth Usage report in
the Device Performance page.
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Generating a Report for Multiple Network Interfaces

The Registry tab includes the Network Interfaces page. From the Network Interfaces page you can generate a
report on all, multiple, or a single interface in the Sciencelogic platform. The report will contain all the information
displayed in the Network Interfaces page. The Network Interfaces page is located at Registry > Networks >
Interfaces.

Network Interfaces Report generated by em7admin on 2016-05-27 14:20:22
Device Name Por/Sub [ IF Name Alias MAC Address |IF Index ¥ Type FSiatus | Measure | Speed Rate State
7.[10.168.48.59 (070712, Giori g 10712 |ethernetCsmacd [ ega__ [10Mbps [Yes s /5 Min. No  [No (64 bits__|Enabled
7. [10.168.48.59 (077, VIt ink to WAR-RT g i prop ega__ [1Gbps _[Ves es /5 Min. No [No (64 bits__|Enabled
3.[10.168.48.59 (0770714, GiFia 5 0774 _|ethernetCsmacd [ ega___ [10Mbps _[Ves e /5 Min, No _[No 64 bits__[Enabled
4[10.168.48.59 (0770715, GIOAS 5 70775 [ethernetCsmacd Gga_ [10Mbps _[Ves 3 /5 Wim No —[No 64 bits__[Enabled
5.[10.168.48.59 (0770116, Gio/ 6 0716 |ethemnetCsmacd [/ ega |00 Mbps [Ves es /5 Min. No [No 64 bils__[Enabled
6.[10.1684855 |05, V5 5 propVirtual 7 ega__ [1Gbps __[Ves es /5 Min. No |No (64 bits__|Enabled
7.]10.168.48.50 [0770118, GioA8 ToTTE JomemetCemasa |7 ega__ [1Gbps _[Ves e /5 Min. No [No i Bis—[Enabled |
3.[10.168.46.59 (070713, Gio/i3 5 0713 |ethernetCsmacd [/ ega__ [10 Mbps _[Yes s /5 Min No [No (64 bits__|Enabled
9.[10.168.48.59 (07666, V1666 5 666 prop ega__ [1Gbps _ [Ves es /5 Min. No [No (64 bits__|Enabled
70.[10.168.48.59 (0770507, Nuo 0501 _|other i gga__ [10Gbps _[Ves e /5 Min. No _|No (32 bits__|Enabled
T7.[10.168.48.59 (0770117, GiOrT 5 T [10117 _|etherneiCsmacd |/ ega [T Gbps _[Ves a5 /5 Wi, No [No (64 bits _[Enabled
72.[10.168.48.59 (0759, VIS 5 59 prop i ega _ [1Gbps _ [Ves es /5 Min No [No 64 bils_[Enabled
73.[10.168.48.59 (07999, V599 ink to WAN-RT 999 3 7 ega__ [1Gbps _[Ves &S /5 Min. No _|No /64 bits__[Enabled
T4_[10.168.48.59 [O7T0707, GiOAT 5 T [10701 _JethernetCsmacd Gga_ [100 Mbps [Ves 3 /5 Wi No [No 64 bits__[Enabled
75.[10.168.48.59 (0770102, Gio2 ethernetCsmacd |/ ega _ [10Mbps [Ves es /5 Min. No [No 64 bils__[Enabled
76.[10.168.48.59 (0770103, Gio3 ethernetCsmacd |/ ega __[10 Mbps _[Yes es /5 Min. No |No 64 bits_[Enabled
77.]10.168.48.59 (0770104, Gio/4 [ethernetCsmacd |/ gga__ [10Mbps _[Ves &5 /5 Min. No |No 64 bits__|Enabled
78.[10.168.48.59 [0770105, Gio/s [ethernetCsmacd |/ Mega _ [10Mbps [Yes  [Yes /5 Min. No [No /64 bits _[Enabled
79.[10.168.48.59 (0770106, Gio/s ethernetCsmacd |/ ega |10 Mbps _[Yes es /5 Min No [No 64 bits__[Enabled
20.[10.168.48.59 10710107, Gior; 1070. etgemelgsmacd I ega [10 Mbps e &5 15 Min. No No. 164 bits nable:
[ 27.|10.168.41 [0770708, Gio/s i [ethernefCsmac 7—|Wm es es 5 Min No _[No 64 bits__|[Enable
70.168.48.59 (0770103, GioS ethernetCsmacd |/ ega _ [10 Mbps _[Yes es /5 Min. No [No 64 bits _|Enabled
3. [10.168.48.59 (0770710, GiO/10 [ethernetCsmacd ega |10 Mbps _[Ves es /5 Min. No [No 64 bits__[Enabled
4. [10.168.48.50 (0770717, GiOAT [ethernetCsmacd |/ ega __ [10Mbps _[Ves es /5 Min. No [No 64 bits__[Enabled
5_[76095-NPE: JOrT, Teart CRSP [ethernetCsmacd |/ ega__ [10Gbps _[Ves s /5 Min. No [No 64 bits _[Enabled
5. [76095-NPE3 cisco 072, Te3 [ethernetCsmacd I s es /5 Min. No [No 64 bits_[Enabled
7. |T6095-NPEB.cisco [0/3, Tedld 00 ethernetCsmacd |/ gga__ [10 Gbps _[Ves &s /5 Min. No |No /64 bits__|Enabled
28] :':TBOQSVNPE&C CoJ0/4, Te3/a Gnnection to 1XIA S| ’:elhemmCsmacd 7 ega__ [10Gbps _[Ves e /5 Min. No [No = b:|:ns Enabled
29, [76095-NPE3.cisco J0/5, Gid/1 00 [ethernetCsmacd [/ ega__ [1Gbps _[Ves s /5 Min. No [No (64 bits__|Enabled
30, |76095-NPEB.cisco |0/, Gid/2 lethernetCsmacd [/ ega__ [1Gbps _[Ves es /5 Min No [No (64 bits__|Enabled
T  cisco 077, Gid] lethernetCsmacd |/ 'MFTGE 3 s 15 Min. No No. 164 bits nable
32, |T6095-NPE [0/B, Giald lethernetCsmacd |/ ega__ [1Gbps __[Ves s /5 Min No [No 64 bits__|Enabled
33, |76095-NPES.cisco 079, Gidl5 lethernetCsmacd |/ ega __ [1Gbps _[Ves es /5 Min No [No 64 bils__[Enabled
34, |76095-NPES.cisco 0710, G476 Tonneciion 1o 2951 [ethernetCsmacd |/ gga__ [1Gbps __[Ves e /5 Min. No _|No /64 bits__[Enabled
35, |T6095-NPES.Cisco J0/11, GIaT7 [ethernetCsmacd |/ Gga  [1Gbps _[Ves a5 /5 Wi No [No (64 bits__[Enabled
36. [76095-NPEB.cisco 0712, G/ [ethernetCsmacd |/ ega _ [1Gbps _ [Ves s /5 Min. No [No 64 bifs__[Enabled
7. |76095-NPES.cisco 0713, GiA7S [ethernetCsmacd |/ gga__ [1Gbps __[Ves & /5 Min. No _[No /64 bits__[Enabled
38. | 76095 NPE3.cisco 0714, G0 [ethernetCsmacd |/ ega__ [1Gbps _ [Ves es /5 Min. No [No 64 bits__[Enabled
39, [76095-NPE3.cisco [0/15, Giaf1 lconnected to ASAB5Y [ethernetCsmacd |/ ega__ [1Gbps __[Yes s /5 Min No [No /64 bits__[Enabled
40. [76095-NPEB.cisco 0716, GIAZ 00 lethernetCsmacd |/ ega _ [1Gbps __[Ves es /5 Min No [No 64 bits_[Enabled
. GA/13 [ethernetCsmacd |/ gga__ [1Gbps _[Ves & /5 Min. No [No /64 bits__|Enabled
[7609S-NPE3 cisco. Gidfid [ethernefCsmac 7—|Wm es es 5 Min No  [No 64 bits__|[Enable
43, [76095-NPES.cisco 0719, GIA5 lethernetCsmacd |/ ega__ [1Gbps _ [Ves es /5 Min No [No 64 bits__[Enabled
44, | 76095-NPES.cisco 0720, GA/6 [ethernetCsmacd |/ gga__ [1Gbps __[Ves e /5 Min. No _[No /64 bits__|Enabled
5. | 76095 NPES.cisco 0721, GIar [ethernetCsmacd |/ ega  [1Gbps _[Ves &5 /5 M. No —[No 64 bits _[Enabled
6. |76095-NPE3 cisco 0/22, GIaA8 lethernetCsmacd |/ ega _ [1Gbps _ [Ves s /5 Min. No [No 64 bits _[Enabled
7. | 76095-NPEB.cisco 0723, GAMY etherneiCsmacd ega__ [1Gbps _ [Ves e /5 Min. No [No 64 bits__[Enabled
8. [T609S-NPE3.cisco 0724, G720 ethernetCsmacd |/ Gga__ [1Gbps _[Ves e 5 Mim, No [No 64 bits__[Enabled
49, [76095-NPE3.cisco [0/25, Gidiz1 [ethernetCsmacd |/ ega__ [1Gbps _ [Ves s /5 Min. No [No 64 bits__[Enabled
50. [76095-NPEB cisco 0126, Giar22 [ethernetCsmacd |/ ega__ [1Gbps __[Ves es /5 Min. No [No 64 bits__[Enabled
51, |76095-NPEB.cisco |0/27, G723 [ethernetCsmacd |/ ega__ [1Gbps _[Ves es /5 Min. No [No (64 bits__|Enabled
NPE3 cisco] apna T12AbA8a ShemeCemacd [T Miga [T Gbps Vs s EMin No [No b Enabied |
53 [76095-NPE3 cisco 0/29, Gidizs [00:24:14:4b:48:40 |29 [ethernetCsmacd [/ [Mega __[1Gbps __|Yes s /5 Min. No [No (64 bits__|Enabled

To view a report on all or multiple discovered interfaces:

1. Gotothe Network Interfaces page (Registry > Networks > Interfaces).
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2. Inthe Network Interfaces page, click the [Report] button.

Network Interfaces | Interfaces Found [13| Report Guide
At
Deiice uac AdmintOper Intetace lame  Colecion Collct Colect Collct Colic Counter

Mame - PorySub LIF Name Teas Oraanizaion sias sdtiess  IEindex ETpe Silus Messwe Speed Aering Updale Freavenc Ertors Discards CEQoS Padets Seing _State

) ] S— )C C )C | | S | S
1 B 2 w002 Gonz & B System - 3 08:40:9158:cc8c 10112 ethemetCsmacd UpDown  Mega 10Mbps Yes Yes  yf}5Min. No No  Yes Yes 64  Enabledps |
2. ERRC DL = w0 vit 4 = System Linkto WAN-R1 $0800:9tS8ccc0 1 propVirual Upp Mega 1Gbps Yes Yes  gf5Min. No No  Yes Yes 64  Enabledm [ |
3 BRI 2 w0014, Gioia & B System - 3 08:40:9158:cc8e 10114 ethemetCsmacd UpDown  Mega 10Mbps Yes Yes  ,fl5Min. No No  Yes Yes 64 Enabledp |
+ EERECYIE » worors cions s = System = W 08:40:0758:ccB1 10115 ethemetCsmacd UpDown  Mega 10Mbps Yes Yes  gfi5Min. No No  Yes Yes 64  Enabled pm ]
5. EMEC L 2 woii0116,Gioie 2 = System = P 08:00:9t58:cc:c2 10116 ethemetCsmacd Upiup Mega 100MbpsYes Yes  gfj5Min. No No  Yes Yes 64 Enabledpm |
5 2 w05 Vs s = System = WOBADMSECCEI S propVirual DownDown Mega 1Gbps Yes Yes  gfi5Min. No No  Yes Yes 64  Enabled pmh [ ]
7. ENREC L 2w 0/10118, Giois. 2 = System = P 08:00:9t58:cc:92 10118 ethemetCsmacd Upiup Mega 1Gbps Yes Yes  gfi5Min. No No  Yes Yes 64 Enabledp |
o RG] » woroia cions s = System = W 08:40:9758:cc8d 10113 ethemeCsmacd UpDown  Mega 10Mbps Yes Yes  gfi5Min. No No  Yes Yes 64  Enabled pm ]
o. EMIRE I 2 woisss, vies 2 = System = 3 08:40:9t58:cc:c5 686 propVirtual UpDown  Mega 1Gbps Yes Yes  gfisMin. No No  Yes Yes 64 Enabledpd
10. CTNRCTER » worioso1, nuo s = System = = 10501 ofher UpUp  Mega 10Gbps Yes Yes  gfi5Min. No No  Yes Yes 32  Enabled [
RN, 101684850  [BCL LLIGRTACYA 2 = System = B 08:00:9t58:cc:91 10117 ethemetCsmacd Upiup Mega 1Gbps Yes Yes  gfi5Min. No No  Yes Yes 64 Enabledp |
12 2 w09, 99 s = System = BOBDOFSEcCed 99 propVirual UpDown  Mega 1Gbps Yes Yes  gfi5Min. No No  Yes Yes 64  Enabled [ ]
RN 01684850 [EXLIEERYEEE) B = System Linkto WAN-R1 P 08:40:9t58:cc:c6 999 propVirtual Upiup Mega 1Gbps Yes Yes  gfi5Min. No No Yes Yes 64 Enabledp |
++. CRRCTTERl » w0101, Gion s = System = W 08:40:0E58:ccet 10101 ethemetCsmacd UpUp  Mega 100MbpsYes Yes  gfi5Min. No No  Yes Yes 64  Enabled pm ]
15. EIRAC L 2 ®0/10102, Gio2 -2 = System = 3 08:00:9t58:cc:82 10102 ethemetCsmacd UpDown  Mega 10Mbps Yes Yes  gfisMin. No No  Yes Yes 64  Enabledp
18 2 w0/10103,Gios s = System = B 08:40:9758:cc83 10103 ethemetCsmacd UpDown  Mega 10Mbps Yes Yes  gfi5Min. No No  Yes Yes 64  Enabled pm ]
7. R w0104 Gio4. B = System = 3 08:40:9158:cc84 10104 ethemetCsmacd UpDown  Mega 10Mbps Yes Yes  gfi5Min. No No  Yes Yes 64  Enabledps |
18 2 W0/10105,Gi0s s = System = B 08:40:9758:cc85 10105 ethemetCsmacd UpDown  Mega 10Mbps Yes Yes  gfi5Min. No No  Yes Yes 64  Enabled pm ]
10. ERRC L w0105 Gios B = System = 3 08:40:9158:cc86 10105 ethemetCsmacd UpDown  Mega 10Mbps Yes Yes  gfi5Min. No No  Yes Yes 64  Enabledps |
2 2 w0/10107,GioT s = System = B 08:40:9758:cc87 10107 ethemetCsmacd UpDown  Mega 10Mbps Yes Yes  gfi5Min. No No  Yes Yes 64  Enabled pm ]
2. R 2 woioi0s Gios. B = System = 3 08:40:9158:cc88 10108 ethemetCsmacd UpDown  Mega 10Mbps Yes Yes  fi5Min. No No  Yes Yes 64  Enabledps |
2 CRRE L 2 wo/i0109, Gios & = System - B 08:00:9¢58:cc:89 10109 ethemetCsmacd UpDown  Mega 10Mbps Yes Yes  gfi5Min. No No  Yes Yes 54  Enabled | |
2. ERAC L 2 wonoii,cioio B = System = 3 08:40:9158:cc8a 10110 ethemetCsmacd UpDown  Mega 10Mbps Yes Yes  fi5Min. No No  Yes Yes 64  Enabledps |
2. ERRL T & wortoit, Gioit s = System = B 08:40:0£58:cc8b 10111 ethemetCsmacd UpDown  Mega 10Mbps Yes Yes  gfl5Min. No No  Yes Yes 64  Enabled s [ ]
2 _ Pwon, Tednt B = System connection CRS-1-P 0024:144b:48:41  ethemetCsmacd UpDown  Mega 10Ghps Yes Yes  ,fi5Min. No No Yes VYes 64 Enabledps |

|20, #MI7609S-NPE3 cisc & = System = W0024:144b:48:42  ethemetCsmacd Uplup Mega - Yes Yes  5Min. No No Yes Yes 64 Enabledmd( ] v

NOTE: If you want fo include only certain interfaces in the report, use the "search as you type" fields at the top
of each column. You can filter the list by one or more column headings. You can then click the
[Report] button, and only the interfaces displayed in the Network Interfaces page will appear in the
report.

3. The Export current view as a report modal page appears.

Export cument view as a report

Output Format: [ Comma-separated values (.csv) b ]

| Force browser to save to disk

4. Inthe Export current view as a report modal page, you must select the format in which the Sciencelogic
platform will generate the report. Your choices are:
« Comma-separated values (.csv)
o Web page (.himl)
« OpenDocument Spreadsheet (.ods)

o Excel spreadsheet (.xlsx)

o Acrobat document (.pdf)
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5. Click the [Generate] button. The report will contain all the information displayed in the Network Interfaces
page. You can immediately view the report or save it to a file for later viewing.

Generating a Report for a Single Network Interface

From the Network Interfaces page, you can generate a text-based, bandwidth-usage report for a single
interface. You can choose to generate a report on outbound traffic, inbound traffic, all traffic, errors, discards, or

all.

Date
Time

™

Management Systems

Report Summary

Device Name
Device Address
Interface Name
Interface Descr.
Blade / Port / Sub
Measurement
Report Duration

Octets In

406
249
525
607
452
511
313
468
572
396
364
498
476
613
424
545
272

Interface Usage / Errors / Discards

Octets
Out

339
412
501
514
303
428
435
406
446
385
379
465
366
743
420
622
460

355.State
172.16.0.187

Interface: NULL 0 | Name: NULL 0 | Type: other | MAC: 00:00:00:00:00:00

NULL O

/1107705856/0

Mbps.
Last 24 Hours

Octets
Total

1026
1121
155
939
748
874
1018
81
743
963
842
1356
B4
1167
732

Mbps. In

L1E-5
T.0E-6
1.4E-5
1.6E-5
1.2E-5
1.4E-5
8.0E-6
1.2E-5
1.5E-5
1.1E-5
1.OE-5
1.3E-5
1.3E-5
1.6E-5
1.1E-5
1.5E-5
7.0E-6

Mbps.
Out

9.0E-6
1.1E-5
1.3E-5
14E-5
8.0E-6
L1E-5
1.2E-5
1L1E-5
1.2E-5
1.0E-5
1.0E-5
1.2E-5
1.0E-5
2.0E-5
1.1E-5
1.7E-5
1.2E-5

Mbps.
Total

2.0E-5
1.8E-5
2.7E-5
3.0E-5
2.0E-5
2.5E-5
2.0E-5
23E-5
2.7E-5
2.1E-5
2.0E-5
2.5E-5
23E-5
3.6E-5
22E-5
3.2E-5
1.9E-5

Interface Activity Report

April 17, 2015, 4:00 am

=N - R - - A -RE- N - R - R - - R - - B - N - - - -

Errors
In

=N - R - - A -RE- N - R - R - - R - - B - N - - - -

Errors
Out

Coo oo oD OoD oo oo Do

Errors
Total

c oCc oo o CcC oo o o oo o o oo

Discards
In

(= =~ — I - R — I — =2 R — B - — I — I —

Discards
Out

Discards
Total

c cococoococoocooocooococo

To generate the report:

1. Goto Network Interfaces (Registry > Networks > Interfaces).
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2. Inthe Network Interfaces page, find the interface for which you want to generate a bandwidth report. Click
its printer icon (¥).

rk Interfaces | Interfaces Found [13! Report Guide
Ao 5
o e Agminioper Intertace Name  Colecion Colect Colect Collct Colect Counter
Hame PorSub |IF Name Taes Organizaion aizy Agdress IFindex I Twe Slius  Messue Speed Aertng Updale Freouency Erfors Discards CBQUS Packels Seting _State

- ( C C C | S | G | S| | S c— — c—] —]
. EE el 2 wonon2 cion2 B = System = P 08:00:9858:cc:8c 10112 ethemetCsmacd UpDomn  Mega 10Mbps Yes Yes  fi5Min No No  Yes Yes 64  Enabledps |
 ER N w0 vit rd - System Linkto WAN-R1 W08d0:9t58:ccc0 1 propVirual Upp Mega 1Gbps Yes Yes  gfi5Min. No No Yes Yes 64  Enabled m [ |
3 ENRRC DL 2 w0114, Giona B = System = 3 08:40:9158:cc8e 10114 ethemetCsmacd UpDown  Mega 10Mbps Yes Yes  gfi5Min. No No  Yes Yes 64  Enabledps |
+ CPRE el 2 woions cions @ = System = W 08:00:9858:cc 87 10115 ethemetCsmacd UpDomn  Mega 10Mbps Yes Yes  gl5Min No No  Yes Yes 64  Enabled g [ ]
s ERRC L = wooite, Gione B = System = 3 08:40:9158:ccc2 10116 ethemetCsmacd Upp Mega 100MbpsYes Yes  gf]5Min. No No  Yes Yes 64  Enabledpm |
o. ENRACEEE & wos vis & = System = B0840:9T5B 35 propVirual DownDown Mega 1Gbps Yes Yes  gl5Min. No No  Yes Yes 64  Enabled s [ |
7 B 2 woiioiia cions # = System = 3 08:40:0158:cc92 10118 ethemetCsmacd UpUp  Mega 1Ghps Yes Yes  gfi5Min. No No Yes Yes 64 Enabledpm
[N, 101684850 [ LRUITENCLEES s = System = B 08:40.0¢58:cc8d 10113 ethemetCsmacd UpDown  Mega 10Mbps Yes Yes  gl5Min. No No  Yes VYes 64  Enabled s [ ]
o EFRRCTER 2 woiss, viess # = System = B O0BA0ESBcees 666 propVinual UpDown  Mesa 1Ghps Yes Yes  gfi5Min. No MNo  Yes Yes 64 Enabledps
0. EERC L # 010501, NuD ¢ = System = = 10501 other UpUp  Mesa 10Gbps Yes Yes  giSMin. No MNo  Yes Yes 32  Enabledpm [
. R | & w0017, GioT. # = System = B 08:00:0158:cc91 10117 ethemetCsmacd UpUp  Mesa 1Gbps Yes Yes  gfi5Min. No No  Yes Yes 64 Enabledpm |
PN, 101684850  [ELCLIEAVE) ¢ - System - BOBUDISECCA 99 propVirtual UpDown  Mega 1Ghps Yes Yes  giSMin. No MNo  Yes Yes 64  Enabled [
1 ENRC L 2 wosss, visss 2 - System Linkto WAN-R1 $O0BADFSBCC05 999 propVitual UpUp  Mega 1Ghps Yes Yes  gfi5Min. No MNo  Yes Yes 64 Enabledpm
1. MR L # w010101, Giort ¢ - System - W08A09E58:ccel 10101 ethemetGsmacd UpUp  Mega 100MbpsYes Yes  giSMin. No MNo  Yes Yes 64  Enabled [
5. IR L al # wi0i10102, Gioz - - System - P 08:00:9758:c6:82 10102 ethemetGsmacd UpDomn  Mega 10Mbps Yes Yes  gfi5Min. No No  Yes Yes 64 Enabledpm
1. CRRC LT # w00103, Gion ¢ - System - W 08:00:9758:c6:83 10103 ethemetCsmacd UpDonn  Mega 10Mbps Yes Yes  gfi5Min. No MNo  Yes Yes 64  Enabledm [
7. BN L 2 w0/10104, Gioi4 & = ‘System = 3 08:00:9158:c:84 10104 ethemetCsmacd UpDown  Mega 10Mbps Yes Yes  4fi5Min. No No  Yes Yes 54 Enabledpg
15 ERC L & wo010105,Gios & = System = $ 08:40:9158:cc85 10105 ethemetCsmacd UpDown  Mega 10Mbps Yes Yes  gf}5Min. No No  Yes Yes 64  Enabled s [ |
19 R w0006 Gios. & B System - 3 08:40:9158:cc86 10108 ethemetCsmacd UpDown  Mega 10Mbps Yes Yes  ,flsMin. No No  Yes Yes 64 Enabledp |
20 BRI & w0007, Gior r - System — P 08:d0:958:cc:87 10107 ethemetCsmacd UpDown  Mega 10Mbps Yes Yes  gfisMin. No No  Yes Yes 64  Enabled s
21. BN L 2 w0/10108, Giois 2 = System = 3 08:00:9¢58:cc:88 10108 ethemetCsmacd UpDown  Mega 10Mbps Yes Yes  gfisMin. No No  Yes Yes 64  Enabledp
2. EMRAE L - 0/10109, Gio 4 = System = B 08:00:9858:cc:89 10109 ethemetCsmacd UpDown  Mega 10Mbps Yes Yes  gfisMin. No No  Yes Yes 64  Enabled s
2. MR 2 ®0/10110, Gioi0. 2 = System = 3 08:00:9t58:cc:8a 10110 ethemetCsmacd UpDown  Mega 10Mbps Yes Yes  gfisMin. No No  Yes Yes 64  Enabledp
2. BRI 2 w00, G 4 = System = W 08:00:9t58:cc:8b 10111 ethemetCsmacd UpDown  Mega 10Mbps Yes Yes  gfisMin. No No  Yes Yes 64  Enabled s
25 [l T60S NPER G 2 w01, T3 [ = System connection CRS-1-P F0024:14:4b484 1 efhemetCsmacd UpDown  Mega 10Gbps Yes Yes  gfi5Min. No No  Yes Yes 4 Enam
2. EJWiT608SINPESERE 2 wor, Tedr @ - System — B0024:144b4842  ethemetCsmacd UpUp  Mega - Yes Yes  gfi5Min. No

3. The Report Creator modal page is displayed.

Report Creator

Full Report Owtbound Inbound

Usage Emors Discard s

[Create Report A5 HTML Document]

4. Selectfrom the following list of formats to select a format in which to generate the report:

o Create Report as HTML Document
« Create Report as PDF Document
« Create Report as MS Word Document

o Create Report as MS Excel Document

e CSV-Comma Separated Values
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5. Select one of the following buttons to specify the information to include in the device report:

o [FullReport]. Include all information about outbound data through the interface, inbound data
through the interface, combined bandwidth through the interface, errors on the interface, and discards
on the interface.

o [Outbound]. Include all information about outbound data through the interface.

e [Inbound]. Include all information about inbound data through the interface.

« [Usage]. Include all information about inbound data and outbound data through the interface.
o [Errors]. Include all information about errors on the interface.

« [Discards]. Include all information about discards on the interface.

6. The Sciencelogic platform will generate the report. You can immediately view the report or save it fo your
local computer.

Monitoring Interfaces

A monitoring policy for an inferface fells the Sciencelogic platform how frequently to poll the interface for data and
which data to collect. The platform uses this collected data to generate bandwidth reports and trigger events.

NOTE: By default, the Sciencelogic platform monitors each discovered interface. By default, the
platform will poll the interface every 15 minutes, will not collect data on errors, will not collect data on
discards, enables alerting, and allows the platform to update the interface name during discovery.

There are two ways to define monitoring policies for interfaces:

« Define a detailed policy for a single interface at a time.

« Define asingle policy setting for multiple interfaces at a time.

The following sections describe both methods.

Defining a Detailed Monitoring Policy for a Single Interface

To define a monitoring policy for one or more interfaces on a single device:

1. Gotothe Device Manager page (Registry > Devices > Device Manager).
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SNMP
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J[z=Heaity =
Heaity A [sVe] Active
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In the Device Manager page, find the device for which you want to define interface monitoring. Click its

2.
wrench icon (i
3 System

Device Manager | Devices Found [2]
1P Address Caeqony

Il Il
ASKEY Computer Corp. | OEM
Cisco Systems | Cisco 2911

1020052
192.168.37.155

[Select Action] —

In the Device Administration panel, click the [Interfaces] tab.

3.

‘‘‘‘‘‘

‘‘‘‘‘‘

Giarzr

‘‘‘‘‘‘

‘Connection To IXA Siot 6 Port 3

‘‘‘‘‘‘

In the Device Interfaces page, find the icon for the interface you want to monitor. Click on the icon.

4.
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5. The Interface Properties page appears. In this page, you can define a detailed monitoring policy for the

selected interface.

For Interface [ 12 ]

[Editing: ens160]

Interface Name
Port Description
MAC Address
IANA Type

Speed & Counter
Position & index
Admin/Oper Status
TCP IP Address

Properties Thresholds

ens160

ens160

00:50:56:85:C8:54 / Vmware
ethernetCsmacd [5]

10000 Mbps. [Counter 64]

2i2

Up/Up

10.2.9.20/ 255.255.255.0 [10.2.9.0]

Interface Name [enslGD

| [ pisable Discovery Name Update

Interface Event Dizplay Name [enslSD

]

Interface Tags | | o
Interface Speed 10000000000 |[Bite] [~ [pisable interface Speed Update
Linked-Device [ [None] " ]
Linked-Interface | ~|a
Collect State / Frequency [ [Enabled] o ].‘[ [5 Min.] e ] (7]
Alerting / Rollovers [ [Enabled] e ].‘[ [Disablad] ~ ] 0
Event Severity Adjust [ [ Default Severity ] v
Errors / Discards [[Disabled] R ].‘[ [Disabled] R ] (7]
Quality of Service I [Disabled] | (7]
Packets [ [Disabled] ~ ] (7]
Measurement / Percentile [ [Mega] ~ ].’[ [Accumulative] v ] (7]
Display on Summary [ ] &l
Emissary | Tsac_sanity_IC_Test] ~|e

6. To define a monitoring policy in the Interface Properties page, supply a value in each of the following fields
in the Monitoring Options pane:

NOTE: For the Sciencelogic platform to monitor an interface, you must define Collect State as Enabled.

« Interface Name. The name of the network interface. The auto-name, generated by the Sciencelogic

platform, is "device_name". You can supply a different name in this field.

« Disable Discovery Name Update. When selected, prevents the platform from updating and/or

overwriting the inferface name during auto-discovery.

« Interface Event Display Name. The name of the network interface that you want to appear in events.
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NOTE: If Disable Discovery Name Update is selected for an interface in its Interface Properties page, the
Sciencelogic platform cannot change the interface name during nightly auto-discovery and during
re-discovery, regardless of the settings in the Interface Event Display Name field. To apply a new
naming convention fo interfaces, you must first ensure that Disable Discovery Name Update is not
selected for those interfaces. You can do this in the Network Interfaces page (Registry > Networks
> Interfaces): select the interfaces you want to rename, select the Select Actions field (in the lower
right), and choose Auto-Name Update > Enable.

« Interface Tags. Displays a comma-delimited list of descriptive tags that have been manually defined
for this interface. Interface tags are used to group inferfaces in an IT service policy. To add or edit the
tags for this interface, click the wrench icon ( ﬁ). In the Edit Network Interface Tags modal page
that appears, supply a comma-delimited list of tags in the Tags field, and then click the [Save] button.

« Interface Speed. The speed of the network interface reported by the device. If the device reported an
incorrect speed, you can supply a different speed in this field. In the drop-down list to the right of this
field, you can select the unit of measurement for the speed you specified.

« Disable Interface Speed Update. When selected, prevents the Sciencelogic platform from
updating and/or overwriting the interface speed during nightly auto-discovery.

« Linked Device. Device to associate with this interface. You can select from the drop-down list of all
devices in the Sciencelogic platform.

« Linked Interface. Interface to be associated with this interface. You can select from a drop-down list
of interfaces on the selected device (specified in the Linked Device field).

NOTE: The Linked Device and Linked Interface fields allow you to manually create relationships that will be

reflected in the topology maps in the [Views] tab.

o Collect State. This field can have one of two values:
o Enabled: The Sciencelogic platform monitors the network interface and collects data on the
network interface for reports.
o Disabled: The Sciencelogic platform does not monitor the network interface and collect data on

the network interface for reports.

o Frequency. When you enable monitoring (collection) for an interface, you must specify how frequently
you want the platform to collect data from the interface. Your choices are every:

1 Minute

5 Minutes

10 Minutes

15 Minutes

30 Minutes

o

o

o

o

o
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o 60 Minutes
o 120 Minutes

The Network Interface reports will display the average incoming and outgoing bandwidth-usage for the
current day in the time-intervals specified in the Frequency field.

o Alerting. Alerting for this interface can be enabled or disabled. When disabled, the interface is
monitored, but events are not generated for the interface.

« Rollovers. Specifies whether or not the platform will generate an event when the counter for the
interface rolls over. This field does not affect the Network Usage graphs. This field is most helpful for
interfaces that are busy and require frequent monitoring, but for which the device supports only 32-bit
counters (instead of 64-bit counters). The counters on such interfaces roll over frequently.

NOTE: Rollovers and alerting for Rollovers apply only to 32-bit counters and not to 64-bit counters.

o Event Severity Adjust. Allows you to specify a severity for this interface. You can then configure one or more
interface events to use this custom severity when creating events for this interface. For example, if this
interface is part of a mission-critical operation, you might want all events associated with this interface to have
a severity of "critical". Choices are:

o Sev -3. Reduces the severity by 3.

o Sev-2. Reduces the severity by 2.

o Sev-1.Reduces the severity by 1.

o Default Severity. Uses the default severity for each event.
o Sev +1. Increases the severity by 1.

o Sev +2. Increases the severity by 2.

o Sev +3. Increases the severity by 3. The highest possible severity is "Critical".

NOTE: Event severities have the following numeric values:

5 = Healthy
4 = Notice
3 = Minor
2 = Major
1 = Critical

In the Event Severity Adjust field, you cannot change a severity of "Notice" or higher to a severity of "Healthy".
In the Event Severity Adjust field, you also cannot change the severity of a "Healthy" event.

o Errors. Specifies whether or not the Sciencelogic platform will collect data on packet errors on the
interface. Packet errors occur when packets are lost due to hardware problems such as breaks in the
network or faulty adapter hardware. Choices are:
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o Enabled. If Errors is enabled for an interface, the Thresholds tab for the interface will display
thresholds for errors in and errors out. If Errors is enabled for an interface, the platform will display
the collected data in the Device Performancepage (Registry > Devices > Device Manager >
bar-graph icon > Performance) associated with the device that contains this inferface.

o Disabled. The platform will not collect data about errors for this interface.

« Discards. Specifies whether or not the Sciencelogic platform will collect data on interface discards.
Discards occur when an interface receives more traffic than it can handle (either a very large message
or many messages simultaneously). Discards can also occur when an inferface has been specifically
configured to discard. For example, a user might configure a router's interface to discard packets from
a non-authorized IP. Choices are:

o Enabled. If Discards is enabled for an interface, the Thresholds tab for the interface will display
thresholds for discards in and discards out. If Discardsis enabled for an interface, the platform will
display the collected data in the Device Performancepage (Registry > Devices > Device
Manager > bar-graph icon > Performance) associated with the device that contains this interface.

o Disabled. The platform will not collect data about discards this interface. Disabled.

Quality of Service. Specifies whether the Sciencelogic platform will collect CBQoS (Class-Based
Quality-of-Service) configuration data for this interface. This option appears only if you have enabled
the field Enable CBQoS Collection in the Behavior Settings page (System > Settings > Behavior).
If Collect CBQOS is enabled for an interface, the platform will display the collected CBQoS data in the
Device Performance page (Registry > Devices > Device Manager > bar-graph icon >
Performance) associated with the device that contains this interface. Choices are:

o Enable. The platform will collect CBQoS configuration data for this interface.

o Disable. The platform will not collect CBQoS configuration data for this interface.

NOTE: If you set Collect CBQoS to Enable for an interface that is not configured for CBQGS, the platform will

display an error message.

Packets. Specifies whether the Sciencelogic platform will collect data for unicast, multicast, and
broadcast traffic in packets, for this interface. Choices are:

o Enabled. If Packets is enabled for an interface, the Thresholds tab for the interface will display
thresholds for unicast, multicast, and broadcast traffic. If Packets is enabled for an interface, the
platform will display the collected data in the Device Performancepage (Registry > Devices >
Device Manager > bar-graph icon > Performance) associated with the device that contains this
interface.

o Disabled. The platform will not collect data for unicast, multicast, and broadcast traffic, in packets,
for this interface.

Measurement. Unit of measurement for bandwidth reports for the interface. The choices are:
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o Mega
o Giga
o Kilo
o Tera

o Peta
« Percentile. The basis for bandwidth billing for this interface. The choices are:

o Accumulative. Customer is billed for total inbound and outbound bandwidth for all applicable
interfaces. Billing is at the specified percentile point.

o Inbound. Customer is billed for the total inbound bandwidth for all applicable interfaces. Billing is at
the specified percentile point.

o Qutbound. Customer is billed for the total outbound bandwidth for all applicable interfaces. Billing
is at the specified percentile point.

o Highest Poll. Customer is billed for either the total inbound or total outbound, whichever is highest,

for each applicable interface. Billing is at the specified percentile point.

o Display on Summary. If selected, a usage graph for this interface will appear in the Device
Summary page.

NOTE: Only one interface per device can be displayed on the Device Summary page.

7. Inthe Emissary pane, you can allow all users in another organization to view reports about the current
interface and view bandwidth billing policies associated with the interface.

o Emissary. This field allows a user to define an emissary interface. Select an organization to allow the
users in that organization to view this interface. When you click the [Save] button, the members of the
selected organization will be able to view reports about the interface, include the inferface in
dashboards, and view bandwidth billing policies associated with the interface.

Defining Monitoring Settings for Multiple Interfaces

In the Network Interfaces page, the Select Actions drop-down menu (in the lower right corner of the page)
allows you to apply or change the monitoring settings for one, multiple, or all interfaces in the Network Interfaces

page.
To apply a monitoring option fo one or more interfaces:

1. Gotothe Network Interfaces page (Registry > Networks > Interfaces).

2. Inthe Network Interfaces page, find each interface to which you want to apply a monitoring option and
select its checkbox.
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3. Toselectall checkboxes, select the red checkbox icon (i) in the column heading.

Network Interfaces | Interfaces Found [130] port | Reset | Gude
Auto- 5
1AC Adminioper Inferace: Name  Golecion Collet ol Gollct Golec Gounter
PorySub LIF Name Tos Organization sias sosess  Einex ETipe Sis Messwre Speeo Aeting Uposle Freavency Erors Discards CBOS Packels Sefing _Stale
I I C OO |e—

1. Ll 2 woi0112,Gionz B = System = 3 08:00:9758:cc:8c 10112 ethemetCsmacd UpDown  Mega 10Mbps Yes Yes  4fi5Min. No No  Yes Yes 64  Enabledpm |
2. EFRRC Il 2 won, vit I - System Linkto WAN-R1 B08:d0:9T58cce0 1 propVitual Uplp Mega 1Gbps Yes Yes  gf5Min. No No  Yes Yes 64  Enabled m [ ]
3. EMREE T 2w 0/10114, Gioi4. B = System = F 08:d09F58:cc:8e 10114 ethemetCsmacd UpDown  Mega 10Mbps Yes Yes  gfi5Min. No No  Yes Yes 64 Enabledps
+. ERE T 2 wo/i0115,Gions rd = System = B 08:00:9758:cc87 10115 ethemetCsmacd UpDown  Mega 10Mbps Yes Yes  gfi5Min. No No  Yes Yes 64  Enabled [ |
5. ERIREC L 2w 0/10115, Gi0it6. B = System = F 08:d09F58:cc:e2 10116 ethemetCsmacd Upiup Mega 100MbpsYes Yes  g]SMin. No No  Yes Yes 64  Enabled )
A=, 101684850 [EX LIRS rd - System - B08:09T58cce3 5  propVitual DownDown Mega 1Gbps Yes Yes  gl5Min. No No  Yes Yes 64  Enabled m [ |
- ENEC L 2 wonoiis, Gions - = System = 3 08:d09158:cc:92 10118 ethemetCsmacd UpUp  Mega 1Ghbps Yes Yes  g5Min. No No Yes Yes 64 Enabledps |
o EPRE - woioi13, Gions * - System - @ 0B:A09F5Bcc:8A 10113 ethemetCsmacd UpDown  Mega 10Mbps Yes Yes  gfi5Min. No No Yes Yes 64  Enabled s [ |
o. ENERE T 2 wosss, visse - = System = F08:d09F5E Cce5 666 propVirtual UpDown Mega 1Ghbps Yes Yes  gf5Min. No No Yes Yes 64 Enabledps |
10. ERRCE R - woii0501, Nuo & = System = = 10501 other Upup Mega 10Gbps Yes Yes  gfl5Min. No No  Yes Yes 32  Enabled m | |
1. B 2 w0017, Gion? [ = System = B 08:d09558:cc:01 10117 etheme(Csmacd UplUp  Mega 1Ghps Yes Yes  g5Min. No No Yes Yes 64 Enabledpm |
2. EC T 2 w0, vios & = System = W 0BUDTSECCCA00  propVirual UpDown  Mega 1Ghps Yes Yes  gSMin. No No  Yes Yes 64  Enabled pm [
. ERC L 2 wosss visss 2 - System Linkto WAN-RT B 0BUDIFSBCEG 999 propVirual UpUp  Mega 1Ghps Yes Yes  gfSMin No No  Yes Yes 64  Enabledpm
1. ERRC L & wo/10101,Gi0/t & - System - B 08009658 .cc61 10101 ethemetCsmacd UpUp  Mega 100MbpsYes Yes  glSMin No No  Yes Yes 64  Enabled [
15. EMRRE L 2 ®0/10102, Gio2 [ = ‘System. = 3 08:d0:9758:c:82 10102 ethemetCsmacd UpDown  Mega 10Mbps Yes Yes  gfi5Min. No No  Yes Yes 54 Enabledp
15. EIRAL L 2 w 010103, Gios rd - System = B 08:00:9758:cc:83 10103 ethemetCsmacd UpDown  Mega 10Mbps Yes Yes  g5Min. No No  Yes Yes 64  Enabled m |
7. B L 2 0/10104, Gi0i4 B = System = F 08:d0.9F58:cc:84 10104 ethemetCsmacd UpDown | Mega 10Mbps Yes |Yes  yfisMin No ' LEvey iibiie S |
1. EMIRRC L - ® 0/10105, Gios rd = System = B 08:d0.9F58:cc:85 10105 ethemetCsmacd UpDown  Mega 10Mbps Yes Yes  gl5Min. No == o (|
10. EMIRRC LT 2w 0/10106, Giols B = System = F 08:d0.9F58:cc:86 10106 ethemetCsmacd UpDown  Mega 10Mbps Yes Yes  fi5Min. No C“’T“E’“’m::‘(“(':] 2|
20. EPRRC L -2 w0/10107, GiorT I - System - B 08:40:9758:cc:87 10107 ethemetCsmacd UpDown  Mega 10Mbps Yes Yes  yf5Min. No d (|
21. R 2 wioi0108,Gios B = System = F 08:d0:9F58:cc:88 10108 ethemetCsmacd UpDown  Mega 10Mbps Yes Yes  fi5Min. No 2| |
22. IR 2 woit0109, Gio rd - System - W 08:40:9758:cc:89 10109 ethemetCsmacd UpDown  Mega 10Mbps Yes Yes  yf5Min. No d (|
2. CORE LR 2 wooi1o,Giono - = System = 3 08:d09158:cc:8a 1010 ethemetCsmacd UpDown  Mega 10Mbps Yes Yes  g5Min. No sd | |
2. CRROE T 2 woroin, Giot & = System = W 08:d09F58:ccBb 10111 ethemetCsmacd UpDown  Mega 10Mbps Yes Yes g 5Min. No T
2 _)gmﬂean B = System Cconnection CRS-1-P F00:24:14:4b:4841  ethemetCsmacd UpDown  Mega 10Gbps Yes Yes  g5Min. No sd | |
25. S MIT609SNPE G 2 w072, T=22 r = System = W0024:44:4b:48:42  ethemetCsmacd Uplup Mega  ~ Yes Yes  y5Min. No <hd
2 |

4. Inthe Select Action drop-down, select the option you want to apply to the checked interfaces. Your choices
are:

o Report Measurement. Unit of measurement for bandwidth reports for the interface. The choices are:

o Mega
o Giga
o Kilo

o Tera

Peta

(o}

« Interface Alerting. Specifies whether or not events should be generated for the selected interfaces.
Choices are:

o Enabled. The Sciencelogic platform monitors the network interface and generates events when the
required conditions are met.

o Disabled. The Sciencelogic platform monitors the network interface, but events are not generated
for the inferface.
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« Rollover Alerting. This checkbox is for interfaces that are busy and require frequent monitoring, but for
which the device supports only 32-bit counters (instead of 64-bit counters). The counters on such
interfaces roll over frequently. If enabled, each time the counter rolls over (is set back to zero), the
Sciencelogic platform will generate an event. Choices are:

Enabled. The platform monitors the network interface and generates an event when the counter
rolls over and is reset o zero.

Disabled. The platform monitors the network interface, but does not generate an event when the
counter rolls over and is reset to zero.

NOTE: Rollovers and Rollover Alerting apply only to 32-bit counters and not to 64-bit counters.
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« Auto-Name Update. Specifies whether or not events should be generated for the selected

interfaces. Choices are:

o

o

Enabled. The platform can update and/or overwrite the interface name during auto-discovery.

Disabled. The platform will not update and/or overwrite the interface name during auto-discovery.

« Tags. For each interface in the Sciencelogic platform, you can manually define a comma-delimited

list of descriptive tags. Interface tags are used to group interfaces in an IT service policy. The following
options allow you to manage interface tags:

Clear all Tags. Removes all existing tags from the selected interfaces.

Remove Tags. Displays the Bulk Remove Network Interface Tags modal page, where you can
remove one or more fags from the selected interfaces. In the Bulk Remove Network Interface
Tags modal page, select the checkbox for each tag that you want to remove, and then click the
[Remove] button.

Add Tags. Displays the Bulk Add Network Interface Tags modal page, where you can add one
or more fags to the selected interfaces. In the Bulk Add Network Interface Tags modal page,
select the checkbox for each existing tag that you want to add and/or supply a comma-delimited list
of new tags, and then click the [Save] button.

« Collection Frequency. When you define a monitoring policy for an interface, you must specify how

frequently you want the platform to collect data from the interface. Your choices are every:

(o}

1 Minute

5 Minutes
10 Minutes
15 Minutes
30 Minutes
60 Minutes
120 Minutes
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« Collection State. Specifies whether collection should be active or disabled. Choices are:
o Enabled. The Sciencelogic platform monitors the network interface and collects data on the
network interface for reports.

o Disabled. The Sciencelogic platform does not monitor the network interface and collect data on
the network interface for reports.

NOTE: For the Sciencelogic platform to monitor an interface, you must define Collect State as enabled.

« Collection Errors. Specifies whether or not the platform will collect data on packet errors on the
interface. Packet errors occur when packets are lost due to hardware problems such as breaks in the
network or faulty adapter hardware. Choices are:

o Enabled. The platform will collect data on packet errors that occur on the inferface.

o Disabled. The plafform will not collect data on packet errors that occur on the interface.

« Collection Discards. Specifies whether or not the platform will collect data on interface discards.
Discards occur when an interface receives more traffic than it can handle (either a very large message
or many messages simultaneously). Discards can also occur when an inferface has been specifically
configured to discard. For example, a user might configure a router's interface to discard packets from
a non-authorized IP. Choices are:

o Enabled. The platform will collect data on packet discards that occur on the interface.

o Disabled. The platform will not collect data on packet discards that occur on the interface.

« Collect CBQoS. Specifies whether the Sciencelogic platform will collect CBQoS (Class-Based
Quality-of-Service) data for this interface. This option appears only you have enabled the field Enable
CBQoS Collection in the Behavior Settings page (System > Settings > Behavior). If Collect CBQoS
is enabled for an interface, the platform will display the collected CBQoS data in the Device
Performance page (Registry > Devices > Device Manager > bar-graph icon > Performance) for the
device that contains this inferface. Choices are:

o Enable. The Sciencelogic platform will collect CBQoS data for this interface.

o Disable. The Sciencelogic platform will not collect CBQoS data for this interface.

NOTE: If you set Collect CBQoS to Enable for an interface that is not configured for CBQOoS, the Sciencelogic
platform will display an error message.
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o Packets. Specifies whether the Sciencelogic platform will collect data for unicast, multicast, and

broadcast traffic, in packets, for this interface. If Collect Packets is enabled for an inferface, the
platform will display the collected data in the Device Performancepage (Registry > Devices >
Device Manager > bar-graph icon > Performance) associated with the device that contains this
interface. Choices are:

o Enabled . The plafform will collect data for unicast, multicast, and broadcast traffic, in packets, for
this interface.
o Disabled. The platfform will not collect data for unicast, multicast, and broadcast traffic, in packets,

for this interface.

Collection Counter Setting. Specifies whether the interface uses a 32-bit counter or a 64-bit counter
to measure bandwidth on the interface. During auto-discovery, the platform automatically discovers
which type of counter is associated with each interface. A 32-bit counter will roll-over (restart at 0)
after about four billion octets (bytes) have passed through the interface. A 64-bit counter will roll-over
after 1.85 x 1016 octets (bytes) have passed through the interface. Most high-speed interfaces use a
64-bit counter to measure bandwidth on the interface. If a 64-bit counter is available, the
Sciencelogic platform will use it by default. Choices are:

o Counter 32. Specify that the interface uses a 32-bit counter.
o Counter 64. Specify that the interface uses a 64-bit counter.

Percentile Factor. Many service providers use a percentile bandwidth measure when billing
customers for bandwidth usage. In this field, you can select the percentile factor, and the platform will
perform the calculations for you at billing time. For example, if a provider chose the percentile factor
"95", the platform would collect bandwidth data every 5 minutes for an entire month. At billing time,
the highest 5% of readings are dropped. The customer is charged for the 95% highest reading. This
prevents customers from being billed for unusual spikes. Choices are:

o 100% - 1%, in increments of 1%.

Event Severity Adjust. Allows you to specify a severity for this interface. You can then configure one or
more inferface events to use this custom severity when creating events for this interface. For example,
if this inferface is part of a mission critical operation, you might want all events associated with this
interface to have a severity of "critical'. Choices are:

o Sev -3. Reduces the severity by 3.

o Sev-2. Reduces the severity by 2.

o Sev-1.Reduces the severity by 1.

o Default Severity. Uses the default severity for each event.

o Sev +1. Increases the severity by 1.

o Sev +2. Increases the severity by 2.

o Sev +3. Increases the severity by 3. The highest possible severity is "Critical".
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NOTE: Event severities have the following numeric values:

5 = Healthy
4 = Nofice
3 = Minor
2 = Major
1 = Critical

In the Event Severity Adjust field, you cannot change a severity of "Notice" or higher to a severity of "Healthy'.
In the Event Severity Adjust field, you also cannot change the severity of a "Healthy" event.

5. Click the [Go] button.

6. You can repeat these steps to change another monitoring option for the selected interface or for a different
group of interfaces.

Defining Thresholds for an Interface

The Thresholds tab on the Interface Properties page (Registry > Networks > Interfaces > interface wrench
icon) allows you to define custom thresholds for the monitored interface. If you have specified that the Sciencelogic
platform should monitor an interface, the platform will collect data about the interface and also monitor
performance thresholds for the interface. The platform will use either the global thresholds defined in the Interface
Thresholds Defaults page (System > Settings > Thresholds > Interface or the custom threshold you define for a
specific interface in the Thresholds tab. When the values for an interface exceed one or more thresholds, the
Sciencelogic platform will generate an event.

NOTE: The thresholds defined in the Interface Thresholds Defaults page (System > Settings > Thresholds
> Interface) determine which thresholds will appear in this page. For a list of all possible thresholds
that can appear in this page, see the section on Global Settings that Affect Interfaces.

NOTE: The thresholds defined for a specific interface in the Thresholds tab on the Interface Properties
page (Registry > Networks > Interfaces > interface wrench icon) override the global thresholds
defined in the Interface Thresholds Defaults page (System > Settings > Thresholds > Inferface.

To define custom thresholds for an interface:

1. Goto the Device Manager page (Registry > Devices > Device Manager).
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In the Device Manager page, find the device for which you want to define custom interface thresholds. Click

2.
its wrench icon (7).

3 system
System

Device
1P Adaress Category
I I

Unknown
Network Router

Device Manager | Devices Found [2]
ASKEY Computer Corp. | OEM
Cisco Systems | Cisco 2911

1020052
192.168.37.155

[Select Action] —

alvaln
cisco

In the Device Administration panel, click the [Interfaces] tab.

3.

In the Device Interfaces page, find the icon for the interface you want to monitor. Click on the icon.

4.
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5. The Interface Properties page appears.

[Editing: ens160]

Interface Name
Port Description
WAC Address.
IANA Type
Speed & Counter

Properties Thresholds

ensi80
ensi60
00:50:56:85:C8:54 / Vmware
sthernetCsmacd [5]

10000 Hbps. [Counter 64]

Fosition & Ifindex | 2/2
Admin/Oper Status |Up/Up.

TCP P Address | 10.2.9.20 / 255.255.255.0 [10.2.9.0]

L) st oscoeryanaussse

Interfacs Tags |

|

Interface Speed 10000000000 [Bits] |+ | [pisable interface Speed Update

Linksd-Device [ [Nome ]

[]

Linked-Interface [

e

Collzct State / Fregquency | [Enabled]

[ o[ 15 Min]

]9

Alerting / Rollovers | [Enabled]

~ | 1] [Disabled]

)

Event Severty Adust [ [ Default Severity ]

[v]

Errors / Discards | [Disabled]

|| #[ Disabled]

1@

Quality of Service | [Disabled] v 9
Packets | [Disabled] ~le

Messurement / Percentie | [Mega]

[ ] [Accumulative]

18

Display on Summary |[] &

Emissary [ [sac_sanity_IC_Test]

~e

For Interface [ 7200]

[Ediing: Ethernet0]

6. Click the Thresholds tab.

Properties Thresholds

Metric

Purge

[

Utilization % In

Utilization % Out

Bandwidth In

Bandwidth Out

%

Inbound Percent [ 65.000]

65.000
%
Outbound Percent
[Mbps] ¥
Inbound Bandwidth
o

Mbps]

Outbound Bandwiidth

& oetutcerioen

Defaults
65.000

Defaults
65.000

Defaults

0.000

Defaults
0.000

Defaults in Use
¥/ Enable All
Defaults in Use
¥ Enable All
Defauts in Use

[J Enable All

[Disabled] ¥
Defaults in Use

1) Enable All

[Disabled] ¥
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7. The following global thresholds are defined in the Interface Thresholds Defaults page (System > Settings
> Thresholds > Interface) and also appear in the Thresholds tab:

NOTE: You can specify the unit of measure for all the metrics in Bandwidth In and Bandwidth Out. You
can select bps, kbps, Mbps (the default), or Gbps.

Threshold Default Value Default Status
Utilization % In > Inbound Percent 65.000 Enabled
Utilization % Out > Outbound Percent 65.000 Enabled
Bandwidth In > Inbound Bandwidth 0.000 Disabled
Bandwidth Out > Outbound Bandwidth 0.000 Disabled
Errors % In > Inbound Error Percent 1.000 Enabled
Errors % Out > Outbound Error Percent 1.000 Enabled
ErrorsIn > Inbound Errors 1000.000 Enabled
Errors Out > Outbound Errors 1000.000 Enabled
Discard % In > Inbound Discard Percent 1.000 Enabled
Discards % Out > Outbound Discard Percent 1.000 Enabled
Discards In > Inbound Discards 1000.000 Enabled
Discards Out > Outbound Discards 1000.000 Enabled
Multicast % In > Rising Medium 30.000 Disabled
Multicast % In > Rising Low 20.000 Disabled
Broadcast % Out > Rising Medium 30.000 Disabled
Broadcast % Out > Rising Low 20.000 Disabled

NOTE: To edit thresholds for errors in and errors out, you must enable Errors in the Properties tab for the
interface. To edit thresholds for discards, you must enable Discards in the Properties tab for the
interface. To edit thresholds for unicast, multicast, and broadcast traffic, you must enable Packets in

in the Properties tab forthe inferface.

8. Foreach threshold in the Thresholds tab, you can edit the following:

« Value. The value at which the threshold will trigger an event.
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o Forthresholds that include the word Rising, when a value exceeds the specified value, the
Sciencelogic platform triggers an event.

o Forthresholds that include the word Falling, when a value falls below the specified value, the
Sciencelogic platform triggers an event.

o Forthresholds that do not include the word Rising or Falling, when a value exceeds the specified

value, the Sciencelogic platform triggers an event.

« Status. Specifies whether the threshold is active and whether the threshold will appear in the
Thresholds tab of the Interface Properties page (Registry > Networks > Inferfaces > interface
wrench icon). Choices are:

o Enabled. The threshold is applied to the interface and is monitored by the Sciencelogic platform.
o Disabled. The threshold appears in the Thresholds tab but it not monitored by the Sciencelogic

platform.

o Unit of Measure. For all the metrics under Bandwidth In and Bandwidth Out, you can edit the unit
of measure. Choices are:
o bps
o kbps
o Mbps
o Gbps

Viewing the List of Discovered CBQoS Obijects

The Quality of Service (QoS) page displays a list of all Class-Based Quality of Service (CBQoS) classes and
policies that are aligned with devices and interfaces discovered by the Sciencelogic platform.

The Sciencelogic platform collects CBQoS data only if you have enabled the field Enable CBQoS Collection in
the Behavior Settings page (System > Settings > Behavior).

If Quality of Service is enabled for an interface in the Interface Properties page (Registry > Networks >
Interfaces > interface wrench icon), the Sciencelogic platform will display:

« graphs about the collected CBQOoS data in the Device Performance page (Registry > Devices > Device
Manager > bar-graph icon > Performance) associated with the device that contains this interface.

« alistall CBQOS classes and policies that are aligned with the interface in the Quality of Service (QoS) page
(Registry > Networks > Quality of Service).
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To view the list of all CBQOS classes and policies that are aligned with devices and interfaces discovered by the
Sciencelogic platform:

1. Gotothe Quality of Service (QoS) page (Registry > Networks > Quality of Service).

Quality of Service (QoS)

‘Ouaity of Service Cbiect

28, BMatch 458754 - Watchstatement 76095-NPE3,cisco.com B B

2. The Quality of Service (QoS) page displays the following for each QoS object:

TIP: To sort the list of QoS objects, click on a column heading. The list will be sorted by the column value, in
ascending order. To sort by descending order, click the column heading again.

« Quality of Service Object. Name of the CBQoS class or policy. Can be the name of a class map,

policing policy, sets policy, match statement, queuing policy, traffic shaping policy, WRED policy, or
RED value.

« Index. Index value for the CBQoS object on a specific device. This value is generated by the CISCO-
CLASS-BASED-QOS-MIB.

o Policy. Name of the parent CBQoS policy.
o Type. CBQoS objecttype. Possible values are:

o ClassMap

o MatchStatement
o Policing

o PolicyMap

o Queuing

o REDValue
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o Set
o TrafficShaping
o WRED

« Device Name. Name of the device where the Sciencelogic platform found the CBQoS obiject.

o IF Name. If applicable, name of the interface where the Sciencelogic platform found the CBQoS
object.

« IF Alias. If applicable, alias for the interface where the Sciencelogic platform found the CBQoS
object.

Filtering the List of Quality of Service (QoS) Objects

You can filter the list on the Quality of Service (QoS) page by one or more parameters. Only CBQoS objects that
meet all the filter criteria will be displayed in the Quality of Service (QoS) page.

Tofilter by parameter, enter text into the desired filter-while-you-type field. The Quality of Service (QoS) page
searches for CBQoS objects that match the text, including partial matches. By default, the cursor is placed in the
left-most filter-while-you-type field. You can use the <Tab> key or your mouse to move your cursor through the
fields. The list is dynamically updated as you type. Text matches are not case-sensitive.

You can also use special characters to filter each parameter.
Filter the list by one or more of the following parameters:

« Quality of Service Object. You can enter text to match, including special characters, and the Quality of
Service (QoS) page will display only CBQoS objects with a matching name.

o Index. You can enter text to match, including special characters, and the Quality of Service (QoS) page will
display only CBQoS objects with a matching index value.

o Policy. You can enter fext to match, including special characters, and the Quality of Service (QoS) page will
display only CBQoS objects aligned with a matching policy.

« Type. You can enter text to match, including special characters, and the Quality of Service (QoS) page will
display only CBQoS objects of the specified type.

» Device Name. You can enter fext to match, including special characters, and the Quality of Service (QoS)
page will display only CBQoS objects aligned with the specified device.

o IFName. You can enfer fext fo match, including special characters, and the Quality of Service (QoS) page
will display only CBQoS objects aligned with the specified interface name.

o IF Alias. You can enter text to match, including special characters, and the Quality of Service (QoS) page
will display only CBQoS objects aligned with the specified interface alias.
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Editing Thresholds for a Quality of Service (QoS) Object

From the Quality of Service (QoS) page (Registry > Networks > Quality of Service), you can access the Quality
of Service Object Thresholdspage (Registry > Network > Quality of Service (QoS) > wrench icon) and edit the
thresholds for a CBQoS object. The threshold will apply to that specific CBQoS object on a specific device and
specific interface.

If you have specified that the Sciencelogic platform should monitor an interface, the platform will collect data
about the interface and also monitor performance thresholds for the interface. For interfaces that are part of @
CBQOoS class, the Sciencelogic platform will use either the global CBQoS thresholds defined in the Quality of
Service Threshold Defaultspage (System > Seftings > Thresholds > Quality of Service) or the custom threshold
you define in the Quality of Service Object Thresholdspage (Registry > Network > Quality of Service (QoS) >

wrench icon). When the values for an interface exceed one or more thresholds, the Sciencelogic platform will
generate an event.

NOTE: The thresholds defined in the Quality of Service Threshold Defaultspage (System > Settings >
Thresholds > Quality of Service) determine which thresholds will appear in Quality of Service
Obiject Thresholdspage (Registry > Network > Quality of Service (QoS) > wrench icon. For a list of
all possible thresholds that can appear in this page, see the section on Global Settings that Affect
Interfaces.

NOTE: The thresholds defined in the Quality of Service Object Thresholdspage (Registry > Network >
Quality of Service (QoS) > wrench icon) for a specific interface override the global thresholds defined
in the Quality of Service Threshold Defaultspage (System > Settings > Thresholds > Quality of
Service).

168 Network Interfaces



To edit the interface thresholds for a CBQoS object on a specific device and specific inferface:

1. Gotothe Quality of Service (QoS) page (Registry > Networks > Quality of Service).

Quality of Service (Q0S)

‘Ouaity of Service Cbiect

16. B queue 327684

S S|

18. B Match

2. Findthe CBQOoS object for which you want to edit interface thresholds.
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3. Click the wrench icon ( P)

PREC-0 | 458752 | 76095-NPE3.cisco.com Reset Guide:
| Threshods |
Metric @ Default Overridden
|

Drop Rate Defaults in Use
bps Defaulis Enahle All

Rising High | 1.000) 1000  [[Disabled] v |

Rising Medium | 0.500) 0.500  [[Disabled] ¥ |
Violation Rate Defaults in Use
bps Defaulis Enable All

Rising High | 1.000 1000  [[Disabled] v |

Rising Medium | 0.500) 0500  [[Disabled] ¥ |
Pre-Policy Inbound Utilization Defaults in Use
% Defaults Enable All

Rising High [ 60.000 60.000  [[Disabled] ¥ |

Rising Medium | 40.000/ 40000  [[Disabled] v |
Post-Policy Outbound Utilization Defaults in Use
% Defaulis Enable All

Rising High [ 60.000) 60.000  [[Disabled] v |

Rising Medium [ 40.000/ 40000  [[Disabled] ¥ |
Discard Rate Defaults in Use
Bps Defaulis Enable All

Rising High | 1.000) 1000  [[Disabled] ¥ |

Rising Medium | 0,500 0500  [[Disabled] ¥ |

| see |

4. The Quality of Service Object Thresholdspage (Registry > Network > Quality of Service (QoS) > wrench
icon) appears. On this page, you can edit one or more thresholds, which are applied to the interfaces
aligned with the CBQoS object. The Sciencelogic platform examines the thresholds in the Quality of
Service Object Thresholds page and generates events when the thresholds are exceeded.

NOTE: The thresholds defined in the Quality of Service Object Thresholds page (System > Settings >
Thresholds > Quality of Service) determine which thresholds will appear in this page. For a list of all
possible thresholds that can appear in this page, see the section on Global Settings that Affect
Interfaces.

5. The following global thresholds are defined in the Quality of Service Object Thresholds page (System >
Settings > Thresholds > Quality of Service and also appear in the Quality of Service Object
Thresholdspage (Registry > Network > Quality of Service (QoS) > wrench icon):

Threshold Default Value Default Status

Drop Rate > Rising High 1.000 Disabled
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Threshold Default Value Default Status

Drop Rate > Rising Medium 0.500 Disabled
Violation Rate > Rising High 1.000 Disabled
Violation Rate > Rising Medium 0.500 Disabled
Pre-Policy Inbound Utilization % > Rising High 60.000 Disabled
Pre-Policy Inbound Utilization % > Rising Medium 40.000 Disabled
Pre-Policy Outbound Utilization % > Rising High 60.000 Disabled
Pre-Policy Outbound Utilization % > Rising Medium 40.000 Disabled
Discard Rate > Rising High 1.000 Disabled
Discard Rate > Rising Medium 0.500 Disabled

6. Foreach threshold in the Thresholds tab, you can edit the following:
o Value. The value at which the threshold will trigger an event.

o Forthresholds that include the word Rising, when a value exceeds the specified value, the
Sciencelogic platform triggers an event.

o Forthresholds that include the word Falling, when a value falls below the specified value, the
Sciencelogic platform triggers an event.

o Forthresholds that do not include the word Rising or Falling, when a value exceeds the specified
value, the Sciencelogic platform triggers an event.

« Status. Specifies whether the threshold is active. Choices are:

o Enabled. The threshold is applied to the interface and is monitored by the Sciencelogic platform.

o Disabled. The threshold appears in the Quality of Service Object Thresholdspage (Registry >
Network > Quality of Service (QoS) > wrench icon) but it not monitored by the Sciencelogic
platform.

Viewing Reports About Interfaces and Bandwidth

See the chapter on Viewing Performance Graphs for information about and examples of reports about interfaces

and bandwidth.
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Global Settings that Affect Interfaces

The following pages contain settings that affect interfaces:

Behavior Settings

The Behavior Settings page (System > Settings > Behavior) allows you to define global parameters that affect:

o UserLogins
o Discovery

o Data collection

« Settings that affect the display and behavior of the user interface

« Expiration warnings for asset warranties and SSL certificates

The parameters in the Behavior Settings page affect all pages, devices, and discovery functionality in the
platform. For most settings, you can define a one-time, manual override in the affected page. You can also
override many of these seftings per device. For example, you can define global parameters for nightly discovery in
this page, but in a device's Device Properties page (Registry > Devices > wrench icon), you can override these

settings for a specific device.

To define or edit the seftings in the Behavior Settings page:

1. Gotothe Behavior Settings page (System > Settings > Behavior).
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2. Inthe Behavior Settings page, the following fields affect how the Sciencelogic platform manages
interfaces:

« Initially Discovered Interface Poll Rate. This field specifies the frequency with which the
Sciencelogic platform will poll newly discovered interfaces. This setting does not affect interfaces that
have been previously discovered with a different value in this field or interfaces for which the
Frequency field has been manually edited in the Interface Properties page. Choices in this field
are:

(e}

1 min. The platform will poll the newly discovered interfaces every minute.

o 5mins. The platform will poll the newly discovered interfaces every five minutes. This is the default
value for this field.

o 10 mins. The platform will poll the newly discovered interfaces every 10 minutes.
o 15 mins. The platform will poll the newly discovered interfaces every 15 minutes.
o 30 mins. The platform will poll the newly discovered interfaces every 30 minutes.
o 60 mins. The platform will poll the newly discovered interfaces every 60 minutes.

o 120 mins. The platform will poll the newly discovered interfaces every 120 minutes.

o EventInterface Name Format. Specifies the format of the network interface name that you want to
appear in events. If you selected Inferface Alias for the deprecated Interface Name Precedence field
in a previous release of the Sciencelogic platform, the format for existing interfaces is set to {alias}. If
you selected “Interface Name” for the deprecated Interface Name Precedence field in a previous
release of the Sciencelogic platform, the format for existing interfaces is set to {name}. The default
formatis {name}.

« Enable CBQoS Collection. If selected, the Sciencelogic platform will collect configuration data
about Class-Based Quality-of-Service (CBQoS) from interfaces that are configured for CBQOoS. If
selected, you can enable collection of CBQoS metrics per-interface. The collected CBQoS metrics
are displayed in Device Performance reports associated with the device that contains those interfaces.
This setting is disabled by default. (For more information about Device Performance reports, see the
chapter in the Device Management manual.)

« Enable Variable Rate Interface Counters. If selected, enables more accurate collection of data
from interfaces. If enabled, when the Sciencelogic platform retrieves data from an interface, that data
is stored in the Sciencelogic database along with the timestamp associated with the exact collection
time. Before normalization occurs, the platform applies an interpolation function that spaces the data
at regular time intervals. For example, suppose you have specified that the platform should collect
interface data every five minutes. However, due to network traffic across the Data Collectors, the
platform might collect data from an interface at 13:01 and then 13:05. Because the Sciencelogic
normalization process expects data that has been collected every five minutes, the platform first
applies an inferpolation to the data to prepare the data for normalization.

3. Click the [Save] button to save any changes in this page.
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Interface Threshold Defaults

The Interface Thresholds Defaults page (System > Settings > Thresholds > Interface) allows you to define
global thresholds for interfaces.

The settings in the Interface Thresholds Defaults page apply to all interfaces. However, you can override these
system settings on a case-by-case basis for each interface in the Thresholds tab on the Interface Properties
page (Registry > Networks > Interfaces > interface wrench icon).

If you have specified that the Sciencelogic platform should monitor an interface, the platform will collect data
about the interface and also monitor performance thresholds for the interface. The platform will use either the
default thresholds defined in the Interface Thresholds Defaults page (System > Seftings > Thresholds >
Interface or the custom threshold you define in the Thresholds tab on the Interface Properties page (Registry >
Networks > Interfaces > interface wrench icon). When the values for an interface exceed one or more thresholds,
the Sciencelogic platform will generate an event.

To define global thresholds for interfaces:

1. Goto Interface Thresholds Defaults page (System > Seftings > Thresholds > Interface.

Interface Threshold Defaults Reset Guide
( 1 Show Hidden Thresholds

Inbound Percent [ 65.000 ([Enabled] v
Utilization % Out

Outbound Percent [ 65.000 ([Enabled] v

Bandwidth In

([Mops] v

Inbound Bandwidth | 0.000 ([Disabled ] v |

Bandwidth Out

[Mbps] v)

Outbound Bandwidth [ 0.000 ([Disabled ] v |

%
Inbound Error Percent [ 000 ([Disabled ] v

Errors % Out
%
Outbound Error Percent (0000 ([Disabed] v
Errors In
phs

Inbound Errors [ 1.000 ([Enabled] v

pits
Outbound Errors [ 0.000 ([Disabled ] v |

Discards % In

2. The following global thresholds are defined by default in the Interface Thresholds Defaults page:

NOTE: You can specify the unit of measure for all the metrics in Bandwidth In and Bandwidth Out. You
can select bps, kbps, Mbps (the default), or Gbps.
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Threshold Default Value Default Status
Utilization % In > Inbound Percent 65.000 Enabled
Utilization % Out > Outbound Percent 65.000 Enabled
Bandwidth In > Inbound Bandwidth 0.000 Disabled
Bandwidth Out > Outbound Bandwidth 0.000 Disabled
Errors % In > Inbound Error Percent 1.000 Enabled
Errors % Out > Outbound Error Percent 1.000 Enabled
ErrorsIn > Inbound Errors 1000.000 Enabled
Errors Out > Outbound Errors 1000.000 Enabled
Discard % In > Inbound Discard Percent 1.000 Enabled
Discards % Out > Outbound Discard Percent 1.000 Enabled
Discards In > Inbound Discards 1000.000 Enabled
Discards Out > Outbound Discards 1000.000 Enabled
Multicast % In > Rising Medium 30.000 Disabled
Multicast % In > Rising Low 20.000 Disabled
Broadcast % Out > Rising Medium 30.000 Disabled
Broadcast % Out > Rising Low 20.000 Disabled

3. Selecting the Show Hidden Thresholds checkbox displays the following default thresholds:

NOTE: You can specify the unit of measure for all the metrics in Bandwidth In and Bandwidth Out. You
can select bps, kbps, Mbps (the default), or Gbps.

Threshold Default Value Default Status
Utilization % In > Rising High 0.000 Hidden
Utilization % In > Rising Medium 0.000 Hidden
Utilization % In > Rising Low 0.000 Hidden
Utilization % In > Falling Low 0.000 Hidden
Utilization % In > Falling Medium 0.000 Hidden
Utilization % In > Falling High 0.000 Hidden
Utilization % In > Inbound Percent 65.000 Enabled
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Threshold

Default Value

Default Status

Utilization % Out> Rising High 0.000 Hidden
Utilization % Out > Rising Medium 0.000 Hidden
Utilization % Out > Rising Low 0.000 Hidden
Utilization % Out > Falling Low 0.000 Hidden
Utilization % Out > Falling Medium 0.000 Hidden
Utilization % Out > Falling High 0.000 Hidden
Utilization % Out > Outbound Percent 65.000 Enabled
Bandwidth In > Rising High 0.000 Hidden
Bandwidth In > Rising Medium 0.000 Hidden
Bandwidth In > Rising Low 0.000 Hidden
Bandwidth In > Falling Low 0.000 Hidden
Bandwidth In > Falling Medium 0.000 Hidden
Bandwidth In > Falling High 0.000 Hidden
Bandwidth In > Inbound Bandwidth 0.000 Disabled
Bandwidth Out > Rising High 0.000 Hidden
Bandwidth Out > Rising Medium 0.000 Hidden
Bandwidth Out > Rising Low 0.000 Hidden
Bandwidth Out > Falling Low 0.000 Hidden
Bandwidth Out > Falling Medium 0.000 Hidden
Bandwidth Out > Falling High 0.000 Hidden
Bandwidth Out > Qutbound Bandwidth 0.000 Disabled
Errors % In > Rising High 0.000 Hidden
Errors % In > Rising Medium 0.000 Hidden
Errors % In > Rising Low 0.000 Hidden
Errors % In > Falling Low 0.000 Hidden
Errors % In > Falling Medium 0.000 Hidden
Errors % In > Falling High 0.000 Hidden
Errors % In > Inbound Error Percent 1.000 Enabled
Errors % Out > Rising High 0.000 Hidden
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Threshold

Default Value

Default Status

Errors % Out > Rising Medium 0.000 Hidden
Errors % Out > Rising Low 0.000 Hidden
Errors % Out > Falling Low 0.000 Hidden
Errors % Out > Falling Medium 0.000 Hidden
Errors % Out > Falling High 0.000 Hidden
Errors % Out > Outbound Error Percent 1.000 Enabled
Errors In > Rising High 0.000 Hidden
Errors In > Rising Medium 0.000 Hidden
Errors In > Rising Low 0.000 Hidden
Errors In > Falling Low 0.000 Hidden
Errors In > Falling Medium 0.000 Hidden
Errors In > Falling High 0.000 Hidden
Errors In > InboundErrors 1000.000 Enabled
Errors Out > Rising High 0.000 Hidden
Errors Out > Rising Medium 0.000 Hidden
Errors Out > Rising Low 0.000 Hidden
Errors Out > Falling Low 0.000 Hidden
Errors Out > Falling Medium 0.000 Hidden
Errors Out > Falling High 0.000 Hidden
Errors Out > Outbound Errors 1000.000 Enabled
Discards % In > Rising High 0.000 Hidden
Discards % In > Rising Medium 0.000 Hidden
Discards % In > Rising Low 0.000 Hidden
Discards % In > Falling Low 0.000 Hidden
Discards % In > Falling Medium 0.000 Hidden
Discards % In > Falling High 0.000 Hidden
Discards % In > Inbound Discard Percent 1.000 Enabled
Discards % Qut > Rising High 0.000 Hidden
Discards % Qut > Rising Medium 0.000 Hidden
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Threshold

Default Value

Default Status

Discards % Qut > Rising Low 0.000 Hidden
Discards % Qut > Falling Low 0.000 Hidden
Discards % Qut > Falling Medium 0.000 Hidden
Discards % Out > Falling High 0.000 Hidden
Discards % Qut > Outbound Discard Percent 1.000 Enabled
Discards In > Rising High 0.000 Hidden
Discards In > Rising Medium 0.000 Hidden
Discards In > Rising Low 0.000 Hidden
Discards In > Falling Low 0.000 Hidden
Discards In > Falling Medium 0.000 Hidden
Discards In > Falling High 0.000 Hidden
Discards In > Inbound Discards 1000.000 Enabled
Discards Out > Rising High 0.000 Hidden
Discards Out > Rising Medium 0.000 Hidden
Discards Out > Rising Low 0.000 Hidden
Discards Out > Falling Low 0.000 Hidden
Discards Out > Falling Medium 0.000 Hidden
Discards Out > Falling High 0.000 Hidden
Discards Out > Outbound Discards 1000.000 Enabled
Broadcast % In > Rising High 0.000 Hidden
Broadcast % In > Rising Medium 30.000 Disabled
Broadcast % In > Rising Low 20.000 Disabled
Broadcast % In > Falling Low 0.000 Hidden
Broadcast % In > Falling Medium 0.000 Hidden
Broadcast % In > Falling High 0.000 Hidden
Broadcast % Out > Rising High 0.000 Hidden
Broadcast % Out > Rising Medium 30.000 Disabled
Broadcast % Out > Rising Low 20.000 Disabled
Broadcast % Out > Falling Low 0.000 Hidden
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Threshold Default Value Default Status
Broadcast % Out > Falling Medium 0.000 Hidden
Broadcast % Out > Falling High 0.000 Hidden
Broadcast In > Rising High 0.000 Hidden
Broadcast In > Rising Medium 0.000 Hidden
Broadcast In > Rising Low 0.000 Hidden
Broadcast In > Falling Low 0.000 Hidden
Broadcast In > Falling Medium 0.000 Hidden
Broadcast In > Falling High 0.000 Hidden
Broadcast Out > Rising High 0.000 Hidden
Broadcast Out > Rising Medium 0.000 Hidden
Broadcast Out > Rising Low 0.000 Hidden
Broadcast Out > Falling Low 0.000 Hidden
Broadcast Out > Falling Medium 0.000 Hidden
Broadcast Out > Falling High 0.000 Hidden
Multicast % In > Rising High 0.000 Hidden
Multicast % In > Rising Medium 00.000 Hidden
Multicast % In > Rising Low 00.000 Hidden
Multicast % In > Falling Low 0.000 Hidden
Multicast % In > Falling Medium 0.000 Hidden
Multicast % In > Falling High 0.000 Hidden
Multicast % Out > Rising High 0.000 Hidden
Multicast % Out > Rising Medium 00.000 Hidden
Multicast % Out > Rising Low 00.000 Hidden
Multicast % Qut > Falling Low 0.000 Hidden
Multicast % Out > Falling Medium 0.000 Hidden
Multicast % Out > Falling High 0.000 Hidden
Multicast In > Rising High 0.000 Hidden
Multicast In > Rising Medium 0.000 Hidden
Multicast In > Rising Low 0.000 Hidden
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Threshold

Default Value

Default Status

Multicast In > Falling Low 0.000 Hidden
Multicast In > Falling Medium 0.000 Hidden
Multicast In > Falling High 0.000 Hidden
Multicast Out > Rising High 0.000 Hidden
Multicast Out > Rising Medium 0.000 Hidden
Multicast Out > Rising Low 0.000 Hidden
Multicast Out > Falling Low 0.000 Hidden
Multicast Out > Falling Medium 0.000 Hidden
Multicast Out > Falling High 0.000 Hidden
Unicast % In > Rising High 0.000 Hidden
Unicast % In > Rising Medium 00.000 Hidden
Unicast % In > Rising Low 00.000 Hidden
Unicast % In > Falling Low 0.000 Hidden
Unicast % In > Falling Medium 0.000 Hidden
Unicast % In > Falling High 0.000 Hidden
Unicast % Out > Rising High 0.000 Hidden
Unicast % Out > Rising Medium 00.000 Hidden
Unicast % Out > Rising Low 00.000 Hidden
Unicast % Out > Falling Low 0.000 Hidden
Unicast % Out > Falling Medium 0.000 Hidden
Unicast % Out > Falling High 0.000 Hidden
Unicast In > Rising High 0.000 Hidden
Unicast In > Rising Medium 0.000 Hidden
Unicast In > Rising Low 0.000 Hidden
Unicast In > Falling Low 0.000 Hidden
Unicast In > Falling Medium 0.000 Hidden
Unicast In > Falling High 0.000 Hidden
Unicast Out > Rising High 0.000 Hidden
Unicast Out > Rising Medium 0.000 Hidden
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Threshold

Default Value

Default Status

Unicast Out > Rising Low 0.000 Hidden
Unicast Out > Falling Low 0.000 Hidden
Unicast Out > Falling Medium 0.000 Hidden
Unicast Out > Falling High 0.000 Hidden

4. Foreach threshold, you can edit the following:

o Value. The value at which the threshold will trigger an event.

o Forthresholds that include the word Rising, when a value exceeds the specified value, the

Sciencelogic platform triggers an event.

o Forthresholds that include the word Falling, when a value falls below the specified value, the

platform triggers an event.

o Forthresholds that do not include the word Rising or Falling, when a value exceeds the specified

value, the platform triggers an event.

« Status. Specifies whether the threshold is active and whether the threshold will appear in the

Thresholds tab on the Interface Properties page (Registry > Networks > Interfaces > inferface

wrench icon). Choices are:

o Enabled. The threshold is applied to all interfaces and is monitored by the Sciencelogic platform.

The threshold appears in the Thresholds tab on the Interface Properties page (Registry >
Networks > Interfaces > interface wrench icon). Users can edit the Value and Status of the

threshold.

o Disabled. The threshold is applied to all interfaces but is not monitored by the platform. The

threshold appears in the Thresholds tab on the Interface Properties page (Registry > Networks

> Interfaces > inferface wrench icon) with a status of Disabled. In the Thresholds tab on the
Interface Properties page, users can edit the Value and Status of the threshold.

o Hidden. The threshold is not applied to all interfaces, and is not monitored by the platform. The
threshold does not appear in the Thresholds tab on the Interface Properties page (Registry >

Networks > Interfaces > interface wrench icon).

« Unit of Measure. For all the metrics under Bandwidth In and Bandwidth Out, you can select the

unit of measure. Choices are:
o bps

o kbps
o Mbps
o Gbps
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Quality of Service Threshold Defaults

The Quality of Service Threshold Defaults page (System > Seftings > Thresholds > Quality of Service) allows
you fo define global thresholds for CBQoS objects.

The settings in the Quality of Service Threshold Defaults page (System > Seftings > Thresholds > Quality of
Service) apply to all CBQoS objects. However, you can override these system seftings on a case-by-case basis for
each interface in the Quality of Service (QoS) page (Registry > Networks > Quality of Service).

If you have specified that the Sciencelogic platform should monitor an interface, the platform will collect data
about the interface and also monitor performance thresholds for the interface. For interfaces that are part of a
CBQOoS class, the Sciencelogic platform will use either the global CBQoS thresholds defined in the Quality of
Service Threshold Defaults page (System > Settings > Thresholds > Quality of Service) or the custom threshold
you define in the Quality of Service Object Thresholds page (Registry > Network > Quality of Service (QoS) >
wrench icon). When the values for an interface exceed one or more thresholds, the Sciencelogic platform will
generate an event.

To edit the global thresholds for a CBQoS object:

1. Gotothe Quality of Service Threshold Defaults page (System > Seftings > Thresholds > Quality of
Service.
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2. The following global thresholds are defined by default in Quality of Service Threshold Defaults page:

Threshold Default Value Default Status
Drop Rate > Rising High 1.000 Disabled
Drop Rate > Rising Medium 0.500 Disabled
Violation Rate > Rising High 1.000 Disabled
Violation Rate > Rising Medium 0.500 Disabled
Pre-Policy Inbound Utilization % > Rising High 60.000 Disabled
Pre-Policy Inbound Utilization % > Rising Medium 40.000 Disabled
Pre-Policy Outbound Utilization % > Rising High 60.000 Disabled
Pre-Policy Outbound Utilization % > Rising Medium 40.000 Disabled
Discard Rate > Rising High 1.000 Disabled
Discard Rate > Rising Medium 0.500 Disabled
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3. Selecting the Show Hidden Thresholds checkbox displays the following default thresholds:

Threshold Default Value Default Status
Pre-Policy Rate > Rising High 0.000 Hidden
Pre-Policy Rate > Rising Medium 0.000 Hidden
Pre-Policy Rate > Rising Low 0.000 Hidden
Pre-Policy Rate > Falling Low 0.000 Hidden
Pre-Policy Rate > Falling Medium 0.000 Hidden
Pre-Policy Rate > Falling High 0.000 Hidden
PostPolicy Rate > Rising High 0.000 Hidden
Post-Policy Rate > Rising Medium 0.000 Hidden
Post-Policy Rate > Rising Low 0.000 Hidden
Post-Policy Rate > Falling Low 0.000 Hidden
Post-Policy Rate > Falling Medium 0.000 Hidden
Post-Policy Rate > Falling High 0.000 Hidden
Drop Rate > Rising High 1.000 Disabled
Drop Rate > Rising Medium 0.500 Disabled
Drop Rate > Rising Low 0.000 Hidden
Drop Rate > Falling Low 0.000 Hidden
Drop Rate > Falling Medium 0.000 Hidden
Drop Rate > Falling High 0.000 Hidden
Conforming Rate > Rising High 0.000 Hidden
Conforming Rate > Rising Medium 0.000 Hidden
Conforming Rate > Rising Low 0.000 Hidden
Conforming Rate > Falling Low 0.000 Hidden
Conforming Rate > Falling Medium 0.000 Hidden
Conforming Rate > Falling High 0.000 Hidden
Non-Conforming Rate > Rising High 0.000 Hidden
Non-Conforming Rate > Rising Medium 0.000 Hidden
Non-Conforming Rate > Rising Low 0.000 Hidden
Non-Conforming Rate > Falling Low 0.000 Hidden
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Threshold

Default Value

Default Status

Non-Conforming Rate > Falling Medium 0.000 Hidden
Non-Conforming Rate > Falling High 0.000 Hidden
Violation Rate > Rising High 1.000 Disabled
Violation Rate > Rising Medium 0.500 Disabled
Violation Rate > Rising Low 0.000 Hidden
Violation Rate > Falling Low 0.000 Hidden
Violation Rate > Falling Medium 0.000 Hidden
Violation Rate > Falling High 0.000 Hidden
Current Queue Depth > Rising High 0.000 Hidden
Current Queue Depth > Rising Medium 0.000 Hidden
Current Queue Depth Current Queue Depth > Rising Low 0.000 Hidden
Current Queue Depth > Falling Low 0.000 Hidden
Current Queue Depth > Falling Medium 0.000 Hidden
Current Queue Depth > Falling High 0.000 Hidden
Pre-Policy Inbound Utilization > Rising High 60.000 Disabled
Pre-Policy Inbound Utilization > Rising Medium 40.000 Disabled
Pre-Policy Inbound Utilization > Rising Low 0.000 Hidden
Pre-Policy Inbound Utilization > Falling Low 0.000 Hidden
Pre-Policy Inbound Utilization > Falling Medium 0.000 Hidden
Pre-Policy Inbound Utilization > Falling High 0.000 Hidden
Post-Policy Inbound Utilization > Rising High 60.000 Disabled
Post-Policy Inbound Utilization > Rising Medium 40.000 Disabled
Post-Policy Inbound Utilization > Rising Low 0.000 Hidden
Post-Policy Inbound Utilization > Falling Low 0.000 Hidden
Post-Policy Inbound Utilization > Falling Medium 0.000 Hidden
Post-Policy Inbound Utilization > Falling High 0.000 Hidden
Discard Rate > Rising High 1.000 Disabled
Discard Rate > Rising Medium 0.500 Disabled
Discard Rate Discard Rate > Rising Low 0.000 Hidden
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Threshold Default Value Default Status

Discard Rate > Falling Low 0.000 Hidden
Discard Rate > Falling Medium 0.000 Hidden
Discard Rate > Falling High 0.000 Hidden

4. Foreach threshold, you can edit the following:
« Value. The value at which the threshold will trigger an event.

o Forthresholds that include the word Rising, when a value exceeds the specified value, the
Sciencelogic platform7 triggers an event.

o Forthresholds that include the word Falling, when a value falls below the specified value, the
platform triggers an event.

o Forthresholds that do not include the word Rising or Falling, when a value exceeds the specified
value, the platform triggers an event.

« Status. Specifies whether the threshold is active and whether the threshold will appear in the Quality
of Service (QoS) page (Registry > Networks > Quality of Service) page. Choices are:

o Enabled. The threshold is applied to all CBQoS-enabled interfaces and is monitored by the
platform. The threshold appears in the Quality of Service (QoS) page (Registry > Networks >
Quality of Service). Users can edit the Value and Status of the threshold.

o Disabled. The threshold is applied to all CBQoS-enabled interfaces but is not monitored by the
platform. The threshold appears in the Quality of Service (QoS) page (Registry > Networks >
Quality of Service) with a status of Disabled. In the Quality of Service (QoS) page), users can edit
the Value and Status of the threshold.

o Hidden. The threshold is not applied to all interfaces, and is not monitored by the platform. The
threshold does not appear in the Quality of Service (QoS) page (Registry > Networks > Quality
of Service).
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Chapter

Monitoring Networks

Overview

During discovery, the Sciencelogic platform discovers all IP networks. The list of all networks is displayed in the
IPv4 Networks page.

The IPv4 Networks page allows you to view a list of all networks, manage networks and IPs, view devices and
interfaces in each network, and view maps and reports for each network.

This chapter describes:

o IPv4 Networks

o Viewing the List of IPv4 Networks

o Browsing a Network

« Viewing Used and Unused IP Addresses in a Network
« Viewing Devices Aligned with a Network

« Viewing Interfaces Aligned with a Network
« Viewing a Map of a Network

o Generating a Report for a Network

o Defining a New Network

o Merging One or More Networks

o Synchronizing One or More Networks

« Editing a Network's Properties

e Performing Dynamic Discovery for a Network
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o Creating a Ticket About a Network

o Deleting One or More IPv4 Networks

IPv4 Networks

The IPv4 Networks page (Registry > Networks > IPv4 Networks) lists all networks and subnets detected by
Sciencelogic auto-discovery and all manually defined (new) networks.

The IPv4 Networks page allows you to easily manage networks and IP addresses. From the IPv4 Networks

page, you can view detailed data about the network, keep records of subnets, and determine which IP addresses
are in use and which IP addresses are available.

NOTE: Users of type "user" can view only IPv4 networks that are aligned with the same organization(s) to
which the useris aligned. Users of type "administrator' can view all IPv4 networks.

Viewing the List of IPv4 Networks

The table in the IPv4 Networks page (Registry > Networks > IPv4 Networks) contains an entry for each network
managed by the Sciencelogic platform:

NOTE: Users of type "user" can view only IPv4 networks that are aligned with the same organization(s) fo
which the user is aligned. Users of type "administrator' can view all IPv4 networks.

IPv4 Networks | Networks Found [5]
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[ Il 11 1 [ Il Il Il | -] L=l ][ A =1

1. Ba410000 255000 5B BIMETTT214 0% 53 ws cue Hsystem 1 2014.04.0320:3228  em7admin 2014.04.0320:3228 | /X))

2 P3A10090 2652652650 124 01254 0% T ihisystem 14 2014-04-0320:4622  em7admin 2014040204822 W/ [

3 P3A16925400 25525500 M6 365534 % A3 w8 e tem 33 201407-10150027  emfadmin 20140710 15:0027 | e / X9 (]

& P@AIT2000 2552552550  f24 1254 ve% 21w UG #isystem 35 2014.0815200810  em7admin 2014081520010 W/ [
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The IPv4 Networks page displays the following about each managed network:

TIP: To sort the list of networks, click on a column heading. The list will be sorted by the column value, in

ascending order. To sort by descending order, click the column heading again. The Edit Date column
sorts by descending order on the first click; to sort by ascending order, click the column heading again.

Network. IP address of the entire network.
Subnet Mask. Subnet mask for the subnet.
Bits. The number of bits used for the network address.

Used/Max. Number of IP addresses discovered and monitored by the platform and the maximum number of
IP addresses allowed in the subnet.

% Used. Percentage of total addresses in the network that have been discovered and monitored by the
platform. In the Account Preferences page, you can specify whether or not you want to include empty
networks (networks with no devices or interfaces) in the list of networks. These networks will have 0% in the %
Used column.

Devs. Number of devices in the subnet.
IFs. Number of interfaces in the subnet.

Collection Group. The collector group associated with the network. For All-In-One Appliances, this field
displays only the built-in Collector Group (and any virtual Collector Groups).

Organization. Organization associated with the network.

Net ID. Unique network ID, assigned by the platform.

Creation Date. Date the network was discovered or manually defined.
Edit User. User who created or last edited the network's properties.

Edit Date. Date the network was created or last edited, whichever is later.

Tools. For each network in the table, the following tools are available:

o View/Edit Network Properties ( P). Displays the Network Properties modal page, where you can
view and edit the basic properties of an IPv4 network.

o Browse Network (#4). Leads to the Network Browser page. From this page, you can view a list of IP
addresses (used and unused) included in a network, a list of devices included in a network, and a list
of interfaces included in a network.

o View/Edit Aligned Devices (3:). Leads to the Network Browser page, where you can view a list of
devices associated with a network.

o View/Edit Aligned Interfaces (). Leads to the Network Browser page, where you can view a list of
interfaces associated with a network.

o View/Edit Organization ('ﬁ). Leads to the Organizational Summary page, where you can view and
editinformation associated with the organization.
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View Network Map (#). Leads to the Layer-2 Maps page, where you can view and edit a graphical
representation of a layer-2 network.

View a Network Report (™). Opens the Report Creator modal page, where you can specify
information to include in the report and the format in which to generate the report.

Add Network to Dynamic Discovery (# ). Adds the network to the dynamic-discovery queue. The
Sciencelogic platform will perform dynamic-discovery on all of the IP addresses in the network and
gather information about any devices and interfaces in the network. Leads to the Discovery Control
Panel page, with the selected network as the value in the discovery list.

Create a Ticket (I';) Leads to the Ticket Editor page, where you can create a ticket that will be
associated with the selected network.

Delete (I). To delete the network, select this checkbox and then click the [Delete] button. To select all
the checkboxes, click the large red check icon.

Filtering the List of Networks

You can filter the list on the IPv4 Networks page by one or more parameters. Only IPv4 subnets that meet all the
filter criteria will be displayed in the IPv4 Networks page.

To filter by parameter, enter text into the desired filter-while-you-type field. The IPv4 Networks page searches for
IPv4 subnets that match the text, including partial matches. By default, the cursor is placed in the left-most filter-
while-you-type field. You can use the <Tab> key or your mouse to move your cursor through the fields. The list is
dynamically updated as you type. Text matches are not case-sensitive.

You can also use special characters to filter each parameter.
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Filter by one or more of the following parameters:

« Network. You can enter text to match, including special characters (comma, ampersand, and exclamation
mark), and the IPv4 Networks page will display only subnets that have a matching network IP.

o Subnet Mask. You can enter text to match, including special characters (comma, ampersand, and
exclamation mark), and the IPv4 Networks page will display only subnets that have a matching subnet
mask.

« Bits. You can enter text to match, including special characters (comma, ampersand, and exclamation mark),
and the IPv4 Networks page will display only subnets that have a matching number of bits in the network
address.

o Used/Max. You can enter text to match, including special characters (comma, ampersand, and exclamation
mark), and the IPv4 Networks page will display only subnets that have a matching number of monitored IP
addresses and/or a matching number of maximum allowed IP addresses.

o % used. You can enter text to match, including special characters (comma, ampersand, and exclamation
mark), and the IPv4 Networks page will display only subnets that have a matching percentage of monitored
IP addresses in the subnet.

o Devs. You can enter text to match, including special characters (comma, ampersand, and exclamation
mark), and the IPv4 Networks page will display only subnets that have a matching number of discovered
devices in the subnet.

o IFs. You can enter fext to match, including special characters (comma, ampersand, and exclamation mark),
and the IPv4 Networks page will display only subnets that have a matching number of discovered network
interfaces in the subnet.

« Collection Group. You can enfer text to match, including special characters (comma, ampersand, and
exclamation mark), and the IPv4 Networks page will display only subnets that have a matching collector
group.

« Organization. You can enter text to match, including special characters (comma, ampersand, and

exclamation mark), and the IPv4 Networks page will display only subnets that are associated with a
matching organization.

o NetID. You can enter text to match, including special characters (comma, ampersand, and exclamation
mark), and the IPv4 Networks page will display only subnets that have a matching network ID.

« Creation Date. Only those subnets that match all of the previously selected fields and have the specified
creation date will be displayed. The choices are:
o All. Display all subnets that match the other filters.
o Last Minute. Display only subnets that have been created within the last minute.
o Last Hour. Display only subnets that have been created within the last hour.
o Last Day. Display only subnets that have been created within the last day.
o Last Week. Display only subnets that have been created within the last week.
o Last Month. Display only subnets that have been created within the last month.

o Last Year. Display only subnets that have been created within the last year.
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o Edit User. You can enfer text to match, including special characters (comma, ampersand, and exclamation

mark), and the IPv4 Networks page will display only subnets that have a matching username in the Edit
User field.

« Edit Date. Only those subnets that match all of the previously selected fields and have the specified last-
edited date will be displayed. The choices are:
o All. Display all subnets that match the other filters.
o Last Minute. Display only subnets that have been edited within the last minute.
o Last Hour. Display only subnets that have been edited within the last hour.
o Last Day. Display only subnets that have been edited within the last day.
o Last Week. Display only subnets that have been edited within the last week.
o Last Month. Display only subnets that have been edited within the last month.

o Last Year. Display only subnets that have been edited the last year.

Browsing a Network

From the IPv4 Networks page, you can browse a network and view the IPs, devices, and inferfaces within the
network. To do this:

NOTE: Users of type "user" can view only devices that are aligned with the same organization(s) to which the
user is aligned. Users of type "administrator" can view all devices. Users of type "user" can view only
interfaces that are aligned with the same organization(s) to which the user is aligned or have been
emissaried to the user's organization(s). Users of type "administrator" can view all interfaces.
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5.

Goto the IPv4 Networks page (Registry > Networks > |Pv4 Networks).
In the IPv4 Networks page, find the network you want to browse.

Click the binocularicon (#4) for that network.

The Network Browser page appears.

Network Browser Close | Esc

Network Browser | For Network [10.0.9.0/24] | Addresses Found [254]

[ View All IPs | =

IF Address Device Interface Type Use Modified

] »

1. 10.0.9.1
2.10.092
3. 10.093
4 10094
5 10095
6 10098
710,097
& 10.09.8
9. 10.099
10. 10.0.9.10
11, 10.0.9.11
12100912
13100913
14 100914
15. 10.0.8.15
16. 10.0.9.16
17. 10.0.9.17
18. 10.0.9.18
19. 10.0.9.19
20. 10,0920
21100921
22 1008922
23 10.0.9.23
24, 10.0.9.24
25. 10,0925

[ Mewing Page: 1] [=] [Select Action] [=]

m

5 o o e o s e o 6

In the drop-down menu in the upper left, you can choose to view all IP addresses in the network, all devices
in the network, or all interfaces in the network.

Viewing Used and Unused IP Addresses in a Network

From the IPv4 Networks page, you can view a list of all IP addresses, used and unused, in a network. To do this:

1.

2
3.
4
5

Gotothe IPv4 Networks page (Registry > Networks > |Pv4 Networks).
In the IPv4 Networks page, find the network you want to view.

Click the binocular icon (a‘&) for that network.

The Network Browser page appears.

In the drop-down menu in the upper left, you can choose to view all IP addresses in the network, all devices
in the network, or all interfaces in the network.
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Viewing Devices Aligned with a Network

From the IPv4 Networks page, you can view a list of all devices in a network To do this:

1. Gotothe IPv4 Networks page (Registry > Networks > IPv4 Networks).

In the IPv4 Networks page, find the network you want to view.

2

3. Click the devices icon (i) for that network.

4. The Network Browser page appears and displays the list of devices in the network.
5

In the drop-down menu in the upper left, you can choose to view all IP addresses in the network, all devices
in the network, or all interfaces in the network.

Viewing Interfaces Aligned with a Network

From the IPv4 Networks page, you can view a list of all interfaces in a network To do this:

1. Gotothe IPv4 Networks page (Registry > Networks > IPv4 Networks).

In the IPv4 Networks page, find the network you want to view.

2

3. Clickthe interface icon (") for that network.

4. The Network Browser page appears and displays the list of interface in the network.
5

In the drop-down menu in the upper left, you can choose to view all IP addresses in the network, all devices
in the network, or all interfaces in the network.

Viewing a Map of a Network

From the IPv4 Networks page, you can view a layer-2 topology map of the network. To view a network map fora
particular network:

1. Gotothe IPv4 Networks page (Registry > Networks > IPv4 Networks).
2. Inthe IPv4 Networks page, find the network for which you want to view a map.

3. Click the map icon () for that network.
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4. The Layer-2 Maps page appears, with the current network displayed.

=]
3
fa S ey | DT I

Traca Filter Soreenshot

(1 | 1 | 1 |
L1 | L[ ] L1 ]
Windows Windows Windows
Server 2012 Server 2012 Server 2012

N0 e 2 X

XD flem 2

WIN-2012-22.00C8.LOC WIN-2012-21.00CS LOC
AL AL

Generating a Report for a Network

To generate a report for a network:

1. Gotothe IPv4 Networks page (Registry > Networks > IPv4 Networks).
2. Inthe IPv4 Networks page, find the network for which you want to view a map.

3. Click the printericon (E) for that network.
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4. The Report Creator modal page appears. In this page, you can specify information to include in the report
and the format in which fo generate the report.

Reporter Close [ Esc

Report Selector | For Network [1]

"~ Notws

| [Create Report Az HTML Document] El

Defining a New Network

In the IPv4 Networks page, you can manually define a network. To do this:

1. Goto the IPv4 Networks page (Registry > Networks > IPv4 Networks).

2. Inthe IPv4 Networks page, click the [Actions] button and select Create.
3. The Network Properties modal page appears.
4

In the Network Properties modal page, supply values in the following fields:

Create new IPv4 Network Close | Esc
Network Properties | Hew Network

Metwork |
Subnet Maszk / Bitz

Descripticn

Qrganization | Hoenn

Network Type | [mone |

| N [ |

Metwork Usage | [mone |

Save

o Network. [P address of the entire network (first IP). This field is read-only.
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o Description. Description of the new network. This field is read-only.

o Subnet Mask. The subnet mask for the network, in use standard dotted-decimal format and the
number of bits used for the network address.

« Organization. Select from the drop-down list. The drop-down contains a list of all organizations in
the Sciencelogic platform.

o Network Type. Description of the network type. Choices are:

o ARIN Registered Public
o Private Admin Network
o Private Backup Network
o Private NAT to ARIN Public
o Provider Leased Public
« Network Usage. Description of how the network will be used. The entries in this drop-down can be
edited in the Select Objects Editor page (System > Customize > Select Obijects). The default values
are:
o DHCP Block
o DNS Servers
o Email/Messaging Servers
o File Server
o Firewalls
o Printers

o Web Servers

5. Click the [Save] button to save the new network.

Merging One or More Networks

From the IPv4 Networks page, you can merge two or more networks. To merge networks, select a network to
merge into and then select networks to add to the "merge into" network. When you merge networks, all devices in
each selected network will become part of the "merge into" network. In the future, the Sciencelogic platform will
automatically move any devices from the selected networks to the "merge into" network.

To merge networks:

1. Goto the IPv4 Networks page (Registry > Networks > IPv4 Networks).
2. Inthe IPv4 Networks page, click the [Actions] button and select Merge.
3. The IPv4 Network Merge modal page appears.
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4. Inthe IPv4 Network Merge modal page, supply a value in the following fields:

Merge IPv4 Networks Cloze [ Esc
IPv4 Hetwork Merge
Available Networks Networks to Merge

| [ Select network to merge into |
10.0.0.0255.0.0.0 [6] -
10.0.9.0-255.255.255.0 [0]

169.254.0.0/255.255.0.0 [3]
172.0.0.0/255 255 2550 [1]
1592.168.32 0,255 255 252 0 [3]

 Available Networks. Select one or more networks that you want to merge. Use the arrow button
[>>] 1o add each network to the list of Networks to Merge.

« Select network to merge into. From the list of networks in the Networks to Merge list, you must select

one network to be the "merge info" network. The other networks in the Networks to Merge list will be
added to the "merge into" network.

5. Click the [Merge] button to save the newly merged network.

Synchronizing One or More Networks

When you synchronize a network, you remove any duplicate IPs from the network. The synchronize tool will

remove only duplicate IPs from a single subnet where all the devices use the same Data Collector or Collector
Group. To remove duplicate IPs:

1. Gotothe IPv4 Networks page (Registry > Networks > IPv4 Networks).
2. Inthe IPv4 Networks page, click the [Actions] button and select Synchronize.
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3. Textappears in the upper left of the page detailing how many networks were searched and how many
addresses were synchronized.

1Pv4 Network:: | Addresses Sy

ized | Yetworks Found [§]

et Het o ate it Date

[ Il 11 1 [ Il Il Il | -] L=l ][an [
1. Ba410000 255000 5B BIMETTT214 0% 53 ws cue Hsystem 1 2014.04.0320:3228  em7admin 2014.04.0320:3228 | /X))
2 P3A10090 2652652650 124 01254 0% T ihisystem 14 2014-04-0320:4622  em7admin 2014040220482 WL [
3 P3A16925400 25525500 M6 365534 % A3 w8 e tem 33 201407-10150027  emfadmin 20140710 15:0027 | e / X9 (]
& P@AIT2000 2552552550  f24 1254 ve% 21w UG #isystem 35 2014.0815200810  em7admin 2014081520010 W/ [
5 PHA192168320 2652552520 M2 3M022 0% A3 we e Hisystem 2 2014040320375 em7admin

20140403 20:37:15 | S X))

[Select Action]

Editing a Network's Properties

In the IPv4 Networks page, you can edit the basic properties of a network. To do this:

1. Gotothe IPv4 Networks page (Registry > Networks > IPv4 Networks).

2. Inthe IPv4 Networks page, find the network you want to edit.

3. Click the wrench icon ( 5') for that network. The Network Properties modal page appears.

4. Inthe Network Properties modal page, you can edit the values for one or more parameters.
5

To save your changes to the network, click the [Save] button.

Performing Dynamic Discovery for a Network

You can perform dynamic discovery for a selected network. The Sciencelogic platform will then use Dynamic

Applications to retrieve information about each device and application in the network. To manually trigger
dynamic discovery for a network:

1.
2.

Goto the IPv4 Networks page (Registry > Networks > IPv4 Networks).

In the IPv4 Networks page, find the network for which you want to perform dynamic discovery. Click the
lightning bolt icon () for that network.
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3. The Discovery Control Panel page appears, with the field IP Address Discovery List already populated with
the IP range from the selected network.

Discovery Control Panel | Sessions Found [11]

Search where Start IP contains.

Session Register

Session Name |P/Hostname List Coliestor Organization Pings. Rediscovery User Edit Last Edit
1. B Viware 10.100.100.46 em?_ao. System Yes Disabled em7admin 2014-07-30 13:05:05 EeEED
2. 4B SupportENT 192.168.33.50 - 192.168.33.52 em7_ao System Mo Disabled em7admin 2014-07-28 18:52:11 R@7E0
3. B KM 10.100.100.40 em7_so. System Yes Disabled em7admin 2014-07-28 18:31:31 ReAE
4. B Windows Servers 10.100.100.21,10.100.100.22,10.100.100.23 em7_ao System Yes Disabled em7admin 2014-07-10 15:10:01 Re7E0
5. | NetApp 10.0.8.45 en_ao ntel Yes Disabled emadmin 20140521 17:52:32 Vi
6. B Netapp 10.100.100.20 em7_ao ntel Yes Dsabled em7admin 20140821 17:52:32 R@7E0
7. PSUSEN 10.100.100.30 - 10.100.100.34 em?_ao ntel Yes Disabled em7admin 20140516 17:08:23 V=
8. B Extreme Swich 192.168.34.179 en?_ao intel No Disabled emPadmin 2014-05-16 17:06:03 Y=
5. e system 10.100.100.13,10.100.100.15,10.100.100.17 em7_so0 System No Disabled em7admin 2014-05-16 17:07:35 i
0. g Cisco Switch 10001 em7_ac Intel ves Disabled em7admin 2014-05-16 17:07:25 Fa=n|
1. P SUSE 1D 10.100.100.35 - 10.100.100.40 e _ao ntel Yes Disabled emadmin 20140516 17:07:14 =)

Creating a Ticket About a Network

From the IPv4 Networks page, you can create a ticket about a network (the ticket's element will be the selected
network). To do this:

1. Gotothe IPv4 Networks page (Registry > Networks > IPv4 Networks).
In the IPv4 Networks page, find the network for which you want to create a ticket.
Click the ticket icon (Q) for that network.

M LN

The Ticket Editor page appears.
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5. Tocreate aticket, supply a value in each field. Click the [Save] button 1o save the new ticket.

Ticket Editor | New Ticket | Actions Reset Guide

Description (New Ticket)
Organization

A T —
a\ [ System] ¥ ][ Sciencelogic Support | support@sciencelogic.com | (703)-354-1010 | 1D: 0]
Element ) System

)

Ticket Properties

Ticket Description Ticket State Status
ITICKEI' FOR ODRGANIZATION: System | 1D: 0

J v | [open v

Severity

Category
| [ Sev 4 Notice ] ¥ | | sbuse

Source

Queve
¥ |+ [Automated

v |+ [AssetManagement

Assigned User
¥ | [[em7admin] v |

Example Custom

Notes & Attachments | Maxnce | Desconding | New Note ]
#1) Cloak: [# Enabled Y “ .

B-. B 1 US A-TI- - 9- 7/~

EEBE - S @M

Deleting One or More IPv4 Networks

You can delete one or more networks from the IPv4 Networks page. When you delete a network, the devices
and interfaces associated with the network still remain in the Sciencelogic platform and are unchanged. When

you delete a network from the IPv4 Networks page, only the information in the IPv4 Networks page and related
pages is deleted; the network itself and the devices and interfaces are not affected.

To delete one or more networks from the IPv4 Networks page:

1. Gotothe IPv4 Networks page (Registry > Networks > IPv4 Networks).

In the IPv4 Networks page, find the network you want to delete from the page.
Select the checkbox (I£) for the network.

Repeat steps 2-3 for each network you want to delete.

From the Select Action field (in the lower right), choose Delete Monitors. Click the [Go] button.

o oA N

Each selected network will be deleted from the IPv4 Networks page.
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Chapter

10

Hardware and Software

Overview

The Device Hardware page (Registry > Devices > Hardware) displays a list of all hardware components
discovered by the Sciencelogic platform. The list includes hardware components from all devices that have been
discovered by the platform. The Device Hardware page can display information about the following types of
components:

CPU

Disk

File system
Memory

Virtual Memory

Components

The Software Titles page displays a list of all software on all devices discovered by the Sciencelogic platform.
From this page, you can view the list of software titles, generate an Excel report on all discovered software, or
generate an exclusion report (that is, a report for a single software fitle that specifies devices where the software is
installed and devices where the software is not installed.)

Viewing the List of All Discovered Hardware Components

The Device Hardware page allows you to easily view details on device components and generate reports on
device components.
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To view a list of hardware components in the Device Hardware page:

1.
2.

Log in to the Sciencelogic platform.

Goto the Device Hardware page (Registry > Devices > Hardware).

D33 moosras nowiedge | Repors | ooty | sysiem | preterences |

FDevicas Device Hardware | Records Found [11]
s H H H
oo o 19216844200 Microsoft | Windows Cluster Point Swap - - =2 AR
araware W192.168.44200  Microsot | Windows Cluster Point File System DA FAT ouB Yes 10 AR
Processes WO2168.44200  Microsoft | Windows Cluster Point cpu 020 = il R[]
Services WO2.168.44200  Microsoft | Windows Cluster Point i System e NTFS 129,944 UB Mo 9 AR
Software WS2.168.44200  Microsoft|Windows Cluster Point i System A = ous Yes 8 IR
et WP192.168.44200  Microsoft | Windows Cluster Point Memory - - 2,048 MB -7 AR
SRtz W192.168.44200  Microsoft|Windows Cluster Point Wemory - - = =[5 2R
Montors W192.168.44200  Microsoft | Windows Cluster Point Wemory - - = = 2R
W192.168.44200  Microsoft| Windows Cluster Point Swap - = 40958 = 1 IR
Networks W192.168.44200  Microsoft | Windowrs Cluster Point Swap = = = =B 2R
T Services W192.168.44200  Microsoft|Windows Cluster Point i System £ = ous Yes 11 AR
Accounts
Assets
Busiess Services
Events
Run Book
Ticketing
Web Proxies
[Select Ackon] [~] =
1 ———  ——

3. The Device Hardware page displays the following for each hardware component:

TIP: To sort the list of hardware, click on a column heading. The list will be sorted by the column value, in

ascending order. To sort the list by descending order, click the column heading again.

203

o Device Name. Name of the device associated with the hardware component.
« Organization. Name of the organization associated with the hardware component.
o IP Address. IP address of the device or of the hardware component, if applicable.

« Device-Class / Device Sub-class. The manufacturer (device class) and type of device (sub-class).
The Device-Class/Sub-Class is automatically assigned during auto-discovery, at the same time as the
Category.

o Comp Type. Description of the hardware component. The choices are:

o CPU

o Disk

o File system
o Memory

o Swap

o Components
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o Description. Description of the hardware component.
o Type. Further categorization of the hardware component.
« Size. lf applicable, the size of the hardware component.

« Hidden. Forfile systems, specifies whether or not the component is "hidden", meaning "not
monitored" by the Sciencelogic platform.

o Comp ID. Unique, numeric ID assigned to the component by the Sciencelogic platform.

e Tools. Foreach hardware component, one or more of the following tools are available:

o Report of all hardware inventory for this device (2). Leads to theHardware Profile Report page,
where you can view information about all the hardware and components for a selected device.

o View asset record (%‘). This icon appears if an asset record has already been defined for the
device. This icon leads to the Asset Properties page, where you can view the asset record for the
device.

o Checkbox (). Applies the action in the [Select Actions] drop-down to the hardware component.
To select all the checkboxes, select the check icon above the list of hardware components.

Filtering the List of Hardware Components

You can filter the list on the Device Hardware page by one or more parameters. Only hardware components that
meet all the filter criteria will be displayed in the Device Hardware page.

Tofilter by parameter, enter text into the desired filter-while-you-type field. The Device Hardware page searches
for hardware components that match the text, including partial matches. By default, the cursor is placed in the left-
most filter-while-you-type field. You can use the <Tab> key or your mouse to move your cursor through the fields.
The listis dynamically updated as you type. Text matches are not case-sensitive.

You can also use special characters to filter each parameter.
Filter by one or more of the following parameters:

« Device Name. You can enter text to match, including special characters, and the Device Hardware page
will display only hardware components that have a matching policy name.

« Organization. You can enter text to match, including special characters, and the Device Hardware page
will display only hardware components that have a matching organization.

o IP Address. You can enter text to match, including special characters, and the Device Hardware page will
display only hardware components that have a matching IP address.

« Device-Class / Device Sub-class. You can enter text to match, including special characters, and the Device
Hardware page will display only hardware components from devices that have a matching device class.

o Comp Type. You can enter text to match, including special characters, and the Device Hardware page will
display only hardware components that have a matching component type. Choices are: CPU, Disk, File
System, Memory, Swap, Components.
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Description. You can enfer text to match, including special characters, and the Device Hardware page will
display only hardware components that have a matching description.

Type. You can enter text fo match, including special characters, and the Device Hardware page will display
only hardware components that have a matching sub-type.

Size. You can enfer text to match, including special characters, and the Device Hardware page will display
only hardware components that have a matching size.

Hidden. You can enfer text to match, including special characters, and the Device Hardware page will
display only hardware components that have a matching value. This column applies to file systems. Choices
are: Yes, No, and null.

Comp ID. You can enter fext to match, including special characters, and the Device Hardware page will
display only hardware components that have a matching ID. The Sciencelogic platform automatically assigns
this unique, numeric ID to each hardware component.

Generating a Report for Multiple Hardware Components on
Multiple Devices

The Device Hardware page allows you to generate an Excel report that contains all the information on the Device
Hardware page. You can immediately view the information or save it to a file for later viewing.

(5] Thelnked mage canct Device Hardware Report
be displayed. The file may
have been moved.
April 17, 2013, 3:53 am
Device Device ID| P Address Device Class Sub-Class Component Type Description Type Size (KB) |Hidden | Component ID

WS-2008-SPFND_0.185 50 172.16.0.185 RHEL Redhat 5.5 0.0 No 161576
WS-2008-SPFND_0.185 50 172.16.0.185 RHEL Redhat 5.5 0.0 No 161577
WS-2008-SPFND_0.185 50 172.16.0.185 RHEL Redhat 5.5 0.0 No 161578
MS-2008-SPFND_0.185 50 172.16.0.185 RHEL Redhat 5.5 0.0 No 161579
MS-2008-SPFND_0.185 50 172.16.0.185 RHEL Redhat 5.5 0.0 No 478523
EM7 ACME AIO a1 172.16.0.221 Sciencelogic, Inc. |OEM No 4ATETIT
EN7 ACME AIO 811 172.16.0.221 Sciencelogic, Inc. |DEM No 478718
EN7 ACME AIQ 811 172.16.0.221 Sciencelogic, Inc. |OEM 18480772 |No 478719
EM7 ACME AIQ &n 172.16.0221 Sciencelogic, Inc. |0EM No 478720
EM7 ACME AIQ &n 172.16.0221 Sciencelogic, Inc. |0EM No 478721
EM7 ACME AI0 81 172.16.0.221 Sciencelogic, Inc. OEM 37046688 |[No 478722
EM7 ACME AI0 81 172.16.0.221 Sciencelogic, Inc. OEM idata local Other 89863300 [No 478723
EM7 ACME AI0 81 172.16.0.221 Sciencelogic, Inc. OEM fusr LinuxExt2 4061540 No 478724
ENM7 ACME A0 a1 172.16.0.221 Sciencelogic, Inc. |OEM U LinuxExt2 2030736 |Mo 478725
EM7 ACME AIO a1 172.16.0.221 Sciencelogic, Inc. |OEM fvar LinuxExt2 6092388 |No 4TET26
EM7 ACME AIO a1 172.16.0.221 Sciencelogic, Inc. |OEM thome: LinuxExt2 505604 No 478727
CUCHE 1058 10.188.4422  |Cisco Systems Cisco MCS 7835 (IBM) u LinuxExt2 249145684 |No 478784
CUCHE 1058 10.168.4422 |Cisco Systems Cisco MCS 7835 (IBM) fproc Other 0 [Ves 478785
Cucns 1058 10.168.4422 |Cisco Systems Cisco MCS 7835 (IBM) Isys Unknown 0 [ves 478786
Cucns 1058 10.168.4422 |Cisco Systems Cisco MCS 7835 (IBM) idevipts Unknown 0 [ves 478787
CuChg 108 10.168.44.22 |Cisco Systems Cisco MCS 7835 (IBM) fcommon LinuxExtz 86093440 |No 478788
Cucwg 1058 10.168 44 22 Cisco Systems Cisco MCS 7835 (IBM) idevishm Other 2008368  |Yes 478789
Cucwg 1058 10.168 44 22 Cisco Systems Cisco MCS 7835 (IBM) igrub LinuxExt2 | 256665 No 478790
CUCNE 1058 10.188.4422 |Cisco Systems Cisco MCS 7835 (IBM) ipartB LinuxExt2 25316476 |No 478791
CUCHE 1058 10.188.44.22  |Cisco Systems Cisco MCS 7835 (IBM) iproc/sys/fsibinfmt_misc Unknown 0 [ves 478792

To generate a report on all hardware components in the Sciencelogic platform:

1.
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Log in to the Sciencelogic platform.
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2. Gotothe Device Hardware page (Registry > Devices > Hardware).

9] Report Resel Guide
Device Hame - Craanization IP Address Device Class | Device Subclass Comp Type Deseription Tepe Size Hidden  Comp D
( I I Il Il I I I 1 )
W192168.32113  Microsoft | MSSQL Server Swap = - - — 480480 AR
WP 19216832113 Microsoft | MSSQL Server Swap = = 2,371 MB -~ 480482 2L )
W 19216832113 Microsoft | MSSQL Server Memory = = = -~ 480484 AR
WP192168.32113  Microsoft | MSSQL Server File System ca NTFS 30,618 ME Mo 480500 L e
W192168.32.113  Microsoft | MSSQL Server cPU 00 - - ~ 480479 A%
WP 19216832113 Microsoft | MSSQL Server Swap = = = -~ 480481 oL )
19216832113 Microsoft | MSSQL Server Memory = = = ~ 480483 AR
W 19216832113 Microsoft | MSSQL Server Memory - - 1,024 MB — 480485 L)
W192168.32.113  Microso | MSSQL Server Fie System Al - omB Yes 480499 L)
WP192168.32113  Microsoft | MSSQL Server Fie System D FAT omB Yes 480501 2L 1.
19216832112 Microsoft | Windows Server 2008 R2 cPy oo - - -~ 480485 AR
W 192168.32.112  Microsoft | Windows Server 2008 R2 Swap - - - - 480488 L)
Wp192168.32112  Microsoft | Windows Server 2008 R2 Memory - - - -~ 480490 =L
WP19216832112  Microsoft| Windows Server 2008 R2 Memory = = 1,024 M8 — 480492 2L )
W19216832112  Microsoft | Windows Server 2008 R2 File System Al - omB Yes 480435 =z 1
W 15216832112 Microsoft | Windows Server 2008 R2 File System DA FAT omB Yes 480498 AR
W19216832112  Microsoft | Windows Server 2008 R2 Swap - - - - 480487 =L
WP192168.32112  Microsoft | Windows Server 2008 R2 Swap - - 2,048 MB — 480489 A0
W19216832112  Microsoft | Windows Server 2008 R2 Memory - - - -~ 480491 AR
WP 19216832112 Microsoft | Windows Server 2008 R2 File System e NTFS 30,618 MB Mo 480497 AR
wir2160.164 Linux | Tomcat Server cPU 00 - - ~ 480042 A%
W 172.16.0.164 Linux | Tomeat Server File System 1 LinuxExt2 995 MB: No 479002 L )e]
172160164 Linux | Tomeat Server Swap = - - ~ 479026 AR
W 172.16.0.164 Linux | Tomcat Server Memory = = = -~ 479028 oL )
172160 164 Linux | Tomeat Server Memory = = 2,007 MB ~ 470030 AR

3. Inthe Device Hardware page, select the [Report] button.

4. When prompted, specify whether you want to save the report to your local computer or open the report
immediately.

Hiding a File System

When you hide afile system, the Sciencelogic platform stops collecting information about the file system. When
you hide a file system:
o The platform does not generate events about the file system.

o The platform does not monitor the file system for thresholds (defined in the Device Thresholds and Global
Threshold Settings pages).

o The platform does not include the file system in the Device Summary page.

o The platform does not include the file system in file system reports in the Device Performance page.
The following rules are applied during discovery to automatically hide file systems:
« IftheNFS Detection Disablecheckbox is selected in the Behavior Settings page (System > Settings >
Behavior), NFS file systems are automatically hidden during discovery.

« File systems of type "iso9660" are automatically hidden during discovery.

« File systems for which the storage size is not reported or the storage size is less than 1024 KB are
automatically hidden during discovery.

« File systems of type "Other" are automatically hidden during discovery.
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NOTE: If the type of a discovered file system changes, the auto-hide rules are re-applied to that file system.
Forexample, suppose a Windows drive letter is initially discovered as a removable disk and auto-
hidden. If that drive-letter is later re-used for a fixed drive, this change will cause the file system to be
automatically un-hidden.

To manually hide one or more file systems:

1. Gotothe Device Hardware page (Registry > Devices > Hardware).
Filter the list to display only Comp Type of "file system".

Select the checkbox for one or more file systems you would like to hide.
From the Select Actions field (in the lower right), select Hide File System:s.
Click the [Go] button.

S

Each selected file system will be hidden in the Sciencelogic platform.
To manually unhide one or more file systems:

1. Goto the Device Hardware page (Registry > Devices > Hardware).).
Filter the list to display only Comp Type of "file system".

Select the checkbox for one or more file systems you would like to unhide.
From the Select Actions field (in the lower right), select Unhide File Systems.
Click the [Go] button.

o W

The Sciencelogic platform will resume collection for each selected file system and will include each selected
file system in the Device Summary and Device Performance pages.

Changing Thresholds for One or More File Systems

From the Device Hardware page (Registry > Devices > Hardware), you can change the Major and Critical
thresholds for one or more file systems. These thresholds appear on the Device Thresholds (RRegistry > Devices
> Device Manager > wrench icon > Thresholds) page. Changes made to file system thresholds from the Device
Hardware page update the settings in the Device Thresholds page. Changes made to file system thresholds in
the Device Thresholds page override thresholds defined in the Global Threshold Settings page (System >
Settings > Thresholds).

o Major Threshold. This threshold will trigger a "low disk space" event. The default threshold is 85%. When a
file system has used more disk-space than the specified percentage, the platform will generate a "file system
usage exceeded threshold" event with a status of "major". To disable this threshold, set the threshold to 0%
(zero percent). When you disable a threshold, the platform does not generate an event for the threshold.

o Critical Threshold. This threshold will trigger a "low disk space" event. The default threshold is 95%. When a
file system has used more disk-space than the specified percentage, the platform will generate a "file system
usage exceeded threshold" event with a status of "critical". To disable this threshold, set the threshold to 0%
(zero percent). When you disable a threshold, the platform does not generate an event for the threshold.
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To change a Major file system threshold:

1. Find the file system for which you want to change the Major threshold. Select its checkbox ().
2. Selectthe checkbox for each additional file system for which you want to change the Major threshold.

3. Inthe Select Action drop-down list, find Change Major Threshold and select a new threshold (between O -
100).

4. Selectthe [Go] button.

5. The platform will change the Maijor threshold for each selected file system.

To change a Critical file system threshold:

1. Find the file system for which you want to change the Critical threshold. Select its checkbox ().
2. Selectthe checkbox for each additional file system for which you want to change the Critical threshold.

3. Inthe Select Action drop-down list, find Change Critical Threshold and select a new threshold (between O -
100).

4. Selectthe [Go] button.

5. The platform will change the Critical threshold for each selected file system.

Viewing the List of All Discovered Software Titles

The Software Titles page displays a list of all software on all devices discovered by the Sciencelogic platform.
From this page, you can view the list of software titles, generate an Excel report on all discovered software, or
generate an exclusion report (that is, a report for a single software fitle that specifies devices where the software is
installed and devices where the software is not installed.)

To view a list of all software discovered on all devices:

1. Gotothe Software Titles page (Registry > Devices > Software).

1[an

1. M1 BLAB-2010-DC LABMS2010 ocal  System W92 15840200 i 20110306 06:0026 [
2 [ BLAB2010-DC LABUS2010 0cal  System W92 168,44 200 2011030711300 Qe
= [l BLAB2010-DC LABMS2010 Al System o2 6244200 2110614250112 [
[ BLAB-2010-DC LAB-WS2010.0cal. | System W92 168.46.200 2011030711900 (e

< (s 200 LA Sl System Wi a0 e

2010308220106 [Jo)
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2.

The Software Titles page displays the following about each installed software ftitle:

TIP: To sort the list of software, click on a column heading. The list will be sorted by the column value, in

ascending order. To sort the list by descending order, click the column heading again.

o Device Name. Name of the device where the software title is installed. For devices running SNMP or
with DNS entries, the name is discovered automatically. For devices without SNMP or DNS entries,
the device's IP address will appear in this field.

« Organization. Organization associated with the software.
« IP Address. IP address of the device where the software is installed.

« Device Class / Sub-Class. The manufacturer (device class) and type of device (sub-class). The
Device Class/Sub-Class is automatically assigned during auto-discovery.

o Software Title. Name of the software.

o Date of Install. Date the software was installed.

Filtering the List of Software Titles

You can filter the list on the Software Titles page by one or more parameters. Only software titles that meet all the
filter criteria will be displayed in the Software Titles page.

Tofilter by parameter, enter text into the desired filter-while-you-type field. The Software Titles page searches for
software titles that match the text, including partial matches. By default, the cursor is placed in the left-most filter-
while-you-type field. You can use the <Tab> key or your mouse to move your cursor through the fields. The list is
dynamically updated as you type. Text matches are not case-sensitive.

You can also use special characters fo filter each parameter.

Filter by one or more of the following parameters:

209

Device Name. You can enter text fo match, including special characters (comma, ampersand, and
exclamation mark), and the Software Titles page will display only software fitles installed on @ matching
device name.

Organization. You can enter text to match, including special characters (comma, ampersand, and
exclamation mark), and the Software Titles page will display only software titles that have a matching
organization.

IP Address. You can enter text to match, including special characters (comma, ampersand, and exclamation
mark), and the Software Titles page will display only software titles installed on a device with a matching IP
address.

Device Class. You can enter fext to match, including special characters (comma, ampersand, and
exclamation mark), and the Software Titles page will display only software fitles installed on devices with a
matching device class.
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« Software Title. You can enter text to match, including special characters (comma, ampersand, and
exclamation mark), and the Software Titles page will display only software titles that have a matching name.

« Date of Install. Only those software titles that match all the previously selected fields and have the specified
install date will be displayed. The choices are:

o All. Display software titles with all installed dates.

o Last Minute. Display only software titles that have been installed within the last minute.
o Last Hour. Display only software titles that have been installed within the last hour.

o Last Day. Display only software titles that have been installed within the last day.

o Last Week. Display only software fitles that have been installed within the last week.

o Last Month. Display only software titles that have been installed within the last month.

o Last Year. Display only software titles that have been installed within the last year.

Viewing a List of Software Titles for a Single Device

The Software Packages page displays a list of all the software installed on the device. If possible, the installation
date is also displayed.

To view the list of software installed on a single device:

1. Gotothe Device Manager page (Registry > Devices > Device Manager).

2. Find the device for which you want to view the list of installed software. Select the bar graph icon (fﬂ) for that
device.

Device Manager | Devices Found [1293] Reset Guide
e - - ame o oo Organization
Rl Il Il Il Il Il [>=teatilw ][ Il Il
= W010010040  Pingable  Ping|ICIP 274 system [ Heatny [0S User-Disabled =
- W10.100100.46  Pingable  FresBSD|ICHP 294 Johto [ZhHeatthy [V User-Disabled -
- L] - MNetwork App F5 Networks, inc. | BIG-PLTM Node 2779 System |k Heatthy [ul/e] Active SNWPPublie V2 V2 R ]
_ w — Network App F5 Networks, inc. | BIGAP LTW Node 3193 System [ZaAeatny [411) Active suupPwicvz V2 mIyREL]
— - — MNetwork App FS Networks, Inc. | BIG-P LTM Node System [Notice cuG Active SNMPPubicVZ V2 R
- w = Network App F5 Networks, inc. | BIGP LT Pool Memt 1430 System 23 Heathy [WI) Active SNMPPubicVZ V2 e XORE ]
= - = MNetwork App FS Networks, inc. | BIGP LTW Pool Meml 1204 System [Zhreatny [S1) Active SupPubic V2 V2 Rl
= w = Network App FS Networks, inc. | BIGIP LTH Pool Memt 1951 System [ Heatny [ Active SNMPPuDicVZ V2 mIRRE[]
= w - App F5 Networks, inc. | BIG-PLTM Node 2486 System [ Ak Heatthy [ul/e] Active SNMPPublic V2| V2 R ]
_ w — Network App F5 Networks, inc. | BIGP LTH Node 2391 System [Zarieatny [410) Active SwpPwicVZ V2 mEORE ]
= - = App FS Networks, Inc. | BIGHPLTM Node 2640  System | £h Heathy [SVe] Active SNMP Public V2 V2 a0
= w = Network App F5 Networks, inc. | BIGP LT Pool Memt 1952 System L3 Heathy [W1} Active SNMPPubicV2 V2 e IRE]
= - = Network App FS Networks, Inc. | 51G-IF LTI Fool Hemi 1206 System [Zarieatny [1e) Active SuMpPubic V2 V2 Rl
— w — Network App FS Networks, Inc. | BIG-P LTM Pool Memi 1431 System [k Heatthy [dVle] Active SNMP Public V2 V2 WA
= w = Network App F5 Networks, Inc. | BIGAP LTM Node 2080  System Lk Heatthy [EVe] Active SNMP Public V2 V2 XN
- w = Network App F5 Networks, inc. | BIGIP LTH Node 2602 System [riNsticell cuc Active SNMPPublic V2 V2 mIDREE [
- - - Netwrork App FS Networks, e [BIGP LTl Node 3058 System [Tsties  cuG Aetive SnuPPubIcV2 V2 Rl
= w = Network App F5 Networks, inc. | BIGP LT Pool Memi 2102 System 43 Heathy [} Active SNMPPubIcV2 V2 e IRRE[]
= - — MNetwork App F5 Networks, inc. | BIG-IP LTM Pool Memt 1331 System | Ak Heatthy [ul/e] Active SNMPPublic V2| V2 R [T
_ w — Network App FS Networks, inc. | BIGAP LTH Pool Memi855  System [ZaAeatny [410) Active suuPPwbicv2 V2 pIyREL]
— - — MNetwork App FS Networks, Inc. | BIG-P LT Node 2632 System [fNetiee cuc Active SNMPPuDicVZ V2 IR
- w = Network App F5 Networks, inc. | BIGP LT Pool Memt 1423 System 23 Heathy [WI) Active SNMPPubicVZ V2 e XORE ]
= - = Network.App F5 Networks, Inc. | BIGJP LTW Node 2333 System cuG Active SuMpPubic V2 V2 Rl
= w = Network App FS Networks, nc. | BIGIPLTM Node 2176 System [ A Heatny [T Active SNMPPuDicVZ V2 mIRRE[]
= w - App F5 Networks, inc. | BIG-P LT Node 2136 System [ Ak Heatthy [ul/e] Active SNMPPublic V2| V2 R ]
_ w — Network App F5 Networks, inc. | BIGAP LTW Node 2714 System [Zarieatny [410) Active SwpPwicVZ V2 mEORE ]
— - — Network App FS Networks, inc. | BIGIP LTM Node 2981 System [AHeathy [} Active SNWPPubicV2 V2 mXORl
= w = Network App F5 Networks, nc. | BIGIP LTH Node 1978 System L3 Heathy [W1} Active SNMPPubicV2 V2 e IRE]
= - = Network App FS Networks, Inc. | BIGIF LTl Node 2429 System [Zarieatny [1e) Active SuMpPubic V2 V2 Rl
— w — Network App FS Networks, Inc. | BIGHP LTM Nede 2261  System [k Heatthy [dVle] Active SNMP Public V2 V2 WA
= w = Network App F5 Networks, Inc. | BIGHP LTM Node 2441 System Lk Healthy [&Ve] Active SNMP Public V2 V2 XN
- w = Netwrork App F5 Networks, Inc. | BIGAP LTH Node 2662 System [DhAeainy [T Active SNWPPubicV2 V2 eI R[]
= - = Network App FS Networks, Inc. | BIGIP LTM Node 2371 System [ZaAeatny [S1) Active SuMpPubic V2 V2 R
= w = Network App F5 Networks, nc. | BIGIP LTM Node 2754 System [ £ Heathy [} Active SNMPPubIcV2 V2 e IRRE[]
= - — MNetwork App F5 Networks, inc. | BIG-PLTM Node 2679 System oy UG Active SNMPPublic V2| V2 i XURE ]
_ w — Network App FS Networks, inc. | BIGAP LTW Node 3053 System [ZaAeatny [411Y Active suPPwicv2 V2 pIyREL]
— ) — Network App FS Networks, inc. | BIGIP LTH Node 2115 System [AHeathy [} Active SNWPPubicV2 V2 pXORl |
- w = Network App F5 Networks, inc. | BIGP LTW Node 3006 System [ L3 Heathy [WI) Active SNMPPubicVZ V2 e XORE ]
= - = Network.App F5 Networks, Inc. | BIGJP LTW Node 2369 System [ Dteatny [0} Active SMpPubicV2 V2 Rl
= w = Network App FS Networks, inc. | BIGIPLTM Node 2790 System [ Heatny [ Active SNMPPuDicVZ V2 mIRRE[]
= - - AppFS Networks, Inc. | BIGIPLTM Node 2642 System [*iNetice ' cUG Active SNMPPubicV2 V2 mpRE[]
- w - Netuwork App FS Networks, Inc. | BIG-P LT Node 3206 System [ rieamny [S09 Active SwePPIDICVZ V2 mEIRE
= w = App F5 Networks, nc. | BIGIPLTM Node 2385 System [TNotice | cuc Active SNMPPuBiE V2 V2 R -
[Eoectacon 2]
=S —————————
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3. Inthe Device Reports panel, select the Software tab. The Software Packages page appears.

B
P psss 0 (02002801108

e wewetsne
o .
L 2245715001 s com 28 159541110510 Gapp#1 5

Organization
Collection Mods
Description

Device Hostname

Software Packages | Packages Found [433]
Software Package Name Install Date -

4. Foreach installed software title, the Software Packages page displays the following information:

« Software Package Name. Name of the software.

Install Date. Date and time the software was installed on the device.

Filtering the List of Software

You can filter the list of software titles in the Software Packages page. The list dynamically updates as you enter

the regular expression to use as a filter.

« Inthe Filter field, you must enter a regular expression. The Sciencelogic platform will search for software
package names that match the regular expression. You can use the following special characters in each filter:

o * Match zero or more characters preceding the asterisk. For example:
"dell*" would match "dell", "dell2650", "dell7250" and "dell1 700N".

"*dell*" would match "mydell", "dell", "dell2650", "dell7250" and "dell1700N".
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o % Match zero or more characters preceding the percent. This special character behaves in the same
way as the asterisk.

Generating a Report on All Software on All Devices

From the Software Titles page (Registry > Devices > Software) you can generate a report on all, multiple, or a

single software title in the Sciencelogic platform. The report will contain all the information displayed in the
Software Titles page.

Software Titles Report generated by banderton on 2015-04-17 03:50:56

Devices that have [Array] installed
Device Name QOrganization IP Address Device Class | Sub-Class Software Title Date of Install

0. {ACME - DB MSSQL 2 - WACME 192.168.32.113 Microsoft | MSSQL Server BOINC 2012-10-05 05:52:20
1. {ACME - DB MSSAL 2 - WACME 192.168.32.113 Microsoft | MSSQL Server Microsoft Application Error Reporting 2012-10-03 17:49:50
2. /ACME - DB MSSQL 2 - Ve ACME 192.168.32.113 Microsoft | MSSQL Server Microsoft SQL Server 2008 R2 (64-bit) 2012-10-04 07:06:20
3. /ACME - DB MSSQL 2 - Ve ACME 192.168.32.113 Microsoft | MSSQL Server Microsoft SQL Server 2008 R2 (64-bit) 2012-10-04 07:06:20
4. /ACME - DB MSSQL 2 - Ve ACME 192.168.32.113 Microsoft | MSSQL Server Microsoft SQL Server 2008 R2 Mative Client  :2012-10-04 07:04:48
5. {ACME - DB MSSQL 2 - WACME 192.168.32.113 Microsoft | MSSQL Server Microsoft SQL Server 2008 R2 RsFx Driver 2012-10-04 07:08:14
6. /ACME - DB MSSaQL 2 - WACME 192.168.32.113 Microsoft | MSSQL Server Microsoft SQL Server 2008 R2 Setup (English):2012-10-03 17:54:38
7. /ACME - DB MSSQL 2 - Ve ACME 192.168.32 113 Microsoft | MSSQL Server Microsoft SQL Server 2008 Setup Support Files2012-10-04 07:06:10
8. /ACME - DB MSSQL 2 - WACME 192 168.32 113 Microsoft | MSSQL Server Microsoft SQL Server System CLR Types (x64:2012-10-04 07:04:56
9. {ACME - DB MSSAL 2 - Ve ACME 192.168.32.113 Microsoft | MSSQL Server Microsoft SQL Server VSS Writer 2012-10-04 07:04:54
10. /ACME - DB MSSQL 2 - WACME 192.168.32.113 Microsoft | MSSQL Server SQL Server 2008 R2 Analysis Services 2012-10-04 07:08:06
11. JACME - DB MSSQL 2 - WWACME 192.168.32.113 Microsoft | MSSQL Server SQL Server 2008 R2 Analysis Services 2012-10-04 07:08:12
12 ACME - DB MSSQL 2 - WACME 192.168.32.113 Microsoft | MSSQL Server SQL Server 2008 R2 Client Toals 2012-10-04 07:07:46
13. 'ACME - DB MSSQL 2 - Ve ACME 192.168.32.113 Microsoft | MSSQL Server SQL Server 2008 R2 Client Toals 2012-10-04 07:07-30
14. /ACME - DB MSSQL 2 - Ve ACME 192.168.32.113 Microsoft | MSSQL Server SQL Server 2008 R2 Common Files 2012-10-04 07:07:34
15. {ACME - DB MSSQL 2 - WACME 192.168.32.113 Microsoft | MSSQL Server SQL Server 2008 R2 Common Files 2012-10-04 07:06:20
16 'ACME - DB MSSQL 2 - WWACME 192 168.32.113 Microsoft | MSSQL Server SQL Server 2008 R2 Database Engine Senvice:2012-10-04 07:08:38
17. !ACME - DB MSSQL 2 - Ve ACME 192.168.32.113 Microsoft | MSSQL Server SQL Server 2008 R2 Database Engine Senviced2012-10-04 07:08:32
18. {ACME - DB MSSaL 2 - WACME 192.168.32.113 Microsoft | MSSQL Server SQL Server 2008 R2 Database Engine Shared :2012-10-04 07:06:30
19. :ACME - DB MSSQL 2 - WACME 192.168.32.113 Microsoft | MSSQL Server SQL Server 2008 R2 Database Engine Shared :2012-10-04 07:07:40
20. |ACME - DB M3SQL 2 - WACME 192.168.32.113 Microsoft | MSSQL Server SQL Server 2008 R2 Management Studio 2012-10-04 07:07:44
21 /ACME - DB MSSQL 2 - Ve ACME 192.168.32.113 Microsoft | MSSQL Server SQL Server 2008 R2 Management Studio 2012-10-04 07:07-04
22 {ACME - DB MSSQL 2 - WACME 192 168.32.113 Microsoft | MSSQL Server SQL Server 2008 R2 Reporting Services 2012-10-04 07:11:08
23. {ACME - DB MSSQL 2 - Ve ACME 192.168.32.113 Microsoft | MSSQL Server SQL Server 2008 R2 Reporting Services 2012-10-04 07:11:00
24, \ACME - DB MSSQL 2 - VeACME 192.168.32.113 Microsoft | MSSQL Server Sql Server Customer Experience Improvement :2012-10-04 07:04:56
25. {ACME - DB-MSSQL - WelACME 192.168.32.112 Microsoft | Windows Server 2008 R2 Microsoft Application Emror Reporting 2012-10-03 17:49:50
26. /ACME - DB-MSSQL - Wet ACME 192 168.32.112 Microsoft | Windows Server 2008 R2  Microsoft SQL Server 2008 R2 (64-bit) 2012-10-04 07:06:20
27. {ACME - DB-MSSQL - WeEACME 192.168.32.112 Microsoft | Windows Server 2008 R2  iMicrosoft SQL Server 2008 R2 (64-bit) 2012-10-04 07:06:20
28. |ACME - DB-MSSQL - WetACME 192.168.32.112 Microsoft | Windows Server 2008 R2  :Microsoft SQL Server 2008 R2 Native Client  {2012-10-04 07:04:48
29. ACME - DB-M3SAQL - Wet ACME 192.168.32.112 Microsoft | Windows Server 2008 R2  'Microsoft SQL Server 2008 R2 RsFx Driver 2012-10-04 07:08:14
30. 'ACME - DB-MSSQL - WefACME 192 168.32 112 Microsoft | Windows Server 2008 R2  {Microsoft SQL Server 2008 R2 Setup (English):2012-10-03 17:54:38
31. 'ACME - DB-MSSQL - WetACME 192.168.32.112 Microsoft | Windows Server 2008 R2  Microsoft SQL Server 2008 Setup Support Files2012-10-04 07:06:10
32. /ACME - DB-MSSAQL - WefACME 192.168.32.112 Microsoft | Windows Server 2008 R2  Microsoft SQL Server System CLR Types (x64:2012-10-04 07:04:56
33. /ACME - DB-MSSQL - WetACME 192.168.32.112 Microsoft | Windows Server 2008 R2  Microsoft SQL Server VS5 Writer 2012-10-04 07:04:54
34 ACME - DB-MSSQL - WelACME 192 168.32 112 Microsoft | Windows Server 2008 R2  SQL Server 2008 R2 Analysis Senices 2012-10-04 07:08:06
35. |ACME - DB-MSSQL - WetACME 192.168.32 112 Microsoft | Windows Server 2008 R2  iSQL Server 2008 R2 Analysis Senices 2012-10-04 07:08:12
36. {ACME - DB-MSSAL - Wet ACME 192.168.32.112 Microsoft | Windows Server 2008 R2  :SQL Server 2008 R2 Client Tools 2012-10-04 07:07:46

To generate a report on all or multiple software titles in the Sciencelogic platform:

1.

Goto the Software Titles page (Registry > Devices > Software).
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2. Inthe Software Titles page, select the [Report] button.

Software Titles | Titles Found [6331]

Software Tille *

Report Resel Guide

Date of Install

Device Name - Organization 1P Address Device Class | Sub-Class
I

(

@ v

/192 16832113 Microsoft | MSSQL Server
W19216832113  Microsoft | MSSQL Server
W 192.168.32.113  Microsoft | MSSOL Server
19216832113 Microsoft | MSSQL Server
W192168.32.113  Microsoft | MSSQL Server
W192.168.32.113  Microsoft| MSSQL Server
19216832113 Microsoft| MSSQL Server
W19216832.113  Microsoft | MSSQL Server
192 16832113 Microsoft| MSSQL Server
W19216832.113  Microsoft | MSSOL Server
W)192 16832113 Microsoft | MSSOL Server
W19216832113  Microsoft | MSSQL Server
12. | Z) 4] "B AGME - DB MSSQL 2~ WebApp  ACME W 192.168.32.113  Microsoft| MSSCL Server

| = 4ff) "B AGME - DB MSSQL 2 - WebApp WP192.168.32.113  Microsot | MSSQL Server
W19216832.113  Microsoft | MSSQL Server
W192:168.32.113  Microsoft| MSSQL Server
19216832113 Microsoft| MSSQL Server
W19216832.113  Microsoft | MSSOL Server
192 16832113 Microsoft| MSSQL Server
W92 16832113 Microsoft | MSSOL Server

I R R

21 2 g g A D wssaL 2 wessen. 91192 6052103 Vo USS0L S
22. [ ) #f] "@ AGME - DB MSSQL 2- WebApp | ACME W 192.168.32.113  Microsoft| MSSOL Server
2 [0 13 AOHE- DB SSaL 2- s ACHE WIS 62112 Mitosh | USSOL Sarver

W192.168.32.113  Microsoft | MSSQL Server
W19216832.113  Microsoft | MSSQL Server

§ BOINC
F Microsoft Appiication Error Reporting

@ Microsoft SQL Server 2008 R2 (64-bit)

% Microsoft SQL Server 2008 R2 (§4-bit)

@ Microsoft SQL Server 2008 R2 Native Client

B Microsoft SQL Server 2008 R2 RsFx Driver

“F Micros oft SQL Server 2008 R2 Setup (English)
F Microsoft SOL Server 2008 Setup Support Files
@ Microsoft SOL Server System CLR Types (x64)
@ Microsoft SOL Server VSS Writer

@ SOL Server 2008 R2 Analysis Services

@ SOL Server 2008 R2 Analysis Services

@ SOL Server 2008 R2 Client Tools

% SOL Server 2008 R2 Client Tools

@ SOL Server 2008 R2 Gommon Files

B SOL Server 2008 R2 Gommon Files

“F SOL Server 2008 R2 Database Engine Services
¥ SOL Server 2008 R2 Database Engine Services
@ SOL Server 2008 R2 Database Engine Shared
@ SOL Server 2008 R2 Database Engine Shared
F SOL Server 2008 R2 Management Studio

@ SOL Server 2008 R2 Management Studio

3 SOL Server 2003 R2 Reporting Services
 SOL Server 2003 A2 Reporting Services

" Sal Server Customer Experience Improvement Program

201210.05055220 (Ao
201210.03 174850 [ Qo
201240-0407.0620 (o
201210-0407:0620 [ Qo
2012-10-04 070448 [ )
2012-10-04 07:08:14 [ o)
2012-10-03 175438 [J o)
2012-10-0407:06:10 [
2012-10-04 07:04:56 [ 3] o)
201210-04 070454 [ Qe
201210.0407.08:06  [J o
201240-0407.08:12 [ Qo
201240-040707:46 (o
201210.040707:30 [ Qo
2012-10-04 070734 [J el
2012-10-0407:06:20 [ o
2012-10-04 07:08:38  [J] o)
2012-10-04 07:08:32 3] oel
201210-0407.0630 [
2121004070740 [
2124004070744 (Yo
201240-040707:04 [ Qo
201240-0407:41:08 [
201210.0407:11:00 (Yo
2012-10-04 070456 [ ] o)

Titles page will appear in the report.

NOTE: If you want to include only certain software titles in the report, use the "find while you type"
fields at the top of each column. You can filter the list by one or more column headings. You
can then select the [Report] button, and only the software titles displayed in the Software

3. The Export current view as a report modal page appears.

Export cument view as a report X

Output Format: [ Comma-separated values |.csv)

v

|| Force browser to save to disk

4. Inthe Export current view as a report page, you must select the format in which the Sciencelogic platform

will generate the report. Your choices are:

Comma-separated values (.csv)

o Web page (.html)

o OpenDocument Spreadsheet (.ods)
o Excel spreadsheet (.xlsx)

o Acrobat document (.pdf)

5. Selectthe [Generate] button. The report will contain all the information displayed in the Software Titles
page. You can immediately view the report or save it to a file for later viewing.
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Generating an Exclusion Report for a Single Software Title

From the Software Titles page you can generate Software Exclusion Reports. These reports can help

administrators manage patches and software versions. Software Exclusions Reports are generated in .XLSX format.

Software Exclusion Report generated by banderton on 2015-04-17 03:45:57

Report Summary [Microsoft SQL Server 2008 R2 (64-bit)]

Total Devices 102

Unigue Device Categories 3
Unigue Device Classes 1
Titles Found 6

Titles Mot Found 96

Software Excl

ion Report generated by banderton on 20150417 03:45:57

Devices that have [Microsoft SQL Server 2008 R2 (64.bi

Device Name

Organization

IP Address

Device Class | Sub-Class

Software Title

Date of Install

0. {ACME - DB MSSQL 2 - Vi ACME 192.168.32.113 Microsoft | MSSAL Server Microsoft SQL Server 2008 R2 (64-bit) 2012-10-04 07:06:20
1. 1ACME - DB MSSQL 2 - WACME 192.168.32.113 Microsoft | MSSQL Server Microsoft SQAL Server 2008 R2 (64-bit) 2012-10-04 07:06:20
2. IACME - DB-MSSAL - WetACME 192.168.32.112 Microsoft | Windows Server 2008 R2  :Microsoft SQAL Server 2008 R2 (64-bit) 2012-10-04 07:06:20
3. iACME - DB-MSSQL - WelACME 192.168.32.112 Microsoft | Windows Server 2008 R2  iMicrosoft SQL Server 2008 R2 (64-bit) 2012-10-04 07:06:20
4. DEMO-SP-01 HQ Data Center 192.168.41.108 Microsoft | Windows Server 2012 Microsoft SQAL Server 2008 R2 (64-bit) 2014-12-17 05:01:44
5. :DEMO-SP-01 HQ Data Center 192.168.41.108 Microsoft | Windows Server 2012 Microsoft SQL Server 2008 R2 (64-bit) 2014-12-17 05:01:44

Software Exclusion Report generated by banderton on 2015-04-17 03:45:57

Device Name Organization IP Address Device Class | Sub-Class Software Title Date of Install
0. (ACME - WEB IIS 2 - Webi ACME 192.168.32.110 Microsoft | Windows Server 2008 R2 BOINC 2012-10-05 07:01:42
1. JACME - WEB-IIS-1 - Web: ACME 192.168.32.111 Microsoft | Windows Server 2008 R2 BOINC 2012-10-05 10:06:00
2 DEMQ-AP-01.dema scientHQ Data Center 192 168 .41 107 Microsoft | Windows Server 2012 MHone -
3. :DEMO-3QL-01.demo.scieiHQ Data Center 192.168.41.109 Microsoft | Windows Server 2012 Microsoft Help Viewer 1.1 2014-08-28 14:07:48
4. :DEMO-SQL-01.demo.scieiHQ Data Center 192.168.41.109 Microsoft | Windows Server 2012 Microsoft SQL Server 2012 (64-bit) 2014-08-28 14:10:16
5. {DEMO-5QL-01.demo.scie:HQ Data Center 192.168.41.109 Microsoft | Windows Server 2012 Microsoft SQL Server 2012 (64-bit) 2014-08-28 14:10:16
6. :DEMO-5QL-01 demo scie:HQ Data Center 192 168 .41 109 Microsoft | Windows Server 2012 Microsoft SQL Server 2012 Mative Client 2014-08-28 14:10-18
7. :DEMO-5QL-01.demo.scieiHQ Data Center 192.168.41.109 Microsoft | Windows Server 2012 Microsoft SQL Server 2012 Transact-SQL Comi2014-08-28 14:10:26
8. :DEMO-5QL-01.demo_scie:HQ Data Center 192.168.41.109 Microsoft | Windows Server 2012 Microsoft Visual C++ 2010 x64 Redistributable 2014-08-27 12:48:54
9 :DEMO-5QL-01 demo scie;HQ Data Center 192 168 .41 109 Microsoft | Windows Server 2012 Microsoft VSS Writer for SQL Server 2012 2014-08-28 14:10-30
10 DEMQ-SQL-01 demo scie:HQ Data Center 192 168 41 109 Microsoft | Windows Server 2012 Mone 2014-08-28 14:10-02
11. iDEMO-SQL-01.demo.scie:HQ Data Center 192.168.41.109 Microsoft | Windows Server 2012 Senice Pack 2 for SQL Server 2012 (KB29584:2014-09-12 10:21:34
12 :DEMO-5QL-01.demo.scieiHQ Data Center 192.168.41.109 Microsoft | Windows Server 2012 SQL Server 2012 Commaon Files 2014-08-28 14:15:50
13 :DEMO-SQL-01 demo scieiHQ Data Center 192 168 .41 109 Microsoft | Windows Server 2012 SQAL Server 2012 Commaon Files 2014-08-28 14:13-10
14, :DEMO-SQL-01.demo.scie:HQ Data Center 192.168.41.109 Microsoft | Windows Server 2012 SQL Server 2012 Data quality client 2014-08-28 14:15:64
15. :DEMO-5QL-01.demo.scie:HQ Data Center 192.168.41.109 Microsoft | Windows Server 2012 SQL Server 2012 Data guality service 2014-08-25 14:16:44
16. :DEMO-5QL-01.demo.scie:HQ Data Center 192.168.41.109 Microsoft | Windows Server 2012 SQL Server 2012 Data guality service 2014-08-28 14:16:46
17_ :DEMO-SQL-01.demo.scie;HQ Data Center 192.168.41.109 Microsoft | Windows Server 2012 SQL Server 2012 Data quality service 2014-09-12 10:12-04
18. iDEMO-SQL-01.demo.scie:HQ Data Center 192.168.41.109 Microsoft | Windows Server 2012 SQL Server 2012 Database Engine Services  :2014-08-28 14:16:30
19. :DEMO-SQL-01.demo.scie:HQ Data Center 192.168.41.109 Microsoft | Windows Server 2012 SQL Server 2012 Database Engine Senices  :2014-09-12 10:11:22
20_ :DEMO-SQL-01.demo.scie:HQ Data Center 192 168.41.109 Microsoft | Windows Server 2012 SQL Server 2012 Database Engine Shared 2014-08-28 14:16:20
21. :DEMO-SQL-01.demo.scie:HQ Data Center 192.168.41.109 Microsoft | Windows Server 2012 SQL Server 2012 Distributed Replay 2014-08-28 14:15:48
22 :DEMO-SQL-01.demo.scie{HQ Data Center 192.168.41.109 Microsoft | Windows Server 2012 SQL Server 2012 Distributed Replay 2014-08-28 14:15:46
23. :DEMO-3QL-01. demo.scie:HQ Data Center 192.168.41.109 Microsoft | Windows Server 2012 SQL Server 2012 Full text search 2014-08-28 14:16:42
24 'DEMO-SQL-01.demo.scie:HQ Data Center 192.168.41.109 Microsoft | Windows Server 2012 SQL Server 2012 Integration Services 2014-08-28 14:15:56
25 IDEMO-3QL-01.demo.scieiHQ Data Center 192.168.41.109 Microsoft | Windows Server 2012 SQL Server 2012 Integration Services 2014-08-28 14:15:30
26. iDEMO-5QL-01.demo.scie:HQ Data Center 192.168.41.109 Microsoft | Windows Server 2012 SQL Server 2012 Management Studio 2014-08-28 14:19:58

A Software Exclusions Report displays the following:

Name of the software title and the date the report was generated.

o Listof all devices in the Sciencelogic platform that have the software installed.
« List of all devices in the Sciencelogic platform that don't have the software installed. The Sciencelogic

platform includes only appropriate servers in this report. For example, Solaris servers would not appear in a

report for a Windows 2000 patch.
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o The last row in the report displays:
o Total number of devices in report.
o Total number of device categories included in the report.
o Total number of device classes included in the report.
o Number of devices where software is installed.

o Number of devices where software is not installed.
To generate a software exclusion report:

1. Gotothe Device Software page (Registry > Devices > Software).

Software Titles | Titles Found [6331] Reporl Reset
Device Class | Sub-Class Software Tie ~ Date of Instal
I (& v)
1 geme
2 W 19216832113 Microsofl | MSSQL Server B Micresoft Application Error Reporting 2012-10-03 17:49:50
3.
1 W192168.32113  Microsoft | MSSQL Server  Microsoft SQL Server 2008 R2 (64-bit) 2012-10-04 07:06:20
5.
5. WP 19216832.113  Microsoft | MSSQL Server “§ Microsoft SOL Server 2008 R2 RsFx Driver 20121004 07:08: 14
7.
2| 4ff] B AGME - DB MSSQL 2 - WebApp  ~CME W 19216332113 Microsoft| MSSQL Server @ Microsoft SOL Server 2008 Setup Support Files 2012-10-04 07:06:10
© [EfAEDMSSOa e Ao i wweessaises s
10. [ |3 ACME - BB MSSQL 2 - WebApp | ACME W 19216832113 Microsoft | MSSQL Server @ Microsoft SQL Server VSS Wrier 2012-10-04 07:04:54
. [ AN DBz e SO w2t
12 _M:M WP 19216832113 Microsoft | MSSQL Server F SCL Server 2008 R2 Analysis Services 2012-10-04 07:08:12
o (DA cessaLa v fCNE
14, _M:M W 19216832113 Microsoft | MSSQL Server “F SOL Server 2008 R2 Client Tools 2012-10-04 07:07:30
= S (o e e
1. W19216832113  Microsofl | MSSQL Server ¥ SQL Server 2008 R2 Gommon Fies 2012-10-04 07:06:20
.
18, W19216832.113  Microsoft | MSSQL Server J SOL Server 2008 R2 Database Engine Services 2012-10-04 07:08:32
19
. WP 19216832113  Microsoft | MSSQL Server  SOL Server 2008 R2 Database Engine Shared 2012-10-04 07:07:40
21
p>1 W19216332.113  Microsofl | MSSQL Server  SOL Server 2003 R2 Management Studio 2012-10-04 07:07:04
2 3
2 W19216832113  Microso | MSSQL Server ¥ SOL Server 2008 R2 Reporting Services 2012-10-04 07:11:00
=

2. Inthe Software Titles page, find an instance of the software title you want to generate an exclusion report for.
Select its printer icon (ﬂ)

3. You will be prompted to save or view the generated report.
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Device Logs

Viewing Logs for a Device

In the Device Administration panel, the Device Logs & Messages page displays all the messages the
Sciencelogic platform and the Sciencelogic agent, if applicable, have collected from the device. You might find it
helpful to view these log entries during troubleshooting or to manually check on the status of a device.

To access the Device Logs & Messages page for a device:

1. Gotothe Device Manager page (Registry > Devices > Device Manager).

2. Inthe Device Manager page, find the device for which you want to view the device logs. Select its wrench

icon (?)

. swe s -
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[ | | | | I ] [retea] ][ | | ]
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3. Inthe Device Administration panel, select the Logs tab.

Close Properties Thresholds Collections Monitors

| Loss | toomox | interfaces | Belationships |  Lickets | Redirects |  Motes |

Device Mzme  Storeboard-rest-prd.nike.net_80

Schedule

Component Device

o 418 Network Application e
Clzs= FS Networks, Inc Sub-Clzss BIG-P LTM Virtual Server ey
Organization | System Uptime | 0 days, 00:00:00
Root Device  Ib440d.ussac Group / Collector |CUG| emf_ao

Parent Device BIG-IP LTM Service

Device Hostname

Device Logs & Messages | Messages Found [ 5] Actions Reset Guide
[Search All Messages] | | whers Message is like Search

Date Time Source  Event|D  Priority
2014-10-09 18:00:52 Internal 32964 -
. 2014-10-08 17:56:08 Internal = =
. 2014-10-09 17:56:08 Internal 38148 -
. 2014-10-09 17:56:08 Internal 32149 -
. 2014-10-09 17:56:08 Internal 32150

o M

4. The Device Logs & Messages page displays the following about each log entry:

o Date Time. The date and time the entry was made in the log.

« Source. The entity or process that generated the message.

o Syslog. Entry was generated from standard system log generated by device.
o Infernal. Entry was generated by the Sciencelogic platform.
o Trap. Entry was generated by an SNMP trap.
o Dynamic. Entry was generated by a Dynamic Application.
o API. Entry was generated by another application.
o Email. Entry was generated by an email message from a third-party application to the Sciencelogic
platform.
o EventID. If an event was created, a unique event ID, generated by the Sciencelogic platform. If the
log entry is not associated with an event, no ID appears in this column.

e Priority. If applicable, specifies the priority of the syslog message.

o Info. An error occurred.

o Notice. An error has not occurred. Entry denotes normal system activity.
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o N /A. Notapplicable. Entry was not generated by syslog.

Message. Text of the log entry, color coded to match event severity (if applicable).

Viewing Events Associated with a Log Entry

From the Device Logs & Messages page you can view the event generated by each log entry. To do so:

1. Gotothe Device Manager page (Registry > Devices > Device Manager).

2. Inthe Device Manager page, find the device whose log you want to view. Select its wrench icon (L?)

3. Inthe Device Administration panel, select the Logs tab.

[ imteriaces | Golsuonships | Dokets | Rerects | Hotes |

Devioe Mame | 10.7.12.125:5391 d Component Device
Iz | 1606 Metwork.Application
Clzzz  F5 Networks, Inc. Sub-Clzzz | BIG-IP LTM Pool Member I
Crganization | System Uptirz 0 days, 00:00:00 MEMBER

Root Device  |Ib440d.ussacl Group / Collector (CUG | em?_ao A |_'_. (Ll =0 7
Pzrznt Device  Ori-niketown.nike.com_8013

Device Hostname

Device Logs & Messages | Messages Found [ 31 ] Actions
[Search All Messages] |- [ where Message is like

Date Time Source  EwventID Priority

. 2014-10-20 17:11:29 Dynamic 54443 - G-1P: T able (message repeal
. 2014-10-13 15:01:50 Internal 53321 -
. 2014-10-13 15:01:50 Internal 53321 -
2014-10-13 15:01:50 Internal 53321 -

. 2014-10-13 15:01:50 Internal = 53321 -
. 2014-10-13 15:01:50 Internal 53321 -
. 2014-10-13 15:01:50 Internal 53321 -
. 2014-10-13 15:01:50 Internal 53321 -
9. 2014-10-13 15:01:50 Internal 53321 -
10. 2014-10-13 15:01:50 Internal = 53321 -
1. 2014-10-13 15:01:50 Internal 53321 -
12. 2014-10-13 15:01:50 Internal 53321 -
13. 2014-10-13 15:01:50 Internal = 53221 -
14. 2014-10-13 15:01:50 Internal =~ 53321 -
15, 2014-10-13 15:01:50 Internal 53321 -
16. 2014-10-13 15:01:49 Internal 53321 -
17. 2014-10-13 15:01:49 Internal = 53321 -
18. 2014-10-13 15:01:49 Internal =~ 53321 -
19. 2014-10-13 15:01:49 Internal 53321 -
20. 2014-10-13 15:01:49 Internal 53321 -
21. 2014-10-13 15:01:48 Internal 53321 -
22, 2014-10-13 15:01:49 Internal 53321 -
23. 2014-10-13 15:01:49 Internal 53321 -
24, 2014-10-13 15:01:49 Internal 53321 -
25, 2014-10-13 15:01:49 Internal 53321 -
26. 2014-10-13 10:27:06 Internal 50868 -

g~ o kLR
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4. Inthe Device Logs & Messages page, find the log entry you are interested in. Select its event icon (&)

5. The Viewing Events page appears for the device and displays the event associated with the selected log
entry. For details on events, see the manual Events.
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Creating an Event Policy from a Log Entry

From the Device Logs & Messages page, you can create a new event policy based on a log entry. [f a log entry
does not have an event policy already associated with it, the pencil icon (Eﬂ) will appear next to the entry. You can
click on this icon to create a new event policy. After you create an event policy, each time this log entry is
generated for a device, the Sciencelogic platform will frigger an event in the Event Console page.

To create an event policy from a log entry:

1. Gotothe Device Manager page (Registry > Devices > Device Manager).
2. Inthe Device Manager page, find the device whose log you want to view. Select its wrench icon (ji)

3. Inthe Device Administration panel, select the Logs tab.

Device Mame | 8MF_80 = Physical Device
S0 101001008177 Category | SystemEM7
Clzz=  Sciencelogic, Inc. Sub-Clzzs | EMT Albin-One
Crgzrizstion | System Uptrez 9 days, 20:26:38
Callection Mode | Active Collection Time | 2014-10-21 11:20:00
Deszriction  Seigncelogic EMT G3 - Alin-One Group / Collector CUGT | MOSS_ISO_CU

Device Hostname

Device Logs & Messages | Messages Found [ 26 ] Actions Reset Guide
[Search All Messages] [ w || whers Messageis ke | | Search
Date Time Source  EventID  Priority Message s
1. 2014-10-21 11:21:47 Trap - —  Trap Received (No name found for this Trap OID} | Trap Detait (Trap OID: .1.2.3.4.5.6) ﬂ"
2. 2014-10-21 11:20:04 Dynamic G206 —  Physical Memory has : (80%) by (B4%) =
3. 2014-10-21 11:15:04 Dynamic G206 - Physical Memory has exceeded threshold: (80%) currently (30%) (message repeats 2 times) B
4. 2014-10-21 11:00:08 Dynamic - - -
5. 2014-10-21 10:56:16 Internal - —  Completed application discovery on device -
8. 2014-10-21 10:58:16 Internal - - Completed TCP/P port scan -
7. 2014-10-21 10:55:18 Internal - - Ci scan for SSL i -
8. 2014-10-21 10:56:16 Internal - - C IP address i i -
9. 2014-10-21 10:58:16 Internal - - Completed detailed discovery session -
10. 2014-10-21 10:55:51 Internal — - Started detailed discovery session (message repeats 1 time) —
1. 2014-10-21 10:55:15  Dynamic - - -
12. 2014-10-21 10:55:02 Internal - - G IP address = 8
13. 2014-10-21 10:55:02 Internal - —  Completed detailed discovery session 3

14, 2014-10-21 10:55:01 internal 6795 — o
15, 2014-10-21 10:55:01 internal | 6796 — m
18. 2014-10-21 10:55:01 Internal 6797 - L
17. 2014-10-21 10:55:01 Internal 6798 - D
18. 2014-10-21 10:55:01 Internal 6799 - _i\;
16 2014-10-2110:55:01 nternal G200~ |Added dynamic application for device: EMT: Assetinformston . nh
20. 2014-10-21 10:55:01 Internal 8301 —  /Added dymanic application for davice: Host Resolfcs: CRUICaiiig I
21. 20141021 10:58:01 Internal 6302~ Added dynamic application for device: Host Resourcs: Memory Config 1,
22, 2014-10-21 10:55:01 Internal 6203~ |Added dynamic application for devics: Support File System I

23, 2014-10-21 10:55:01 Internal - —  Completed application discovery on device

24, 2014-10-21 10:55:01 Internal - - Completed TCP/P port scan -

25, 2014-10-21 10:55:01 Internal - —  Completed scan for SSL certificates -
26. 2014-10-21 10:54:47 Internal - —  Device record created (Class: Scienceloaic. Inc. | EM7 Albin-One} Sciencelooic. Inc. | EMT7 Al-in-One -7

4. Inthe Device Logs & Messages page, find the log entry from which you want to create an event policy.
Iz
Select its pencil icon (ﬂ)

5. The Event Policy Editor page appears, with some of the fields automatically populated with values from the
selected log entry. For details on defining event policies, see the manual Events.
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Viewing Logs for All Devices

The Audit Logs page (System > Monitor > Audit Logs) displays a list of all actions that have occurred on all
devices.

For details on the Audit Logs page, see the manual System Administration.
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Device Relationships

Overview of Device Relationships

The Sciencelogic platform automatically defines parent and child relationships for certain devices. Users can also
manually define some types of relationships. Devices can have the following types of relationships:

o Layer-2 devices and their clients. Layer-2 relationships are automatically discovered by the platform and can
be created in the Subnet Map (L2) page (Views > Topology Maps > Layer-2).

o Layer-3 devices and layer-2 devices. Layer-3 relationships are automatically discovered by the platform and
can be created in the Layer 3 Map page (Views > Topology Maps > Layer-3).

o Network devices that use CDP (Cisco Discovery Protocol) and devices that are specified as neighbors in the
CDP tables. CDP relationships are automatically discovered by the platform and can be created in the
Subnet Map (CDP) page (Views > Topology Maps > CDP).

o Network devices that use LLDP (Link Layer Discovery Protocol) and devices that are specified as neighbors in
the LLDP tables. LLDP relationships are automatically discovered by the platform and can be created in the
Views > Topology Maps > LLDP page (Views > Topology Maps > LLDP).

« Component devices and their parent devices using Dynamic Application data. For example, virtual
machines and their hypervisors.

o Device relationships between root devices, parent devices, and component devices (Component Mapping).

« Device relationships created using Dynamic Application data. For example, the Dynamic Applications in the
VMware vSphere and NetApp PowerPacks are configured to create relationships between VMware Datastore
component devices and their associated NetApp Volume component devices.

« Generic parent-child relationships, sometimes referred to as Event Correlation relationships or Ad-Hoc
relationships, can be manually created. These relationships can be created in the Device Children page for
the parent device.
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NOTE: The platform also automatically discovers relationships between VMWare hypervisors and VMWare
virtual machines using SNMP data, but only for legacy versions VMWare ESX 3.5 and VMWare
ESX 4.x.

All device relationships are displayed as child and parent relationships. For example:

o Alayer-2 switch is a parent device and a firewall attached to the switch is a child device.
« Alayer-3 routeris a parent device and a layer-2 switch attached to the router is a child device.

o AVMware ESXserveris a parent device and a Linux VM on that server is a child device.

Viewing the List of Device Relationships

The Device Relationships page displays information about every parent-child relationship that has been
automatically created by the platform or manually defined by a user.

For each child device, the Device Relationships page displays at least the MAC address of the child interface
and, if possible, the device name of the child device, the IP address associated with the child interface, the name
ofthe child interface, and the manufacturer of the child interface.

For each parent device, the Device Relationships page displays the device name, the name of the parent
interface, the MAC address of the parent interface, and the manufacturer of the parent interface.

For example, suppose a switch has been discovered by the platform. Suppose that 12 interfaces on that switch are
in use. Suppose that only three of those 12 interfaces are connected to child interfaces that have been discovered
by the platform. The Device Relationships page will display whatever ARP information the platform can retrieve
about the remaining nine child interfaces. In most cases, the platform can retrieve the MAC address and
manufacturer associated with the child interface, even if the child interface has not been discovered by the
plafform.

The relationships in the Device Relationships page are dynamically updated. If the platform discovers a new
relationship, the platform updates the Device Relationships page.

You can view information for each parent-child relationship between two devices managed by the Sciencelogic
platform or for a single parent device managed by the platform and an unknown child device. To view information

on Device Relationships:

1. Go to the Device Relationships page (Registry > Networks > Device Relationships).
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2. The Device Relationships page displays the following information:

TIP: You can sort the list of user device relationships by column. To sort by ascending column value, click on a
column heading. To sort by descending column value, click on the same column heading a second time.

NOTE: The Device Relationships page respects multi-tenancy rules. This means that you can view
relationships in this page only if both devices are aligned with an organization of which you are a
member.

vice | Found [3]
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« Child. Ifthe child device has been discovered by the Sciencelogic platform, this column contains the
name of the device and a link to the Device Relationships page for the child device.

o Child IP. If the child device has been discovered by the platform, this column contains the IP address
through which the child communicates with the parent device.

« Child Interface. If the child device has been discovered by the platform, this column contains the
name of the interface through which the child device communicates with the parent device and a link
to the Interfaces Found page for the child interface.

o Child Phys Addr. The physical address (MAC address) for the interface through which the child
device communicates with the parent device.

« Child IF Manufacturer. If included in the MAC address, the manufacturer of the child interface.

o Parent. The name of the parent device and a link to the Device Relationships page for the parent
device.

o Parent Interface.The name of the interface through which the parent device communicates with the
child device and a link to the Interfaces Found page for the parent interface.

« Parent IF Alias. Easy-to-remember, human-readable name for the interface on the parent device.

« Parent Phys Addr. The physical address (MAC address) for the interface through which the parent
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device communicates with the child device.
e Parent IF Manufacturer. If included in the MAC address, the manufacturer of the parent interface.

o Type. Describes the relationship between the parent device and child device. Possible values are:

o CDP

o LLDP

o Component Mapping

o Component Relationship
o Event Correlation

o Layer-2

o Layer-3

o VMware

Filtering the List of Device Relationships

You can filter the list on the Device Relationships page by one or more parameters. Only device relationships that
meet all the filter criteria will be displayed in the Device Relationships page.

Tofilter by parameter, enter text into the desired filter-while-you-type field. The Device Relationships page
searches for device relationships that match the text, including partial matches. By default, the cursor is placed in
the left-most filter-while-you-type field. You can use the <Tab> key or your mouse to move your cursor through

the fields. The list is dynamically updated as you type. Text matches are not case-sensitive.

You can also use special characters to filtler each parameter.

Filter by one or more of the following parameters:
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Child. You can enter text fo match, including special characters, and the Device Relationships page will
display only device relationships that have a matching device name on the child device.

Child IP. You can enfer text to match, including special characters, and the Device Relationships page will
display only device relationships that have a matching IP address on the child interface.

Child Interface. You can enter text to match, including special characters, and the Device Relationships
page will display only device relationships that have a matching name on the child interface.

Child Phys Addr. You can enter text to match, including special characters, and the Device Relationships
page will display only device relationships that have a matching MAC address on the child interface.

Child IF Manufacturer. You can enter text to match, including special characters, and the Device
Relationships page will display only device relationships that have a matching manufacturer for the child
interface.

Parent. You can enter text to match, including special characters, and the Device Relationships page will
display only device relationships that have a device name on the parent device.
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o Parent Interface. You can enter text to match, including special characters, and the Device Relationships
page will display only device relationships that have a matching name on the parent interface.

o Parent IF Alias. You can enter text to match, including special characters, and the Device Relationships
page will display only device relationships that have a matching IF alias on the parent interface.

o Parent Phys Addr. You can enter text fo match, including special characters, and the Device Relationships
page will display only device relationships that have a matching MAC address on the parent inferface.

o Parent IF Manufacturer. You can enter text to match, including special characters, and the Device

Relationships page will display only device relationships that have a matching manufacturer for the parent
interface.

« Type. You can enter text to match, including special characters, and the Device Relationships page will
display only device relationships that have a matching type.

Viewing the Relationships for a Single Device

You can view all links for a single device in the Device Relationships page, in the Device Properties panel. To
view all links for a single device:

1. Go to the Device Relationships page (Registry > Networks > Device Relationships) and click the Device
Properties icon (a) for the device you want to see relationships. If a link has been defined on a device, you
can also go to the Device Manager page (Registry > Devices > Device Manager), click the wrench icon for
a device ( ?) and click the [Relationships] tab in the Device Properties pane.
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2. The Device Relationships page appears. The left pane of the Device Relationships page displays links to

226

parent devices. The right pane of the Device Relationships page displays links to child devices. For each
relationship, the Device Relationships page displays the following information:

Thresholds Collections Schedule
Relationships

Devicz Name  Topology Switch B
o 10.40403|37
= Cisco Systems

p=  Physical Device
Network Switches
Catalyst 29123
System 0 days, 00:00:00
Active ol = 2012-03-30 17:15:00
n Cigco Internetwork Operating System Software[JAIDS (tm) C28003 Group / Solleoter

ImIe
cisco

Catalyst

1P Ad.

CUG | em7_ao
Device Relationships [otions | Reset | e |
Layer 2
Local WIFa0/M12 Parent Device: aTD pology Switch A

Interface: NI WL1

« Type of relationship. Possible values are:

o Layer 2. Layer-2 devices and their clients.
o Layer 3. Layer-3 devices and layer-2 devices.
o VMware. Hypervisors and their virtual machines.

o CDP. Network devices that use CDP (Cisco Discovery Protocol) and devices that are specified as
neighbors in CDP tables.

o LLDP. Network devices that use LLDP (Link Layer Discovery Protocol) and devices that are specified
as neighbors in LLDP tables.

o Event Correlation. Relationships defined manually by users through the user interface.
o Component Mapping. Relationships defined using Dynamic Applications.

o Child Interface. Name of the interface through which the child device communicates with the parent
device and a link to the Interfaces Found page for the child interface.

o Parent Device. The name of the parent device and a link to the Device Properties page for the
parent device.
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o Parent Interface. The name of the interface through which the parent device communicates with the
child device and a link to the Interfaces Found page for the parent interface.

NOTE: Clicking on a device reloads the Device Relationships page and makes the selected device the
primary device.

The Device View Page

The Device View page appears when a user clicks the Topology tab in the Device Reports panel. The Device
View page displays a map of the device and all of the devices with which the device has relationships.

Topology |  Contigs | Jownsls | lieriees |
[ eens | Tiokers | ISSNNSN (NSRRI S| SR organization |

Device Nare  em7_ao_dbarker_7_5.10.0.6.101 ‘Component Device

Iz | 582 ¢ Servers\Mware
Clz== | VMware = Virtual Machine
Orga Weenter Uptirme | 0 days, 00:00:00 Virtual Machine |
labvcentersS Group / Collector | WCUG | Unknown

Farznt 10.0.10.55

Device Hostname

Device View Reset Guide

»

‘ Host System
1y ol S
10.0.10.55

W Component Mapping

. VMware: HostSystem/Datastore Relation

VMuware: HostSystem/Network Relation

Wl VMware: HostSystem/\VM Relation

I VMware: VM/Datastore Relation

B VMware: VM/Network Relation

| Virtual Machine I
1\ ff| ) G
em7_ao_dbarker 7 5.10.
0.6.101

These relationships include:

o Layer-2 devices and their clients
o Layer-3 devices and Layer-2 devices

« Component devices and their parent devices. For example, virtual machines and their hypervisors and their
virtual machines.
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o Network devices that use CDP (Cisco Delivery Protocol) and devices that are specified as neighbors in CDP
tables

o Links between network devices that use CDP (Cisco Discovery Protocol) and devices that are specified as
neighbors in CDP tables

o Network devices that use LLDP (Link Layer Delivery Protocol) and devices that are specified as neighbors in
LLDP tables

o Links between network devices that use LLDP (Link Layer Discovery Protocol) and devices that are specified
as neighbors in LLDP tables

« Device relationships between root devices, parent devices, and component devices (Component Mapping)
o Device relationships created with Dynamic Applications

o Manually created parent-child relationships that affect event correlation

NOTE: Double-clicking on a device reloads the Device View page and makes the selected device the
primary device.

For details on the toolbars that appear in this page, see the Views manual.

Event Correlation

In the Sciencelogic platform, event correlation means the ability to build parent-child relationships between
devices and their events. When events are correlated, only the parent event is displayed in the Event Console

page.

« Inthe Event Console page, the child events are rolled up and nested under the parent event and are
displayed only if you click on the magnifying-glass icon ().

o Forthe parent event, the Count column will be incremented to indicate the number of correlated child
events.

For details on event correlation, see the manual titled Events.
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Defining Device Relationships

The Device Children modal page allows users to select one or more devices to become children of the currently
selected device.

To add children to a device:

1. Gotothe Device Manager page (Registry > Devices > Device Manager).

2. Inthe Device Manager page, find the device for which you want to add children devices. Select the wrench
icon (y)for that device.

3. The Device Properties page appears:

NOTE: You cannot create parent-child relationships for devices with a Device Category of Virtual.

Thresholds | Collections
| toss | Toobox | lInterfaces | Relationships |

Device Name | 10200141 Physical Device
1P gdress /1D | 10.20,0441 | 17 Category | Network Switches il
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Orgznization | System Uptime | 90 days, 14:53:48 Catalyst |

Collection Mod= | Active Callzction Time | 2014-10-21 11:50:00
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Device Hostname
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Availabiity Port [ [UDP 161 - SNMP] ’
| I 1 Ell [ 1 EI Device Groups (Ctri+Al+D)
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Avail+Latency Alert [ [Disable] I=l Product Catalog
User Mai e | [Disabled] [=] [ Maintenance Collection Enabled] | Report Creator
Collection | [Enabled] [=][ICUGT] =] Resource Usage (CiriAlt+U)
d Credentials
Coll. Type | [Standard] El TR AR I
Merge Device
Critical Ping | [Disabled] El
Dashboard [ None [=]
Preserve Hostname
Event Mask | [Group in blocks every 10 minutes] EI
Dizable Asset Update
|_Save | B

4. Inthe Device Properties page, select the [Actions] menu. From the list of options, select Device Children.
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5. The Device Children modal page appears.
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6. Inthe Device Children page, select one or more devices to be children of the current device.

7. Selectthe [Save Jbutton.

Device Categories that Don't Support Parent-Child Devices

A device category is a logical categorization of a device by primary function. The Sciencelogic platform uses
device categories to group related devices in reports and views.

Device categories are paired with device classes to organize and describe discovered devices. The device class
usually describes the manufacturer and model of a device. The device category describes the function of the
hardware.

Devices that are members of the following device categories cannot be assigned children devices:

o Office Printers, Device Category #4

o Workstations, Device Category #6

o Environmental.Utility, Device Category #8

o Environmental.HVAC, Device Category #9

o Environmental.Security, Device Category #10

o System.Tape, Device Category #17
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Office.Copiers, Device Category #22
Office.Facsimiles, Device Category #23
Telephony.Phone, Device Category #36
Office.Plotter, Device Category #40
Pingable, Device Category #98

Virtual, Device Category #97

To determine a device's device category, look in the Category field in any page in the Device Administration or
Device Management pages.

Events that May Not Be Displayed in the Event Console

In the Sciencelogic platform, there are four types of events that might not be displayed in the Event Console:

Rolled-up events. Multiple occurrences of the same event on the same device. When the same event
occurs multiple times on a single device, the Sciencelogic platform does not display each occurrence in the
Event Console. Instead, the Sciencelogic platform displays a single entry and notes the number of
occurrences in the Count column.

Suppressed Events. Suppressed events do not appear in the Event Console.

Topology Events. In the Sciencelogic platform, event correlation or topology suppression means the ability
to build parent-child relationships between devices and between events. When events are correlated, only
the parent event is displayed in the Event Console page. The magnifying-glass icon (%) appears to the left
ofthe parent event. When you click on the magnifying-glass icon, the list of child events is displayed. The
child events are rolled up under the parent event and are not displayed in the Event Console page. For the
parent event, the count column will be incremented to indicate the number of correlated child events.
Optionally, you can define event categories that allow the Sciencelogic platform to more efficiently align
suppressing events with suppressible events. When you align an event category to a suppressing or
suppressible event, that event will be correlated with only events that are aligned with the same event
category.

Event Masks. In the Device Properties page for each device, you can define an Event Mask. When a
device uses the Event Mask setting, events that occur on a single device within a specified span of ime are
grouped together. In the Event Console, masked events are displayed under a single event, the one with
the highest severity. The magnifying-glass icon (%) appears to the left of the event. When you click on the
magnifying-glass icon, the list of all events that are masked under event is displayed.

Defining Event Correlation

To manually configure event correlation, you must define two types of events:

Suppressing events. If this event occurs on a parent device, the Sciencelogic platform will search all related
children devices for suppressible events. On the children devices, all suppressible events will be
suppressed. Only the suppressing event will appear in the Event Console. The suppressible events will not
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appear in the Event Console page.

o Suppressible events. This type of event is suppressed on a child device only when a suppressing event
occurs on the parent device.

NOTE: If you configure event categories, the suppressing and suppressible events must be associated with the
same category for correlation to occur. If you do not configure event categories, each and every
suppressing event that occurs on a parent device will cause the Sciencelogic platform to suppress all
suppressible events on the associated children devices.

To define an event as a suppressing event:

1. Goto the Event Policy Manager page (Registry > Events > Event Manager).

2. Inthe Event Policy Manager page, select the wrench icon ( fﬁ) of the event that you want to define as the

suppressing event. .

3. The Event Policy Editor page appears.

4. Inthe Event Policy Editor page, select the [Advanced] tab.

5.

[] Use Multi-match &
[7] Use Message-match &

Healthy: APC: Diagnostics Schedule Set [955]

Healthy: APC: Percent Battery Remaining Mo Longer Critical [344]
Healthy: APC: Temperature has retumed to normal [361]

Healthy: APC: UPS Mot on Batteny [350]

Healthy: APC: UPS Mot Running on Battery [947]

Healthy: APC: Zero Defective Battery Packs [343]

Healthy: Blue Coat: attack status normal [1977]

Healthy: Brocade Switch: Admin Status Online [1536]

Healthy: Brocade Switch: Operational Status Online [1337]

Healthy: Brocade Switch: POST Retumed Embed Port Ckay [1938]
Healthy: Cisco (Tandberg C Series): Auto Answer Mode is now On [1418]
Healthy: Cisco (Tandberg C Series): DV Input is now connected [1428]

Healthy: Cisco {Tandberg C Series): H.323 Gateleeper is now enabled ani
[ Healthy: Cisco (Tandberg C Series): HDMI Input is now connected [1426{j

Event Policy Editor | Editing Event Policy [1425] | mew | Reset | Guide |
T T p—
Occurrence Count First Match String
[[Dssbied] el @
Occurrence Time Second Match String
[[Dssbied] el @
Expiry Del
| [Thour] *piry Delay E| 0 Identifier Pattern Override Yiype
| | @ [[Here] Fle
Detection Weight
Electon ey Identifier Format
| [0-Frt] El (7] | | @
Link-Alert
| I_[Gisco (Tandberg C Series). HDMI Input is B [7] Auto-Clear Topology Suppression
Component Type Healthy: AKCP: AC Voltage sensor now reporting Nomal Status [1523] -« | 4 |Suppre55ing El @
| [N/A] lz' Healthy: AKCP: DC Voltage sensor retumed to Normal Status [1530] F =
Healthy: AKCP: Dry contact sensor now Normal [1521] = Lategory
Healthy: AKCP: Smoke detector now Mommal Status [1518] [ None Selected | -~
External Event Id Healthy: AKCP: Water sensor now Normal [1519]
| | & | | Healthy: Alteon: Primary Power Supply Healthy [1409]
Healthy: Alteon: Redundant Power Supply Healthy [1410]
Extarnal Category Healthy: APC: Batteries Do Not Need Replacement [346]
[ | @ ||Healthy: APC: Battery Charge Nomal [345]
Healthy: APC: Battery Run Time Remaining No Longer Critical [342]
Match Logic Healthy: APC: Calibration Test Completed [954]
Healthy: APC: Communication Status Okay [349]
[ e © || Heaktny: APC: Diagnostc Test Passed [953]

T T

6. Click [Save].
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In the Topology Suppression field, select Suppressing.
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In the future, when this event occurs on a device, the Sciencelogic platform will check if the device is a
parent device. Ifthe device is a parent device, specified events (suppressible events) with the same category
will be suppressed on the children devices.

To define an event as a suppressible event:

1. Gotothe Event Policy Manager page (Registry > Events > Event Manager).

2. Inthe Event Policy Manager page , select the wrench icon ( 9') of the event that you want to define as the
Suppressible event.

3. The Event Policy Editor page appears.
4. Inthe Event Policy Editor page, select the [Advanced] tab.

Event Policy Editor | Editing Event Policy [1425] | wew | Reset | Guide |
[ Paly | Advenced | Suppression
Occurrence Count First Match String
[Draed ] Fle|l @
Occurrence Time Second Match String
[[Disabled ] =@ @
Expiry Del
| [Thour] Py Jeay E| 0 Identifier Pattern Override Yiype
| | @ [[Nenc] [-]@
Detection Weight
Stecton e Identifier Format
| [0-Frst] El [T} | | @
Link-Alert
| |_ [Cisco (Tandberg C Series). HOMI Input is EI 7] Auto-Clear Topology Suppression
Component Type Healthy: AKCP: AC Voltage sensor now reporting Nommal Status [1523]  » | & |Suppressib\e El 5
| [N/A] EI Healthy: AKCP: DC Voltage sensor retumed to Normal Status [1530] 7
Healthy: AKCP: Dry contact sensor now Nomal [1521] m TRy
Healthy: AKCP: Smoke detector now Mormal Status [1518] [ None Selected | - | &
External Event Id Healthy: AKCP: Water sensor now Normal [1519]

| |9 Healthy: Alteon: Primary Power Supply Healthy [1409]

Healthy: Alteon: Redundant Power Supply Healthy [1410]

External Category Healthy: APC: Batteries Do Not Need Replacement [346]

[ | @ ||Healthy: APC: Battery Charge Nomal [345]

Healthy: APC: Battery Run Time Remaining No Longer Critical [342]

Match Logic Hesalthy: APC: Calibration Test Completed [954]
Healthy: APC: Communication Status Okay [345]
[[Text Search] -le Healthy: APC: Diagnostic Test Passed [353]
[7] Use Mutti-match @ Healthy: APC: Diagnostics Schedule Set [55]
Healthy: APC: Percent Battery Remaining Mo Longer Critical [344]
[C] use Message-match & Healthy: APC: Temperature has retumed to normal [961]

Healthy: APC: UPS Mot on Batteny [350]

Healthy: APC: UPS Not Running on Battery [347]

Healthy: APC: Zero Defective Battery Packs [343]

Healthy: Blue Coat: attack status normal [1977]

Healthy: Brocade Switch: Admin Status Online [1936]

Healthy: Brocade Switch: Operational Status Online [1337]

Healthy: Brocade Switch: POST Retumed Embed Port Okay [1938]
Healthy: Cisco {Tandberg C Series): Auto Answer Mode is now On [1418]
Healthy: Cisco (Tandberg C Series): DV Input is now connected [1428]
Healthy: Cisco (Tandberg C Series): H.323 Gatekeeper is now enabled an/ e
[ Healthy: Cisco (Tandberg C Series): HDMI Input is now connected [1426{j

e | s as ]

5. Inthe Topology Suppression field, select Suppressible.
6. Click [Save].

In the future, when this event occurs on a device, the Sciencelogic platform will check if the device is a child
device. Ifthe device is a child device, the platform will check to see if a suppressing event with the same
category has occurred on the parent device. If a suppressing event has occurred on the parent device, the
specified event will be suppressed on the child device.

For example:

« Suppose you have a device named Boise-DMZ. Suppose this device is a Cisco Catalyst switch. Suppose we
define this switch as a parent device.

Device Relationships 233



o Suppose we have a device named HQ-W2K3-VCO1. Suppose this device is a server. Suppose we define this
server as a child device to Boise-DMZ.

o Suppose we define the event "Poller: Interface operationally down" as a suppressing event.
« Suppose we define the event "Poller: Device not responding” as a suppressible event.
« Suppose we associate both events with the same event category.

o Ifan interface goes down on the switch Boise-DMZ, the platform will not be able to communicate with the
server, HQ-W2K3-VCO1, attached to the switch.

« Soifthe event"Poller: Interface operationally down" occurs on Boise-DMZ, the event "Poller: Device not
responding" will be suppressed on the server HQ-W2K3-VCOT. In the Event Console page, only the event
"Poller: Interface operationally down" on the device Boise-DMZ will appear.

Layer-2 Topology Collection

A layer-2 topology record describes a direct network connection between a parent device (a Network Switch or
Network Bridge) and a child device. The child device is either:

« Another bridge device discovered in the platform

o Anothertype of device that is discovered in the platform

o Adevice that is not discovered in the platform
Every hour, the platform collects information from the Bridge-MIB from all discovered network switches and

bridges. Network switches and bridges that support the Bridge-MIB report information about all MAC addresses for
which that network switch or bridge has forwarding information.

During collection, the platform performs the following steps:

o Compiles a list of all devices to poll. The platform polls devices that have a Device Category of
"Network.Switches" (ID 2) or "Network.Bridges" (ID 19). The Device Category is defined in the Device Class
assigned to the device.

« Ifthe Enable Community String Indexing (VLAN Topology) checkbox is selected in the Behavior
Settings page (System > Settings > Behavior), the platform compiles a list of vLANs for which data should
be collected using the CISCO-VTP-MIB. A vLAN is added 1o the list of VLANs only if the vLAN state is 1
(operational) and the vLAN type is 1 (ethernet). If the Enable Community String Indexing (VLAN
Topology) option is disabled, the platform performs collection for vLAN 1 only.

o Foreach vLAN on each device, the platform polls the Bridge-MIB to collect the list of all MAC addresses for
which that network switch or bridge has forwarding information.

o The platform stores a MAC address record if:
o The status of the record is "3" (learned).

o An iflndex value was collected successfully for the associated port index.
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The information collected from the Bridge-MIB does not explicitly indicate which devices are directly connected to
a network switch or bridge; switches and bridges will report forwarding information for MAC addresses that are
several network hops away from the switch or bridge. A second "crunch" process creates layer-2 topology
relationships by evaluating all of the collected MAC address records holistically.

CDP Topology Collection

A CDP Topology record describes a direct network connection between a parent device (a Network Switch or
Network Router) and a child device. CDP stands for "Cisco Discovery Protocol," a proprietary standard that is used
by networking devices to communicate configuration information to the other devices in the network. Devices that
support CDP store and report information received about theirimmediate neighbors.

CDP is a proprietary protocol developed by Cisco and is not supported by all network hardware. If your network
includes both CDP-enabled and non-CDP network switches and routers, the topology data reported by the CDP-
enabled devices might not be accurate.

Device Relationships 235



Suppose a network includes three switches connected in the following way:

Switch A
(CDP Enabled)

Switch B
(Non-CDP)

Switch C
(CDP Enabled)

o Switch A and Switch C, which are both CDP-enabled, broadcast CDP messages.

o Because Switch B is not CDP-enabled, the broadcast messages from Switch A will reach Switch C.
Therefore, Switch C will report that it is directly connected to Switch A.

o Conversely, the broadcast messages from Switch C will reach Switch A. Therefore, Switch A will report that it
is directly connected to Switch C.

In addition to the CDP data collected from the switches in this example, the platform might also collect layer-2
topology data that can be used to create correct topology links. However, each discovered interface can be
associated with only one topology record of any type. If a conflict exists between the collected CDP topology data
and the collected layer-2 topology data, the CDP topology data takes precedence. In the example above, the CDP
topology data will be inaccurate, but the layer-2 data might be accurate. Therefore, if your network includes both
CDP-enabled and non-CDP network switches and routers, you might want fo disable CDP topology collection in
the Behavior Settings page (System > Settings > Behavior).
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If CDP collection is enabled, the platform collects information from the Cisco-CDP-MIB from all discovered
network switches and routers. The platform polls devices that have a Device Category of "Network.Switches" (ID
2) or "Network.Routers" (ID 1). The Device Category is defined in the Device Class assigned to the device.
Network switches and routers that support the Cisco-CDP-MIB report the IP address and interface information for
all directly connected devices that are CDP-enabled.

NOTE: Although the platform polls all network switches and routers for CDP information, not all network
switches and routers support CDP.

Each discovered interface can be associated with only one topology record of any type. Therefore, the same
"crunch" process that creates layer-2 topology records is also responsible for creating the CDP records based on
the collected data. However, unlike layer-2 topology records, the Cisco-CDP-MIB reports only directly connected
devices. Therefore, if all associated interfaces are valid and available, there is a 1:1 mapping between collected
CDP relationships and the CDP relationships created by the "crunch" process.

To view CDP maps, go to the Subnet Map (CDP) page (Views > Topology Maps >CDP). For details on viewing
CDP maps, see the Views manual.

LLDP Topology Collection

An LLDP topology record describes a direct network connection between a parent device (a Network Switch or
Network Router) and a child device. LLDP stands for "Link Layer Discovery Protocol," a standard used by
networking devices to communicate configuration information to the other devices in the network. Devices that
support LLDP store and report information received about theirimmediate neighbors.

If your network includes both LLDP-enabled and non-LLDP network switches and routers, the topology data
reported by the LLDP enabled devices might not be accurate.
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Suppose a network includes three switches connected in the following way:

Switch A
(LLDP enabled)

Switch B
(Non-LLD )

Switch C
(LLDP enabled)

o Switch A and Switch C, which are both LLDP-enabled, broadcast LLDP messages.

o Because Switch B is not LLDP-enabled, the broadcast messages from Switch A will reach Switch C.
Therefore, Switch C will report that it is directly connected to Switch A.

« Conversely, the broadcast messages from Switch C will reach Switch A. Therefore, Switch A will report that it
is directly connected to Switch C.
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In addition to the LLDP data collected from the switches in this example, the platform might also collect Layer-2
topology data that can be used to create correct topology links. However, each discovered interface can be
associated with only one topology record of any type. If a conflict exists between the collected LLDP topology data
and the collected Layer-2 topology data, the LLDP topology data takes precedence. In the example above, the
LLDP topology data will be inaccurate, but the Layer-2 data might be accurate. Therefore, if your network includes
both LLDP-enabled and non-LLDP network switches and routers, you might want to disable LLDP topology
collection in the Behavior Settings page (System > Settings > Behavior).

If LLDP collection is enabled, the platform collects information from the LLDP MIB from all discovered network
switches and routers. The platform polls devices that have a Device Category of "Network.Switches" (ID 2) or
"Network.Routers" (ID 1). The Device Category is defined in the Device Class assigned to the device. Network
switches and routers that support the Cisco-LLDP-MIB report the IP address and inferface information for all directly
connected devices that are LLDP-enabled.

NOTE: Although the platform polls all network switches and routers for LLDP information, not all network
switches and routers support LLDP.

Each discovered interface can be associated with only one topology record of any type. Therefore, the same
"crunch" process that creates Layer-2 topology records is also responsible for creating the LLDP records based on
the collected data. However, unlike Layer-2 topology records, the -LLDP MIB reports only directly connected
devices. Therefore, if all associated interfaces are valid and available, there is a 1:1 mapping between collected
LLDP relationships and the LLDP relationships created by the "crunch" process.

Layer-3 Topology Collection

Layer-3 topology records are created by performing a traceroute command from a Data Collector or the All-In-
One Appliance to the discovered network hardware every two hours:

o Foreach "hop" in a traceroute that specifies an IP address associated with a discovered device, the platform
creates a layer-3 topology record that connects the device from the previous hop to the device for the current
hop.

« Layer-3 topology records are created only when both devices are discovered; layer-3 topology records are
not created when one or both of the two devices is unknown.

o [fthe IP address associated with a hop is associated with an unknown device, the platform does not store that
hop or any subsequent hops for that traceroute.

o Layer-3 topology records describe only that two devices are connected; layer-3 topology records do not
describe which interfaces on those devices are connected.

For the platform to create layer-3 topology records, the following requirements must be met:

« Alltraceroute commands for layer-3 topology collection originate from Data Collectors or an All-In-One
Appliance. Therefore, the parent node(s) in the layer-3 topology is always a Data Collector or the All-In-One
Appliance. For the platform to create layer-3 topology records, all Data Collectors and All-In-One
Appliances must be discovered.
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o The platform performs traceroute commands to devices that have the L3 Topology option enabled. The L3
Topology option is defined in the device class assigned to a device. For the platform to perform layer-3
topology collection, at least one device in your system must have the L3 Topology option enabled in the
device class.

o Your network configuration must allow the traffic generated by the traceroute commands. To test whether
your network allows this traffic, go to the Device Toolbox page (by clicking the [Toolbox] tab in the Device
Administration panel) for a device with the L3 Topology option enabled, and then click the Traceroute
icon.

NOTE: A device that has the L3 Topology option disabled can still be associated with a layer-3 topology
record. If an IP address associated with a device that has the L3 Topology option disabled appears as
a "hop" in a traceroute command performed for a different device, the device with the L3 Topology
option disabled will be associated with the layer-3 topology records that represent the hops to and
from that device.
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13

SSL Certificates

Monitoring SSL Certificates

Secure Sockets Layer (SSL) is a cryptographic protocol that provide security and data integrity for communications
over TCP/IP networks such as the Infernet. SSL allows client/server applications to communicate across a network
in a way that prevents eavesdropping, tampering, and message forgery.

SSL uses certificates to verify communication and encrypt message. The certificate issuer (also known as the
certificate authority or CA) is an organization that issues digital certificates (digital IDs). These digital IDs (called
keys) authenticate the identity of people and organizations over a public system such as the Internet. These keys
also allow senders and receivers to encrypt messages and un-encrypt replies.

During discovery and nightly auto-discovery, the platform can search for all SSL certificates. If you specify a
discovery level and/or a rediscovery level of "3" or greater (in the Behavior Settings page), the platform will then
collect information about each discovered SSL certificate. You can specify values in the Asset & SSL Certificate
Expiry fields (also in the Behavior Settings page), and the platform will generate the following events to remind
you when an SSL certificate is about to expire or has expired:

o SSL Certificate due to expire soon. This event will be launched at the time specified in the Behavior Settings
page, in the SSL Certificate Expiry Soon field.

o SSL Certificate due to expire imminently. This event will be launched at the time specified in the Behavior
Settings page, in the SSL Certificate Expiry Imminent field.

o SSL certificate has expired.

o SSL certificate has been renewed. This event will be launched when an SSL cerificate has been renewed.

In the SSL Certificate Monitoring page (Registry > Monitors > SSL Cerfificates) you can view a list of all
discovered SSL certificates and their expiration dates.
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System Settings that Affect SSL Certificates in the
Sciencelogic Platform

In the Behavior Settings page (System > Settings > Behavior), the following seftings affect how the Sciencelogic
platform monitors SSL Certificates:

Interface URL  [htps/em7.mydomain.com | Use CDP Topology Enable Community String Indexing (VLAN Topology) [
Force Secure HTTPS ] Default Country [ [ Unted States |
Password Expraton [ asatiea | =] System Timezone  [[_uTC] [=]
Password Hash Method [ (DS (egacy) ] = NS Detection Disable

Password Minimum Length 5 | Port Poling Type | [ alf Open [=]

Account Lockout Type | [ Lockout by Usemame (defaulty] [=] Inital Discovery Scan Level [[ 4 Advanced Fort Discovery | =]

Account Lockout atiempts {3 atompts | = Rediscovery Scan Level (Nghty) [ {4 Advanced PortDiscavery | =

Login Doty [ Disabled] [=] T Dscovery Scan Thotle [ [Disableal =1

Single Instance Login (Admins) |[mﬁmm] E| [4 Port Scan All Ps. |[1 Enabled | E|

Single nstance Login (Users) [ [ Disabled | B e Port Scan Timeout [ [ 120000 Msec. ]

Account Lockout Duration [ hour ] [+] Restart Windows Services (Agent required) [0, Disabled ] =]

Lockout Contact information |SDILSCLLUGIC ‘ Hostname Precedence |[5NMp 1 E|

Login Header Tite | ‘ Interface Name Precedence | [ Interface Name]

System Mentifier | ] DNS Hostnames [ [ strip Domain Name (Hostname) ] =]

Ping & Pl Tmeout (Wsee ) [ 1000 = Event Ciering ode [ Glear Al n Grous ] =

SNHP Poll Timeout (Wsec.) [ [1000] =] Patch Waintenance Minimum Severty [10 Heatthy] =1

SNWP Faiure Retries (1] =] SSL Certificate Expiry Soon |4 months ] [=]

Inttially Discovered interface Poll Rate | 15 minutes | E| SEL Certificate Expiry Imminent | [1 wesk]

DHCP Communty Strings  [public FVVRTaney EXOry monh ] =1

(Comma seperatec) Domain Name Expiry [[1 montn] =

Strip FQDN From Inbound Email Bevice Name [ [ Enabled] [=] Validate Phone Nurber [ [ Disabled ]

Event Console Ticket Life Ring Button Gehavior [ [ Create / View EM7 Ticket] [+] Dashboard Waximum Series Count Per Widget  [[&] [=]

Prevent Browser Saved Credentia () Display Previous Login In Footer ]
Ignore trap agent-addr varbind [
| s | |

« Initial Discovery Scan Level. Specifies the data to be gathered during the discovery session. The options
are:

o 0. Model Device Only. Discovery tool will discover if device is up and running and if so, collect the
make and model of the device. The platform will then generate a device ID for the device, so it can be
managed by the platform.

o 1. Initial Population of Apps. Discovery tool will search for Dynamic Applications to associate with the
device. Discovery will also perform "0. Model Device Only" discovery.

o 2. Discover SSL Certificates. Discovery tool will search for SSL certificates and retrieve SSL data.
Discovery tool will also perform "1. Initial Population of Apps", and "0. Model Device Only".

o 3. Discover Open Ports. Discovery tool will search for open ports. Discovery tool will also perform "2.
Discover SSL Certificates", "1. Initial Population of Apps", and "0. Model Device Only".

NOTE: If your system includes a firewall and you select option 4, discovery may be blocked and/or may be
taxing fo your network.
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o 4. Advanced Port Discovery. Discovery tool will search for open ports, using a faster TCP/IP
connection method. Discovery tool will also perform "2. Discover SSL Certificates", "1. Initial
Population of Apps", and "0. Model Device Only".

o 5. Deep discovery. Discovery tool will perform advanced OS/service fingerprinting on detected open
ports.

NOTE: If your system includes a firewall and you select option 4, some auto-discovered devices may remain

in a pending state (purple icon) for some time after discovery. These devices will achieve a healthy
status, but this might take several hours.

« Rediscovery Scan Level (Nightly). Specifies the data to be gathered/updated each night during the

o SSL Certificate Expiry Soon. Specifies when the platform should notify the user that the SSL Certificate is

o SSL Certificate Expiry Imminent. Specifies when the platform should send a more urgent notification to the

rediscovery process. The Rediscovery process will find any changes to previously discovered devices and will
also find any new devices added to the network. The options are the same as those described for Initial
Discovery Scan Level.

about to expire soon. The choices range from 1 day to 9 months. When the time between the current date
and the expiry date of an SSL Certificate is less than the selected value, the platform will generate an event
with a severity of Minor. The event message will say "SSL certificate due to expire soon." When you renew the
certificate, the platform will generate a healthy event which will clear the outstanding SSL expiration event(s).

user that the SSL Certificate is about to expire imminently. The choices range from 1 day to 9 months. When
the time between the current date and the expiry date of an SSL Certificate is less than the selected value, the

platform will generate an event with a severity of Major. The event message will say "SSL certificate due to

expire imminently." When you renew the certificate, the platform will generate a healthy event which will
clear the outstanding SSL expiration event(s).

Viewing the List of SSL Certificates

To view the list of discovered SSL certificates:

1. GototheSSL Certificate Monitoring page (Registry > Monitors > SSL Certificates).

SSL Certificates

243



2. The SSL Certificate Monitoring page displays a list of all SSL Certificates discovered by the Sciencelogic

platform.
SSL Certificate Monitoring | Certificates Found [17] Guide
Ger ion - irston Date  Cent 1D = 1P Adsress e ory
[ ] [=]f H Il I[ I[ ]

1. s e 2024081021343 205 System S

2. @ScienceLogi, inc 20240704 141832 293 System @yHoenn

3. @ScienceLogic, Inc. 2024-07-2221:13:33 282 System FiHoenn

4. @)ScinceLogic, Inc. 2024.041521:4043 291 System Fyrioenn

5. @Sciencelogic, Inc, 2024-06-07 15:54:19 289 ‘System HiHoenn

6. @ScienceLogic, inc. 20240721 231238 280 System @Hoenn

7. @Scencalopic,LLC aomarasotss e | —— 0 = System frcenn

8. @ScienceLogic, LLC. 2018-07-03 01:35:10 185 N192.168.33.50 System #system

¢ @SoencaLopi, LLC oot 5 I —— = = k) =
10 gScinceLoge, LLC 20160703 013510 30 _g - - # -
1. @Seinoatogio LLC ooz v A = = & =
12. §@ScienceLogic, LLC. 2018-07-03 013510 16 [ - - #® -
13. YSomeOrganization z015-07-1016:2507 172 ORI ] W 10.100.100.40 Pingable Hisystem

14 @Vitware nstaler 2020012072607 190 I RITRIY R ' 0 100 10055 Pngavle Fonto

15, @VMware Installer 2025-09-2214:45:08 13 w - - & -
16. E@VMware Installer 2024-11-15123055 12 S - = & =
17, viere, e amssersnss 15 R v = = & =

3. Foreach discovered SSL certificate, the SSL Certificate Monitoring page displays the following information:

TIP: To sort the list of SSL certificates, click on a column heading. The list will be sorted by the column value, in
ascending order. To sort by descending order, click the column heading again. The Expiration Date
column sorts by descending order on the first click; to sort by ascending order, click the column heading
again.

« Certificate Organization. Name of the cerificate issuer. If the certificate does not include this
information, this field will display "Not Specified".

o Expiration Date. Date and time at which the SSL certificate expires. To continue to use the SSL
certificate, you must renew it before this date and time.

« CertID. Unique, numeric ID, assigned to the monitoring policy automatically by the platform.
« Device Name. Name of the device associated with the SSL certificate.

« IP Address. IP address of the device associated with the SSL certificate. This is the IP address the
platform uses to communicate with the device.

« Device Category. Device category of the device associated with the SSL certificate.

« Organization. Organization for the device associated with the SSL certificate.
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Filtering the List of SSL Certificates

You can filter the list on the SSL Certificate Monitoring page by one or more parameters. Only SSL certificates
that meet all the filter criteria will be displayed in the SSL Certificate Monitoring page.

Tofilter by parameter, enter text into the desired filter-while-you-type field. The SSL Certificate Monitoring page
searches for SSL certificates that match the text, including partial matches. By default, the cursor is placed in the
left-most filter-while-you-type field. You can use the <Tab> key or your mouse to move your cursor through the
fields. The list is dynamically updated as you type. Text matches are not case-sensitive.

You can also use special characters to filtler each parameter.
Filter by one or more of the following parameters:

« Certificate Organization. The organization that issued the certificate. This is sometimes called a Certificate

Authority.

o Expiration Date. Only those SSL certificates that have the specified expiration date will be displayed. The
choices are:

o All. Display all SSL certificates that match the other filters.

o Past. Display only SSL certificates that have already expired.
o Next Week. Display only SSL certificates that will expire within the next week.
o Next Month. Display only SSL certificates that will expire within the next month.
o Next Six Months. Display only SSL certificates that will expire within the next six months.
o Next Year. Display only SSL certificates that will expire within the next year.
o CertID. You can enfer text to match, including special characters, and the SSL Certificate Monitoring
page will display only SSL cerificates that have a matching cert ID.

« Device Name. You can enter text to match, including special characters, and the SSL Certificate
Monitoring page will display only SSL certificates aligned with a device with a matching device name.

o IP Address. You can enter text to match, including special characters, and the SSL Certificate Monitoring
page will display only SSL certificates aligned with a device with a matching IP address.

« Device Category. You can enter text fo match, including special characters, and the SSL Certificate
Monitoring page will display only SSL cerfificates aligned with a device with a matching device category.

« Organization. You can enter text to match, including special characters, and the SSL Certificate
Monitoring page will display only SSL certificates that have a matching organization.
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Device Processes

Overview

A process is a program that is currently running or has been run in the past and is currently idle. Sometimes a
process is called a fask.

There are two methods for monitoring processes:

o Fordevices monitored using SNMP, the Sciencelogic platform automatically collects a list of all processes
running every two hours.

« Fordevices monitored using the Sciencelogic agent, the Sciencelogic platform automatically collects a list of
all processes running every five minutes.

The Sciencelogic platform allows you fo create policies that monitor system processes every five minutes:

« Ifadevice is not monitored using the Sciencelogic agent, the policy collection is performed using SNMP.

« Ifadevice is monitored using the Sciencelogic agent, the policy collection is performed by the agent.
For each monitored process, you can create a policy that specifies:

o Whether or not to generate an event if the process is running.

o How much memory each instance of a process can use.

» How many instances of a process can run simultaneously.

o [f policy collection is performed by the agent, how much memory all instances of a process can use in total.

o [f policy collection is performed by the agent, how much CPU all instances of a process can use in total.
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Viewing the List of Device Processes

The Device Processes page displays a list of all processes discovered by the Sciencelogic platform on all devices.
To view the list of all processes running on all discovered devices:

1. Gotothe Device Processes page (Registry > Devices > Processes).

Device Proce

- 0
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1 System W0t @ 260 o C |
2 System Wio411s K 2400 o S|
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s System Wioaiis N 220 o ]
10 System Wio411s K 200 o S|
1 System Wioaiis N 044 o ]
2 System Wio411s K s004 o S|
1 System Wioaiis N 268 o ]
14 System Wio411s K i o S|
s System Wioaiis N 204 o ]
6 System Wio411s K 7084 o S|
7. System Wioaiis N 2 o ]
18 System Wio411s K a2 o S|
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“ System Wioai1s Wrotateogs.exe 410 o ™ [
[IViewing Page: 1] [-]

2. The Device Processes page displays the following about each process:

TIP: To sort the list of processes, click on a column heading. The list will be sorted by the column value, in
ascending order. To sort the list by descending order, click the column-heading again.

o Device Name. Name of the device where the process resides. For devices running SNMP or with
DNS entries, the name is discovered automatically. For devices without SNMP or DNS entries, the
device's IP address will appear in this field.

« Organization. Organization associated with the device where the process resides.
o IP Address. IP address of the device where the process resides.

« Device Classification / Sub-Class. The manufacturer (device class) and type of device (sub-class).
The Device-Class/Sub-Class is automatically assigned during auto-discovery.

e Process. The name of the process. A single process name can have multiple entries.
« PID. A unique ID for the process. The device's operating system assigns this value.

e Memory. The amount of memory currently used/reserved for the process.
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e Run State. The current state of the process:

(o}

Runnable. Process is ready to run as needed.

(o}

Running. Process is currently running.

(o}

Not Running. Process is in a "waiting" state.

(o}

Invalid. Process is part of an operation that failed. Process was not ended gracefully.

NOTE: Run states are defined by a device's operating system and/or installed agents. Run states may differ
between devices.

« Monitored. Specifies whether or not the Sciencelogic platform monitors the process:

o Yes. The Sciencelogic platform currently monitors this process.

o No. The Sciencelogic platform does not currently monitor this process.

Filtering the List of Device Processes

You can filter the list on the Device Processes page by one or more parameters. Only processes that meet all the

filter criteria will be displayed in the Device Processes page.

To filter by parameter, enter text into the desired filter-while-you-type field. The Device Processes page searches
for processes that match the text, including partial matches. By default, the cursor is placed in the left-most filter-
while-you-type field. You can use the <Tab> key or your mouse to move your cursor through the fields. The list is

dynamically updated as you type. Text matches are not case-sensitive.
You can also use special characters fo filter each parameter.
Filter by one or more of the following parameters:

o Device Name. You can enfer text to match, including special characters (comma, ampersand, and

exclamation mark), and the Device Processes page will display only processes that have a matching device

name.

« Organization. You can enter text to match, including special characters (comma, ampersand, and
exclamation mark), and the Device Processes page will display only processes that have a matching
organization.

o IP Address. You can enter text to match, including special characters (comma, ampersand, and exclamation

mark), and the Device Processes page will display only processes that have a matching IP address.

o Device Class. You can enter text to match, including special characters (comma, ampersand, and

exclamation mark), and the Device Processes page will display only processes that have a matching device

class.

o Process. You can enter text fo match, including special characters (comma, ampersand, and exclamation

mark), and the Device Processes page will display only processes that have a matching process name
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PID. You can enter text to match, including special characters (comma, ampersand, and exclamation mark),
and the Device Processes page will display only processes that have a matching process ID.

Memory. You can enter text to match, including special characters (comma, ampersand, and exclamation
mark), and the Device Processes page will display only processes that have a matching amount of memory
currently used/reserved for the process.

Run State. You can enter fext fo match, including special characters (comma, ampersand, and exclamation
mark), and the Device Processes page will display only processes that have a matching run state.

Monitored. You can enfer text to match, including special characters (comma, ampersand, and
exclamation mark), and the Device Processes page will display only processes that have a matching
monitoring status.

Viewing a List of System Processes on a Single Device

The System Processes page displays a list of all of the processes that are running on a single device. The System
Processes page displays a combined list of processes collected via SNMP and the agent, where applicable.

To view the list of processes on a single device:

1.

2.
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Goto the Device Manager page (Registry > Devices > Device Manager).

Find the device where you want o view the list of processes. Select the bar graph icon (fﬂ) for that device.
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_ w — Network App FS Networks, inc. | BIGAP LTH Pool Memi 2102 System [ZaAeatny [411Y Active suuPPwbicv2 V2 pIyREL]
— ) — Network App FS Networks, inc. | BIGIP LTH Pool Meml 1391 System [AHeathy [} Active SNWPPubicV2 V2 pXORl |
- w = Netwrork App F5 Networks, inc. | BIG-IP LTM Pool Memi855  System [ i Heathy [4) Active SNWPPublicVZ V2 e IRE [
- - = Netwrork App FS Networks, e [BIGP LTl Node 2632 System TNsties  cuG Active SHUPPubICVZ V2 Rl |
— - — Network App FS Networks, Inc. | BIG-IP LT Pool Memt 1423 System [k Heathy [dVle] Active SNMPPublic V2 V2 meryRE( ]
= w = MNetwork App F5 Networks, Inc. | BIGJP LT Node 2333 System cue Active SNMPPubic V2 VZ e XURE [
_ w — Network App F5 Networks, inc. | BIGAP LTW Node 2178 System [Darieatny [410) Active SwpPwicVZ V2 mEORE ]
— - — Network App FS Networks, inc. | BIGIP LTH Node 2136 System [AHeathy [} Active SNWPPubicV2 V2 mXORl
= w = Netwrork App F5 Networks, inc. | BIGIP LTM Node 2714 System [ A Heatthy [Wlle] Active SNWPPublicVZ V2  mSRE [
= - = Network App FS Networks, Inc.| 5IGIF LTl Node 2981 System [Zarieatny [1e) Active SuMpPubic V2 V2 Rl
= w = Network App FS Networks, Inc. | BIGIPLTM Node 1979 System [ AAHeathy [N Active SNMPPublicVZ vz mIREC
= - = App F5 Networks, Inc. | BIGAP LTM Node 2429 System Lk Healthy [&Ve] Active SNMP Public V2 V2 XN
- w = Netwrork App F5 Networks, Inc. | BIGAP LTH Node 2261 System [DhAeainy [T Active SNWPPubicV2 V2 eI R[]
= - = Network App FS Networks, Inc. | BIGIP LTM Node 2441 System [ZaAeatny [S1) Active SuMpPubic V2 V2 R
— w — Network App F5 Networks, Inc. | BIGIP LTM Node 2662  System [k Heatthy [dVle] Active SNWPPublic V2 V2 e SRE [
= - — MNetwork App F5 Networks, inc. | BIG-PLTM Node 2371 System | Ak Heatthy [ul/e] Active SNMPPublic V2| V2 R [T
_ w — Network App F5 Networks, inc. | BIGIP LTW Node 2754 System 73 Heatny [S11) Active suPPwicvz V2 pIyREL]
— - — MNetwork App FS Networks, Inc. | BIG-P LT Node 2679 System [fNetiee cuc Active SNMPPuDicVZ V2 IR
- w = Netwrork App F5 Networks, inc. | BIG-IP LTM Node 3053 System | A Heathy [4I/) Active SNMPPublicVZ V2 mISREE [
= - = Network.App F5 Networks, Inc. | BIGJP LTW Node 2115 System [Zarieatny [S1e) Active SuMpPubic V2 V2 Rl
— - — Network App FS Networks, Inc. | BIGIP LTM Node 3008 System [k Heathy [dVle] Active SNMPPublic V2 V2 meryRE( ]
= - — MNetwork App F5 Networks, inc. | BIG-PLTM Node 2389 System [k Heatthy [ul/e] Active SNMPPublic V2 V2 R
_ w — Network App F5 Networks, inc. | BIGAP LTW Node 2790 System [Zaieatny [410) Active SwpPwicVz V2 mERE[]
= - — Network App FS Networks, inc. | BIGIP LT Node 2642 System [iiNotice cUG Active SNWPPubicV2 V2 R
— w — Network App F5 Networks, Inc. | BIGIP LTM Node 3206 System L Heatthy [dVle] Active SNWPPublicVZ V2  mMIRRE
- - = Netwrork App FS Networks, nc [BIGP LTi Node 2385 System [Tstics  cuG Active SR Fubic V2 | V2 R ] -
[Beectacion 3]
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3. Inthe Device Reports panel, select the Processes tab. The System Processes page appears.

Close Performance Tapology Configs Interfaces
224371-58.loul1 hosting.com Mar Tye= Physical Device
© 10.20.0.250 | 106 v Network Application
= FS Networks, Inc. = BIG-IP 1600 i .
System Uptime | 355 days, 23:58:19 BIGHP
Active Callection Time | 2014-08-16 14:40:00
=crption Linux 224371-58 lou01 hosting.com 2.6 18-164 11 1 e/5.1.0.f5app #1 SMP  Group . Colizctor CUGZ | emi_cu2
Device Hostname
System Processes | Operating Processes Found [155] Reset Guide
Process » Argumentis) Path / User FID Memory Run State Monitored
1. "aioi0” - "aioll” 70 0kB Runnable No o
2. "aio1” - "aioi1” 171 0 kB Runnsble No
3. "alertd” o “lusrisbin/alertd™ 353 6332 kB Runnable No |
4. "ata/l” - “atall” 329 0 kB Runnable No
S "atar” - “atai” 330 0 kB Runnable No al
6. "ata_aux" — “ata_aux" N 0 kB Runnable No
7. "audispd” - “fsbin/audispd™ 2949 568 kB Runnable No ol
8. "auditd” - “auditd” 2947 700 kB Runnable No
9. "audit_forwarder” — “fusr/binfaudit_forwarder” 2174 9232 kB Runnable No A
10. "bash” - “bash” 28070 1448 kB Runnable No
11. "bcmSGxoxd™ o~ “fusribin/bcmS6xod™ 3481 34340 kB Runnable No |
12. "big3d” — “fshared/bin/big3d™ 2498 2228 kB Runnable No
13. Fhigd® - “fusribin/bigd™ 3513 30260 kB Runnable No r
14. "bigpipe” “shell” “bigpipe” 28213 11388 kB Runnable No
15. “cbrd® "—threads=2 —host-memory=134217728 —umu_t —pending_t - i 3518 10548 kB Runnable No il
16. "chmand” o “fusribinichmand™ 3492 8052 kB Runnable No
17. "cqueue/l” — "cqueue/l” 107 0kB Runnable No A
18. "cqueue1” - “cqueuel1” 108 0 kB Runnable No
18. "erond™ - “crond” 3283 524 kB Runnable No |
20. "csed” (= “lusr/binicssd” 3457 1584 kB Runnable No
21. "csyncd” - “fusribin/icsyncd” 3476 8828 kB Runnable No il
22. "eventd” o “lusribinjeventd™ 3533 4528 kB Runnable No
23. "events/0” = “eventsil” 8 0 kB Runnable No A
24, "events/1" - “eventsi” 8 0 kB Runnable No
25. Fipdd™ - “fusribin/fpdd™ 3489 5236 kB Runnable No |
| [Viewing Page: 1] E”

4. Foreach process, the System Processes page displays the following information:

TIP: To sort the list of processes, click on a column heading. The list will be sorted by the column value, in
ascending order. To sort the list by descending order, click the column heading again.

e Process. The name of the process. A single process name can have multiple entries.
o Argument(s). The arguments with which the process was invoked.

o Path/User. The path where the process executable resides. The value in this field varies, depending
on the device's operating system and installed agents.

e PID. A unigue ID for the process. The device's operating system assigns this value.
o Memory. The amount of memory currently being used/reserved for the process.

o Run State. The current state of the process. This can be one of the following:

o Runnable. Process is ready to run as needed.

o Running. Process is currently running.
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o Not Running. Process is in a "waiting" state.

o Invalid. Process is part of an operation that failed. Process was not ended gracefully.

between devices.

NOTE: Run states are defined by a device's operating system and/or installed agents. Run states may differ

« Monitored. Specifies whether or not the Sciencelogic platform is monitoring this process.

Generating a Report on Multiple System Processes

From the Device Processes page (Registry > Devices > Processes) you can generate a report on all, multiple, or
a single process in the Sciencelogic platform.

The report will contain all the columns displayed in the Device Processes page (Registry > Devices > Processes).

Davica Report by on 2015-04-17 03:47-25
Device Name nization IP Address Device Class | Sub-Class | Process | PID Memo Run State | Monitored
0. |[ACME - DB MSSOL 2 - We| 192.168.32.113 [Microsoft | MSSOL Sarver boinc.exe 140 4952 kB[Running [No
1. JACME - DB MSS0L 2 - We| 192.168.32.113 [Microsoft | MSSQL Server boincmgr. esxe 828 5860 K2|Running [No
2. |ACME - DB MESOL 2 - We| 192.168.32.113 Microsoft | MSSOL Sarver conhost.exe (=] 116 kB|Running No
3. |ACME - DB MSS0L 2 - We| 192.168.32.113 Microsoft | MSSOL Server A 96 620 kB|Running No
4. |ACME 162.168.32.113 [Microsoft | MSSQL Sarver cerss.exe 8 BE4 kB|Running Mo
5. 192.168.32.113 Micrasoft | MSSUL Sarver CEI5s.exe |1220 544 kB|RUNNINg No
6. 192.168.32.113 [Microsoft | MSSOL Server v exe 1040 284 kB|Running Mo
T 197 168.32 113 Microsoft | MSSOL Sarver explarer exa (1] 3200 KE[Running Mo
8. 192.168.32.113 Microsoft | MSSOL Server |LgDﬂLII.E)(E 04 6575 KB[Running No
8. 192.168.32.113 Microsoft | MSSQL Sarver lsass.axe 52 5148 kB|Running Mo
10. 192.168.32.113 Microsoft | MSSOL Server Ism.axe 1920 kB|Running Mo
11. 192.168.32.113 [Microsoft | MSSQL Server msdic.exs [2432 156 KB[Running No
12. 192.168.32.113 Microsoft | MSSOL Sarver msmdsrv.axe 1080 5320 kB|Running [No
13. |JACME 192.168.32.113 Microsoft | MSSQL Server rdpclip-exe 084 352 kB|Running Mo
14. 162.168.32.113 Microsoft | MSSOL Sarver Repari 1140 84212 kB[Running Mo
192.168.32.113 [Microsoft | MSSOL Sarver 1444 4760 kE[Running [No
192.168.32.113 [Microsoft | MSSOL Server [216 20 kB[Running No
192 168.32 Microsoft | MSSOL Sarver 1460 3624 kB[Running o
192.168.32. Microsoft | MSSQL Server 1272 1148 KB[Running o
162.168.32. Microsoft | MSSQL Sarver (2406 20842 kB|Running o
192.168.32. Micrasoft | MSSUL Sarver 1052 36884 KB[Running o
192.168.32.113 Microsoft | MSSQL Server 1484 28 kB[Running Mo
192.168.32.113 Microsoft | MSSOL Sarver 52 3072 kB|Running [No
192.168.32.113 Micresoft | MSSQL Server 24 3628 KB|Running No
162.168.32.113 [Microsoft | MSSQL Sarver 712 5328 KB[Running Mo
192.168.32.113 [Microsoft | MSSOL Sarver %&1 19872 kB|Running [N
192.168.32.113 [Microsoft | MSSQL Server 04 5296 KB|Running [No
192.168.32.113 Microsoft | MSSOL Sarver 1176 kB[Running [No
192.168.32.113 Microsoft | MSSOL Server 84 5140 KB|Running No
162.168.32.113 [Microsoft | MSSOL Sarver 80 3455 kB[Running Mo
192.168.32.113 Micrasoft | MSSUL Sarver |1108 80 kB[Running No
192.168.32.113 Microsoft | MSSQL Server |1832 2632 KB|Running Mo
192 168.32 113 |Microsaft | MSSGL Server 1864 108 kB|Running [No
192.168.32.113 Microsoft | MSSOL Server ? 100 KB|Running No
162.168.32.113 Microsoft | MSSQL Sarver 48 kB[Running Mo
192.168.32.113 Micrasoft | MSSUL Sarver |1 24 kB[Running [No
192.168.32.113 Microsoft | MSSQL Server taskhost.exe 704 3304 kB[Running [No
162.168.32.113 Microsoft | MSSOL Sarver ininit. e 56 20 kB[Running [No
192.168.32.113 icrosoft | MSSUL Server inlogon.exe 84 280 kS|Running No
162.168.32.113 [Microsoft | MSSOL Sarver inlogon.exe 1664 20 kE[Running Mo
192.168.32.112 Microsoft | Windows Server 2008 R2 _ |csrss.exe 96 844 kB|Running No
192.168.32.112 icrosoft | Windows Server 2008 R2 carss.exe £ 452 kE[Running No
|ACME - DE-MSS0L - 192 168.32 112 [Microsoft | Windows Server 2008 R2 carss exe 1676 564 kB|Running [No
. ACME - DE-MSSQL - 192.168.32.112 Micresoft | VWindows Server 2008 R2 v exe 272 512 kB|Running No
ME - DE-M: - 162.168.32.112 icrosoft | Windows 2008 R2 explorer.exe 340 4080 kE|Running Mo
- [ACME - DE-MSS0L - 1 icrosoft | Windows Server 2008 R X F 1592 KB[Running o
1 Windows Server 2008 R 52 5460 kB[Running o
162.168.32. Windows Server 2008 R [EQ 2158 kB|Running o
192.168.32. Windows Server 2008 R 1276 1516 kB[Running o
. JACME - DE-MSEQL - 192.168.32.112 Windows Server 2008 R2 msmdsrv.axe 1128 7260 kB[Running Mo
[ACME - DE-MSS0L - 192 168 .32 112 Windows Server 2008 R2 (Oobe exe (2472 17408 kB[Running [No
|ACME - DE-MSSQL - 192.168.32.112 Windows Server 2008 R2 rdpclip-exe {536 560 k2|Running [No
|ACME - DE-MSE0L - 1 112 Windows Server 2008 R2 services.axe fidsd 58&4 kB[Running [No
. ACME - DE-MSSQL - Windows Server 2008 R2 5MES. EXe 1216 315 kB|Running No
. JACME - DE-MSEQL - Windows Server 2008 R2 snmp.exe 1408 3818 kB|Running Mo
Page 1

To generate a report on all or multiple device processes in the Sciencelogic platform:

1. Gotothe Device Processes page (Registry > Devices > Processes).
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2. Inthe Device Processes page, select the [Report] button.

Device Processes | Processes Found [2834] Report Reset Guide
Device Name Qraanization 1P Address Device Class | Sub-Class Process PID  Memory RunState Montored
( I I I ( || —

1 ACME W192.16832.113  Micresoft | MSSOL Server @ beinc.exe: 2140 4952 kB Running No Do
z ACME W152.168.32.113  Microsoft| MSSQL Server  boincmar.exe 2888 5860 kB Running Mo Qmm [
3 ACME WI192.16832113  Microsoft | MSSQL Server 3 conhostexe 2688 116 KB Running No A |
4 ACME W192.168.32.113  Microsoft | MSSQL Server T osrss exe 296 88D KB Running No Qe [
5. AGME W192.168.32.113  Microsoft | MSSQL Server T osrss.exe 348 664 kB Running No Qe
5 ACME W192.168.32.113  Microsoft| MSSQL Server T osrss exe 1220 544 kB Running No Qe [
7. ACME W192.16832.113  Microsoft | MSSOL Server P dwm.exe 1040 284 kB Running No  [dew
8 ACME Wp192168.32113  Microsoft| MSSQL Server B explorer.exe 2648 3200KB Running Mo Qmm [
9 ACME W192.168.32113  Micresoft | MSSQL Server @ LogonULexe. 704 8576 kB Running No  [de
. ACME W192.168.32.113  Microsoft| MSSQL Server B lsass.exe 452 5148 kB Running No Qe [
" ACME W192.16832113  Microsoft | MSSOL Server TP lsmexe 454 1920 kB Running No R |
12 ACME W192.168.32.113  Microsoft| MSSQL Server T msdic.exe 2432 156 kB Running No  Qmm [
13, ACME 19216832113 Microsoft | MSSQL Server T msmdsrv exe 1080 6320 kB Running CERRET - |
14 ACME 19216832113 Micresoft | MSSQL Server B rdpclip.exe 2084 352kE Running No Qe [
15. AGME W192.168.32113  Microsoft | MSSQL Server @ ReportingServicesService exe 1140 64212 KB Running Mo [des
6. ACME 19216832113 Microsoft| MSSQL Server T services exe asa 4760 KB Running No Qe [
i ACME 19216832113 Microsoft | MSSQL Server Fsmss.exe 216 80 kB Running LERRET = N
18, ACME W152.168.32.113  Microsoft| MSSQL Server F snmp.exe 1460 3624 kB Running [TEY:
18, ACME WI192.16832113  Microsoft | MSSQL Server 3 spoolsv.exe m 1148 KB Running Ho A |
20 ACME W192.168.32.113  Microsoft | MSSQL Server B sppsve.exe 249  2992KB Running No Qe [
21 ACME W192168.32113  Microsoft | MSSQL Server B sqlservrexe 1052 36984 kB Running No R |
2 ACME W192.168.32.113  Microsoft| MSSQL Server T sqhriter.exe 1484 88KkB Running No Qe [
b2 ACME 19216832113 Microsoft| MSSQL Server J svchostexe 552 3072kB Running o Am [
2 ACME Wp192168.32113  Microsoft| MSSQL Server T svchostexe 624 3628 KB Running Mo Qmm [
25, ACME W192.168.32113  Micresoft | MSSQL Server @ svehostexe 712 6388 kB Running Mo [de
[MewngPage ] 7] [Select Action] 2 c- M

NOTE: If you want fo include only certain processes in the report, use the "search as you type" fields at the top
of each column. You can filter the list by one or more column headings. You can then select the
[Report] button, and only the processes displayed in the Device Processes page will appear in the
report.

3. The Export current view as a report modal page appears.

Export cument view as a report

Output Format: [ Comma-separated values |.cav) v ]

["] Force browser to save to disk

4. Inthe Export current view as a report modal page, you must select the format in which the Sciencelogic
platform will generate the report. Your choices are:
« Comma-separated values (.csv)
« Web page (.html)
« OpenDocument Spreadsheet (.ods)
o Excel spreadsheet (.xlsx)

o Acrobat document (.pdf)
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5. Click [Generate]. The report will contain all the information displayed in the Device Processes page. You
can immediately view the report or save it to a file for later viewing.

Generating an Exclusion Report for a Single System Process

From the Device Processes page (Registry > Devices > Processes), you can generate an exclusion report for a
process. The Sciencelogic platform will generate the report in MS Word format. An exclusion report specifies alll
devices where the selected process is running and all devices where the selected process is not running. The
Sciencelogic platform lists only appropriate servers in this report. For example, Linux servers would not appear in a
report for Windows-based processes.

™
Windows Service Exclusion Report

Management Systems April 17, 2015, 349 am
Devices That Have [ Reporfing Services Service.exe ] Service Installed
Run State
Report Summary

Total Devices
Unigue Device Categories
Unigue Device Classes

Drevice IP Address Device Class / Sub-Class Semvice

Services Found

Services Not Found 0

A Process Exclusion Report displays the following:

o Name of the process.
o Listof all devices in the Sciencelogic platform where the process is running.

o Listof all devices in the Sciencelogic platform where the process is not running. The Sciencelogic platform
includes only appropriate servers in this report. For example, Solaris servers would not appear in a report for
a Windows 2000 patch.

o The last row in the report displays:

o Total number of devices in report.

o Total number of device categories included in the report.
o Total number of device classes included in the report.

o Total number of devices where process is running

o Total number of devices where process is not running.
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To generate an exclusion report about a process:

1. Gotothe Device Processes page (Registry > Devices > Processes).

Device Processes | Processes Found [2834] Report Reset

Device Class | Sub-Class PID  Memoy RunStaie Moniored
 E— —

NPI192.168.32.113  Microsoft | MSSOL Server

W192.16832.113  Microsofl | MSSQL Server

NPI192.168.32.113  Microsoft | MSSOL Server

W192.168.32.113  Microsofl | MSSQL Server

WI192.16832.113  Microsoft | MSSOL Server
16832, ros

192.168.32.113  Microsoft | MSSQL Server

WI192.16832.113  Microsoft | MSSOL Server
16832, ros

192.168.32.113  Microsoft | MSSQL Server

WI19216832.113  Microsoft | MSSOL Server
16832, ros

192.168.32.113  Microsoft | MSSQL Server

W192.16832.113  MicrosoR | MSSQL Server

19216832113 Microsoft | MSSQL Server

[Viewing Page: 1] hd v Go

2. Inthe Device Processes page, find an instance of the process you want to generate an exclusion report for.
Selectits printer icon (ﬁ)

3. You will be prompted to save or view the generated report.
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Viewing the System Process Monitoring Policies

You can view a list of system process monitoring policies from the System Process Monitoring page (Registry >
Monitors > System Processes). The System Process Monitoring page displays the following information about
each system process:

sSystem Process Monitoring | Monitors Found [3]

Prosess Name +

=

1. P T ACLENTEXE" Servers #isystem | =]
2. 2yfffcsrss exe” Serv #system 7 0
. ByfiscanningProcess.exe” Workstations isystem 7la|

Errra—] c- |
S

o Process Name. Name of the policy.

o Memory Limit. The maximum amount of memory that can be used or reserved by a single instance of the
process, as specified in the process policy.

« Policy ID. Unique, numeric ID, assigned to the policy automatically by the Sciencelogic platform.
« Device Name. Name of the device associated with the policy.

o IP Address. IP address of the device associated with the policy. This is the IP address the Sciencelogic
platform uses fo communicate with the device.

« Device Category. Device category of the device associated with the policy.

« Organization. Organization for the device associated with the policy.

Filtering the List of System Process Monitoring Policies

You can filter the list on the System Process Monitoring page by one or more parameters. Only policies that
meet all the filter criteria will be displayed in the System Process Monitoring page.

255 Device Processes



Tofilter by parameter, enter text into the desired filter-while-you-type field. The System Process Monitoring page
searches for policies that match the text, including partial matches. By default, the cursor is placed in the left-most
filter-while-you-type field. You can use the <Tab> key or your mouse to move your cursor through the fields. The
list is dynamically updated as you type. Text matches are not case-sensitive.

You can also use special characters to filtler each parameter.
Filter by one or more of the following parameters:

o Process Name. You can enter text to match, including special characters, and the System Process
Monitoring page will display only policies that monitor a process that has a matching process name.

o Memory Limit. You can enter text to match, including special characters, and the System Process
Monitoring page will display only policies that contain a matching per-process memory limit.

e Policy ID. You can enter text to match, including special characters, and the System Process
Monitoring page will display only policies that have a matching policy ID.

« Device Name. You can enter text to match, including special characters, and the System Process
Monitoring page will display only policies aligned with a device with a matching device name.

« IP Address. You can enter text to match, including special characters, and the System Process
Monitoring page will display only policies aligned with a device with a matching IP address.

« Device Category. You can enter text to match, including special characters, and the System Process
Monitoring page will display only policies aligned with a device with a matching device category.

o Organization. You can enter fext to match, including special characters, and the System Process
Monitoring page will display only policies that have a matching organization.

Defining a Monitoring Policy for a System Process

You can define a process monitoring policy in the System Process Policy modal page. You can access the
System Process Policy page either from the Device Manager page (Registry > Devices > Device Manager) or
from the System Process Monitoring page (Registry > Monitors > System Processes).

To access the System Process Policy modal page from the Device Manager page:

1. Goto the Device Manager page (Registry > Devices > Device Manager)

2. Inthe Device Manager page, find the device that you want to associate with the monitoring policy. Select
wrench icon ( ﬁ) for the device.

3. Inthe Device Administration panel for the device, select the [Monitors] tab.
4. From the [Create] menu in the upper right, select Create System Process Policy.

5. The System Process Policy modal page appears.
To access the System Process Policy modal page from he System Process Monitoring page:

1. Gotothe System Process Monitoring page (Registry > Monitors > System Processes).

2. Selectthe [Create] button.
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3. Click the device icon (ﬁ) forthe device you want to align to policy with.

4. The System Process Policy modal page appears.

To define a process monitoring policy in the System Process Policy modal page:

1.

257

In the System Process Policy modal page, supply a value in each of the following fields:

System Process Policy x

Editing Policy [1]

New Reset

Device: SAC-PATCH-DB-9-26

Process Name

Memory Limit (Kilobytes per instance)

[[agstty ]

v+ [3999999

Process Argument (regular expression)

Total Memory Limit (Kilobytes)

[[\-\—naclear tty1 linux |

v]+

Min / Max Instances

)i ]

Process User

Total CPU Utilization Limit (%)

Alert if Restarted

([Ne]

Alert if Found

([No]

State
[[Enabled] v

Save

o Process Name. The name of the process. You can either:

o Selectfrom a list of all processes running on this device.

o Click onthe "+" icon and manually enter the name of a process.

« Process Argument (regular expression). The arguments with which the process is invoked. This field
includes a drop-down list of all arguments currently in use by the current device for the specified process
(specified in the Process Name field). If you don't want to use an argument from the drop-down, you can
manually enfer a valid regular expression in this field. If you want to include special characters in this regular
expression, be sure to escape those special characters. The Create System Process Policy modal page will
display an error message if the regular expression is not valid. The Sciencelogic platform will match the
policy fo a process if the value in this field appears anywhere in the argument string for that process. For

example "win" would match arguments for "windows" and "win2k".

Process User. Search for the following process user or process owner when the process is running. This field

is helpful for finding processes running as root or su which should not be.
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NOTE: Some hardware includes information about a process user or owner for 