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Chapter

Introduction

Overview

This manual describes how to discover and collect data from devices in SL1. It also describes how to configure and
manage those devices in SL1 after they have been discovered.

NOTE: For information about the data that SL1 collects from monitored devices, how to configure monitoring
policies to collect that data, and how SL1 displays the data in the user interface, see the manual
Monitoring Device Infrastructure Health.

Use the following menu options to navigate the SL1 user interface:
o Toview a pop-out list of menu options, click the menu icon (E)
« Toview a page containing all the menu options, click the Advanced menuicon ().

This chapter includes the following topics:

What is @ Device? . 9
Whatis a Device Record? . il 9
Whatisa Device Classe . 10
Whatis a Device Category? . L 10
How Does SLT Manage Devices? ... ... ... .o e 11
WHhat is DiSCOVEIY? .. ... e 12
Whatisa Credentiale 12
Whatis a Virtual Device? . il 13



What are Component DeviCes? ... ... . 14
Whatis a Dynamic Application@ .. L 14
Whatis an SLT AQente L 15
What is Virtualization e . 15
Whatis an Asset Record? il 15

What is a Device?

Devices are all networked hardware in your network. SL1 can monitor any device on your network, even if your

organization uses a geographically diverse network. For each managed device, you can monitor status, create
policies, define thresholds, and receive notifications (among other features). Some of the devices that SL1 can
monitor are:

Bridges
Copiers
Firewalls

Load Balancers
Modems

PDU Systems
Probes

Printers

Routers
Security Devices
Servers
Switches
Telephony
Terminals
Traffic shapers
UPS Systems

Workstations

In SL1, devices also include component devices and virtual devices.

What is a Device Record?

As part of monitoring your network, SL1 collects data using common networking protocols. Most collected data is
associated with a device in SL1. A device record in SL1 can represent:

What is a Device?



o Physical network hardware, such as servers, switches, routers, or printers.
o A component of a larger system, such as a data store in a hypervisor system or a blade server.

« Any other entity about which you want to collect data, but want or need to associate that data with a container
that does not correspond directly to a physical device or a component. For example, you might configure a
device record that represents a web site or a cloud service.

What is a Device Class?

Each device in SL1 is associated with a device class. Typically, device classes map to a make/model pair, such as
Product Name / Model Number. SL1 includes already-defined device classes for the most popular hardware.
When possible, SL1 automatically assigns each discovered device fo an existing device class.

Device classes determine:

o How devices are represented in the user interface
o Whetherthe device is a physical device or a virtual device

o How managed devices are discovered with the discovery tool

SL1 includes already-defined device classes for the most popular hardware. The Device Class Editor page
(System > Customize > Device Classes) allows advanced administrators to define new or legacy device classes in
SL1 and to customize properties of existing device classes.

Most TCP/IP-compliant devices have an internally-defined class ID, called the System Object ID and abbreviated
to SysObijectlD. This SysObijectlD is an SNMP OID defined by the manufacturer. Each manufacturer specifies a
SysObijectlD for each different hardware model. In SL1, each SNMP device class is associated with a SysObjectlD.
During initial discovery, SL1 searches each device for the SysObjectlD and assigns each device to the appropriate
device class.

SL1 alsoincludes device classes for devices that do not support SNMP. These device classes are associated with
values returned by nmap. SL1 runs nmap against each device during discovery.

The following sections describe the types of device classes used in SL1.

What is a Device Category?

A device category is a logical categorization of a device by primary function, such as "server", "switch", or "router".
SL1 uses device categories to group related devices in reports and views.

Device categories are paired with device classes to organize and describe discovered devices. Device class
usually describes the manufacturer. Device category describes the function of the hardware. Each device class can
include a device category.

What is a Device Class? 10



NOTE: "Reserved" device categories are those device categories required by SL1. These device categories

cannot be edited or deleted. If a device category does not display the bomb icon (&), the device
category is a reserved device category and cannot be deleted.

How Does SL1 Manage Devices?

Using discovery, SL1 automatically locates or discovers all hardware and hardware-components in your
network. SL1 can also automatically discover most software applications running in your network.

Using Dynamic Applications, SL1 can automatically discover component devices.

During discovery, devices are categorized by device class and device category for quick identification. You
can customize device classes and device categories and also define custom device classes and device
categories.

On the SL1 Devices and Device Manager pages, you can view details about each discovered device,
including IP address and MAC address, operating system, hardware components (like CPU, RAM, swap, file
systems), interfaces, open ports, and installed software.

For each device, you can use the Device Administration panel or the Device Investigator page to define
configuration and policies for the device.

For each device, you can use the Device Reports panel or the Device Investigator page to view details
about the device, including graphical reports.

SL1 can monitor bandwidth usage for each discovered network interface. SL1 can generate reports and
billing documents for each network interface.

NOTE: SL1 includes pre-defined events (sometimes called "alerts" in other applications). An event is a

message that is friggered when a specified condition is met. Among other things, an event can signal
that a server has gone down, that a device is exceeding CPU or disk-space thresholds, that
communication with a device has failed, or simply display the status of a device or component. You
can define and customize events to best fit your infrastructure. Events can be viewed through SL1, sent
to users' email accounts, and sent to users' pagers or cell phones.

You can define customized performance thresholds and hardware thresholds for a device. SL1 can generate
events based on these thresholds.

SL1 monitors availability and latency for each device. You can define availability and latency thresholds. SL1
also generates graphical reports on each device's availability and latency.

SL1 monitors open ports. Based on user-defined policies, SL1 can generate an event when a new port is
opened on any device in the network.

SL1 can monitor port-availability for each port in the network.
SL1 can discover and monitor the hardware components of each device.

SL1 can discover and monitor the software running on each device.

How Does SL1 Manage Devices?



o SL1 can monitor system processes and Windows services running on a device. Based on user-defined
policies, SL1 can generate an event when a process or service is running or when a process or service is not
running and should be.

» You can use device groups and device templates to automate the configuration and policies for multiple
devices.

« You can create a virtual device to store data that you want to manage with SL1 but that cannot be associated
with a traditional device or that you do not want associated with a traditional device.

o You can monitor ESX servers and VMware "guest" devices as you would monitor any other hardware-based
device.

« You can create parent and child relationships between devices. These relationships allow you to use a single
solution fo resolve problems for the related devices.

o You can create asset records for one, multiple, or all devices in the network. SL1 automatically populates as
many fields as possible, using information retrieved during discovery.

o SL1 includes an exhaustive list of real-time, dynamic, graphical reports to display trends and status for
individual devices, groups of devices, or the entire network. These reports can be saved in multiple formats
and can be printed.

What is Discovery?

Discovery is the tool that automatically finds all the hardware-based devices, hardware components, and software
applications in your network. You must provide the discovery tool with a range or list of IP addresses and/or a list of
fully-qualified domain names (hostnames), and the discovery tool determines if a device, hardware component, or
software application exists at each IP address. For each device, hardware component, or software application the
discovery tool "discovers", the discovery tool can collect a list of open ports, DNS information, SSL certificates, list of
network interfaces, device classes to align with the device, topology information, and basic SNMP information
about the device.

The discovery tool also determines which (if any) Dynamic Applications to align with the device. f the discovery tool
finds Dynamic Applications to align with the device, the discovery tool triggers collection for each aligned Dynamic
Application.

For more information about discovery, see the Discovery & Credentials manual.

What is a Credential?

Credentials are access profiles (usually username, password, and any additional information required for access)
that allow SL1 to retrieve information from devices and from software applications on devices.

« Discovery uses SNMP credentials to retrieve SNMP information during initial discovery and nightly auto-
discovery. If SL1 can connectto a device with an SNMP credential, SLT deems that device "manageable" in

SLT.

o Dynamic Applications use credentials to retrieve SNMP information, database information,
SOAP information, XML information, XSLT information, and WMI information.

What is Discovery? 12



o Proxied Web Services use SOAP/XML Host credentials to pass authentication information to external web
services.

o SL1 includes a type of credential called "Basic/Snippet" that is not bound to a specific authentication protocol.
You can use this type of credential for Dynamic Applications of type "WMI", of type "snippet", and when
defining system backups. "Basic/Snippet" credentials can also be used for monitoring Windows devices using
PowerShell.

o SL1 includes atype of credential that allows SL1 to communicate with an LDAP or Active Directory system.
For details on integrating SL1 with LDAP or Active Directory, see the manual Using Active Directory and
LDAP.

o SL1 includes a type of credential that allows Dynamic Applications of type "Snippet" to use SSH to
communicate with a remote device. To use these Dynamic Applications, you must define an SSH credential.

o SL1 includes atype of credential that allows Dynamic Applications to retrieve data from Windows devices. If
you align a Dynamic Application for PowerShell with a PowerShell credential, SL1 assumes that you want to
use ifs built-in agentless transport to communicate with Windows devices.

If necessary, a single device can use multiple credentials. If more than one agent or application is running on the
device, each agent or application can be associated with its own credential. During discovery, SL1 will use the
appropriate credential for each agent.

For example, suppose you want SL1 to discover a device that supports SNMP v2. To retrieve SNMP data from that
device, SLT must use a valid SNMP v2 read-only community string. So we would first go to the device and define
the SNMP read-only community string. Then we would return to SL1 and create a credential in the SL1 system,
using that community string. This new credential would allow discovery to retrieve SNMP data from the device.

Now suppose this same device also includes a MySQL database. Suppose you want SL1 to use a Dynamic
Application to monitor that database. To retrieve data from the database, SL1 must use a valid username and
password for that database. So we would first go to the device that hosts the MySQL database and create a
database username and database password for SL1 to use. Then we would return to SL1 and create a credential
in the SL1 system. The credential would include the database username and database password for the MySQL
database. This credential would allow the Dynamic Application fo retrieve data about the MySQL database.

For more information about credentials, see the Discovery & Credentials manual.

What is a Virtual Device?

Avirtual device is a container for collected data. A virtual device can be used when you want to:

« Monitor a device or application that doesn't support TCP/IP, SNMP, or both. The device's data can be
pushed to SL1 via another method (for example, email) and stored in a virtual device.

« Monitor multiple SNMP agents on a single device. In such a case, one of the SNMP agents (for example, a
hardware agent) can be associated with the device and another SNMP agent (for example, an agent that
monitors a software application) can be associated with a virtual device.

« Isolate and monitor specific parameters separately from their originating device. For example, you might
want to monitor a database and keep its data separate from the hardware data you are collecting from the
host device.

For more information about virtual devices, see the Virtual Devices section.
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What are Component Devices?

SL1 uses Dynamic Applications to retrieve data from a management device and discover each entity managed by
that management device. SL1 then uses that retrieved data to create a device for each managed entity. In some
cases, the managed entities are nested.

e InSLT a managed entity is called a component device. A component device is an entity that runs under the
control of a physical management device.

« InSLT, the root device is the physical device that manages one or more component devices.

e InSL1, aparent device is a device that has associated entities modeled as component devices. A parent
device can be either a root device or another component device.

For example, in a Cisco UCS system, SL1 might discover a physical server that hosts the UCS manager. SL1 might
discover a chassis as a component device. The chassis is a child device to the physical server; the physical serveris
the root device. SL1 might also discover a blade as a component device that is part of the chassis. The blade is a
child device to the chassis. The chassis is the parent device.

The Device Components page (Devices > Device Components) displays all root devices and component
devices in an indented view, so you can easily view the hierarchy and relationships between child devices, parent
devices, and root devices.

What is a Dynamic Application?

Dynamic Applications are the customizable policies that tell SL1 what data to collect from devices and
applications. For example, suppose you want to monitor a MySQL database running on a device in your network.
Suppose you want to know how many insert operations are performed on the MySQL database. You can create or
edit a Dynamic Application that monitors inserts. Every five minutes (for example), SL1 could check the number of
insert operations performed on the MySQL database. SL1 can use the retrieved data to trigger events and/or to
create performance reports.

SL1 includes Dynamic Applications for the most common hardware and software. You can customize these default
Dynamic Applications to suit your environment. You can also create custom Dynamic Applications.

Dynamic Applications in SL1 support a variety of protocols to ensure that SL1 can always communicate with the
devices and applications in your network and retrieve information from them. Dynamic Applications can use the
following protocols to communicate with devices:

o SNMP

. SQL

o« XML

« SOAP

o XSLT (uses SOAP and XSLT to convert XML data to a new format)

o WMI (Windows Management Instrumentation), including WMI and WBEM

What are Component Devices? 14



o Windows PowerShell

o Custom Python applications (called "snippets") for proprietary or more complex data retrieval

What is an SL1 Agent?

The SL1 agent is a program that you can install on a device monitored by SL1. The SL1 agent collects data from
the device and pushes that data back o SL1.

Similar to a Data Collector or Message Collector, the SL1 Agent collects data about infrastructure and
applications.

The agent can be configured to communicate with either the Message Collector or Compute Cluster.

For more information about monitoring devices with the agent, see the Monitoring with the SL1 Agent manual.

What is Virtualization?

Virtualization is when multiple virtual machines run on a single hardware platform. Each virtual machine is a
software-based implementation of a computer that executes programs like a hardware-based computer. A virtual
machine provides a platform on which you can run an operating system and software applications. For example, a
single server could contain a virtual machine running Windows and Windows applications, another VM running
Linux and Linux applications, another VM running BSD and BSD applications, and another running Macintosh OS
and Macintosh applications.

A hypervisor is the software that allows one or more virtual machines to run on a single hardware platform. The
hypervisor software allows the virtual machines to share the RAM, CPU, and disk space on the hardware platform.

Each virtual machine can run its own operating system. A virtual machine can provide an alternate instruction set
from the hardware-based computer.

Virtual machines are frequently used to:

o Run multiple operating systems on a single computer.
« Consolidate hardware servers and run multiple server applications on a single server.

« Provide multiple, isolated development environments.

What is an Asset Record?

An asset record is a collection of relevant information about an asset. In SL1, asset records are usually created for
hardware devices.

In SL1, asset records can contain information about:

e The name, make, and model of a device.

15 Whatis an SL1 Agent?



The serial number of a device.

Function and status of the device.

Networking information, like host ID, IP address, and DNS server for the device.

Hardware information like amount of memory, CPU, and BIOS or EPROM version.

Physical location of the device.

Vendor information for the device, including PO or check number, warranty policy, and service policy.
Description of the network interface.

Description of each hardware component (if applicable).

Description of installed software (if applicable).

SL1 will populate as many fields as possible automatically, using data retrieved during discovery and collections.
You can enter values in all the fields or in only those fields that are required for your business processes.

You can specify which asset fields will be populated from data retrieved during discovery and collections and which
fields will be populated manually. To specify this behavior, go to the Asset Automation page (System > Seftings
> Assets).

What is an Asset Record? 16



Chapter

Using the Devices Page

Overview

The Devices page allows you to view all of your managed devices in SL1 and also run a discovery to find more
devices to monitor. You can select a device from the list on the Devices page fo view detailed data on the
Device Investigator page for that device.

NOTE: The list of devices on the Devices page matches the list of devices on the Device Manager page
(Devices > Device Manager).

Use the following menu options to navigate the SL1 user interface:
o Toview a pop-out list of menu options, click the menu icon (E)
« Toview a page containing all the menu options, click the Advanced menuicon ().

This chapter includes the following topics:

Viewing DeViICeS ... 18
Viewing Additional Data about @ Device ... L 20
Aligning a Device with a Different Organization ... . . 20

Adding Devices with DiSCovery . L 21

Assigning lconsto Devices .. iiiiiiiiiiil. 21
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Viewing Devices

The Devices page allows you to view all of your managed devices in SL1. This section explains how to gather
more information about a device from this page.

To navigate to the Devices page, click the Devices icon (<8):

DOvICTRAME - W apcArss - caTEoORY cLass CATARIZATION o sTaTE COALECTION STATE

emfao Vitals

L}
o

@ o

@ Healthy

@ Healthy

@ Healthy

@ Healthy actve

& Healthy

@ Healthy active
Minor

& Heaithy

& Healthy

@ Major

@ Healthy

@ notice active

@ Motice
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TIP: If you are looking for a very specific set of devices, click the gear icon (%) to the right of the Search field

and select Advanced. In this mode you can create an advanced search using "AND" or "OR" for multiple
search criteria. For more information, see the "Performing and Advanced Search" topic in the
Introduction to SL1 manual.

For each device, the Devices page displays the following information:

Device Name. Name of the device. For devices running SNMP or with DNS entries, the name is discovered
automatically. For devices without SNMP or DNS entries, the device's IP address will appear in this field.

IP Address. The device's IP address.

Category. The category assigned to the device. Categories include servers, routers, switches, firewalls, and
printers, among others. The category is automatically assigned during discovery, at the same time as the as
Device Class. For more information about Device Categories, see the chapter on Managing Device
Classes and Device Categories.
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o Class. The manufacturer and type of device. The Device Class is automatically assigned during discovery, at
the same time as the Category. For more information about Device Classes, see the chapter on Managing
Device Classes and Device Categories.

« Organization. The Organization to which the device is assigned.

o ID. The Device ID. This is a unique number that SL1 automatically assigns to the device during discovery.

« State. The current condition of the device, based upon events generated by the device. The device can have
one of the following States:

(o]

(o]

(o]

(o]

(o]

Critical. Device has a serious problem that requires immediate attention.
Major. Device has a problem that requires immediate aftention.

Minor. Device has a less-serious problem.

Notice. Device has an informational event associated with it.

Healthy. Device is running with no problems.

« Collection State. The current condition of data collection for the device. The device can have one or more
of the following Collection States:

o

o

Active. SL1 is collecting data from the device.

Unavailable. SL1 cannot connect to the device, and will not collect data from the device until the
device becomes available.

User-Disabled. SL1 is not currently collecting data from the device because the user has disabled
collection.

System-Disabled. SL1 is not currently collecting data from the device because the system has disabled
collection.

Maintenance. SL1 is not currently collecting data from the device because it is currently in scheduled
maintenance mode.

User-Initiated-Maintenance. SL1 is not currently collecting data from the device because it has
manually been put info maintenance mode by a user.

Component Vanished. The component device has vanished, i.e. is not currently being reported by its
root device. SL1 cannot collect data from the device at this time.

NOTE: Depending on the circumstances, more than one collection state might appear for a single device.
For example, if a device is in a scheduled maintenance mode, the Collection State might be
Unavailable / Maintenance / System-Disabled.

o Hostname. The fully qualified hostname for the device, for devices that are discovered and managed by
hosthame (instead of IP address).

TIP: To rearrange the columns in the List View, click and drag the column name to a new location. You can
adjust the width of a column with by clicking and dragging the right edge of the column. You can click the
Select Columns icon (%) to add or remove columns, or to reset columns to their default settings.
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TIP: To view the number of available devices, scroll down to the end of the list of devices and click the first

checkbox next to the Select Columns icon (':I ). The number of devices displays af the bottom of the
screen. Click the first checkbox again to deselect all the devices, or click Deselect All.

Viewing Additional Data about a Device

On the Devices page, you can click the Expand icon ( ™) nextto a device name to open a drop-down panel
called the Device Drawer. The Device Drawer contains additional data about that device:

% paremes SEVERITY MESSAGE

The Device Drawer contains the Vitals graphs, the Tools pane, and the Logs pane.

« The Vitals pane displays graph data for the past four hours of CPU usage, memory usage, and latency for
that device, where relevant. You can zoom in on a shorter time frame in the Vitals graph by clicking and
dragging, and you can go back to the original time span by clicking the [Reset zoom] button.

o The Tools pane enables you to run a set of diagnostic tools or user-initiated actions in the Activity Center, or
to click on custom links that will open in a separate browser window. Click the search bar to search for tools,
actions, or custom links that are available for the device. For more information, see the section on Using the
Activity Center.

» The Logs pane displays a list of events associated with that device.

TIP: From the list of devices, click the device name to go o the Device Investigator page for more details
about that device. For more information, see the Device Investigator section.

Aligning a Device with a Different Organization

To align a device with a different organization:

1. On the Devices page, click the Actions button ( - ) for the device and select Align Organization. The Align
to Organization window appears.

TIP: To align more than one device to an organization, select the checkboxes to the left of those devices and
click Align Organization in the blue bar at the bottom of the screen.
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2. Inthe Align to Organization window, use the Organization drop-down to search for and select an
organization.

3. Click the [Align Organization] button. The organization you selected now appears in that Info drop-down
on the Device Investigator page for that device.

Adding Devices with Discovery

On the Devices page, you can click the [Add Devices] button to run a guided or unguided discovery session, a
process that searches for and adds more devices to SL1 for monitoring.

For more information about adding devices using guided or unguided discovery, see the Discovery & Credentials
manual.

Assigning Icons to Devices

You can customize the look and feel of the devices that appear on the Devices page by assigning an icon a
device, device class, or device category.

To assign an icon to a device, device class, or device category:

1. On the Devices page, Device Classes page (Devices > Device Classes), or Device Categories page
(Devices > Device Categories), locate the device, class, or category for which you want to add an icon.

2. Click the Actions button ( ) for that item and select Assign Icon. The Select an lcon window appears:

Select an lcon (6)

®»® & N

Apache Cloud AwsEC2 EBS Volume EBS VPN _GATE...

TIP: To assign an icon fo more than one device, device class, or device category, select the checkboxes to the
left of those items and click Assign Icon in the blue bar at the bottom of the screen.
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3. Touse an existing icon, select that icon from the list of icons and click the [Select Icon] button.

TIP: If an icon includes a tag, you can search for that icon by typing some or all of the tag text in the Search

field.

4. Toupload an icon from your local drive, make sure that the image file meets the following criteria:
o The image file should be in .SVG format.
o The file should not be larger than 40 KB.
o The file should not be animated.

« The file should not contain bitmaps.

5. To startthe upload process, click the [Add lcon] button. The Add an Icon window appears:

X
Add an Icon foc

ADD TAGS

# Newtag

i Browseor |
Drop

REUSE TAGS

icons must:

i BeSVGformat

i Benomore than 40kb
i Mot be animated
i

INot contain bitmaps

6. Inthe Icon name field, type a name for the icon you want to upload.

7. Inthe Add Tags field, type a short descriptor for the icon, without spaces. You can use this tag for searching
later.

8. You can click the Browse or Drop area to browse for and select the icon, or you can drag and drop the icon

file onto the Add an Icon window.

9. Click the [Add lcon] button. The icon is added to the Select an Icon window.

10. Click the [Select Icon] button to add the icon to the selected item.
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Chapter

Using the Device Investigator

Overview

The Device Investigator page provides a view of detailed data for a specific device. This chapter describes the
Device Investigator page and all of the data that can be viewed on the page and its various tabs.

Use the following menu options to navigate the SL1 user interface:
o Toview a pop-out list of menu options, click the menu icon (E)
« Toview a page containing all the menu options, click the Advanced menuicon ().

This chapter includes the following topics:

What isthe Device Investigalore ... 24
Using the Info Drawer on the Device Investigator Page ... o 27
Running a Device Report . 28
Using Device Tools in the Action RUNNET ... i e 29

Overview of the Device Investigator Tabs ... . 30
The Investigator Tab . .. 31

Adding and Removing Metrics on the Investigator Tab ... .. 33
Editing the Metric Panel Order on the Investigator Tab ... ... .. ... 34
Combining Charts on the Investigator Tab ... ... 36
Applying a Custom Device Investigator Layoutto Other Devices ... ... ... ... ...... 37
The Setings Tab .. 38
The Attributes Tab L 41
The Collections Tab ... L 42

23



The Configs Tab 43

The Events Tab . L 44
The Interfaces Tab . 45
The Journals Tab il 46
The Machine Learning Tab e 47
The Map Tab L 48
The Monitors Tab . 48
The NOtes Tab . 50
The Ports Tab 51
The Processes TaD ... ... 52
The Redirects Tab ... L 53
The Relationships Tab . .. 53
The Schedules Tab 54
The Services Tab . ..o 55
The Software Tab ..o 55
The Thresholds Tab ... 56
The Tickets Tab . 57

What is the Device Investigator?

The Device Investigator displays a customizable, detailed set of data about a specific device.

From the Devices page, click the name of a particular device to open the Device Investigator page for that
device:

Devices
cscol2é
& Investigator Settings Attributes Collections Configs Events Interfaces Journals Map Monitors Motes Ports Q More w
= |
a0y [
10.100.100.26 - Sciencelogic, Inc. EM7 Data Collectorin System organization ~ Elsiits . :
& 4of4 EDI
A 9 A Events ° . 1 ° . " Collecting AT i - & s
Uip. SevemTY MESSAGE TICKET I
Awailability (%) DY y
Device Vitals .
L] 68
o
Unavaiable
------ .
1030 oo 1w 1200 1290 o0
Combined Charts o || LAtERCEE) -
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The tabs on the Device Investigator page provide access to all of the data associated with the device. The tabs
are similar to the tabs on the Device Administration and Device Properties panels in the classic SLT user
interface.

Only tabs relevant to the selected device are available on the Device Investigator page. For example, the
[Agent] and [Interfaces] tabs do not display if the selected device does not use agents or inferfaces. Also, widgets
on the [Investigator] tab display as "Empty" where no metrics exist for that widget.

The Device Investigator page can include the following menus and buttons:

« Info. This drawer on the [Investigator] tab displays additional information about the device, along with the
most recently updated values for uptime and collection time.

o Report. This button lets you generate a detailed report on the device.

o Tools. This button opens the Activity Center, where you can run a set of diagnostic tools or user-initiated
actions, or to click on custom links that will open in a separate browser window.

The Device Investigator page contains the following tabs:

« Investigator. Displays panels that provide basic information and metric data about a device. For most
devices, the default panels include an Overview panel, Events, Logs, Availability, and combined charts for
metrics such as utilization, discards, and errors. You can customize the panel layout on this page to meet your
specific business needs, including select additional metrics to display.

o Settings. Lets you manage your preferences for that device, such as whether to auto-clear events, accept all
logs, run daily port scans, and more. You can also set user maintenance preferences and disable or enable
collection on that device.

o Attributes. Lists the custom descriptive fields that are currently aligned with this device. On this tab, you can
add and remove extended custom attributes to this device.

o Collections. Lets you align or un-align Dynamic Applications with this device, enable or disable collection for
the Dynamic Applications, and run a Dynamic Application. You can also change credentials and update the
poll frequency for a Dynamic Application.

« Configs. Displays configuration information collected from the device by Dynamic Applications. If this device
does not have any configuration data, this tab does not appear.

o Events. Displays a list of active and cleared events for the device. You can acknowledge events from this tab
and add event notes.

« Interfaces. Displays information about the interfaces used by the device. If this device does not use
interfaces, this tab does not appear.

o Journals. Displays journal entry information collected from the device by Dynamic Applications.
o Machine Learning. Displays a list of machine learning metrics that are enabled for the device.

o Map. Opens a map of that device and the devices it is related to (for systems that have the Maps page
enabled).

o Monitors. This tab lets you define monitoring policies for the device.
« Noftes. Displays notes and attachments associated with the device. You can also edit and create notes.

o Ports. Displays a list of all open ports on the device.
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o Processes. Displays a list of system processes running on the device.

o Redirects. Allows you to redirect logs entries from an IP-based device to the current device. This is most

useful when the current device is a virtual device, but you can also redirect log entries from one IP-based

device to another IP-based device.

o Relationships. Displays information about parent-child relationships between devices.

o Schedules. Allows you to view and manage all the scheduled processes you have defined in your system.

« Services. Displays a list of all Windows services enabled on the device.

« Software. Displays a list of all the software installed on the device.

o Thresholds. Lets you define space and performance thresholds for a device.

« Tickets. Displays all open, pending, or working tickets associated with the device.

o More. This drop-down lets you select additional tabs to display on the Device Investigator page by clicking

the star icon next to the tab name. You can search for specific items on a tab, such as Device Class, Uptime,
or Category, and the relevant tab will appear in the search results. You can also remove a tab by clicking the
star icon again, turning it from blue to white. Your tab selections are saved and remain in place even after

you log out:
Q More v
* Investigator * Settings
% Attributes % Ports
* Collections * Processes
* Configs * Redirects
% Events % Relationships

* Interfaces
* Journals

% Machine
Learning

% Map
% Monitors

* Notes

* Schedules

* Services

% Software

% Thresholds

* Tickets

down, click the word More.

TIP: Click the forward-slash button (/) to open the More drop-down. You can highlight search results using the
Up and Down Arrow keys on your keyboard, and select a result by pressing Enter. To close the drop-
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Using the Info Drawer on the Device Investigator Page

On the Device Investigator page, you can view read-only information about the device in the Info drawer:
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The Info drawer displays the following information for the device:

« Status. The status of the device.

o Collecting. Indicates that the device collection is "Collecting" with a green check mark icon ( ## ), meaning

SL1 is periodically collecting data from the device, or "Not Collecting" with a prohibition icon () ), meaning

the SL1 is not currently collecting data from the device.

o [IP.IP address of the device.

« Organization. The organization to which this device belongs. Click the organization name to view a detail

page for the organization.

« Device Class. Device class for the device. A device class usually describes the manufacturer of the device.

« Category. The device category associated with the device. The device category usually describes the

primary function of the device, such as a "server", "switch", or "router".
« Device Type. Specifies whether the device is a physical device or a virtual device.

« Collection Time. Date and time of the most recent collection.

« Uptime. The number of days and hours that the device has been continuously up and communicating with

SLT.

« More Aftributes. This lower section lists any custom attributes that might be aligned with this device.

What is the Device Investigator?
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Running a Device Report

On the Device Investigator page for a specific device, you can generate a detailed report on that device. You
can specify the information to include in the report and the format that SL1 will use to generate the report,
including HTML, PDF, XLS, and more.

1. On the Device Investigator page, click the [Report] button in the top navigation bar. The Device Report
modal page appears.

2. Inthe Type drop-down, select the type of report you want to generate. Your options include:

[Full Report]. Includes information about device status, status of all device policies, status of all
monitors, status of hardware components, status of all thresholds defined for the device, a list of all
active events associated with the device, and information about the last collection time and last entry
to the device log.

[Status]. Includes information about device status, status of all monitors, status of hardware
components, status of all thresholds defined for the device, and information about the last collection
time and last entry to the device log.

[Config]. Includes status of all monitors, status of all thresholds defined for the device, and information
about the last collection time and last entry to the device log.

[Contacts]. Includes contact information for the device's organization and contact information for all
vendors and warranty or support accounts.

[Hardware]. Includes overview of hardware components for the device.
[Notes]. Includes all notes created in the Notepad Editor page.

[Software]. Displays a list of software installed on the device.

[Processes]. Displays a list of all processes running on the device.

[Network]. Includes information about network ports and network configuration.
[Events]. Includes a list of all active events associated with the device.

[Health]. Includes information about device status, status of all monitors, status of all Dynamic
Applications associated with the device, status of all thresholds defined for the device, and a list of all
active events associated with the device.

3. Inthe Format drop-down, select the format for the report. Your options include:

HTML. Create the report as an HTML document.

PDF. Create the report as a PDF document.

DOC. Create the report as a Microsoft Word document.
XLS. Create the report as Microsoft Excel spreadsheet.

CSV. Create the report using comma-separated values.

4. Click [Create Report] to generate the report.
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Using Device Tools in the Action Runner

On the Device Investigator page, you can click the Tools menu to display the Action Runner. The Action
Runner enables you to run a set of diagnostic tools or user-initiated actions, or to click on custom links that will
open in a separate browser window.

NOTE: The tools and actions that are available in the Action Runner are based on the device type and your
user permissions, as determined by your organization assignment and access hooks. For example, if a
device does not have an IP address, only the Availability tool will be available.

NOTE: For more information about user-initiated actions, see the chapter on "Automation Policies" in the Run
Book Automation manual. For more information about custom links, see the chapter on "Custom
Links" in the Customizing the User Experience manual.

To use the Action Runner:
1. Access the Action Runner for devices in one of the following ways:
« Onthe Devices page, open the Device Drawer for a particular device. Click the search bar in the
Tools pane.
« On the Device Investigator page, click the [Tools] button in the top navigation bar.
o Click [Activity] in the navigation bar at the top of any page in SL1. Click the search bar.
2. When you click the search bar, a list appears of the default tools, actions, or custom links that are available for

the selected device. Click one of these tools, actions, or custom links, or use the search bar to search for a
tool or action that is not listed. The following default tools are available in the Action Runner:

« Availability. Displays the results of an availability check of the device, using the port and protocol
specified in the Availability Port and Availability Protocol fields on the [Settings] tab for this device.

« Ping. Displays statistics returned by the ping tool. The ping tool sends a packet to the device's IP
address (the one used by SL1 to communicate with the device) and waits for a reply. SL1 then displays
the number of seconds it took to receive a reply from the device and the number of bytes returned from
the device. Ifthe device has an IPvé address, SL1 uses the appropriate IPvé ping command.

o Whols. Displays information about the device's IP, including the organization that registered the IP and
contacts within that organization.

e Port Scan. Displays a list of all open ports on the device at the time of the scan.

« Deep Port Scan. Displays a list of all open ports and as much detail about each open port as the deep
port scanner can retrieve.

o ARP Lookup. Displays a list of IP addresses for the device and the resolved Ethernet physical address
(MAC address) for each IP address.
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o ARP Ping. Displays the results from the ARP Ping tool. The ARP Ping tool is similar in function to ping,
but it uses the ARP protocol instead of ICMP. The ARP Ping tool can be used only on the local network.

« Trace Route. Displays the network route between SL1 and the device. The tool provides details on
each hop to the endpoint. Ifthe device has an IPvé address, SL1 uses the appropriate IPvé traceroute
command.

TIP: The tools found in the Action Runner can also be found in the Device Toolbox in the classic SL1 user
interface.

3. Ifyou clicked a custom link, the link opens in a new browser window. If you clicked on a tool or action, then as
it runs, its progress and results appear in a log in the Activity Center.

4. After the ool or action has run, if you want to run it again, click the [Run Again] button. This button appears
only for activities completed during your current session.

Activity A

lenny-nightly-dist-mc-10-2-

4-125

Ping May 16, 2020, 2:33 P! C Run Again

Process Started on Collector

PING 10.2.4.125 (10.2.4.125) 56(84) bytes of data.

64 bytes from 10.2.4.125: icmp_seq=1 ttI=63 time=0.283 ms
64 bytes from 10.2.4.125: icmp_seq=2 ttl=63 time=0.254 ms
64 bytes from 10.2.4.125: icmp_seq=3 ttI=63 time=0.274 ms
64 bytes from 10.2.4.125: icmp_seq=4 ttI=63 time=0.404 ms
64 bytes from 10.2.4.125: icmp_seq=5 ttl=63 time=0.269 ms
---10.2.4.125 ping statistics -

5 packets transmitted, 5 received, 0% packet loss, time 4000ms
rtt min/avg/max/mdev = 0.254/0.296/0.404/0.058 ms
Process Completed on Collector

Deep Port Scan y 20, 2:14 PM C Run Again

Process Started on Collector
Starting Nmap 6.40 ( http:/nmap.org ) at 2020-05-16 18:14 UTC

NOTE: The left pane of the Activity Center displays a list of devices for which you have most recently used
the Action Runner, with the current device at the top of the list. To use the Action Runner for any of
the other recently used devices or fo view historical logs for the tools or actions that have been run on
those devices, click on the device name.

Overview of the Device Investigator Tabs

The following section provides an overview of how to use the tabs on the Device Investigator page for a selected
device.
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The Investigator Tab

The [Investigator] tab of the Device Investigator page displays a customizable set of metrics about the selected
device:
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The device type determines which metrics appear in the [Investigator] tab. For most devices, the following panels
and metrics appear by default:

Overview. Displays a panel that includes basic information about the device, including its IP address, Device
Class, organization, current state, event count, and collection status.

Events. Displays a panel with the list of events aligned with this device. In the right-hand pane, you can click
the ID or Message field to view the Event Investigator page for that event. You can also click the Events
panel heading to go to the [Events] tab for that device.

Availability. Displays a panel for the device's availability over time. Availability means a device's ability to
accept connections and data from the network.

Latency. Displays a panel for latency for the device overtime, in milliseconds. Latency means the amount of
time it takes SL1 to communicate with the device.

Map. Displays a panel with a map of the device and all of the devices with which the device has
relationships. You can also click the Map panel heading to go to the [Map] tab for that device. This panel is
disabled by default, but can be enabled by clicking the [Edit] button, and then selecting the Map checkbox.

CPU Utilization, Physical Memory Utilization, and Swap Memory Utilization. Displays a combined
chart panel with the percentage of CPU, physical memory, and swap memory used by the device over time.

Utilization In and Out. Displays a combined chart panel with the percentage of utilization in and out for the
device's network interfaces.

Discards In and Out. Displays a combined chart panel with the number of discards in and out for the
device's network interfaces over time.

Errors In and Out. Displays a combined chart panel with the number of errors in and out for the device's
network interfaces over time.

Logs. Displays a panel with a list of the logs for the device, sorted from newest to oldest by default. You can
use the Search field to search device logs for specific event messages, event IDs, date ranges, source types,
and other relevant text for troubleshooting. You can also click on the column headers for Date/Time,
Source, Event ID, Severity, and Message to sort by that column.

TIP:

You can customize the look and feel of the [Investigator] tab by contracting, expanding, and resizing
panels as needed. Click the contract icon ( #* ) in the panel header to display only the header or click the
expand icon (.. ) to display the panel's full contents. Click the Actions icon ( =) in the panel header and
then select Small, Medium, or Large to resize the panel.

TIP:

You can customize the appearance of leaderboard panels for interfaces, file systems, and Dynamic
Applications in the [Investigator] tab. Click the Leaderboard Bar Charticon (=) to switch from a bar
chartto a line chart, or click the Line Charticon (~/) to switch from a line chart to a leaderboard bar
chart.
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TIP: The [Investigator] tab panel layout is responsive. Panels are automatically resized or relocated whenever
a panel is added or removed, the panels are rearranged on the page, or the browser page increases or
decreases in size.

The Device Investigator page also includes the following sidebar buttons:

o Edit. Click the [Edit] button on the right panel to edit the content that appears on the [Investigator] tab and
its layout. For example, you can add or remove metrics, edit the metric panel order, or combine charts
on the [Investigator] tab.

o Timespan. Click the timespan button on the right panel to adjust the timespan of data that appears in all of
the metric panels on the [Investigator] tab. The default timespan is Last 24 Hours.

NOTE: Selectthe Always display raw data checkbox at the top of the timespan selector to ensure that the
metric data that appears in the panels on the [Investigator] tab always includes the most recent data
available. If you do not select that checkbox, SL1 will still display raw data when you select a timespan
of less than 2 days, but will automatically display rolled up hourly data for timespan selections of 2-45
days and rolled up daily data for timespan selections of more than 45 days.

Adding and Removing Metrics on the Investigator Tab

Optionally, you can add metrics to the [Investigator] tab for Dynamic Applications, interfaces, and the SL1 Agent
(if applicable), among other things. You can also remove metrics from the [Investigator] tab.

To add and remove metrics on the [Investigator] tab:

1. Toadd a metric panel that is not currently on the [Investigator] tab, click the [Edit] button on the right
sidebar to expand the layout panel, and then click the Add a metric field. A list of metrics appears:

Q v
Avg Transaction Count

CPU %

Disk Busy Max

Disk %

File Read Bytes

Files Accessed

2. Select a metric from the list, or type the name of a metric and select it from the list. The metric is added to the
right pane, and a corresponding widget appears in the left pane.

3. Some metrics might require you fo make additional selections, such as the network interfaces associated with
a device. Click the field and add one or more additional metrics, as needed.
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NOTE: You can select up to eight additional metrics per widget.

4. Toremove a metric panel from the [Investigator] tab, uncheck the corresponding box in the right panel.
The metric remains listed in the right panel, but the panel is removed from the [Investigator] tab.

5. To completely remove the metric and its corresponding panel from the [Investigator] tab, click the [Remove
from Layout] button ( ) for that metric in the right panel.

NOTE: The [Investigator] tab retains any changes you made to the set of device metrics displayed for each
device, on a per-user basis. To reset these changes to their default settings, click the [Reset] button at
the bottom of the right panel. Optionally, you can apply these changes to other Device Categories,
Device Classes, or devices. For more information, see the section on Applying a Custom Device
Investigator Layout to Other Devices.

Editing the Metric Panel Order on the Investigator Tab

On the [Investigator] tab of the Device Investigator page, the order in which the metric panels appear in the
right panel when you click the [Edit] button mirrors the order in which the corresponding metric panel widgets
appear in the left panel. You can drag and drop the panels up or down in the right panel to edit the order in which
the metric panels appear on the left panel. This enables you to prioritize the information that appears on the page.

To edit the order in which widgets appear on the [Investigator] tab:

1. On the [Investigator] tab of the Device Investigator page, click the [Edit] button on the right sidebar to
expand the layout panel.

2. Hoveryour mouse over the "Panel" heading of the panel that you want to move until you see an open hand
icon appear:
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3. Click and hold down the left button on your mouse to grab the panel, and then use your mouse to drag the
panel to a different location in the list. When you do so, the open hand icon becomes a closed hand icon,
and a blue dotted box appears around the panel.
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4. Release the left mouse button to drop the panel in your desired location. The new right-hand panel order will
be reflected in the left-hand widget panel.
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NOTE: The [Investigator] tab retains any changes you made fo the set of device metrics displayed for each
device, on a per-user basis. To reset these changes to their default settings, click the [Reset] button at
the bottom of the right panel. Optionally, you can apply these changes to other Device Categories,
Device Classes, or devices. For more information, see the section on Applying a Custom Device

Investigator Layout to Other Devices.
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Combining Charts on the Investigator Tab

On the [Investigator] tab of the Device Investigator page, you can combine chars for different time-series
metrics to see all of the combined data for those metrics in a single chart.

To combine charts:

1. Onthe [Investigator] tab of the Device Investigator page, click the [Edit] button on the right sidebar to

expand the layout panel.

2. Hover your mouse over a time-series metric name until you see an open hand icon appear.
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3. Click and hold down the left button on your mouse to grab the metric, and then use your mouse to drag the
metric info the panel of a different time-series metric in the list. When you do so, the open hand icon
becomes a closed hand icon, and the panel containing the combined metrics turns blue.
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4. Release the left mouse button to drop the metric into the desired panel. The newly combined metric panel
will be reflected in a "Combined Charts" widget in the lef-hand widget panel.
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Investigator Layout to Other Devices.

NOTE: The [Investigator] tab retains any changes you made to the set of device metrics displayed for each
device, on a per-user basis. To reset these changes to their default settings, click the [Reset] button at
the bottom of the right panel. Optionally, you can apply these changes to other Device Categories,
Device Classes, or devices. For more information, see the section on Applying a Custom Device

Applying a Custom Device Investigator Layout to Other Devices

The device [Investigator] tab has a default layout that includes widgets such as an Overview panel, Events panel,
Logs panel, and combined chart panels for utilization, discard, and error metrics. Initially, this layout is assigned to

all devices.

You can also create custom [Investigator] tab layouts for individual devices or entire Device Classes or Device
Categories, and then apply those updates either to only yourself or to all system users.

To apply a custom device [Investigator] layout to other devices:

1. On the [Investigator] tab of the Device Investigator page, click the [Edit] button on the right sidebar to
expand the layout panel. When you do so, the [Investigator] tab name will appear at the top of the layout

panel, along with one of the following labels:

o Default. Indicates the layout has not been changed from the default settings.

o Private. Indicates the layout has been changed from the default settings but only applied to the logged

in user.

o Public. Indicates the layout has been changed from the default settings and has been applied to all

system users.
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2. Make updates to the [Investigator] layout as needed, such as by adding or removing metrics, editing the
metric panel order, or combining one or more charts into a single panel. When you do so, the label at
the top of the layout panel will change to "Private”, if it was not already labeled as such.

3. Tosave the custom [Investigator] layout for other devices, Device Classes, or Device Categories, and/or to
save the layout for all system users, click the [Apply To...] button, and then proceed to step 4. Otherwise, do
one of the following:

« Tosave the custom [Investigator] layout for only the current device and your user account, leave the
page. When you do so, SL1 automatically saves the custom layout, and will display the custom layout
when you return to the [Investigator] for that device.

« Torevert your [Investigator] layout changes to the default settings, click the [Reset] button.

4. Onthe Apply "Custom Investigator" to... modal, use the following tabs and fields to specify the devices
and users to which you want to apply the custom [Investigator] layout, as well as its name:

« Categories, Classes, and Devices tabs. Click the appropriate tab(s) at the top of the modal page
and then use the search field to locate the specific Device Categories, Device Classes, or individual
devices to which you want to apply the custom [Investigator] layout. Select the checkbox for each
category, class, or device that you want to select.

o Name. Type a new name for the custom [Investigator] layout.

« Apply Investigator for. Select one of the following options:
o Myself. Applies the custom [Investigator] layout to only your user account.

o All System Users. Applies the custom [Investigator] layout to all users in your SL1 system.

5. Click [Review]. A summary of your selections appears.

6. To confirm your selections, click [Apply To Selected Types].

The Settings Tab

NOTE: The Agent section appears only for agent-type devices.

Setthe following Agent data collection preferences:

« Disk Space. Specify the amount of disk space in MB that the agent can use to store data. If the agent loses
connectivity to SL1, this disk space will be used to store collected data until the connection to SL1 is restored.
When connectivity is re-established, the agent uploads all of its stored data.

o Excludes. Type a list of processes and directories, separated by semi-colons, that you do not want the agent
fo monitor.
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« Includes. Type a list of processes and directories, separated by semi-colons, that you want the agent to
monitor. This field ensures that specific processes are monitored.

NOTE: If a process or directory is included in both the Excludes field and the Includes field, the item in
the Includes field will override the item in the Excludes field.

o Collect File Information. Select this option if you want the agent to report the names of files accessed by
each monitored process.

o Collect Named Pipe Information. Select this option if you want the agent to collect named pipe
information.

o Collect Socket Information. Select this option if you want the agent to collect socket information.
o Collect Thread Information. Select this option if you want the agent fo collect thread information.

o Collect Non-Intercepted Processes. Select this option if you want the agent to collect limited information for
processes that do not contain the agent library.

o Processes Aggregation. Specify how you want the agent to collect limited information for processes that do
not have the agent library in them, and how to aggregate short-lived processes. Your options include the
following:

o All: Aggregate every short-lived process into its parent.
o None: Do not aggregate any short-lived process.

o Without Sockets: Aggregate short-lived processes unless those processes have sockets.
o Upload Interval. Specify how often the agent should upload data. Your options include the following:

e 20 Seconds. Upload a data snapshot every 20 seconds. This is the default setting, and it is the same
interval used with the distributed SL1 architecture.

e 60 Seconds. Upload a data summary every 60 seconds. This option uses an improved data format
that requires fewer SL1 resources. The SL1 agent continues to internally collect and poll data every 20
seconds, but the agent summarizes and uploads that data every 60 seconds. There is no data loss
even though the data is uploaded less frequently.

NOTE: The Upload Interval option is currently available only with version 132 or later of the
Windows SL1 agent. The Linux agent only uploads snapshots, not summaries.

Setthe following Collection preferences:

o Enable Collection. Select this option to enable collection using the collector group specified in the following

field.
o Collection Poller. Select the name of collector group you want to use for collection on this device.

« Collection Type. Select the type of collection you want to use on this device. Your options include Standard
or DHCP.
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Set the following Monitoring preferences:

SNMP Read. Select the community string for read-only access to SNMP information on the device.
SNMP Write. Select the community string for read-and-write access to SNMP information on the device.
Availability Protocol. Select the protocol to monitor that determines if the device is available.
Availability Port. Select the port to monitor that determines if the device is available.

Latency Protocol. Select the protocol to monitor that determines latency for the device.

Latency Port. Select the port to monitor that determines latency for the device.

Auto-Update. This checkbox specifies whether or not you want SL1 to perform a nightly discovery of the
device and update records with changes to the device. If this field is unchecked, SL1 will not perform nightly
discovery. Changes to the device, including newly opened ports, will not be recorded by SL1.

Scan All IPs. If the device uses multiple IP Addresses, SL1 will scan for open ports on all [Ps during initial
discovery and nightly discovery.

Set the following User Maintenance preferences:

o Enable User Maintenance. Specifies whether the device is in user maintenance mode. User maintenance

is an option that allows a user fo manually put a device in fo "maintenance mode". During maintenance
mode, for the selected devices, SL1 generate only events with a severity less than the system-wide
Maintenance Minimum Severity sefting. If you select Enabled, the device is putin user maintenance
mode, and the device will remain in this state until you or another user disables user maintenance mode.

Enable Collection During Maintenance . Specifies whether SL1 will poll the device when user
maintenance mode is enabled. If you select Enabled, SL1 will continue to poll and collect data from this
device during user maintenance mode.

Set the following Alerts and Events preferences:

Event Mask. Specify the time frame for masking events. When a device uses the Event Mask setting, SL1
groups fogether events that occur on that device within the specified span of time.

Always Create Latency Alert. Select this option to generate two alerts when availability and latency checks
fail. Deselect to generate only an availability alert and suppress latency alers.

Allow Events to Auto-Clear. Deselect this option to override an event policy's auto-clear setting for this
device.

Critical Ping. Pings the device and creates an event if the device does not respond. When enabled you can
select between 5 and 120 seconds.

Set the following Other device preferences:
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o Accept All Logs. This checkbox specifies whether or not you want to keep and save all logs for this device. If

you want to retain only logs associated with events, uncheck this field.

o Daily Port Scans. This checkbox specifies whether or not you want SL1 to perform a daily scan of the device

for open ports.
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o Preserve Device Name. [f selected, the name of the device in SL1 will remain the same, even if the name of
the actual device is changed. If unselected, the SL1 name for the device will be updated if the name of the
actual device is changed.

« Disable Asset Update. If selected, SL1 will not automatically create a new asset record for the device or
update the existing asset record for the device. For the single device, this checkbox over-rides any settings
defined in the Asset Automation page (System > Settings > Assets).

« Bypass Interface Inventory. Specifies whether or not the discovery session should discover network
interfaces. Your options include:
o Selected. SL1 will not attempt to discover interfaces for this device during re-discovery and nightly
auto-discovery.

o Not Selected. SL1 will attempt to discover network interfaces for this device during re-discovery and
nightly auto-discovery using the Interface Inventory Timeout value and Maximum Allowed
Interfaces value specified in the Device Thresholds page.

o Dynamic Discovery. If selected, SL1 will automatically assign the appropriate dynamic applications to the
device during discovery.

The Attributes Tab

On the [Attributes] tab of the Device Investigator, you can view a list of list of custom aftributes that are already
aligned with that device, and you can also add and remove extended custom attributes for the device:

ws Motes Ports Processes Redirects Relationships Schedules Services Software Thresholds Tickets Attributes Q More v

© pespiav nasE VALUE TYPE VL ATTRIBUTE TYPE

NOTE: For more information about this tab, see the section on Adding Custom Attributes for a Device.

Overview of the Device Investigator Tabs 41



The Collections Tab

On the [Collections] tab of the Device Investigator, you can view a list of the Dynamic Applications associated
with the device:
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NOTE: For more information about this tab, see the section on Managing the Dynamic Applications
Associated with a Device.
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The Configs Tab

On the [Configs] tab of the Device Investigator, you can view configuration information that has been collected
from the device by Dynamic Applications:

J6095-NPE3 cisco.com

Investigator Interfaces Configs Events Collections Q, More

AR A5 < VLAN Information

Clsco: Environmental Status

Chseo: VLAN Configuration
CollactionGreapi0] : A tokrniting ratror 2 )
AT it VTP Statistics

VTP Statistics

Clseo: FRU Control Configuration

BGP Peers

OSPF Neighbars Configuration

Cisen IPSLA Configuration Module Status

Entity Configuration

All objects of type "config" are included on the [Configs] tab. Usually, "config" objects contain static information
about hardware and configuration settings, such as serial numbers, version numbers, and hardware status.

NOTE: For more information about this tab, see the chapter on "Viewing Configuration & Journal Data" in the
Monitoring Device Infrastructure Health manual.
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The Events Tab

On the [Events] tab of the Device Investigator, you can view a list of events associated with the device:
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NOTE: For more information about this tab, see the chapter on "Viewing Events" in the Events manual.
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The Interfaces Tab

On the [Interfaces] tab of the Device Investigator, you can view information about the various interfaces used by

the device, including Port, Hardware Description, MAC Address, Connection Speed, and other details for each

interface:
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NOTE: For more information about this tab, see the chapter on "Monitoring Network Interfaces" in the
Monitoring Device Infrastructure Health manual.
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The Journals Tab

On the [Journals] tab of the Device Investigator, you can view journal entry information that has been collected
from the device by journal Dynamic Applications:
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NOTE: For more information about this tab, see the chapter on "Viewing Configuration & Journal Data" in the
Monitoring Device Infrastructure Health manual.
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The Machine Learning Tab

On the [Machine Learning] tab of the Device Investigator, you can view a list of machine learning metrics that
are enabled for the device:

. AsimovSandboxCDB
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NOTE: For more information about machine learning and anomaly detection, see the Anomaly Detection

manual. For more information about this tab, see the chapter on "Enabling Machine Learning-based
Anomaly Detection" in that manual.
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The Map Tab

On the [Map] tab in the Device Investigator, you can view a map of the selected device and all of the devices
with which the device has relationships:

tions Processes Redirects Relationships Schedules Journals Services Map Monitors Thresholds Tickets MNotes Q More v

Q
Q

NOTE: For more information about this tab, see the section on Viewing Device Topology Maps. For more
information about maps, see the Maps manual.

The Monitors Tab

On the [Monitors] tab of the Device Investigator, you can define monitoring policies for a device.
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The [Monitors] tab allows you to define policies that monitor:

« System processes. Monitors the device and look for the specified system process. For more information, see
the chapter on "Monitoring Device Processes" in the Monitoring Device Infrastructure Health manual.

o Domain-name availability and lookup speed. Monitors the availability and lookup time for a specific
domain-name server and a specific record on a domain name server. For more information, see the chapter
on "Monitoring Domain Servers and DNS Records" in the Monitoring Device Infrastructure Health
manual.

o Email round-trip speed. Monitor the amount of time it takes to send an email message from SL1 to an
external mail server and then back to SL1. For more information, see the chapter on "Monitoring Email
Round-Trips" in the Monitoring Device Infrastructure Health manual.

o SOAP and XML transaction speeds. Monitors any server-to-server transactions that use HTTP and can post
files or forms. (for example, SOAP/XML, email, or RSS feeds). Periodically, SL1 sends a request and some
data and then examines the result of the transaction and compares it to a specified expression match. For
more information, see the chapter on "Monitoring SOAP and XML Transactions" in the Monitoring Device
Infrastructure Health manual.

o TCP/IP port availability. Monitors ports for availability every 5 minutes. If a port is not available, SL1 creates
an event. The data gathered by the port policy is used to create port-availability reports. For more
information, see the chapter on "Monitoring Ports" in the Monitoring Device Infrastructure Health
manual.

o Web-content availability. Monitors a website for specific content. SL1 will periodically check the website for
specified content. If the content cannot be found on the website, SL1 will generate an event. For more
information, see the chapter on "Monitoring Web Content" in the Monitoring Device Infrastructure Health
manual.

« Windows services. Monitors the device and look for the specified service. For more information, see the
chapter on "Monitoring Windows Services' in the Monitoring Device Infrastructure Health manual.

NOTE: All of these monitoring policies can generate events. SL1 uses the data collected by these policies to
create performance reports and graphs.
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The Notes Tab

On the [Notes] tab of the Device Investigator, you can add and view notes and other attachments associated
with the device:
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To add a note to a device:

W N

Goto the [Notes] tab of the Device Investigator.
Click the [Actions] button and then select Notepad Editor. The Notepad Editor modal page appears.

In the Notepad Editor modal page , you can entfer notes or comments about the device.

o You can format the text and include links, images, and videos in the note.
e You can also include a document template (System > Customize > Document Templates) in the

field.

When you are finished adding content to the note, click [Save]. The note will appear in the [Notes] tab,
along with any other notes about the device. Each note includes the username, date and time, and text of the
comment. You can perform the following on each note entry:

« To view a note's attachment, click the paperclip icon ().

« To edit the content of a note, click the wrench icon ( 9'). The Notepad Editor modal page
appears. You can update the note; format the text; insert content from a saved template; and add an
attachment, image, or video fo the note. Click the [Save ]button to save your changes.

o To delete a note, click its bomb icon (&").

NOTE: Forinformation about adding a note to a device in the classic SL1 user interface, see the section on

Adding a Note in the Device Administration Panel.
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The Ports Tab

On the [Ports] tab of the Device Investigator, you can view a list of all open ports on a device:
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Every night, SL1 scans all the ports of each managed device. If any new ports are opened, SL1 adds the port to the
list on the [Ports] tab.

NOTE: For more information about this tab, see the chapter on "Monitoring Ports" in the Monitoring Device
Infrastructure Health manual.
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The Processes Tab

On the [Processes] tab of the Device Investigator, you can view information about the processes running on the
device. The [Processes] tab displays a combined list of processes collected via SNMP and the agent, where
applicable.
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A process is a program that is currently running on a monitored device or has been run in the past and is currently
idle. Sometimes a process is called a task.

NOTE: For more information about this tab, see the chapter on "Monitoring Device Processes" in the
Monitoring Device Infrastructure Health manual.
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The Redirects Tab

On the [Redirects] tab of the Device Investigator, you can redirect log entries from one IP-based device to
another IP-based device, or from an IP-based device to a virtual device.

Tickets MNotes Q Moare w

tions Processes Redirects Relationships Schedules Journals Services Map Monitors Thresholds

Redirect Policy Registry

NOTE: For more information about this tab, see the chapter on "Viewing Device Logs" in the Monitoring
Device Infrastructure Health manual.

The Relationships Tab

On the [Relationships] tab of the Device Investigator, you can view information about parent-child relationships
between the selected device and other devices.

Info

tions Processes Redirects Relationships Schedules Journals Services Map Monitors Thresholds Tickets MNotes Q More ~

Comgoemnt Mapging Component Mapping
Patert Device: 102672 on
cn ElfenFode

]

Chikd Davice. T TeniFoider
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NOTE: For more information about this tab, see the section on Viewing Relationships for a Single Device.

The Schedules Tab

On the [Schedules] tab of the Device Investigator, you can manage all the scheduled process you have defined
in your system. You can define scheduled tasks for a number of things, such as backup management, dashboards,
devices, and Run Book Automation policies.

- 10.64.172.187

tions Processes Redirects Relationships Schedules Journals Services Map Manitors Thresholds Tickets Motes Q More
Schedule Manager | Schedules Found [1]
L ‘B
1 PExample Scheduie - 7 ~  Devices uic 2021-01-28 120000 | B0 minut Every 2 Weeks - - anderton Syssem uganiz: Yes
Selca detion B o |

NOTE: For more information about this tab, see the section on Scheduling Maintenance for a
Single Device.
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The Services Tab

On the [Services] tab of the Device Investigator, you can view a list of all Windows services enabled on the
device:

LOCK-WIN-2012.LAB.... Info w

ws Motes Ports Processes Redirects Relationships Schedules Services Software Thresholds Tickets Attributes Q Mare
.

"Windows Sarvices | Services Found [31]

Tarvice Name | B

1 Actve Diwciory Corticate Sarvices Renring Mo
2 Active Dawctory Domais Sarvicn Renning  Ha
3 Astive Diractory ek Sarvices Fanning  Ka
£ Adgbe Acrabat Updase Sarvice Funning Mo
6 Agploation Expariance Rening  bo
5 Appheaton Het Helpw Sarvice Renring Mo
T Eschgroond inteligest Tramalet Sarvic Raneing o
& Backgiond Tasks inkastuctae Sanvice Renning Mo
5 Bane Fitwing Esgine Renring Mo
0 e Renfing  Ha
11 Cisco AmConeect Secus Mobilty Agent Fanning o
"2 CHG Kay lsolston Renring Ko
13 COMs Evest System Renring  Ha
th Cradentisl Mansget Runring o
15 Cryprograghic Sendces Funring o
5 DCOM Server Process Lauscher Renning Mo
17 Davice Association Servics Fenring Ko
18 (068 Renting  Ho
15 DFS Raplication Renring Mo
20 [DHCHChel Renning Mo
21 DHCP Server Funning Ko
22 Sarvics Running Ko
23 Diagreasc System Host Renring  ba
23 | Diiributed Tranission Rening Mo
5 ONS Cheet Funring o
26 DHS Server. Runring %o
27 Fenction Discovery Provider Host Funning  Ho
% Poficy Chant Renning Mo
25 WS Admin Seevics Reneing o
30 WE mad AsthiP Bsac Keying Modules. Renning Mo -

NOTE: For more information about this tab, see the chapter on "Monitoring Windows Services" in the
Monitoring Device Infrastructure Health manual.

The Software Tab

On the [Software] tab of the Device Investigator, you can view a list of all the software installed on the device:

Report Tools

Imvestigator Settings Interfaces Configs Events Software Attributes Ports Collections Processes Redirects Rel Q More v

Il
&

INSTALL DATE

Dec 18, 2020, 857 AM

Dec 18, 2020, 902 AM

absa-ib-1.18-1.687

atispiz-agk:2.26 21 6i7 Dec 18, 2020, $00 M
at-api2-core-2.28.0-1.607 Dec 16, 2020. #:00 AM
Atk 2281167 Dec 18, 2020, 857 AM
attr-2.4 46-12.e17 Dec 18, 2000, 858 AM
audit: 285407 Dec 18 2000, 703 AM
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NOTE: For more information about this tab, see the chapter on "Monitoring Hardware and Software" in the
Monitoring Device Infrastructure Health manual.

The Thresholds Tab

On the [Thresholds] tab of the Device Investigator, you can define usage and performance thresholds and data
retention thresholds for a device:

Aap Monitors Motes Ports Processes Redirects Relationships Schedules Services Software Thresholds Tickets Q More v

Bandekih Data | . : . B 31 am

Dty Fiolup Band . - H - b T30 am

When performance thresholds are exceeded, SL1 will generate an event for the device. When space thresholds
are exceeded, SL1 will remove the oldest data from the database. For each of these thresholds, SL1 defines a
default value. You can edit the thresholds to meet your needs.

NOTE: For more information about this tab, see the section on Device Thresholds.
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The Tickets Tab

On the [Tickets] tab of the Device Investigator, you can view all tickets associated with the device and create
new tickets to associate with the device:

Report |

Aap Monitors MNotes Ports Processes Redirects Relationships Schedules Services Software Thresholds Tickets Q, More w

1R etk TICKET FOR DEVICE: ¥0.64.172 73 | 1064 172 T3 | Claes Systema | CRE-1 168 2 daet Management Open
Ticken Categery Mase
& hutomateet
e 2 171700 (barsderton|

The [Tickets] tab displays critical information about each ticket. If you require more detail, you can access the

Ticket Editor from this page by clicking on the ticketing icon (I;')
You can also create a new ticket from this page.
To create a new ticket for a device:

1. Gotothe [Tickets] tab of the Device Investigator.
2. Click the [Actions] button and then select Create a Ticket. The Ticket Editor page appears.

3. On the Ticket Editor page that appears, define the basic parameters for the ticket. For information about the

fields on this page, see the chapter on "Creating and Editing Tickets" in the Ticketing manual.

NOTE: The Description and Element fields are automatically populated with information about the device.

4. When you are finished, click [Save].

NOTE: Forinformation about creating a ticket for a device in the classic SL1 user interface, see the section on
Creating a Ticket About a Device.
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Chapter

Using the Device Manager Page

Overview

After running discovery for the first time, you can view the list of discovered devices on the Device Manager page
(Devices > Device Manager).

NOTE: The list of devices on the Device Manager page matches the list of devices on the Devices page, but
the Device Manager page includes additional functionality, which is covered in this chapter.

Use the following menu options to navigate the SL1 user interface:
« Toview a pop-out list of menu options, click the menu icon (E)
« Toview a page containing all the menu options, click the Advanced menuicon ().

This chapter includes the following fopics:

Viewing the List Of AllDeVICeS ... ... ... e 59
Device Manager Preferences .. ... 62
Filtering the List Of DEVICES ... ..o 63
Special Characters .. 65
Using the Advanced Filter with the List of Devices .. ... ... o o e 68

Generating a Report for Multiple Devices ....... ... 70

Generating a Report fora Single Device ... . . . 71

Viewing the List of Component Devices .......... ... L 74
Availability for Component DeviCes ... ... ..o 76
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Viewing Child Devices ... 77

Filtering the List of Component DeViCes . .......... ... 77
Using the Advanced Filter with the List of Component Devices ... ... ... . 79
Bulk Actions in the Device Management Page ... ... ... . 80
Bulk Actions for Component DevViICes ... ... . i 81
Bulk Merging and Unmerging of Devices ... . . . . il 83
Performing a Bulk Device Merge ....... ... L 84
Performing a Bulk Device Unmerge ... ... oL 86

Viewing the List of All Devices

After running discovery for the first time, you can view the list of discovered devices in the Device Manager page.
To access the Device Manager page, go to Devices > Device Manager (or Registry > Devices > Device
Manager in the classic user interface):

Device Manager | Devices Found [88] TRALCRNEE o R [Scices | Repod | eset | Gude
Devics
Device Name + P Addrecs Catepory Devioe Class | Subcase oo Organization =

(0 I | E— JE==E

1. P ) 10-84-171-130-C0B. 1084171130 System EMT Sdencelogic. Inc. | EM7 Dalabase 1 System cue Agtive EM7 Default V2 V2 No mare T v

2 B ] 780SHPER Gsco.com w 1020731 Metwork Rovter  Gisco Sysiems | 78085 2 Sysem W 5 cus Kctve Cisco SNMPV2-EVZ No mER I v

3P RAAICERITT »192183.33177 SysemEM7  Sciengelogis, Inc. | EM7 All-in-One 13 Sysem A e Aetive EM7DefaultVa V3 No mEed v

4. Pl asupekar-aic-02 w10214582 SystemEM7  Sciencelogic. Inc. | EM7 All-in-One 20 System EER 1 cue Active EM7Default V2 W2 No MmO v

5. P Automation-sysiem1-110 »102.15.110 SystemEM7  Sciencebogic, Inc. | EM All-in-One 72 System s L cue Unavailable EM7DefauliV2 V2 Mo mERI v

5§ g Automation SM_82 10215111 w0zt SisemEM7  Saendelogio Inc. | EMZ Alin-One 73 Sysem o 5 cue Unavailabie EMTDEURVE V2 No muea v
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5 P CE85RI033204 w152 18833204 SisemEM7  Sasncelogic inc. | EM7 Alin-One 24 Sysmm 1 cus Aetive EMTDSRUIVE V3 No ®mERT v
0. @ dfiog-sio w152 18332 181 SystemEM7  Sciencelogic. Inc. | EM7 All-in-One 8 System EE N cus Active EM7Defmut V3 V3 Mo mred v
11, ) CUCH10-01 .02 sciencelogicocal w100.13.20 UC.Device: Cisco Systems | CUCM Server 3 System . L ocue Ative SNMPPubicV2 V2. No myed v

12.| o8t w52 18333201 SyslemEM7  Scenselogic: Inc.{ EM7 Datshsse 25 sy [ N Unavailsbie EM7DefsufVE V3 No mERd <
12. | @ 4022 w102.168.33202 SystemEM?  Sdiencelogic. Inc. | EM7 Database 4 System &= 1 cus Unavailzble EM7 Default V3 V3 Mo WO v
14, B g EMT-HADR-CLO 10216333147 SystemEM7  Sciencelogic. Inc. | EMF Data Colector 8 Sysem M 0 CUG Aetive EM7Default V3 V3 Mo [ R E
15 g siT-hsdracht w162 15233 141 SyslenEM7. Saeneskogic, Inc. | EM7 Databisse 88 System = L cue £ EM7DefsGRVE V3 No mERd v
1o 9 o7 hatr62 w ez 6323148 SyemEM7  Soncel e ing | WY Datsbese %  Smem . 1 s e S Vi Ne mERE
17, B gfjemTaio W 162.165.33.180 SysemEM7T  Sciencelogic. Inc. | EMT All-in-One 19 Sysem o ocue Agtive EM7DefaultV: V3 Mo mEed v
12, | P fj=mrac W108488.18 SystemEM7  ScienceLogic: Inc. | EM7 All-in-One 87 System S 5 cue Ative EM7 DefauliV3 V3 No mEd v
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21 B plgmstacktz »102.15.101 SystemEM7  Sciencebogic: Inc. | EMT All-n-One S8 EsstCosst = N oue Unavaisie EMTDefau V2 V2 Mo [ B e
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24, | @ lgmsizcds m10215.104 SvstemEM7  SdenceLogic, Inc. | EMT All-in-One. 82 System A cue Unavailabie EM7Defouli V2 V2 No mESDd v 7
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The Device Manager page displays the following information about each device:

TIP: To sort the list of devices, click on a column heading. The list will be sorted by the column value, in
ascending order. To sort the list by descending order, click the column heading again.

« Device Name. Name of the device. For devices running SNMP or with DNS entries, the name is discovered
automatically. For devices without SNMP or DNS entries, the device's IP address will appear in this field.

« Device Hostname. For devices that are discovered and managed by hostname (instead of IP address), this
field displays the fully qualified hostname for the device.

« IP Address. The IP address of the device.
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« Device Category. The category assigned to the device. Categories include servers, routers, switches,
firewalls, and printers, among others. The category is automatically assigned during discovery, at the same
time as the as Device Class/Sub-Class.

« Device Class/Device Sub-Class. The manufacturer (device class) and type of device (sub-class). The
Device Class/Sub-Class is automatically assigned during discovery, at the same time as the Category.

o DID. Device ID. This is a unique number automatically assigned to the device by SL1.
o Organization. The Organization to which the device is assigned.

o Current State. Condition of the device, based upon events generated by the device. Condition can be one
of the following:

o Critical. Device has a serious problem that requires immediate aftention.
o Major. Device has a problem that requires immediate aftention.

o Minor. Device has a less-serious problem.

o Notice. Device has an informational event associated with it.

o Healthy. Device is running with no problems.

NOTE: The appearance of the Current State field depends upon the value of the Show Severity Badges
field in your user preferences. If the Show Severity Badges field is enabled, the value in the Current
State column will be displayed as a color-coded badge. If the Show Severity Badges field is not
enabled, the value in the Device Name column and the value in the Current State column will be
painted with the severity color.

« Collection Group. Specifies the collector group to which the device belongs. Collector Groups are defined
in the Collector Group Management page (System > Settings > Collector Groups) and specify a primary
Data Collector and an optional failover collector. A Data Collector server is the appliance that gathers data
from the device. For All-In-One Appliances, this field displays only the built-in Collector Group (and any
virtual Collector Groups).

« Collection State. Specifies the current condition of data collection for the device. Collection state can be one
of the following:

o Active. SL1 is collecting data from the device.

o Unavailable. SLT cannot connect to the device, and will not collect data from the device until the
device becomes available.

o User-Disabled. SL1 is not currently collecting data from the device because the user has disabled
collection.

o System-Disabled. SL1 is not currently collecting data from the device because the system has disabled
collection.

o Maintenance. SL1 is not currently collecting data from the device because itis currently in scheduled
maintenance mode.

o User-Initiated-Maintenance. SL1 is not currently collecting data from the device because it has
manually been put info maintenance mode by a user.
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o Component Vanished. The component device has vanished, i.e. is not currently being reported by its
root device. SL1 cannot collect data from the device at this time.

NOTE: Depending on the circumstances, more than one collection state might appear for a single device.
For example, if a device is in a scheduled maintenance mode, the Collection State might be
Unavailable / Maintenance / System-Disabled.

o SNMP Credential. The primary credential used by SL1 1o retrieve SNMP information about the device.

NOTE: Your organization membership(s) might affect the display in the SNMP Credential column. For
details, see the Discovery and Credentials manual.

o SNMP Version. The version of SNMP used by the SNMP Credential.

o SLAgent. Indicates ifthe SL1 Agent is installed on the device. If the agentis installed on the device, the
SL Agent column displays a gear icon that can be used to access agent seftings. For more information about
editing Agent settings, see the Monitoring Using the Agent manual. The SL Agent column does not
appear on the Device Manager page by default. For more information about adding or removing columns
on the Device Manager page, see the Device Manager Preferences section.

« Tools. Displays icons for managing devices. The choices are:

o Device Administration ( a). Leads to the Device Properties page, where you can define basic device
parameters and parameters for discovery. From the Device Properties page, you can also access the
other pages in the Device Administration tools.

o Device Management (ffﬂ). Leads to the Device Summary page, where you can see reports and logs
related to the device. From the Device Summary page, you can also access the other pages in the
Device Reports panel. For details on Device Reports, see the manual Monitoring Device
Infrastructure Health.

o Root Device (-'..—’1&). Indicates that the device is a component device. Leads to the Device Properties
page of the root device for the component device. In SL1, the root device is the physical device that
hosts the system that manages the component device.

o Parent Device (). Indicates that the device is a component device. Leads to the Device Properties
page of the parent device for the component device. In SL1, the parent device can be either another
component device or a physical device. A parent device can be either: the component device
between the current component device and the next layer in the component-device hierarchy or a root
device.

o Interfaces (). Leads to the Interfaces Found page, where you can view details about each network
interface on the device. For details on device interfaces, see the Device Management manual.
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o Print Report (™). Generates a report for the selected icon. Spawns the Report Selector page, where
you can specify the information to include in the report (Full Report, Status, Config, Hardware, Notes,
Software, Processes, Network, Events, and Health) and the format in which the report will be
generated (Create Report as HTML Document, Create Report as PDF Document, Create Report as
MS Word Document, or Create Report as MS Excel Document).

o Create Ticket (r;). Leads to the Ticket Editor page, where you can define and file a new ticket for the
device. For details on creating tickets, see the manual Ticketing.

o View Asset Record( %‘) This icon appears if an asset record has already been defined for the device.
This icon leads to the Asset Properties page, where you can view the asset record for the device.

o Create Asset Record (®). This icon appears if an asset record has not been defined for the device.
This icon leads to the Asset Properties page, where you can create an asset record for the device.

o Checkbox (). Applies the action in the Select Action drop-down list to the device. To select all
checkboxes (i.e., to select all devices), select the large red checkmark icon.

Device Manager Preferences

The Device Manager Preferences page allows you to customize the display and behavior of the Device
Manager page. To access this page, go to the Device Manager page, select the [Actions] menu, and then
choose Device Manager Preferences.
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In the Device Manager Preferences page, you can customize the following:

« Device Manager Columns. In this list, you can select the default columns to be displayed in the Device
Manager page.

Edit Device Manager Preferences

Device Manager Preferences

Device Manager Columns
[Device Name] -
Device Hostname

[IP Address]

[Device Category]

[Device Class | Sub-dass]

[DIo]

[Organization]
[Current State]
[Collection Group]
[Collection State]
[SMNMF Credential]
[SNMP Version]
Agent

n
]
m

NOTE: When you edit the list of columns in the Device Manager Columns field, the selected list of columns
in the Account Preferences page is automatically updated. When you edit the list of columns in the
Account Preferences page, the selected list of columns in this page is updated.

Filtering the List of Devices

You can filter the list on the Device Manager page by one or more parameters. Only devices that meet all the
filter criteria will be displayed in the Device Manager page.

Tofilter by each parameter except Current State, entfer text info the desired filter-while-you-type field. The Device
Manager page searches for devices that match the text, including partial matches. By default, the cursor is placed
in the left-most filtler-while-you-type field. You can use the <Tab> key or your mouse to move your cursor through
the fields. The list of devices is dynamically updated as you type. Text matches are not case-sensitive.

You can also use special characters to filter each parameter.

Filter the list by one or more of the following parameters:

63 Viewing the List of All Devices



o Device Name. You can enfer text to match, including special characters, and the Device Manager page
will display only devices that have a matching device name.

« Device Hostname. You can enter text to match, including special characters, and the Device Manager
page will display only devices that have a matching hostname.

« [P Address. You can enter text to match, including special characters, and the Device Manager page will
display only devices that have a matching IP address.

« Device Category. You can enter text to match, including special characters, and the Device Manager page
will display only devices that have a matching device category.

« Device Class. You can enfer fext to match, including special characters, and the Device Manager page will
display only devices that have a matching device class.

e DID. You can enter text to match, including special characters, and the Device Manager page will display
only devices that have a matching device ID.

« Organization. You can enter text fo match, including special characters, and the Device Manager page
will display only devices that have a matching organization.

« Current State >=. Specifies the device's current state. Only those devices that match all the previously
selected fields and have the specified condition will be displayed. A device's condition is determined by its
most severe, outstanding event. The choices are:

o >=Healthy. Include devices with a condition of "Healthy" or greater. This will include all devices.

o >=Notice. Include devices with a condition of "Notice" or greater. This means, include devices with a
condition of "Notice", "Minor", "Major", and "Critical".
o >=Minor. Include devices with a condition of "Minor" or greater. This means, include devices with a

condition of "Minor", "Major", and "Critical".

o >=Major. Include devices with a condition of "Major" or greater. This means, include devices with a
condition of "Major" and "Critical".

o >=Critical. Include devices with a condition of "Critical" or greater. This means, include devices with

a condition of "Critical', because there is no "greater" condition.

o Collection Group. You can enfer fext to match, including special characters, and the Device Manager
page will display only devices that have a matching Collector Group.

« Collection State. You can enter text to match, including special characters, and the Device Manager page
will display only devices that have a matching Collection State.

o SNMP Credential. You can enfer text to match, including special characters, and the Device Managerr
page will display only devices that have a matching SNMP credential.

o SNMP Version. You can enter text to match, including special characters, and the Device Manager page
will display only devices that have a matching SNMP version.

TIP: To return to the default list of events, select the [Reset] button.
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Special Characters

You can include the following special characters to filter by each column except those that display date and time:

NOTE: When searching for a string, SL1 will match substrings by default, even if you do not include any
special characters. For example, searching for "hel" will match both "hello" and "helicopter". When
searching for a numeric value, SL1 will not match a substring unless you use a special character.

String and Numeric
e , (comma). Specifies an "OR" operation. Works for string and numeric values. For example:
"dell, micro" matches all values that contain the string "dell" OR the string "micro".
o & (ampersand). Specifies an "AND " operation. Works for string and numeric values. For example:
"dell & micro" matches all values that contain both the string "dell" AND the string "micro”, in any order.
o | (exclamation point). Specifies a "not" operation. Works for string and numeric values. For example:
"Idell" matches all values that do not contain the string "dell".
"I ™~ micro" would match all values that do not start with "micro".
"fer$" would match all values that do not end with "fer”.
"1™ $" would match all values that are not null.
"I ~" would match null values.
"1$" would match null values.
e

would match null values.

"happy, !dell" would match values that contain "happy" OR values that do not contain "dell".

NOTE: You can also use the "I" character in combination with the arithmetic special characters (min-max, >,
<, >=, <=, =) described below.
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o * (asterisk). Specifies a "match zero or more" operation. Works for string and numeric values. For a string,
matches any string that matches the text before and after the asterisk. For a number, matches any number
that contains the text. For example:

"hel*er" would match "helpers" and "helicopter" but not "hello".
"325*" would match "325","32561", and "325000".
"*000" would match "1000", "25000", and "10500000".
o 2 (question mark). Specifies "match any one character". Works for string and numeric values. For example:
"I2ver" would match the strings "oliver", "levers", and "lover", but not "believer".
"1352" would match the numbers"1350", "1354", and "1359", but not"135" or"13502"
String

N

. (caret). For strings only. Specifies "match the beginning". Matches any string that begins with the specified
string. For example:

" sci' would match "scientific" and "sciencelogic”, but not "conscious".

" happy$" would match only the string "happy", with no characters before or affer.
"I ™ micro" would match all values that do not start with "micro”.

"1 $" would match all values that are not null.

!

would match null values.

o 3 (dollarsign). For strings only. Specifies "match the ending". Matches any string that ends with the specified
string. For example:

"fer$" would match the string "renter" but not the string "terrific".

" happy$" would match only the string "happy", with no characters before or after.
"lfer$" would match all values that do not end with "fer".

"1™ $" would match all values that are not null.

"1$" would match null values.

NOTE: You can use both ™ and $ if you want to match an entire string and only that string. For example,
"~ tern$" would match the strings "tern" or "Tern" or "TERN"; it would not match the strings "terne" or
"cistern".
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Numeric

o min-max. Matches numeric values only. Specifies any value between the minimum value and the maximum
value, including the minimum and the maximum. For example:

"1-5"would match 1,2, 3,4, and 5.

o - (dash). Matches numeric values only. A "half open" range. Specifies values including the minimum and
greater or including the maximum and lesser. For example:

"1-"matches 1 and greater. Sowould match 1, 2, 6, 345, etc.
"-5" matches 5 and less. So would match 5, 3, 1, O, etc.
« > (greater than). Matches numeric values only. Specifies any value "greater than". For example:
">7"would match all values greater than 7.
o < (lessthan). Matches numeric values only. Specifies any value "less than". For example:
"< 12" would match all values less than 12.

« >= (greater than or equal to). Matches numeric values only. Specifies any value "greater than or equal 10"
Forexample:

"=>7"would match all values 7 and greater.

o <= (less than or equal to). Matches numeric values only. Specifies any value "less than or equal to". For
example:

"=<12"would match all values 12 and less.

o = (equal). Matches numeric values only. For numeric values, allows you fo match a negative value. For
example:

"=-5"would match "-5" instead of being evaluated as the "half open range" as described above.
Additional Examples

o "aio$". Matches only fext that ends with "aio".
" shu". Matches only text that begins with "shu".

o "silo$". Matches only the text "silo", with no characters before or after.

« "lsilo". Matches only text that does not contains the characters "silo".

o "I ”™silo". Matches only text that does not start with "silo".
"10$". Matches only text that does not end with "0".
"I~ silo$". Matches only text that is not the exact text "silo", with no characters before or after.

"I~ Matches null values, typically represented as "--" in most pages.

"1$". Matches null values, typically represented as "--" in most pages.
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o "I™$". Matches all text that is not null.
« silo, laggr'. Matches text that contains the characters "silo" and also text that does not contain "aggr”.

o "silo, 02, laggr'. Matches text that contains "silo" and also text that contains "02" and also text that does not
contain "aggr".

o "silo, 02, laggr, 101". Matches text that contains "silo" and also text that contains "02" and also text that does
not contain "aggr' and also text that does not contain "0 1".

o "7 s*i*1*03$". Matches text that contains the lefter 's", "i", "', "0", in that order. Other letters might lie between
these letters. For example "sXiXIXo" would match.

o "I s*i*[*03". Matches all text that does not that contains the lefter's", "i", "I, "0", in that order. Other letters
might lie between these letters. For example "sXiXIXo" would not match.

o "lvol&lsilo". Matches text that does not contain "vol' AND also does not contain "silo". For example, "volume"
would match, because it contains "vol" but not "silo".

o "lvol&02". Matches text that does not contain "vol' AND also contains "02". For example, "happy02" would
match, because it does not contain "vol' and it does contain "02".

o "aggr,lvol&02". Matches text that contains "aggr' OR text that does not contain "vol" AND also contains "02".

o "aggr,Ivol&linfra". Matches text that contains "aggr" OR text that does not contain "vol' AND does not contain
"infra".

o "' Matches all text.
"I*'Matches null values, typically represented as "--" in most pages.

o "silo". Matches text that contains "silo".

o "lsilo". Matches text that does not contain "silo".

o "17silo$ . Matches all text except the text "silo", with no characters before or after.

o "-3,7-8,11,24,50-". Matches numbers 1,2, 3,7,8, 11,24, 50, and all numbers greater than 50.

o "-3,7-8,11,24,50-,a". Matches numbers 1,2, 3, 7,8, 11,24, 50, and all numbers greater than 50, and
text that includes "a".

o "2n". Matches text that contains any single character and the character "n". For example, this string would
mo*ch ”On”, IIanII IICnHI II] r1||, Ond ||2n||'

o "'n*SAN". Matches text the contains "n", zero or any number of any characters and then "SAN". For example,
the string would match "nSAN", and "nhamburgerSAN".

o "7 2n*SANS”. Matches text that begins with any single character, is following by "n", and then zero or any
number of any characters, and ends in "SAN".

Using the Advanced Filter with the List of Devices

In the Device Manager page, you can specify one or more parameters to filter the display of devices. Only
devices that meet all the filter criteria will be displayed.

The Advanced Filter Tool allows you to make selections instead of manually typing in a string to filter on.
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TIP: To select multiple entries in the Advanced Filter Tool, hold down the <Ctrl> key and left-click the
entries.
After selecting all filters, select the [Apply] button to apply the filters to the list of devices.

To reset each field and apply no filters, select the [Reset] button.

To access the Advanced Filter Tool:

1. Gotothe Device Manager page.

2. Click on the funnelicon ('®).

3. The Advanced Filter Tool will display advanced filters for each column in the page.

NOTE: Unlike the "find while you type" feature, the Advanced Filter Tool is not applied to the list of devices
until you select the [Apply] button.

4.
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In the Advanced Filter Tool, you can filter by one or more of the following filters.

Device Name. In the Match Any fields, you can enter one or more text strings to match, including
special characters. The Device Manager page will display only devices that have a matching device
name.

Device Hostname. In the Match Any fields, you can enter one or more text strings to match, including
special characters. The Device Manager page will display only devices that have a matching
hostname.

IP Address. In the Match Any fields, you can enter one or more fext strings to match, including special
characters. The Device Manager page will display only devices that have a matching IP address.

Device Category. Selectfrom a list of device categories that have member devices. The Device
Manager page will display only devices that have a matching device category.

Device Class | Sub-class. In the Match Any fields, you can enter one or more text strings to match,
including special characters. The Device Manager page will display only devices that have a
matching device class or sub-class.

DID. In the From and To field, you can specify a range of device IDs. The Device Manager page will
display only devices that fall within that range of device IDs.

Organization. Select from a list of organizations that have member devices. The Device Manager
page will display only devices that have a matching organization.

Current State. You can select from a list of device states. The Device Manager page will display only
devices that have a matching state.

Collection Group. Select from a list of collection groups that have member devices. The Device
Manager page will display only devices that have a matching collection group.
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« Collection State. Select from a list of collection states that have member devices. The Device
Manager page will display only devices that have a matching collection state.

o SNMP Credential. Select from a list of SNMP credentials that have member devices. The Device
Manager page will display only devices that have a matching SNMP credential.

o SNMP Version. Select from a list of SNMP versions that have member devices. The Device
Manager page will display only devices that have a matching SNMP version.

o SLAgent. Select either Yes or No. Yes indicates that the agent is installed on the device. No indicates
that the agent is not installed on the device. The Device Management page will display only devices
that either have or do not have the agent installed.

5. After selecting all filters, select the [Apply] button to apply the filters to the list of devices.

6. Toreseteach field and apply no filters, select the [Reset] button.

TIP: You can perform an advanced filter and then perform a second advanced filter on the results of the first
advanced filter. You can continue to modify and apply an advanced filter multiple times.

Generating a Report for Multiple Devices

From the Device Manager page (Devices > Device Manager), you can generate a report on all devices in SL1
or on multiple devices in SL1. The report will contain all the information displayed in the Device Manager page.

To generate a report about all or multiple devices:

1. InSL1, goto the Device Manager page (Devices > Device Manager):
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Device Manager | Devices Found [88]
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2. Tofilter the list of devices, use the "search as you type" fields at the top of each column. You can filter the list of
devices by one or more column values. Only the devices displayed in the Device Manager page will
appear in the report.
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3. Click the [Report] button.
4. When prompted, specify the output format for the report and if you want to save the report.
5. Click [Generate]. The report displays:

Device Manager Report generated by banderlon on 2015-04-17 03:51:54
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Generating a Report for a Single Device

From the Device Investigator page of the SL1 user interface or the Device Manager page (Devices > Device
Manager), you can generate a detailed report on a single device. You can specify the information to include in the
report and the format in which the report will be generated, such as PDF, HTML, XLSX, ODS, or CSV.

To generate a detailed report on a single device:
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1.

InSL1, go to the Devices page (=B) or the Device Manager page (Devices > Device Manager).
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If you are on the Devices page, click the device name to open theDevice Investigator page for that
device. Click the [Reports] button. The Device Report modal page appears.

If you are on the Device Manager page, select the printer icon () for the device for which you want

to generate a detailed report. The Report Creator modal page appears.

2. Onthe modal page, select one of the following to specify the information to include in the device report:

[Full Report]. Includes information about device status, status of all device policies, status of all
monitors, status of hardware components, status of all thresholds defined for the device, a list of all
active events associated with the device, and information about the last collection time and last entry
to the device log.

[Status]. Includes information about device status, status of all monitors, status of hardware
components, status of all thresholds defined for the device, and information about the last collection
time and last entry to the device log.

[Config]. Includes status of all monitors, status of all thresholds defined for the device, and information
about the last collection time and last entry to the device log.

[Contacts]. Includes contact information for the device's organization and contact information for all
vendors and warranty or support accounts.

[Hardware]. Includes overview of hardware components for the device.
[Notes]. Includes all notes created in the Notepad Editor page.

[Software]. Displays a list of software installed on the device.

[Processes]. Displays a list of all processes running on the device.

[Network]. Includes information about network ports and network configuration.

[Events]. Includes a list of all active events associated with the device.
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o [Health]. Inc

active events

ludes information about device status, status of all monitors, status of all Dynamic
Applications associated with the device, status of all thresholds defined for the device, and a list of all

associated with the device.

3. Select from the following list of formats in which the report can be generated:

o HTML. Create the report as an HTML document.

e PDF. Create

the report as a PDF document.

« DOC. Create the report as a Microsoft Word document.

o XLS. Create the report as Microsoft Excel spreadsheet.

e CSV.Create

the report using comma-separated values.

4. Click [Create Report]. The report displays in the format you selected:
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Viewing the List of Component Devices

You can view the list of component devices from the Device Components page. To view the list of component
devices:

1. Gotothe Device Components page (Devices > Device Components).

2. The Device Components page displays the following about each device:

Deice Companants | Devices Found [35]
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TIP: To sort the list of devices, click on a column heading. The list will be sorted by the column value, in
ascending order. To sort by descending order, click the column heading again.

o Plus-sign icon (). Clicking on this icon expands the device and displays the child devices
underneath the device. Each device that displays a plus-sign icon has child devices.

o Minus-sign icon (). Clicking on this icon collapses the device and hides the child devices for this
device. Each device that displays a minus-sign icon has child devices.

« Device Name. Name of the device. For devices running SNMP, component devices, or devices with
DNS entries, the name is discovered automatically. For root devices without SNMP or DNS entries,
the device's IP address will appear in this field.

« IP Address. The IP address of the device. Appears only for physical devices.

o Device Category. The category assigned to the device. Categories include servers, routers, switches,
firewalls, printers, etc. The category is automatically assigned during discovery, at the same time as
the as Device-Class/Sub-Class.
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Device-Class/Device Sub-Class. The manufacturer (device class) and type of device (sub-class). The
Device-Class/Sub-Class is automatically assigned during discovery, at the same time as the as
Category.

DID. Device ID. This is a unique number automatically assigned to the device by SL1.
Organization. The Organization to which the device is assigned.

Current State. Condition of the device, based upon events generated by the device. Condition can
be one of the following:

o Critical. Device has a serious problem that requires immediate attention.

o Major. Device has a problem that requires immediate aftention.

o Minor. Device has a less-serious problem.

o Nofice. Device has an informational event associated with it.

o Healthy. Device is running with no problems.

Collector Group. Specifies the collector group to which the device belongs. Collector Groups are
defined in System > Settings > Collector Groups and specify one or more Data Collectors. A Data

Collector is the appliance that gathers data from the device. For All-In-One Appliances, this field
displays only the built-in Collector Group (and any virtual Collector Groups)

o Collection State. The current condition of data collection for the device. The device can have one or more
of the following Collection States:

o

o

Active. SL1 is collecting data from the device.

Unavailable. SL1 cannot connect to the device, and will not collect data from the device until the
device becomes available.

User-Disabled. SL1 is not currently collecting data from the device because the user has disabled
collection.

System-Disabled. SL1 is not currently collecting data from the device because the system has disabled
collection.

Maintenance. SL1 is not currently collecting data from the device because it is currently in scheduled
maintenance mode.

User-Initiated-Maintenance. SL1 is not currently collecting data from the device because it has
manually been put into maintenance mode by a user.

Component Vanished. The component device has vanished, i.e. is not currently being reported by its
root device. SL1 cannot collect data from the device at this time.

NOTE: Depending on the circumstances, more than one collection state might appear for a single device.
Forexample, if a device is in a scheduled maintenance mode, the Collection State might be
Unavailable / Maintenance / System-Disabled.
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Tools. Displays icons for managing devices. The choices are:
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o Device Administration ( E'): Leads to the Device Properties page, where you can define basic
device parameters and parameters for auto-discovery. From the Device Properties page, you can
also access the other pages in the Device Administration tools

o Device Management (#): Leads fo the Device Summary page, where you can see reports and
logs related to the device. From the Device Summary page, you can also access the other pages
in the Device Management tools.

o Interfaces (). Leads to the Interfaces Found page, where you can view details about each
network interface on the device.

o Print Report (™). Generates a report for the selected device. Opens the Report Selector modal,
where you can specify the information to include in the report (Full Report, Status, Config,
Hardware, Notes, Software, Processes, Network, Events, Health) and the format in which the report
will be generated (HTML Document, PDF Document, MS Word Document, MS Excel Document,
or CSVFile).

o Create Ticket (¥3). Leads to the Ticket Editor page, where you can define and file a new ticket for
the device.

o View Asset Record (ﬁ'). This icon appears if an asset record has already been defined for the
device. This icon leads to the Asset Properties page, where you can view the asset record for the
device.

o Create Asset Record (). This icon appears if an asset record has not been defined for the device.
This icon leads to the Asset Properties page, where you can create an asset record for the device.

o Checkbox (I)). Applies the action in the [Select Action] drop-down to the device. To select all the
checkboxes, select the large red checkmark icon.

Availability for Component Devices

The following rules apply to the availability state for component devices:

« Component devices can use a Component Identifier to monitor availability. However, in a tree of component
devices, some component devices might have a component identifier for availability and others might not.
For example, suppose a component device has a component identifier for availability, and SL1 considers that
component device "unavailable". All the descendents of that component device that do not have their own
component identifier for availability will be considered unavailable. As soon as SL1 finds a descendent with
its own component identifier for availability, SL1 stops checking that descendent and its descendents for
availability. Component devices without their own component identifier for availability inherit their availability
from their nearest ancestor that has a component identifier for availability.

o Fortrees thatinclude merged devices, so include both hardware devices and component devices, SL1 skips
over the hardware devices and allows them to use a network-based protocol to determine availability. For
example, suppose you have a tree like this:

o Grandparent device is a component device with a component identifier for availability. SL1 has
determined that the grandparent device is unavailable.

o Child device is a hardware device that uses ICMP and ping to determine availability. When SL1
evaluates the grandparent's component identifier, SL1 skips over this device. ICMP and ping
determine the availability of this device.
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o Grandchild device is a component device that does not have its own component identifier for
availability. When SL1 evaluates the grandparent's component identifier, SL1 assigns the
grandparent's availability to this grandchild device.

o Ifallthe hosts in a cluster are powered off or unavailable in a VMware system, both the hardware-based hosts
and the associated component devices will display the value Unavailable in the Collection State column.
When at least one host in the cluster becomes available, some or all of the associated component devices
will also become available.

Viewing Child Devices

You can view component child devices of a root device in the Device Components page. If that child device also
serves as a root device, you can also view its component child devices, and so forth. To view component child
devices for root devices:

1. Gotothe Device Components page (Devices > Device Components).
2. Inthe Device Components page, find the root device for which you want to view its component children.
Select its plus sign icon ().

3. The device will be expanded to display the component child devices below the root device.

Device Components | Devices Found [35]
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4. You can select the plus sign icon for each component child device that also serves as a root device. To
collapse the component child devices, select their minus sign icon (7).

Filtering the List of Component Devices

You can filter the list on the Device Components page by one or more parameters. Only component devices that
meet all the filter criteria will be displayed in the Device Components page.
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Tofilter by each parameter except Current State, enter text info the desired filter-while-you-type field. The Device
Components page searches for component devices that match the text, including partial matches. By default, the
cursor is placed in the left-most filter-while-you-type field. You can use the <Tab> key or your mouse to move
your cursor through the fields. The list is dynamically updated as you type. Text matches are not case-sensitive.

You can also use special characters to filter each parameter.
Filter the list by one or more of the following parameters:

« Device Name. You can enter text to match, including special characters, and the Device Components
page will display only devices that have a matching device name.

o IP Address. You can enter text fo match, including special characters, and the Device Components page
will display only devices that have a matching IP address.

« Device Category. You can enfer text to match, including special characters, and the Device Components
page will display only devices that have a matching device category.

« Device Class | Sub-Class. You can enter text to match, including special characters, and the Device
Components page will display only devices that have a matching device class.

o DID. You can enter text to match, including special characters, and the Device Components page will
display only devices that have a matching device ID.

« Organization. You can enter text to match, including special characters, and the Device Components
page will display only devices that have a matching organization.

o Current State > =. Specifies the device’s current state. Only those devices that match all the previously
selected fields and have the specified condition will be displayed. A device’s condition is determined by its
most severe, outstanding event. The choices are:

o >=Healthy. Include devices with a condition of “Healthy” or greater. This will include all devices.

o >=Notice. Include devices with a condition of “Notice” or greater. This means, include devices with
a condition of “Notice”, “Minor”, “Maijor”, and “Critical”.

o >=Minor. Include devices with a condition of “Minor” or greater. This means, include devices with a
condition of “Minor”, “Major”, and “Critical”.

o >=Major. Include devices with a condition of “Major” or greater. This means, include devices with a
condition of “Major” and “Critical”.

o >=Critical. Include devices with a condition of “Critical” or greater. This means, include devices with
a condition of “Critical”, because there is no “greater” condition.
o Collection Group. You can enfer fext fo match, including special characters, and the Device Components
page will display only devices that have a matching Collector Group.

o Collection State. You can enter text to match, including special characters, and the Device Components
page will display only devices that have a matching Collection State.

TIP: To return to the default list of events, select the [Reset] button.
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Using the Advanced Filter with the List of Component Devices

You can use the Advanced Filter tool to select one or more parameters to filter the display of devices in the Device
Components page. Only devices that meet all the filter criteria will be displayed.

TIP: To select multiple entries in the Advanced Filter tool, hold down the <Ctrl> key and left-click the entries.
« After selecting all filters, select the [Apply] button to apply the filters to the list of devices.

o Toreseteach field and apply no filters, select the Reset button.

To access the Advanced Filter tool:

1. Gotothe Device Components page (Devices > Device Components).
2. Click on the funnel icon (' ®).

3. The Advanced Filter Tool will display advanced filters for each column in the page. You can filter by one or
more of the following parameters:

NOTE: Unlike the "filter-while-you-type" feature, the Advanced Filter tool is not applied to the list of devices
until you select the Apply button

« Device Name. In the Match Any fields, you can enter one or more text strings to match, including special
characters. The Device Components page will display only devices that have a matching device name.

o IP Address. In the Match Any fields, you can enter one or more text strings fo match, including special
characters. The Device Components page will display only devices that have a matching IP address.

« Device Category. Select from a list of device categories that have member devices. The Device
Components page will display only devices that have a matching device category.

« Device Class | Sub-class. In the Match Any fields, you can enter one or more text strings to match, including
special characters. The Device Components page will display only devices that have a matching device
class or sub-class.

o DID. In the From and To field, you can specify a range of device IDs. The Device Components page will
display only devices that fall within that range of device IDs.

« Organization. Select from a list of organizations that have member devices. The Device Components
page will display only devices that have a matching organization.

« Current State. You can select from a list of device states. The Device Components page will display only
devices that have a matching state.

o Collection Group. Select from a list of collection groups that have member devices. The Device
Components page will display only devices that have a matching collection group.

« Collection State. Select from a list of collection states that have member devices. The Device Components
page will display only devices that have a matching collection state.
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4. After selecting the desired filters, clickthe [Apply]button to filter the list of devices.

5. Toreseteach field and apply no filters, clickthe[ Reset] button.

TIP: You can perform an advanced filter and then perform a second advanced filter on the results of the first
advanced filter. You can continue to modify and apply an advanced filter multiple times.

Bulk Actions in the Device Management Page

The Device Manager page Devices > Device Manager) contains a drop-down field in the lower right called
Select Action. This field allows you to apply an action to multiple devices at once.

To apply an action to multiple devices:

1. Inthe Device Manager page, select the checkbox for each device you want to apply the action to. To select
all checkboxes for all devices, select the red checkbox (I]) at the top of the page.
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2. Inthe Select Action drop-down list, select one of the following actions:

o Delete Devices. Deletes all selected devices from SL1. Tickets associated with the device are
unlinked from the device, but are not deleted.

o Modify by Template. Displays the Applying Template to Device page, where you can apply the
seffings in a device template to all selected devices. You can also make one-fime changes to the
template, and those changes will be applied only to the selected devices. For details on using device
templates, see the manual Device Groups and Device Templates.

o Clear Device Logs. Deletes data from the device's log files. For details on device logs, see the
manual Monitoring Device Infrastructure Health.

« Create Asset Record. Creates an asset record for each selected device. For details on asset records,
see the Asset Management manual.
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« Schedule Maintenance. Leads to the Maintenance Schedule page. In this page you can specify a
date and time fo put each selected device into "maintenance mode". During maintenance mode, SL1
will not generate events about the selected devices. You can choose to disable or enable polling
during maintenance mode. Even if polling is enabled, SL1 will collect information from the selected
devices but will not generate events for the devices. For details on scheduling maintenance, see the
section on Maintenance.

« Find Collection Label Duplicates. Leads to the Duplicates page. In this page, you can view a list of
devices where the Collection Labels have more than one possible presentation object aligned. From
this page, you can manually align a single presentation object with a Collection label for a device. For
more information on Collection Labels, see the manual Monitoring Device Infrastructure Health.

« Change Collection State. Changes the status of the device in SL1. The choices are:

o Active. SL1 polls the device on a regular basis and updates the data displayed in SL1.
o Disabled. SL1 does not poll the device. Data displayed in SL1 is not updated.

« Change User Maintenance Mode. Changes the user maintenance mode setting for the selected
devices. For details on user maintenance mode, see the section on Maintenance.

« Change Collector Group: Changes the Data Collector(s) used to collect data from the device.
Choose from the list of all Collector Groups in SL1. When you select one of the collector groups, each
selected device will by polled by the collectors in the collector group. This option does not appear for
All-In-One Appliances. For details on collector groups and their relationships to devices, see the
manual System Administration.

« Move To Organization: Associates a device with an organization. The list of choices will include all
organizations in SL1. For details on organizations in SL1, see the manual Organizations and Users.

o Align SNMP Read Credential. This option applies the selected credential to all selected devices. The
selected devices will use the selected credential as their primary credential. Secondary credentials will
remain unchanged. Choose from a list of all SNMP Read credentials in SL1 (defined in the
Credential Management page [System > Manage > Credentials]). For more details on
Credentials, see the manual on Credentials and Discovery.

« Add to Device Group. This option aligns the selected devices with the selected device group. The
selected devices will then appear in Device Group Views and will inherit the properties of the device
group, including scheduling, access, and visibility.

« Align to Device Dashboard. This option aligns the selected device dashboard with the selected
device group. Choose from a list of all device dashboards in SL1 (defined in the Device Dashboards
page [System > Customize > Device Dashboards]). For more details on Device Dashboards, see the
Device Dashboards section.

Bulk Actions for Component Devices

The Device Components page (Devices > Device Components) contains a drop-down field in the lower right
called Select Action. This field allows you to apply an action to multiple devices at once.

To apply an action to multiple devices:
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1. Inthe Device Components page, select the checkbox for each device you want to apply the action to. To
select all checkboxes for all devices, select the red checkbox () at the top of the page.

2. Inthe Select Action drop-down list, select one of the following actions:

o Delete Selected Devices. Deletes all selected devices from SL1. Tickets associated with the device
are unlinked from the device, but are not deleted.

NOTE: To delete a root device and its associated component devices, use the option Delete Selected
Devices (recursive).

« Delete Selected Devices (recursive). Deletes all selected devices from SL1. If one or more of the
selected devices is a root device with one or more component devices as children, this option deletes
the root device and the component devices. Tickets associated with the deleted device are unlinked
from the device, but are not deleted.

« Modify by Template. Displays the Applying Template to Device page, where you can apply the
settings in a device templates to all selected devices. You can also make one-time changes to the
template, that will be applied only to the selected devices.

o Clear Device Logs. Deletes data from the device's log files.

o Schedule Maintenance. Leads to the Maintenance Schedule page. In this page, you can specify a
date and time to put each selected device into "maintenance mode". During maintenance mode, SL1
will not generate events about the selected devices. You can choose to enable or disable polling
during maintenance mode. Even if polling is enabled, SL1 will collect information from the selected
devices but will not generate events for the devices.

o Create Asset Record. Automatically creates an asset record for the device. SL1 automatically
populates as many fields as possible, using refrieved data.

« Change Collection State. Changes the status of the device in SL1. The choices are:

o Active. SL1 polls the device on a regular basis and updates the data displayed in SL1.

o Active (recursive). SL1 polls the device on a regular basis and updates the data displayed in SL1.
SL1 also polls all children devices (of the selected device) on a regular basis and updates their
data.

o Disabled. SL1 does not poll the device. Data displayed in SL1 is not updated.

o Disabled (recursive). SL1 does not poll the device. SL1 does not update data about the device. SL1
also does not poll any children devices (of the selected device) and does not update data about the
children devices.

« Change Collector Group. Changes the collector group used to collect data from the device.
Choose from the list of all collector groups and virtual collector groups in SLT. When you select one of
the collector groups, each selected device will by polled by the collectors in the collector group. For
All-In-One Appliances, you can select only the built-in Collector Group and any virtual Collector
Groups.

o Ifyou align a device with a virtual Collector Group, SL1 will store all historical data from all aligned
devices, but will no longer perform collection on those devices or trigger events for these devices.
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« Move to Organization. Associates a device with an organization. The list of choices will include all
organizations in SLT.

« Align SNMP Read Credential. This option applies the selected credential fo all selected devices. The
selected devices will use the selected credential as their primary credential. Secondary credentials will
remain unchanged. Choose from a list of all SNMP Read credentials in SL1 (defined in System >
Manage > Credentials).

« Add to Device Group. This option aligns the selected devices with the selected device group. The
selected devices will then appear in Device Group Views and will inherit the properties of the device
group, including scheduling, access, and visibility.

3. Selectthe [Go] button. SL1 will apply the selected option to the selected devices.

Bulk Merging and Unmerging of Devices

Ifyour SL1 system includes a physical device and a component device, you can merge those device records info a
single record for easier monitoring, so long as the physical device does not act as the root device for a dynamic
component map (DCM) tree. Merging consolidates the devices and their data—device fields, values, graphs,
behaviors, and other user interface elements—providing you with a single set of data for the device. Additionally,
merged devices consume only a single device license.

Merging does not remove, replace, or add any data; merging simply groups data together. When you merge a
physical device and a component device, the device record for the component device no longer displays in the
user inferface, while the device record for the physical device displays in user interface pages that previously
displayed the component device. For example, the physical device is displayed instead of the component device in
the Device Components page and the Component Map page. All existing and future data for both devices will
be associated with the record for the physical device.

Merged devices can be unmerged back into individual device records, if needed.
The Device Manager page (Devices > Device Manager) contains options for the bulk merging or unmerging of

multiple pairs of physical and component devices. These features are convenient if you have a large number of
devices you want fo merge or unmerge in a single session.

NOTE: You can merge only two individual devices together into a single merged device. To do so, you must
have user permissions that allow merging and unmerging on both devices. You cannot merge a
component device with a physical device that acts as the root device for a dynamic component map
(DCM) tree. For more information about user access permissions, see the Access Permissions
manual.

NOTE: When you merge devices, active events associated with the component device will be set to
"cleared." The cleared events will not be associated with the physical device. If the devices are
unmerged, the cleared events cannot be moved back to the component device.
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CAUTION: Merging devices also merges the log data from each device. The log data cannot be unmerged
later.

Performing a Bulk Device Merge

If you have a large number of devices to merge, you can perform a bulk device merge, which is more efficient
than merging device pairs individually. A bulk device merge enables you to select from multiple pairs of devices—
particularly those with matching IP addresses or device names—and choose the pairs to merge.

NOTE: If you have a small number of physical and component devices that you want to merge, you can
merge each pair individually. For more information, see the Merging Individual Devices section.

To perform a bulk device merge:

1. Gotothe Device Manager page (Devices > Device Manager).

2. Selectthe [Actions] menu and then choose Merge Devices.
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TIP: Because of the potentially large number of devices that could be merged, no results display when the
Device Bulk Merge page initially displays. You must select one of the checkboxes or begin typing a name
in the Names Contain field for results to display on the page.
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3. On the Device Bulk Merge page:
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o Selectthe IP Addresses Match checkbox if you want the page to display a list of devices where the
physical device and the component device a have matching IP addresses.

o Selectthe Names Match checkbox if you want the page to display a list of devices where the physical
device and the component device have matching Device Names.

« Ifyou want the page to display a list of devices that could be merged where the Device Names of the
physical device and the component device contain the same character(s), enter those characters in
the Names Contain field.

« Inthe Organizations field:

o SelectIgnored if you do not want fo filter the list of devices based on the Organizations assigned to
the physical device and the component device.

o Select Match if you want to filter the list of devices to include only physical devices and component
devices that have matching Organizations.

o Select Don't Match if want to filter the list of devices to include only physical devices and component
devices that do not have matching Organizations.
o Inthe Classes field:
o SelectIgnored if you do not want to filter the list of devices based on the Device Classes assigned to
the physical device and the component device.

o Select Mafch if you want fo filter the list of devices to include only physical devices and component
devices that are assigned matching Device Classes.

o Select Don't Match if you want to filter the list of devices to include only physical devices and
component devices that are assigned non-matching Device Classes.

NOTE: You can make selections in the Organizations and Classes fields only after you make a selection or
entry in the IP Addresses Match, Names Match, and/or Names Contain fields.

The Device Bulk Mergepage displays a list of physical device and component device pairs that
match your search criteria. Each numbered row indicates a pair of devices that could be merged.
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4. Select the radio button(s) in the last column of each row of device pairs that you want o merge, then select
the [Merge] button. The radio buttons are grouped per physical device, i.e., you can select only one row for
each physical device.

NOTE: You can select each component device only once for merging. If you attempt to select the same
component device in multiple rows, you will receive an error message when you select the [Merge]
button.

5. A modal window displays that asks you to confirm the merge. Select the [Yes] button.

You are about to merge 3 devices.

This action will also merge historical log data from each device, which can not
be unmerged.

Are you sure you want to merge these devices?

6. SL1 begins merging the selected devices. When the message, "Device Bulk Merge complete" displays,
select the [Close/Esc] button.

NOTE: To view an updated list of devices that includes your merged devices, select the [Reset] button on the
Device Manager page.

Performing a Bulk Device Unmerge

If you have a large number of devices to unmerge, you can perform a bulk device unmerge, which is more
efficient than unmerging device pairs individually. A bulk device unmerge enables you to view a list of merged
devices and select all of the devices you want to unmerge.

NOTE: If you have a small number of devices that you wantto unmerge, you can unmerge each pair
individually. For more information, see the Unmerging Individual Devices section.
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NOTE: For details on unmerging a vanished device, see the chapter in this manual on Vanishing & Purging

Devices.

To unmerge multiple devices:

1. Gotothe Device Manager page (Devices > Device Manager).

2. Selectthe [Actions] menu and then choose Unmerge Devices.
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3. The Device Bulk Unmerge page displays a list of merged devices. Each numbered row indicates a pair of
merged devices that can be unmerged. Select the checkboxes in the last column of each row of devices that

you want to unmerge, then select the [Unmerge] button.
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4. A modal window displays that asks you o confirm the unmerging. Select the [Unmerge] button.

Bulk Device Unmerge

You are about to unmerge 2 devices.

Unmerging this device will de-associate it from its DCM parent and root devices,
creating a Component Device that can then be merged with another device.

Unmerge Close

5. When the message, "Device Bulk Unmerge complete" displays, select the [Close/Esc] button.

NOTE: To view an updated list of devices that includes your unmerged devices, select the [Reset] button on
the Device Manager page.
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Chapter

Managing a Single Device with the Device
Administration Panel

Overview

This chapter describes how to use the Device Administration Panel in SL1.

Use the following menu options to navigate the SL1 user interface:

o Toview a pop-out list of menu options, click the menu icon (E)

« Toview a page containing all the menu options, click the Advanced menuicon ().

This chapter includes the following topics:

What is the Device Administration Panel2 .. 90
ActionNnS MeNU . ... e 92
Device Properties ... 96
Viewing Read-Only Information Aboutthe Device ... ... ... .. ... ... 97
Editing Device SeMNGS ... ... 98

Identification .. L 99

Monitoring & Management .. ... 99

Preferences ... ... 104
Adding an IPAddress to a DeVICe . ... . 104
Removing an IP Address from a Device . ...... ... 106
Managing Device IPS .. ... ... 107
Clearing the Device Cache ... . 109
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Aligning a Secondary Credential .. ... .. L 111
Adding the Device to a Device GroUp ... 113
Creating a Ticket Aboutthe Device ... ... . 115
Adding a Noteto a Device ... . . 117
Aligning Custom Attributes with a Device ... ... .. 120
Creating a New Extended Custom Aftribute ... .. L 121
Deleting an Extended Custom Attribute from a Device ... . . . ... 123
Associating a Product SKU with the Device ... . .. 124
Merging DeviCes .. ... L 125
Merging Individual Devices .. .. .. . 126
Unmerging Individual Devices ... . 128
Performing Administrative Tasks for One or More Devices ......... ... ... ... ... ..................... 130
Shortcut Keys for the Device Administration Panel ... . . ... 131

What is the Device Administration Panel?

The Device Administration panel allows you to define how SL1 will interact with a device. This includes defining
the data that will be retrieved, the frequency with which SL1 will poll the device, and policies and thresholds that
will generate events for the device.

To access the Device Administration panel for a device:

1. Gotothe Device Manager page (Devices > Device Manager).
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2. Inthe Device Manager page, find the device for which you want to access the Device Administration
panel. Select its wrench icon ( IP) The Device Properties page is displayed. From this page, you can access
all the pages in the Device Administration panel.

3. 'The Device Administration tools include the following tabs and pages:

T holds

Collections Monitors

Unavailable

r  Sciencelogic EM7 G3 - AlHin-One

Physical Device
System.EM7

OEM

5 days, 02:06:30
2015-08-26 11:00:00

o CUG | emT_ao

Device Properties
Actions
Identification
Device Name IP Address Organization
lem7_ao [[10.100.100.7 - verified] v | | [System] Lk -]
Monitoring & Management Preferences
Device Class |ScienceLogic, Inc. OEM | a‘ﬂ Autu—Cht‘ir Events
SNMP Read/\Write | [ EM7 Default V2] T || [Mone] M Accept All Logs
’
Availabilty Port [ [UDP] v | [[161 - SNMP] v] Daily Port Scans
Latency Port [[ICMP] v | [cme) v >
Avail+Latency Alert | [Disable] T | Auto-Update
7
User Maintenance | [Disabled] ¥ || [Maintenance Collection Enabled] v
Scan AllIF's
Collection [ [Enabled] v |(1cugl i
Col. Type [ [Standard] v | Dynamic Discovery
Critical Ping | [Disabled] T | ‘
Preserve Hostname
Dashboard | None T T
Disable Asset Update
Event Mask | [Group in blocks every 10 minutes] 7 |
Bypass Interface Inventory
Save

Tab Description

Properties In the Device Properties page, you can edit parameters that affect how SL1 "sees" and monitors
the device.

Thresholds The Device Thresholds page allows you to define usage and performance thresholds and data
retention thresholds for a device. When these thresholds are exceeded, SL1 will generate an
event for the device.

Collections The Dynamic Application Collections page displays all the Dynamic Applications associated

with the device. For Dynamic Applications of type "performance," the page displays report
policies for each Dynamic Application. For Dynamic Applications of type "configuration," the
page displays objects monitored by each Dynamic Application.

You can specify a credential for use with the Dynamic Application for the selected device only.
You can enable or disable one or more report policies for the selected device only.

You can enable or disable monitoring of one or more objects for the selected device only.
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Tab

Monitors

Description
The Monitoring Policies page allows you to define monitoring policies for a device.
The Monitoring Policies page allows you to define policies that monitor: system processes,

domain-name availability and lookup speed, email round-trip speed, SOAP and XML
transaction speeds, TCP/IP port availability, web-content availability, and Windows services.

NOTE: All these monitoring policies can generate events. SL1 uses the data collected by
these policies to create performance reports and graphs.

Schedule

In the Maintenance Schedule page you can view, edit, and schedule downtime for the device.

Logs

The Device Logs & Messages page displays all the messages SL1 has collected from the
device and from SL1 about the device.

Toolbox

The Device Toolbox page provides access fo common network tools. The list of tools available
depends upon the type of device and the configuration of the device. This page allows you to
access and run diagnostics on a device without leaving the Compute Nodes.

Interfaces

The Device Interfaces page displays detailed information about each network interface on the
device. From this page, you can view details about each individual interface and define
bandwidth monitoring for the interface.

Relationships

The Device Relationships page displays information about parent-child relationships between
devices. From this page, you can view details on the relationships between layer-2 and layer-3
devices, hypervisors and their virtual machines, and other relationships.

Tickets

The Ticket History page displays all tickets associated with the device. This page displays critical
information about each ticket. If you require more detail, you can access theTicket Editor from
this page.

Redirects

This page allows you to redirect log entries from one IP-based device to another IP-based
device, or from an IP-based device to a virtual device.

Notes

The Notes & Attachments page displays a list of all comments and attachments associated
with the device properties. When you select the Notepad Editor option in the Device Properties
page, the notes appear in this page.

Attributes

The Attributes page displays a list of custom aftributes that are already aligned with the device.
Additionally, the Attributes page enables you to assign a value to those custom aftributes,
create and align a new extended custom atiribute with the device, or delete a custom attribute
from a device.

Actions Menu

The pages in the Device Administration panel each include the [Actions] menu. The [Actions] menu allows
you to perform many device-related tasks without requiring you to leave the current page. The [Actions] menu
looks like a button and is located in the upper right of the page.
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User | [Disabled] v | [ Maint Collection Enabled] v |
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|o#|

Critical Ping [ [Disabled] v ]

Preserve Hostname

Dashboard [ None v #

Disable Asset Update
Event Mask [[Group in blocks every 10 minutes] ¥ ] (]

Bypass Interface Inventery

The following entries in the [Actions] menu appear only in the Device Properties page:

Add IP Address. Leads to the Add IP Address modal, where you can define an additional IP address for the
device. SL1 will continue to use the primary IP Address for communication with the device. For details, see
the section on Adding an IP Address to a Device.

Select Primary IP Addresses. Leads to the Select Primary IP Addresses modal, where you can define
primary IP addresses and secondary IP addresses for the device. A primary IP address allows SL1 to align
traps and syslog messages with the device. In the case of duplicate primary IP addresses, you can promote a
secondary IP address to a primary IP address and demote the duplicated primary IP address.

Clear Device Cache. Selecting this option clears data about this device from the cache. For details, see the
section on Clearing the Device Cache.

Device Class. Leads to the Device Class modal, where you can select a device class to associate with the
device. For details, see the section on Device Classes and Device Categories.

Secondary Credentials. Leads to the Secondary Credentials modal, where you can associate additional
credentials with the device. SL1 will then use the primary credential and the additional credentials during
discovery for the device. For details, see the section on Aligning a Secondary Credential.
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« Merge Device. Allows you to merge the data from a component device and a non-root physical device into
asingle record. When you merge a physical device and a component device, the device record for the
component device is no longer displayed in the user interface; the device record for the physical device is
displayed in user interface pages that previously displayed the component device. For example, the physical
device is displayed instead of the component device in the Device Components page and the

Component Map page. All existing and future data for both devices will be associated with the physical
device.

o For physical devices, this option leads to the Merge Devices modal, where you can view a list of
component devices and select a component device to merge with the current physical device.

o For component devices, this option leads to the Merge Devices modal, where you can view a list of

physical devices and select a physical device to merge with the current component device.

For details, see the section on Merging Devices.

« Unmerge Device. Appears only in the Device Properties page for physical devices. Prompts you to

unmerge the component device that has been previously merged with the physical device. For details, see
the section on Merging Devices.

NOTE: You can merge only one component device with a physical device. You cannot merge a component
device with a physical device that acts as the root device for a dynamic component map (DCM) tree.

NOTE: When you merge two devices, the historical device logs for those devices will be merged and are not
unmerged when the Unmerge Device option is used.

NOTE: In Dashboard widgets, merged devices can be searched for and filtered by the device class or device
category of the physical device or the device class or device category of the component device. If both

device classes or device categories are selected, a merged device will appear twice in a single
widget.

NOTE: When you merge two devices, active events associated with the component device will be set to
"cleared". The cleared events will not be associated with the physical device. If the devices are
unmerged, the cleared events cannot be moved back to the component device.

The following entry in the [Actions] menu appears only in the Device Logs & Messages page:

« Export Logs. Allows you to export the log entries to a file on your local computer. You can save the exported
file or save and view the exported file.

The following entries in the [Actions] menu appear on each page in the Device Administration panel:

« My Bookmarks. Displays the Administer Bookmarks modal, where you can access pre-defined
bookmarks or save a new bookmark. For details, see the manual Customizing User Experience.
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Create a Ticket. Leads to the Ticket Editor page, where you can define a new ticket about the device. For
details, see the section on Creating a Ticket About the Device.

Custom Navigation. Leads to the Custom Navigation modal, where you can define a custom tab for the
device administration panel for the current device. The custom tab will contain a link to an outside URL. For
details, see the section on Customizing the Interface for a Device.

Device Children. Leads to the Device Children modal, where you can add child devices to the current
device. The current device will be the parent device. For details, see the section on Defining Device
Relationships.

Device Groups. Leads to the Device Groups modal, where you can assign the device to a device group or
remove a device from a device group. For details, see the section on Adding a Device to a Device Group.

Notepad Editor. Leads to the Notepad Editor modal, where you can enter a note to include with the
device. The note will appear in the Notes & Attachments page for the device. For details, see the section
on Adding a Note to a Device.

Product Catalog. Leads to the Product Catalog modal, where you can associate a product SKU with the
device or disassociate the device from a product SKU. For details, see the section on Associating a Product
SKU with a Device.

Report Creator. Leads to the Report Creator modal, where you can define a device report, including the
information fo include in the report and the format in which to generate the report. For details, see the section
on Generating a Report for a Single Device.

Resource Usage. Leads to the Resource Usage modal, where you can view the list of device logs and
device statistics gathered by SL1 and also view where the data is stored and how many bytes of data are
being stored.
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Device Properties

The Device Properties page allows you to view basic, read-only information about a device and also to view and
editthe device's parameters for discovery (collection).

The settings defined for the device in the Device Properties page override any system-wide settings.

Toolbox

Thresholds Colleciions

Schedule
Bolationships Alributes

ams  em7_ao

10.100.100.7 | 677

= ScienceLogic, Inc.

System

= Unavailable

ScienceLogic EM7 G3 - Al-In-One

Upime | 5 days, 12:06:30

Coliection Time | 20115-08-26 11:00:00

Group  C

cliecior | CUG | emT_ao

em7_ao
Organizstion Asset
Actions Reset Guide
Identification
Device Name IP Address Organization
lem7_ao | 44 [[10.100.100.7 - verified] v [ ISystem] V@
Monitoring & Management Preferences
Device Class [ScienceLogic, Inc. OEM | 2 Aute-Clear Events
%)
SNMP Read/Write | [ EM7 Default V2 | ¥ |[[None] v Accept All Logs
%)
Availability Port | [uDI ¥ || [161 - SHM b '_/
[[ 2 ][[ 2 ] Daily Port Scans
Latency Port | [ICMP] ¥ |[cmMPe) T %]
AvaikLatency Alert [ [Disable] T Auto-Update
[l
User Mai | [Disabled] ¥ | [ Maint Colection Enabled] ¥ |
Scan AllIP's
Collection | [Enabled] v |[1cug v o
Col. Type | [Standard] v Dynamic Discovery
74}
Critical Ping [[D:sanled] v ]
Preserve Hostname
Dashboard | None v ¥

Event Mask [[Gruup in blocks every 10 minutes] ¥ ]

Disable Asset Update
(]

Save

Bypass Interface Inventory
(]

From the Device Properties page, you can:

« View Information about the Device. This is described in the section on Read-Only Information about

the Device.

« Edit the Discovery Parameters for the Device. This is described in the section on Editing Device Settings.

« Edit the Device Class for the Device. This is described in the section on Device Classes.

« Associate an Additional IP Address with the Device. This is described in the section on Adding an IP

Address to a Device.

o Remove an IP Address from the Device. This is described in the section on Removing an IP Address from

a Device.

« Manage Primary and Secondary IP Addresses for the Device. This is described in the section on

Managing Device IPs.
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o Clear the Device Cache. This is described in the section on Clearing the Device Cache.
« Define Child Devices. This is described in the section on Defining Device Relationships.

« Associate a Secondary Credential with the Device. This is described in the section on Aligning a
Secondary Credential.

« Add the Device to a Device Group. This is described in the section Adding the Device to a Device
Group.

o Create a Ticket About the Device. This is described in the section Creating a Ticket About the Device.

« Define Custom Navigation for the Device. This is described in the section Customizing the User
Interface for a Device.

« Add a Note to the Device. This is described in the section Adding a Note to a Device.

« Associate a Product SKU with the Device. This is described in the section Associating a Product SKU
with the Device.

« Create or Edit an Asset Record for the Device. This is described in the Asset Management manual.

« View Resource Usage for the Device. This is described in the manual Monitoring Device Infrastructure
Health.

« Create a Report About the Device. This is described in the manual Monitoring Device Infrastructure
Health.

Viewing Read-Only Information About the Device

Each page in the Device Administration panel and the Device Reports panel displays the following read-only
information about the device:

Tieeshoics | Collectons Scheduie
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em7_ao " Physical Device
3 1D 10.100.100.7 | 677
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Uptme | 5 days, 12:06:30
Colistion Time | 2015-08-26 11:00:00 -
Group / Collector [GUG | em7_ao .
Organization Asset
Actions Reset Guide
Identification
Device Name: IP Address Organization
e —— (101081007 et oL iSptem ol )
Monitoring & Management Preferences
Device Class [ScienceLogic, Inc. OEM |l 2] Aute-Clear Events
2]
SNMP Read/Vrite ([ EM7 Default V2] v ([ None] v Accept All Logs
£l
Ayailabilty Port  [TUD v |[T161- SNIA LAt
(1uoe] ) [[i51 - swe] ) Daly Port Scans
Latency Port [ [ICMP] v |[ncmP v [
AvaikLatency Alert | [Disable] v Auto-Update
“
User Maintenance [ [Disabled] v ) Maintenance Collection Enabled] v |
- Scan Al IP's
Coliection [ [Enabled] ¥ |[1cug v @
GColl Type [ [Standard] v Dynamic Discovery
]
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Dashboarg 22
Disable Asset Update
Event Mask [ [Group in blocks every 10 minutes] ¥ =]
Bypass Interface Inventory
Save [m]
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Device Name. Name of the device. Clicking on this field displays the Device Properties page for the
device.

IP Address /ID. IP address of the device and the device ID of the device. The device ID is a unique numeric
identifier, automatically assigned to the device by SL1. Clicking on this field displays the Device Properties
page for the device.

Class. Device class for the device. A device class usually describes the manufacturer of the device.

Organization. Organization associated with the device. Clicking on this field leads to the Organizational
Summary page for the device's organization.

Collection Mode. Collection mode. Choices are "active", meaning SL1 is periodically collecting data from
the device, or "inactive", meaning the SL1 is not currently collecting data from the device. Clicking on this
field executes the Remote Port Scanner and displays the Remote Port Scanner modal page.

Description. For SNMP devices, the SysDescr value as reported by the SNMP agent on the device. Ifa
device does not support SNMP, this field appears blank.

Root Device. For component devices, displays the device name or IP address of the physical device where
the system that manages the device resides. Clicking on this value displays the Device Properties page for
the root device.

Parent Device. For component devices, displays the device name or IP address of the parent device. The
parent device can be either another component device or a physical device. A parent device is the device
between the current component device and the next layer in the component-device hierarchy. Clicking on
this value displays the Device Properties page for the parent device.

Device Hostname. For devices that are discovered and managed by hostname (instead of IP address), this
field displays the fully qualified hostname for the device.

Managed Type. Specifies the protocol used to discover the device and whether or not the device is a

physical device or a virtual device. Clicking on this field executes an SNMP walk of the device's SNMP file
and displays the SNMP Walker modal page.

Category. The device category associated with the device. The device category usually describes the
function of the hardware.

Sub-Class. The device sub-class associated with the device. The sub-class usually described the model of a
device.

Uptime. The number of days, hours, minutes, and seconds that the device has been continuously up and
communicating with SL1. Clicking on this field displays the System Vitals Summary report.

Collection Time. The date and time that SL1 last collected data from the device.

Group/Collector. The Collector Group and specific collector used to last collect data from the device. For
All-In-One Appliances, this field will contain the name of the default, built-in Collector Group.

Editing Device Settings

The fields in the Device Properties page affect how SL1 will discover and collect information about the device.
Initially, SL1 uses system defaults, system-wide settings, and data retrieved during initial discovery of the device to
populate these fields.
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You can edit one or more of these fields for the device. The settings defined for the device in the Device
Properties page override any system-wide settings (defined in the pages under System > Settings).

Tweshods | Gollechons | Monitors | _ Schedule
Device Name | em7_ao = Physical Device
10.100.100.7 | 677 System.EM7
Sub-Cl OEM
Uptime | 5 days, 02:06:30
Collection Time | 2015-08-26 11:00:00 -
Group  Collestor (GUG | emi_ao -
Organization Asset
Actions Reset Guide
Identification
Device Name IP Address Organization
lem7_ao | 3 [110.100.100.7 - verified] k3 | [3ystem] v i
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=]
SNMP Read/Wiite ([ EM7 Default V2 ] v | [INone] v Accept All Logs
=)
Availability Port uD ¥ || [161 - SNMI v
[[ Pl ][[ Pl ] Daily Port Scans
Latency Port | [ICMP] ¥ |[cMP v (%2}
Avaib+Latency Alert | [Disable] v Auto-Update
=2l
User Mai [Disabled] ¥ ) [ [Maint Collection Enabled] ¥ |
Scan AllIP's
Collection | [Enabled] ¥ |[[cug T (]
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¥
Critical Ping [ [Disabled] v
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Dashboard | None v 72l
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Save (]
|dentification

« Device Name. The name of the device. If possible, SL1 retrieves the device name from the device. If the
device is running SNMP or has a DNS entry, the name will be retrieved directly from the device. You can set
the precedence for which of these names are used (SNMP system name or DNS entry) in the Behavior
Settings page (System > Settings > Behavior). You can edit this name in the Device Properties page;
however, the Device Name will not be changed on the actual device.

o IP Address. The IP address that SL1 uses to communicate with the device. You can add additional IP
addresses for the device. To change the IP address SL1 uses to communicate with the device (called the
admin primary address), select a different IP address in this field.

« Organization. Organization to which this device has been assigned. To assign this device to a different
Organization, select an Organization from the drop-down list. To view details about the assigned
organization, select the people icon (ﬁ) to the right of this field.

Monitoring & Management

« Device Class. Displays the Device Class. To assign a different device class to the device, select the toolbox
icon (") to the right of this field. To edit the device's Device Class, select the pencil icon (E) to the right of
this field.
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NOTE: If you incorrectly change a device's Device Class, SL1's nightly update will override the new Device
Class and assign the device to the correct Device Class.

o SNMP Read. The community string for read-only access to SNMP information on the device. The community
string is a password that allows SL1 to gather SNMP information from the device. If this device has been
aligned with a credential to which you do not have access, this field will display the value Restricted
Credential. If you align the device with a different credential, the entry for Restricted Credential will be
removed from the list in this field; you will not be able fo re-align the device with the Restricted Credential.

o SNMP Write. The community string for read-and-write access to SNMP information on the device. The
community string is a password that allows SL1 to gather SNMP information from the device and send
SNMP information to the device. If this device has been aligned with a credential to which you do not have
access, this field will display the value Restricted Credential. If you align the device with a different credential,
the entry for Restricted Credential will be removed from the list in this field; you will not be able to re-align the
device with the Restricted Credential.

NOTE: Devices that do not support SNMP ("pingable" devices) display the value None in both the SNMP
Read field and the SNMP Write field.

NOTE: Your organization membership(s) might affect the list of credentials you can see in the SNMP Read
field and the SNMP Write field. For details, see the Discovery and Credentials manual.

« Availability Port. Specifies the protocol (first drop-down menu) and specific port (second drop-down menu)
that SL1 should monitor to determine if the device is available. The list of ports will contain all the ports
discovered by SL1. The data collected from this port will be used in device availability reports. Protocol
options include:

o TCP. Availability is based on whether the SL1 can connect fo the device using the specified TCP port.

o |CMP. Availability is based on whether the device responds to an ICMP ping request from SL1. If you
select ICMP as the protocol, you can use the ICMP Availability Thresholds fields in the Device
Thresholds page to further define how SL1 will fest the device's availability.

o SNMP. Availability is based on whether the device responds to an SNMP get request from SL1.

o Sciencelogic Agent. Availability is based on whether the SL1 agent is reporting data to SL1. The agent
must be installed on the device to use this option.

NOTE: Component devices use a Dynamic Application collection object to measure availability. For details,
see the description of the Component Identifier field in the Collection Objects page. For more
information, see the manual Monitoring Device Infrastructure Health.
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o Run Availability Policy (). When you select this icon, SLT immediately checks the availability of the
device, using the port and protocol specified in the Availability Port fields. SL1 displays a Session Logs
modal page that displays a detailed description of each step of the availability policy. This information is
helpful when troubleshooting availability problems with a device.

« Latency Port. Specifies the protocol and specific port SL1 should monitor to determine latency for the device.
The list of ports will contain all the ports discovered by SL1 and the option ICMP, for which SL1 performs a
ping request. The data collected from this port or ping request will be used in device latency reports.

o Ifyou select ICMP as the protocol, you can use the ICMP Availability Thresholds in the Device
Thresholds page to further define how SL1 will test the device's latency.

o Avail + Latency Alert. Specifies how SL1 should respond when the device fails an availability check, when
the device fails a latency check, and when the device fails both. These options allow you to create separate
events when SNMP fails on a device and when a device is not up and running. Choices are:

o Enabled. SL1 will create the following events:

o If the device fails the availability check, generates the event "Device Failed Availability Check:
UDP - SNMP".

o Ifthe device fails the latency check, generates the event "Network Latency Exceeded Threshold:
No Response".

o Ifthe device fails both the availability check and the latency check, generates the event
"Device Failed Availability and Latency checks".

o Disabled. SL1 will create the following events:

o Ifthe device fails the availability check, generates the event "Device Failed Availability Check:
UDP - SNMP".

o Ifthe device fails the latency check, generates the event "Network Latency Exceeded Threshold:
No Response".

o Ifthe device fails both the availability check and the latency check, generates the event
"Device Failed Availability Check: UDP - SNMP". The event "Network Latency Exceeded
Threshold: No Response" is suppressed under the availability event.

o User Maintenance. Specifies whether the device will be put into "user maintenance" mode. By default,
when a device is in "user maintenance", SL1 will not generate events about the device.

You can choose to enable or disable polling during "user maintenance" mode. If polling is enabled
during "user maintenance", SL1 will collect information from the device but will generate only events
of severity less than the severity specified in the system-wide Maintenance Minimum Severity
setting. For more information about the Maintenance Minimum Severity setting, see the Device
Maintenance section.
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"User maintenance mode" is not scheduled. That is, a user must manually enable "user
maintenance" to put a device into this mode and a user must manually disable "user maintenance"
to turn off this mode for a device. "User maintenance mode" overrides scheduled maintenance for a
device. Choices are:

o Enabled. Device will be setto "user maintenance" mode.

o Disabled. Device will not be setto "user maintenance" mode.
User Maintenance Collection. Specifies whether SL1 should poll the device during the "user
maintenance". During normal operation, SL1 polls each device as specified by each device's policies and
aligned Dynamic Applications. Choices are:

o Enabled. During "user maintenance" mode, SL1 will continue to poll the device.

o Disabled. During "user maintenance" mode, SL1 will not poll the device.
Collection State. Specifies if device will be monitored by SL1. To edit this field, select one of the following
from the drop-down list:

o Enabled. Device will be monitored by SL1.

o Disabled. Device will not be monitored by SLT.
Collection Poller. Specifies which Collector Group will perform discovery and gather data from the device.
The drop-down list contains a list of available collector groups. For All-In-One Appliances, this field displays

only the built-in Collector Group (and any virtual Collector Groups). For details on Collector Groups, see the
System Administrationmanual.

Coll. Type. Specifies how SL1 should perform collection. The choices are:
o Standard. SL1 will perform discovery of each device based on the device's IP address. This method is
appropriate for devices using standard DNS.
o DHCP. SL1 will perform a DNS lookup for the device each time SL1 retrieves information from the

device. This allows SL1 to get the latest IP address for the device.

Critical Ping. Frequency with which SL1 should ping the device in addition to the five minute availability poll.
If the device does not respond, SL1 creates an event. The choices are:

o Disabled. SL1 will not ping the device in addition to the five minute availability poll.

o Intervals from every 120 seconds - every 5 seconds.

NOTE: SL1 does not use this ping data to create device-availability reports. SL1 will continue to collect device

availability data only every five minutes, as specified in the process "Data Collection:Availability" (in
the Process Manager page). For more details on critical ping, see the manual Monitoring Device
Infrastructure Health.
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NOTE: Because high-frequency data pull occurs every 15 seconds, you might experience up to 15 seconds of
latency between an unavailable alert and that alert appearing in the Database Server if you set
Critical Ping to 5 seconds.

TIP: You might experience some performance issues if you have a large number of devices using critical ping
on a short polling interval. If you have a large number of devices and are experiencing a delay in events
being generated for a critical ping outage, try increasing the interval time.

o Dashboard. Select a device dashboard from a list of all device dashboards in SL1. The selected device
dashboard will appear by default in the Device Summary page for this device. This field is optional.

« Event Mask. Events that occur on a single device within the selected time-interval are grouped together.
This allows related events that occur in quick succession on a single device to be rolled-up and posted
together, under one event description. Select a time-span from the drop-down list:

o Disabled. SL1 will not group events.

o Group in blocks at intervals from every 30 seconds - every 1 month

By default, when events are masked, the Events page displays all events that occur on the device within the
specified time-span under a single event, the one with the highest severity. The magnifying-glass icon (%)
appears to the left of the event. When you click on the magnifying-glass icon, the Suppression Group
modal page is displayed. This page displays details about all events that are masked under the displayed
event.

NOTE: If an event has Occurrence Count and Occurrence Time set in its Event Policy Editor page, SL1
will use the very first logged occurrence of the event to calculate the Event Mask, even if that first
occurrence did not appear in the Events page (due to the Occurrence Count and Occurrence
Time fields).

For example, suppose an event, event x, has an Occurrence Count of '3" and an Occurrence Time of
"10 minutes". This means that the event must occur on the same device at least three times within 10
minutes before the event appears in theEvents page. Suppose the event, event X, occurs on device A at
15:51, 15:52, and 15:53. The event will appear in the Events page with a timestamp of "15:53", an age
of "2 minutes" and a count of "3".

Suppose device_A includes an Event Mask of "Group in blocks every 5 minutes". To calculate how to
group event x, the Event Mask will use the timestamp of the first occurrence, 15:51, even though the
event did not appear in the Events page at that time. The Event Mask will also use the time of the first
occurrence, 15:51, to calculate the "Age/Elapsed” value for the event in the Suppression Group modal

page.
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Preferences

Auto-Clear Events. Auto Clear automatically removes an event from the Event Monitor if a specified
succeeding event occurs. For example, suppose the event "Device not responding to ping" occurs. If the next
polling session produces the event "Device now responding normally to ping", the Auto Clear feature could
clear the event. If you do not want events to be cleared automatically, uncheck this field. For this specific
device, this field overrides the global auto-clear settings in theEvent Policy Editor page (Events > Event
Manager > create or edit).

Accept All Logs. This checkbox specifies whether or not you want to keep and save all logs for this device. If
you want to retain only logs associated with events, uncheck this field.

Daily Port Scans. This checkbox specifies whether or not you want SL1 to perform a daily scan of the device
for open ports. Select this field to enable daily port scans.

Auto-Update. This checkbox specifies whether or not you want SL1 to perform a nightly discovery of the
device and update records with changes to the device. Check this box to enable nightly updates. If this field is

unchecked, SL1 will not perform nightly discovery. Changes to the device, including newly opened ports, will
not be recorded by SL1.

Scan All IPs. If the device uses multiple IP Addresses, SL1 can scan for open ports on all IPs during nightly
discovery. Check this box to enable scanning of all IP Addresses for open ports every night.

Dynamic Discovery. If selected, SL1 will automatically assign the appropriate Dynamic Applications to the
device during nightly discovery.

Preserve Hostname. If selected, the name of the device in SL1 will remain the same, even ifthe name of
the actual device is changed. If unselected, the name for the device will be updated if the name of the actual
device is changed.

Disable Asset Update. If selected, SL1 will not automatically update the asset record associated with the
device. For a single device, this checkbox overrides any settings defined in the Asset Automation page
(System > Settings > Assets).

Adding an IP Address to a Device

If a device has multiple IP addresses, you can add those IP addresses in SL1. SL1 will continue to use the primary
IP address for communication with the device. However, after you add an additional IP address to a device, you
can change the primary IP address to the new IP address by selecting it in the IP Address field.

To define additional IP addresses for a device:

1.
2.
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Go to the Device Manager page (Devices > Device Manager).

In the Device Manager page, find the device for which you want to define additional IP address. Select the
wrench icon ( Ea) for the device.

In the Device Properties page, find the IP Address field.
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4. Tothe right of the IP Address field, click on the plus-sign icon ("*")

Properiies Thresholds Collections Monitors Schedule Logs
Toolbox Belatianships Aftributcs

zms  em7_ao

10.100.100.7 | 677

s Sciencelegic, Inc.

System

= Unavailable
Sciencelogic EM7 G3 - All-In-One:

Ugtime | 5 days, 02:06:30
2015-08-26 11:00:00
Group [ Collector [GUG | em7_an

Collection Time

Actions
Identification
Device Name IP Address Organization
[em7_ao | 84 [[10.100.100.7 - verified] vl I [ [System] v
Monitoring & Management Preferences

Deviee Class  [ScienceLogic, Inc. OEM | i 2 Auto-Clear Events

e}
SNMP Read/Wirite | [ EM7 Default V2] ¥ |[[MNone] v Accept All Logs
e}
Availability Port | [UD| ¥ || [161 - SHMI Ll

[[ 2 ][[ 2 ] Daily Port Scans

Latency Port | [ICMP] ¥ | [cMPe v ]
AvalkLatency Alert | [Disable] v Auto-Update
)
User [ [Disabled) ¥ | [ Maint Collection Enabled] ¥ |
Scan AlllP's

Collection [ [Enabled] ¥ |[[cug] v o

Coll. Type [[Standard] v ] Dynamic Discovery
)

Critical Ping [ [Disabled] T

Preserve Hostname

Dashboard [ None v @
Disable Asset Update
Event Mask [ [Group in blocks every 10 minutes] v | =
Bypass Interface Inventory

Save (]

5. Alternately, you can also select the [Actions] menu and choose Add IP Address.

6. The Add IP Address modal page appears. The Add IP Address modal page allows you to define an

additional IP address for the device.

Add an IP Address X

IP Address: [10.10.204.20 |
Subnet Mask: [255.255.255.0 |

Add

Adding an IP Address to a Device
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7. The Add IP Address modal page allows you to define an additional IP address for the device. SL1 will

continue to use the Admin Primary IP address for communication with the device. However, SL1 will also
collect data about the additional IP address(es).To associate an additional IP address with the device, supply
values in the following fields:

o IP Address. Supply the IP address, in standard dotted-decimal format.
o Subnet Mask. Supply the subnet mask associated with the IP address. This field is optional.

Select the [Add] button.

In the Device Properties page, you will now see the additional IP address in the IP Address field. During
auto-discovery, SL1 will verify that this IP address exists on the device and will append the label "verified" to
the value in the IP Address field.

NOTE: After you manually rediscover the device or affer SL1 runs nightly auto-discovery (whichever occurs

first), the new IP address will appear in the Network Browser page.

Removing an IP Address from a Device

If you have added an IP address to a device using the steps in the section on Associating an Additional IP
Address with the Device, you can also delete that IP address.

There are two exceptions to this ability:

« You cannot delete an IP address that is currently the Admin Primary IP address for the device.

« You cannot delete an IP address that is associated with a network interface.

To delete an IP address:

1.
2.
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Goto the Device Manager page (Devices > Device Manager).

In the Device Manager page, find the device from which you want to delete an IP address. Select the
wrench icon ( P) forthe device.

In the Device Properties page, find the IP Address field.

To the right of the IP Address field, select the bomb icon (& ). The Remove IP Address modal page
displays:

Remove IP Address Close [ Esc

1. 10.100.100.13

Remove

Removing an IP Address from a Device



5. Selectthe checkbox for the IP address you want to delete.

6. Selectthe [Remove] button. The IP address is deleted.

NOTE: The Remove IP Address modal page will display checkboxes only for IP addresses that you can

delete. If an IP address appears in the Remove IP Address modal page without a checkbox, you
cannot delete that IP address.

If an IP address that you want to delete appears in the Remove IP Address modal page as Selected, it is currently
the Admin Primary IP address and you must select a new Admin Primary IP before you can delete the IP address.
To select a new Admin Primary IP address:

1. Inthe IP address drop-down list in the Device Properties page, select a new Admin Primary IP address.

2. Selectthe [Save] button.

3. You can now delete the previous Admin Primary IP address.

Managing Device IPs

There are three types of IP addresses that can be associated with a device:

o Admin Primary. This is the IP address that SL1 uses to communicate with a device. This IP address is always

a primary address and cannot be demoted to a secondary address. You can change the Admin Primary
address by changing the value in the IP Address field in the Device Properties page.

o Primary. One or more IP addresses that SL1 uses to match incoming log messages (traps and syslog
messages) with a device. When you select an IP address in the Select Primary IP Addresses modal page,

that IP address becomes a primary. You can also unselect an IP address in theSelect Primary IP Addresses
modal page. When you unselect an IP address, that IP address becomes a secondary.

« Secondary. SL1 gathers information about this IP address, but does not use this IP address o match

incoming messages (fraps and syslog messages) with a device.

A Message Collection Server accepts inbound, asynchronous messages from monitored devices and

applications in your network. For example, Message Collectors accept all SNMP traps, SNMP informants, and
syslog messages. A SL1 system can include one or more Message Collectors.

« Asingle Message Collector can be aligned with multiple Collector Groups.

NOTE: If you are using a combination Data Collector and Message Collector, this combination appliance
should be assigned only to its own dedicated Collector Group and that Collector Group should not
include other Data Collectors or Message Collectors.

o Although SLT will not allow duplicate IP addresses within a single Collector Group, SL1 does allow duplicate
IP addresses if each device is aligned with a different Collector Group.
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o Ifasingle Message Collector is aligned with multiple Collector Groups, the single Message Collector might
be aligned with two or more devices (each in a separate Collector Group) that use the same primary IP
address or the same secondary IP address. If this happens, SL1 will generate an event. To fix this situation,
you can go fo the Select Primary IP Addresses modal page for one of the devices and change the primary
IP address in question. You can demote the primary and promote a secondary IP address for the device. This
will fix the problem with duplicate IPs and allow the Message Collector to align messages with the device.

NOTE: For All-In-One Appliances, the function provided by a Message Collector is built in to the All-In-One
Appliance. All-In-One systems contain only one built-in Collector Group.

The Select Primary IP Addresses modal page allows you to view a list of IP addresses for the device and define
one or more of those IP addresses as "primary" or "secondary". To change an IP address to Primary or Secondary,
perform the following:

1. Gotothe Device Manager page (Devices > Device Manager).
2. Find the device for which you want to manage the IP addresses. Select its wrench icon (J').

3. Inthe Device Properties page for the device, select the [Actions] menu. Choose Select Primary IP Address.

Tieshoids | _Collechons Scheue

zmz  em7_ao
10.100.100.7 | 677
- SciencelLogic, Inc.
System Uptime | 5 days, 02:06:30

= Unavailable Callection Time | 2015-08-26 11:00:00
ScienceLogic EM7 G3 - All-In-One Group / Collector [CUG| em7_a0

Organizstion Asset

Actions Reset Guide

My Bookmarks (Ctrl+Alt+B)
Device Name IF Address Add IP Address

fem7_ao | # [110.100.100.7 - verified] v Select Primary IP Addresses

Clear Device Cache

Create a Ticket (Cirl+Alt+Enter)

Identification

Monitoring & Management

Device Class [ScienceLogic, Inc. OEM | i 2
Cusfom Navigafion
SNMP Read/Write ([ EM7 Default V2 | v ] [INone] v Device Class
. 7 Device Children
Availability Port [[UDP] v ][[151 - SNMP] v ],- .
Device Groups (Cir+-Alt+D)
Latency Port [ [ICMP] ¥ |[ncMe] v Notepad Editor
Avail+Latency Alert [ [Disable] v Product Catalog
User Mail [[Disahled] v ]I [Maints Collection Enabled] v Report Creator
Collection [ [Enabled] v (cug v Resource Usage (Ctri+Alt+U)
Secondary Credentials
Coll. Type | [Standard] v
Merge Device
Critical Ping [ [Disabled] v
Preserve Hostname
Dashboard [Nnne A ] )

Disable Asset Update
(]

Event Mask [[Grnup in blocks every 10 minutes] ¥ ]

Bypass Interface Inventory
(]

4. The Select Primary IP Addresses modal page appears. There are three types of IP addresses that can be
associated with a device:
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Select Primary IP Addresses Close | Esc

P Address State
1. 10.10.204.20 — ||
2. 192.168.9.15 Admin Primary [

o Admin Primary. This is the IP address that SL1 uses to communicate with a device. This IP address is
always the admin primary address and cannot be demoted to a secondary address.

e Primary. One or more IP addresses that SL1 uses to match incoming messages (traps and syslog
messages) with a device. When you select an IP address in the Select Primary IP Addresses modal
page, that IP address becomes a primary. You can also unselect an IP address in the Select Primary IP
Addresses modal. When you unselect an IP address, that IP address becomes a secondary.

« Secondary. SL1 gathers information about this IP address, but does not use this IP address to match
incoming messages (traps and syslog messages) with a device.

NOTE: Within a Collector Group, multiple devices cannot use the same primary IP address. In some
circumstances, an IP address appears in the Select Primary IP Addresses modal page for the
current device but does not have a corresponding checkbox. This means that the IP address is
currently used as a primary IP on another device in the same Collector Group. SL1 will not allow you
to promote this IP address to a primary IP address on the current device.

5. Selectthe [Save] button to save the changes to the device.

Clearing the Device Cache

Between HTTP requests, SL1 caches data in memory. For diagnostic purposes, you might want to clear the cached
data about a specific device. To do this:

1. Gotothe Device Manager page (Devices > Device Manager).

2. Inthe Device Manager page, find the device whose data you want fo clear from the cache. Select its
wrench icon ( I!'1").
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Device Name [i@m7La0

1P Agdress /1D | 10.400.100.7 | 677
Ciss Seiencelogic, Inc.

Organzation | System

Coliection Mode | Unavailable
Deszrictior - Seiencelogic EM7 G3 - All-In-One

Device Hostname

Sub-Class

Physical Device
System.EM7
OEM
Uptme | 5 days, 02:06:30
Gollection Time | 2015-08-26 11:00:00
Group / Collector |CUG | em7_ao.

Actions

Identification

Device Name

[em?_ao

] #

IP Address

[110.100.100.7 - verified]

My Bookmarks (Ctri+Alt+B)
Add IP Address
Select Primary IP Addresses

Monitoring & Management

Clear Device Cache
Create a Ticket (Cirl+Alt+Enter)
Custom Navigafion

Device Class

Device Children

Device Groups (Cirl+Alt+D)
Notepad Editor

Product Catalog

Report Creator

Resource Usage (Cirl+Ali+-U)
Secondary Credentials
Merge Device

Preserve Hostname
v

Device Class [ScienceLogic, Inc. OEM | i 2]
SNMP Read/Wiite [ EM7 Default V2 ¥ | [INone) v
Availabilty Port | [UDP] ¥ |[[181 - SNMP] A ]j
Latency Port | [ICMP] ¥ |[cMP v
AvaikLatency Alert [ [Disable] v
User [ [Disabled] v Coliection Enabled] ¥ |
Collection | [Enabled] v |[1cug v]
Coll. Type  [[Standard] v
Critical Ping [ [Disabled] v
Dashboard [ None v
Event Mask [ [Group in blocks every 10 minutes] ¥ |

Disable Asset Update
o

Bypass Interface Inventory
o

4. Data about the device will be cleared from the cache.
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Aligning a Secondary Credential

During initial discovery of a device, SL1 uses a specified SNMP credential. If you specified that SL1 should discover
non-SNMP devices, SL1 will use ICMP and nmap to gather information about a device. After SL1 finds devices,
discovery can use a second list of specified credentials to access database data, SOAP data, XML data or data that
is monitored with a Snippet Dynamic Application.

After initial discovery, you can add additional credentials to a device. For example, if more than one SNMP agent
is running on the device, each agent can now be associated with its own credential. If SL1 will be monitoring
multiple applications on the device, each application can now be associated with its own credential. During the
next discovery session, SL1 will use the appropriate credential for each agent or application on the device.

NOTE: When performing a nightly discovery on a device or when performing a manual discovery on a
device, SL1 uses the credentials in this order: 1) Each credential manually aligned with each
Dynamic Application in the Dynamic Application Collections page, in the Device Administration
panel; 2) Secondary credentials defined in the Device Properties page, in the Device
Administration panel; 3) The SNMP Read/Write string defined in the Device Properties page, in
the Device Administration panel; 4) The credential used in the initial discovery session for the
device.

To associate one or more additional credentials with a device:

1. Gotothe Device Manager page (Devices > Device Manager).

2. Inthe Device Manager page, find the device for which you want to define additional credentials. Select the
wrench icon (5') forthe device.
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3.

4. The Secondary Credentials modal page appears. The Secondary Credentials modal page displays a list
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In the Device Properties page, select the [Actions] menu and choose Secondary Credentials.

Device Name [i@M7La0

= Physical Device

10.100.100.7 | 677 Zaezory SystemEMT
ScienceLogic, Inc. Sub-Class | OEM
Organzation | System Uptime | 5 days, 02:06:30

Coliection Mode | Unavailable
Dsszretior Seiencelogic EM7 63 - Albln-One
Device Hostname

Collection Time | 2015-08-26 11:00:00
Group / Collector |GUG &m7. a0

Identification

Device Name IP Address
lem7_ao | 3 [110.100.100.7 - verified] k3
Monitoring & Management
Device Class [ScienceLogic, Inc. OEM | 2
SNMP Read/Write | [ EM7 Default V2 ¥ |[[MNone) v
Awailabiliy Port [ [UDP] ¥ |[1161 - SHMP] v ]/
Latency Port | [ICMP] ¥ |[cMP v
AvaikLatency Alert [ [Disable] v
User Mai [ [Disabled] v [ Mai Coliection Enabled] ¥ |
Collection [ [Enabled] v |[1cug] v)
Coll. Type [[Standard'] v ]
Critical Ping [ [Disabled] v
Dashboard [ None v

Organizstion

Actions Reset

My Bookmarks (Ctrl+Alt+B)
Add IP Address

Select Primary IP Addresses
Clear Device Cache

Create a Ticket (Cirl+Alt+Enter)
Custom Navigafion

Device Class

Device Children

Device Groups (Cirl+Ali+D)
Notepad Editor

Product Catalog

Report Creator

Resource Usage (Ciri+Alt-U)
Secondary Credentials

Merge Device

Preserve Hostname
&)

EventMask [ [Group in blocks every 10 minutes] ¥ |

Disable Asset Update
o

Bypass Interface Inventory

of all credentials defined in SL1.

Secondary Credentials X

For Device [ 677 ] Refresh
L_EM7DB T=
PowerShell
| Windows PowerShell - Example |
SNMP

| Cisco SNMPVZ - Exampie
| Cisco SNMPV3 - Example
| [ EM7 Defautt V2]
| EM7 Defautt V3
L Internal
| IPSLA Example
| LifeSize: Endpoint SNMP
L Nexus snmp
L SANMP Pubiic V1
L SNMP Public V2
SOAPXML Host
| Amazon Web Services Credential
L Azure Credential - SOARXML
|_ Azure Credential - SOAPXML BA
| CUCM FerfmonService 8.0 Example

Save
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NOTE: When defining primary and secondary credentials for a device, you will see only the credentials
aligned to organizations you are a member of. If a primary or secondary credential has already been
defined on the device, and is aligned to an organization you are not a member of, the credential will
be restricted. To learn more about credentials and organizations, see the manual Discovery and
Credentials.

« To add a credential, highlight an entry in the list of credentials.
« To select multiple credentials, hold down the <CTRL> key and select the entries by left-clicking.

« To remove all secondary credentials from a device, select the Remove All/None option.

5. Selectthe [Save] button.

Adding the Device to a Device Group

A device group is a group of multiple devices. Device groups allow you to configure and edit multiple devices
simultaneously. You can view a list of existing device groups, edit a device group, or define a new device group in
the Device Group Editor page (Devices > Device Groups).

Device configuration templates allow you fo save a device configuration and apply it fo one or more devices,
and re-use the same configuration over and over again. A device template contains pre-defined settings for all the
fields in the Device Properties page (except device name and device IP) and all the fields in the Device
Thresholds page. Device templates can also apply policies for interface monitoring, port monitoring, web-content
monitoring, service monitoring, and process monitoring and align devices with Dynamic Applications. You can
view and define device templates in the Configuration Templates (Devices > Templates) page.

You can apply device configuration templates to a device group and automate the initial configuration of multiple
devices. You can also use device groups and device configuration templates to modify the configuration of
multiple devices.

For details on device groups and device templates, see the manual Device Groups and Device Templates.
To add a device fo an existing device group:

1. Gotothe Device Manager page (Devices > Device Manager).
2. Inthe Device Manager page, find the device that you want to add to a device group. Select the wrench icon

( Eﬁ) for the device.
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3. Inthe Device Properties page, select the [Actions] menu and choose Device Groups.
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Reimionsos Aot

Devics Name [em7_ao
1P Acdress /1D 101001007 | 677
=== ScienceLogic, Inc.

Device Hostname

Organization | System Uptime:
Collection Mode | Unavailable: Colection Time
Dezzroior Sciencelegic EMT G3 - Alkin-One Group / Collector

5 days, 02:06:30
2015-08-26 11:00:00
CUG | em7_ao

Identification

Device Name IP Address

T R ——T (10100007 verte

Monitoring & Management

Device Glass [ScienceLogic, Inc. OEM | 2]
SNMP Read/Write [ EM7 Default V2] * J[[Nene] v
Avallabiity Port [ [UDP] v (161 - sl v )7
Latency Port [[ICMP] | [ncuey v
v atency et
User [ [Disabled] v Collection Enabled] v |
Coliection [ [Enabled) v |[[cug v

ot Tye
Dashboars

Organization Asset
Actians, Reset Guide

My Bookmarks {Cirl+Alt+B)

Add IP Address

Select Primary IP Addresses

Clear Device Cache

Create a Ticket (Cirl+Alt+Enter)

Custom Navigation

Device Class

Device Children

Device Groups (Cirli+Alt+D)

Notepad Edifor

Product Catalog

Report Creator

Resource Usage (Cirl+Alt+U)

Secondary Credentials

Merge Device

Preserve Hostname
l

I v
Critical Ping [ [Disabled] v
- > =

Event Mask [ [Group in blocks every 10 minutes]

Disable Asset Update

Bypass Inferface Inventory
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4. The Device Groups modal page appears. The Device Groups modal page allows you to assign a device to
a device group or remove a device from a device group.

Device Groups X
For Device [ 677 ] m

Available Device Groups

1. ACIVme

2. Cisco ASA

3. Cisco. CUCM Cluster Call Completions (IT Service)
4. Cisco: CUCM Cluster Health {IT Service)

5. Cisco: CUCM Gateway Heatth (IT Service)
. Cisco: CUCM Resource Health (IT Service)
. Cisco: CUCM Server Health (IT Service)

. Cisco: CUCM TFTP Health {IT Service)

. Cisco: CUCM Tomcat Health (IT Service)
‘I Cisco: CUCM Trunk Health (IT Service)

1. Micresoft: SharePoint Server

2. Test (IT Service)

2. Video Active Calls (IT Service)

4. Video Usage (IT Service)

» To add the device to a device group, in the Available Device Groups pane, select one or more

device groups. After selecting the [Save] button, the device group will appear in the Member Device
Groups pane.

« To remove the device from a device group, in the Member Device Groups pane, select one or
more device groups. After selecting the [Save] button, the device group will appear in the Available
Device Groups pane.

5. Selectthe [Save] button.

6. Toremove the device from a device group, in the Member Device Groups pane, select one or more
device groups.

7. Selectthe [Save] button.

Creating a Ticket About the Device

Aticket is a request for work. Tickets allow you to monitor work tasks associated with your network. You can create
a ticket about a device. The ticket can describe a problem with the device or a maintenance task for the device.

For details on tickets and ticketing, see the manual Ticketing.
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To create a ticket for a device:

1. Gotothe Device Manager page (Devices > Device Manager).

2. Inthe Device Manager page, find the device about which you want to create a ticket. Click the wrench icon

(L?) for the device.

3. Inthe Device Properties page, click the [Actions] menu and select Create a Ticket.

o M090.100.7 | 67T Symem EMT
o o
Symem S, 020630
Unavatave 0160826110000
| Scncel ogs EMT 63 Abin.One. CUG | em? 20

1P Adress
[[10.100.1007 . vertec)

LB select Primary IP Addrosses

MonAcing & Management
Devies Clam [Besencelogie, Inc. GEM

SHMP Reactirse |[EMT Defma V2]

Avalatilty Port [JUDF] ¥ [ [161 - ShwE
Latercy Port [[ICMP} =T
dovalel stmcy St || - v

Unex | jDinabied) ¥ || [Mamtenance Cadecten Enasies;

) [EuE

Add IP Address

Clear Device Cache

Create a Ticket (Cri+Alt+Enfer)
Cuslom Navigaon

Davica Clags

Device Children

Device Groups (Cri+Alt=D}
Hofepad Edilor

Froguct Catalog

Report Craakr

Rexcurce Ussge (Cir+All=U)
Secondaty Crodenlals

Merge Davice

[ 1Breusp i blocks every 18 mutes] ¥

116

Creating a Ticket About the Device



4. The Ticket Editor page appears. In this page, you can define the basic parameters for a ticket. Notice that
the Description field and Element field are automatically populated with the device name.

Ticket Editor | New Ticket |
Description (New Ticket)

Organization gy ([ System ] ¥ |1 ScienceLogic =
Element

Actions Resel Guide

Import Template | [ (Mo template) ]
n | (7023)-354-101011D: 0]

Ticket Properties

Ticket Description
[TICKET FOR DEVICE: em7_ao | 10.100.100.7 | SeienceLogic, Inc. | GEM

Ticket State. Status
) v | [Open ]
Severity Category Source Queue Assigned User
[15ev2/Major ] v | [abuse v |+ [2utomated v+ [asset v | [1em7admin]
Example Custom

]
[ J

Notes & Attachments
#1) Cloak: ¥ Enabled

X ¥
B- 7~ B 1T USA-TI- 8-9- /- E-EEEEZB — D 6@mr
[ sae ]

5. Click the [Save] button to save the ticket.

Adding a Note to a Device

You can add notes about a device to the device administration panel. The note will appear in the Notes &

Attachments page (the [Notes] tab in the Device Administration panel). Each note you add to the device can
include formatted text, links, images, videos, and attachments.

To add a note to a device:

1. Gotothe Device Manager page (Devices > Device Manager).

2. Inthe Device Manager page, find the device that you want to add a note to. Click the wrench icon ( 5.) for
the device.
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3.

In the Device Properties page, click the [Actions] menu and select Notepad Editor.

: em7_ao
10.100.100.7 | 877
‘ScienceLogic, Inc.

System

Unavailable
ScienceLogic EM7 G3 - Al-In-One

Grganization

Collection Mode
Description
Device Hostname

Uptime

5 days, 02:06:30
2015-08-26 11:00
Group / Golisctor [GUG| 87 a0

Callection Time

00

: Select Primary IP Addresses

Organization

Actions Reset

My Bookmarks (Ctri+Alt+B)
Add IP Address

Clear Device Cache

Create a Ticket (Cirl+Alt+Entfer)
Custom Navigafion

Device Class

Device Children

Device Groups (Cirl+Alt+D)
Notepad Editor

Product Catalog

Report Creafor

Resource Usage (Ctr+Alt+U)
Secondary Credenfials
Merge Device

Preserve Hostname
7]

Disable Asset Update
a

Identification
Device Name 1P Address
o —— RL100.1007 - verea] T+
Monitoring & Management
Device Class [ScienceLogic, Inc. OEM | iln 2]
SNMP Read/Write [ EMT Default V2] v |[INone ] v
Availabilty Port [ [UDF] ~ | (161 SHMF] [aL4
Latency Port [ [ICMP] ¥ |[icme) v
AvalLatency Alert [ [Disable] v
User [Disabled] ¥ ) (Maintenance Collection Enabled] ¥ |
Collection [ [Enabled] v |[1cug v
Coll. Type [ [Standard] v
Critical Ping [ [Disabled] v
Dashocars
Event Mask [ [Group in blocks every 10 minutes] ¥
Save

Bypass Interface Inventory
(=]

4. The Notepad Editor modal page appears. In this page, you can enter and format text, include images and
links in the message, and include an attachment. Click the [Save] button to save the note.
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Reset Save
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5. The Notepad Editor modal page allows you o enter notes or comments about the device.

o You can format the text and include links, images, and videos in the note.

e You can also include a document template (System > Customize > Document Templates) in the

field.

6. The note will appear in the [Notes] tab, in the Notes & Attachments page.

Properfies Thresholds Collections Monitors Schedule Logs
Toolbox Eclationships Attributes

Nam= |em7_ao TH p= | Physical Device
=10 10.100.100.7 | 677 ory  System.EMT

H zss | OEM
5 days, 02:06:30
= 2015-08-26 11:00:00
1or CUG | em7_ao

r  Sciencelogic EM7 G3 - Al-In-One Grou

Actions Reset Guide

Notes & Attachments

1) Date [2015-10-22 15:06:04] | User [em7admin] | Address [192.168.254.35]

Updated SOP for Windows devices. See attachment

7. The Notes & Attachments page displays all the notes about the device that were created with the Notepad
Editor modal page. In the Notes & Attachments page, each entry includes the username, date and time,
and text of the comment. You can perform the following on each note entry:

« To view a note's attachment, click the paperclip icon ().

« To edit the content of a note, click the wrench icon ( 9') The Notepad Editor modal page
appears. You can update the note; format the text; insert content from a saved template; and add an
attachment, image, or video to the note. Click the [Save ]button to save your changes.

« To delete a note, click its bomb icon (&").

NOTE: Forinformation about adding a note to a device on the [Notes] tab of the Device Investigator, see
the section on The Notes Tab.
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Aligning Custom Attributes with a Device

You can align custom aftributes with a device, assign values to those custom attributes (for the selected device

only), and create new extended custom attributes for a device on the Attributes page (the Attributes tab in the
Device Administration panel).

NOTE: For more information on custom attributes, see the chapter on Custom Attributes.

To align custom attributes with a device:

1. Gotothe Device Manager page (Devices > Device Manager).

Find the device that you want to align with a custom attribute. Click its wrench icon (5.)

Click the [Attributes] tab.

B LN

In the Attributes page, go to the Please Select field in the bottom-most row.

Threshoids | _Collechions Schedue
o siorshiss

= em7_ao M
0 10.100.100.7 | 677 System.EM7

: ScienceLogic, Inc. 8 OEM

org - System Ustine | 5 days, 02:06:30
Collection Mode  Unavailable Callection Time | 2015-08-26 11:00:00

= Physical Device

Deseriptor - Sciencelogic EMT G3 - All-In-One Group [ Collester CUG | emT_ao Ll =
oot Devece (CUEM1D-01.a scencelogioca Parent Device Services

Device Hostname

Manage

2belh Value Type Valve Attribute Type
1. # Devicel String - Base

2 Sl fass
[ [ Please Select ] v+ [strng ¥ | [require | Extended I

5. Selectthe custom attribute that you want to align with the device.

6. Supply avalue in the Value field.
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NOTE: To align an extended custom attribute with a device, you must supply a value. You cannot align an
extended custom attribute to a device and leave the value as "null."

NOTE: Base custom attributes for devices are automatically aligned with each device in your SL1 System. If
the base custom aftribute does not include a value for this device, the Value column will display "--"
(dash dash). To assign a value to an "empty" base custom attribute: Find the base custom attribute

that you want to edit, select its wrench icon ( JE'?’), and supply a value in the Value field.

7. Click the [Save] button.

Creating a New Extended Custom Attribute

You can create a new extended custom attribute from the Attributes page. The custom aftribute is then aligned
with the current device and available to be used by any device in your SL1 System. To create a new extended
custom attribute:

1. Gotothe Device Manager page (Devices > Device Manager).

2. Find the device for which you want to create a new custom attribute. Click its wrench icon ( JE3").

3. Click the [Attributes] tab.
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4.

In the Attributes page, click the plus icon () in the bottom-most row, then supply a value in the following
fields:

Thveshoids | _gollechons Schedue
ol shonstips

is
Managed Type

zm=  em7_ao
10.100.100.7 | 677
Sciencelogic, Inc. s
g tior | System Uptime
Collection Mode | Unavailable Collection Time | 2015-08-26 11:00:00
Deserptior | ScienceLogic EMT G3 - Al-In-One Group zzter CUG | em7_ao
Feoot Dzvize CUCM10-01.qa.sciencelogic.local Farent Device | Services

Device Hostname

Manage

Labelh Valve Type Value Aftribute Type
1. @ Devicel String = Base
2 B Test String [ | Base
| Extended

( E{ smgv)

o Label. User-defined name for the custom aftribute. This value appears in the user interface. If the
value in this field does not comply with XML rules for names, SL1 will convert the value to a name that
complies with XML rules and store the converted value as the Internal Field Name for the custom

attribute.

NOTE: Names for custom attributes must conform to XML naming standards. The attribute name can contain
any combination of alphanumeric characters, a period, a dash, a combining character or an
extending character. If a value in the Internal Field Name column does not conform to XML
standards, SL1 will replace non-valid characters with an underscore plus the hexadecimal value of
the illegal character plus an underscore. So "serial number" would be replaced with "serial X20

number".
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o Value Type. Specifies the type of value that will be saved in the custom attribute. Choices are:

o String. Non-numeric value

o Infeger. Numeric value

« Value. Value that will be assigned to the custom aftribute for this device.
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5. Click the [Save] button.

Deleting an Extended Custom Attribute from a Device

You can delete an extended custom attribute from a device. When you delete the custom attribute, you remove the
value from the custom aftribute and unalign the custom attribute with the device.

NOTE: You cannot delete a base custom attribute from the Attributes page. To delete a base custom
attribute, you must go to the Custom Attribute Manager page (System > Manage > Custom
Attributes).

To delete an extended custom attribute from a device:

1. Gotothe Device Manager page (Devices > Device Manager).

Find the device for which you want to delete a custom aftribute. Click its wrench icon (5')

Click the [Attributes] tab.

AW

In the Attributes page, find the extended custom attribute you want to delete. Click its bomb icon (&).

Properfies Thresholds Collections Monitors Schedule Logs
Relstonships
= em7_ag Physical Device
10.100.100.7 | 677 System EM7
= Sciencelogic, Inc. ass | OEM
Syste Uptime | 5 days, 02:06:30
== Unavailable Colestion Time | 2015-08-26 11:00:00
izr  Sciencelogic EM7 G3 - Al-In-One Caliecter |(CUG | em7_ao alll =
oot Device (CUCMI0-D1.a scencelogicloca Parent Device Services
Device Hostname
Manage
Labelk Value Type Value Attribute Type
1. # Devicel String - Base
2. } Serial Number String Serial Mumber Extended E
3. & Test String - Base
[[Please Select] v |4+ | String v | Extended

5. A message appears asking you to confirm that you want to delete the value and unalign the custom attribute
from the device.

6. Click the [OK] button.
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Associating a Product SKU with the Device

A product SKU describes a billable product or service and can be used later fo create a billing policy. For details on
creating and editing product SKUs, see the Product Catalog page (Registry > Business Services > Product
Catalog). For information on billing policies, see the Bandwidth Billing Policies page (Registry > Business
Services > Bandwidth Billing).

You can associate a product SKU with a device and then use a bandwidth billing policy to generate a bill that
includes the device.

For details on product SKUs and bandwidth billing policies, see the manual Business Services.
To associate a product SKU with a device:

1. Gotothe Device Manager page (Devices > Device Manager).

2. Inthe Device Manager page, find the device that you want to add a note to. Select the wrench icon (}) for
the device.

3. Inthe Device Properties page, select the [Actions] menu and choose Product Catalog.

Tyosndas | golectons Schoauis

Physical Device
System. EMT
E OEM

Uptime | § days, 02:06:30
Colkstion Time | 2015-08-26 11:00:00
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Actions Reset Guide
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Device Name IP Address Add IP Address
e ) [10.100.100.7 - veriied] AL ] EEEDN Select Primary IP Addresses
Monitoring & Management G
Create a Ticket (Ctrl+Alt+Enter,
Device Class [ScienceLogic, Inc. OEM | o 2] ¢ 2
Custom Navigafion
SNMP ReadWrite || EM7 Default V2 | ¥ |[[None] v Device Class
Device Children
Availabiity Port [ [UDF] v J[[161 - SNMP] L4
( ]; ) Device Groups (Cri+Alt+D)
Latency Port [ [ICMP] v | [cmp] v Notepad Editor
AvalkeLatency Alert [ [Disable] v Product Catalog
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Merge Device
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Disable Asset Update
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4. The Product Catalog modal page appears. In this page, you can associate one or more product SKUs with
the device.

Available Products
Colocation Space
|_ Colo Cabinet 10U 12344663
_ Colo Cabinet 2U 12344664
|_ Colo Cabinet 5U 123446645
_ Colo Cabinet 20U 123452346
|_ Colo 20 Amp Power 2304895775
_ Colo 10 Amp Power 23459087234
|_ Colo 15 Amp Power 250867
| Colo 5 Amp Power 9386709087
Dedicated Internet Access Service
|_ 10 Mbps Sustainable Fiber Uplink 234938765
_ 100 Mbps Sustainable Fiber Uplink 29046740279
|_T1 Mbps Sustainable Fiber Uplink 62852052394
Disaster Recovery /| Business Continuity
_ Database Cracle DR Mirror 0987234578
|_ Database SQL Server DR Mirror 34563460934 -
N

» To associate a product SKU with the device, in the Available Products pane, select one or more
product SKUs.

« To disassociate a product SKU with a device, in the Active Product Subscriptions pane, select
one or more product SKUs.

5. Selectthe [Save] button.

Merging Devices

If your SL1 system includes a physical device and a component device, you can merge those device records info a
single record for easier monitoring, so long as the physical device does not act as the root device for a dynamic
component map (DCM) tree. Merging consolidates the devices and their data—device fields, values, graphs,
behaviors, and other user interface elements—providing you with a single set of data for the device. Additionally,
merged devices consume only a single device license.

Merging does not remove, replace, or add any data; merging simply groups data together. When you merge a
physical device and a component device, the device record for the component device no longer displays in the
user inferface, while the device record for the physical device displays in user interface pages that previously
displayed the component device. For example, the physical device is displayed instead of the component device in
the Device Components page and the Component Map page. All existing and future data for both devices will
be associated with the record for the physical device.

Merged devices can be unmerged back into individual device records, if needed.
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NOTE: You can merge only two individual devices together into a single merged device. To do so, you must
have user permissions that allow merging and unmerging on both devices. You cannot merge a
component device with a physical device that acts as the root device for a dynamic component map
(DCM) tree. For more information about user access permissions, see the Access Permissions
manual.

NOTE: When you merge devices, active events associated with the component device will be set to
"cleared." The cleared events will not be associated with the physical device. If the devices are
unmerged, the cleared events cannot be moved back to the component device.

Merging devices also merges the log data from each device. The log data cannot be unmerged
later.

SL1 enables you to either merge one pair of devices at a time, as described in the Merging Individual Devices
section, or multiple pairs of devices at one time, as described in the Performing a Bulk Device Merge section.
For information about unmerging devices, see the Unmerging Individual Devices section or the Performing a
Bulk Device Unmerge section.

Merging Individual Devices

If you have a small number of physical and component devices that you want to merge, you can merge each
device pair individually.

NOTE: If you have alarge number of devices you want to merge, it might be more efficient to use the Bulk
Merge feature, which is described in the Performing a Bulk Device Merge section.

NOTE: For clarity, the following instructions describe how to merge a physical device from the Device
Manager page with a selected component device, but the process is the same when merging a
component device from the Device Manager page with a selected physical device.

To merge individual devices:

1. Gotothe Device Manager page (Devices > Device Manager).

2. Click the wrench icon ( Ea) for the physical device that you want to merge with a component device.
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3. On the Device Properties page, click the [Actions] menu and then select Merge Device.
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4. Alist of component devices that are available for merging with the physical device displays. Click the merge

icon (%) for the component device you want to merge with the physical device. Information for the

component device then displays in the Selected Device panel.

Merge with Component Device Close | Esc
Merge Device | with em7_ao [63] Reset

Selected Device
(M, 7-5_AI0_10.100.100.8

VMware  Viware | Virtual Machine 54 System
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System
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5. Click the [Merge] button. A pop-up message appears that asks you to confirm the merge.

e N

Message from webpage P

i % This action will also merge historical log data from each device, which
" cannot be unmerged.

| Are you sure you want to merge these two devices?

OK ‘ | Cancel

IR e - W T

6. Click the [OK] button.

NOTE: To view an updated list of devices that includes your merged devices, click the [Reset] button on the
Device Manager page.

Unmerging Individual Devices

You can unmerge any pair of physical device and component device that are currently merged. When you
unmerge devices, SL1 does not delete any devices or device data; the devices are simply separated into two
separate device records.

NOTE: If you have alarge number of devices you wantto unmerge, it might be more efficient to use the Bulk
Unmerge feature, which is described in the Performing a Bulk Device Unmerge section.

The log data associated with the devices cannot be unmerged. After the devices are unmerged,
all log data that was generated before the devices were unmerged is associated with the physical
device record.

NOTE: For details on unmerging a vanished device, see the chapter in this manual on Vanishing & Purging
Devices.

To unmerge individual devices:

1. Gotothe Device Manager page (Devices > Device Manager).

2. Selectthe wrench icon ( ﬁ) for the device that you want fo unmerge.
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3. On the Device Properties page, select the [Actions] menu and then choose Unmerge Device.
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4. A modal window displays that asks you to confirm the unmerging. Selectthe [Unmerge] button.

Unmerge Physical/Component Device Close [ Esc

Unmerging this device will de-associate it from its DCM parent and root
devices, creating a Component Device that can then be merged with another
device.

Unmerge

NOTE: To view an updated list of devices that includes your unmerged devices, select the [Reset] button on

the Device Manager page.
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Performing Administrative Tasks for One or More Devices

The Device Manager page (Devices > Device Manager) contains a drop-down field in the lower right called
Select Action. This field allows you o apply an action to multiple devices at once.

To apply an action to multiple devices:

1.

2.
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In the Device Manager page, select the checkbox for each device you want to apply the action to. To select
all checkboxes for all devices, select the red checkbox (I)) at the top of the page.

In the Select Action drop-down list, select one of the following actions:

Delete Devices. Deletes all selected devices from SL1. Tickets associated with the device are
unlinked from the device, but are not deleted.

Modify by Template. Displays the Applying Template to Device page, where you can apply the
seftings in a device tfemplates to all selected devices. You can also make one-time changes to the
template, that will be applied only to the selected devices.

Clear Device Logs. Deletes data from the device's log files.

Create Asset Record. Automatically creates an asset record for the device. SL1 automatically
populates as many fields as possible, using retrieved data.

Schedule Maintenance. Leads to the Maintenance Schedule page. In this page, you can specify a
date and time to put each selected device into "maintenance mode". During maintenance mode, SL1
will not generate events about the selected devices. You can choose to enable or enable polling
during maintenance mode. Even if polling is enabled, SL1 will collect information from the selected
devices but will not generate events for the devices.

Find Collection Label Duplicates. Leads to the Duplicates page. In this page, you can view a list of
devices where the Collection Labels have more than possible presentation object aligned. From this
page, you can manually align a single presentation object with a Collection Label for a device.

Change Collection State. Changes the status of the device in SL1. The choices are:

o Active. SL1 polls the device on a regular basis and updates the data displayed in SL1.

o Disabled. SL1 does not poll the device. Data displayed in SL1 is not updated.
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o Change Maintenance Mode. These options allow you to enable User-Initiated-Maintenance and
disable both User-Initiated-Maintenance and scheduled Maintenance.

When a device is in User-Initiated-Maintenance, by default SL1 will not generate events about the
device. If you want to allow events during User-Initiated-Maintenance, you can specify which events
to allow in the Behavior Settings (System > Settings > Behavior) page. You can choose to enable
or disable polling. f polling is enabled during User-Initiated-Maintenance, SL1 will collect
information from the device but will generate only the events you specified in the Behavior Settings
page. By default, SL1 will not generate any events. User-Initiated-Maintenance mode is not
scheduled. Thatis, a user must manually enable User-Initiated-Maintenance to turn off this mode for
a device. User-Initiated-Maintenance Mode overrides scheduled maintenance for a device.
Choices are:

o Enabled with Collection. One or more devices are setto User-Initiated-Maintenance mode.
During User-Initiated-Maintenance mode, SL1 will continue 1o poll the device.

o Enabled without Collection. One or more devices are set to User-Initiated-Maintenance mode.
During User-Initiated-Maintenance mode, SL1 will not poll the device.

o Disabled. User-Initiated-Maintenance mode is disabled for each selected device.

« Change Collector Group. Changes the collector group used to collect data from the device.
Choose from the list of all collector groups in SL1. When you select one of the collector groups, each
selected device will be polled by the collectors in the collector group. For All-In-One Appliances, you
can select only the built-in Collector Group and any virtual Collector Groups.

« Move To Organization. Associates a device with an organization. The list of choices will include all
organizations in SLT.

o Align SNMP Read Credential. This option applies the selected credential fo all selected devices. The
selected devices will use the selected credential as their primary credential. Secondary credentials will
remain unchanged. Choose from a list of SNMP Read credentials (defined in System > Manage >
Credentials). The list will include only credentials that you are allowed to use.

« Add to Device Group. This option aligns the selected devices with the selected device group. The
selected devices will then appear in Device Group Views and will inherit the properties of the device
group, including scheduling, access, and visibility.

« Align to Device Dashboard. This option aligns the selected devices with the selected device
dashboard. The selected device dashboard will appear as the default view in the Device Summary
page.

3. Selectthe [Go] button.

4. The selected action is applied to each selected device.

Shortcut Keys for the Device Administration Panel

When you edit a device (select its wrench icon ( a), you entfer the Device Administration panel.

When you enter the Device Administration panel, you can use the following shortcut keys to navigate the tabbed
pages and the entries in the [Actions] menu.
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Page or Tab Shortcut Keys
Administer Bookmarks page Ctrl + Alt + B
Dynamic Application Collectionspage Ctrl + Alt +C
Device Groups page Ctl + Alt + D
Guides page Cil +Alt+ G
Device Thresholds page Cil + Alt + H

Device Interfaces page

Ctrl + Alt + | ("eye")

Device Logs & Messages page Ctl + Alt + L
Monitoring Policies page Ctrl + Alt + M
Notes & Attachments page Cil + Alt + N

Device Toolbox page

Ctrl + Alt + O ("oh")

Device Properties page Ctrl + Alt + P
Maintenance Schedule page Ctrl + Alt + S
Ticket History page Ctl +Alt+T
Resource Usage page Ctrl + Alt + U
Exit Device Administration panel Ctrl + Alt + X

Device Properties page

Ctrl + Alt + . ("period")

Ticket Editor page

Ctrl + Alt + <Enter>
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Chapter

Device Toolbox

Overview

This chapter describes the Device Toolbox page.
Use the following menu options to navigate the SL1 user interface:
« Toview a pop-out list of menu options, click the menu icon (E)
« Toview a page containing all the menu options, click the Advanced menuicon ().

This chapter includes the following topics:

Whatisthe Device TooIbOX2 ... . 133
Accessing the Device ToolboX page ... L 133
Viewing the Session Logs ... ... . 136

What is the Device Toolbox?

The Device Toolbox page allows you to access common network tools. The list of tools available depends upon
the type of device and the configuration of the device.

The Device Toolbox page allows you to run diagnostics on a device and access devices without leaving the
Compute Nodes.

Accessing the Device Toolbox page

To access the Device Toolbox page:
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1. Gotothe Device Manager page (Devices > Device Manager).

2. Inthe Device Manager page, find the device for which you want to access the Device Toolbox page. Select
its wrench icon (f)
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3. Inthe Device Administration panel, select the Toolbox tab.

Properties Thresholds Collections Monitors

Interfaces | Relationships

Managed Type | Physical Device
Category | Unknown

Schedule Logs

Sub-Class | SNMP
Organization [B Uptime | 0days, 00:00:00
Callection Mode | Active: Collection Time | 2014210-22 44:35100
Dessiption | WxG00s-1 Group / Callector CUGT | MOSS_I1S0_CU
Device Hostrame
Device Toolbox ns Guide
SSH SNIP Waker Port Scan Deep Port Scan Traceroute Ping Tool Forward DIG Reverse DIG. ARMN Whois
1 ((; 3)) s 2
ARP Lookup ARP Ping SNMP Dump Web Policy
Toolbox Sessions Logs | Session Logs Found [ 0]
Session
Davica 1P ack Teol Run Date Run User D
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4. Depending on the device, the Device Toolbox page can display one or more of the following buttons. These
tools run on the Data Collector that is currently monitoring the device unless otherwise noted:

e FTP. Opens a new browser window and attempts to make an FTP connection to the current device.
This tool is initiated from the user's machine and does not run on a Data Collector. This tool appears
only if the correct port (port 21) is detected as open by SL1.

o SSH. Opens an SSH session on the device. This tool is initiated from the user's machine and does not
run on a Data Collector. This tool appears only if the correct port (port 22) is detected as open by SL1.

NOTE: The SSH tool is not available for SL1 systems that are configured as military unique
systems.

o Telnet. Opens a browser session or terminal session using the IP address of the current device and
prompts you for the telnet username and password. This tool is initiated from the user's machine and
does not run on a Data Collector. This tool appears only if the correct port (port 23) is detected as
open by SL1.

o Terminal. Opens the Terminal Services Client Web Connection modal page, where you can
enter the login information for the terminal services session. This tool is initiated from the user's
machine and does not run on a Data Collector. This tool appears only if the correct port (port 3389) is
detected as open by SL1.

o Web. Opens a new browser window and attempts to make an http connection fo the current device.
This tool is initiated from the user's machine and does not run on a Data Collector.

« Secure Web. Opens a new browser window and attempts o make an HTTPS connection to the
current device. This tool is initiated from the user's machine and does not run on a Data Collector. This
tool appears only if the correct port (port 443) is detected as open by SL1.

« SNMP Walker. Opens the SNMP Walker modal page, where you can perform an SNMP walk on the
device. Ifthe device has an IPvé address, SL1 will use the appropriate IPv6 SNMP command.

o Port Scan. Leads to the Port Scan modal page, where you can view a list of all open ports on the
device atthe time of the scan.

o Deep Port Scan. Leads to the Deep Port Scan modal page, where you can view a list of all open
ports and view as much detail about each open port as the deep port scanner can retrieve.

« Traceroute. Leads to the Traceroute modal page, where you can view the network route between
SL1 and the device. If the device has an IPvé address, SL1 will use the appropriate IPvé traceroute
command.

o Ping Tool. Leads to the Ping_Tool modal page, where you can view the statistics returned by the ping
tool. The ping tool sends a packet to the device's IP address (the one used by SL1 to communicate with
the device) and waits for a reply. SL1 then displays the number of seconds it took to receive a reply
from the device and the number of bytes returned from the device. If the device has an IPvé address,
SL1 will use the appropriate IPv6 ping command.

o Forward DIG. Leads to the Forward DIG modal page, where you can view the output from the DIG
utility. This tool automatically finds all available DNS information about the domain associated with the
current device.
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Reverse DIG. Leads to the Reverse DIG modal page, where you can view the output from the
reverse DIG utility. The reverse DIG tool refrieves the domain name that is associated with the device's

IP.

ARIN Whois. Leads to the ARIN Whois modal page, where you can view the output from the Whois
utility. The Whois utility displays information about the device's IP, including the organization that
registered the IP and contacts within that organization.

ARP Lookup. Leads to the ARP Lookup modal page, where you can view the results from the ARP
Lookup tool. The ARP Lookup tool displays a list IP addresses for the device and the resolved Ethernet
or Token Ring physical addresses (MAC addresses) for each IP address.

ARP Ping. Leads to the ARP Ping modal page, where you can view the results from the ARP Ping tool.
The ARP Ping tool is similar in function to ping, but it operates using ARP instead of ICMP. The ARP
Ping tool can be used only on the local network.

SNMP Dump. Leads to the SNMP Dump modal page, where you can view the results of the
SNMP Dump. The SNMP Dump tool retrieves each OID and its corresponding value from the device.

Web Policy. Leads to the Web Policy modal page, where you can manually run a web-content policy
on the device. This tool is initiated from the user's machine and does not run on the collector. This tool
appears only if a Web Content Monitoring Policy has been configured for the device.

Viewing the Session Logs

After you run a tool in the Device Toolbox, information about the session appears the Toolbox Sessions Logs
pane (at the bottom of the page).

Thresholds [ Collections

0 days, 00:00:00
2014-10-22 12:10:00
cior CUGT|MOSS_ISO_CU

SSH SNIP Walker Port Scan Deep Port Scan Traceroute Ping Tool Forward DIG. Reverse DIG ARIN Whois.

=@ @ Al 8 @ o

ARP Lookup ARP Ping SNMP Dump

< (@)
s | L7 O

Toolbox Sessions Logs | Session Logs Found [ 1]

Session

'un Cate Run User 1D
20141022 11:37:07 mantone. 1 341 s

For each session, you can view the following:
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Device. Device associated with the session.
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o IP Address. IP address that was polled by the session.
o Tool. Tool that was run.

e Run Date. Date the session occurred.

o Run User. User who initiated the session.

« Session ID. Unique numeric identifier automatically assigned to the session by SL1.
From the Toolbox Sessions Logs pane, you can also:

« View an SNMP Walk Session (#4).
o View raw data from the session (™).
o Export raw data from the session to a file on the local computer (“#).

o Delete a session from the Toolbox Sessions Logs pane (& ).
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Chapter

Managing Device Classes and Device

Categories

Overview

This chapter describes how to manage device classes and device categories in SL1.
Use the following menu options to navigate the SL1 user interface:

o Toview a pop-out list of menu options, click the menu icon (E)

« Toview a page containing all the menu options, click the Advanced menuicon (

This chapter includes the following topics:

Device Classes . ... ... . 139
Generic | SNMP Device Class . ... 140
Non-SNMP Device Classes . ... .. L 140
Component Device Classes . ... 140
Agent-Only Device Classes ... .. 141
Legacy ICMP Device Classes ... ...l 141

Viewing the List of Device Classes ... ... ... 142
Viewing the List of Device Classes in the Classic SL1 User Interface ... ... .. .. ... .. .. ................ 143

Filtering the List of Device Classes ... ..o 145
Special Characters . 146

Creating Device Classes ... ... ..l 147

Creating a New Device Class of Type "SNMP-Enabled" . . ... 148

138



Editing an SNMP-Enabled Device Class .. ... ..o 151

Creating a New Device Class for a Device with Device Class "Generic | SNMP" ... .. .............. 151
Creating a New Device Class for Devices That Do Not Support SNMP ... 155
Applying the New Device Class ... ... 160
Maintaining the New Device Class During Auto-Discovery ... o oo, 161
Editing a Device Class Thatis Not SNMP-Enabled . ... . . . 161
Creating a New Component Device Class ... e 162
Editing a Component Device Class ... ... 163
Managing Device Classes ... o L 163
Manually Assigning a Device Class 10 a DeVICe .. ... ... o i 164
Changing the Icon for a Device Class ... oL 164
Managing Device Classes in the Classic SL1 User Interface ... ... ..., 166
Manually Changing the Device Class for a Device in the Classic SL1 User Interface ........................ 166
Changing the lcon for a Device Class in the Classic SLT User Interface ... ... . 168
Aligning One or More Device Classes with a Device Dashboard ... .. ... . ... 169
Deleting One or More Device Classes . ... ... e 169
Device Categories ... 170
"Pingable" Device CateQOry ... e 170
Viewing the List of Device Categories . ... .. ... .. 171
Creating a New Device Category . il 172
Editing a Device Category ... ... 172
Duplicating a Device Category .. ... L 173
Assigning an Icon to a Device Category .. ... . . . . 173
Managing Device Categories in the Classic SL1 User Interface .......... ... ... ... .............. 175
Viewing the List of Device Categories in the Classic SL1 User Interface ... ... 176
Creating a New Device Category in the Classic SLT User Interface ... ..o . 176
Editing a Device Category in the Classic SLT User Interface ... ... 178
Deleting a Device Category .. ... e e e e e 178
Aligning One or More Device Categories with a Device Dashboard .. ... ... .. ... 179

Device Classes

Each device in SL1 is associated with a device class. Typically, device classes map to a make/model pair, such as
Product Name / Model Number. SL1 includes already-defined device classes for the most popular hardware.
When possible, SL1 automatically assigns each discovered device fo an existing device class.
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Device classes determine:

o How devices are represented in the user interface
o Whetherthe device is a physical device or a virtual device
« How managed devices are discovered with the discovery tool
SL1 includes already-defined device classes for the most popular hardware. The Device Class Editor page

(System > Customize > Device Classes) allows advanced administrators to define new or legacy device classes in
SL1 and to customize properties of existing device classes.

Most TCP/IP-compliant devices have an internally-defined class ID, called the System Object ID and abbreviated
to SysObijectID. This SysObijectID is an SNMP OID defined by the manufacturer. Each manufacturer specifies a
SysObijectlD for each different hardware model. In SL1, each SNMP device class is associated with a SysObjectID.
During initial discovery, SL1 searches each device for the SysObjectID and assigns each device to the appropriate
device class.

SL1 alsoincludes device classes for devices that do not support SNMP. These device classes are associated with
values returned by nmap. SL1 runs nmap against each device during discovery.

The following sections describe the types of device classes used in SL1.

Generic | SNMP Device Class

SL1 includes a default device class for devices that include a SysObijectlD but for which SL1 does not have an
aligned device class. This device class is Generic | SNMP.

For each device with a device class of Generic | SNMP, you can use SL1 to view the SysObjectID for the device
and then define a new device class using that SysObjectlD.

Non-SNMP Device Classes

SL1 also includes device classes for devices that do not support SNMP. Devices that do not support SNMP are
sometimes referred to as "pingable". Devices that have a device category of "pingable" are devices that meet one
of the following criteria:

o The device does not support SNMP.

o SNMP has been disabled on the device.

o The incorrect credential was provided during discovery and "Discover Non-SNMP" was enabled for the

discovery session.

SL1 can use nmap to match a "pingable" device to an appropriate "pingable" device class.

Component Device Classes
SL1 includes device classes for component devices. SL1 discovers management systems and the component
devices they manage. SL1 uses Dynamic Applications fo retrieve data from a management system and discover

each component device managed by that management system. Device classes for components are aligned with
the Dynamic Applications that discover component devices.
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Agent-Only Device Classes
SL1 includes device classes for devices that are monitored by the SL1 agent and are not monitored via SNMP.
During initial discovery, the agent returns operating system type and version information to SL1.

Based on this information, SL1 assigns the corresponding device classes to a device monitored only by an agent.

NOTE: If a device is monitored by an agent and via SNMP, the device class assigned by SNMP discovery will
take precedence.

Legacy ICMP Device Classes

SL1 includes legacy device classes of type SNMP Enabled for "pingable" devices (that is for devices that don't
support SNMP). SL1 includes the following legacy, SNMP Enabled device classes for "pingable" devices:

o Cisco Systems | ICMP

o FreeBSD | ICMP

o Linux | ICMP

o Microsoft | ICMP

« Novell | ICMP

« Ping | ICMP

o Sun Microsystems | ICMP
o Tekironix, Inc. | ICMP

NOTE: Best practice is to define "pingable" devices as those that do not support SNMP. For "pingable" devices
that do not support SNMP, Sciencelogic recommends you use the new "deep discovery" feature and
then create device classes of type "pingable".
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Viewing the List of Device Classes

On the Device Classes page (Devices > Device Classes), you can view a list of existing device classes in SL1.

TIP: If you are looking for a very specific set of device classes, click the gear icon (%) to the right of the Search

field and select Advanced. In this mode you can create an advanced search using "AND" or "OR" for
multiple search criteria. For more information, see the "Performing an Advanced Search" topic in the
Introduction to SL1 manual.

For each device class, the Device Classes page displays the following information:

« Device Class. The name of the device class.
o Type. The device type. Can be "physical’, "virtual', or "component".

« Device Category. The device category. A device category is a way to categorize devices by primary function.
SL1 uses device categories to group related devices in reports and views. The list of device categories is
defined in the Device Category Editor page (System > Customize > Device Categories).

o Model. The device model.

e Vendor. The device manufacturer.
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TIP: To rearrange the columns in the List View, click and drag the column name to a new location. You can
adjust the width of a column with by clicking and dragging the right edge of the column. You can click the
Select Columns icon (#) to add or remove columns, or to reset columns to their default settings.

Viewing the List of Device Classes in the Classic SL1 User Interface
The Device Class page displays a list of existing device classes in the Device Class Register pane.
To view the list of device classes:
1. LogintoSL1.

2. Gotothe Device Class page (System > Customize > Device Classes).

Davice Type Davice Class, Description Comslasion Mathod Agent et |
SNMP Enabled ¥ [a] 0
Foot Divice Discovery Identifier (SysOtjectiD} Device lcon A3 Class Cobaction Type PDU Packing Agent Ideraier 2
[ _generic_usknownpeg] ¥ | Physical Device (Enabled) | *
Dvice Class The Discovery Oualifaer (SNME* 01D Tabar Device Categery At in Class Process Colection Device Dashiboard
| Servees Search | v [va] v | None |
Waighe Cualifer Match (Valus) System Uptime OI0 Senice Colection L3 Topelegy  Interface Index Change Detection
1 x | sysUptime ( 1361.21130)] v (CD] v
Device Class Register | Classes Found [4556]
Dvice Class Descrigtion * Raice Categury Calection Tags BaaePach gty ideniilier s B
| ] v v
1B txarge AV EC2 ir Cloud Compue Mo Tiet 7o Component  na - Yes #8210 prg. AusEcaimstance =
2 pavive OEM Uriknown No Tier 4140 Physical v Yes 2/ _genenic_urknown png 1.3.6.1.4.1 4639
3 | Paxage NS EC2 ir Cloud Compite o Tier a1 Component va = Yes #ec22xpng BusEcinstance =
4 Bp3com Tiibps Wi Wineless No Tier 58 Physcal  na Yes % 3com_png 136141431202
5 | @3Com 2000 Tesmvin Network Terminals. N Ter B34 Physical  nla - Yes #/3com_png 13614143113 o
6 P3cCom 210 Termena Network Terminals No Tier 636 Physical wa Yes. B 3com_png 13614143115 -
7. (9 3Com 2100 Tesmn Network Terminals o Tier W Physacal na - Yes #{3com_png 13614143118 =
8 M3com 2500 Tesrmn Network Terminals No Tier 632 Physical  ma s 3 3com_png 13614143111 =
o | $aCom ‘2600 Tesrrin Network Terminals No Tier B33 Physical - Yes. ¥ 3com_png 13614143112 -
0. P 3Com 3000 Termmn Network Tenminals Ko Tier (= Physacal wa Yes # 3com_png 13614143117
11 [ 3Com 3100 Tesrmin Network Terminals No Tier 639 Physical na = Yes. #{3com_png. 136314143118 =
12, $3Com 3com Corp. Network Switches No Tier 62 Physical ma Yes @ Jcom_png 136141431962231

3. Foreach device class, the Device Class Register pane displays:

TIP: To sort the list of device classes, click on a column heading. The list will be sorted by the column value, in
ascending order. To sort by descending order, click the column heading again.

« Device Class Name. Name of the device class.

o Description. Description of the device class. If the device class is for an entire manufacturer, rather
than for a specific product, the description will contain the value "OEM".
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NOTE: If you see a device class of Ping | ICMP or a device with a device category of pingable, this means
that the device does not support SNMP, that SNMP has been disabled on the device, or that the
wrong SNMP credential was provided during discovery.

NOTE: If you see a device class of Generic | SNMP, this means that SL1 discovered a SysObijectID for the
device, but SL1 does notinclude a device class that aligns with that SysObijectID.

« Device Category. The device category. A device category is a way to categorize devices by primary
function. SL1 uses device categories to group related devices in reports and views.The list of device
categories is defined in the Device Category Editor page (System > Customize > Device
Categories).

« Device Class Tier. A read-only field that displays the device tier for subscription billing. The device
class tier allows you fo calculate the "cost" (according to your license) of each device. By default, this
field displays "Standard Device". If you are using a subscription model for billing, this field will display
the license tier for the device class.

NOTE: If you create a custom device class, please contact Sciencelogic Customer Support to define the
device class tier for the new device class.

e Class ID. Unique numeric ID, automatically assigned to the device class by SL1.
o Collection Type. Device type. Can be "physical", "virtual", or "component".
o Process Collection. Specifies the application that maintains process information for the device. SL1
will poll this application for information on the system processes. Choices are:
o n/a. Don't monitor processes.
o Host Resource. MIB that provides information on processes.
o HP/UX. Specifies that HP agents will provide information on processes.
o Solaris (prior to Solaris 10). Specifies that Solaris agents will provide information on processes.
o Extended User Information. Specifies that Sciencelogic's custom extension to net-SNMP will
provide process information. Users must have installed the extension before selecting this option.
o Device Dashboard. This field displays the device dashboard associated with the device class.

« PowerPack. This field specifies whether or not this device class is included in a PowerPack.

« Device Icon. The icon associated with the device class. To view the icon, select the picture icon ().

« Discovery Identifier. An SNMP OID defined by the manufacturer. Usually, a hardware manufacturer
specifies a SysObijectD for each different hardware model.
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« Subs. Specifies if one or more devices are aligned with the device class. If so, the devices icon (=T."'=)
appears in this column. Selecting the devices column leads to the Subscribers modal page, where
you can view a list of devices that are aligned with the device class.

Filtering the List of Device Classes

You can filter the list on the Device Class Editor page by one or more parameters. Only device classes that meet
all the filter criteria will be displayed in the Device Class Editor page.

For each filter except Collection Type, enter text into the desired filter-while-you-type field. The Device Class Editor
page searches for device classes that match the text, including partial matches. By default, the cursor is placed in
the left-most filter-while-you-type field. You can use the <Tab> key or your mouse to move your cursor through
the fields. The list is dynamically updated as you type. Text matches are not case-sensitive.

You can also use special characters fo filter each parameter.

Filter by one or more of the following parameters:
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Device Class. You can enter fext to match, including special characters, and the Device Class Editor page
will display only devices that have a matching device class name.

Description. You can enter text to match, including special characters, and the Device Class Editor page
will display only devices that have a matching description name.

Device Category. You can enfer text to match, including special characters, and the Device Class Editor
page will display only devices that have a matching device category name.

Device Class Tier. You can enter text to match, including special characters, and the Device Class Editor
page will display only devices that have a matching device class tier.

Class ID. You can enfer text to match, including special characters, and the Device Class Editor page will
display only devices that have a matching class ID.

Collection Type Specifies the device class's collection type. Only those devices that match all the previously
selected fields and have the specified collection type will be displayed. The choices are:

o All. Include device classes that have a Collection Type of physical and virtual.
o Physical. Include only device classes that have a Collection Type of physical.

o Virtual. Include only device classes that have a Collection Type of virtual.

Device Dashboard. You can enter text to match, including special characters, and the Device Class Editor
page will display only devices that have a matching device dashboard.

Process Collection. You can enter text to match, including special characters, and the Device Class Editor
page will display only devices that have a matching process collection type.

PowerPack. You can enter text fo match, including special characters, and the Device Class Editor page
will display only devices that have a matching PowerPack value.

Device Icon. You can enter text to match, including special characters, and the Device Class Editor page
will display only devices that have a matching device icon name.
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« Discovery Identifier. You can enter text to match, including special characters, and the Device Class Editor
page will display only devices that have a matching discovery identifier.

o Subs. You can enfer fext to match, including special characters, and the Device Class Editor page will
display only devices that have a matching subs value.

Special Characters

When filtering a list in a registry page, you can include the following special characters to search each field except
those that display date and time:

NOTE: When searching for a string, SL1 will match substrings by default, even if you do not include any
special characters. For example, searching for "hel" will match both "hello" and "helicopter". When
searching for a numeric value, SL1 will not match a substring unless you use a special character.

éizcrlglder Description Example
, (comma) (For strings or numeric values) Specifies an OR operation. "dell,micro" would match all val-
uves that contain the string "dell"
OR the string "micro".
& (For strings or numeric values) Specifies an AND operation. "dell&micro" would match all val-
(ampersand ues that contain both the string
"dell" AND the string "micro", in
any order.
I (exclam- (For strings or numeric values) Specifies a NOT operation. "ldell" would match all values that
ation point) do not contain the string "dell".
NOTE: You can also use the "!" character in combination with
the arithmetic special characters (min-max, >, <, >=, <=,
=) described below.
* (asterisk) (For strings or numeric values) Specifies a "match-zero-or- o "hel*er" would match
more" operation. "helpers" and "helicopter”
but not "hello".
For a string, matches any string that matches the text before and
. e "325*" would match
after the asterisk. For a numeral, matches any numeral that i .
contains the text. 325","32561", and
"325000".
o "000" would match
"1000","25000", and
"10500000".
2 (question | (For strings or numeric values) Specifies a "match any one char- o "[2ver' would match the
mark) acter" operation. strings "oliver", "levers",
and "liver", but not
"believers".

Viewing the List of Device Classes 146



Special

Descripti E |
Character escription xample
o "1352" would match the
numbers "1350","1354",
and "1359", but not
"13502".

~ (caret) (For strings only) Specifies a "match the beginning" operation. |" " sci" would match "scientific"
Matches any string that begins with the specified string. and "sciencelogic", but not "con-

scious".

$ (dollar) (For strings only) Specifies "match the ending". Matches any "ter$" would match the string
string that ends with the specified string. "renter" but not the string "terrific".
NOTE: You can use both ™ and $ if you want to match an
entire string. For example, " ~tern$" would match the strings
"tern" or "Tern" or "TERN"; it would not match the strings "terne"
or"cistern".

min-max (For numeric values only) Matches any value between the spe- |"1-5 "would match 1, 2, 3, 4,
cified minimum value and the maximum value, including the  |and 5.
minimum and the maximum.

- (dash) (For numeric values only) A "half open" range. Matches values e "1-"matches 1 and
including the specified minimum and greater, or including the greater, so it would match
specified maximum and lesser. 1,2,6,345, etc.

e "-5"matches 5 and less, so
itwould match 5, 3, 1, O,
efc.

> (greater (For numeric values only) Matches any value greater thanthe  |">7" would match all values

than) specified value. greater than 7.

< (less than) | (For numeric values only) Matches any value less than the spe- |"<12" would match all values
cified value. less than 12.

>= (greater [(For numeric values only) Matches any value that is equal to or |">=7" would match all values 7

than or equal
to)

greater than the specified value.

and greater.

<= (less than
or equal to)

(For numeric values only) Matches any value that is equal to or
less than the specified value.

"< =12"would match all values
12 and less.

= (equal)

(For numeric values only) Matches a value that is equal to the
the specified value.

You can also use this special character to match a negative
value, as demonstrated in the example.

"=-5"would match "-5" instead
of being evaluated as the "half
open range" as described above.

Creating Device Classes

The following sections describe how to create new device classes for:
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o Devices that support SNMP
« Devices with Device Class "Generic | SNMP"
o Devicesthat do not support SNMP

« Devices with a Device Class of "Component"

Creating a New Device Class of Type "SNMP-Enabled"

In the Device Class Editor page, you can define a new device class. SL1 can then use this device class during
discovery and users can assign this device class to devices.

NOTE: You can use an existing device class as a template when defining a new device class. To do this,
follow the steps in the Editing an SNMP-Enabled Device Class section, but supply a new name in the
Device Class field and click [Save As] to save your changes.

NOTE: The Device Class Tier is a read-only field that is automatically populated by the subscription billing
process. If you create a custom device class, please contact Sciencelogic Customer Support to define
the Device Class Tier for the new device class.

When you create a new device class of type SNMP Enabled, you are defining a device class that uses the SNMP
SysObjectID to identify member device.

To create a new device class of type SNMP Enabled:

1. Gotothe Device Class Editor page (System > Customize > Device Classes).
2. Click [Reset] to clear the fields in the Device Class Editor pane.

3. Select SNMP Enabled in the Device Type drop-down list. You can now define the value in the following

fields:
Row Desice Discovary dwnifr (Sy30bctD) FOU Packing Agent e
Daviza Class Tiar Discoviey Dualiier [SKUP O Tabutar I Cins: ashboant
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vinigps ol Maich (Vg on oction Togeler indx Change Dosection|
T nia]
BT
Pevice Class Register | Classes Found [4556]
. . . . a
i =
1 | tixlarge WS EC2 it Cloud Compte Mo Tiee 781 Component nva - Yes #1602 10x1 prg AdsEc2mstance -
2 pavive OEM Uniknown No Tier 4140 Pryscal  na Yes #_generic_urknown png 1 36.1.4.1.4838
3 padage AV EC2 i Cloud Compine Mo Tier 8 Component  va = Yes. plec22dpg AwsEcHnstance =
3§ 3Com THhibps Win Wireless No Tier 658 Physcal e # 3¢om_png 136141431202
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9 | $3Com 2600 Tesrrin Nietwork Terminals NoTeer B33 Pryscal 2 - Yes. #{3com_png 136141431102 -
10. B 3Com 3000 Tesrrin Network Terminals Ho Tier 3 Physcal Yes # Iom_png 138141431007
11| $3Com 3100 Tesrin etwork Terminats Mo Tier =3 Physcal  na - Yo #{3com_png 136141431108 =
12 #3Com Scom Com. Network Switches No Tier 682 tysical  na =  3com_png 136141431162231
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e Root Device. If selected, this checkbox specifies that this device can have children devices. Ensures
that root devices are included in nightly re-discovery.

« Weight. lftwo device-class definitions are similar, a device might meet the criteria for both device
classes. In this case, the Weight field tells SL1 which device class to align with the device. The Weight
field allows you to define both detailed, non-SNMP device-class definitions, as well as less detailed,
catch-all device classes.

SL1 will align the device with the device-class definition with the lowest weight. If a device matches
two device-class definitions, and both device classes have the same weight, SL1 will align the device
with the device class that appears first in the alphabetical list of device classes.

For example, you could define a detailed device class with a weight of "1" and a similar but less
detailed device class with a weight of "10". SL1 will first try to assign a discovered device to the
device class with a weight of "1". If the device does not meet the criteria for that device class, SL1 will
then try fo assign the discovered device to the device class with a weight of "10".

o Device Class. The name of the manufacturer who created the device and/or agent. Can be any
combination of alphanumeric characters, up to 48 characters in length.

« Discovery Identifier (SysObjectID). The SNMP OID, in numeric form, that is returned when querying
the device's sysObjectlD. Can be up to 64 characters in length. Refer to the appropriate MIB file to
determine this value.

NOTE: To view a list of OIDs associated with companies, organizations, and manufacturers, see

http://www.iana.org/assignments/enterprise-numbers
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« Discovery Qualifier SNMP OID). Optional field. Secondary SNMP OID, in numeric form, used to
further qualify device types. Can be up to 255 characters in length. If a device matches both the
Discovery Identifier and responds to the Discovery Qualifier, the device will be assigned to the
device class.

e Tabular. If you wantto use a tabular value in the Discovery Qualifier field, select this checkbox.
When you select this checkbox, SL1 will perform an SNMP walk of the Discovery Qualifier (as
opposed to an SNMP "get" request) and then search for the value that matches the Qualifier Match
field.

o Qualifier Match. Optional field. String that must be present in returned value for the Discovery
Qualifier OID. If a device matches the Discovery Identifier, responds to the Discovery Qualifier,
and the response matches the Qualifier Match, the device will be assigned to the device class. Can
be up to 64 characters in length.

« Description. The model name of the device. Can be any combination of alphanumeric characters,
up to 48 characters in length. For ease-of-use, Sciencelogic recommends that you follow this
convention: If you are creating a device class for an entire manufacturer, rather than for a specific
product, enter "OEM" as the device description.

« Device Icon. The icon used to display the device in the graphical interface. To view the available
icons, click [lcons]. Select an icon from the drop-down list.
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o Allin class. Selecting this checkbox updates the device icon for all existing members of the device
closs.

« Device Category. A logical categorization of device by primary function. This field allows SL1 to
group related devices in reports and views. Select a value from the drop-down list.

o Allin class. Selecting this checkbox updates the device category for all existing members of the device
class.

« System Uptime OID. Specifies the OID to monitor to determine system uptime. Choices are:
o sysUpTime (.1.3.6.1.2.1.1.3.0). EM7 Default. From the System group of MIBRFC 1213. Returns

uptime of the device's SNMP Agent. The time (in hundredths of a second) since the network
management portion of the system was last re-initialized.

o hrSystemUptime (.1.3.6.1.2.1.25.1.1.0). From the HR-MIB. The amount of time since this host was
last initialized.

o Any additional OIDs defined in the System Uptime OIDs page (System > Customize > Uptime
OIDs).

o Correlation Method. Used for special topological correlation. Allows SL1 to support event
correlation and mapping for VMware and Microsoft hypervisors.

« Collection Type. Specifies whether the device is a hardware-based device (physical) or a virtual
device.

o PDU Packing. [fyour managed network includes a large number of interfaces, and you want to
monitor those interfaces, select this checkbox. PDU packing enables quicker collection of interface
data.

« Process Collection. Specifies how SL1 will retrieve process information for the device. SL1 will use
this method to gather information on the system processes. Choices are:
o n/a. Don't monitor processes.

o Host Resource. Specifies that the Host Resources MIB will be used to collect information on
processes.

o HP/UX. Specifies that HP agents will provide information on processes.

o Solaris (prior to Solaris 10). Specifies that Solaris agents will provide information on processes.

o Extended User Information. Specifies that Sciencelogic's custom extension to net-SNMP will
provide process information. Users must have installed the extension before selecting this option.

« Service Collection. Specifies how to collect information on Windows services. Choices are:

o n/a. This is not a Windows device class.
o Windows Basic. Use the Windows MIB to gather information about Windows services.

o WM Informant. Use the WMI Informant MIB to gather information about Windows services.
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Agent Identifier 1 and Agent Identifier 2: These fields are used to align device classes to devices
using the SL1 agent. Device classes exist for every possible combination of values returned by the
agent; you do not need to enfer or change values in these fields when creating or editing a device
class.

Device Dashboard. Select a device dashboard from a list of all device dashboards in SL1. For
devices with this device class, the selected device dashboard will appear as an option in the Device
Summary page. This field is optional.

L3 Topology. If selected, SL1 includes devices in this device class in the Layer-3 Maps page
(Classic Maps > Topology Maps > Layer-3). SL1 uses traceroute from each Data Collector to each
managed device to create Layer-3 maps.

Interface Index Change Detection. On some devices, the SNMP index of an interface can change
when the interface goes down and then comes back up. If you select this checkbox, SL1T will use the
combination of interface ID and ifPhysAddress to monitor inferfaces on devices that use this device
class and to align events with those interfaces.

4. Click [Save] to save the new device class or click [Save As] to save your changes under a new device class

Editing an SNMP-Enabled Device Class

In the Device Class Editor page, you can edit a device class for a device that supports SNMP.

When you select SNMP Enabled, you are defining a device class that uses the SNMP SysObjectID to identify
member devices.

To edit an existing device class:

1.

Goto theDevice Class Editor page (System > Customize > Device Classes), or from the Device
Properties page, select the pencil icon (dﬂ).

In the Device Class Register pane at the bottom of the page, find the device class you want to edit. Select its

wrench icon ( a).

The fields in the top pane will be populated with values from the selected device class. You can edit one or
more of the fields described in the section Creating a New Device Class for Devices That Support SNMP.

Select the [Save] button to save your changes to the device class or select the [Save As] button to save your
changes under a new device class name.

Creating a New Device Class for a Device with Device Class "Generic

| SNMP"

After discovery, SL1 might discover devices and assign those devices to the device class Generic | SNMP. This
means that SL1 was able to retrieve a SysObjectlD value from the device, but SL1 does not include a Device Class
for that SysObjectID.
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NOTE: The Device Class Tier is a read-only field that is automatically populated by the subscription billing
process. If you create a custom device class, please contact Sciencelogic Customer Support to define
the Device Class Tier for the new device class.

To create a new device class for a device with device class Generic | SNMP, perform the following:
1. Gotothe Device Manager page (Devices > Device Manager).

2. Inthe Device Manager page, find the device with the device class Generic | SNMP. Select the wrench
icon (-.9') for the device.
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3.

4.
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In the Device Administration panel, select the [Toolbox] tab.

Close
Schedule

Properties

Thresholds

Collections

Monitors

Relationships

Device Hostname

Devizz Narmz WxGoos-1 — I T. Watchdogs, Inc.
i Addrazz /1D | 10.20.0.228] 78
Clz== | Generic
Organzstion | Sysiem

Collection Mode | Aclive:
Description | WxGo0S-1

Manzged Type | Physical Device
Category | Unknown
Sub-Class |[SHMP"
Uptime 0 days, 00:00:00

Coliection Time | 2014-10-22 11:35:00
Group / Collector mﬂmso‘_w

Device Toolbox Actions Reset Guide
55H SNMP Walker Port Scan Deep Port Scan Traceroute Ping Tool Forward DIG Reverse DIG ARIN Whois
N 2R NS 7%
b 4 ; ¥ AV
; L o
ot i
ARP Lookup ARP Ping SNMP Dump Web Policy
| a
= s |

Device

IP Address

Toolbox Sessions Logs | Seasion Logs Found [0 ]

Teol

Run Date

Ses
Run User =]

In the Device Toolbox page, select the icon for SNMP Walker.
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5. Inthe SNMP Walker modal page, go to the drop-down menu in the upper left and select System MIB. Then
select the [Walk] button.

For Device [ WxGoos-1 — LT. Watchdogs, Inc. ] | Walk Complete

[[I_ System Mib ] [=]+ Show Type [ Enum Print [7]  Show Symbolic [7] m
Returned OID Returned Value

1.36.1.2.1.1.1 L WxGoos

1.36.1.21.1.3.0

126121140 support@iwatchdogs.com/512.257.1462

1.36.1.21.1.50 WxGoos-1— LT. Watchdogs, Inc.

1.36.1.21.16.0 Mwww.itwatchdogs.com

1.36.1.21.17.0 92

|

“Symbolic Translation Not Found [None [=] [[Select Action] B Go |

6. The second entry in the Returned Value column is the SysObjectlD. In the example above, that value is
1.3.6.1.4.1.303.3.3.7.3. Copy this value and save it in a document or write down this value. You will need
it fo create a new device class.

7. Follow the directions in the section Creating a New Device Class of type "SNMP-Enabled". In the
Discovery Identifier field, enter the value of the SysObjectID from the SNMP Walker. Make sure there are
no blank spaces before or after the SysObjectID value.

8. Toassign the new device class to a device, follow the instructions in the section Manually Changing the
Device Class for a Device.
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9. Alternately, you can re-discover the device with the device class "Generic | SNMP". To re-discover the
device, go to the Device Manager page (Devices > Device Manager). Find the device you want to
rediscover. Select its wrench icon 5") In the Device Properties page for the device, select the binoculars

icon (39).
Properties Thresholds Collections Monitors
10.20.0.175 Physical Device
* 10.20.0.175| 62 ¢+ Unknown
= Generic === | SNMP
System Uptirmz | 0 days, 00:00:00
Acti Collection Time | 2014-06-12 17:20:00
Group / Collector CUGZ | em7_cu2
Device Properties Organization Asset
Actions Reset Guide
Identification
Device Name IP Address Organization
[10.200.175 [IE:) | [[1020.0.175 - verified] [=] < [ [System] =] &
Monitoring & Management Preferences
Device Class |[Generic SNMP | 2] Aduto-Clear Events
SNMP ReadWrite | [ Cisco SNMPv2 - Example ] [=][[None ] I+] Accept Al Logs
Avaiabiity Porl [ [UDF] [=][1161- SNwP] =17
Latency Port [ [ICMP] [=][1cmp) [=] Daily P; Scans
Avail+Latency Alert | [Disable] El
Aute-Update
User Mai [ [Disabled] [=] [ Mairtenance Collection Enabled] |
Collection | [Enabled] [=][IcuG2 [=] Scan Al P's
Coll. Type | [Standard] El
Critical Ping [ [Disabled] =] Dynamic Discovery
Dashboard | None EI
Preserve Hostname
Event Mask | [Group in blocks every 10 minutes] El
Disable Asset Update
Save ]

10. Afterthe device is re-discovered, it should now be aligned with the new device class.

Creating a New Device Class for Devices That Do Not Support SNMP

SL1 includes device classes for devices that are "pingable". By default, these devices are aligned with the device
category of "pingable" and are placed in the device class "Ping | ICMP". To discover devices that have a device
category of "pingable", you must select Discover Non-SNMP in the Discovery Session Editor page.

Devices with the device category of "pingable" are devices that meet one of the following criteria:

« Device does not support SNMP.
o SNMP has been disabled on the device.
o Either no SNMP credential was provided in the discovery session or an incorrect SNMP credential was

provided in the discovery session.

In some cases, you might want to discover a "pingable" device and use XML requests, XSLT requests, WM
requests, SOAP transactions, Python snippets, or SQL queries to gather information from the device. You can do
this through Dynamic Applications.
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You might also want to create a more descriptive device class for these types of devices and assign a device
category other than "pingable". SL1 can use the values returned by nmap (run during discovery) to match a
"pingable" device to a descriptive device class.

NOTE: You can use an existing device class as a template when defining a new device class. To do this,
follow the steps in the Editing a Device Class That is Not SNMP-Enabled section, but supply a new
name in the Device Class field and click [Save As] to save your changes.

NOTE: The Device Class Tier is a read-only field that is automatically populated by the subscription billing

process. If you create a custom device class, please contact Sciencelogic Customer Support to define
the Device Class Tier for the new device class.

When you create a new device class of type Pingable, you are defining a device class that uses the XML values
returned by nmap fo identify member devices.

To create a new device class with a device category of "pingable":

1. Todiscover details about devices that do not support SNMP, during discovery (System > Manage > Classic
Discovery), you should select an Initial Scan Level of 5. Deep Discovery and select the checkbox for
Discover Non-SNMP. SL1 will run the following nmap command on each device during discovery:

nmap -sS -O --host-timeout=12000ms "-p 21,22,23,25,80" -A --version-all -oX full pathname of file in
which to store XML outputlP address of device

NOTE: Depending on your selections in the Discovery Session Editor page, SL1 might use the -sU or -sT
option instead of -sS. The value supplied to the host-timeout option will vary depending upon the list
of ports specified in the Discovery Session Editorpage. The list of ports supplied with the -p option
will vary depending upon the list of ports specified in the Discovery Session Editorpage. For more
details on the nmap command, see the webpage http://nmap.org/book/man.html.

2. SL1 stores the output from the nmap command in an XML file. In the NMAP Report XPATH field (described
later in this section), you specify a path in that XML file. That path will specify the location of a value in the XML
file. SLT will then examine the specified value and use the regular expression defined in the XPATH Match
Regex field (described later in this section) to match devices to this device class.

3. To begin gathering information to include in the device class, find a device for which you want to create a
"pingable" device class. If you have already discovered this device, it might currently have a device class of

"Ping | ICMP".

4. You must now run nmap on the device. You can either log in directly to the device or log in to another device
that can communicate with the device on which you want to run nmap. At the command prompt, enter the
following:

nmap -sS -O -oXfull pathname of file in which to XML output-sV --version-all -A IP address of device
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5. Navigate to the XML file where you stored the output from the nmap command. Examine the output and find
an XML element or attribute that you can use to uniquely identify a device class for the device. Note the
XPATH to the element or attribute.

NOTE: For information on XPATH syntax, see http://www.w3schools.com/xpath/xpath syntax.asp

6. The device data in the XML report generally uses the following element structure:

« Information about nmap, including scan level and debugging level.

e Information about each discovered host, including start-time and end-time for the nmap and the
IP address, MAC address, and hardware vendor.

« Specific information about each port, including the service running on the port, some stored as
attributes of the Port element, some stored as child elements of the Port element

« Specific information about the operating system, include vendor and version number, stored as
attributes of the OSClass element

« Information about uptime for the device.
« Information about traceroute to the discovered device and round-trip time to the discovered device.
e Performance data for this session of nmap.
7. Forexample, suppose we want to create a device class for each device that runs an Apache web server. After

running nmap on a device that is running Apache, we might see the following elements and aftributes under
Host/Ports:

<port protocol="tcp" portid="80">

<state state="open" reason="syn-ack" reason #l="64"/>

<service name="http" product="Apache httpd" version -"2.2.3", extraninfo="(CentOS)"
method="probed" conf="10" />

<script id="html-itle" output="Apache HTTP Server Test Page powered by CentOS" />
<script id="http-favicon" output=""/>

</port>

The XPATH would be /nmaprun/host/ports/port/service/ @product
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8. Goto the Device Class Editor page (System > Customize > Device Classes) to create a new device class.
Click the [Reset] button to clear any values from the Device Class Editor page. Supply a value in the
following fields:

|Dervico Clans. Ediior | Edting Class. Type [961] . St o

e Ciss Regrsser | Clasess F

o (i s [T T, . oncd thapg [

| P Componeel 12 S ECT s - i ]

- [E T tastaraaniing

. idemm_pog FETEFEr-Tre et

« Device Type. Select Pingable.

o Root Device. Specifies that this device can have children devices. Ensures that root devices are
included in nightly re-discovery. Leave this box unchecked.

o Weight. lftwo device-class definitions are similar, a device might meet the criteria for both device
classes. In this case, the Weight field tells SL1 which device class to align with the device. The Weight
field allows you to define both detailed, non-SNMP device-class definitions, as well as less detailed,
catch-all device classes.

SL1 will align the device with the device-class definition with the lowest weight. If a device matches
two device-class definitions, and both device classes have the same weight, SL1 will align the device
with the device class that appears first in the alphabetical list of device classes.

For example, you could define a detailed device class with a weight of "1" and a similar but less
detailed device class with a weight of "10". SL1 will first try to assign a discovered device fo the
device class with a weight of "1". If the device does not meet the criteria for that device class, SL1 will
then try to assign the discovered device to the device class with a weight of "10".

« Device Class. The name of the manufacturer who created the device and/or agent. Can be any
combination of alphanumeric characters, up to 48 characters in length.
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« NMAP Report XPATH. Specifies how should parse the results of an nmap request (run during
discovery) fo determine whether the device should be aligned to this device class. If you select an
Initial Scan Level of 5. Deep Discovery for a discovery session, SL1 will run the following nmap
command on each device during discovery. SL1 will include the -A option, fo refrieve as much
information as possible and match pingable devices with custom device classes.

o Inthe NMAP Report Path field, enter the XPATH for the element or afribute you want to use to
identify member devices. That path will specify the location of a value in the XML file. SL1 will then
examine the specified value and use the regular expression defined in the XPATH Match Regex
field to match devices to this device class.

In SL1, the XPATH must always begin with /nmaprun/host. Using our example from step #7
above, we would provide an XPATh of:

/nmaprun/host/ports/port/service/ @product

NOTE: In the NMAP Report Path field, we included the entire path to the attribute we want to match, but

intentionally did not filter on the attribute value. That is, we specified
/nmaprun/host/ports/port/service/ @product instead of
/nmaprun/host/ports/port/service/ @product="'"Apache httpd'. When you include the value of
the aftribute in the XPATH, XPATH does not return the attribute value, but instead returns the entire
element that includes the aftribute. Because the element is not a text string , SL1 cannot search
the element using a regex.
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o XPATH Match Regex. In this field, specify a regular expression you want to use when examining the
value returned by nmap. The location of the value returned by nmap is defined in the NMAP Report
XPATH field. SL1 will align a device to a device class if the nmap response includes a value at the
path specified in the NMAP Report XPATH and the value at that location matches the regular
expression in the XPATH Match Regex field.

Using our example in step #7, we would provide the value Apache httpd.

« Description. The model name of the device. Can be any combination of alpha-numeric characters,
up to 48-characters in length. For ease-of-use, Sciencelogic recommends that you follow this
convention: If you are creating a device class for an entire manufacturer, rather than for a specific
product, enter "OEM" as the device description.

« Device Icon. The icon used fo display the device in the graphical interface. To view the available
icons, click [lcons]. Select an icon from the drop-down list.

o Allin class. Selecting this checkbox updates the device icon for all existing members of the device
class.

« Device Category. A logical categorization of device by primary function. This field allows to group
related devices in reports and views. Select a value from drop-down list.

« Allin class. Selecting this checkbox updates the device category for all existing members of the device
class.
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9. Click the [Save] button to save your changes to the device class or click the [Save As] button to save your
changes under a new device-class name.

o Collection Type. Specifies whether the device is a hardware-based device (physical) or a virtual
device.

o Weight. If two device-class definitions are very similar, a device might meet the criteria for both

device classes. In this case, the Weight field tells which device class to align with the device. SL1 will

align the device with the device-class definition with the lowest weight. If a device matches two

device-class definitions, and both device classes have the same weight, SL1 will align the device with

the device-class that appears first in the alphabetical list of device classes.

The Weight field allows you to define detailed non-SNMP device-class definitions and still have
catch-all device-classes with less-specific criteria.

For example, you could define a detailed device class with a weight of "1" and a similar but less

detailed catch-all device class with a weight of "10". SLT will first try to assign a discovered device to
the device class with a weight of "1". If the device does not meet the criteria for that device class, SL1

will then try to assign the discovered device to the device class with a weight of "10".

o Device Dashboard. Select a device dashboard from a list of all device dashboards in SL1. For

devices with this device class, the selected device dashboard will appear as an option in the Device

Class Editor page. This field is optional.

Applying the New Device Class

To apply a new "pingable" device class during discovery:

1.

Go to the Discovery Control Panel page (System > Manage > Classic Discovery). If you are creating a
new discovery session, click the [Create] button. If you are editing an existing discovery session, click its

wrench icon ( IE3").

In the Discovery Session Editorpage:

« Inthe Initial Discovery Scan Level field, select 5. Deep Discovery.

NOTE: You can also define Initial Discovery Scan Level in the Behavior Settings page (System > Settings

> Behavior). Because this discovery level is very compute-intensive, you might want to avoid setting
this discovery level globally and instead choose this discovery level only for specific discovery
sessions.

o Selectthe Discover Non-SNMP checkbox.

o Selectthe Model Device checkbox.

3. Click the [Save] button.

4. When you run the discovery session, SL1 will apply the new device class to discovered or re-discovered

devices.
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NOTE: You can also apply a new "pingable" device class during nightly auto-discovery. You can define
(nightly) Rediscovery Scan Level in the Behavior Settingspage (System > Settings > Behavior) and
select 5. Deep Discovery. However, because this auto-discovery level is very compute-
intensive, you might not want to use this setting for global auto-discovery.

Maintaining the New Device Class During Auto-Discovery

If you have applied a new "pingable" device class to a device, you should do the following to make sure that
doesn't reset the device's device-class to "Ping | ICMP" during nightly auto-discovery.

NOTE:SL1 will reset a pingable device's device class to "Ping | ICMP" if Deep Discovery is not enabled for
nightly auto-discovery. You can enable Deep Discovery for nightly auto-discovery in the Behavior
Settingspage (System > Settings > Behavior). Go 1o the field Rediscovery Scan Level, and select 5.
Deep Discovery. However, because this auto-discovery level is very compute-intensive, you might not
want to use this sefting for global auto-discovery.

You can disable auto-discovery for each device that uses Deep Discovery. Instead of using nightly auto-discovery,
you can create a scheduled discovery session that will update the device class. To do this:

1. Gotothe Device Properties page (Devices> Device Manager > wrench icon).

2. Unselect the checkbox for Auto-Update.
3. Click the [Save] button.
4

Goto the Discovery Control Panel page (System > Manage > Classic Discovery) and create a discovery
session for this device (and each device that uses Deep Discovery and which you want to update regularly).
When creating this discovery session:

« Inthe Initial Discovery Scan Level field, select 5. Deep Discovery.
« Selectthe Discover Non-SNMP checkbox.

o Selectthe Model Device checkbox.

5. Define the new discovery session as a scheduled discovery session, so you can periodically update the
device's data.

Editing a Device Class That is Not SNMP-Enabled

In the Device Class Editor page, you can edit the parameters of an existing device class.

When you do not select SNMP Enabled, you are defining a device class that does not use SNMP 1o identify
member devices. Instead, the device class will use a value returned by nmap (run during discovery) to identify
member devices.
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NOTE: You can use an existing device class as a template for a new device class. To do this, follow the steps
in this section, but supply a new name in the Device Class field and select the [Save As] button to
save your changes.

To edit an existing Device Class:

1. Gotothe Device Class Editor page (System > Customize > Device Classes), or from the Device
Properties page, select the pencil icon (dﬂ).

2. Inthe Device Class Register pane at the bottom of the page, find the device class you want to edit. Select its
wrench icon ( a).

3. The fields in the top pane will be populated with values from the selected device class.

4. Inthe Device Class Editor page, you can edit the parameters of an existing device class. If you do not select
SNMP Enabled in the Device Type drop-down list, you can edit the value in one or more of the fields
described in the section Creating a New Device Class for Devices That Do Not Support SNMP.

5. Selectthe [Save] button to save you changes to the device class or select the [Save As] button to save your
changes under a new

6. The newly selected device class is now associated with the device.

Creating a New Component Device Class

A device of type "component" is an entity that runs under the control of a management system running on a
physical device. For example, SL1 can discover a VMware ESX Server (management system) and then discover
the virtual machines (component devices) running on that VMware ESX Server.

SL1 uses Dynamic Applications to retrieve data from a management system and discover each component device
managed by that system. SL1 then uses that refrieved data o create a device record for each component device.

Device classes for components are aligned with the Dynamic Applications that discover component devices. For
example, we could have a device class of type Component for "Cisco Systems | UCS Chassis". We could align
the Dynamic Application for "UCS Chassis Discovery" with this device class. When SL1 runs the "UCS Chassis
Discovery" Dynamic Application and discovers a component device, SL1 assigns each discovered component
device to the device class "Cisco Systems | UCS Chassis".

When you create a new device class of type Component, you are defining a device class that uses an aligned
Dynamic Application to identify the member devices.

NOTE: The Device Class Tier is a read-only field that is automatically populated by the subscription billing
process. If you create a custom device class, please contact Sciencelogic Customer Support to define
the Device Class Tier for the new device class.

To create a new device class of type Component:
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1. Gotothe Device Class editor page (System > Customize > Device Classes).
2. Click [Reset] to clear the fields in the Device Class Editor pane.
3. Configure the device class as follows:

« Device Type. Select"Component".

o Device Class. Enter"Sciencelogic".

« Device Category. Select"Servers' from the drop-down list. This field specifies a logical categorization
of devices by primary function, which allows SL1 to group related devices in reports and views.

» Root Device. Select this checkbox if you will have additional tiers under this component device.
o Description. Enter a description for the device. Our example uses "SL1 Appliance".
o Device Icon. Select an icon that you created or select a generic icon.

4. Click [Save] to save your changes to the device class. Our completed example is shown below.

Device Class Editor | Editing Class Type [5306]

Daevice Type Device Class Description Dgnamic App Algnmant Device Dashboard

[Compomeet] ¥ Sciencelogic SLY AppRance inona) [ Norw |
SL1: Campiti Node Discovely
Root Davice Clss Mantifs 1 Devica lcon Ain Claa | | [E5TBEPMIEHRS MRS Doy [ saw | sawas |
e [SLTReat pag | . Tast
: REST Satup Discovery |

Civco: YOS Componant ba Phiysical Marge

o Dwikca Clasa Tie Class Kantifien Davics Catigsey A Gl | | L a S Tronk Cachy
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Editing a Component Device Class

To edit an existing Device Class of Type "Component":

1. Goto System > Customize > Device Classes, or from the Device Properties page, select the pencil icon (

£l

2. Inthe Device Class Register pane at the bottom of the page, find the device class you want to edit. Select its
wrench icon ( 9)

3. The fields in the top pane will be populated with values from the selected device class.

4. You can edit the value in one or more of the fields. For details on each field, see the section on Creating a
New Device Class of Type "Component".

5. Selectthe [Save] button to save you changes to the device class or select the [Save As] button to save your
changes under a new device-class name.

Managing Device Classes

The following sections describe how to manually assign a device class to a device and how to change the icon for
a device class in SL1.
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Manually Assigning a Device Class to a Device

To manually assign a device class to a device:

1. Gotothe Devices page and select the device to which you want to assign a device class.
2. On the Device Investigator page, click [Edit].

3. Click the Info drop-down and click the Device Class field. The Select a Device Class window appears:

Select a Device Class ;;C
= k=4
-ﬂ- DEVICE CLASS DEVICE CATEGORY TYPE

( :. Digi International OEM Unknown physical

I:I Cisco Systems Nexus Fabrics Container Metwork. Modules component

'::\J Linux Red Hat Enterprise Servers physical

I::I Cisco Systems UC 520M-48U-6BRIW Telephony physical

I::) Cisco Systems ASA 5545-K7 Metwork Firewall physical

[ : ) Cisco Systems CE 7341 Servers physical

( :I Cisco Systems ESR 5940RA Metwork.Router physical

._. MetScout Systems Probe3220 Metwork Probes physical X

4. The Select a Device Class window displays a searchable list of available device classes, and the category
and type for each class.

TIP: To use an advanced search to find a specific device class, click the gear icon (#3%) to the right of

the Search field and select Advanced. For more information, see the "Performing an Advanced
Search" topic in the Introduction to SL1 manual.

5. Selectthe device class you want fo assign and click the [Set Class] button.

6. Click the [Save] button on the Device Investigator page fo save your changes.

Changing the Icon for a Device Class

You can customize the look and feel of the devices that appear on the Devices page by assigning an icon a
device, device class, or device category.
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To assign an icon to a device, device class, or device category:

1. On the Devices page, Device Classes page (Devices > Device Classes), or Device Categories page
(Devices > Device Categories), locate the device, class, or category for which you want to add an icon.

2. Click the Actions button ( =) for that item and select Assign Icon. The Select an lcon window appears:

Select an lcon (6) el

5 CE

Apache Cloud AwsEC2 EBS Volume EBS VPN _GATE...

TIP: To assign an icon fo more than one device, device class, or device category, select the checkboxes to the
left of those items and click Assign Icon in the blue bar at the bottom of the screen.

3. Touse an existing icon, select that icon from the list of icons and click the [Select Icon] button.

TIP: If an icon includes a tag, you can search for that icon by typing some or all of the tag text in the Search

field.

4. Toupload an icon from your local drive, make sure that the image file meets the following criteria:
o The image file should be in .SVG format.
o The file should not be larger than 40 KB.
o The file should not be animated.

« The file should not contain bitmaps.

165 Managing Device Classes



5. Tostartthe upload process, click the [Add lcon] button. The Add an lcon window appears:

X
Add an Icon for

ADD TAGS

# Newtag

i Browseor |
Drop

REUSE TAGS

icons must:

i BeSVG format

i Benomore than 40kb
i Mot be animated

i Mot contain bitmaps

Cancel

6. Inthe Icon name field, type a name for the icon you want to upload.

7. Inthe Add Tags field, type a short descriptor for the icon, without spaces. You can use this tag for searching
later.

8. You can click the Browse or Drop area to browse for and select the icon, or you can drag and drop the icon
file onto the Add an Icon window.

Click the [Add lIcon] button. The icon is added to the Select an lcon window.
10. Click the [Select Icon] button to add the icon to the selected item.

Managing Device Classes in the Classic SL1 User Interface

The following sections describe:

o Manually changing the device class for a device
o Changing the icon for a device class

« Deleting one or more device classes

Manually Changing the Device Class for a Device in the Classic SL1
User Interface

During discovery, SL1 automatically assigns a device class to each discovered device. For example, SL1 assigns
the device class "Ping" to devices that do not support SNMP. You might want to manually change the device class
for such a device after discovery.

In the Device Properties page, you can assign a different device class to the device.

To assign a different device class to the device:
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1. Gotothe Device Manager page (Devices > Device Manager).

2. Find the device you want to edit. Select its wrench icon (J‘)

Device Manager | Devices Foand [476]

[ fveng #age 7] =]

P
Fr
[ [ 1
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| Microssd ] Windows Server 2008 K2 T symem mctve
Cusntum Corp - Snap Dhvmon | Snep Sarver 158 Sysiem Actve
e 5 By S
Servers Microso# | Windows CE Versin 3.0 Motple 27 System e
| - 101 Syetem e
Servers. RET-5H4P | Sotaris 169 Syeem Actve
L PietaI, Swchen CmCa Systens | Catayu 3T50-5inck, ™ Spem acmm
R A B Wi
L Wrkadwn Tanedtotry ASA | QLN 2 System Active
 Metwos laca Syaten | A%A 552 48 Bpaem et
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Device Name | 10.20.0.175 Managed Typ= | Physical Device
IP Ad ©IC 10.20.0.175] 62 Categary | Unknown
Clz==  Generic Sub-Clzzs | SNMP
Organization | System Ugtim= | 0 days, 00:00:00
Callection Mode | Active: Collection Time | 2014-08-12 17:20:00
Description Group / Collector |CUG2 | em_cu2:

Device Hostname

Asset

Identification
Device Name IP Address Organization
[10200175 |3 [110.20.0.175 - verfied] =] | Bystem) [=] #
r Preferences
Device Class  [Generic SNMP | 2 Auto-Clear Events
SHMP Read/Write | [Cisca SNMPv2 - Bxample | [=][1 Mone ] =1 Accept Al Logs
Availabilty Port [ [UDP] [=]1[1161- SHmP] =7
Latency Port | ICMP] [=][ncme =] Daily P: Scans
AavaileLatency Alert | [Disable] [=]
Auto-Update
User | [Disabled] [=] [ Maintenance Collection Enabled] |
Collection | [Enabled] [=1[icuGz] [=] Sean Al Ps
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Critical Ping [ [Disabled] [=] Dynamic Discovery
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Preserve Hostname
Event Mask | [Group in blocks every 10 minutes] El
Disable Asset Update
T
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4. Inthe Select New Device Class modal page, select a device class.

Select New Device Class Close | Esc

AVWS TSEMice g
Cisco Systems | ICMP | _
Cisco Systems | UCS Blade [
Cisco Systems | UCS Chassis

Cisco Systems | UCS Fabric Interconnect

Cisco Systems | UCS Manager

Cisco Systems | UCS Service Profle

Citrix | XenServer 5.6

Cloudkick | Instance

EMC Corp | Clarion

EMC Corp | EMC Lun

Example | Component Device

FreeBSD | ICMP

GoGnd | lzaas

Gopher | Gopher Server

Jabber | Jabber Server

Linwee | ICMP

Microsoft | ICMP

Microsoft HyperV | HyperVf Guest

MSSQL | MSS0L Server

MySQL | MySQL Server

Nowvell | ICMP
[Fing | ICMP] ad

Apply

5. There are two other ways to align devices with the devices class:

e You can re-run discovery for a single device. To re-discover a device, go to Devices > Device
Manager. Find the device you want to re-discover. Select its wrench icon ( }ﬁ) In the Device
Properties page for the device, select the binoculars icon (#4). After the device is re-discovered, it will

be aligned with the appropriate device class. You can repeat this process for each device you wantto
align with the new or edited device class.

« Ifyou re-run one or more discovery sessions (System > Manage > Classic Discovery), SL1 will
automatically apply the new or edited device class to those devices that match the criteria. Remember
that to discover details about device of type "pingable", you must select the checkbox Discovery Non-
SNMP. Optionally, to retrieve details about "pingable" devices, in the field Initial Scan Level, you can
also select 5. Deep Discovery.

Changing the Icon for a Device Class in the Classic SL1 User Interface

You can select a new icon for a device class or import your own image as an icon. To do this:
1. Gotothe Device Class Editor page (System > Customize > Device Classes), or from the Device
Properties page, select the pencil icon (ﬂ)

2. Inthe Device Class Register pane at the bottom of the page, find the device class you want to edit. Select its
wrench icon ( P)

3. The fields in the top pane will be populated with values from the selected device class. To edit the icon
associated with the selected device class, edit the value of the Device Icon field. The icon you select will be
associated with the device class.
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« Toview the list oficon names and icon images, select the [Icon] button in the upper right of the page.
« The Device lcon Browser modal page displays a list of all icons for device class.
o Toimportanimage fo use as an icon, select the [Import] button. In the Device lcon Browser modal

page, you can import a .png image for use as an icon in SL1.

4. Selectthe [Save] button to save the changes to the device class.

Aligning One or More Device Classes with a Device Dashboard

From the Device Class Editor page, you can align one or more device classes with a device dashboard. You can
manually align a device dashboard with a device class. For devices that do not have a device dashboard defined
in the Device Properties page, the device dashboard associated with the device class will appear as the default
view in the Device Summary page.

NOTE: From the Device Summary page, the user can select and view any device dashboards that are
associated with the device, the device's device class, the device's device category, the device's
Dynamic Applications, and the Global Default.

1. Toalign a device dashboard with one or more device classes:
2. Gotothe Device Class Editor page (System > Customize > Device Classes).

3. Inthe Device Class Register pane at the bottom of the page, find the device class(es) you want to align.
Select its checkbox (I]).

4. Inthe Select Action drop-down in the lower right, select a device dashboard in the Align Device Dashboard
section. Selectthe [Go] button.

5. Each selected device class is now aligned with the selected device dashboard. For devices that do not have a
device dashboard defined in the Device Properties page, the device dashboard associated with the device
class will appear as the default view in the Device Summary page.

Deleting One or More Device Classes

From the Device Class Editor page, you can delete one or more device classes.

NOTE: Before you delete a device class, you should assign any member devices to another device class. If
you delete a device class that is associated with a device, that device will now display "Unknown -
Missing" for device class. During the next discovery session, SL1 will try to find the appropriate device
class for the device.

To delete one or more device classes:

1. Gotothe Device Class Editor page (System > Customize > Device Classes), or from the Device
Properties page, select the pencil icon (d’ﬂ).

2. Inthe Device Class Register pane at the bottom of the page, find the device class(es) you want to delete.
Select its checkbox.
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3. Inthe Select Action drop-down in the lower right, select DELETE Device Classes. Select the [Go] button.

4. Each selected device class is deleted from SL1.

5. Ifthe device class includes devices, after deletion, those devices will have a device class of "unknown". While
the device has a device class of "unknown", polling associated with existing device policies might fail. During
the next discovery session, SL1 will rediscover those devices and try to assign a device class to another device
class. For example, if you delete the device class for Microsoft Servers, during nightly discovery, SL1 would
assign those devices to the device class for Microsoft OEM.

Device Categories

A device category is a logical categorization of a device by primary function, such as "server", "switch", or "router".
SL1 uses device categories to group related devices in reports and views.

Device categories are paired with device classes to organize and describe discovered devices. Device class
usually describes the manufacturer. Device category describes the function of the hardware. Each device class can
include a device category.

NOTE: "Reserved" device categories are those device categories required by SL1. These device categories
cannot be edited or deleted. If a device category does not display the bomb icon (&), the device
category is a reserved device category and cannot be deleted.

"Pingable" Device Category

Devices that have a device category of "pingable" are devices that meet one of the following:

o Device does not support SNMP.
o SNMP has been disabled on the device.

o Wrong credential was provided during discovery and "Discover Non-SNMP" was enabled for the discovery
session.
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Viewing the List of Device Categories

On the Device Categories page (Devices > Device Categories), if you have the proper permissions, you can
view a list of existing device categories, create and edit device categories, and duplicate device categories. You
can also assign an icon to a specific device category, and those icons will appear on the Device Categories page.
The icons also appear on Maps as well as Device Investigator, Service Investigator, and Application Investigator

pages.

Rl Create Devica Category

TIP: If you are looking for a very specific set of device categories, click the gear icon (%) to the right of the

Search field and select Advanced. In this mode you can create an advanced search using "AND" or "OR"
for multiple search criteria. For more information, see the "Performing an Advanced Search" topic in the
Introduction to SL1 manual.

For each device category, the Device Categories page displays the following information:

o Category Name. The name of the device category.
« Last Edited By. The name of the user who created or last edited the device category.

« Last Edited. The date and time at which the device category was created or last edited.
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TIP: To rearrange the columns in the List View, click and drag the column name to a new location. You can
adjust the width of a column with by clicking and dragging the right edge of the column. You can click the
Select Columns icon (%) to add or remove columns, or fo reset columns to their default settings.

Creating a New Device Category

To create a new device category:

1. On the Device Categories page (Devices > Device Categories), click the [Create Device Category]
button. The Add New Category window appears:

Add new Category ESC

EDIT USER

EDIT DATE

2. Inthe Category Name field, type a name for the new device category.

3. Toadd an icon for the new category, click the Browse area to select an existing icon from the Select an lcon
window.

TIP: If an icon includes a tag, you can search for that icon by typing some or all of the tag text in the Search

field.

4. Onthe Add New Category window, click the [Save Category] button. The category is added to the
Device Categories page.

Editing a Device Category

To edit a device category:
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1. On the Device Categories page, locate the device category that you want to edit.
2. Click the name of the device category to open the category details page.

3. You can editthe Category Name and Icon. When you are finished making changes, click the [Save
Category] button.

Duplicating a Device Category

To duplicate a device category:

1. On the Device Categories page, locate the device category that you want to duplicate.
2. Click the Actions button ( =) for that device category and select Duplicate.

3. Aduplicate of that device category will appear with the word "copy" appended to the original name. Click on
the name of the device category to edit the category name.

Assigning an lcon to a Device Category

You can customize the look and feel of the devices that appear on the Devices page by assigning an icon a
device, device class, or device category.
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To assign an icon to a device, device class, or device category:

1. On the Devices page, Device Classes page (Devices > Device Classes), or Device Categories page
(Devices > Device Categories), locate the device, class, or category for which you want to add an icon.

2. Click the Actions button ( =) for that item and select Assign Icon. The Select an lcon window appears:

Select an lcon (6) el

5 CE

Apache Cloud AwsEC2 EBS Volume EBS VPN _GATE...

TIP: To assign an icon fo more than one device, device class, or device category, select the checkboxes to the
left of those items and click Assign Icon in the blue bar at the bottom of the screen.

3. Touse an existing icon, select that icon from the list of icons and click the [Select Icon] button.

TIP: If an icon includes a tag, you can search for that icon by typing some or all of the tag text in the Search

field.

4. Toupload an icon from your local drive, make sure that the image file meets the following criteria:
o The image file should be in .SVG format.
o The file should not be larger than 40 KB.
o The file should not be animated.

« The file should not contain bitmaps.
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5. Tostartthe upload process, click the [Add lcon] button. The Add an lcon window appears:

Add an Icon ;;C

ADD TAGS

#

i Browseor |
Drop

REUSE TAGS

icons must:

i BeSVG format

i Benomore than 40kb
i Mot be animated

i Mot contain bitmaps

Cancel

6. Inthe Icon name field, type a name for the icon you want to upload.

7. Inthe Add Tags field, type a short descriptor for the icon, without spaces. You can use this tag for searching
later.

8. You can click the Browse or Drop area to browse for and select the icon, or you can drag and drop the icon
file onto the Add an Icon window.

Click the [Add lIcon] button. The icon is added to the Select an lcon window.
10. Click the [Select Icon] button to add the icon to the selected item.

Managing Device Categories in the Classic SL1 User
Interface

This section describes how to view, define, and manage device categories using the Device Category Editor in
the classic SL1 user inferface.
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Viewing the List of Device Categories in the Classic SL1 User Interface

The Device Category Editor page displays a list of all existing device categories. To view this page:

1. LogintoSLT.

2. Gotothe Device Category Editor page (System > Customize > Device Categories).

3. Foreach device category, the Device Category Editor page displays the following:
o Category Name. The name of the device category.
o Map Icon. Pathname of the image used as an icon for the device category.
« Device Dashboard. This field displays the device dashboard associated with the device category.
« ID. A unique numeric identifier for the device category, automatically assigned by SL1.
o Edit User. User who created or last edited the device category.

« Edit Date. Date and time the device category was created or last edited.

TIP: To sort the list of device categories, click on a column heading. The list will be sorted by the column value,
in ascending order. To sort by descending order, click the column heading again. The Edit Date column
sorts by descending order on the first click; to sort by ascending order, click the column heading again.

Creating a New Device Category in the Classic SL1 User Interface

From the Device Category Editor page, you can create a new device category. To do this:

1. Gotothe Device Category Editor page (System > Customize > Device Categories).
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2. Click the [Reset] button to clear any values from the fields in the editor pane.

Device Category Editor Ressl | ks

PR E R SRR RS NSRS RSN

3. Inthe editor pane at the top of the page, supply values in each of the following fields:

« Category Name. Enter a name for the new device category. This name can be any combination of
alphanumeric characters, up to 32 characters in length. SL1 naming convention is to create names
using the following prefixes:

o Environmental for environmental-monitoring devices.

o Network for networking hardware like routers, switches, and firewalls.
o Office for office equipment.

o Serverfor server hardware.

o System for networked hardware like servers and network stores.

o Telephony for telephone hardware.

o Wireless for wireless network hardware.
However, you are not required to follow this convention.

o Map Icon. Select an icon to be associated with this device category. You can select from a list of all
possible icons for device categories. The selected icon will be used to represent members of the
device category in the network maps in Views and maps.

o Device Dashboard. Select a device dashboard from a list of all device dashboards in SL1. For
devices with this device category, the selected device dashboard will appear as an option in the
Device Summary page. This field is optional.

4. Click the [Save] button.

5. The new device category should now appear in the list of device categories in this page and appear in the
Device Category drop-down list in the Device Class Editor page.
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Editing a Device Category in the Classic SL1 User Interface

In the Device Category Editor page, you can edit the parameters of an existing device category. To do this:

1. Goto the Device Category Editor page (System > Customize > Device Categories).

2. Inthe register pane at the bottom of the page, find the device category you want to edit. Click its wrench icon

3. The fields in the top pane will be populated with values from the selected device category. You can edit the
value in one or more of the fields.

4. For adescription of each field, see the previous section on Creating a New Device Category.

Deleting a Device Category

From the Device Category Editor page, you can delete an existing device category.

Do not delete device categories that are being used by managed devices. If you delete a device
category to which devices have been assigned, you risk losing data from the device.

To delete a device category:

1. Gotothe Device Category Editor page (System > Customize > Device Categories).
2. Find the device category you want to delete. Click its bomb icon (&),

3. The device category is deleted from SL1.
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Aligning One or More Device Categories with a Device Dashboard

From the Device Category Editor page, you can align one or more device categories with a device dashboard.
For devices that do not have a device dashboard defined in the Device Properties page or in the Device Class
Editor page, the device dashboard associated with the device category will appear as the default view in the
Device Summary page.

NOTE: From the Device Summary page, the user can select and view any device dashboards that are
associated with the device, the device's device class, the device's device category, the device's
Dynamic Applications, and the Global Default.

To align a device dashboard with one or more device categories:

1. Gotothe Device Category Editor page (System > Customize > Device Categories ).
2. Find the device categories you want o align. Select their checkboxes (E]).

3. Inthe Select Action drop-down listin the lower right, select a device dashboard under the Align Device
Dashboard section. Click the [Go] button.

4. Each selected device category is now aligned with the selected device dashboard. For devices that do not
have a device dashboard defined in the Device Properties page or in the Device Class Editor page, the
device dashboard associated with the device category will appear as the default view in the Device
Summary page.
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Chapter

Device Relationships

Overview

This chapter describes device relationships in SL1.
Use the following menu options to navigate the SL1 user interface:
« Toview a pop-out list of menu options, click the menu icon (E)
« Toview a page containing all the menu options, click the Advanced menuicon ().

This chapter includes the following topics:

What are Device Relationshipse ... ... 181
Viewing the List of Device Relationships ... ... . 182
Filtering the List of Device Relationships ... ... 184
Viewing Relationships for a Single Device ... ... . . i 185
Viewing Device Topology Maps ... ..o 186
Viewing Device Topology Maps in the Classic SL1 User Interface ... ... . . . . ... 188
Defining Device Relationships ... . .. 189
Device Categories that Do Not Support Parent-Child Devices ............ ... . oo, 190
Event Correlation .. 191
Events that May Not Be Displayed in the Events Page ... ... o e 191
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What are Device Relationships?

SL1 automatically defines parent and child relationships for certain devices. Users can also manually define some
types of relationships. Devices can have the following types of relationships:

o Layer-2 devices and their clients. Layer-2 relationships are automatically discovered by SL1 and can be
created in the Subnet Map (L2) page (Maps > Classic Maps > Topology Maps > Layer-2).

o Layer-3 devices and layer-2 devices. Layer-3 relationships are automatically discovered by SL1 and can be
created in the Layer 3 Map page (Maps > Classic Maps > Topology Maps > Layer-3).

o Network devices that use CDP (Cisco Discovery Protocol) and devices that are specified as neighbors in the
CDP tables. CDP relationships are automatically discovered by SL1 and can be created in the Subnet Map
(CDP) page (Maps > Classic Maps > Topology Maps > CDP).

o Network devices that use LLDP (Link Layer Discovery Protocol) and devices that are specified as neighbors in
the LLDP tables. LLDP relationships are automatically discovered by SL1 and can be created in the Classic
Maps > Topology Maps > LLDP page (Maps > Classic Maps > Topology Maps > LLDP).

« Component devices and their parent devices using Dynamic Application data. For example, virtual
machines and their hypervisors.

o Device relationships between root devices, parent devices, and component devices (Component Mapping).

« Device relationships created using Dynamic Application data. For example, the Dynamic Applications in the
VMware vSphere and NetApp PowerPacks are configured to create relationships between VMware Datastore
component devices and their associated NetApp Volume component devices.

o Generic parent-child relationships, sometimes referred to as Event Correlation relationships or Ad-Hoc
relationships, can be manually created. These relationships can be created in the Device Children page for
the parent device.

NOTE: SL1 also automatically discovers relationships between VMWare hypervisors and VMWare virtual
machines using SNMP data, but only for legacy versions VMWare ESX 3.5 and VMWare ESX
4.x.

All device relationships are displayed as child and parent relationships. For example:

o Alayer-2 switch is a parent device and a firewall attached to the switch is a child device.
o Alayer-3 router is a parent device and a layer-2 switch attached to the router is a child device.

o AVMware ESXserveris a parent device and a Linux VM on that server is a child device.
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Viewing the List of Device Relationships

The Device Relationships page displays information about every parent-child relationship that has been
automatically created by SL1 or manually defined by a user.

For each child device, the Device Relationships page displays at least the MAC address of the child interface
and, if possible, the device name of the child device, the IP address associated with the child interface, the name
ofthe child interface, and the manufacturer of the child interface.

For each parent device, the Device Relationships page displays the device name, the name of the parent
interface, the MAC address of the parent interface, and the manufacturer of the parent interface.

For example, suppose a switch has been discovered by SL1. Suppose that 12 interfaces on that switch are in use.
Suppose that only three of those 12 interfaces are connected to child interfaces that have been discovered by SL1.
The Device Relationships page will display whatever ARP information SL1 can retrieve about the remaining nine
child interfaces. In most cases, SL1 can retrieve the MAC address and manufacturer associated with the child
interface, even if the child interface has not been discovered by SL1.

The relationships in the Device Relationships page are dynamically updated. If SL1 discovers a new relationship,
SL1 updates the Device Relationships page.

You can view information for each parent-child relationship between two devices managed by SL1 or for a single
parent device managed by SL1 and an unknown child device. To view information on Device Relationships:

1. Gotothe Device Relationships page (Registry > Networks > Device Relationships).
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2. The Device Relationships page displays the following information:

TIP: You can sort the list of user device relationships by column. To sort by ascending column value, click on a
column heading. To sort by descending column value, click on the same column heading a second time.

NOTE: The Device Relationships page respects multi-tenancy rules. This means that you can view
relationships in this page only if both devices are aligned with an organization of which you are a
member.
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Child. If the child device has been discovered by SL1, this column contains the name of the device
and a link to the Device Relationships page for the child device.

Child IP. If the child device has been discovered by SL1, this column contains the IP address through
which the child communicates with the parent device.

Child Interface. If the child device has been discovered by SL1, this column contains the name of the
interface through which the child device communicates with the parent device and a link to the
Interfaces Found page for the child interface.

Child Phys Addr. The physical address (MAC address) for the interface through which the child
device communicates with the parent device.

Child IF Manufacturer. If included in the MAC address, the manufacturer of the child interface.

Parent. The name of the parent device and a link to the Device Relationships page for the parent
device.

Parent Interface.The name of the inferface through which the parent device communicates with the
child device and a link to the Interfaces Found page for the parent interface.

Parent IF Alias. Easy-to-remember, human-readable name for the inferface on the parent device.

Parent Phys Addr. The physical address (MAC address) for the interface through which the parent

Viewing the List of Device Relationships



device communicates with the child device.
e Parent IF Manufacturer. If included in the MAC address, the manufacturer of the parent interface.

o Type. Describes the relationship between the parent device and child device. Possible values are:

o CDP

o LLDP

o Component Mapping

o Component Relationship
o Event Correlation

o Layer-2

o Layer-3

o VMware

Filtering the List of Device Relationships

You can filter the list on the Device Relationships page by one or more parameters. Only device relationships that
meet all the filter criteria will be displayed in the Device Relationships page.

Tofilter by parameter, enter text into the desired filter-while-you-type field. The Device Relationships page
searches for device relationships that match the text, including partial matches. By default, the cursor is placed in
the left-most filter-while-you-type field. You can use the <Tab> key or your mouse to move your cursor through
the fields. The list is dynamically updated as you type. Text matches are not case-sensitive.

You can also use special characters to filter each parameter.
Filter by one or more of the following parameters:
o Child. You can enfer text to match, including special characters, and the Device Relationships page will

display only device relationships that have a matching device name on the child device.

o Child IP. You can enter text to match, including special characters, and the Device Relationships page will
display only device relationships that have a matching IP address on the child interface.

o Child Interface. You can enter text to match, including special characters, and the Device Relationships
page will display only device relationships that have a matching name on the child interface.

o Child Phys Addr. You can enter text to match, including special characters, and the Device Relationships
page will display only device relationships that have a matching MAC address on the child interface.

o Child IF Manufacturer. You can enter text to match, including special characters, and the Device
Relationships page will display only device relationships that have a matching manufacturer for the child
interface.

o Parent. You can enter text to match, including special characters, and the Device Relationships page will
display only device relationships that have a device name on the parent device.

o Parent Interface. You can enter text to match, including special characters, and the Device Relationships
page will display only device relationships that have a matching name on the parent interface.
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Parent IF Alias. You can enter text to match, including special characters, and the Device Relationships
page will display only device relationships that have a matching IF alias on the parent interface.

Parent Phys Addr. You can enter text fo match, including special characters, and the Device Relationships
page will display only device relationships that have a matching MAC address on the parent interface.

Parent IF Manufacturer. You can enter text to match, including special characters, and the Device
Relationships page will display only device relationships that have a matching manufacturer for the parent
interface.

Type. You can enter text fo match, including special characters, and the Device Relationships page will
display only device relationships that have a matching type.

Viewing Relationships for a Single Device

You can view all links for a single device on the Relationships tab of the Device Investigator (or on the Device
Relationships page in the Device Properties panel in the classic SL1 user inferface).

Toview all links for a single device:

1.
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Goto the Relationships tab of the Device Investigator. (Alternatively, in the classic SL1 user interface, go
to the Device Manager page (Devices > Device Manager), click the wrench icon for a device ( P) and click
the [Relationships] tab in the Device Properties pane.) The Device Relationships page appears.

The left pane of the Device Relationships page displays links to parent devices. The right pane of the Device
Relationships page displays links to child devices. For each relationship, the Device Relationships page
displays the following information:

« Type of relationship. Possible values are:

o layer 2. Layer-2 devices and their clients.
o Layer 3. Layer-3 devices and layer-2 devices.
o VMware. Hypervisors and their virtual machines.

o CDP. Network devices that use CDP (Cisco Discovery Protocol) and devices that are specified as
neighbors in CDP tables.
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o LLDP. Network devices that use LLDP (Link Layer Discovery Protocol) and devices that are specified
as neighbors in LLDP tables.

o Event Correlation. Relationships defined manually by users through the user interface.

o Component Mapping. Relationships defined using Dynamic Applications.

o Parent Device. The name of the parent device and a link to the Device Properties page for the

parent device.

o Parent Interface. The name of the inferface through which the parent device communicates with the

child device and a link to the Interfaces Found page for the parent interface.

« Child Device. The name of the child device and a link to the Device Properties page for the child

device.

o Child Interface. The name of the interface through which the child device communicates with the
parent device and a link to the Interfaces Found page for the child interface.

primary device.

NOTE: Clicking on a device reloads the Device Relationships page and makes the selected device the

Viewing Device Topology Maps

On the [Map] tab in the Device Investigator, you can view a map of the selected device and all of the devices

with which the device has relationships:
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These relationships include:

o Layer-2 devices and their clients

Viewing Device Topology Maps
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Layer-3 devices and Layer-2 devices

Component devices and their parent devices. For example, virtual machines and their hypervisors and their
virtual machines.

Network devices that use CDP (Cisco Delivery Protocol) and devices that are specified as neighbors in CDP
tables

Links between network devices that use CDP (Cisco Discovery Protocol) and devices that are specified as
neighbors in CDP tables

Network devices that use LLDP (Link Layer Delivery Protocol) and devices that are specified as neighbors in
LLDP tables

Links between network devices that use LLDP (Link Layer Discovery Protocol) and devices that are specified
as neighbors in LLDP tables

Device relationships between root devices, parent devices, and component devices (Component Mapping)
Device relationships created with Dynamic Applications

Manually created parent-child relationships that affect event correlation

A map includes the following graphical elements:

L]

Nodes. Shapes that represent Devices, Topology Elements, and Business Services defined in SL1. The
shape of a node represents its type, and the color of its outline specifies the current state of the node.

Edges. Lines with or without arrows that represent the relationships and hierarchies between nodes. All
device relationships are displayed as child and parent relationships. If the nodes on a map contain arrows,
then the arrows represent the direction of the relationship, pointing from the child node to its parent node. Ifa
node does not contain an arrow, then the relationship is bi-directional, or undirected.

When you hover your mouse over a device icon on the map, a pop-up window appears that displays information
about that device. Click the device name in the pop-up window to go to the Device Investigator for that device.

You can use the icons on the page to do the following:

187

Increase the map size ()
Decrease the map size (ﬂ)
Fit all of the map elements info the viewing pane ({3

Center the selected elements of a map in the viewing pane (EzH)
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Viewing Device Topology Maps in the Classic SL1 User Interface

The Device View page appears when a user clicks the Topology tab in the Device Reports panel. The Device
View page displays a map of the device and all of the devices with which the device has relationships.

Summary Performance

LConfigs

Device Name | BM7_ao_dbarker_7_5.10.0,6,101 Manay
Iz 582

¢ Servers Viware

Virtual Machine
Uptim= | 0 days, 00:00:00 | Wirtual Machine |

Groue / Colector WEUG| Unknown "

Reset Guide

I Component Mapping

B

| Host Systa y
,D__ T VMware: HostSystem/Network Relation
Sl
100.40.55 B VMware: HostSystem/\VM Relation

. VMware: HostSystem/Datastore Relation

B VMware: VM/Datastare Relation

B VMware: Vi/Network Relation

-, -

R Ao
150s

Dl
el

— G

These relationships include:

o Layer-2 devices and their clients
o Layer-3 devices and Layer-2 devices

« Component devices and their parent devices. For example, virtual machines and their hypervisors and their
virtual machines.

o Network devices that use CDP (Cisco Delivery Protocol) and devices that are specified as neighbors in CDP
tables

o Links between network devices that use CDP (Cisco Discovery Protocol) and devices that are specified as
neighbors in CDP tables

o Network devices that use LLDP (Link Layer Delivery Protocol) and devices that are specified as neighbors in
LLDP tables
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o Links between network devices that use LLDP (Link Layer Discovery Protocol) and devices that are specified
as neighbors in LLDP tables

« Device relationships between root devices, parent devices, and component devices (Component Mapping)
o Device relationships created with Dynamic Applications

o Manually created parent-child relationships that affect event correlation

NOTE: Double-clicking on a device reloads the Device View page and makes the selected device the
primary device.

For details on the toolbars that appear in this page, see the Views manual.

Defining Device Relationships

The Device Children modal page allows users to select one or more devices to become children of the currently
selected device.

NOTE: You cannot manually create parent-child relationships for devices with a Device Category of Virtual.
Parent-child relationships for virtual devices can be established only during discovery, when a virtual
device acts as the root device for a dynamic component map (DCM,) tree.

To add children to a device:

1. Gotothe Relationships tab of the Device Investigator. (Alternatively, in the classic SL1 user interface, go
to the Device Manager page (Devices > Device Manager), click the wrench icon for a device ( -E.?a) and click
the [Relationships] tab in the Device Properties pane.) The Device Relationships page appears.
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2. Click the [Actions] button and then select Device Children. The Device Children modal page appears:
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Save

3. Inthe Device Children page, select one or more devices to be children of the current device.

4. Click [Save].

Device Categories that Do Not Support Parent-Child Devices

A device category is a logical categorization of a device by primary function. SL1 uses device categories to group
related devices in reports and views.

Device categories are paired with device classes to organize and describe discovered devices. The device class
usually describes the manufacturer and model of a device. The device category describes the function of the
hardware.

Devices that are members of the following device categories cannot be assigned children devices:

o Office Printers, Device Category #4

o Workstations, Device Category #6

o Environmental.Utility, Device Category #8

o Environmental. HVAC, Device Category #9

o Environmental.Security, Device Category #10

o System.Tape, Device Category #17
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Office.Copiers, Device Category #22
Office.Facsimiles, Device Category #23
Telephony.Phone, Device Category #36
Office.Plotter, Device Category #40
Pingable, Device Category #98

Virtual, Device Category #97

To determine a device's device category, look in the Category field on the Devices page or in the Info box in the
Device Investigator. (Alternatively, in the classic SL1 user interface, you can view the Category field on any page
in the Device Administration or Device Management pages.)

Event Correlation

In SL1, event correlation means the ability to build parent-child relationships between devices and their events.
When events are correlated, only the parent event is displayed in the Events page.

L]

In the Events page, the child events are rolled up and nested under the parent event and are displayed only if
you click on the magnifying-glass icon (*%).

For the parent event, the Count column will be incremented to indicate the number of correlated child
events.

For details on event correlation, see the manual titled Events.

Events that May Not Be Displayed in the Events Page

In SL1, there are four types of events that might not be displayed in the Events page:

L]
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Rolled-up events. Multiple occurrences of the same event on the same device. When the same event
occurs multiple times on a single device, SL1 does not display each occurrence in the Events page. Instead,
SL1 displays a single entry and notes the number of occurrences in the Count column.

Suppressed Events. Suppressed events do not appear in the Events page.

Topology Events. In SL1, event correlation or topology suppression means the ability to build parent-child
relationships between devices and between events. When events are correlated, only the parent event is
displayed in the Events page. The magnifying-glass icon (%) appears to the left of the parent event. When
you click on the magnifying-glass icon, the list of child events is displayed. The child events are rolled up
under the parent event and are not displayed in the Events page. For the parent event, the count column will
be incremented to indicate the number of correlated child events. Optionally, you can define event
categories that allow SL1 to more efficiently align suppressing events with suppressible events. When you
align an event category to a suppressing or suppressible event, that event will be correlated with only events
that are aligned with the same event category.
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« Event Masks. In the Device Properties page for each device, you can define an Event Mask. When a
device uses the Event Mask setting, events that occur on a single device within a specified span of time are
grouped together. In the Events page, masked events are displayed under a single event, the one with the
highest severity. The magnifying-glass icon (&) appears to the left of the event. When you click on the
magnifying-glass icon, the list of all events that are masked under event is displayed.

Defining Event Correlation

To manually configure event correlation in the classic SL1 user interface, you must define two types of events:

o Suppressing events. If this event occurs on a parent device, SL1 will search all related children devices for
suppressible events. On the children devices, all suppressible events will be suppressed. Only the
suppressing event will appear in the Events page (or the Event Console page in the classic SL1 user

interface) . The suppressible events will not appear in the Events page (or the Event Console page in the
classic SL1 user interface) .

« Suppressible events. This type of event is suppressed on a child device only when a suppressing event
occurs on the parent device.

NOTE: If you configure event categories, the suppressing and suppressible events must be associated with the
same category for correlation to occur. If you do not configure event categories, each and every

suppressing event that occurs on a parent device will cause SL1 to suppress all suppressible events
on the associated children devices.

To define an event as a suppressing event on the Event Policy Manager page in the classic SL1 user interface):

1. Goto the Event Policy Manager page (Registry > Events > Event Manager.
2. Onthe Event Policy Manager page, click the wrench icon ( -E.?a)
suppressing event. The Event Policy Editor page appears.

of the event that you want to define as the

3. On the Event Policy Editor page, click the [Advanced] tab.
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Save

In the Topology Suppression field, select Suppressing.

Click [Save]. In the future, when this event occurs on a device, SL1 will check if the device is a parent device.
If the device is a parent device, specified events (suppressible events) with the same category will be
suppressed on the children devices.

To define an event as a suppressible event on the Event Policy Manager page in the classic SL1 user inferface:
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On the Event Policy Editor page, click the [Advanced] tab.

Go to the Event Policy Manager page (Registry > Events > Event Manager).

On the Event Policy Manager page , click the wrench icon ( 5’) of the event that you want to define as the
Suppressible event. The Event Policy Editor page appears.
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4. Inthe Topology Suppression field, select Suppressible.

5. Click [Save]. In the future, when this event occurs on a device, SL1 will check if the device is a child device. If
the device is a child device, SL1 will check to see if a suppressing event with the same category has occurred
on the parent device. If a suppressing event has occurred on the parent device, the specified event will be
suppressed on the child device.

Example: Child Event Suppression

For example, suppose you have the following devices and event policies defined:

o Aparentdevice, a Cisco Catalyst switch named Boise-DMZ.
o A child device to Boise-DMZ, a server named HQ-W2K3-VCO1.

An event policy, "Poller: Interface operationally down", defined as a suppressing event.

A second event policy, "Poller: Device not responding", defined as a suppressible event.

Both events are associated with the same event category.

In this scenario, if an interface goes down on the switch Boise-DMZ, SL1 will not be able to communicate with the
server, HQ-W2K3-VCO1, attached to the switch.

With the above defined event topology suppression:

o The event"Poller: Interface operationally down" occurs on Boise-DMZ.

o The event"Poller: Device not responding" is suppressed on the server HQ-W2K3-VCOT.
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o On the Events page (or the Event Console page in the classic SL1 user interface), the only event that would
appear in this scenario will be the event"Poller: Interface operationally down" on the device Boise-DMZ.

Layer-2 Topology Collection

A layer-2 topology record describes a direct network connection between a parent device (a Network Switch or
Network Bridge) and a child device. The child device is either:

o Another bridge device discovered in SL1
« Another type of device that is discovered in SL1

« Adevice thatis not discovered in SL1

Every hour, SL1 collects information from the Bridge-MIB from all discovered network switches and bridges.
Network switches and bridges that support the Bridge-MIB report information about all MAC addresses for which
that network switch or bridge has forwarding information.

During collection, SL1 performs the following steps:

o Compiles a list of all devices to poll. SL1 polls devices that have a Device Category of "Network.Switches"
(ID 2) or "Network.Bridges" (ID 19). The Device Category is defined in the Device Class assigned fo the
device.

« Ifthe Enable Community String Indexing (VLAN Topology) checkbox is selected in the Behavior
Settings page (System > Seftings > Behavior), SL1 compiles a list of vVLANs for which data should be
collected using the CISCO-VTP-MIB. A vLAN is added to the list of vVLANs only if the vLAN state is 1
(operational) and the vLAN type is 1 (ethernet). Ifthe Enable Community String Indexing (VLAN
Topology) option is disabled, SL1 performs collection for vLAN 1 only.

o Foreach vLAN on each device, SL1 polls the Bridge-MIB to collect the list of all MAC addresses for which
that network switch or bridge has forwarding information.

o SL1 stores a MAC address record if:
o The status of the record is "3" (learned).
o An iflndex value was collected successfully for the associated port index.
The information collected from the Bridge-MIB does not explicitly indicate which devices are directly connected to
a network switch or bridge; switches and bridges will report forwarding information for MAC addresses that are

several network hops away from the switch or bridge. A second "crunch" process creates layer-2 topology
relationships by evaluating all of the collected MAC address records holistically.

CDP Topology Collection

A CDP Topology record describes a direct network connection between a parent device (a Network Switch or
Network Router) and a child device. CDP stands for "Cisco Discovery Protocol," a proprietary standard that is used
by networking devices to communicate configuration information to the other devices in the network. Devices that
support CDP store and report information received about theirimmediate neighbors.
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CDP is a proprietary protocol developed by Cisco and is not supported by all network hardware. If your network
includes both CDP-enabled and non-CDP network switches and routers, the topology data reported by the CDP-
enabled devices might not be accurate.

Suppose a network includes three switches connected in the following way:

Switch A
(CDP Enabled)

Switch B
(Non-CDP)

Switch C
(CDP Enabled)

o Switch A and Switch C, which are both CDP-enabled, broadcast CDP messages.

o Because Switch B is not CDP-enabled, the broadcast messages from Switch A will reach Switch C.
Therefore, Switch C will report that it is directly connected to Switch A.

o Conversely, the broadcast messages from Switch C will reach Switch A. Therefore, Switch A will report that it
is directly connected to Switch C.
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In addition to the CDP data collected from the switches in this example, SL1 might also collect layer-2 topology
data that can be used to create correct topology links. However, each discovered interface can be associated with
only one topology record of any type. If a conflict exists between the collected CDP topology data and the collected
layer-2 topology data, the CDP topology data takes precedence. In the example above, the CDP topology data
will be inaccurate, but the layer-2 data might be accurate. Therefore, if your network includes both CDP-enabled
and non-CDP network switches and routers, you might want to disable CDP topology collection in the Behavior
Settings page (System > Settings > Behavior).

If CDP collection is enabled, SL1 collects information from the Cisco-CDP-MIB from all discovered network
switches and routers. SL1 polls devices that have a Device Category of "Network.Switches" (ID 2) or
"Network.Routers" (ID 1). The Device Category is defined in the Device Class assigned to the device. Network
switches and routers that support the Cisco-CDP-MIB report the IP address and interface information for all directly
connected devices that are CDP-enabled.

NOTE: Although SL1 polls all network switches and routers for CDP information, not all network switches and
routers support CDP.

Each discovered interface can be associated with only one topology record of any type. Therefore, the same
"crunch" process that creates layer-2 topology records is also responsible for creating the CDP records based on
the collected data. However, unlike layer-2 topology records, the Cisco-CDP-MIB reports only directly connected
devices. Therefore, if all associated interfaces are valid and available, there is a 1:1 mapping between collected
CDP relationships and the CDP relationships created by the "crunch" process.

To view CDP maps, go to the Subnet Map (CDP) page (Views > Topology Maps >CDP). For details on viewing
CDP maps, see the Views manual.

LLDP Topology Collection

An LLDP topology record describes a direct network connection between a parent device (a Network Switch or
Network Router) and a child device. LLDP stands for "Link Layer Discovery Protocol," a standard used by
networking devices to communicate configuration information to the other devices in the network. Devices that
support LLDP store and report information received about theirimmediate neighbors.

If your network includes both LLDP-enabled and non-LLDP network switches and routers, the topology data
reported by the LLDP enabled devices might not be accurate.
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Suppose a network includes three switches connected in the following way:

Switch A
(LLDP enabled)

Switch B
(Non-LLD )

Switch C
(LLDP enabled)

o Switch A and Switch C, which are both LLDP-enabled, broadcast LLDP messages.

o Because Switch B is not LLDP-enabled, the broadcast messages from Switch A will reach Switch C.
Therefore, Switch C will report that it is directly connected to Switch A.

« Conversely, the broadcast messages from Switch C will reach Switch A. Therefore, Switch A will report that it
is directly connected to Switch C.
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In addition to the LLDP data collected from the switches in this example, SL1 might also collect Layer-2 topology
data that can be used to create correct topology links. However, each discovered interface can be associated with
only one topology record of any type. If a conflict exists between the collected LLDP topology data and the collected
Layer-2 topology data, the LLDP topology data takes precedence. In the example above, the LLDP topology data
will be inaccurate, but the Layer-2 data might be accurate. Therefore, if your network includes both LLDP-enabled
and non-LLDP network switches and routers, you might want to disable LLDP topology collection in the Behavior
Settings page (System > Settings > Behavior).

If LLDP collection is enabled, SL1 collects information from the LLDP MIB from all discovered network switches and
routers. SL1 polls devices that have a Device Category of "Network.Switches" (ID 2) or "Network.Routers" (ID 1).
The Device Category is defined in the Device Class assigned to the device. Network switches and routers that
support the Cisco-LLDP-MIB report the IP address and interface information for all directly connected devices that
are LLDP-enabled.

NOTE: Although SL1 polls all network switches and routers for LLDP information, not all network switches and
routers support LLDP.

Each discovered interface can be associated with only one topology record of any type. Therefore, the same
"crunch" process that creates Layer-2 topology records is also responsible for creating the LLDP records based on
the collected data. However, unlike Layer-2 topology records, the -LLDP MIB reports only directly connected
devices. Therefore, if all associated interfaces are valid and available, there is a 1:1 mapping between collected
LLDP relationships and the LLDP relationships created by the "crunch" process.

Layer-3 Topology Collection

Layer-3 topology records are created by performing a traceroute command from a Data Collector or the All-In-
One Appliance to the discovered network hardware every two hours:

o Foreach "hop" in a traceroute that specifies an IP address associated with a discovered device, SL1 creates a
layer-3 topology record that connects the device from the previous hop to the device for the current hop.

o Layer-3 topology records are created only when both devices are discovered; layer-3 topology records are
not created when one or both of the two devices is unknown.

o [fthe IP address associated with a hop is associated with an unknown device, SL1 does not store that hop or
any subsequent hops for that fraceroute.

« Layer-3 topology records describe only that two devices are connected; layer-3 topology records do not
describe which interfaces on those devices are connected.

For SL1 to create layer-3 topology records, the following requirements must be met:

o All traceroute commands for layer-3 topology collection originate from Data Collectors or an All-In-One
Appliance. Therefore, the parent node(s) in the layer-3 topology is always a Data Collector or the All-In-One
Appliance. For SL1 to create layer-3 topology records, all Data Collectors and All-In-One Appliances must
be discovered.
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o SL1 performs traceroute commands to devices that have the L3 Topology option enabled. The L3
Topology option is defined in the device class assigned fo a device. For SL1 to perform layer-3 topology
collection, at least one device in your system must have the L3 Topology option enabled in the device class.

o Your network configuration must allow the traffic generated by the traceroute commands. To test whether
your network allows this traffic, go to the Device Toolbox page (by clicking the [Toolbox] tab in the Device
Administration panel) for a device with the L3 Topology option enabled, and then click the Traceroute

icon.

NOTE: A device that has the L3 Topology option disabled can still be associated with a layer-3 topology
record. If an IP address associated with a device that has the L3 Topology option disabled appears as
a "hop" in a traceroute command performed for a different device, the device with the L3 Topology
option disabled will be associated with the layer-3 topology records that represent the hops to and
from that device.
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Chapter

Device Maintenance

Overview

This chapter describes the ways in which you can maintain devices in SL1.
Use the following menu options to navigate the SL1 user interface:
« Toview a pop-out list of menu options, click the menu icon (E)
« Toview a page containing all the menu options, click the Advanced menuicon ().

This chapter includes the following topics:

What is Scheduled Maintenance? ... . 202
What is User Maintenance? .. il 203
The Maintenance Minimum Severity Seting ... . il 203
Enabling and Disabling User Maintenance for a Single Device ... ... ... .. ... ................. 203
Enabling and Disabling User Maintenance for One or More Devices ................................... 205
Scheduling Maintenance for a Single Device .. ... . .. 206

Viewing the Schedule ManQQer ... e 207

Defining a Scheduled or Recurring Device Maintenance Window for a Single Device ...................... 208
Scheduling Maintenance for One or More Devices . ... ... ... . .. 211
Enabling or Disabling Scheduled Maintenance for One or More Devices ............................... 212
Deleting Scheduled Maintenance for One or More Devices .............. ... .. 212
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What is Scheduled Maintenance?

Scheduled Maintenance is a date and time when a device is put info "maintenance mode". During maintenance
mode, for the selected devices SL1 will generate only events with a severity less than the system-wide
Maintenance Minimum Severity setting. By default, no events are generated during maintenance. You can
choose to enable or disable polling during maintenance mode. Even if polling is enabled, SL1 will collect
information from the selected devices but will not generate applicable events for the devices.

SL1 includes tools that allow you to view, edit, and define scheduled maintenance for one or more devices. The
Schedule Manager page allows you to schedule one-time and recurring maintenance tasks and downtime for @
device. You can use the scheduled maintenance to:

« Specify recurring downtime for routine maintenance (for example, a weekly database backup that occurs
every Tuesday at 3 AM).

« Specify one-time downtime (for example, when upgrading software or hardware).

When a device is in maintenance, SL1 will generate only events with a severity less than the system-wide
Maintenance Minimum Severity setting. By default, no events are generated during maintenance. You can
choose to enable or disable polling during maintenance mode. Even if polling is enabled during maintenance,
SL1 will collect information from the device but will not generate applicable events for the device.

You can specify a "patch window" within the larger maintenance period. The "patch window" allows SL1 1o limit the
suppression events to a small ime-frame within the larger maintenance window. For example:

Suppose you have to patch a server that is monitored by SL1. Suppose you know you will perform this task
sometime between midnight and 6:00 AM. Suppose you know that the actual patch process will require only 15
minutes of downtime for the server. In SL1, you would define a maintenance window of 24:00 - 6:00 and a patch
window of 15 minutes.

1. At24:00, SL1 generates an event saying that the server is going info maintenance mode. Because you have
defined a patch window, SL1 continues to monitor this server as normal.

2. At3:00, you apply the patch to the server. The server reboots, and SL1 generates an event saying that the
server is offline. This first event within the larger maintenance window triggers the start of the patch
maintenance window.

3. SL1 suppresses the event that triggered the patch maintenance window and instead generates an event
"Patch Maintenance Window Opened".

4. Forthe next 15 minutes, SL1 will suppress all events for the device.

5. At3:15,SL1 will generate an event for "Patch Maintenance Window Closed". This event clears the previous
event "Patch Maintenance Window Opened".

6. SL1 will now generate events for the device, even though the maintenance window extends until 6:00.
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NOTE: If the patch was applied at 5:50, the server was rebooted, and SL1 generated an event saying that the
server is offline, events would be suppressed only until the end of the maintenance window, 6:00,
even though the patch window is 15 minutes.

NOTE: If you disable an active maintenance schedule, the device will be pulled out of maintenance mode; if
you re-enable the schedule during the scheduled time window, the device will return o maintenance
mode.

What is User Maintenance?

User maintenance is an option that allows a user to manually put a device in to "maintenance mode". During
maintenance mode, for the selected devices SL1 will generate only events with a severity less than the system-
wide Maintenance Minimum Severity setting. By default, no events are generated during maintenance. You can
choose to enable or disable polling during maintenance mode. Even if polling is enabled, SL1 will collect
information from the selected devices but will not generate applicable events for the devices.

User maintenance mode is not scheduled. That is, a user must manually enable user maintenance to put a device
into this mode and a user must manually disable user maintenance to turn off this mode for a device. User
mainfenance mode overrides scheduled maintenance for a device.

User maintenance can be enabled and disabled in the user interface or through the API. For information about
using the API, see the ScienceLogic APl manual.

The Maintenance Minimum Severity Setting

The global Maintenance Minimum Severity sefting specifies the minimum severity required for an event to be
suppressed during device maintenance and user maintenance. The default value is Healthy, which causes all
events fo be suppressed. To change this sefting:

1. Go to the Behavior Settings page (System > Settings > Behavior).

2. Inthe Behavior Settings page, select a value in the Maintenance Minimum Severity drop-down list. The
choices are Healthy, Notice, Minor, Major, or Critical.

3. Selectthe [Save] button. Events with a severity lower than the severity you chose will now be generated for all
devices in scheduled maintenance mode and user maintenance mode.

Enabling and Disabling User Maintenance for a Single
Device

You can enable and disable user maintenance mode in the Device Properties page.
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To enable or disable user maintenance mode for a device:

1. Gotothe Device Manager page (Devices > Device Manager).

Device Manager | Devices Foand [476]

[ rwwng Bage 7

2
figvice Cugs | Sipecien o

| 1 [ 1
Sysiem Acn
Shereine Teirwerks | OEU System Acte
P15 50 298 . Sywem At
18200188 Wicroaof | Windows CE Version 3.0 {Mutpie Sywem Active
Sywem Actn
a0 Syvem Aactin
el S
IR Sysiem Adthe
Syatem Aty
ploone B S At
TET B Sysem Acthen
T2 BT System ctive
10200 168 188 Sywem Adtive
piazsnTT BB Epskem et
1220 0.466 -3 Sywtem Active
LeLECE . E | sty SN e e
Servers. EW“WIDIWEM&W & Sywem Actve
uninown Grami] SRR T Sysem actn
S NenServer | MenHost " Sy dme

2. Inthe Device Manager page, find the device for which you want to enable or disable user maintenance.
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Select its wrench icon (J"), The Device Properties page is displayed:
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3. Inthe Device Properties page, edit the following fields:

o User Maintenance. Specifies whether the device is in user maintenance mode. During maintenance
mode, for the selected devices SL1 will generate only events with a severity less than the system-wide
Maintenance Minimum Severity setting. By default, no events are generated during maintenance.
You can choose to enable or disable polling during maintenance mode. Even if polling is enabled,
SL1 will collect information from the selected devices but will not generate applicable events for the
devices. Choices are:

o Enabled. Device will be putin user maintenance mode. The device will remain in this state
until you or another user disables user maintenance mode.

o Disabled. User maintenance mode will be disabled for this device.

o User Maintenance Collection. The drop-down list fo the right of the User Maintenance field
specifies whether SL1 will poll the device during user maintenance mode. Choices are:

o Enabled. The device will be polled during user maintenance mode.
o Disabled. The device will not be polled during user maintenance mode.

4. Selectthe [Save] button.

Enabling and Disabling User Maintenance for One or More
Devices

The Device Manager page contains a drop-down field in the lower right called Select Action. This field allows
you to apply an action to multiple devices at once. From the Select Action menu, you can enable or disable user
mainfenance mode for multiple devices, simultaneously.
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To enable or disable user maintenance mode for multiple devices:

1. Gotothe Device Manager page (Devices > Device Manager):
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2. Inthe Device Manager page, select the checkbox for each device to which you want to apply the action. To
select all checkboxes for all devices, select the red checkbox (i) at the top of the page.

3. Inthe Select Action drop-down list, select one of the following:

o Change User Maintenance Mode: Enabled with Collection. This option puts the selected devices into
user maintenance mode with collection enabled. The devices will remain in this state until you or
another user disables user maintenance mode.

« Change User Maintenance Mode: Enabled without Collection. This option puts the selected devices
into user maintenance mode with collection disabled. The devices will remain in this state until you or
another user disables user maintenance mode.

« Change User Maintenance Mode: Disabled. This option disables user maintenance mode for the
selected devices.

4. Click the [Go] button.

5. The changes are applied to each selected device.

Scheduling Maintenance for a Single Device

You can schedule maintenance and downtime for a device on the Schedules tab of the Device Investigator (or
on the Schedule Manager page in the Device Administration panel in the classic SL1 user inferface).
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NOTE: You can also view and manage all scheduled processes from the Schedule Manager page (Registry
> Schedules > Schedule Manager). For more information, see the System Administration manual.

Viewing the Schedule Manager

The Schedules tab of the Device Investigator (or the Schedule Manager page in the Device Administration
panel in the classic SL1 user interface) displays the following information about each scheduled or recurring device
maintenance window:

Schedule Manager | Schedules Found [1]

T $Example Schedule - 7 = Devices ure 20210120 120000 50 minut Every 2 Weeks - - bandenian System Organizi Yes

o Schedule Summary. Displays the name assigned to the scheduled process.
o Schedule Description. Displays a description of the scheduled process.

« EventID. Displays a unique, numeric ID for the scheduled process. SL1 automatically creates this ID for each
scheduled process.

« schid. Displays a unique, numeric ID for the schedule. SL1 automatically creates this ID for each schedule.
o Context. Displays the area of SL1 upon which the schedule works.

« Timezone. Displays the time zone associated with the scheduled process.

« Start Time. Displays the date and time at which the scheduled process will begin.

« Duration. Displays the duration, in minutes, which the scheduled process occurs.

o Recurrence Interval. If applicable, displays the interval at which the scheduled process recurs.

« End Date. If applicable, displays the date and time on which the scheduled process will recur.

o Last Run. lf applicable, displays the date and time the scheduled process most recently ran.

o Owner. Displays the username of the owner of the scheduled process.

« Organization. Displays the organization to which the scheduled process is assigned.

« Visibility. Displays the visibility level for the scheduled process. Possible values are "Private", "Organization",
or"World".

o Enabled. Specifies if the scheduled process is enabled. Possible values are "Yes" or "No'".
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To edit a scheduled or recurring device maintenance window, click its wrench icon ( ?) and update the settings as
needed on the Schedule Editor modal page. (For more information, see the section Defining a Scheduled or
Recurring Device Maintenance Window for a Single Device.)

Defining a Scheduled or Recurring Device Maintenance Window for a
Single Device

You can schedule a device maintenance window in SL1 from the Schedules tab of the Device Investigator (or
the Schedule Manager page in the Device Administration panel in the classic SL1 user interface). SL1 will
automatically set the status of the device to "'maintenance" at the scheduled time.

To define a scheduled or recurring device maintenance window:

1. Gotothe Schedules tab of the Device Investigator. (Alternatively, in the classic SL1 user interface, go to
the Schedule Manager page (Devices > Device Manager > wrench icon > Schedule)).

2. Click [Create]. The Schedule Editor modal page appears.

3. Onthe Schedule Editor modal page, enter values in the following fields:

Schedule Editor | Creating New schedule Reset
Basic Settings
Schedule Name Schedule Type
| | [Devices
isibility O izati Owner
| [ world ] ¥ | | [System] ¥ | [ [ banderton ] v |
Diescription
[ J
Time Settings
Start Time End Time Time Zone All Day
[ | | | [ AmericaiMew_ ¥
Recurrence
| Mone A
Action Settings
Collection Poliing Patch Window
[ Disabled | ¥ | [None/Disabled v

Basic Settings

« Schedule Name. Type a name for the scheduled process.
o Schedule Type. Indicates the scheduled process type (such as Tickets, Reports, or Devices).

« Visibility. Select the visibility for the scheduled process. You can select one of the following:

o Private. The scheduled process is visible only to the owner selected in the Owner field.

o Organization. The scheduled process is visible only to the organization selected in the
Organization field.

o World. The scheduled process is visible to all users.
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o Organization. Select the organization to which you want to assign the scheduled process.

« Owner. Select the owner of the scheduled process. The default value is the username of the user who
created the scheduled process.

o Description. Type a description of the scheduled process.

Time Settings

o Start Time. Click in the field and select the date and time you want the scheduled process to start.
e End Time. Click in the field and select the date and time you want the scheduled process to end.

o Time Zone. Selectthe region ortime zone for the scheduled start ime.

NOTE: If you want SL1 to automatically adjust for daylight savings time (if applicable), then you must select a
named region (such as America/New York) in the Time Zone field. If you select a specific time zone
(such as EST) or a specific time offset (such as GMT-5), then SL1 will not automatically adjust for
daylight savings time.

« AllDay. Select this checkbox if the scheduled process occurs all day rather than during a specific
period of time. If you do so, the End Time field becomes disabled.

o Recurrence. Select whether you want the scheduled process to occur once or on a recurring basis.
You can select one of the following:
o None. The scheduled process occurs only once.

o By Inferval. The scheduled process recurs at a specific interval.
If you select By Inferval, the following additional fields appear:

o Interval. In the firstfield, enter a number representing the frequency of the scheduled process, then

selectthe time interval in the second field. Choices are Minutes, Hours, Days, Weeks, or Months. For
example:

o Ifyou specify "6 Hours", then the scheduled process recurs every six hours from the time listed in the
Start Time field.

o Ifyou specify"10 Days', then the scheduled process recurs every 10 days from the date listed in the
Start Time field.

o Ifyou specify "2 Weeks", then the scheduled process recurs every two weeks, on the same day of
the week as the Start Time.

o Ifyou specify "3 Months" the ticket recurs every three months, on the same day of the month as the
Start Time.
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e Recur Until. Specifies when the scheduled process stops recurring. You can select one of the
following:
o No Limit. The scheduled process recurs indefinitely until it is disabled.

o Specified Date. The scheduled process recurs until a specific date and time. If you select Specified
Date, you must select a date and time in the Last Recurrence field.

o Last Recurrence. Click in the field and select the date and time you want the scheduled process to
stop recurring.

Action Settings

o Collection Polling. Specifies whether SL1 should perform collection on the device during the
scheduled maintenance. Choices are:

o Enabled. During scheduled maintenance, SL1 will collect data from the device, but no events will
be triggered for the device.
o Disabled. During scheduled maintenance, SL1 will not collect data from the device. No events will

be triggered for the device.

o Patch Window. You can specify a "patch window" within the larger maintenance period. The "patch
window" allows SL1 to limit the suppression of events to a small time-frame within the larger
maintenance window. Your choices are:

o None

o Between 5 minutes and 60 minutes, in five-minute intervals.
For example:

Suppose you have to apply a patch to a server that is monitored by SL1. Suppose you know you will
perform this fask sometime between midnight and 6:00 AM. Suppose you know that the actual
patch process requires only 15 minutes of downtime for the server. In SL1, you would define a
maintenance window of 24:00 - 6:00 and a patch window of 15 minutes. In this scenario:

1. At24:00, SL1 generates an event saying that the server is going info maintenance mode. Because
you have defined a patch window, SL1 continues to monitor this server as normal.

2. At3:00, you apply the patch to the server. The server reboots, and SL1 generates an event saying
that the server is offline. The first event that both matches or exceeds the Patch Maintenance
Minimum Severity in the Behavior Settings page (System > Settings > Behavior) and occurs
within the larger maintenance window triggers the start of the patch window.

3. SL1 suppresses the event that friggered the patch maintenance window and instead generates an
event "Patch Maintenance Window Opened".

4. Forthe next 15 minutes, SL1 will suppress all events for the device.

5. At3:15,SL1 will generate an event for "Patch Maintenance Window Closed". This event clears the
previous event "Patch Maintenance Window Opened".

6. SL1 will now generate events for the device, even though the maintenance window extends until
6:00.
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even though the patch window is 15 minutes.

NOTE: If the patch was applied at 5:50, the server was rebooted, and SL1 generated an event saying that the
server is offline, events would be suppressed only until the end of the maintenance window, 6:00,

4. Click [Save].

Scheduling Maintenance for One or More Devices

The Device Manager page contains a drop-down field in the lower right called Select Action. This field allows
you to apply an action to multiple devices at once. From the Select Action menu, you can schedule maintenance

for multiple devices, simultaneously.

To schedule maintenance for multiple devices:

1.

2.

Goto the Device Manager page (Devices > Device Manager):
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Editor modal page appears.

Scheduling Maintenance for One or More Devices

In the Device Manager page, select the checkbox for each device for which you want to schedule
maintenance. To select all checkboxes for all devices, select the red checkbox (i) at the top of the page.

In the Select Action drop-down list, select Schedule Maintenance, and then click [Go]. The Schedule

To schedule maintenance for the selected devices, follow the steps described in the section Defining a
Scheduled or Recurring Device Maintenance Window for a Single Device. The values you supply in the
Schedule Editor modal page are applied to each selected device.
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Enabling or Disabling Scheduled Maintenance for One or
More Devices

You can enable or disable one or more scheduled or recurring device maintenance windows from the Schedules
tab of the Device Investigator (or the Schedule Manager page in the Device Administration panel in the
classic SL1 user interface).

To do this:

1. Gotothe Schedules tab of the Device Investigator. (Alternatively, in the classic SL1 user interface, go o
the Schedule Manager page (Devices > Device Manager > wrench icon > Schedule)).

Schedule Manager | Schedules Found [2] Create Reset
Event uratio Recurrence
Schedule Sunmary - Schedule Description D schid  Conted  Timezone Start Time n Interval End Date Lest Run Owner  Oroanization Visibilty Enableg
[ I [ — —] [l I [ [l ]l i I ]| S —
1 Mentnly maiienant Monihly iest mainienan 151 80 Devices  Amercailew_ Z017-01-17030000  BOmintEvery | Morth 017127050000~ banderlon  System  Prvaiees 4
2. One-time maintenal One-time test maintenz 152 61 Devices AmericaiNew_ 2017-01-20 0000:00 300 mir = = B banderton  System Private ves | |
[Select Action] v
[Select Action]
opyright © 2003 - 2017 ScienceLogic, Inc. All rights reserve: d ‘Administration:
|_DELETE Schedules
_ |_ENABLE Sthedules
DISAB eduies b—

2. Selectthe checkbox icon for each scheduled process you want to enable or disable.
3. Click the Select Action menu and choose Enable Schedules or Disable Schedules.
4. Click the [Go] button.

Deleting Scheduled Maintenance for One or More Devices

You can delefe one or more scheduled or recurring device maintenance windows from the Schedules tab of the
Device Investigator (or the Schedule Manager page in the Device Administration panel in the classic SL1
user interface).
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To delete maintenance windows:

1. Gotothe Schedules tab of the Device Investigator. (Alternatively, in the classic SL1 user interface, go to
the Schedule Manager page (Devices > Device Manager > wrench icon > Schedule)).

Schedule Manager | Schedules Found [2] Create Reset
Event Duratio Recurence
Schedule Summary *  Schedule Description  |D  sch id  Conted Timezone Start Time n Interval End Date Last Run Owner O Visibity Enabled
( ) IC I ) Il 1 I Il ( ) I
1. Monthly maintenan bonthl test maienan 151 60 Devicss  Ameriafiew |2017-01-17020000  SOminiEvery 1Montn 2017217030000~ banderon  System Fruateles
2. B One-fime maintenal One-tme test maintenz 152 61 Devices Americaiew_’ 2017-01-2000:00:00 300 mir = = = banderton  System Private ves | |
[Select Action] v
[Select Action]
Eopyright ©2003 - 2017 SeienceLogie, Inc. All rights reserved. Administration: |
|_DELETE Schedues
_ |_ENABLE Schedules
H |_DISABLE Schedules H

2. Selectthe checkbox icon for each scheduled process you want to delete.
3. Click the Select Action menu and choose Delete Schedules.
4. Click the [Go] button.
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Chapter

10

Managing Dynamic Applications

Overview

This chapter describes how to manage the Dynamic Applications aligned to a device.
Use the following menu options to navigate the SL1 user interface:
« Toview a pop-out list of menu options, click the menu icon (E)
« Toview a page containing all the menu options, click the Advanced menuicon ().

This chapter includes the following topics:

Viewing the List of All Dynamic Applications in SLT . 215
Searching and Filtering the List of Dynamic Applications ... ..o e 219
Special CharaQters ... L 221
Managing the Dynamic Applications Aligned to a Device ... ... ... i 224
Viewing the List of Dynamic Applications Aligned fo a Device ... ... . il 225
Viewing Information about a Dynamic Application Aligned to a Device ........ ... ....................... 226
Changing the Credential for a Dynamic Application Aligned to a Device ... ... ... ... ... ......... 227
Updating the Poll Frequency for a Dynamic Application Aligned to a Device ............................... 227
Manually Aligning a Dynamic Application to a Device ... . ... . .. 228
Viewing the Status of a Dynamic Application Aligned to a Device ... .. ... .. .. .. ... ................ 229
Understanding the Found Status .. 229
Understanding the Collecting Status ... ... . 230
Enabling and Disabling Dynamic Application Data Collection fora Device .................................. 230
Enabling and Disabling Collection for Specific Collection Objects ... ... ... 230



Running a Dynamic Application on a Device

Managing the Dynamic Applications Associated with a Device in the Classic SL1 User Interface ..... 231

Viewing the Dynamic Applications Associated with a Device in the Classic SL1 User Interface .............. 231
Manually Associating a Dynamic Application with a Device in the Classic SLT User Interface ............... 233
Editing the Credential Associated with a Dynamic Application in the Classic SL1 User Interface ............ 235
Viewing the Status of a Dynamic Application Associated with a Device in the Classic SL1 User Interface ...236
FOUN 237
GOl Ot . 237
Performing Other Administrative Tasks for an Aligned Dynamic Application in the Classic SLT User
a1 =Yg e Tel =S 238
Enabling or Disabling Objects .. ... 238
Restarting Automatic Maintenance of Collection Objects ... o . 239
Editing the Poll Frequency for a Dynamic Application on the Current Device ............................. 239
Stopping Data Collection for a Dynamic Application ... . 240
Resetting Statistical Data for a Dynamic Application . . . ... o 240
Resetting Persistent Session Objects for a Dynamic Application ... .. . . 241
Testing Data Collection for a Dynamic Application ... ... il 242
Removing Data Collected by a Dynamic Application ... . 242
How SL1 Manages the Collection Status for Dynamic Applications ... ... .. ... .................... 243
Stopping Collechion ... ... 243
Starting ColleCtion . ... 244
Collection Objects that are Excluded from Maintenance ... .. o . 244
Status of Objects for Deviation .. il 244
Bulk Un-Aligning Dynamic Applications . . .. . 245
Setting Thresholds for Dynamic Applications ... . . ... 246
Dynamic Applications and Discovery .. ... .. .. 247
How Does SL1 Align Dynamic Applications During Discovery@ ... ... ... i 247
Queuing Discovery from the Dynamic Applications Manager Page ... .. . . ... . ... ........... 248

Viewing the List of All Dynamic Applications in SL1

The Dynamic Applications Manager page (System > Manage > Dynamic Applications) displays a list of all
existing Dynamic Applications. For each Dynamic Application, the page displays the following:
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Dynamic Applications Manager | Total Found [1545]

1 Hot Test ICDA 1 min. Snippet Configuration Enabled 1 1502 - Sciencelogic ICDA Hare SYSTEM el - - =~ emiadmin  2018.07-20 0027.05

2 P 2level DOM app cache produces 15 min. Snppet Configuration Enabled 0.1 1517 Zelewved DTN app lest SYSTEM i ] - emTadmin 2018-07-20 09°26:21

3 @Zdevel DCM app config Tmin Smgpet Configuration Enabled 01 1520 —  ZdevelDCMapplest  SYSTEM e T | B ~  emTadmin 20180720 092621

4 B 24evel DEM app levelt discovery 1 min. Srippet Configuration Enabled 0.1 1518 - Zovel DCM app iest  SYSTEM 2z - - ~ emTadmin  2018-07-20 08:26:21

5 Pl-evel DOM app levell discovery 1 min. Smippet Configuration Enabled 0.1 1518 = devel DCM app test SYSTEM £z = 2 —~  emladmin 20180720 082521

6. @ Amson Configurabon 120 min. SNMP Configuration Enabled 1.2 "7 Alteon Bass Pack n'a Hn Bs 48 ‘emTadmin 2018.07-19 232721 ¥

7 Phseon Load Trending A5 min. SNMP Performance  Enabled 1.4 1173 - Aheon Base Pack nla P - - ~ emTadnun  2018.07-10 233721
8 @ Axeon Performance 15 min  SNMP Performance  Enabled 27 nrs Alteon Base Pack na #i6 - - emTadmin 20180718 232722 ¥

i BAPC. Emaranmental TH Semin. SNMP Performance Enabled 81 713 = APC Base Pack nla 23 gz 2 2 emTadmn 20180718 232441 S
10, BAPC: Asset Tracking 1440 min. SNMP Configuration Enabled 11 707 - APC Base Pack na n - - ~  emladmin  2018-0718232441
1 APC. Battery Pesformance 15 min. SNMP Perfmance  Enabled 1.1 708 - APC Base Pack. wa 2T - - ~ emladmn 201807192324 41
12, SAPC: Battery Status 15min. SNMP Configuration Enabled 12 Toa APC Basa Pack na Ao g2 g G2 amladmin 2018-07-19 23:24:41
11 PAPC. Configuration 360 min SNMP Configuration Enabled 11 710 - APC Base Pack na P . ] L] L = emTadmin 2018-07-19 232441 ./
14 PAPC Envionmental Asset 1440 min SNMP Configuration Enabled 61 714 AP Base Pack nla e emTadmn 2018-07-18 232441 4
15 | APC: POU Perfermance: 15 min. SNMP Perfermance  Enabled 13 712 = APC Base Pack. nia 213 = = —~ emTadmin  201807-192324:41
16 BAPC: SmartUPS Power Output Smin SNMP Performance Enabled 61 T16 - APC Base Pack nia 22 = B ~  emTadmin 2018-07-19 23:24:42
11 APC: UPS Tesing 1440 min. SNMP Configuration  Enabled 12 711 - APC Base Pack. na L8 g8 g8 ~ emladmin 20180719 232441 S
18 P Asuba: Asset 1440 min. SNMP Configuration Enabled 28 1434 Aruba Base Pack na e - - em7admin 2018.07-19 23:28:45
15 PAnuba: Voice Counters Smin SNMP Performance Enabled 28 1435 - Aruba Base Pack na Zi15 - - = emTadmin 2018-07-10 23:28:45
[Voowing Page 1] ) T ; T T T R ".'_:;n

TIP: To sort the list of Dynamic Applications, click on a column heading. The list will be sorted by the column
value, in ascending order. To sort by descending order, click the column heading again. The Last Edit
column sorts by descending order on the first click; to sort by ascending order, click the column heading
again.

NOTE: By default, the cursor is placed in the first Filter-While-You-Type field. You can use the <Tab> key or
your mouse fo move your cursor through the fields.

« Dynamic Application Name. Name of the Dynamic Application, as defined in the Dynamic Applications
Properties Editor page.

o Poll Rate. Frequency, in minutes, at which SL1 will poll all devices that use this Dynamic Application.

NOTE: The Poll Rate column displays the default poll frequency for the Dynamic Application, as defined in the
Dynamic Applications Properties Editor page. You can define a custom poll frequency for one or
more devices in a device template. The poll frequency defined in the device template overrides the
poll frequency defined for the Dynamic Application. Devices to which the device template is applied
will use the poll frequency defined in the device femplate.

« Type. Type of Dynamic Application. The choices are:

o Bulk Snippet Configuration. A single instance of the Dynamic Application uses custom-written Python
code to collect static configuration data from multiple devices. This is useful for systems that include a
large number of component devices. For details on creating bulk snippet Dynamic Applications, see
the Snippet Dynamic Application Development manual.
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Bulk Snippet Performance. A single instance of the Dynamic Application uses custom-written Python
code to collect trendable performance data from multiple devices. This is useful for systems that
include a large number of component devices. For details on creating bulk snippet Dynamic
Applications, see the Snippet Dynamic Application Development manual.

Database Configuration. The Dynamic Application retrieves configuration data from a database
application. The Dynamic Application uses SQL queries. The queried device returns table data. For
details on creating database Dynamic Applications, see the DatabaseDynamic Application
Development manual.

Database Performance. The Dynamic Application retrieves trendable performance data from a
database application. The Dynamic Application uses SQL queries. The queried device returns table
data. For details on creating database Dynamic Applications, see the DatabaseDynamic
Application Development manual.

Internal Collection Inventory. The Internal Collection Inventory Dynamic Application (ICDA) retrieves
configuration data about filesystems and interface. For filesystem, an ICDA Inventory can retrieve data
such as storage size, filesystem type, and storage used. These ICDAs can also collect configuration
data about interfaces, such as physical address, operational status, and IP addresses. For details on
creating ICDAs, see the Internal Collection Dynamic Application Development manual.

Internal Collection Performance. The Internal Collection Performance Dynamic Application (ICDA)
refrieves data about availability and latency, device information (system description, system uptime,
system locale), filesystem performance, and interface performance. For details on creating ICDAs, see
the Internal Collection Dynamic Application Development manual.

IT Service. A special type of Dynamic Application that SL1 uses to monitor IT Services. When you
create and edit an IT Service in the IT Service Editor page, SL1 will automatically create and maintain
a Dynamic Application for that IT Service. Dynamic Applications for IT Services will appear in the
Dynamic Applications Manager page. However, if you want fo edit the seftings for an IT Service,
you should not edit the Dynamic Application for that IT Service. Instead, use the IT Service Editor
page fo edit IT Services. For details on creating IT Service policies, see the manual IT Services.

PowerShell Configuration. The Dynamic Application uses PowerShell commands to collect static
configuration data from a Windows device. For details on creating PowerShell Dynamic Applications,
see the manual Dynamic Application Development - WMI and PowerShell. For information on
configuring SL1 and external systems to use PowerShell Dynamic Applications, see the manual
Monitoring Windows Systems with PowerShell and Monitoring Windows Systems with WMI.

PowerShell Performance. The Dynamic Application uses PowerShell commands to collect trendable
performance data from a Windows device. For details on creating PowerShell Dynamic Applications,
see the manual Dynamic Application Development - WMI and PowerShell. For information on
configuring SL1 and external systems to use PowerShell Dynamic Applications, see the manual
Monitoring Windows Systems with PowerShell and Monitoring Windows Systems with WMI.

Snippet Configuration. The Dynamic Application uses custom-written Python code to collect
configuration data from a device. For details on creating snippet Dynamic Applications, see the
Snippet Dynamic Application Development manual.

Snippet Journal. The Dynamic Application uses custom-written Python code to collect data formatted
as log entries from a device. For details on creating snippet Dynamic Applications, see the Snippet
Dynamic Application Development manual.
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o Snippet Performance. The Dynamic Application uses custom-written Python code to collect frendable
performance data from a device. For details on creating snippet Dynamic Applications, see the
Snippet Dynamic Application Development manual.

o SNMP Configuration. The Dynamic Application uses SNMP to retrieve static, configuration data from
devices or applications. For details on creating SNMP Dynamic Applications, see the SNMP Dynamic
Application Development manual.

o SNMP Performance. The Dynamic Application uses SNMP to retrieve trendable performance data
from devices or applications. For details on creating SNMP Dynamic Applications, see the SNMP
Dynamic Application Development manual.

o SOAP Configuration. The Dynamic Application uses XML and SOAP to retrieve static configuration
data from a SOAP server. The queried device returns XML data. For details on creating SOAP
Dynamic Applications, see the XML, SOAP, and XSLT Dynamic Application Development manual.

o SOAP Performance. The Dynamic Application uses XML and SOAP to retrieve trendable performance
data from a SOAP server. The queried device returns XML data. For details on creating SOAP
Dynamic Applications, see the XML, SOAP. and XSLT Dynamic Application Development manual.

o WMI Configuration. The Dynamic Application retrieves configuration information from either WMI or
WBEM running on a managed device. WMI Dynamic Applications use a query format to request data
from a managed device. WBEM Dynamic Applications use wbemcli and HTTP to request data from a
managed device. For details on creating WMI Dynamic Applications, see the manual Dynamic
Application Development - WMI and PowerShell. For information on configuring SL1 and external
systems to use PowerShell Dynamic Applications, see the manual Monitoring Windows Systems
with PowerShell and Monitoring Windows Systems with WMI.

o WMI Performance. The Dynamic Application retrieves trendable performance data from either WMI
or WBEM running on a managed device. WMI Dynamic Applications use a query format fo request
data from a managed device. WBEM Dynamic Applications use wbemcli and HTTP to request data
from a managed device.

o XML Configuration. The Dynamic Application uses HTTP GET queries. The queried device returns
static configuration data in XML format. For details on creating SOAP Dynamic Applications, see the
XML, SOAP, and XSLT Dynamic Application Development manual.

o XML Performance. The Dynamic Application uses HTTP GET queries. The queried device returns
trendable performance data in XML format. For details on creating SOAP Dynamic Applications, see
the XML, SOAP, and XSLT Dynamic Application Development manual.

o XSLT Configuration. The Dynamic Application uses XML and SOAP to retrieve static configuration data
from a SOAP server. The requests used to retrieve data are generated by performing an XSLT
transformation on an XML document that contains data already collected by the Dynamic Application.
The queried device returns XML data, which must be changed to a specific format by performing a
second XSLT transformation. For details on creating SOAP Dynamic Applications, see the XML,
SOAP, and XSLT Dynamic Application Development manual.

o XSLT Performance. The Dynamic Application uses XML and SOAP to retrieve trendable performance
data from a SOAP server. The requests used to retrieve data are generated by performing an XSLT
transformation on an XML document that contains data already collected by the Dynamic Application.
The queried device returns XML data, which must be changed to a specific format by performing a
second XSLT transformation. For details on creating SOAP Dynamic Applications, see the XML,
SOAP, and XSLT Dynamic Application Development manual.
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« State. Specifies whether the Dynamic Application is Enabled or Disabled.

o Version. Version number to assign to the Dynamic Application. You can customize this value and increment
it according to your change management policies.

o ID. Unique application ID, assigned by SL1.

o Subscribers. Number of devices on which the Dynamic Application is enabled to collect data. Clicking on
the icon leads o the Application Subscribers modal, where you can view the list of devices and access

o]

(<9)

other pages for each subscriber device. You can also access this page by selecting the wrench icon fora

Dynamic Application and selecting the [Subscribers] tab.
o PowerPack. Specifies whether or not the Dynamic Application is included in a PowerPack.

o Environment. The execution environment to which the Dynamic Application is aligned, if it is a snippet or
internal collection Dynamic Application. If it is not a snippet or internal collection Dynamic Application, then
this column displays "n/a".

o Collects. Number of objects included in the Dynamic Application. Clicking on the icon ((ﬂ) leads to the
Collection Obijects page, where you can view the list of collection objects and edit their properties.

o Alerts. Number of custom alerts defined for the Dynamic Application. Clicking on the icon (,ﬂ) leads to the
Alert Objects page, where you can view and edit each alert defined for the Dynamic Application.

« Events. Number of events associated with the Dynamic Application. Clicking on the icon (ﬂ) leads to the
Event Policy Manager page, where you can view information about each event definition associated with
the Dynamic Application definition and edit each event definition.

o Thresh. Number of threshold objects defined for the Dynamic Application. Clicking on the icon (-’.ﬂ) leads to
the Threshold Objects page, where you can view and edit information about each threshold object defined
for the Dynamic Application.

« Edited By. Username of the person who created or last edited the Dynamic Application.

o Last Edit. Date that the Dynamic Application was created or last edited.

Searching and Filtering the List of Dynamic Applications

The Filter-While-You-Type fields appear as a row of blank fields at the top of the list. These fields allow you to filter
the items that appear in the list.

The list is dynamically updated as you select each filter. For each filter, you must make a selection from a drop-
down menu or type text to match against. SL1 will search for entries that match the text, including partial matches.
Text matches are not case-sensitive, and you can use special characters in each fext field.

By default, the cursor is placed in the first Filter-While-You-Type field. You can use the <Tab> key or your mouse
to move your cursor through the fields.

You can filter by one or more of the following parameters. Only items that meet all of the filter criteria are displayed
on the page.

« Dynamic Application Name. You can enter text fo match, including special characters, and the Dynamic
Applications Manager page will display only Dynamic Applications that have a matching name.
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« PollRate. You can enter text to match, including special characters, and the Dynamic Applications
Manager page will display only Dynamic Applications that have a matching polling rate.

o Type. You can enter text to match, including special characters, , and the Dynamic Applications Manager
page will display only Dynamic Applications that have a matching type.

« State. You can enter text fo match, including special characters, and the Dynamic Applications Manager
page will display only Dynamic Applications that have a matching state.

« Version. You can enter text fo match, including special characters, and the Dynamic Applications Manager
page will display only Dynamic Applications that have a matching version number.

o ID. You can enfer text to match, including special characters, and the Dynamic Applications Manager page
will display only Dynamic Applications that have a matching ID number.

o Subscribers. You can enter text to match, including special characters, and the Dynamic Applications
Manager page will display only Dynamic Applications that have a matching number of subscribers.

o PowerPack. You can enter text to match, including special characters, and the Dynamic Applications
Manager page will display only Dynamic Applications that have a matching PowerPack.

o Environment. You can enter text to match, including special characters, and the Dynamic Applications
Manager page will display only Dynamic Applications that have a matching execution environment.

o Collects. You can enter text to match, including special characters, and the Dynamic Applications Manager
page will display only Dynamic Applications that have a matching number of collection objects.

o Alerts. You can enter text to match, including special characters, and the Dynamic Applications Manager
page will display only Dynamic Applications that have a matching number of alerts.

o Events. You can enter text to match,including special characters, and the Dynamic Applications Manager
page will display only Dynamic Applications that have a matching number of event policies.

o Thresh. You can enter text fo match, including special characters, and the Dynamic Applications Manager
page will display only Dynamic Applications that have a matching number of thresholds.

o Edited By. You can enter text to match, including special characters, and the Dynamic Applications
Manager page will display only Dynamic Applications that were created or edited by a a matching user-
name.

o Last Edited. Only those Dynamic Applications that match all the previously selected fields and have the
specified "last edited" date will be displayed. The choices are:
o All. Display all Dynamic Applications that match the other filters.
o Last Minute. Display only Dynamic Applications that have been modified within the last minute.
o Last Hour. Display only Dynamic Applications that have been modified within the last hour.
o Last Day. Display only Dynamic Applications that have been modified within the last day.
o Last Week. Display only Dynamic Applications that have been modified within the last week.
o Last Month. Display only Dynamic Applications that have been modified within the last month.

o Last Year. Display only Dynamic Applications that have been modified within the last year.
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Special Characters

You can include the following special characters to filter by each column except those that display date and time:

NOTE: When searching for a string, SL1 will match substrings by default, even if you do notinclude any
special characters. For example, searching for "hel" will match both "hello" and "helicopter". When
searching for a numeric value, SL1 will not match a substring unless you use a special character.

String and Numeric
e , (comma). Specifies an "OR" operation. Works for string and numeric values. For example:
"dell, micro" matches all values that contain the string "dell" OR the string "micro".
o & (ampersand). Specifies an "AND " operation. Works for string and numeric values. For example:
"dell & micro" matches all values that contain both the string "dell" AND the string "micro”, in any order.
« | (exclamation point). Specifies a "not" operation. Works for string and numeric values. For example:
"Idell" matches all values that do not contain the string "dell".
"I ™ micro" would match all values that do not start with "micro".
"lfer$" would match all values that do not end with "fer".
"1™ $" would match all values that are not null.
"I ~" would match null values.
"1$" would match null values.
apen

would match null values.

"happy, !dell" would match values that contain "happy" OR values that do not contain "dell".

NOTE: You can also use the "I" character in combination with the arithmetic special characters (min-max, >,
<, >=, <=, =) described below.
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o * (asterisk). Specifies a "match zero or more" operation. Works for string and numeric values. For a string,
matches any string that matches the text before and after the asterisk. For a number, matches any number
that contains the text. For example:

"hel*er" would match "helpers" and "helicopter" but not "hello".
"325*" would match "325","32561", and "325000".
"*000" would match "1000", "25000", and "10500000".
o 2 (question mark). Specifies "match any one character". Works for string and numeric values. For example:
"I2ver" would match the strings "oliver", "levers", and "lover", but not "believer".
"1352" would match the numbers"1350", "1354", and "1359", but not"135" or"13502"
String

N

. (caret). For strings only. Specifies "match the beginning". Matches any string that begins with the specified
string. For example:

" sci' would match "scientific" and "sciencelogic”, but not "conscious".

" happy$" would match only the string "happy", with no characters before or affer.
"I ™ micro" would match all values that do not start with "micro”.

"1 $" would match all values that are not null.

!

would match null values.

o 3 (dollarsign). For strings only. Specifies "match the ending". Matches any string that ends with the specified
string. For example:

"fer$" would match the string "renter" but not the string "terrific".

" happy$" would match only the string "happy", with no characters before or after.
"lfer$" would match all values that do not end with "fer".

"1™ $" would match all values that are not null.

"1$" would match null values.

NOTE: You can use both ™ and $ if you want to match an entire string and only that string. For example,
"~ tern$" would match the strings "tern" or "Tern" or "TERN"; it would not match the strings "terne" or
"cistern".
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Numeric

o min-max. Matches numeric values only. Specifies any value between the minimum value and the maximum
value, including the minimum and the maximum. For example:

"1-5"would match 1,2, 3,4, and 5.

o - (dash). Matches numeric values only. A "half open" range. Specifies values including the minimum and
greater or including the maximum and lesser. For example:

"1-"matches 1 and greater. Sowould match 1, 2, 6, 345, etc.
"-5" matches 5 and less. So would match 5, 3, 1, O, etc.
« > (greater than). Matches numeric values only. Specifies any value "greater than". For example:
">7"would match all values greater than 7.
o < (lessthan). Matches numeric values only. Specifies any value "less than". For example:
"< 12" would match all values less than 12.

« >= (greater than or equal to). Matches numeric values only. Specifies any value "greater than or equal 10"
Forexample:

"=>7"would match all values 7 and greater.

o <= (less than or equal to). Matches numeric values only. Specifies any value "less than or equal to". For
example:

"=<12"would match all values 12 and less.

o = (equal). Matches numeric values only. For numeric values, allows you fo match a negative value. For
example:

"=-5"would match "-5" instead of being evaluated as the "half open range" as described above.
Additional Examples

o "aio$". Matches only fext that ends with "aio".
" shu". Matches only text that begins with "shu".

o "silo$". Matches only the text "silo", with no characters before or after.

« "lsilo". Matches only text that does not contains the characters "silo".

o "I ”™silo". Matches only text that does not start with "silo".
"10$". Matches only text that does not end with "0".
"I~ silo$". Matches only text that is not the exact text "silo", with no characters before or after.

"I~ Matches null values, typically represented as "--" in most pages.

"1$". Matches null values, typically represented as "--" in most pages.
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o "I $". Maiches all text that is not null.
« silo, laggr'. Matches text that contains the characters "silo" and also text that does not contain "aggr”.

o "silo, 02, laggr'. Matches text that contains "silo" and also text that contains "02" and also text that does not
contain "aggr".

o "silo, 02, laggr, 101". Matches text that contains "silo" and also text that contains "02" and also text that does
not contain "aggr' and also text that does not contain "0 1".

o "7 s*i*1*03$". Matches text that contains the lefter 's", "i", "', "0", in that order. Other letters might lie between
these letters. For example "sXiXIXo" would match.

o "I s*i*[*03". Matches all text that does not that contains the lefter's", "i", "I, "0", in that order. Other letters
might lie between these letters. For example "sXiXIXo" would not match.

o "lvol&lsilo". Matches text that does not contain "vol' AND also does not contain "silo". For example, "volume"
would match, because it contains "vol" but not "silo".

o "lvol&02". Matches text that does not contain "vol' AND also contains "02". For example, "happy02" would
match, because it does not contain "vol' and it does contain "02".

o "aggr,lvol&02". Matches text that contains "aggr' OR text that does not contain "vol" AND also contains "02".

o "aggr,lvol&linfra". Matches text that contains "aggr' OR text that does not contain "vol" AND does not contain
"infra".

o "' Matches all text.

o "I*" Matches null values, typically represented as "--" in most pages.

o "silo". Matches text that contains "silo".

o "lsilo". Matches text that does not contain "silo".

o "17silo$ . Matches all text except the text "silo", with no characters before or after.

o "-3,7-8,11,24,50-". Matches numbers 1,2, 3,7,8, 11,24, 50, and all numbers greater than 50.

o "-3,7-8,11,24,50-,a". Matches numbers 1,2, 3, 7,8, 11,24, 50, and all numbers greater than 50, and
text that includes "a".

o "2n". Matches text that contains any single character and the character "n". For example, this string would
mo*ch ”On”, IIanII IICnHI II] r1||, Ond ||2n||'

o "'n*SAN". Matches text the contains "n", zero or any number of any characters and then "SAN". For example,
the string would match "nSAN", and "nhamburgerSAN".

o "7 2n*SANS”. Matches text that begins with any single character, is following by "n", and then zero or any
number of any characters, and ends in "SAN".

Managing the Dynamic Applications Aligned to a Device

You can view detailed data about a specific device by clicking the device name on the Devices page (8) to open
the Device Investigator page for that device.

The [Collections] tab of the Device Investigator displays a list of the Dynamic Applications associated with the
device.
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This section describes how to view and manage the Dynamic Applications associated with a device using the
[Collections] tab of the Device Investigator.

Viewing the List of Dynamic Applications Aligned to a Device

On the [Collections] tab of the Device Investigator, you can view a list of the Dynamic Applications associated
with the device:

Devices
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For each Dynamic Application in the list, the [Collections] tab displays the following information:

o Name. Name of the Dynamic Application.

o Type. The protocol used by the Dynamic Application (Database [SQL], Internal Collection Inventory or
Internal Collection Performance (ICDA), Snippet [Python], SNMP, SOAP, WMI, XML, or XSLT) and the type

of data collected by the Dynamic Application (Configuration, Performance, or Journal).

« Credential. Name of the credential that SL1 uses to access the device and retrieve the data specified in the
Dynamic Application.

NOTE: Cache-consuming Dynamic Applications do not require a credential. If you aligned a cache-
consuming Dynamic Application in the Align Dynamic Application modal page, the Credential
field displays N/A and is grayed out. You do not have fo select a credential in the Align Dynamic
Application modal page.

o Poll Frequency. Frequency at which SL1 will query the device to retrieve the data specified in the Dynamic
Application. Each Dynamic Application includes a default frequency. From this page (the [Collections] tab),
if you have the proper user permissions, you can change the poll frequency for a Dynamic Application on the
current device. This edited poll frequency will override the default frequency for the Dynamic Application and
the poll frequency defined for a Dynamic Application in one or more device templates.
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TIP: To rearrange the columns in the List View, click and drag the column name to a new location. You can
adjust the width of a column with by clicking and dragging the right edge of the column. You can click the
Select Columns icon (%) to add or remove columns, or to reset columns to their default settings.

On the [Collections] tab, you can:

« View information about a Dynamic Application

« Change the credential for a Dynamic Application

o Update the poll frequency for a Dynamic Application

« Align or unalign Dynamic Applications with the device

» View the collection status for a Dynamic Application

o Enable or disable collection for the device's Dynamic Applications

o Enable or disable collection for individual collection objects within a Dynamic Application

e Run a Dynamic Application

Viewing Information about a Dynamic Application Aligned to a Device

To view more information about a Dynamic Application that is aligned to the device, select that Dynamic
Application from the list on the [Collections] tab. An information pane with details about that Dynamic Application

appears on the right side of the page:
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This information pane includes three sections:
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o Info (0). This section provides basic information about the Dynamic Application. From here, if you have the
proper user permissions, you can also change the Dynamic Application's credential and update its poll
frequency.

« Collection Objects (=). This section lists the Dynamic Application's collection objects. Each collection object
in a Dynamic Application specifies a data pointthat SL1 will attempt to collect.

« Presentation Objects (). This section lists the Dynamic Application's presentation objects. Presentation

objects define how SL1 should present data for performance or journal Dynamic Applications.

You can click the expand icon () next to each collection object and presentation object to see additional
information about that object, including its collection status. For more information, see the section on Viewing the
Status of a Dynamic Application.

If you have the proper user permissions, you can also enable or disable collection for certain collection objects. For
more information, see the section on Enabling and Disabling Collection for Specific Collection Objects.

Changing the Credential for a Dynamic Application Aligned to a
Device

If you have the proper user permissions, you can use the information pane for a Dynamic Application listed on the
[Collections] tab to change the credential aligned to that Dynamic Application.

To change the credential for a Dynamic Application aligned to a device:
1. On the [Collections] tab of the Device Investigator, click [Edit] and select the Dynamic Application you

want to update. The information pane for the Dynamic Application appears.

2. I[fSNMP Credential is checked currently in the Device Credential field, uncheck the checkbox. The
Credential field appears below it.

3. Inthe Credentialfield, click the editicon (#). The Choose Credential modal page appears.

4. Inthe Choose Credential modal page, search for the credential you want to align with the Dynamic
Application and select it from the list, then click [Select]. Your selected credential appears in the Credential
field.

5. Click [Save].

Updating the Poll Frequency for a Dynamic Application Aligned to a
Device

If you have the proper user permissions, you can use the information pane for a Dynamic Application listed on the
[Collections] tab to change the default poll frequency at which the Dynamic Application queries the device for
data.

To change the poll frequency and collection status for a Dynamic Application:

1. Onthe [Collections] tab of the Device Investigator, click [Edit] and select the Dynamic Application you
want to update. The information pane for the Dynamic Application appears.
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2. From the Poll Frequency drop-down, select how often you want the Dynamic Application to collect data from
the device. Your options range from 1 minute to 24 hours, or you can select Default to not change the
frequency.

3. Click [Save].
Manually Aligning a Dynamic Application to a Device

If you have the proper user permissions, you can manually align a new Dynamic Application to a device or unalign
a currently aligned Dynamic Application from a device.

To align a Dynamic Application to a device:

1. On the [Collections] tab of the Device Investigator, click [Edit] and then click [Align Dynamic App]. The
Align Dynamic Application window appears.

2. Click Choose Dynamic Application. The Choose Dynamic Application window appears:

Choose Dynamic Application

L]}
-3

3. Selectthe Dynamic Application you want o align and click [Select]. The name of the selected Dynamic
Application appears in the Align Dynamic Application window.

4. Ifadefault credential is listed below the Dynamic Application and you want to use that credential, skip ahead
to step 7. Otherwise, uncheck the box next to the credential name.

5. Click Choose Credential. The Choose Credential window appears.

6. Selectthe credential for the Dynamic Application and click the [Select] button. The name of the selected
credential appears in the Align Dynamic Application window.

7. Click the [Align Dynamic App] button. When the Dynamic Application is successfully aligned, it is added to
the Collections tab, and a confirmation message appears at the bottom of the tab.
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TIP: To unalign a Dynamic Application from a device, click the [Actions] button ( =) for that Dynamic
Application and select Unalign Dynamic App. However, be advised that when you unalign a Dynamic
Application, you also delete the data it has collected.

Viewing the Status of a Dynamic Application Aligned to a Device

The [Collections] tab of the Device Investigator displays the status of each collection object within each Dynamic
Application aligned to a device.

The following icons represent the different collection statuses:

Status

Found and collecting

Found and not collecting

Not found and collecting

For more information about these status, see the sections on the Found status and the Collecting status.

NOTE: Before determining which collection objects defined in a Dynamic Application will be collected, SL1
determines whether the Dynamic Application itself should be collected. Dynamic Applications are not
collected for devices that are unavailable (because of a failed availability check) or have collection
disabled (either manually by a user or because of maintenance scheduled in SL1), regardless of the
Collecting value of the objects.

Understanding the Found Status

The Found status for a collection object indicates whether data has ever been successfully collected for that object
from that specific device.

For a presentation object, the Found status indicates whether every collection object used by that presentation
object has a Found value of Yes.

After Found is set to Yes for an object, SL1 will never automatically change the value of Found for this object.

The value of Found is used by SL1 to determine whether icons, tabs, and Navbar links that lead to the
[Performance] or [Configs] page where the collection object is used should be active.
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NOTE: After the Dynamic Application is enabled, its Discovery Object displays as Not found and collecting in
the SL1 user interface, with a yellow question mark icon ( ) nextto it. No further action is needed in

this situation.

Understanding the Collecting Status

The Collecting status for a collection object indicates whether SL1 will attempt to collect data for this object when
collection for this Dynamic Application occurs. For information about how SL1 determines the Collecting status,
see the section on How SL1 Manages the Collection Status for Dynamic Applications.

If you have the proper user permissions, you can disable or enable collection for individual collection objects. For
more information, see the section on Enabling and Disabling Collection for Specific Collection Objects.

For a presentation object, the Collecting status indicates whether every collection object used by that presentation
object has a Collecting value of Yes. If a collection object has a Collecting value of No, then every presentation
object that uses that collection object will also have a Collecting value of No.

Conversely, the Collecting status for a presentation object has no effect upon its collection objects. If you manually
change the Collecting status for a presentation object, the Collecting status for the collection objects used by the
presentation object will not change.

Enabling and Disabling Dynamic Application Data Collection for a
Device

If you have the proper user permissions, you can disable data collection for a particular Dynamic Application on a
specific device. This will affect collection only for that Dynamic Application on that device. For all other subscriber
devices, SL1 will continue to use the Dynamic Application to collect data.

To disable or enable all collection for a Dynamic Application:

1. On the [Collections] tab for the device, click [Edit].

2. Todisable collection for a Dynamic Application, click the [Actions] button ( =) for that Dynamic Application
and select Disable Collection. To enable collection for a disabled Dynamic Application, click the [Actions]
button (=) and select Enable Collection.

3. Click [Save].
Enabling and Disabling Collection for Specific Collection Objects

If you have the proper permissions, you can disable data collection for specific collection objects within a Dynamic
Application that is aligned to a device. Doing so will affect collection only for that collection object within that
Dynamic Application for that specific device; the collection status will not change for any other collection objects,
Dynamic Applications, or devices. For all other devices, SL1 will use the default list of objects from the Dynamic
Application's definition or will use the list of objects defined on the [Collections] tab for that device.

To disable or enable collection for specific collection objects within a Dynamic Application:
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1. On the [Collections] tab for a device, click [Edit] and select the Dynamic Application you want to update.
The information pane for the Dynamic Application appears.

2. Todisable collection for an individual collection object, click the [Actions] button ( - ) for that object in the
information pane and select Disable Collection. To enable collection for a disabled object, click the
[Actions] button ( =) and select Enable Collection.

3. Click [Save].

Running a Dynamic Application on a Device

On asingle device, you can perform a test run of collection with a single Dynamic Application, if you have the
proper user permissions. During this test run, SL1 displays details of each step of the collection process. This
information can be very helpful for troubleshooting and debugging.

NOTE: During a test run of a collection with a Dynamic Application, SL1 does not store the collected data or
generate alerts. SL1 will continue to collect data and generate alerts using the selected Dynamic
Application at the frequency defined in the Dynamic Application.

To execute a test run of collection with a single Dynamic Application:
1. On the [Collections] tab for the device, do one of the following:

o Click the [Run Now] button in the Run Dynamic App column.
o Click the [Actions] button ( =) for the Dynamic Application that you want to run and select Run Now.

o Selectthe Dynamic Application from the list to open its information pane. On the information pane,
click the [Actions] button ( =) and then select Run Now.

2. Astatus window displays the status and relevant logs for the Dynamic Application.

Managing the Dynamic Applications Associated with a
Device in the Classic SL1 User Interface

This section describes how to view and manage the Dynamic Applications associated with a device using the
Dynamic Application Collections page in the classic SL1 user interface.

Viewing the Dynamic Applications Associated with a Device in the
Classic SL1 User Interface

To view the Dynamic Applications associated with a device:

1. Goto the Device Manager page (Devices > Device Manager).

2. Inthe Device Manager page, find the device for which you want to view Dynamic Applications. Select its
wrench icon (©7).

3. Inthe Device Administration panel, select the [Collections] tab.
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4. The Dynamic Application Collections page displays a list of all Dynamic Applications aligned with the
current device. For each Dynamic Application, the Dynamic Application Collections page displays the
following read-only information:

Properties Thresholds Collections Monitors Schedule
Device Name | 10.2.117.3 Managed Type | Physical Device
IP Address /1D 10.2.117.3 | 135 Category | Storage Array
Class  Pure Storage Sub-Class FlashArray Storage System
Organization | Knights_Pure uptime | 0 days, 00:00:00
Collection Mode | Active Collection Time | 2018-07-20 14:07:00
Description Group/ Collector CUG-Knights-OL7 | 10-64-171-139-CU-Knights
Device Hosiname

Dynamic Applicaliun"‘ Collections Expand Reset Guide
Dynamic Application D Poll Frequency, Tvpe Credentfial Collector
<+ Pure Storage: Array Capacity Stats 1552 5 mins Snippet Performance Knights - Pure Storage 10-64-171-139-CU-Kr /\ |
<+ Pure Storage: Array Stats 1543 5 mins Snippet Performance Knights - Pure Storage 10-64-171-138-CUKr | |
— Pure Storage: Temperature Stats 1553 5 mins Snippet Performance Knights - Pure Storage 1064471139.CUKr /|
Presentation Object - Version Pid und Collecting Group Label Precedence .

______
' ________L!
Mis¢ Collection Object + Found Coliecting Edited By,

————llz!
o ye oy -
<+ Pure Storage: Array Discovery 1542 15 mins Snippet Configuration Knights - Pure Storage 10-64-171-138-CUKr | |
+ Pure Storage: Controller Config 1554 15 mins. Snippet Configuration Knights - Pure Storage 10-64-171-138-CU-Kr /\ 1
+ Pure Storage: Drive Config 1550 15 mins Snippet Configuration Knights - Pure Storage 10-64-171-139-CUKr 7 [ |
+ Pure Storage: Hardware Config 1551 15 mins. Snippet Configuration Knights - Pure Storage 10-64-171-139-CU-Kr /\ |
<+ Pure Storage: Hosts & Groups Config 1558 15 mins Snippet Configuration Knights - Pure Storage 10-64-171-139-CU-Kr | |
+ Pure Storage: Message Log Config 1555 15 mins. Snippet Configuration Knights - Pure Storage 10-64-171-139-CU-Kr /\ |
<+ Pure Storage: Protection Groups Config 1556 15 mins Snippet Configuration Knights - Pure Storage 10-64-171-133-CU-Kr /| |
+ Pure Storage: Volume Discovary 1544 15 mins. Snippet Configuration Knights - Pure Storage 10-64-171-139-CU-Kr /\ |
+ Pure Storage: Volume Snapshots Config 1548 15 mins Snippet Configuration Knights - Pure Storage 10-64-171-138-CUKr | |
[[Select Action] N

o PlusSign (). Clicking on this icon displays a list of all Presentation Objects included in Dynamic
Applications of type "Performance" and "Journal" or a list of all Collection Objects included in Dynamic
Applications of type "Configuration". You can click on the plus sign next to each Presentation Object to
see all the Collection Objects included in the Presentation Object.

o Minus Sign (—). Collapses a Dynamic Application and hides the display of Presentation Objects and
Collection Obijects.

« Dynamic Application. Name of the Dynamic Application.
o ID. Numeric ID for the Dynamic Application.

« Poll Frequency. Frequency at which SL1 will query the device to retrieve the data specified in the
Dynamic Application. Each Dynamic Application includes a default frequency. From this page
(Dynamic Application Collections), you can change the poll frequency for a Dynamic Application
on the current device. This edited poll frequency will override the default frequency for the Dynamic
Application and the poll frequency defined for a Dynamic Application in one or more device
templates.

o Type. The protocol used by the Dynamic Application (Database [SQL], Internal Collection Inventory or
Internal Collection Performance (ICDA), Snippet [Python], SNMP, SOAP, WMI, XML, or XSLT) and the
type of data collected by the Dynamic Application (Configuration, Performance, or Journal).
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« Credential. Name of the credential that SL1 uses to access the device and retrieve the data specified
in the Dynamic Application.

NOTE: Cache-consuming Dynamic Applications do not require a credential. If you aligned a cache-
consuming Dynamic Application in the Dynamic Application Alignment modal page, the
Credential field displays N/A and is grayed out. You do not have to select a credential in the
Dynamic Application Alignment modal page.

« Collector. Name of the specific Data Collector used to collect data from the Dynamic Application.

NOTE: Based on the Dynamic Application's Collector Affinity settings, the Dynamic Application might be
assigned to a different Data Collector than the Data Collector that is assigned to the device in the
Device Properties page (Devices> Device Manager > wrench icon). In the Dynamic Application
Collections page, hover your mouse over the Collector name for any of the Collection Objects to
view a tooltip that explains why the Dynamic Application is assigned to its particular Data Collector.

e Run Dynamic Application (). Performs a fest run of data collection for the selected Dynamic
Application on the current device.

NOTE: If a device is currently unavailable, the lightning-bolt icon () will be grayed out for each Dynamic
Application aligned with the device.

o Checkbox ([]). Apply an action from the Select Action field to this instance of the Dynamic
Application.

Manually Associating a Dynamic Application with a Device in the
Classic SL1 User Interface

From the Dynamic Application Collections page, you can manually associate a new Dynamic Application with
a device.

To manually associate a Dynamic Application with a device:
1. Gotothe Device Manager page (Devices > Device Manager).

2. Inthe Device Manager page, find the device you want to associate with a Dynamic Application. Click its
wrench icon ( ﬁ).

3. Inthe Device Administration panel, click the [Collections] tab.

4. Inthe Dynamic Application Collections page, click the [Actions] menu and select Add Dynamic
Application.
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5. The Dynamic Application Alignment modal page appears. To align a Dynamic Application with a device

in this page:

amic Application Alignment

Dynamic Applications Credentials

Bulk Snippet Configuration: Select A Dynamic Application First
Bulk Snippet Config Example
Cisco: ACI Client Endpoint Cenfiguraticn
Cisco: ACI Centract Censumer / Provider Coenfig
Cisco: ACI Demain Configuration
Cisco: AC| Networking Configuration
Microseft: Azure Cloud Service Cenfiguraticn
Microsoft: Azure SOL Database Configuration
Microsoft: Azure Storage Container Configuratic
Microsoft. Azure Virtual Machine Configuration
Microseft: Azure Virtual Network Cenfiguration
Metapp: LUMN Config C-Mode
Metipp: Port Config C-Moede:
Metipp: Volume Config C-Mode

Bulk Snippet Performance:
AWS EBS Instance Performance
AWS EC2 Instance Performance
Cisco: ACI Fabric Switch Module Health Scores
Microsoft: Azure SQL Database Performance
Microsoft: Azure Storage Account Blob Perform
Microsoft. Azure Sterage Account Queue Perfor
Microsoft: Azure Storage Account Table Perforn
Microsoft: Azure Virtual Machine CPU Performa
Microsoft: Azure Virtual Machine CPU Performa «

« Selectthe Dynamic Application you want fo align with the device in the Dynamic Applications field.
You can filter the list of Dynamic Applications using the search field above the Dynamic Applications

field.

o After selecting a Dynamic Application, you must select a credential. Select a credential in the

Credentials field. You can filter the list of credentials using the search field above the Credentials

field.

NOTE: Your organization membership(s) might affect the list of credentials you can see in the Credentials
field.

NOTE: Cache-consuming Dynamic Applications do not require a credential. If you selected a cache-
consuming Dynamic Application in the Dynamic Application Alignment modal page, the
Credential field displays N/A and is grayed out. You do not have to select a credential in the
Dynamic Application Alignment modal page.

6. Click the [Save] button in the Dynamic Application Alignment modal page to align the Dynamic
Application and the credential to the device.
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7. SL1 will associate the Dynamic Application with the device and immediately attempt to collect the data
specified in the Dynamic Application using the selected credential.

8. After the first, immediate collection, SL1 will collect the data at the frequency defined in the Polling
Frequency field in the Application Configuration Editor page for the Dynamic Application.

Editing the Credential Associated with a Dynamic Application in the
Classic SL1 User Interface

From the Dynamic Application Collections page, you can change the credential associated with a Dynamic
Application. This credential will be used by SL1 for this specific Dynamic Application associated with this specific
device . For all other devices, SL1 will use the default credential associated with the device, or will use the
credential defined in the Dynamic Application Collections page for each device.

NOTE: Cache-consuming Dynamic Applications do not require a credential. If you aligned a cache-
consuming Dynamic Application with this device (you do this in the Dynamic Application
Alignment modal page), the Credential field displays N/A and is grayed out.

To change the credential associated with a Dynamic Application for a device:

1. Gotothe Device Manager page (Devices > Device Manager).

2. Inthe Device Manager page, find the device for which you want to define a credential. Select its wrench
icon ( a).

3. Inthe Device Administration panel, select the [Collections] tab.

4. Inthe Dynamic Application Collections page, find the Dynamic Application for which you want to change
the credential. Select its checkbox (I). To apply a credential to multiple Dynamic Applications, select the
checkbox for each Dynamic Application.
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5. From the Select Action drop-down list, select the credential from the list of all credentials that you are
allowed to use, and then select the [Go] button.
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NOTE: Your organization membership(s) might affect the list of credentials you can see in the Select Action
drop-down list.

NOTE: If this Dynamic Application has already been aligned with a credential to which you do not have
access, the Credential column will display the value Restricted Credential. If you align the device with
a different credential, you will not be able to re-align the device with the Restricted Credential.

6. You should see your change reflected in the Credential column in the Dynamic Application Collections
page.

Viewing the Status of a Dynamic Application Associated with a Device
in the Classic SL1 User Interface

For each device, SL1 maintains the collection status for each collection object in each Dynamic Application
aligned with that device. The Dynamic Application Collections page displays the status of each collection object
for a device as represented by two values: Found and Collect. The Dynamic Application Collections page also
displays the Found and Collect values for each presentation object, which are derived from the status of each
collection object used by the presentation object.
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Found

The Found status for a collection object has two possible values:
o Yes. Data has been successfully collected from this device for this object. Found is set to Yes the first time
data is successfully collected from this device for this object.
o No. Data has never been successfully collected from this device for this object. No is the initial value of
Found for every object when a Dynamic Application is initially aligned with a device.
The Found status for a presentation object also has two possible values (Yes and No).
« Ifthe presentation object uses only one collection object, the presentation object always has the same
default Found and default Collect values as that collection object.
« If a presentation object uses multiple collection objects, the default Found value for the presentation
object will be Yes only if all the collection objects used by the presentation object have a Found value of Yes.

After Found is set fo Yes for an object, SL1 will never automatically change the value of Found for this object.

The value of Found is used by SL1 to determine whether icons, tabs, and Navbar links that lead to the
[Performance] or [Configs] page where the collection object is used should be active.

Collect

The Collect status for a collection object has two possible values:

o Yes. SL1 will attempt to collect data for this object when collection for this Dynamic Application occurs. Yes is
the initial value for Collect for every object when a Dynamic Application is initially aligned with a device.

o No. SL1 will not attempt to collect data for this object when collection for this Dynamic Application occurs.
SL1 might set Collect to No automatically if no data has been collected.

o Ifacollection object has a Collect value of No, all presentation objects that use that collection object will also
have a Collect value of No.

The Collect status for a presentation object also has two possible values (Yes and No).

« Ifthe presentation object uses only one collection object, the presentation object always has the same
default Found and default Collect values as that collection object.

« If a presentation object uses multiple collection objects, the default Collect value for the presentation
object will be Yes only if all the collection objects used by the presentation object have a Collect value of Yes.
If one or more collection objects used by the presentation object have a Collect value of No, the presentation
object will also have a default Collect value of No.

o The Collect status for a presentation object has no effect upon its collection objects. If you manually change
the Collect status for a presentation object, the Collect status for the collection objects used by the
presentation object will not change.
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NOTE: Before determining which collection objects defined in a Dynamic Application will be collected, SL1
determines whether the Dynamic Application itself should be collected. Dynamic Applications are not
collected for devices that are unavailable (because of a failed availability check) or have collection
disabled (either manually by a user or because of maintenance scheduled in SL1) regardless of the
Collect value of the objects.

Performing Other Administrative Tasks for an Aligned Dynamic
Application in the Classic SL1 User Interface

You can perform the following other administrative tasks for an aligned Dynamic Application in the Dynamic
Application Collections page:

o Enable or disable one or more collection objects or presentation objects.

« Stop data collection for the whole Dynamic Application.

o Resetthe statistical data that has been stored for standard deviation alerting.

o Reset persistent session objects that have been collected and stored for a Dynamic Application.

o Test collection for a Dynamic Application.

o Remove all data collected using the Dynamic Application and optionally unalign the Dynamic Application
from the device.

To perform one of these tasks:

1. Gotothe Device Manager page (Devices > Device Manager).

2. Inthe Device Manager page, find the device for which you want to perform an administrative task. Select its
wrench icon ( a).

3. Inthe Device Administration panel, select the [Collections] tab.

4. Inthe Dynamic Application Collections page, find the Dynamic Application for which you want to perform
an administrative task. The following sections describe how to perform each task.

Enabling or Disabling Objects

From the Dynamic Application Collections page, you can customize the collection performed by the Dynamic
Application for the current device. This customization will be used by SL1 only for this specific device. For all other
devices, SL1 will use the default list of objects from the Dynamic Application's definition or will use the list of objects
defined in the Dynamic Application Collections page for that device.

NOTE: If a collection object has a Collect value of No, all presentation objects that use that collection object
will also have a Collect value of No.
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To enable or disable collection for one or more objects in a Dynamic Application:

To disable collection for one or more collection objects, unselect the checkbox for each object for which
you want to disable collection.

For each unselected object, the Collect column should now display No.

To enable collection for one or more collection objects, select the checkbox for each object for which you
want to enable collection.

For each selected object, the Collect column should now display Yes.

Select the [Save] button.

NOTE: If a user manually sets the Collect status of a collection object or presentation object to No, SL1 will

not attempt to re-collect the object once a day and will not automatically set the Collect status to Yes.

Restarting Automatic Maintenance of Collection Objects

If a user manually sets the Collect status of a collection object or presentation object, SL1 will not automatically
change the Collect status of that object as described in the How SLT Manages Collect Status section.

If you want SL1 to restart automatic maintenance of the objects in a Dynamic Application, perform the following
steps:

1.

In the Dynamic Application Collections page, select the checkbox (i) for the Dynamic Application for
which you want to restart automatic collection maintenance. To restart automatic collection maintenance for
multiple Dynamic Applications, select the checkbox for each Dynamic Application.

From the Select Action drop-down list, select Restore System Control of Collection State and then select the
[Go] button.

Automatic collection maintenance for all objects in the Dynamic Application will now occur. The Collect
status of the objects in the Dynamic Application will not change immediately.

Editing the Poll Frequency for a Dynamic Application on the Current Device

Poll Frequency is the frequency at which SL1 will query the device to retrieve the data specified in the Dynamic

Application. Each Dynamic Application includes a default frequency.

From the Dynamic Application Collections page, you can change the poll frequency for a Dynamic Application
on the current device. For the current device, the edited poll frequency will override:
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« the default frequency for the Dynamic Application.

« the poll frequency defined for a Dynamic Application in one or more device templates.
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To edit the poll frequency for a Dynamic Application on the current device:

1. Inthe Dynamic Application Collections page, select the checkbox (i) for the Dynamic Application for
which you want to change the poll frequency. To change the poll frequency for multiple Dynamic
Applications, select the checkbox for each Dynamic Application.

2. From the Select Action drop-down list, select Poll Frequency from the list of poll frequencies and then select
the [Go] button.

3. You should see your change reflected in the Poll Frequency column in the Dynamic Application
Collections page.

Stopping Data Collection for a Dynamic Application

You can stop data collection for a Dynamic Application on the current device. This will affect collection only for this
specific device. For all other subscriber devices, SL1 will continue to use this Dynamic Application to collect data.

To stop data collection for a Dynamic Application on this device:

1. Selectthe checkbox (I) of each Dynamic Application for which you want to stop data collection.

2. From the Select Action drop-down list, select the following:

« Disable All Collection Objects. For all collection objects in the selected Dynamic Application(s), the
Collect value will be setto No.

3. Selectthe [Go] button.

NOTE: If a user manually sets the Collect status of a collection object or presentation object to No, SL1 will not
attempt to re-collect the object once a day and will not set the Collect status to Yes.

Resetting Statistical Data for a Dynamic Application

SL1 allows you to examine the value of an object and trigger an alert if that value falls outside the range of
"normal" values for that object at that hour of the day on that day of the week. The deviation function allows you to
define such alerts.

To use the deviation function, you must configure SL1 to store and calculate the mean values and standard
deviation for an object. You do this by selecting the Enable Deviation Alerting field in the Collection Objects
page. You then specify the minimum and maximum number of weeks to collect deviation data for the object. SL1
must have already collected at least the minimum number of weeks' worth of values for an object before SL1 will
evaluate alert formulas that use the deviation function. To use the deviation function, you must specify a minimum
value of at least two weeks.

In some cases, you might want to delete all the collected statistics for an object and start over. This is useful if

known circumstances change the value of an object, and you no longer want to use the old data to calculate the
"normal" ranges. You can do this by "resetting" the statistical data for an object.
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For example, suppose you were monitoring bandwidth usage with a standard deviation alert. Suppose your
company previously ran on a 09:00 to 17:00 work schedule. Suppose your company has recently added a
nightshift to the schedule. In this circumstance, you might want to reset the statistical data to determine the new
"normal" usage patterns.

When you reset the statistical data for an object, you are telling SL1 to ignore all previously collected values and to
use only values from today onward. When you reset the statistical data for an object, the Dynamic Application
Collections page will again display a message like:

Note: object 123 not ready for deviation alerting.

until enough data has been collected to again calculate standard deviation for the object. SL1 will again start
collecting the minimum number of weeks of data for the object (as specified in the Enable Deviation Alerting
field in the Collection Obijects page) and calculating the "normal" ranges for those objects for each hour at each
day of the week.

To delete all current statistical data for an object:

1. Inthe Dynamic Application, find the object for which you want to reset data.
2. Inthat Dynamic Application, find the object for which you want to reset data. Select its checkbox ().

3. From the Select Action drop-down list, select the following option:

o Reset Statistical Data. Removes all previously collected statistical data for the selected object. SL1 will
again start collecting the minimum number of weeks of data for the object (as specified in the Enable
Deviation Alerting field in the Collection Objects page) and calculating the "normal" ranges for
those objects for each hour at each day of the week.

4. Selectthe [Go] button.

5. The Dynamic Application Collections page will display a message like:

Note: object 123 not ready for deviation alerting.
Resetting Persistent Session Objects for a Dynamic Application

SOAP or XSLT Dynamic Applications can contain a collection object that stores a Session ID. The value for this
collection object can be defined as a persistent value. If SL1 has already retrieved and stored a value in the
collection object for the Session ID, SL1 will not collect a new value for the collection object until a SOAP fault
occurs. You can force SL1 to re-collect a Session ID collection object by deleting the current persistent value.

To delete the current persistent value for a session object:

1. Inthe Dynamic Application, find the object for which you want to reset data. Select its checkbox ().
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2. From the Select Action drop-down list, select the following option:

« Reset Persistent Session Objects. Removes the stored value for collection objects of type SOAP/XSLT
Session ID. SOAP/XSLT Session ID objects are persistent across collection periods; SL1 does not
collect a SOAP/XSLT Session ID object if a collected value is available from a previous poll. After
selecting this option, SL1 will delete the existing value for the object and collect a new value during the
next collection.

3. Selectthe [Go] button.
Testing Data Collection for a Dynamic Application
On asingle device, you can perform a test-run of collection with a single Dynamic Application. During this fest run,

SL1 displays details of each step of the collection process. This information can be very helpful for troubleshooting
and debugging.

NOTE: During a test run of a collection with a Dynamic Application, SL1 does not store the collected data or
generate alerts. SL1 will continue to collect data and generate alerts using the selected Dynamic
Application at the frequency defined in the Dynamic Application.

To execute a test run of collection with a single Dynamic Application:

1. Locate the device on which you want to test the Dynamic Application and click its wrench icon ( ﬁ).
2. Click the Collections tab.

3. Find the Dynamic Application for which you want to test collection and click its lightning bolt icon (# ).

NOTE: If a device is currently unavailable, the lightning bolticon () will be grayed out for each Dynamic
Application aligned with the device.

2. SL1 displays a Session Logs modal that includes details about each step of the collection process and
diagnostic details about alerts in the Dynamic Application. This information can be helpful during
troubleshooting.

Removing Data Collected by a Dynamic Application

You can remove the data retrieved with a Dynamic Application from the current device. You have two options for
removing Dynamic Application data associated with a device:

o Remove all previously collected data, but continue to collect data at the specified polling frequency.

o Remove all normalized data, but retain all raw collected data and continue to collect data at the specified
polling frequency.

o Remove all previously collected data and stop collecting data with this Dynamic Application. This unaligns the
device from the Dynamic Application. The device will no longer be a subscriber to the Dynamic Application.
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To remove Dynamic Application data associated with a device:

1. Inthe Dynamic Application Collections page, select the checkbox () of the Dynamic Application for
which you want to remove data. To remove data for multiple Dynamic Applications, select the checkbox for
each Dynamic Application.

2. From the Select Action drop-down list, select one of the following options:

e Remove Data. Removes all previously collected data, but data will continue to collect at the specified
polling frequency.

« Remove Normalized Data. Removes all normalized data, but all raw collected data is retained and
data will continue to collect at the specified polling frequency.

« Stop Collection and Remove Data. Removes all previously collected data and stops collection of
data with this Dynamic Application. This "unaligns" the device from the Dynamic Application. The
device is no longer considered a subscriber to the Dynamic Application. If you perform this option and
later want to subscribe to this Dynamic Application again, you must re-align the device with the
Dynamic Application.

3. Selectthe [Go] button.

How SL1 Manages the Collection Status for Dynamic
Applications

This section describes how SL1 manages collection for Dynamic Applications, including the conditions under
which it might automatically stop or restart collection. It also describes the types of collection objects for which it will
never automatically change the collection status.

Stopping Collection

One of the Sciencelogic hourly maintenance tasks checks the last collection time for every collection object being
collected from every device. If the last collection time for an object on a device is more than 24 hours ago,
collection is stopped for that collection object on that device. SL1 will set the Collect status of that object to No.

NOTE: If a device is in maintenance mode, is unavailable, or has been manually disabled by a user, SL1 will
not automatically set the Collect status of objects to No. SL1 will automatically set the Collect status of
objects to No only if the device is up and running, but SL1 still cannot collect the object.

When SL1 sets the Collect status of that object to No, SL1 generates an event. The event will include the name of
the device, the name of the Dynamic Application, the name of the collection object, and the collection object IDs.
By default, this event is of severity "notice".
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NOTE: For Dynamic Applications that have the Component Mapping checkbox selected in the Dynamic
Applications Properties Editor page, SL1 will never automatically set the Collect status to No for
any of the collection objects in the Dynamic Application.

NOTE: For Dynamic Applications that have the Caching fields set to either Cache Results or Consume
cached results in the Dynamic Applications Properties Editor page, SL1 will never automatically
set the Collect status to No for any of the collection objects in the Dynamic Application.

Starting Collection

For each object that has the Collect status of No, SL1 will attempt to re-collect the object once a day. If re-
collection is successful, SLT will automatically set the Collect value for that object to Yes.

NOTE: If a user manually sets the Collect status of a collection object or presentation object to No, SL1 will
not attempt to re-collect the object once a day and will not set the Collect status to Yes.

Collection Objects that are Excluded from Maintenance

The Collect status of the following collection objects is never changed automatically:

« Collection objects in Dynamic Applications that have the Component Mapping checkbox checked in the
Dynamic Applications Properties Editor page.

« Collection objects in Dynamic Applications that have the Caching fields set to either Cache Results or
Consume cached results, in the Dynamic Applications Properties Editor page.

o Collection objects that have the Disable Object Maintenance setting enabled.

o Collection objects that have a Collect status defined by a user, i.e. collection objects that were manually
enabled or disabled by a user.

Status of Objects for Deviation

SL1 allows you to examine the value of an object and trigger an alert if that value falls outside the range of

"normal" values for that object at the hour of the day on that day of the week. The deviation function allows you to

define such alerts.
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To use the deviation function, you must configure SL1 to store and calculate the mean values and standard
deviation for an object. You do this by selecting the Enable Deviation Alerting field in the Collection Objects
page. You then specify the minimum and maximum number of weeks to collect deviation data for the object. SL1
must have already collected at least the minimum number of weeks' worth of values for an object before SL1 can
evaluate alert formulas that use the deviation function. To use the deviation function, you must specify a minimum
value of at least two weeks.

If a Dynamic Application in the Dynamic Application Collections page contains one or more alerts that use the
deviation function, the Dynamic Application Collections page displays the status of the collection objects.

For example, suppose an alert in a Dynamic Application will apply the deviation function to object "o 123".
Suppose that you specified that SL1 must collect at least two weeks' worth of deviation data for this object. Suppose
that SL1 contains only one weeks' worth of values for object "o 123", In this case, the Dynamic Application
Collections page will display the following message:

Note: object 123 not ready for deviation alerting.

When SL1 contains at least two weeks worth of values for object "o 123", the Dynamic Application Collections
page will display the following message:

All objects ready for deviation alerting.

Bulk Un-Aligning Dynamic Applications

The Application Subscribers page contains a drop-down field in the lower right called Select Action. This field
allows you to un-align a Dynamic Application from one or more subscriber-devices.

To un-align a Dynamic Application from one or more devices:

1. Gotothe Dynamic Applications Manager page (System > Manage > Dynamic Applications).

2. Inthe Dynamic Applications Manager page, find an application with a subscriber icon (s
Subscribers column. Clickt the icon.

) in the

3. The Application Subscribers page appears.

4. Inthe Application Subscribers page, select the checkbox for each device you want to apply the action to.
To select all checkboxes for all devices, select the red checkbox (i) at the top of the page.

5. Inthe Select Action drop-down list, select Unalign Device and Remove Collection Data. This option un-
aligns the device from the Dynamic Application and deletes all data collected by the Dynamic Application
from the device. The device is no longer considered a subscriber to the Dynamic Application. If you perform
this option and later want to subscribe to this Dynamic Application again, you must re-align the device with
the Dynamic Application.

6. Click the [Go] button to apply the action to all selected devices.
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Setting Thresholds for Dynamic Applications

If a Dynamic Application includes one or more thresholds, you can change the threshold value on a per-device

basis. To change a Dynamic Application threshold for a device:

1. Gotothe Device Manager page (Devices > Device Manager).

2. Inthe Device Manager page, find the device for which you want to define a threshold. Select its wrench icon

().

3. Inthe Device Administration panel, select the [Thresholds] tab.

4. The Device Thresholds page displays a list of thresholds defined for each Dynamic Application that is
aligned to the device. To change a threshold, move the slider for that threshold or enter a value in the

number field for that threshold:

Device Thresholds

[_Actions | Reset | Guide |

Operating System Thresholds

-

System Latency | o L L L

- 100| ms [Default: 100 ms]

System Availability

*]. % [D=fault: 98 %]

Data Retention Thresholds

m

Device Logs Max | amy

w| 50000| records [Defautt: 500

Device LOGS AQE |

Bandwidth Data | « - 1

Daily Rellup Bandwidth Diata | gk L 1

Frequent Relup Bandwidth Data | g

Hourly Relup Bandwidth Data | g

Raw Performance Data | o

Daily Rollup Performance Data

Frequent Rollup Performance Dats | ol ) L L

Hourly Rellup Performance Data | o

Journal Datd | sm—

Configuration Data | o

- 30| records [Default: 30 reconds]

5. After changing one or more thresholds, select the [Save] button to save your changes.

NOTE: Changing a threshold in the Device Thresholds page affects only the current device. The threshold
values defined in the Dynamic Application remain unchanged.
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Dynamic Applications and Discovery

Discovery is the Sciencelogic tool that automatically discovers devices in your network. You supply the discovery
tool with a range or list of IP addresses, and the discovery tool determines if a device exists at each IP address. The
discovery tool also determines which (if any) Dynamic Applications to align with the device. If the discovery tool
finds Dynamic Applications to align with the device, the discovery tool triggers collection for each aligned Dynamic
Application.

To learn more about discovery, see the Discovery and Credentials manual.

How Does SL1 Align Dynamic Applications During Discovery?

Most Dynamic Applications include a discovery object. A discovery object enables SL1 to determine which devices
to align with a Dynamic Application.

During discovery, SL1:

1. Searches the list of Dynamic Applications.

2. Ifa Dynamic Application includes a discovery object, SL1 adds that Dynamic Application to the list of Dynamic
Applications to try to align during discovery.

3. Foreach Dynamic Application that includes a discovery object, SL1 checks the current discovery session for
an appropriate credential. For example, for each database Dynamic Application, SL1 would look for one or
more database credentials that have been selected for the discovery session.

4. Foreach discovered device, both those that support SNMP and those that don't, discovery tries to determine
which Dynamic Applications to align. For each discovered device, SL1 tries to align each Dynamic
Application in the list of Dynamic Applications to try during discovery. For each Dynamic Application in the list,
SL1 tries fo connect fo each device with each of the appropriate credentials (until SL1 finds a working
credential) and then tries to find the discovery object. If SL1 is able to connect to a device with one of the
credentials and can then retrieve the discovery object, SL1 will align the Dynamic Application with the
device.

NOTE: SL1 also includes more sophisticated logic that allows you to define multiple discovery objects,
validate the value of the discovery object, and to align the Dynamic Application if a discovery object is
not available. However, the most common use of a discovery object is as described above (discovery
object exists).

5. I discovery aligns a Dynamic Application with a device, immediately after discovery completes SL1 will start
the first collection from that device using the aligned Dynamic Application. This step is not performed for
Dynamic Applications that meet all of the following three criteria:

e Has a collection frequency of 1 minute, 2 minutes, 3 minutes or 5 minutes.
o Does not have component mapping enabled (does not discover component devices).

o Is aligned with a component device.
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NOTE: During discovery, SL1 tries each SNMP credential specified in the discovery session on each
discovered device, to determine if SL1 can collect SNMP details from the device. Later in the
discovery session, during alignment of Dynamic Applications, discovery again tries each SNMP
credential specified in the discovery session. If one of the SNMP credentials times out three times
without any response, discovery will stop trying to use that SNMP credential to align SNMP Dynamic
Applications. Note that "no response" means that a device did not respond at all. Note that if a device
reports that "no OID was found" or "the end of the OID tree was reached", these are considered a
legitimate response and would not cause SL1 to abandon the credential.

Queuing Discovery from the Dynamic Applications Manager Page

From the Dynamic Applications Manager page, you can manually run the Dynamic Application alignment
portion of discovery for all devices in the system using one or more selected Dynamic Applications.

To manually queue discovery from the Dynamic Applications Manager page:

1. Gotothe Dynamic Applications Manager page (System > Manage > Dynamic Applications).

2. Inthe Dynamic Applications Manager page, select the checkbox for each Dynamic Application you want
to use for discovery.

3. Inthe Select Action drop-down list, select Discover Applications. Select the [Go] button.

Dynamic Applications Manager | Total Found [1552]

on 10

1| Not Test ICDA Tmin Snippet Configuation Enatéed 1 1602 -~ Scencelogic IGDA Har SYSTEM 2t = = - emladmin  201807-20092705
2 @2.4evel DCM app cache producer 15 min. Snippet Configuration Enabled 0.1 1517 Zudewel DCM app test SYSTEM 2 - - ‘emTadmin 2018.07-20 08 26 21
3 P2devel DCM app conly Tmn Snippel Confgueston Enabled 01 1620 -~ ZdevelDCMapptest  SYSTEM e - | 2018.07-20 00 2621

_-_----__ﬂ----_lﬂ
_-_----__ﬂ---__lﬂ

L1

B hAneon Condguration 120 mn. SNMP Configuration Enabled 12 1174 - Aleon Base Pack nia P i L -~ emTadmin 20180719 233721

7 PAleon Load Trendng 15mn. SNMP Performance Enabled 11 1173~ AReon Base Pack na = i = emTadmin 2018078232021 /4
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o AP Environmental TH 5min, SNMP Performance  Enabled 81 713 -~ APC Base Pack nla 23 g2 22 gt emTadmin  2018-07-19232441 S

10 PAFC. Asset Tracking 1440 min SNMP Configuration  Enabled 11 o7 - APC Base Pack na 18 2 y
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4. You can also run the Dynamic Application alignment portion of discovery for all devices in the system using a
single Dynamic Application. To do this, select the lightning bolt icon (:f) for that Dynamic Application.
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Chapter

11

Device Thresholds and Data Retention

Overview

SL1 allows users to define performance thresholds for devices. When these thresholds are exceeded, SL1
generates an event. Events are messages that are triggered when a specific condition is met. For example, an

event can signal that a CPU is at maximum capacity or that a device's hard drives are getting too full.

These events have messages like:

CPU usage exceeded threshold

Physical Memory usage exceeded threshold
Virtual Memory usage exceeded threshold

File system usage exceeded (critical) threshold
File system usage exceeded (major) threshold

Bandwidth usage exceeded threshold

These events notify users when hardware is starting to reach its limits. This allows users to fix the problem before a

catastrophic hardware or software failure occurs.

Users can define hardware thresholds in two ways:

1.

Users can define global hardware thresholds in the Global Threshold Settings page (System > Settings >
Thresholds), in the Operating System Thresholds pane. These global thresholds apply to all hardware
discovered by SL1.

For a single device, users can override the global hardware thresholds in the Global Threshold Settings
page (System > Settings > Thresholds). Users can do this on the [Thresholds] tab of the
Device Investigator (or the Device Thresholds page in the classic SL1 user interface).

This chapter describes how to define both types of hardware thresholds.
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Use the following menu options to navigate the SL1 user interface:
o Toview a pop-out list of menu options, click the menu icon (E)
o Toview a page containing all the menu options, click the Advanced menuicon ().

This chapter includes the following topics:

Global Settings for Thresholds ... .. .. 250
Device Thresholds .. . 255
Defining Device Thresholds in the Classic SLT User Interface ... ... . 261

Global Settings for Thresholds

The System Threshold Defaults page (System > Settings > Thresholds > System) allows you to define global
thresholds for system latency, file system usage, counter rollovers, ICMP availability, and number of component
devices.

These settings apply to all devices. However, you can override these system settings on a case-by-case basis. For
example, you can define thresholds for a device's file systems in the [Thresholds] tab of the Device Investigator
(or the Device Thresholds page in the classic SL1 user interface). The seftings you define for the specific device
override the settings in the System Threshold Defaults page.

To edit the global seftings for system thresholds:

1. Gotothe System Threshold Defaults page (System > Settings > Thresholds > System).
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2. Inthe System Threshold Defaults page, you can drag sliders to change to value of each field or edit a field
manually. You can edit the value for one or more of the following fields:

« Interface Inventory Timeout. Specifies the maximum amount of time that the discovery processes
will spend polling a device for the list of interfaces. After the specified time, SL1 will stop polling the
device, will not model the device, and will continue with discovery. The default value is 600,000 ms
(10 minutes).

o During initial discovery, initiated from the Discovery Session Editor page (System > Manage
> Classic Discovery > Create), SL1 uses the value in this field if there is no differing value
specified in the Discovery Session Editor page.

o During re-discovery (clicking the binocular icon (#3) in the Device Properties page), SLT will
use the value in this field if there no value is specified in the [Thresholds] tab of the
Device Investigator (or the Device Thresholds page in the classic SL1 user interface) for the
device.

o During nightly auto-discovery (run automatically by SL1 every night, to update device
information), SL1 uses the value in this field if no differing value is specified in the [Thresholds]
tab of the Device Investigator (or the Device Thresholds page in the classic SL1 user
interface) for a device.

e Maximum Allowed Interfaces. Specifies the maximum number of interfaces per device. If a device
exceeds this number of interfaces, SL1 will stop scanning the device, will not model the device, and
will continue with discovery. The default value is 10,000.

o During initial discovery, initiated from the Discovery Session Editor page (System > Manage
> Classic Discovery > Create), SL1 uses the value in this field if there is no differing value
specified in the Discovery Session Editor page.

o During re-discovery (clicking the binocular icon (#3) in the Device Properties page), SL1 will
use the value in this field if there is no differing value is specified in the [Thresholds] tab of the
Device Investigator (or the Device Thresholds page in the classic SL1 user interface) for the
device.

o During nightly auto-discovery (run automatically by SL1 every night, to update device
information), SL1 uses the value in this field if no differing value is specified in the [Thresholds]
tab of the Device Investigator (or the Device Thresholds page in the classic SL1 user
interface) for a device.

« System Latency. During polling, the platform initially pings monitored devices. The value in this field
is the maximum number of milliseconds for the device to respond to SL1's ping (round-trip time
divided by 2). The default value is 100 ms. When the latency threshold is exceeded, SL1 generates
an event for that device.

« System Availability. During polling, SLT monitors devices for availability. Availability means the
device's ability to accept connections and data from the network. The value in this field is the percent
availability required of each device. The default value is 99%. When a device falls below this level of
availability, SL1 generates an event for that device.

During polling, a device has two possible availability values:

o 100%. Device is up and running.

o 0%. Device is not accepting connections and data from the network.
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NOTE: Component devices use a Dynamic Application collection object to measure availability. SL1 polls
component devices for availability at the frequency defined in the Dynamic ApplicationFor details, see
the chapter on Monitoring Device Availability and Latency in the Monitoring Device Infrastructure

Health manual.

NOTE: The Ping & Poll Timeout (Msec) setting in the Behavior Settings page (System > Settings >
Behavior) affects how SL1 monitors device availability. This field specifies the number of milliseconds
the discovery tool and availability polls will wait for a response after pinging a device. After the
specified number of milliseconds have elapsed, the poll will timeout.

« File System Major. Threshold that will trigger a "low disk space" event. The default threshold is 85%.
When a device has used more disk space than the specified percentage, SL1 will generate a "file
system usage exceeded threshold" event with a status of "major”.

o File System Critical. Threshold that will trigger a "low disk space" event. The default threshold is 95%.
When a device has used more disk-space than the specified percentage, SL1 will generate a "file
system usage exceeded threshold" event with a status of "critical".

NOTE: If you hide a file system in the Device Hardware page (Devices > Hardware), SL1 does not generate
events for that file system.

« Rollover Percent. For any collected data that uses a 32-bit counter, you can specify how SL1
determines that the counter has "rolled over", that is, has reached its maximum value, is reset to zero,
and restarts counting. When this happens, the collected values go from the maximum value to a lower
value. However, there are multiple circumstances under which a counter value can go from a higher
value to a lower value:

o Maximum value has been exceeded and counter was reset to zero.
o Retrieved value was manually reset to zero on the external device.

o Data was collected out-of-order, that is, due to a slowdown somewhere in the network, two
counter values were stored out of sequence.

NOTE: For 64-bit counters, when the counter values go from a higher value o a lower value, SL1 assumes
that the counter has been manually reset or that the two values were collected out of order. SL1 does

not assume that the counter has rolled over.

The Rollover Percent field allows you to specify a threshold that indicates that a 32-bit counter has
reached its maximum value and restarted counting. The default value is 20%. When SL1 records a
counter value that is lower than the previously collected value, the platform:
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o Calculates the difference between the two counter values (the delta):

232 _ |ast Collected Value + Current Collected Value

o Examines the value of the Rollover Percent threshold. If the delta is less than the specified
percentage of the maximum possible value (232), SL1 concludes that the 32-bit counter rolled
over.

o Forexample, if you specified "25" in this field, SL1 would determine if the delta is less than 25%
of the maximum possible value. If the delta is less than 25% of the maximum possible value,
SL1 concludes that the 32-bit counter rolled over.

o When SL1 determines a counter has rolled over, SL1 uses the delta value when displaying the
data point for this poll period.

NOTE: The Rollover Percent field applies only to 32-bit counters. If a 64-bit counter value goes from a
higher value to a lower value, the change is treated as either a manual reset or an out-of-order
collection.

o Out-of-order Percent. For any collected data that uses a counter, you can specify how SL1
determines that data has been collected out of order. When this data is collected out of order, the
collected values go from a higher value to a lower value. However, there are multiple circumstances
under which a counter value can go from a higher value to a lower value:

o Maximum value has been exceeded and counter was reset fo zero (for 32-bit counters only).

o Data was collected out-of-order, that is, due to a slowdown somewhere in the network, two
counter values were stored out of sequence.

o Retrieved value was manually reset to zero on the external device.
The Out-of-order Percent field allows you to specify a threshold that indicates that data has been

collected out of order. The default value is 50%. When SL1 records a counter value that is lower
than the previously collected value and the platform has determined that the value is not a rollover,

SL1:
o Compares the current value to the last collected value:
current value / last collected value
o Ifthe ratio of current value / last collected value is greater than the percent specified in the Out-
of-order Percent field, SL1 concludes that the data was collected out of order.

o When SL1 determines a data point has been collected out of order, SL1 uses the following
value as the current value of the data point:

last collected value - current collected value
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NOTE: If a 32-bit counter value goes from the maximum value to a lower value, and the current collected
value does not meet the criteria for a rollover AND the current collected value does not meet the
criteria for out-of-order, SL1 concludes that the 32-bit counter was manually reset to zero (0). SL1
uses the current collected value for this data point.

NOTE: If a 64-bit counter value goes from a higher value to a lower value, and the current collected value
does not meet the criteria for out-of-order, SL1 concludes that the 64-bit counter was manually reset
to zero (0). SL1 uses the current collected value for this data point.

o Availability Ping Count. Ifyou select ICMP in the Availability Port field in the Device Properties
page (Devices> Device Manager > wrench icon) for a device, this field specifies the number of
packets that should be sent during each availability check. The default value is "1".

« Avail Required Ping Percentage. If you select ICMP in the Availability Port field in the Device
Properties page (Devices> Device Manager > wrench icon) for a device, this field specifies the

percentage of packets that must be returned during an availability check for SL1 to consider the device
available. The default value is "100%".

o Process Runtime Threshold Low. Threshold that will frigger a "process time exceeded" event. The
defaultthreshold is 80%. When a process has used more than 80% of its allowed Run Length, SL1
will generate a "process time exceeded threshold" event with a status of "minor”.

o Process Runtime Threshold High. Threshold that will trigger a "process time exceeded" event. The
defaultthreshold is 100%. When a process has used 100% of its allowed Run Length, SL1 will
generate a "process fime exceeded threshold" event with a status of "major”.

NOTE: Run Length is defined in the Process Manager page (System > Settings > Admin Processes).

« Component Purge Timeout. This field specifies the number of hours a device can be set to
"vanished" before SL1 purges the component device. When a device is purged, SL1 stops trying to
collect data about the component device. The purged device will not appear in reports or views on in
any pages in the user interface. When a device is purged, all of its configuration data and collected
data is deleted from the Database Server. If you set this value to "0", component devices are never
purged. You can override this threshold for a specific device in the [Thresholds] tab of the
Device Investigator (or the Device Thresholds page in the classic SL1 user interface) for the device.

NOTE: When a device is set to "vanished", all children of that device are also set to "vanished". When a
device is purged, all children of that device are also purged.
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« Component Vanish Timeout Mins. If SL1 cannot retrieve information from a root device about a
component device, this field specifies how many minutes fo wait until putting the component device
into "vanish" mode. When a device is set to "vanished", SL1 stops trying to collect data about the
component device. The vanished device will not appear in reports or views. The vanished device will
appear in the Yanished Device Manager page. If you set this value to "0", component devices are
never set to "vanished". You can override this threshold for a specific device in the [Thresholds] tab of
the Device Investigator (or the Device Thresholds page in the classic SL1 user interface) for the
device.

3. Click the [Save] button to save changes in this page.

Device Thresholds

On the [Thresholds] tab of the Device Investigator, you can define usage and performance thresholds and data
retention thresholds for a device:

. 10.64.172.73
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When performance thresholds are exceeded, SL1 will generate an event for the device. When space thresholds
are exceeded, SL1 will remove the oldest data from the database. For each of these thresholds, SL1 defines a
default value. You can edit the thresholds to meet your needs.

The thresholds defined for the device on the [Thresholds] tab override the global thresholds defined in the
Global Threshold Settings page (System > Seftings > Thresholds) and the Data Retention Settings page
(System > Settings > Data Retention).

To define thresholds for a device:

1. Gotothe [Thresholds] tab of the Device Investigator.
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2. Onthe [Thresholds] tab, you can define one or more of the following thresholds:

« Dynamic Application Thresholds. If the device is a subscriber for one or more Dynamic

Applications, this page can include threshold objects from those Dynamic Applications. By default,
each threshold object will have the default value as defined in its Dynamic Application. However, on
this page you can define a threshold value specifically for the current device. You can define a custom
value for each threshold object, and SL1 will use that custom value when evaluating Dynamic
Application alerts for this device. The following data retention thresholds always appear for Dynamic
Applications of type performance:

o Raw Data Retention. Number of days to retain raw performance data collected from the device
using this Dynamic Application. Raw data that is older than the specified number of days is
automatically deleted.

o Hourly Rollup Performance Data. Number of days to retain hourly normalized data for this Dynamic
Application. Hourly normalized data that is older than the specified number of days is automatically

deleted.

o Daily Rollup Performance Data. Number of days to retain daily normalized data for this Dynamic
Application. Daily normalized data that is older than the specified number of days is automatically

deleted.

NOTE: The default values for the Dynamic Application Thresholds fields are defined on the Data Retention
Settings page (System > Settings > Data Retention).
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« Interface Inventory Thresholds. When a device has a large number of interfaces, these settings

prevent SL1 from consuming too many resources during re-discovery (clicking the binocular icon (#4)
in the Device Properties page) and during auto-discovery (run automatically by SL1 every night, to
update device information).

o Interface Inventory Timeout. Specifies the maximum amount of time that the discovery processes
will spend polling a device for the list of interfaces. After the specified time, SL1 will stop scanning
the device, will not update the device, and will continue with discovery. The default value is

600,000 ms (10 minutes).

o Maximum Allowed Interfaces. Specifies the maximum number of interfaces per device. If a device
exceeds this number of interfaces, SL1 will stop scanning the device, will not update the device,
and will continue with discovery. The default value is 10,000.

File System Thresholds. For each file system on the device that has been detected by SL1, you can
define two thresholds:

o Major. Threshold that will trigger a "low disk space" event. The default threshold is 85%. When a
device has used more disk space than the specified percentage, SL1 will generate a "file system
usage exceeded threshold" event with a status of "major". To disable this threshold for the
current device, set the threshold to 0% (zero percent). When you disable a threshold, SL1 does not
generate an event for the threshold.
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o Critical. Threshold that will frigger a "low disk-space" event. The default threshold is 95%. When a
device has used more disk space than the specified percentage, SL1 will generate a "file system
usage exceeded threshold" event with a status of "critical". To disable this threshold for the
current device, set the threshold to 0% (zero percent). When you disable a threshold, SL1 does not
generate an event for the threshold.

NOTE: If you hide a file system in the Device Hardware page (Devices > Hardware), SL1 does not monitor
the thresholds on the file system and does not generate events for that file system.

o Operating System Thresholds. You can define the following two thresholds for the device. The
thresholds defined for the device in this page override the global thresholds defined in the Global
Threshold Settings page (System > Settings > Thresholds).

o System Latency. Every five minutes, SL1 polls monitored devices to determine latency. The value in
this field is the maximum number of milliseconds for the device to respond to SL1's poll (round-trip
time divided by two). The default threshold value is 100ms. When the latency threshold is
exceeded, SL1 generates an event ("network latency exceeded threshold") for that device. To
disable this threshold for the current device, set the threshold to O (zero) milliseconds. When
you disable a threshold, SL1 does not generate an event for the threshold.

o System Availability. Every five minutes, SL1 polls devices for availability. The default threshold
value is 99%. Availability means the device's ability to accept connections and data from the
network. The value in this field is the percent availability required of each device. When a device
falls below this level of availability, SL1 generates an event for that device.

For availability collection, a device has two possible availability values:

m 100%. Device is up and running.

m 0%. Device is not accepting connections and data from the network.

However, you might see values other than 100 or O in an availability report. If a report contains
any other percentage, it is an average of multiple readings. For example, if SL1 gathered five
readings and during one of those readings a device was unavailable, the average would be 80%

(100 + 100 + 100 + 100 + 0 = 400; 400/5 = 80).

NOTE: Component Devices use a Dynamic Application collection object to measure
availability. SL1 polls component devices for availability at the frequency defined in
the Dynamic Application. For details, see the description of the Component
Identifier field in the Collection Objects page. For details, see the manual
Monitoring Device Infrastructure Health.

« Data Retention Thresholds. These thresholds specify how long SL1 will store data collected from the
device. The thresholds defined for the device on this page override the global thresholds defined in
the Data Retention Settings page (System > Settings > Data Retention).

o Device Logs Max. Maximum number of records to store in the device log. The default value is
50,000 entries. When this number is exceeded, the oldest entries will be removed.
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o Device Logs Age. Number of days to retain device logs. Log records that are older than the
specified number of days are automatically removed. The default value is 90 days.

o Bandwidth Data. Number of days to retain bandwidth data and CBQoS data collected from each
interface on a device . Bandwidth data that is older than the specified number of days is
automatically removed. The default value is 270 days.

o Daily Rollup Bandwidth Data. Number of days to retain daily normalized data and daily normalized
CBQoS data for each interface on the device. Daily normalized data that is older than the specified
number of days is automatically deleted. The default value is defined in the Data Retention
Settings page.

o Hourly Rollup Bandwidth Data. Number of days to retain hourly normalized data and hourly
normalized CBQoS data for each interface on a device. Hourly normalized data that is older than
the specified number of days is automatically deleted. The default value is defined in the Data
Retention Settings page.

o Raw Performance Data. Number of days to retain performance data collected from the device. This
setfting applies to availability statistics, latency statistics, file system statistics, statistics generated by
monitoring policies, and Performance Dynamic Applications for which a specific Raw Data
Retention setting has not been defined. Performance data that is older than the specified number
of days is automatically deleted. The default value is defined in the Data Retention Settings page.

o Daily Rollup Performance Data. Number of days to retain daily normalized performance data for
the device. This setting applies to daily normalized availability data, normalized latency data,
normalized file system data, normalized data for monitoring policy statistics, and normalized data
for Performance Dynamic Applications for which a specific Daily Rollup Retention setting has not
been defined. Daily normalized performance data that is older than the specified number of days is
automatically deleted. The default value is defined in the Data Retention Settings page.

o Hourly Rollup Performance Data. Number of days to retain hourly normalized performance data for
the device. This setting applies to hourly normalized availability data, normalized latency data,
normalized file system data, normalized data for monitoring policy statistics, and normalized data
for Performance Dynamic Applications for which a specific Hourly Rollup Retention setting has not
been defined. Hourly normalized performance data that is older than the specified number of days
is automatically deleted. The default value is defined in the Data Retention Settings page.

o Raw Journal Data. Number of days to retain raw collected data from Dynamic Applications of type
"journal". The default value is defined in the Data Retention Settings page.

o Crunched Journal Data. Number of days fo retain data that has been processed using the
presentation objects in Dynamic Applications of type "journal". The default value is defined in the
Data Retention Settings page.

o Configuration Data. Number of days to retain data from Dynamic Applications of type
"configuration". The default value is defined in the Data Retention Settings page.

NOTE: In SL1, normalized data does not include polling sessions that were missed or skipped. So for
normalized data, null values are not included when calculating maximum values, minimum values,
or average values.
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TIP: You might want to retain normalized data for longer periods of time and non-normalized data for shorter
periods of time. This allows you to save space and still create historical reports.

o Counter Rollover Thresholds. You can define the following two thresholds for the counters on the
device. The thresholds defined for the device in this page override the global thresholds defined in the
Global Threshold Settings page (System > Settings > Thresholds).

o Rollover Percent. For any collected data that uses a 32-bit counter, you can specify how SL1
determines that the counter has "rolled over", that is, has reached its maximum value, is reset to
zero, and restarts counting. When this happens, the collected values go from the maximum value
to a lower value. However, there are multiple circumstances under which a 32-bit counter value
can go from a higher value to a lower value:

NOTE: For 64-bit counters, when the counter values go from a higher value to a lower

value, SL1 assumes that the counter has been manually reset or that the two values
were collected out of order. SL1 does not assume that the counter has rolled over.

Device Thresholds

Maximum value has been exceeded and counter was reset to zero.

Data was collected out-of-order, that is, due to a slowdown somewhere in the network, two
counter values were stored out of sequence.

Retrieved value was manually reset to zero on the external device.

The Rollover Percent field allows you to specify a threshold that indicates that a 32-bit
counter has reached its maximum value and restarted counting. The default value is 20%.
When SL1 records a counter value from a 32-bit counter that is lower than the previously
collected value, SL1:

calculates the difference between the two counter values (the delta):

maximum value (either 232) - Last Collected Value + Current
Collected Value

Examines the value of the Rollover Percent threshold. If the delta is less than the specified
percentage of the maximum possible value (either 232), SL1 concludes that the counter
rolled over.

For example, if you specified "25" in this field, SL1 would determine if the delta is less than
25% of the maximum possible value. If the delta is less than 25% of the maximum possible
value, SL1 concludes that the counter rolled over.

When SL1 determines a 32-bit counter has rolled over, SL1 uses the delta value when
displaying the data point for this poll period.
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o Qut-of-order Percent. For any collected data that uses a counter, you can specify how SL1
determines that data has been collected out of order. When this data is collected out of order, the
collected values go from a higher value to a lower value. However, there are multiple
circumstances under which a counter value can go from a higher value to a lower value.

m Maximum value has been exceeded and counter was reset to zero (for 32-bit counters only).

m Data was collected out-of-order, that is, due to a slowdown somewhere in the network, two
counter values were stored out of sequence.

m Retrieved value was manually reset to zero on the external device.
The Out-of-order Percent field allows you to specify a threshold that indicates that data has been

collected out of order. The default value is 50%. When SL1 records a counter value that is lower
than the previously collected value and SL1 has determined that the value is not a rollover, SL1:

m compares the current value to the last collected value:
current value / last collected value

m |fthe ratio of current value divided by last collected value is greater than the percent
specified in the Out-of-order Percent field, SL1 concludes that the data was collected out
of order.

m When SL1 determines a data point has been collected out of order, SL1 uses the following
value as the current value of the data point:

last collected value - current collected value

NOTE: If a 32-bit counter value goes from the maximum value to a lower value, and the current collected
value does not meet the criteria for a rollover AND the current collected value does not meet the
criteria for out-of-order, SL1 concludes that the 32-bit counter was manually reset to zero (0). SL1
uses the current collected value for this data point.

NOTE: If a 64-bit counter value goes from a higher value 1o a lower value, and the current collected value
does not meet the criteria for out-of-order, SL1 concludes that the 64-bit counter was manually reset
tozero (0). SL1 uses the current collected value for this data point.

« ICMP Availability Thresholds. You can define the following availability thresholds for the device. The

thresholds defined for the device in this page override the global thresholds defined in the Global
Threshold Settings page (System > Settings > Thresholds).

o Availability Ping Count. If you selected ICMP in the Availability Port field on the [Settings] tab of
the Device Investigator (or on the Device Properties page in the classic SL1 user inferface), this
field specifies the number of packets that should be sent during each availability check. If you
selected ICMP in the Latency Port field in the Device Properties page, this field specifies the
number of packets that should be sent during each latency check. The default value is"1".
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o Avail Required Ping Percentage. If you selected ICMP in the Availability Port field on the [Settings]
tab of the Device Investigator (or on the Device Properties page in the classic SL1 user
interface), this field specifies the percentage of packets that must be returned during an availability
check for SL1 to consider the device available. The default value is "100%".

o Availability Packet Size. If you selected ICMP in the Availability Port field on the [Settings] tab of
the Device Investigator (or on the Device Properties page in the classic SL1 user inferface), this
field specifies the size of each packet, in bytes, that is sent during each availability check. If you
selected ICMP in the Latency Port field in the Device Properties page, this field specifies the size
of each packet, in bytes, that is sent during each latency check. The default value is "56 bytes".

« Component Device Thresholds. You can define the following thresholds for component devices.
The thresholds defined for the device in this page override the global thresholds defined in the Global
Threshold Settings page (System > Settings > Thresholds).

o Component Vanish Timeout Mins. If SL1 cannot retrieve information from a root device about a
component device, this field specifies how many minutes fo wait until putting the component device
into "vanish" mode. When a device is set to "vanished", SL1 stops trying to collect data from the
component device. The vanished device will not appear in reports or views. The vanished device
will appear in the Vanished Device Manager page. If you set this value 10 "0", the component
device is never set o "vanished". For the current device, this setting overrides the Component
Vanish Timeout in the Global Threshold Settings page.

o Component Purge Timeout. f SL1 cannot refrieve information from a root device about a
component device, this field specifies how many hours to wait until purging the component device.
When a device is purged, SL1 stops trying o collect data from the component device. The purged
device will not appear in reports or views on in any pages in the user interface. When a device is
purged, all of its configuration data and collected data is deleted from the Database Server. If you
set this value t0 "0", the component device is never purged. For the current device, this setting
overrides the Component Purge Timeout in the Global Threshold Settings page.

NOTE: When a device is set to "vanished", all children of that device are also set to "vanished". When a
device is purged, all children of that device are also purged.

3. Click [Save].

NOTE: If you have changed a threshold from its default value, you can return it to its default value by selecting
the Default checkbox next to the appropriate field, and then clicking [Save].

Defining Device Thresholds in the Classic SL1 User Interface

The Device Thresholds page allows you to define space and performance thresholds for a device. When
performance thresholds are exceeded, SL1 will generate an event for the device. When space thresholds are
exceeded, SL1 will remove the oldest data from the database. For each of these thresholds, SL1 defines a default
value. You can edit the thresholds o meet your needs.
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The thresholds defined for the device in the Device Thresholds page override the global thresholds defined in the

Global Threshold Settings page (System > Settings > Thresholds) and the Data Retention Settings page
(System > Settings > Data Retention).

To define thresholds for a device:

1. Gotothe Device Manager page Devices > Device Manager).

2. Onthe Device Manager page, find the device for which you want to define thresholds and click its wrench

icon (J)
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3. Inthe Device Administration panel, click the [Thresholds] tab.
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4. Inthe Device Thresholds page, define one or more of the thresholds. For a description of the threshold

fields, see the section on Device Thresholds.

5. Click the [Save] button to save your changes.

Device Thresholds
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Chapter

12

Bulk Management with Device Groups and
Device Templates

Overview

This chapter provides an overview of the device groups and device template features. For more information on
how to use and manage device groups and device templates, see the Device Groups & Device Templates
manual.

Use the following menu options to navigate the SL1 user interface:

o Toview a pop-out list of menu options, click the menu icon (E)

« Toview a page containing all the menu options, click the Advanced menuicon ( ).
This chapter includes the following fopics:

Whatisa Device GroUp e . . 264
Whatisa Device Template? . L 266

What is a Device Group?

A device group is a group of multiple devices.
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Device groups allow you fo:

« Use device configuration templates to perform initial configuration for multiple devices simultaneously.

o Use device configuration templates to make changes to the configuration for multiple devices
simultaneously.

o InDevices > Device Groups, view each device group and the sub-groups and devices within each device
group.

o Schedule maintenance and downtime for multiple devices simultaneously.

« Suppress events on multiple devices simultaneously.

« Include the device group in an automation policy. An automation policy allows you to trigger an automatic
action if specified criteria are met on all the devices in the device group.

A device can belong to multiple device groups. For example, suppose SL1 discovered a server. Suppose this
server hosts a corporate website that you want to monitor with a web-content policy. Suppose this server also hosts
a MySQL database that you want to monitor with a Dynamic Application for MySQL. You could make this server a
member of two device groups, one device group for web servers and another device group for MySQL databases.
You could then use a device configuration femplate to apply a web-content policy to all devices in the device
group for web servers and another device configuration tfemplate to apply a Dynamic Application for MySQL to all
devices in the device group for MySQL servers.

You can add devices to a device group either explicitly or dynamically.
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« You can create static device groups, where you explicitly assign one or more devices to a device group.

« You can create dynamic device groups, where you define rules for the device group. Each device that
meets the criteria in the rule is automatically included in the device group. For example, suppose that you
define a rule that specifies "include all devices in the System organization, with an IP address that starts with
'10.100.100"". SL1 would automatically assign all devices from the System organization with an IP of
"10.100.100.*" to the new device group. When a new device is added to the System organization with an IP
that begins with "10.100.100.*", that device will also be included in the device group. If a device with an IP
that starts with "10.100.100.*" is removed from the System organization, that device will also be removed
from the device group.

« You can create a device group that includes both explicitly assigned devices and also includes a dynamic
rule. This device group will include both the explicitly assigned devices and all devices that meet the criteria
in the dynamic rule.

The IT Services feature in SL1 uses device groups to define an IT Service. An IT Service contains sets of rules that
define the state of that IT Service based on the state of the devices within the device group. For example, if you
created an IT Service that represents the state of your Email service, the associated device group might contain
your DNS Servers, Exchange Servers, and Virtual Devices that are associated with Email Round-Trip Policies. To
learn more about IT Services, see the IT Services manual.

What is a Device Template?

Device templates allow you to save a device configuration, apply it fo one or more devices, and re-use the same
configuration over and over again.

Device Tempiate Editor | Config Template Settings (Click field labels to enablefdisable them)
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A device tfemplate contains the following tabs and settings:
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[Config] tab. Contains all the fields in the Device Properties page (except device name and device IP) and
all the fields in the Device Thresholds page. When you apply a device femplate to a device group or
selected devices, you do not have to manually define any seftings in the Device Properties page or the
Device Thresholds page for the devices that use the template. All the devices that use the template will
inherit the field values from the device tfemplate.

[Interface] tab. Contains all the fields in the Interface Properties page that define how SL1T will monitor one
or more network interfaces and the thresholds for those network interfaces. When you apply a device
template to a device group or selected devices, you do not have to manually define any settings in the
Interface Properties page for the devices that use the template. All the devices that use the template will
inherit the field values from the device femplate.

[CV Policies] tab. Specifies one or more web-content policies that can be applied to all devices that use the
template. These web-content policies enable SL1 to monitor a website. SL1T will periodically check the
website for specified content. If the content cannot be found on the website, SL1 will generate an event.
When you apply a device tfemplate to a device, you do not have to manually define any web-content and
availability policies in the Monitoring Policies page for the devices. All the devices that use the template will
inherit the web-content policies from the device template; SL1 will automatically create these web-content
policies for each device that uses the template.

[Port Policies] tab. Specifies one or more TCP/IP Port policies that can be applied to all member devices.
These TCP/IP Port policies tell SL1 to monitor a specified port for availability every five minutes. Availability
refers to the port's ability to accept connections and data. When you apply a device template to a device
group, you do not have to manually define any TCP/IP port policies in the Monitoring Policies page for the
member devices. All the devices in the device group will inherit the TCP/IP port policies from the device
template; SL1 will automatically create these port policies for each device that uses the template.

[Svc Policies] tab. Specifies one or more Windows service policies that can be applied to devices that use the
template. These Windows services policies tell SL1 to monitor the device and look for the specified service.
You can define a service policy so that SL1 monitors whether or not the service is running and then performs
an action (starts, pauses, or restarts the service, reboots or shuts down the device, triggers the execution of a
remote script or program). When you apply a device template to devices, you do not have to manually define
any Windows service policies in the Monitoring Policies page for those devices. All the devices that use the
template will inherit the Windows service policies from the device femplate; SL1 will automatically create
these Windows service policies for each device that uses the femplate.

NOTE: In addition fo using a Windows Service policy, SL1 includes a PowerPack called "Windows Restart

Automatic Services". This PowerPack includes a Dynamic Application that monitors Windows Services
with a mode of "Automatic". This PowerPack also includes two events and a Run Book policy. If the
Dynamic Application reports that a Windows Service with a mode of "Automatic" has stopped running,
SL1 generates an event and the Run Book policy automatically restarts the Windows Service.
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[Proc Policies] tab. Specifies one or more Process policies that can be applied fo devices that use the
template. These Process policies tell SL1 to monitor the device and look for the process. You can define a
process policy so that SL1 monitors whether or not the process is running and optionally, how much memory
a process can use and how many instances of a process can run simultaneously. When you apply a device
template to devices, you do not have to manually define any Process policies in the Monitoring Policies
page for those devices. All the devices that use the device template will inherit the Process policies from the
device template; SL1 will automatically create these process policies for each device that uses the template.
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o [Dynamic Apps] tab. Specifies or more Dynamic Applications that can be aligned with devices that use the
template. SL1 will use the specified Dynamic Applications to retrieve data from the devices that use the
template. (Note that each device that uses the template might also be aligned with additional Dynamic
Applications that have been aligned with the device in other ways: for example, from the automatic
alignment that occurs during discovery.) When you apply a device tfemplate to devices, you do not manually
have to align Dynamic Applications in the Dynamic Application Collections page for those devices. All
devices that use the device template will be aligned with the Dynamic Applications specified in the device
template.

o Ifyou select a Dynamic Application in a Device Template, and that Dynamic Application has
associated thresholds, you can change one or more of those thresholds from the Device Template.
The thresholds you specify in the Device Template will override the thresholds defined in the Dynamic
Application. When you apply a device template to devices, you do not manually have to edit the
Dynamic Application Thresholds in the Device Thresholds page for those devices. All devices that
use the device template will inheritthe Dynamic Application Thresholds specified in the device
template.

NOTE: In a configuration template, you are not required to define all the fields in each tab. For example, you
can choose to define only one or more fields in only one tab. When you apply the configuration
template to devices, only those fields you defined in the template will be applied to the devices. For
the remaining fields, the devices will retain their previous values or use the default values.

You can apply device tfemplates to:

o One or more device groups.
o One or more devices, selected from the Device Manager page.
« allthe devices discovered by a specific discovery session.

You can also apply device tfemplates to automate the initial configuration of multiple devices. If you change a
device tfemplate, you can use it to automate the editing of the configuration of multiple devices.

Device templates are not dynamic. That is, when you update or change a device femplate, no changes are
made to any devices that have used the template in the past.

You can make temporary changes to a device template, apply the template to a devices, and then exit the device
template without saving the temporary changes. In this way, you can apply settings to a device group but not
permanently save the settings in the device template.

NOTE: If you make changes to a device template or simply apply the device template a second time, SL1 will
not create duplicate policies on the member devices. However, if you edit a device template and
make a change to a policy, the policy will be updated on the member devices.
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Chapter

13

Virtual Devices

Overview

This chapter describes how to create and use virtual devices in SL1.
Use the following menu options to navigate the SL1 user interface:
« Toview a pop-out list of menu options, click the menu icon (E)
« Toview a page containing all the menu options, click the Advanced menuicon ().

This chapter includes the following topics:

Whatis a Virtual Device? . il 269
Defining a Virtual Device ... L 270
Directing Data to a Virtual Device . ... . . 271

Redirecting Log Data to a Virtual Device ... . 272

Aligning a Dynamic Application with a Virtual Device

What is a Virtual Device?

Avirtual device is a container for collected data. A virtual device can be used when you want to:

« Monitor a device or application that doesn't support TCP/IP, SNMP, or both. The device's data can be
pushed to SL1 via another method (for example, email) and stored in a virtual device.
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o Monitor multiple SNMP agents on a single device. In such a case, one of the SNMP agents (for example, a
hardware agent) can be associated with the device and another SNMP agent (for example, an agent that
monitors a software application) can be associated with a virtual device.

« Isolate and monitor specific parameters separately from their originating device. For example, you might
want fo monitor a database and keep its data separate from the hardware data you are collecting from the
host device.

Defining a Virtual Device

To create a virtual device, you must complete the following tasks:

1. Ensure that SL1 includes a device class for virtual devices. These device classes must have a device category
of "virtual" and a collection type of "virtual". If SL1 does not include such a device class, you must define one
in the Device Class Editor page (System > Customize > Device Classes).

2. Gotothe Device Manager page (Devices > Device Manager).
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3. From the [Actions] menu, select Create Virtual Device.
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4. The Create Virtual Device modal appears.

Virtual Device Close /Esc

Create Virtual Device m

Device Name  |vitual_webcontent_1 |

Organization | System

Device Class | Virtual Device | Cortent Verfication

afma

Collector |CUG

5. Supply a value in each of the following fields:

« Device Name. Name of the virtual device. Can be any combination of alphanumeric characters, up
to 32 characters in length.

« Organization. Organization to associate with the virtual device. Select from the drop-down list of all
organizations in SL1.

o Device Class. The device class to associate with the virtual device. Select from the drop-down list of
device classes. Only device classes with a device category of "virtual" and a collection type of "virtual"
appear in the list.

« Collector. Specifies which instance of SL1 will perform auto-discovery and gather data from the
device. Can also specify a "virtual' poller. Select from the drop-down list of all collectors in SL1.
6. Selectthe [Add] button to save the new virtual device.

7. You must now define the data to store in the virtual device.

Directing Data to a Virtual Device

After defining a virtual device, you must fell SL1 which data to store in the virtual device.

o Fordatathatis pushed to SL1, go to the [Redirects] tab of the Device Investigator (or on the Redirect
Policy Editor page in the Device Administration panel in the classic SL1 user interface) for the virtual
device. Define the log data you want to collect and associate with the virtual device.

o Fordata thatis collected via SNMP or TCP/IP, go to the Dynamic Application Collections page for the
virtual device (Devices > Device Manager), find the virtual device, select its wrench icon | 5’], and then
select the [Collections] tab). Manually associate a Dynamic Application with the device. This ensures
that data collected by the Dynamic Application is stored in the virtual device.
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Redirecting Log Data to a Virtual Device

The [Redirects] tab of the Device Investigator (or the Redirect Policy Editor page in the Device Administration
panel in the classic SL1 user interface) enables you to redirect log entries from one IP-based device to another IP-
based device, or from an IP-based device to a virtual device.

This is perhaps most useful for devices that do not support TCP/IP. Using a redirect, SL1 can push data from a

device that does not support TCP/IP to another device that does, and then collect the data from the device that
does support TCP/IP.

In this scenario, you can create a virtual device in SL1 fo represent the device that does not support TCP/IP. You
can then move the data from the TCP/IP device that is monitored by SL1 to the virtual device in SL1. The
[Redirects] tab of the Device Investigator (or the Redirect Policy Editor page in the Device Administration
panel in the classic SL1 user interface) allows you to move data and log entries generated by inbound SNMP Trap,

Syslog, or Email messages from the TCP/IP device to the virtual device. However, if you do so, be aware of the
following:

o Log entries that are redirected to a virtual device will no longer appear in the log files for the IP-based device.

o Log entries that are redirected to a virtual device are no longer associated with the IP address of the original
device.

o Log entries with a Source of Internal, Dynamic, or APl that match a redirect policy are not moved from the IP-
based device fo the current device.

To redirect data from one IP-based device to another IP-based device or a virtual device:

1. Gotothe [Redirects] tab of the Device Investigator for the virtual or IP-based device to which you want to
redirect data. (Alternatively, in the classic SL1 user interface, go to the Redirect Policy Editor page in the
Device Administration panel. To do so, go to the Device Manager page Devices > Device Manager),
find the device to which you want to direct data, click its wrench icon ( E‘), and then click the [Redirects] tab.)

Redirect Policy Editor

Redirect Policy Registry

There are no redirect policies aligned with this device.
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2. Tomove SNMP Trap, Syslog, or Email log messages from an IP-based device to the current device, provide
values in each of the following fields:

« Source Device. This is the TCP/IP device from which you want to redirect log messages. Data from

this device will be moved to the current device. Select from a drop-down list of all IP-based devices
discovered by SL1.

o Expression Match. A regular expression used to locate the log entry o redirect. This can be any
combination of alphanumeric and multi-byte characters, up to 64 characters in length. SL1's
expression matching is case-sensitive. For details on the regular-expression syntax allowed by SL1,
see hftp://www.python.org/doc/howto/ .

« Active State. Specifies whether or not SL1 will execute the redirection policy. The choices are:

o Enable. SL1 will execute the redirection policy.

o Disable. SL1 will not execute the redirection policy.

3. Click [Save].

4. You can repeat steps 2 and 3 to redirect data from more than one device or from more than one type of log
message.

Aligning a Dynamic Application with a Virtual Device

For data that is collected via Dynamic Application, you can associate that data with a virtual device. The data
collected by the Dynamic Application will be stored in the virtual device.

NOTE: You cannot align SNMP Dynamic Applications with a virtual device. You can align all other types of
Dynamic Applications with a virtual device.

To manually associate a Dynamic Application with a device:

1. Goto the Device Manager page (Devices > Device Manager).

2. Inthe Device Manager page, find the device you want to associate with a Dynamic Application. Click its
wrench icon ( -E.?a)_

3. Inthe Device Administration panel, click the [Collections] tab.
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4. Inthe Dynamic Application Collections page, click the [Action] menu and select Add Dynamic

Application.

sme  virual_webcontent_1 Virtual Device
12 Virtual
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e . CUG| em7_ao
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' T Custom Navigation
ise Calisction Otiect o | Device Groups (Ctri-al+D)
_; Notepad Editor
Product Catalog
Report Creator
Resource Usage (Cirl-Alt=U)
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[[Select Action] B co |
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5. The Dynamic Application Alignment modal page appears.
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Microsoft: Azure Virtual Machine CPU Performa
Microsoft: Azure Virtual Machine CPU Performa «
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6. To associate an additional Dynamic Application with the device, highlight it in the Dynamic Applications
field. You can filter the list of Dynamic Applications using the search field above the Dynamic Applications
field.

7. After selection a Dynamic Application, you must select a credential. Select a credential in the Credentials
field. You can filter the list of credentials using the search field above the Credentials field.

NOTE: Your organization membership(s) might affect the list of credentials you can see in the Credentials

field.

8. Click the [Save] button in the Dynamic Application Alignment modal page to align the Dynamic
Application and the credential to the device.

9. SL1 will associate the Dynamic Application with the device and immediately attempt to collect the data
specified in the Dynamic Application using the selected credential.

10. After the first, immediate collection, SL1 will collect the data at the frequency defined in the Polling
Frequency field in the Application Configuration Editor page for the Dynamic Application.
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Chapter

14

Customizing the User Interface for a Device

Overview

This chapter describes how to define custom tabs in the Device Administration panel for a specific device.

NOTE: The information in this chapter applies only to the classic SL1 user interface.

Use the following menu options to navigate the SL1 user interface:
o Toview a pop-out list of menu options, click the menu icon (E)

« Toview a page containing all the menu options, click the Advanced menuicon ( ).

This chapter includes the following fopics:

Custom Navigation . 276
Editing a Custom Navigation tab . 278
Custom Navigation
In the Device Administration panel you can access the Custom Navigation modal page.
The Custom Navigation modal page allows users to define custom tabs to include in the Device
Administration panel for a specific device. Each custom tab includes one or more links. The links can be to
internal pages in SL1 or external URLs and URs.
To define a custom tab for a device:
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1. Gotothe Device Manager page (Devices > Device Manager).

2. Inthe Device Manager page, find the device for which you want to create a custom tab. Select its wrench
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3. Inany page in the Device Administration panel, select the [Actions] menu and choose Custom
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4. The Custom Navigation modal page appears.

Custom Navigation Close | Esc

For Device [35]

Title (Shown on Tab) Limit Access
| | [Administrators [=]
External URL / URI Link

Save

Title {Shown on Tab) Access Us=r Edit Diate Edit

5. To create a custom tab in the Device Administration panel for the device, enter values in the following

fields:

« Title (Shown on Tab). Enter a name for the tab. This name will appear on a new tab in the Device
Administration tools for this device.

o Limit Access. Users who will be allowed to access the custom tab, based on the type of user account.
The choices are:

o Administrators. Only users with account type "Administrator” are allowed to access this tab.

o Users. Both users with account type "User" and users with account type "Administrator" are allowed
to access this tab.

o External URL / URI Link. The URL of the page that is displayed when a user selects the tab. The page
can be an internal page in SL1 or an external web page. This field can contain any combination of
alphanumeric characters, with a maximum length of 128 characters. Forward slash ( /), underscore (
), and question mark ( 2) are allowed.

Editing a Custom Navigation tab

After you have defined one or more custom tabs in the Device Administration panel, each tab appears as an
entry in the Register pane in the bottom of the Custom Navigation modal page.
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To edit a custom tab:

1. Gotothe Device Manager page (Registry > Devices > Device Manager).
2. Inthe Device Manager page, find the device for which you want to edit a custom tab. Select its wrench icon

Cal

3. Inany page in the Device Administration panel, select the [Actions] menu and choose Custom
Navigation.
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4. The Custom Navigation modal page appears:

Custom Havigation Close | Esc

For Device (35

Title {(Shown on Tab) Limit Access
[ | [Administrators [=]
External URL / URI Link

Save

Titke {Shown on Tab) Arcess User Edit Diate Edit

1. Navigation Examp em7admin  2013-07-0213:58:17 PQg"

5. Gotothe Register pane. Find the custom tab you want o edit. Select its wrench icon ( ?)
6. The fields in the top pane will be populated with values from the selected custom tab.

7. You can edit the values in one or more fields. Select the [Save] button to save your changes to the custom
tab.

8. Todelete the custom tab, go to the Register pane. Find the custom tab you want o edit. Select its bomb icon

(«).

NOTE: for details on creating a custom Navigation Tab for all devices, see the manual Customizing User

Experience.
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Chapter

15

Vanishing & Purging Devices

Overview

[fSL1 cannot retrieve information about a component device for the amount of time specified in the Component
Vanish Timeout field (in either the Global Threshold Settings page, the Device Thresholds page for the
component device, or the Device Thresholds page for a device higher in the component tree), SL1 sets the
device to "vanished". When a device is setto "vanished", SL1 stops trying to collect data about the component
device. The vanished device will not appear in reports or views. The vanished device will appear only in the
Vanished Device Manager page. When a device is set to "vanished", all children of that device are also set to
"vanished".

NOTE: A vanished device automatically returns to a monitored state when the root device reports the device
in the latest inventory of the component device discovery application.

After a device is vanished for the amount of time specified in the Component Purge Timeout field (in either the
Global Threshold Settings page, the Device Thresholds page for the component device, or the Device
Thresholds page for a device higher in the component tree), SL1 purges the device. Purged devices are
completely removed from SL1 and all associated data is deleted. When a device is purged, all children of that
device are also purged.

The Vanished Device Manager page (Devices > Vanished Devices) displays a list of all component devices that
have "vanished" from SL1.

NOTE: The vanishing and purging functions apply only to component devices and merged physical and
component devices. Physical, IP-based devices and virtual devices that have not been merged with a
component device are never vanished or purged.
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Use the following menu options to navigate the SL1 user interface:

o Toview a pop-out list of menu options, click the menu icon (E)

o Toview a page containing all the menu options, click the Advanced menuicon ().

This chapter includes the following topics:

Setting Vanish and Purge Thresholds ... ... . 282
Viewing the List of Vanished Devices ............... . 283
Filtering the List Of D@VICES . ... e 285
Using the Advanced Filters ......... ... 286
Unmerging Vanished Devices ... . 288
Manually Purging Selected DevVices ........... ... ... i 289
Setting One or More Devicesto Never Purge ... ... . . . . L 290

Setting Vanish and Purge Thresholds

Two threshold settings control the vanishing and purging behavior for component devices:

« Component Vanish Timeout. It SL1 cannot retrieve information from a root device about a component

device, this threshold specifies how many minutes to wait until putting the component device into "vanish"
mode. When a device is set to "vanished", SL1 stops trying to collect data from the component device. The
vanished device will not appear in reports or views. The vanished device will appear in the Vanished Device
Manager page. If this threshold is set to zero for a component device, the component device is never set fo
"vanished".

Component Purge Timeout. This field specifies the number of hours a device can be set to "vanished"
before SL1 purges the component device. When a device is purged, SL1 stops trying to collect data from the
component device. The purged device will not appear in reports or views in any pages in the user interface.
When a device is purged, all of its configuration data and collected data is deleted from SL1. If this threshold
is set to zero for a component device, the component device is never purged.

SL1 uses the following logic to determine the threshold value for a given component device when determining
whether the component should be vanished or purged:

o [fthe threshold has been configured in the Device Thresholds page for the component device, that threshold
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value is used.

If the threshold has not been configured in the Device Thresholds page for the component device, but the
threshold has been configured in the Device Thresholds page for an ancestor of the component device (i.e.,
a component device in the component tree between the root device and the component device), that
threshold value is used. If multiple ancestors have the threshold configured in the Device Thresholds page,
SL1 uses the threshold value for the component device that is closest to the root device (furthest up the tree).
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o [fthe threshold has not been configured in the Device Thresholds page for the component device or an

ancestor of the component device, the threshold value defined in the Global Threshold Settings page
(System > Settings > Thresholds) is used.

Viewing the List of Vanished Devices

The Vanished Device Manager page (Devices > Vanished Devices) displays the following about each device:
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TIP: To sort the list of devices, click on a column heading. The list will be sorted by the column value, in
ascending order. To sort by descending order, click the column heading again.

« Device Name. Name of the device. For devices running SNMP or with DNS entries, the named device is
discovered automatically. For devices without SNMP or DNS entries, the device's IP address will appear in

this field.
o IP Address. The IP address of the device.

« Device Category. The Sciencelogic category assigned to the device. Categories include servers, routers,

switches, firewalls, printers, etc. The category is automatically assigned during discovery, at the same time as
the Device Class/Sub-Class.

« Device Class/Sub-class. The manufacturer (device class) and type of device (sub-class). The Device
Class/Sub-Class is automatically assigned during discovery, at the same time as the as Category.

o DID. Device ID. This is a unique number automatically assigned to the device by SL1.

« Organization. The organization to which the device is assigned.
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o Current State. Condition of the device, based upon events generated by the device. Condition can be one
of the following:

Critical. Device has a serious problem that requires immediate atfention.
Major. Device has a problem that requires immediate attention.

Minor. Device has a less-serious problem.

Notice. Device has an informational event associated with it.

Healthy. Device is running with no problems.

« Collection Group. Specifies the collector group to which the device belongs. Collector Groups are defined
in the Collector Group Management page (System > Settings > Collector Groups) and specify one or
more Sciencelogic Data Collectors. An Sciencelogic Data Collector is the appliance that gathers data from
the device. For All-In-One Appliances, this field displays only the built-in Collector Group (and any virtual
Collector Groups).

« Collection State. The current condition of data collection for the device. The device can have one or more
of the following Collection States:

(o]

(o]

Active. SL1 is collecting data from the device.

Unavailable. SL1 cannot connect to the device, and will not collect data from the device until the
device becomes available.

User-Disabled. SL1 is not currently collecting data from the device because a user has disabled
collection.

System-Disabled. SL1 is not currently collecting data from the device because the system has disabled
collection.

Maintenance. SL1 is not currently collecting data from the device because the device is currently in
scheduled maintenance mode.

User-Initiated-Maintenance. SL1 is not currently collecting data from the device because the device
has manually been put info maintenance mode by a user.

Component Vanished. The component device has vanished, i.e. is not currently being reported by its
root device. SL1 cannot collect data from the device at this time.

NOTE:

Depending on the circumstances, more than one collection state might appear for a single device.
For example, if a device is in a scheduled maintenance mode, the Collection State might be
Unavailable / Maintenance / System-Disabled.

« Vanished Date. Date on which the device was set to "vanished". If SL1 cannot retrieve information from a
root device about component device for the amount of time specified in the Component Vanish Timeout
field (defined globally in the Global Threshold Settings page or for an individual device in the Device
Thresholds page), SL1 sets the device to "vanished". When device is set to "vanished", SL1 stops trying to
collect data from the component device. The vanished device will not appear in reports or views. The
vanished device will appear only in the Vanished Device Manager page.
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o Hours Until Purge. Based on the threshold Component Purge Timeout, specifies the number of hours

until the vanished device will be purged. When a device is purged, SL1 stops trying to collect data from the
component device. The purged device will not appear in reports or views in any pages in the user interface.
When a device is purged, all of its configuration data and collected data is deleted from the Database Server.
You can define a global threshold for Component Purge Timeout in the Global Threshold Settings page.
You can override the global threshold and define the Component Purge Timeout threshold for a single

device in the device Device Thresholds page.

NOTE: To ensure that one or more devices are never purged, you can set one or more devices to never
purge.

NOTE: To manually purge a device prior to the Hours to Purge time, you can manually purge selected
devices.

NOTE: When a device is set to "vanished", all children of that device are also set to "vanished". When a
device is purged, all children of that device are also purged.

Filtering the List of Devices

You can filter the list on the Custom Attribute Manager page by one or more parameters. Only devices that

meet all the filter criteria will be displayed in the Custom Attribute Manager page.

To filter by parameter, enter text into the desired filter-while-you-type field. The Web Content Monitoringpage
searches for devices that match the text, including partial matches. By default, the cursor is placed in the left-most
filter-while-you-type field. You can use the <Tab> key or your mouse to move your cursor through the fields. The

list is dynamically updated as you type. Text matches are not case-sensitive.
You can also use special characters to filter each parameter.
Filter by one or more of the following parameters:

o Device Name. You can enter text to match, including special characters, and the Vanished Device
Manager page will display only devices that have a matching device name.

o IP Address. You can enfer text to match, including special characters, and the Vanished Device Manager

page will display only devices that have a matching IP address.

« Device Category. You can enter text to match, including special characters, and the Vanished Device

Manager page will display only devices that have a matching device category.

« Device Class. You can enter text fo match, including special characters, and the Vanished Device
Manager page will display only devices that have a matching device class.

o DID. You can enter text to match, including special characters, and the Vanished Device Manager page

will display only devices that have a matching device ID.

Filtering the List of Devices
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« Organization. You can enter fext to match, including special characters, and the Vanished Device
Manager page will display only devices that have a matching organization.

« Current State. Specifies the device's current state. Only those devices that match all the previously selected
fields and have the specified condition will be displayed. A device's condition is determined by its most
severe, outstanding event. The choices are:

o >=Healthy. Include devices with a condition of "Healthy" or greater. This will include all devices.

o >=Notice. Include devices with a condition of "Notice" or greater. This means, include devices with a
condition of "Notice", "Minor", "Major", and "Critical".

o >=Minor. Include devices with a condition of "Minor" or greater. This means, include devices with a
condition of "Minor", "Major", and "Critical".

o >=Major. Include devices with a condition of "Major" or greater. This means, include devices with a
condition of "Major" and "Critical".

o >=Critical. Include devices with a condition of "Critical" or greater. This means, include devices with

a condition of "Critical", because there is no "greater" condition.

o Collection Group. You can enfer text to match, including special characters, and the Vanished Device
Manager page will display only devices that have a matching Collector Group.

« Collection State. You can enter text to match, including special characters, and the Vanished Device
Manager page will display only devices that have a matching Collection State.

« Vanished Date. Date on which the device vanished. The Vanished Device Manager page will display
only devices that match the specified vanish date. The choices are:
o All. Display all tickets that match the other filters.
o Last Minute. Display only tickets that have been created within the last minute.
o Last Hour. Display only tickets that have been created within the last hour.
o Last Day. Display only tickets that have been created within the last day.
o Last Week. Display only fickets that have been created within the last week.
o Last Month. Display only tickets that have been created within the last month.
o Last Year. Display only tickets that have been created within the last year.

o Hours Until Purge. You can enter text to match, including special characters, and the Vanished Device
Manager page will display only devices that have a matching number of hours until the device is purged.

Using the Advanced Filters

In the Vanished Device Manager page, you can specify one or more parameters to filter the display of devices.
Only devices that meet all the filter criteria will be displayed.

The Advanced Filter Tool allows you to make selections instead of manually typing in a string to filter on.

TIP: To select multiple entries in the Advanced Filter Tool, hold down the <Ctrl> key and left-click the entries.
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« After selecting all filters, select the [Apply] button to apply the filters to the list of devices.

o Toreseteach field and apply no filters, select the [Reset] button.
To access the Advanced Filter Tool:

1. Goto the Vanished Device Manager page.
2. Click on the funnelicon ('®).

3. The Advanced Filter Tool will display advanced filters for each column in the page.

NOTE: Unlike the "find while you type" feature, the Advanced Filter Tool is not applied to the list of devices
until you select the [Apply] button.

4. Inthe Advanced Filter Tool, you can filter by one or more of the following filters:

o Device Name. In the Match Any fields, you can enter one or more fext strings to match, including
special characters.The Vanished Device Manager page will display only devices that have a
matching device name.

« IP Address. In the Match Any fields, you can enter one or more text strings to match, including special
characters.The Vanished Device Manager page will display only devices that have a matching IP
address.

« Device Category. Select from a list of device categories that have member devices. The Vanished
Device Manager page will display only devices that have a matching device category. In the Match
Any fields, you can enter one or more text strings to match, including special characters.

« Device Class | Sub-class. In the Match Any fields, you can enter one or more text strings to match,
including special characters.The Vanished Device Manager page will display only devices that have
a matching device class or sub-class.

o DID. Inthe From and To field, you can specify a range of device IDs. The Vanished Device
Manager page will display only devices that fall within that range of device IDs.

« Organization. Select from a list of organizations that have member devices. The Vanished Device
Manager page will display only devices that have a matching organization. In the Match Any fields,
you can enter one or more fext strings to match, including special characters.

« Current State. You can select from a list of device states. The Vanished Device Manager page will
display only devices that have a matching state.

« Collection Group. Select from a list of collection groups that have member devices. The Vanished
Device Manager page will display only devices that have a matching collection group.

« Collection State. You can select from a list of collection states. The Vanished Device Manager
page will display only devices that have a matching state.

« Vanished Date. In the From and To field, you can specify a range of vanished dates, in the format
yyyy-mm-dd hh:mm:ss. The Vanished Device Manager page will display only device with a
vanished date that falls within that range of date.
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« Hours Until Purge. In the Match Any fields, you can enter one or more text strings o match,

including special characters. The Vanished Device Manager page will display only devices that
have a matching number of hours until purge.

5. After selecting all filters, select the [Apply] button to apply the filters to the list of devices.
6. Toreseteach field and apply nofilters, select the [Reset] button.

TIP: You can perform an advanced filter and then perform a second advanced filter on the results of the first
advanced filter. You can continue to modify and apply an advanced filter multiple times.

Unmerging Vanished Devices

To unmerge a vanished device:

1. Gotothe Vanished Device Manager page (Registry > Devices > Vanished Device Manager).

Vanished Device Manager | Devicas Found [1]
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2. Selectthe [Actions] menu and then choose Unmerge Devices.
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3. The Device Bulk Unmerge Vanished page displays a list of merged devices. Each numbered row indicates
a pair of merged devices that can be unmerged. Select the checkboxes in the last column of each row of
devices that you want to unmerge, then select the [Unmerge] button.

4. A modal window displays that asks you to confirm the unmerging. Select the [Unmerge] button.
5. When the message, "Device Bulk Unmerge complete" displays, select the [Close/Esc] button.

6. The physical device will once again appear in the Device Manager page (Registry > Devices > Device
Manager).

Manually Purging Selected Devices

You can manually purge one or more devices in the Vanished Device Manager page.

When a device is purged, SL1 stops trying fo collect data from the component device. The purged device will not
appear in reports or views in any pages in the user inferface. When a device is purged, all of its configuration data
and collected data is deleted from the Database Server.

NOTE: When a device is purged, all children of that device are also purged.

To purge one or more vanished devices:

1. Inthe Vanished Device Manager page (Devices > Vanished Devices), select the checkbox for each device
you want to purge. To select all checkboxes for all devices, select the red checkbox (I]) at the top of the page.
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2. Inthe Select Action drop-down list, select Purge Selected Devices.

3. Selectthe [Go] button.

Setting One or More Devices to Never Purge

You can specify that a vanished device should never be purged. When you define this setting for a device, the
device is never purged, regardless of the global threshold for Component Purge Timeout in the Global

Threshold Settings page or the Component Purge Timeout threshold set for the device in the Device
Thresholds page.
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To set one or more vanished devices to never be purged:

1. Inthe Vanished Device Manager page (Devices > Vanished Devices), select the checkbox for each device

you want to prevent from being purged. To select all checkboxes for all devices, select the select the red
checkbox (i) at the top of the page.
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2. Inthe Select Action drop-down list, select Set Selected Devices to Never Purge.

3. Selectthe [Go] button.

Setting One or More Devices to Never Purge
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Chapter

16

Device Dashboards

Overview

A dashboard is a page that displays graphical reports. Each report, called a widget, is displayed in its own pane. To
define a graphical report, you select from a list of pre-defined widgets and then customize the selected widget by
supplying values in the configuration fields. The customized widget then generates a graph, chart, table, or other
information in a pane in the dashboard. For information on generating and viewing dashboards, see the
Dashboards manual.

The Device Summary page, which appears when you select the graph icon (Eﬂ) for a device in the classic user
interface for SL1, displays one or more dashboards similar to the dashboards available under the [Dashboards]
tab.

Dashboards for the Device Summary page are always displayed with the context set to the device being viewed.
Typically, the widgets on a device dashboard are configured to read the device context. As a result, the widgets
display data for the device being viewed.

The Device Dashboards page (System > Customize > Device Dashboards) displays a list of dashboards that can
be displayed for a device in the Device Summary page. From the Device Dashboards page, you can create,
edit, delete, and align device dashboards.

Use the following menu options to navigate the SL1 user interface:

« Toview a pop-out list of menu options, click the menu icon (E)

« Toview a page containing all the menu options, click the Advanced menuicon (= ).
This chapter includes the following fopics:

Viewing the List of Device Dashboards ... . . 293
Creating a Device Dashboard ... ... 294
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Aligning Device Dashboards .. .. 295

Aligning a Device Dashboard with a Device ... 296
Aligning a Device Dashboard with a Device Class ... ... . 297
Aligning a Device Dashboard with a Device Category ... . . . 298
Aligning a Device Dashboard with a Dynamic Application ... . 299
Editing a Device Dashboard ... . ... 300
Deleting a Device Dashboard ... .. 300
Copying a Device Dashboard ... .. 301
Defining the Global Default for Device Dashboards ... . . .. ... 301
Unaligning a Device Dashboard ... .. 303
Moving Alignment for Device Dashboards ... .. ... 304

Viewing the List of Device Dashboards

The Device Dashboards page displays a list of existing device dashboards. These dashboards include predefined
device dashboards (which are installed with SL1 or can be installed with a PowerPack) and any user-defined
device dashboards.

For each device dashboard, the Device Dashboards page displays:
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TIP: To sort the list of dashboards, click on a column heading. The list will be sorted by the column value, in
ascending order. To sort by descending order, click the column heading again. The Last Edited column

sorts by descending order on the first click; to sort by ascending order, click the column heading again.

« Device Dashboard Name. Name of the device dashboard.
o ID. Unique ID that SL1 automatically assigned to each device dashboard.

« Global Default. Specifies whether the device dashboard is the default device dashboard for alll
devices.

« Categories. Specifies the number of device categories aligned with the device dashboard.
o Classes. Specifies the number of device classes aligned with the device dashboard.

« Devices. Specifies the number of devices that have been manually aligned with the device

dashboard.

o Dynamic Apps. Specifies the number of Dynamic Applications that are aligned with the device
dashboard.

« Edited By. Sciencelogic user who created or last edited the device dashboard.

o Last Edited. Date and time the device dashboard was created or last edited.

NOTE: By default, the cursor is placed in the first Filter-While-You-Type field. You can use the <Tab> key or
your mouse fo move your cursor through the fields.

Creating a Device Dashboard

To create a device dashboard:

1. Gotothe Device Dashboards page (System > Customize > Device Dashboards).
2. Inthe Device Dashboards page, click the [Create] button.
3. The Device Dashboard Editor page appears. Supply values in the following fields:

Creating a Device Dashboard
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o Device Dashboard Name. Name of the device dashboard.

« Device. Select a device to provide sample data while you create the dashboard. This device will not
be permanently associated with the dashboard.

« Adding Widgets. To add a widget, go to the big pane below the Device field. Left-click and drag with
your mouse fo draw a rectangle. This shape will determine the initial size and position of the widget in
your dashboard. When the Widget Configuration page appears, configure the widget as you would
for a dashboard.

NOTE: For maximum flexibility, when configuring a device-specific widget, Sciencelogic recommends that
you select Contextual Device (Auto) in the Element field.

NOTE: For defails on configuring widgets, see the manual Dashboards.

4. The new device dashboard is automatically saved.

Aligning Device Dashboards

The device dashboard that is defined as the "Global Default" is the default dashboard that appears in the in the
Device Summary page for each device.

SL1 decides what to display in the Device Summary page as follows:

« Ifthe device is manually aligned with a device dashboard (in the Device Properties page), that dashboard is
displayed in the Device Summary page for the device.
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o Ifthe device is not manually aligned with a device dashboard, the device dashboard that is aligned with the
Device Claoss is displayed.

« Ifthe device class is not aligned with a device dashboard, the device dashboard that is aligned with the
Device Category is displayed.

« Ifthe device category is not aligned with a device dashboard, the device dashboard that is defined as the
"Global Default" is displayed.

NOTE: Ifthe Prefer Global Device Summary Dashboard Over Category/Class checkbox is checked in
the Behavior Settings page (System > Settings > Behavior) and a device is not manually aligned
with a device dashboard, the dashboard that is defined as the "Global Default" is displayed.

NOTE: Although you can align a device dashboard with a Dynamic Application, the device dashboards that
are aligned with Dynamic Applications are never displayed in the Device Summary page as the
default display. However, from the Device Summary page, a user can select and view any device
dashboards that are aligned with Dynamic Applications for the device.

Aligning a Device Dashboard with a Device

You can manually align a device dashboard with a device. The device dashboard will then appear as the default
view in the Device Summary page.

NOTE: From the Device Summary page, the user can select and view any device dashboards that are
associated with the device, the device's device class, the device's device category, the device's
Dynamic Applications, and the Global Default.

To align a device dashboard with a device:

1. Goto the Device Manager page (Registry > Devices > Device Manager).

2. Find the device you want to align with a device dashboard. Click the wrench icon ( Ea) for that device.
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3. Inthe Device Properties page, edit the following field:
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Dashboard. Select a device dashboard from a list of all device dashboards in SL1. The selected
device dashboard will appear by default in the Device Summary page for this device.

4. Click the [Save] button.
Aligning a Device Dashboard with a Device Class

You can manually align a device dashboard with a device class. For devices that do not have a device dashboard
defined in the Device Properties page, the device dashboard associated with the Device Class will appear as the

default view in the Device Summary page.

NOTE: From the Device Summary page, the user can select and view any device dashboards that are
associated with the device, the device's device class, the device's device category, the device's
Dynamic Applications, and the Global Default.

To align a device dashboard with a device class:

1. Gotothe Device Class Editor page (System > Customize > Device Classes).

2. Inthe Device Class Register pane, find the device class you want to align with a device dashboard. Click

the wrench icon ( }i) for that device class.
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3. Inthe Device Class Editor page, edit the following field:

o Dashboard. Select a device dashboard from a list of all device dashboards in SL1. The selected
device dashboard will be associated with all devices that use this device class and will appear as an
option in the Device Summary page.

Device Class Editor | Editing Class Type [1416]
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4. Click the [Save] button.

NOTE: If a PowerPack updates one or more device classes, SL1 will not overwrite the alignment between
device dashboards and any updated device classes.

Aligning a Device Dashboard with a Device Category

You can manually align a device dashboard with a device category. For devices that do not have a device
dashboard defined in the Device Properties page or a device dashboard defined in the Device Class Editor
page, the device dashboard associated with the Device Category will appear as the default view in the Device
Summary page.

NOTE: From the Device Summary page, the user can select and view any device dashboards that are
associated with the device, the device's device class, the device's device category, the device's
Dynamic Applications, and the Global Default.

To align a device dashboard with a device category:

1. Gotothe Device Category Editor page (System > Customize > Device Categories).

2. Inthe Register pane, find the device category you want to align with a device dashboard. Click the wrench
icon ( P) for that device category.

3. Inthe Editor pane, edit the following field:
« Device Dashboard. Select a device dashboard from a list of all device dashboards in SL1. The

selected device dashboard will be associated with all devices that use this device category and will
appear as an option in the Device Summary page.

Device Category Editor | Editing [ Cloud.Services | 77 ]

Device Category Name [Cloud Services [Example: Network Wireless Base Station]

ene
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4. Click the [Save] button.

NOTE: If a PowerPack updates one or more device categories, SL1 will not overwrite the alignment between
device dashboards and any updated device categories.

Aligning a Device Dashboard with a Dynamic Application

You can manually align a device dashboard with a Dynamic Application. For each device that subscribes to the
Dynamic Application, the aligned device dashboard will appear as an option in the Device Summary page.

NOTE: From the Device Summary page, the user can select and view any device dashboards that are
associated with the device, the device's device class, the device's device category, the device's
Dynamic Applications, and the Global Default.

To manually align a device dashboard with a Dynamic Application:

1. Gotothe Dynamic Applications Manager page (System > Manage > Applications).

2. Find the Dynamic Application you want to align with a device dashboard. Click the wrench icon ( }g) for that
Dynamic Application.

3. Inthe Dynamic Applications Properties Editor page, edit the following field:
« Device Dashboard. Select a device dashboard from a list of all device dashboards in SL1. The

selected device dashboard will be associated with all devices that subscribe to this Dynamic
Application and will appear as an option in the Device Summary page.
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4. Click the [Save] button.
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NOTE: If a PowerPack updates one or more Dynamic Applications, SL1 will not overwrite the alignment
between device dashboards and any updated Dynamic Applications.

Editing a Device Dashboard

To edit a device dashboard:

1. Gotothe Device Dashboards page (System > Customize > Device Dashboards).
2. Inthe Device Dashboards page, find the device dashboard you want to edit. Click its wrench icon (5')
3. The Device Dashboard Editor page appears. Edit one or more fields and/or the dashboard widgets.

4. SL1 automatically saves your changes.

Deleting a Device Dashboard

To delete one or more device dashboards:

1. Gotothe Device Dashboards page (System > Customize > Device Dashboards).
2. Inthe Device Dashboards page, select the checkbox for each dashboard you want to delete.

3. Inthe Select Action drop-down list, select Delete Dashboards.
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4. Click the [Go]button. The selected device dashboard(s) will no longer appear in this page or be accessible in
the Device Summary page.

NOTE: You cannot delete a device dashboard that is defined as the Global Default.

Copying a Device Dashboard

To copy one or more device dashboards:

1. Gotothe Device Dashboards page (System > Customize > Device Dashboards).
2. Inthe Device Dashboards page, select the checkbox for each dashboard you want to copy.

3. Inthe Select Action drop-down list, select Copy Dashboards.

Device Dashboards | Device Dashboards Found [86]
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4. Click the [Go] button. One or more new device dashboards will appear in this page with names that start
with "Copy of".

Defining the Global Default for Device Dashboards

The device dashboard that is defined as the "Global Default" is the default dashboard that appears in the in the
Device Summary page for each device.
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SL1 decides what to display in the Device Summary page as follows:
o Ifthe device is manually aligned with a device dashboard (in the Device Properties page), that dashboard is
displayed in the Device Summary page for the device.

o Ifthe device is not manually aligned with a device dashboard, the device dashboard that is aligned with the
Device Class is displayed.

« Ifthe device class is not aligned with a device dashboard, the device dashboard that is aligned with the
Device Category is displayed.

o Ifthe device category is not aligned with a device dashboard, the device dashboard that is defined as the
"Global Default" is displayed.

NOTE: Ifthe Prefer Global Device Summary Dashboard Over Category/Class checkbox is checked in
the Behavior Settings page (System > Settings > Behavior) and a device is not manually aligned
with a device dashboard, the dashboard that is defined as the "Global Default" is displayed.

NOTE: Although you can align a device dashboard with a Dynamic Application, the device dashboards that
are aligned with Dynamic Applications are never displayed in the Device Summary page as the
default display. However, from the Device Summary page, a user can select and view any device
dashboards that are aligned with Dynamic Applications for the device.

To define the Global Default for device dashboards:

1. Gotothe Device Dashboards page (System > Customize > Device Dashboards).

2. Inthe Device Dashboards page, select the checkbox for the dashboard you want to define as the Global
Default.
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3. Inthe Select Action drop-down list, select Set Global Default Device Dashboard.
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4. Click the [Go] button. In theGlobal Default field for the selected device dashboard the value "Yes" will
appear.

Unaligning a Device Dashboard

If you no longer want a device dashboard to appear as an option in the Device Summary page for any devices,
you can remove all alignments for that device dashboard. To do this:

1. Gotothe Device Dashboards page (System > Customize > Device Dashboards).

2. Inthe Device Dashboards page, select the checkbox for the dashboard you want to remove from the
Device Summary page.
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3. Inthe Select Action drop-down list, select Unalign Device Dashboard(s).
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Click the [Go] button.

5. The selected dashboards are no longer aligned with Device Categories, Device Classes, Devices, or

Dynamic Applications. The selected dashboards will no longer appear as an option in the Device Summary
page for any devices.

Moving Alignment for Device Dashboards

You can specify that you want a device dashboard to "steal" all the alignments from another device dashboard.
When you do this, the device dashboard that is stolen from will no longer have any alignment. To move
alignments from one dashboard to another:

1. Gotothe Device Dashboards page (System > Customize > Device Dashboards).

2. Inthe Device Dashboards page, select the checkbox for the dashboard that you want to "steal" alignments.
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3. Inthe Select Action drop-down list, select Replace Dashboard Alignments with and then select the device
dashboard that you want to "steal" alignments from.

4. Click the [Go] button.

5. The Device Dashboards page shows that the alignments have been removed from the device dashboard
that you chose in the Select Action drop-down. In the Device Dashboards page, the device dashboard for
which you selected the checkbox now displays all the alignments that it "stole" from the other device

dashboard.
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17

Using Custom Attributes

Overview

This chapter describes how to use custom aftributes.
Use the following menu options to navigate the SL1 user interface:
« Toview a pop-out list of menu options, click the menu icon (E)
« Toview a page containing all the menu options, click the Advanced menuicon ().

This chapter includes the following topics:

Custom AHtributes . L 307
Viewing the List of Custom AHribUeS ... .. 307
Filtering the List of Custom Aributes .. .. . 310
Viewing the List of Subscribers for a Custom Aftribute ... ... . 311
Creating Custom Attributes . il 312
Deleting One or More Custom AHRMDUIES . .. 313
Adding Custom Attributes for a Device ... . . .. 314
Adding Custom Attributes for a Device in the Classic SL1 User Interface ........ .. ... ... ... ............ 315
Custom Attributes in the Sciencelogic APl . 315
Using the Sciencelogic API to View, Create, and Edit Custom Attributes ... ... ... ... ............. 316
Using a Dynamic Application to Create and/or Populate Custom Attributes ............................ 316
Using Custom Attributes to Define Device Groups ... 318
Viewing Custom Attributes in the Custom Table Widget ... . . . . ... 319
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Custom Attributes

Custom Attributes are name-value pairs. You can use custom attributes to add custom descriptive fields o assets,
devices, interfaces, services, themes, and vendors. In SL1, you can create and update custom attributes via the
AP, in configuration Dynamic Applications, and in the Custom Attribute Manager page. Custom aftributes can
be used to dynamically define device groups and can be viewed with the custom table widget.

There are two categories of custom attributes:

« Base Custom Attributes. These custom aftributes are applied to each member of an element type. For

example, a base aftribute for devices would be applied to all devices.

« Extended Custom Attributes. These custom attributes are applied individually to one or more members of
an elementtype. For example, you could apply the custom attribute cisco ios version only to those asset

records for Cisco devices; you would not want to assign this custom attribute to all asset records.

Viewing the List of Custom Attributes

The Custom Attribute Manager page (Manage > Custom Attributes) displays a list of all the existing custom

attributes created through the user interface:

Custom Attributes

A Activity EmZadmin Vv @S:igncelogic

Q, Type to search custom attributes

% piseLay NaME ATTRIBUTE TYPE RESOURCE TYPE DATABASE INDEX D

Serial Number Extended Asset none

Model Extended Device none 3

Year Extended Asset none 2

Serial_20_ Mumber string

o Create Custom Attribute

INTERNAL FIELD NAME VALUE TYPE

string

string
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TIP: If you are looking for a very specific set of custom atfributes, click the gear icon (#%) to the right of the

Search field and select Advanced. In this mode you can create an advanced search using "AND" or "OR"

for multiple search criteria. For more information, see the "Performing an Advanced Search" topic in the
Introduction to SLT manual.

The same information is available on the classic Custom Attribute Manager page (System > Manage >
Custom Attributes):

Custom Aftribute Manager | Attributes Found[3]

Reset Guide

Display Namek Intermal Field Name Value Tupe Resource Type Attrbute Type

( 1 ( 1 1 ( L ]
1. # Oter Other

O

Stiing Device Extended None - [m]
O

(m)

Datsbase index Subscribers.

2. 2 serial Number ‘Serial_20_Number String Device Extended None
3. @ Year Year String Device Extended None
8 [fequired field ] [required field

| (CString 1 | (T Please Select: 1 | [T Extended 1 ) [[None 1

[ Select Action ] >l Go

For each custom aftribute, the Custom Attribute Manager page displays the following information:

o Display Name. Name for the custom aftribute. This value appears in the user interface.

« Internal Field Name (classic only). Name for the custom attribute that complies with XML naming rules. If

the value in the Display Name field does not comply with XML rules, SL1 will convert the value to a name
that complies with XML rules.

NOTE: Names for custom attributes must conform to XML naming standards. The attribute name can contain
any combination of alphanumeric characters, a period, a dash, a combining character, or an
extending character. If a value in the Display Name column does not conform to XML standards, SL1
will replace non-valid characters with an underscore plus the hexadecimal value of the illegal
character plus an underscore. So "serial number" would be replaced with "serial X20 _number".
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o Value Type (classic only). Specifies the type of value that will be saved in the custom attribute. Choice are:

o String. Non-numeric value

o Integer. Numeric value
o Resource Type. Specifies the Sciencelogic element that will use the custom attribute. Choices are:

o Asset. Custom attribute will be associated with one or more asset records.

o Device. Custom attribute will be associated with one or more devices.

o Interface. Custom attribute will be associated with one or more network inferfaces.
o Service. Custom aftribute will be associated with one or more services.

o Theme. Custom attribute will be associated with one or more user-interface themes.

o Vendor. Custom afttribute will be associated with one or more vendor records.
« Attribute Type. Specifies the behavior of the custom attribute. Choices are:

o Base. A base custom aftribute is automatically aligned to all members of the specified Resource Type.

For example, a base custom attribute for devices would be aligned with each and every device in your
SLT System.

o Extended. An extended custom aftribute is manually assigned only to some members of the Resource
Type and should not be assigned to all members of the Resource Type. For example, you could apply
the custom attribute cisco ios_version only to those asset records for Cisco devices; you would not
want to assign this custom attribute to all asset records.

o Database Index (classic only). Specifies how the custom attribute is stored in the Sciencelogic database.
Choices are:

o None. Custom attribute is not indexed.

NOTE: Extended custom attributes allow only the value None in this field.

o Unique. For base custom affributes, ensures that the value of each base custom aftribute is unique
within its Resource Type.

o Index. For base custom aftributes, allows SL1 1o efficiently search for custom aftributes in the
Sciencelogic database.

309 Viewing the List of Custom Attributes



o Subscribers (classic only). Specifies the Resource Type and number of subscribers. Possible values in this
field include:

NOTE: For base custom atiributes, the value in the Subscribers column is always "- - " (dash dash).

(o}

u'(Assew‘). Custom attribute is associated with one or more asset records. Clicking on the icon displays
the Custom Attribute Subscribers page, where you can view details about each subscriber of type
Asset.

o @ (Device). Custom atiribute is associated with one or more devices. Clicking on the icon displays the
Custom Attribute Subscribers page, where you can view details about each subscriber of type
Device.

o W(interface). Custom attribute is associated with one or more network interfaces. Clicking on the icon

displays the Custom Attribute Subscribers page, where you can view details about each subscriber
oftype Inferface.

o ﬂ(Theme). Custom attribute is associated with one or more user-interface themes. Clicking on the
icon displays the Custom Attribute Subscribers page, where you can view details about each
subscriber of type Theme.

o 83(Vendor). Custom attribute is associated with one or more vendor records. Clicking on the icon
displays the Custom Attribute Subscribers page, where you can view details about each subscriber
oftype Vendor.

Filtering the List of Custom Attributes

You can filter the list on the Custom Attribute Manager page by one or more parameters. Only aftributes that
meet all the filter criteria will be displayed in the Custom Attribute Manager page.

Tofilter by parameter, enter text into the desired filter-while-you-type field. The Custom Attribute Manager
page searches for aftributes that match the text, including partial matches. By default, the cursor is placed in the
left-most filter-while-you-type field. You can use the <Tab> key or your mouse to move your cursor through the
fields. The list is dynamically updated as you type. Text matches are not case-sensitive.

You can also use special characters to filter each parameter.
Filter by one or more of the following parameters:

o Display Name. You can enter text to match, including special characters, and the Custom Attribute
Manager page will display only custom attributes that have a matching display name.

o Internal Field Name. You can enter text to match, including special characters, and the Custom Attribute
Manager page will display only custom attributes that have a matching internal field name.

« Value Type. You can enter text to match, including special characters, and the Custom Attribute
Manager page will display only custom attributes that have a matching value type.

« Resource Type. You can enter text to match, including special characters, and the Custom Attribute
Manager page will display only custom attributes that have a matching resource type.
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« Attribute Type. You can enter text to match, including special characters, and the Custom Attribute

Manager page will display only custom aftributes that have a matching attribute type

« Database Index. You can enter text to match, including special characters, and the Custom Attribute

Manager page will display only custom attributes that have a matching database index.

o Subscribers. You can enter text to match, including special characters, and the Custom Attribute

Manager page will display only custom attributes that have a matching number of subscribers.

Viewing the List of Subscribers for a Custom Attribute

To view a list of subscribers for a custom attribute:

1.

Goto the Custom Attribute Manager page (System > Manage > Custom Aftributes) .

2. Click the icon in the Subscribers column.

3. The Custom Attribute Subscribers modal page appears.

311

For @ (Asset), the Custom Attribute Subscribers modal page displays the following for each
subscriber:

o Make. Make of the asset.

o Model. Model of the asset.

o Device. If applicable, name of the device associated with the asset record.

o Asset Tag. Asset tag associated with the asset.

o Name of the custom attribute. The value assigned to the custom attribute for this subscriber.

For i (Device), the Custom Attribute Subscribers modal page displays the following for each
subscriber:

e}

DID. Device ID for the device. SL1 automatically assigns this value to the device.

Device Name. Name of the device.

o

(e}

IP Address. If applicable, the IP address associated with the device.

(o}

Name of the custom attribute. The value assigned to the custom attribute for this subscriber.

For ®! (Inferface), the Custom Attribute Subscribers modal page displays the following for each
subscriber:

o Device Name. Name of the device associated with the interface.

o

IF Name. Name of the interface.

IF Port. Port number associated with the interface.

(e}

Alias. Alias associated with the interface.

(o}

(o}

Name of the custom attribute. The value assigned to the custom attribute for this subscriber.
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. For® (Theme), the Custom Attribute Subscribers modal page displays the following for each
subscriber:

o

ID. Unique ID associated with the theme. SL1 automatically assigns this value to the theme.

e}

Theme Name. Name of the theme.

HTML Header/Title. HTML header associated with the theme.

o

Name of the custom attribute. The value assigned to the custom attribute for this subscriber.

(e}

o For %4 (Vendor), the Custom Attribute Subscribers modal page displays the following for each
subscriber:
o ID. Unique ID associated with the vendor. SL1 automatically assigns this value to the vendor.
o Vendor Name. Name of the vendor.

o Name of the custom attribute. The value assigned fo the custom attribute for this subscriber.

Creating Custom Attributes

You can create custom attributes on the Custom Attributes page (or on the Custom Attribute Manager page
in the classic SL1 user interface), via the Sciencelogic AP, or by using a configuration Dynamic Application. The
following rules apply to the creation of custom attributes:

o Ifyou define a base custom attribute for devices on the Custom Attributes page (or on the Custom
Attribute Manager page in the classic SL1 user interface), that base custom attribute is aligned with each
device in your system. The value of the base custom aftribute will be null until you assign a value for each
device.

« Ifyou define an extended custom aftribute for devices on the Custom Attributes page (or on the Custom
Attribute Manager page in the classic SL1 user interface), that extended custom attribute is not aligned with
any devices.

o You can use the Attributes page in the Device Administration panel to assign a value or edit the value for
each custom attribute aligned with a device. For more information, see the section on Managing a Single
Device with the Device Administration Panel.

o You can use Dynamic Applications of type "configuration" to create custom aftributes and/or assign values to
custom attributes for devices. For details, see the section on Using a Dynamic Application to Create
and/or Populate Custom Attributes.

« Ifyou create a base custom attribute for asset records, network interfaces, themes, and vendor records, those
custom attributes will appear in the Sciencelogic APl for the specified entity. Initially, the value of the base
attribute will be null. You cannot use the Sciencelogic user interface to assign a value to these base custom
affribute. You must use the Sciencelogic APl to assign values fo these base custom aftribute. For details, see
the section on Custom Attributes in the Sciencelogic API.
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« Ifyou create an extended custom aftribute for asset records, network interfaces, themes, and vendor records,
those custom attributes can be aligned and populated using the Sciencelogic API. You cannot use the
Sciencelogic user interface to assign a value to these extended custom attributes. You must use the

Sciencelogic APl to assign values to these extended custom attributes. For details, see the section on
Custom Attributes in the SciencelLogic API.

To create a custom aftribute from the Custom Attribute Manager page:
1. Gotothe Custom Attribute Manager page (System > Manage > Custom Attributes).

Custom Attribuds Manager | Atinbutes Found{]
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2. Inthe bottom-most row, enter a value in each field.

3. Click the Save icon (H).

Deleting One or More Custom Attributes

From the Custom Attribute Manager page, you can delete custom attributes from SL1. To do this:

1. Gotothe Custom Attribute Manager page (System > Manage > Custom Aftributes).
2. Selectthe checkbox () for each custom aftribute you want to delete.

3. Click the Select Action field in the lower-right and select DELETE Custom Aftributes.

4. Click the [Go] button.

NOTE: SL1 will not allow you to delete an extended custom atiribute that is aligned with one or more
subscribers. If you try to delete an extended custom aftribute that is aligned with one or more
subscribers, SL1 will display the error message: "Error: Some attributes have entities aligned. Unalign
entity from attribute before deleting." This message appears to the right of the page title.
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Adding Custom Attributes for a Device

You can view detailed data about a specific device by clicking the device name on the Devices page (*B) to open
the Device Investigator page for that device.

On the [Attributes] tab of the Device Investigator, you can view a list of list of custom attributes that are already
aligned with that device, and you can also add and remove extended custom attributes for the device:

ws Motes Ports Processes Redirects Relationships Schedules Services Software Thresholds Tickets Attributes Q More v

© pespLav nasE VALUE TYPE VL ATTRIBUTE TYPE

NOTE: Before you can add a custom aftribute to a device, you might need to create that custom aftribute on
the Custom Attribute Manager page (Manage > Custom Attributes) or on the classic Custom
Attribute Manager page (System > Manage > Custom Attributes).

To add and edit custom attributes for a device on the [Attributes] tab:
1. On the [Attributes] tab for the device, click [Edit] and then click [Align Attribute]. The Align Extended
Attribute window appears.
2. Complete the following fields:
« Attributes. Select the name of the custom attribute.

« Attribute value. Specify a text or numeric value for the attribute, based on its value type.

Click [Align Attribute]. The custom aftribute is added to the list on the [Attributes] tab.
To edit an attribute in the list, click the [Actions] button ( =) for that aftribute and select Edit Attribute.

To unalign an atiribute, click the [Actions] button ( =) for that aftribute and select Unalign Attribute.

o AW

When you are done adding, editing, or unaligning attributes, click [Save].
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NOTE: Upon saving, your aftribute changes will be reflected in the More Attributes section of the Info drop-
down.

Adding Custom Attributes for a Device in the Classic SL1 User
Interface

For information about how to add custom attributes for a device in the classic SL1 user interface, see the section on
Aligning Custom Attributes with a Device.

Custom Attributes in the Sciencelogic API

The Sciencelogic APl includes resources for adding custom aftributes to the following resources:

o /asset

o /device

o The /interface sub-resource under /device resources
o /theme

o /vendor
When you define a custom attribute for a resource:

o Foranyinstance of that resource (e.g., a specific device), you can perform a POST operation specifying a
value for that aftribute for that instance.

« Ifyou configure the attribute as a base atiribute, the attribute will appear in the list of fields for all instances of
that resource. For example, if you define a custom attribute as a base attribute for the /device resource, the
response to a GET request for any /device/device_id resource includes the custom attribute in the list of

fields.

« Ifyou configure the attribute as an extended attribute, the aftribute will appear in the list of fields for instances
of that resource only if a value has been specified for the attribute for that instance. For example, suppose you
define a custom attribute as an extended attribute for the /device resource. The response to a GET request on
the /device resource index with the extended_fetch option enabled will include the custom attribute only for
devices that have a value for that custom atiribute.

o GET requests for the resource index can include filter and sort criteria that use that custom aftribute.

When you define a value for a custom attribute by performing a POST request to a resource, the value is available
through the APl and can be used in dynamic rules for device groups and viewed in the custom table widget.
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Using the Sciencelogic APl to View, Create, and Edit Custom
Attributes

You can use the Sciencelogic APl 1o view, edit, and create custom afiributes. For details on viewing, creating, and
editing custom atiributes, see the manual Using the SciencelLogic API.

Using a Dynamic Application to Create and/or Populate
Custom Attributes

For details on creating aDynamic Application or creating collection objects, see the manual Dynamic Application

Development.

One of the ways you can create and/or populate a custom attribute for devices is through a Dynamic Application of

type configuration.
In Dynamic Applications of archetype configuration, you can:

o Use a collection object to populate the value of an existing custom attribute.

« Use a pair of collection objects to create a custom attribute and provide a value for that custom attribute. You
must define a collection object to define the name of the custom attribute; this causes the SL1 system to
create a custom attribute with the name from the collection object. You must also define a second collection
object to populate the value of the custom attribute.

NOTE: For details on creating and managing custom attributes, see the manual Using the Sciencelogic
API.
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The following fields in the Collection Obijects page allow you to use one or more collection objects to define
and/or populate a custom attribute:

{Object Nama \_dyn_val | Description

[<tags><tag><shape>
XML Tags
Class Type [[10 Config Character] =
String Type | [Standard 5
g Tyoe | [Standard] [
Custom Attributé)| Dynamic Value 'ﬂdynikev j
Group / Usage Type |[Group 1] ][ [Standard] = Formula
Asset / Form Link [[None] vH[None] 'I
Inventory Link | [Disabled] |
Change Alerting | [Disabled] ]

Table Alignment \ [Lefi] v|

Hide Object [~

[ Disable Object Maintenance

« Align to Custom Attribute. Specify the custom aftribute to associate with this collection object. The custom
attribute will be populated with a value from a collection object. Choices are:

o None. This collection object is not associated with a custom aftribute.
o Static. This collection object is associated with a specific custom attribute.

o Static Name. If you selected Static in the Custom Attribute field, the Static Name field appears. In
this field, specify the name of the custom attribute that you want to populate with the value of the
collection object. You can select from a list of existing custom aftributes.

o Ifthe list does not include the custom aftribute you want to align with the collection, select the plus-
sign icon (“¥). The icon clears the field and allows you to manually enter a value.

o Ifyou manually specify a custom attribute, SL1 will search for a custom attribute with a matching
name and populate the custom attribute with the value of this collection object. If SL1 does not find
a custom attribute with a matching name and therefore creates the custom aftribute, the new
custom attribute will be an extended custom attribute, for devices. The data type will be integer (for
numeric values) or string (for all other value types).

o Dynamic Name. You can use a pair of collection objects to populate the name and value of a custom
attribute. You must define each collection object separately. When you select Dynamic Name in the
Custom Attribute field, the name of the custom aftribute is populated with the value of the collection
object. If SL1 does not find a custom attribute with a matching name, SL1 will create the custom
attribute. If SL1 does not find a custom attribute with a matching name and therefore creates the
custom attribute, the new custom attribute will be an extended custom attribute, for devices. The data
type will be integer (for numeric values) or string (for all other value types).

NOTE: If you select Dynamic Name in the Custom Attribute field, you must create a second collection
object that will populate the value of the custom aftribute.
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NOTE: Names for custom attributes must conform to XML naming standards. The aftribute name can contain
any combination of alphanumeric characters, a period, a dash, a combining character or an
extending character. If a collected value for an attribute name does not conform to XML standards,
SL1 will replace non-valid characters with an underscore + the hexadecimal value of the illegal
character + an underscore. So "serial number' would be replaced with "serial X20 number". The
attribute label will use the original, non-converted value ("serial number").

o Dynamic Value. The value of the custom attribute selected in the Dynamic Name field is populated
with the value of the collection object.

o Dynamic Name. If you selected Dynamic Value in the Custom Attribute field, the Dynamic Name
field appears. Select from the list of collection objects that have a Custom Attribute value of Dynamic
Name.

NOTE: The collection object assigned to the Dynamic Value is added to the same Group as the collection
object assigned fo the associated Dynamic Name. If the collection object for Dynamic Name is not
assigned to a Group, you will be prompted 1o select a Group for the both the collection object for
Dynamic Name and the collection object for Dynamic Value.

NOTE: Each group can contain only one collection object that is assigned to a Dynamic Value and only one
collection object that is assigned to a Dynamic Name. The group can contain other collection objects,
but should not contain more than one collection object assigned to a Dynamic Value and not more
than one collection object assigned to a Dynamic Name.

Using Custom Attributes to Define Device Groups

A device group is a group of multiple devices, grouped together for ease of management. You can use custom
attributes to define membership in a device group. Only devices that have a specific value for a custom aftribute
will be included in the device group.

You can add devices to a device group either explicitly or dynamically.

« You can create static device groups, where you explicitly assign one or more devices o a device group.

« You can create dynamic device groups, where you define rules for the device group. Each device that
meets the criteria in the rule is automatically included in the device group. For example, suppose that you
define a rule that specifies "include all devices in the System organization, with an IP address that starts with
'10.100.100"". SL1 would automatically assign all devices from the System organization with an IP of
"10.100.100.*" to the new device group. When a new device is added to the System organization with an P
that begins with "10.100.100.*", that device will also be included in the device group. If a device with an IP
that starts with "10.100.100" is removed from the System organization, that device will also be removed
from the device group.
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o You can create a device group that includes both explicitly assigned devices and also includes a dynamic
rule. This device group will include both the explicitly assigned devices and all devices that meet the criteria
in the dynamic rule.

In the Device Group Rule Editor page, the Active Selectors field includes an entry for each custom attribute you
have defined with the APl or with a Dynamic Application. When you select a custom aftribute, the Selector
Definitions pane displays a field in which you can enter a string. SL1 will use the string to search for devices that
have a matching value for this custom attribute.

Add Rule Close | Esc
Device Group Rule Editor | Active Selection Reset

Active Selectors Selector Definitions

Alﬂp Asset Make = Device: Color Invert [~
ed

[" Asset Model I

[~ Asset Function Operators allowed:
term™ Begins with "term”

[T Asset Owner *tarm Ends with "term®”

[~ Asset Location te?m Is "term”, "team", "teem"__.

[T Asset Serial Iterm Is not "term"”

term1, term2 15 "term1" or “term2"
" Asset Tag ermi, ferm

[” Software Title
[~ Software Version

[" Device: Device
Location
[+ Device: Color -

Matched Devices [0]

Collection
Device Name ~ Category Class | Sub-class D QOrganization State
No devices matched.
Select related devices... OK

In the example above, we selected the custom aftribute Device:Color and specified the value red. Our device
group will include only devices that ihave the value red assigned to the Device:Color custom attribute.

For additional details on defining device groups and defining device group rules, see the manual Device Groups
and Device Templates.

Viewing Custom Aftributes in the Custom Table Widget

A dashboard is a page that displays one or more graphical reports, called widgets. SL1 includes pre-defined
widgets that can be customized and displayed in the Classic Dashboards page. These widgets are displayed in
their own pane, and display graphs, tables, and/or text.
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To define an instance of a widget, you first select from a list of pre-defined widget definitions, and then customize

what will be displayed by the selected widget by supplying values in the option fields provided by that widget.

Cpu Litilization Leaderboard

° s

Memory % Pogailability

CPU % Memory % and Swap %

E event Table

-

[

The Custom Table widget displays multiple instances of an entity in a table. The Custom Table widget can be
configured to display a list of devices, device classes, or device groups (and also other entities).

The generated table displays information about each entity in the list. You can configure which information is

included in the table in the Layout Editor pane during configuration.
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The Layout Editor panel displays the columns that will be displayed in the widget.

In the example above, Color and Device Location are custom attributes for devices.

Viewing Custom Attributes in the Custom Table Widget
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If you selected Device,or Asset, or Interface in the Entity Type field of the Custom Table Widget, the Layout Editor

will include columns for the custom attributes defined in your system for that entity type.

» Bydefault, the columns for the custom attributes are excluded from the configuration.

« Ifan extended custom attribute is defined in your system but has not been assigned a value for any asset,

device, or interface, it will not appear in the list of columns.
You can add or remove custom attributes from the layout of the widget using the following buttons:

e <|> You can move columns from left to right by clicking on the arrow characters at the top of each column
and dragging the column left or right. Double-clicking on the arrow moves the column out of the display past
a black bar to the right. All disabled columns can be seen to the right of the black bar. Double-clicking on the

arrow again moves the column back info the display.

For additional details on configuring the Custom Table Widget, see the Dashboards manual.
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