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Introduction

Overview

This manual describes how SL1 collects data from monitored devices, and how SL1 displays that data in the user
interface. This manual is a subset of the Device Management manual; the Device Management manual also
describes how to configure settings and monitoring policies that control how data is collected from devices.

This manual describes how to discover and collect data from devices in SL1. It also describes how to configure
and manage those devices in SL1 after they have been discovered.

NOTE: For information about the data that SL1 collects from monitored devices, how to configure
monitoring policies to collect that data, and how SL1 displays the data in the user interface, see the
manual Monitoring Device Infrastructure Health.

Use the following menu options to navigate the SL1 user interface:

« To view a pop-out list of menu options, click the menu icon [&).

« Toview a page containing all of the menu options, click the Advanced menu icon ( «+ ).

This chapter covers the following topics:

What is a DeVICe? . . 9
What is a Device Record? ... ... 10
What is a Device Classe ... 10
What is a Device Category? ... ... 10
How Does SLT Manage Devicese . . . 11
What is DiSCOVery e 12



What is a Credentiale . . 12

What is a Virtual Device? ... . . 13
What are Component Devices?g ... ... 14
What is a Dynamic Applicationg 14
What is an SLT Agente 15
What is Virtualization? ... 15
What is an Asset Record@ ... ... 16

What is a Device?

Devices are all networked hardware in your network. SL1 can monitor any device on your network, even if your
organization uses a geographically diverse network. For each managed device, you can monitor status, create
policies, define thresholds, and receive notifications (among other features).

Some of the devices that SL1 can monitor are:

* Bridges

¢ Copiers

e Firewalls

* Load Balancers
e Modems

¢ PDU Systems
e Probes

e Printers

e Routers

¢ Security Devices
e Servers

e Switches

e Telephony

e Terminals

* Traffic shapers
e UPS Systems

o Workstations

In SL1, devices also include component devices and virtual devices.

9 What is a Device?



What is a Device Record?

As part of monitoring your network, SL1 collects data using common networking protocols. Most collected data is
associated with a device in SL1. A device record in SL1 can represent:

* Physical network hardware, such as servers, switches, routers, or printers.
* A component of a larger system, such as a data store in a hypervisor system or a blade server.

* Any other entity about which you want to collect data, but want or need to associate that data with a
container that does not correspond directly to a physical device or a component. For example, you might
configure a device record that represents a web site or a cloud service.

What is a Device Class?

Device classes determine:

* How devices are represented in the user interface
» Whether the device is a physical device or a virtual device
* How managed devices are discovered with the discovery tool

The Device Class Editor page (System > Customize > Device Classes) allows advanced administrators to
define new or legacy device classes in SL1 and to customize properties of existing device classes.

Most TCP/IP-compliant devices have an internally-defined class ID, called the System Object ID and abbreviated
to SysObjectID. This SysObjectlD is an SNMP OID defined by the manufacturer. Each manufacturer specifies a
SysObjectID for each different hardware model. In SL1, each SNMP device class is associated with a
SysObijectID. During initial discovery, SL1 searches each device for the SysObject|D and assigns each device to
the appropriate device class.

SL1 also includes device classes for devices that do not support SNMP. These device classes are associated with
values returned by nmap. SL1 runs nmap against each device during discovery.

The following sections describe the types of device classes used in SL1.

What is a Device Category?

A device category is a logical categorization of a device by primary function, such as "server", "switch", or
"router". SL1 uses device categories to group related devices in reports and views.

Device categories are paired with device classes to organize and describe discovered devices. Device class
usually describes the manufacturer. Device category describes the function of the hardware. Each device class
can include a device category.

What is a Device Record? 10



NOTE: "Reserved" device categories are those device categories required by SL1. These device categories
cannot be edited or deleted. If a device category does not display the bomb icon (@), the device
category is a reserved device category and cannot be deleted.

How Does SL1 Manage Devices?

» Using discovery, SL1 automatically locates or discovers all hardware and hardware-components in your
network. SL1 can also automatically discover most software applications running in your network.

» Using Dynamic Applications, SL1 can automatically discover component devices.

» During discovery, devices are categorized by device class and device category for quick identification. You
can customize device classes and device categories and also define custom device classes and device
categories.

e Onthe SL1 Devices and Device Manager pages, you can view details about each discovered device,
including IP address and MAC address, operating system, hardware components (like CPU, RAM, swap, file
systems), interfaces, open ports, and installed software.

» Foreach device, you can use the Device Administration panel or the Device Investigator page to define
configuration and policies for the device.

 For each device, you can use the Device Reports panel or the Device Investigator page to view details
about the device, including graphical reports.

* SL1 can monitor bandwidth usage for each discovered network interface. SL1 can generate reports and
billing documents for each network interface.

NOTE: SL1 includes pre-defined events (sometimes called "alerts" in other applications). An event is a
message that is triggered when a specified condition is met. Among other things, an event can signal
that a server has gone down, that a device is exceeding CPU or disk-space thresholds, that
communication with a device has failed, or simply display the status of a device or component. You
can define and customize events to best fit your infrastructure. Events can be viewed through SL1,
sent to users' email accounts, and sent to users' pagers or cell phones.

* You can define customized performance thresholds and hardware thresholds for a device. SL1 can generate
events based on these thresholds.

¢ SL1 monitors availability and latency for each device. You can define availability and latency thresholds.
SL1 also generates graphical reports on each device's availability and latency.

e SL1 monitors open ports. Based on user-defined policies, SL1 can generate an event when a new port is
opened on any device in the network.

e SL1 can monitor port-availability for each port in the network.
* SL1 can discover and monitor the hardware components of each device.

e SL1 can discover and monitor the software running on each device.

11 How Does SL1 Manage Devices?



e SL1 can monitor system processes and Windows services running on a device. Based on user-defined
policies, SL1 can generate an event when a process or service is running or when a process or service is not
running and should be.

 You can use device groups and device templates to automate the configuration and policies for multiple
devices.

* You can create a virtual device to store data that you want to manage with SL1 but that cannot be
associated with a traditional device or that you do not want associated with a traditional device.

» You can monitor ESX servers and VMware "guest" devices as you would monitor any other hardware-
based device.

* You can create parent and child relationships between devices. These relationships allow you to use a single
solution to resolve problems for the related devices.

» You can create asset records for one, multiple, or all devices in the network. SL1 automatically populates
as many fields as possible, using information retrieved during discovery.

e SL1 includes an exhaustive list of real-time, dynamic, graphical reports to display trends and status for
individual devices, groups of devices, or the entire network. These reports can be saved in multiple formats
and can be printed.

What is Discovery?

Discovery is the tool that automatically finds all the hardware-based devices, hardware components, and
software applications in your network. You must provide the discovery tool with a range or list of IP addresses
and/or a list of fully-qualified domain names (hostnames), and the discovery tool determines if a device,
hardware component, or software application exists at each IP address.

For each device, hardware component, or software application the discovery tool "discovers", the discovery tool
can collect a list of open ports, DNS information, SSL certificates, list of network interfaces, device classes to align
with the device, topology information, and basic SNMP information about the device.

The discovery tool also determines which (if any) Dynamic Applications to align with the device. If the discovery
tool finds Dynamic Applications to align with the device, the discovery tool triggers collection for each aligned

Dynamic Application.

For more information about discovery, see the Discovery & Credentials manual.

What is a Credential?

Credentials are access profiles (usually username, password, and any additional information required for
access) that allow SL1 to retrieve information from devices and from software applications on devices.

» Discovery uses SNMP credentials to retrieve SNMP information during initial discovery and nightly auto-

discovery. [f SL1 can connect to a device with an SNMP credential, SL1 deems that device "manageable” in
SLT.

What is Discovery? 12



* Dynamic Applications use credentials to retrieve SNMP information, database information,
SOAP information, XML information, XSLT information, and WMI information.

e SL1 includes a type of credential called "Basic/Snippet" that is not bound to a specific authentication
protocol. You can use this type of credential for Dynamic Applications of type "WMI", of type "snippet", and
when defining system backups. "Basic/Snippet" credentials can also be used for monitoring Windows
devices using PowerShell.

e SL1includes a type of credential that allows SL1 to communicate with an LDAP or Active Directory system.
For details on integrating SL1 with LDAP or Active Directory, see the manual Using Active Directory and
LDAP.

e SL1 includes a type of credential that allows Dynamic Applications of type "Snippet" to use SSH to
communicate with a remote device. To use these Dynamic Applications, you must define an SSH credential.

e SL1 includes a type of credential that allows Dynamic Applications to retrieve data from Windows devices. If
you align a Dynamic Application for PowerShell with a PowerShell credential, SL1 assumes that you want to
use its built-in agentless transport to communicate with Windows devices.

If necessary, a single device can use multiple credentials. If more than one agent or application is running on the
device, each agent or application can be associated with its own credential. During discovery, SL1 will use the
appropriate credential for each agent.

For example, suppose you want SL1 to discover a device that supports SNMP v2. To retrieve SNMP data from that
device, SL1 must use a valid SNMP v2 read-only community string. So we would first go to the device and define
the SNMP read-only community string. Then we would return to SL1 and create a credential in the SL1 system,
using that community string. This new credential would allow discovery to retrieve SNMP data from the device.

Now suppose this same device also includes a MySQL database. Suppose you want SL1 to use a Dynamic
Application to monitor that database. To retrieve data from the database, SL1 must use a valid username and
password for that database. So we would first go to the device that hosts the MySQL database and create a
database username and database password for SL1 to use. Then we would return to SL1 and create a credential
in the SL1 system. The credential would include the database username and database password for the MySQL
database. This credential would allow the Dynamic Application to retrieve data about the MySQL database.

For more information about credentials, see the Discovery & Credentials manual.

What is a Virtual Device?

Avirtual device is a container for collected data. A virtual device can be used when you want to:

» Monitor a device or application that doesn't support TCP/IP, SNMP, or both. The device's data can be
pushed to SL1 via another method (for example, email) and stored in a virtual device.

» Monitor multiple SNMP agents on a single device. In such a case, one of the SNMP agents (for example, a
hardware agent) can be associated with the device and another SNMP agent (for example, an agent that
monitors a software application) can be associated with a virtual device.

* Isolate and monitor specific parameters separately from their originating device. For example, you might
want to monitor a database and keep its data separate from the hardware data you are collecting from the
host device.

For more information about virtual devices, see the Virtual Devices section.

13 What is a Virtual Device?



What are Component Devices?

SL1 uses Dynamic Applications to retrieve data from a management device and discover each entity managed by
that management device. SL1 then uses that retrieved data to create a device for each managed entity. In some
cases, the managed entities are nested.

o InSL1 a managed entity is called a component device. A component device is an entity that runs under the
control of a physical management device.

o InSL1, the root device is the physical device that manages one or more component devices.

o InSL1, a parent device is a device that has associated entities modeled as component devices. A parent
device can be either a root device or another component device.

For example, in a Cisco UCS system, SL1 might discover a physical server that hosts the UCS manager. SL1 might
discover a chassis as a component device. The chassis is a child device to the physical server; the physical server
is the root device. SL1 might also discover a blade as a component device that is part of the chassis. The blade is
a child device to the chassis. The chassis is the parent device.

The Device Components page (Devices > Device Components) displays all root devices and component
devices in an indented view, so you can easily view the hierarchy and relationships between child devices, parent
devices, and root devices.

Depending on your Key Privileges, you can access the Device Management tools, the Device Administration
tools, view details about each device's interfaces, generate and print a report about a device, file a ticket about a
device, view an asset record for a device, and perform bulk administrative tasks from this page.

What is a Dynamic Application?

Dynamic Applications are the customizable policies that tell SL1 what data to collect from devices and
applications. For example, suppose you want to monitor a MySQL database running on a device in your network.
Suppose you want to know how many insert operations are performed on the MySQL database. You can create
or edit a Dynamic Application that monitors inserts. Every five minutes (for example), SL1 could check the number
of insert operations performed on the MySQL database. SL1 can use the retrieved data to trigger events and/or to
create performance reports.

SL1 includes Dynamic Applications for the most common hardware and software. You can customize these
default Dynamic Applications to suit your environment. You can also create custom Dynamic Applications.

Dynamic Applications in SL1 support a variety of protocols to ensure that SL1 can always communicate with the
devices and applications in your network and retrieve information from them. Dynamic Applications can use the
following protocols to communicate with devices:

* SNMP
« SQL
o XML

What are Component Devices? 14



o SOAP

e XSLT (uses SOAP and XSLT to convert XML data to a new format)

* WMI (Windows Management Instrumentation), including WMI and WBEM
* Windows PowerShell

» Custom Python applications (called "snippets") for proprietary or more complex data retrieval

What is an SL1 Agent?

The SL1 agent is a program that you can install on a device monitored by SL1. There is a Windows agent, an
AlX agent, a Solaris agent, and a Linux agent. The agent collects data from the device and pushes that data back

to SL1.

Similar to a Data Collector or Message Collector, the agent collects data about infrastructure and applications.

You can configure an agent to communicate with either the Message Collector or the Compute Cluster.

NOTE: The following minimum agent versions are required for SL1 12.1.1: Windows version 131; Linux
version 174; AlX version 180; and Solaris version 180.

For more information about monitoring devices with the agent, see the Monitoring with the SL1 Agent manual.

What is Virtualization?

Virtualization is when multiple virtual machines run on a single hardware platform. Each virtual machine is a
software-based implementation of a computer that executes programs like a hardware-based computer. A virtual
machine provides a platform on which you can run an operating system and software applications. For example,
a single server could contain a virtual machine running Windows and Windows applications, another VM running
Linux and Linux applications, another VM running BSD and BSD applications, and another running Macintosh
OS and Macintosh applications.

A hypervisor is the software that allows one or more virtual machines to run on a single hardware platform. The
hypervisor software allows the virtual machines to share the RAM, CPU, and disk space on the hardware

platform.

Each virtual machine can run its own operating system. A virtual machine can provide an alternate instruction set
from the hardware-based computer.

Virtual machines are frequently used to:

* Run multiple operating systems on a single computer.
» Consolidate hardware servers and run multiple server applications on a single server.

* Provide multiple, isolated development environments.

15 What is an SL1 Agent?



What is an Asset Record?

An asset record is a collection of relevant information about an asset. In SL1, asset records are usually created
for hardware devices.

In SL1, asset records can contain information about:

e The name, make, and model of a device.

* The serial number of a device.

 Function and status of the device.

* Networking information, like host ID, IP address, and DNS server for the device.

* Hardware information like amount of memory, CPU, and BIOS or EPROM version.

e Physical location of the device.

* Vendor information for the device, including PO or check number, warranty policy, and service policy.
* Description of the network interface.

* Description of each hardware component (if applicable).

» Description of installed software (if applicable).

SL1 will populate as many fields as possible automatically, using data retrieved during discovery and collections.
You can enter values in all the fields or in only those fields that are required for your business processes.

You can specify which asset fields will be populated from data retrieved during discovery and collections and

which fields will be populated manually. To specify this behavior, go to the Asset Automation page (System >
Settings > Assets).

What is an Asset Record? 16



Chapter

Using the Devices Page

Overview

The Devices page allows you to view all of your managed devices in SL1 and also run a discovery to find more
devices to monitor. You can select a device from the list on the Devices page to view detailed data on the
Device Investigator page for that device.

NOTE: The list of devices on the Devices page matches the list of devices on the Device Manager page
(Devices > Device Manager).

Use the following menu options to navigate the SL1 user interface:

« To view a pop-out list of menu options, click the menu icon [E&).

« Toview a page containing all of the menu options, click the Advanced menu icon ( ==+ ).

This chapter covers the following topics:

VieWing DeviCes . . 18
Viewing Additional Data about a Device ...l 20
Favorite DeVICesS ... 21
Aligning a Device with a Different Organization ... 21
Adding Devices with DiSCOVery ... ... . 22
Assigning 1cons 10 DeViCes ... 22
Deleting DeViCes ... 24



Viewing Devices

The Devices page allows you to view all of your managed devices in SL1. This section explains how to gather
more information about a device from this page.

To navigate to the Devices page, click the Devices icon (&B):

Devices A iy emraamin v Sciencelogic

i
]
&

s o ous
@ D R+4 Device Name IP Address Category Class Organization D State Collection State Collection Group
& O % v 41024123 1024123 Pingable Ping ICMP System 111 @ Healthy active cue
&
@ O % v @ amron-ubuntu-hotdog 192168127237 Servers Linux Ubuntu 12.04 System 142 @ Healthy active Agents

O % v = ddaurecn102-17-128 10217.128 Servers Linux Oracle Linux 7 System 2 @ Healthy active Agents

O % v = ddaurecu-102-17-123 10217.123 Servers Linux Oracle Linux 7~ System 114 @ Major unavailable Agents

O % v = ddauresn102-17-125 10217.125 Servers Linux Oracle Linux 7~ System 1 @ Minor active Agents

O % v = ddauresn10-2-17-126 10217.126 Servers Linux Oracle Linux 7~ System 4 @ Minor active Agents

O %« v 10-2-17-127 10217.127 Servers System 5 @ Minor active Agents

O % v 0-10-2-4-120 1024120 System.EM7 ic,Inc. EM7 All- System 13 @ Critical active cus

O %« v ly-dist-ap-10-2-4-121 1024121 System.EM7 ScienceLogic, Inc. EM7 Adr System 112 @ Healthy active cue

O % v D lennynightly-dist-cu2-10-2-4-124 1024.124 System.EM7 ScienceLogic, Inc. EM7 Dat System 110 @ Healthy active cue

O % v 3 lenny-nightly-dist-db-10-2-4-122 1024122 System.EM7 ScienceLogic,Inc. EM7 Daf System 109 @ Critical active cue

O % v D lennynightly-distme-10-2-4-125 1024125 System.EM7 ScienceLogic, Inc. EM7 Me System 108 @ Healthy active cue

O % v ®openidk 10216234 Servers Linux Ubuntu 16,04 System 119 @ Major unavailable cue

TIP: You can filter the items on this inventory page by typing filter text or selecting filter options in one or more
of the filters found above the columns on the page. For more information, see "Filtering Inventory Pages"
in the Introduction to SLT manual.

NOTE: By default, the Devices page footer displays the total number of devices discovered. If you apply a
filter, the footer will display the total number of search returns that satisfy your filter and the total
number of devices available on your machine.

For each device, the Devices page displays the following information:

¢ Device Name. Name of the device. For devices running SNMP or with DNS entries, the name is discovered
automatically. For devices without SNMP or DNS entries, the device's IP address will appear in this field.

o [P Address. The device's IP address.

o Category. The category assigned to the device. Categories include servers, routers, switches, firewalls, and
printers, among others. The category is automatically assigned during discovery, at the same time as the as
Device Class. For more information about Device Categories, see the chapter on "Managing Device
Classes and Device Categories" in the Device Management manual.
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o Class. The manufacturer and type of device. The Device Class is automatically assigned during discovery, at
the same time as the Category.

o Organization. The Organization to which the device is assigned.
o ID. The Device ID. This is a unique number that SL1 automatically assigns to the device during discovery.

o State. The current condition of the device, based upon events generated by the device. The device can have
one of the following States:

°  Critical. Device has a serious problem that requires immediate attention.
° Major. Device has a problem that requires immediate attention.

° Minor. Device has a less-serious problem.

° Notice. Device has an informational event associated with it.

° Healthy. Device is running with no problems.

o Collection State. The current condition of data collection for the device. The device can have one or more
of the following Collection States:

° Active. SL1 is collecting data from the device.

° Unavailable. SLT cannot connect to the device, and will not collect data from the device until the
device becomes available. A physical device falls back to executing the availability ping every five
minutes, unless you have critical ping enabled. Component devices get their availability calculated
by the component discovery Dynamic Application of the parent device.

© User-Disabled. SL1 is not currently collecting data from the device because the user has disabled
collection.

o System-Disabled. SL1 is not currently collecting data from the device because the system has disabled
collection.

° Maintenance. SL1 is not currently collecting data from the device because it is currently in scheduled
maintenance mode.

©  User-Initiated-Maintenance. SL1 is not currently collecting data from the device because it has
manually been put into maintenance mode by a user.

© Component Vanished. The component device has vanished, i.e. is not currently being reported by its
root device. SL1 cannot collect data from the device at this time.

NOTE: Depending on the circumstances, more than one collection state might appear for a single device.
For example, if a device is in a scheduled maintenance mode, the Collection State might be
Unavailable / Maintenance / System-Disabled.

o Hostname. The fully qualified hostname for the device, for devices that are discovered and managed by
hostname (instead of IP address). This column does not appear by default, but you can add it by clicking
Grid Settings > Column Preferences.
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Viewing Additional Data about a Device

On the Events page and the Devices page, you can click the Expand icon () next to an event or device to
open a new Device Summary modal:

Device Summary X

Device: SF-dist-ap-discvm-1022348

Tools
Vitals
300
200
E
100 /\
v - I\
f —
07:30 08:00 08:30 09:00 09:30 10:00 10:30 11:00
Logs
ﬂ DATETIME SEVERITY MESSAGE

Dec21, 2021, 1:22 PM ® Notice Discovered new interface: Mame: ens32, Type: Ethernet Carrier Sense wi Multiple Access & Collision Detection, Des... ™

Dec21, 2021, 1:22 PM Device record created (Class: Sciencelogic, Inc. | EM7 Admin Portal) Sciencelogic, Inc. | EM7 Admin Portal
Dec21, 2021, 1:35 PM Started detailed discovery session
Dec21, 2021, 1:39 PM Completed filesystem inventory

Dec21, 2021, 1:39 PM ® Notice Added dynamic application for device: Host Resource: Configuration
Dec 21, 2021, 1:39 P @® Notice Added dynamic application for device: Host Resource: Storage
Dec21, 2021, 1:39 PM ® Notice Added dynamic application for device: Support: L1 Performance
Dec21, 2021, 1:39 PM ® Notice Added dynamic application for device: Support: Viviware Performance

Mer 21 20721 130 Pha & MNntica Added dunamie annlication far device: Somnnct 11 Canfiouratinn

NOTE: On the Events page, the Device Summary modal displays only for events that are aligned with
devices.

The detail window for that device contains the Tools pane, the Vitals graphs, and the Logs pane:
* The Tools pane enables you to run a set of diagnostic tools or user-initiated actions in the Activity Center,

or to click on custom links that will open in a separate browser window. Click the search bar to search for
tools, actions, or custom links that are available for the device.
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* The Vitals pane displays graph data for the past four hours of CPU usage, memory usage, and latency for
that device, where relevant. You can zoom in on a shorter time frame in the Vitals graph by clicking and
dragging, and you can go back to the original time span by clicking the [Reset zoom] button.

* The Logs pane displays a list of events associated with that device.

TIP: To open the detail or Investigator page for an item, click the link for the item name at the top of the
detail window.

Favorite Devices

In SL1, you can select one or more devices so that they always display at the top of the list on the Devices page.
This process is called favoriting devices or favorite device.

To make a device a favorite, click the Favorite Dashboard star icon () to add the devices to your favorites list.
Click the icon (*) again to remove the favorite status.

With favorite devices, you can:

» View your favorite devices at the top of the Devices page by default.
¢ Include favorites in the multi-sort function.

* Filter devices by favorite.

Aligning a Device with a Different Organization

To align a device with a different organization:

1. On the Devices page, click the Actions button () for the device and select Align Organization. The Align
to Organization window appears.

TIP: To align more than one device to an organization, select the checkboxes to the left of those
devices and click the Align Organization button.

2. Inthe Align to Organization window, use the Organization drop-down to search for and select an
organization.

3. Click the [Align Organization] button. The organization you selected now appears in that Info drop-down
on the Device Investigator page for that device.
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Adding Devices with Discovery

On the Devices page, you can click the [Add Devices] button to run a guided or unguided network discovery
session, a process that searches for and adds more devices to SL1 for monitoring.

For more information about adding devices using guided or unguided discovery, see the Discovery

& Credentials manual.

Assigning lcons to Devices

You can customize the look and feel of the devices that appear on the Devices page by assigning an icon a
device, device class, or device category.

To assign an icon to a device, device class, or device category:

1. On the Devices page, Device Classes page (Devices > Device Classes), or Device Categories page
(Devices > Device Categories), locate the device, class, or category for which you want to add an icon.

2. Click the Actions button () for that item and select Assign Icon. The Select an Icon window appears:

Select an Icon (6) E)S(C

7;| X Advanced Add Icon

I O B O

Apache Cloud Aws EC2 EBS Volume EBS VPN_GATE...

Cancel

TIP: To assign an icon to more than one device, device class, or device category, select the
checkboxes to the left of those items and click the [Assign Icon] button.
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3. To use an existing icon, select that icon from the list of icons and click the [Select Icon] button.

Search field.

TIP: If anicon includes a tag, you can search for that icon by typing some or all of the tag text in the

4. To upload an icon from your local drive, make sure that the image file meets the following criteria:

 The image file should be in .SVG format.
» The file should not be larger than 40 KB.
¢ The file should not be animated.

* The file should not contain bitmaps.

5. To start the upload process, click the [Add lcon] button. The Add an lcon window appears:

Add an Icon

ADD TAGS

# MNewtag
. Browseor |
! Drop ;
__________________ REUSE TAGS
lcons must:

i BesSVGformat
i Benomore than 40kb
i Mot be animated

i Mot contain bitmaps

X
ESC

6. Inthe Icon name field, type a name for the icon you want to upload.

7. Inthe Add Tags field, type a short descriptor for the icon, without spaces. You can use this tag for searching

later.

8. You can click the Browse or Drop area to browse for and select the icon, or you can drag and drop the

icon file onto the Add an lcon window.

Assigning Icons to Devices
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9. Click the [Add Icon] button. The icon is added to the Select an Icon window.
10. Click the [Select Icon] button to add the icon to the selected item.

Deleting Devices

On the Devices page, you can delete devices by following the directions outlined below:

1. On the Devices page, select the checkbox next to the device(s) you wish to delete.

2. Click [Delete Devices]. The Delete Devices dialog will appear.

NOTE: The Delete Devices modal will ask you to confirm this decision before permanently deleting any
device(s).

3. Click [Delete].

Delete Devices

You are about to delete 3 devices.
‘This will permanently destroy ALL data associated with these devices.
Once the deletion process is started, it cannot be canceled.
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Chapter

Using the Device Investigator

Overview

The Device Investigator page provides a view of detailed data for a specific device. This chapter describes the
data that can be viewed on the Device Investigator page and its various tabs.

Use the following menu options to navigate the SL1 user interface:
« To view a pop-out list of menu options, click the menu icon [E).

« Toview a page containing all of the menu options, click the Advanced menu icon ( == ).

For more information about the Device Investigator page, watch the video at
https://www.youtube.com/watch2v=9445EyapbYc.

This chapter covers the following topics:

What is the Device Investigatorg . . 26

Overview of the Device Investigator Tabs ... 33
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What is the Device Investigator?

The Device Investigator displays a customizable, detailed set of data about a specific device.

From the Devices page, click the name of a particular device to open the Device Investigator page for that
device:

= Devices

Investigator  Settings

A
@
=]

@ Crical

Combined Charts

SF-AlO-SSAGLAM-1022329

Abers @@ © QO

Attributes Collections

10.2.23.29 - Sciencelogic, Inc. EM7 All-In-One in System

' active

Combined Charts

Configs

Events Interfaces  Journals  Logs

Events
1ofl

21667 @ Critical ‘The SL license expires n -113 days

Combined Charts

Map  Monitors

Ticket ID

@ Help

Notes

Availability (%)

Device Vitals

1800

Latency (s)

Device Vitals

Combined Charts

Ports

Processes

18

[ ‘ Tools |

Mar

Cancel

Redirects

05:00 1200

A Aty envacmin v Sciencelogic

Rel Q More v

The tabs on the Device Investigator page provide access to all of the data associated with the device.

The tabs

are similar to the tabs on the Device Administration and Device Properties panels in the classic SL1 user

interface.

Only tabs relevant to the selected device are available on the Device Investigator page. For example, the
[Agent] and [Interfaces] tabs do not display if the selected device does not use agents or interfaces. Also,
widgets on the [Investigator] tab display as "Empty" where no metrics exist for that widget.

NOTE: You can change the width of your widgets by clicking their menu icon (
Columns or Full width from the drop-down that appears.

), then selecting either

The Device Investigator page can include the following menus and buttons:

« Info. This drawer on the [Investigator] tab displays additional information about the device, along with the
most recently updated values for uptime and collection time.

e Report. This button lets you generate a detailed report on the device.

o Tools. This button opens the Activity Center, where you can run a set of diagnostic tools or user-initiated

actions, or to click on custom links that will open in a separate browser window.

26

What is the Device Investigator?



The Device Investigator page contains the following tabs:

o Investigator. Displays panels that provide basic information and metric data about a device. For most
devices, the default panels include an Overview panel, Events, Logs, Availability, and combined charts for
metrics such as utilization, discards, and errors. You can customize the panel layout on this page to meet
your specific business needs, including select additional metrics to display.

o Settings. Lets you manage your preferences for that device, such as whether to auto-clear events, accept all
logs, run daily port scans, and more. You can also set user maintenance preferences and disable or enable
collection on that device.

o Attributes. Lists the custom descriptive fields that are currently aligned with this device. On this tab, you can
add and remove extended custom attributes to this device.

o Changes. Displays active and cleared Change Events for a device.

o Collections. Lets you align or un-align Dynamic Applications with this device, enable or disable collection
for the Dynamic Applications, and run a Dynamic Application. You can also change credentials and update
the poll frequency for a Dynamic Application.

» Configs. Displays configuration information collected from the device by Dynamic Applications. If this
device does not have any configuration data, this tab does not appear.

o Events. Displays a list of active and cleared events for the device. You can acknowledge events from this tab
and add event notes.

o Interfaces. Displays information about the interfaces used by the device. If this device does not use
interfaces, this tab does not appear.

o Journals. Displays journal entry information collected from the device by Dynamic Applications.
o Logs. Displays all of the messages SL1 and the SL1 Agent, if applicable, have collected from the device.
o Machine Learning. Displays a list of machine learning metrics that are enabled for the device.

o Map. Opens a map of that device and the devices it is related to (for systems that have the Maps page
enabled).

o Monitors. This tab lets you define monitoring policies for the device.

» Notes. Displays notes and attachments associated with the device. You can also edit and create notes.
o Ports. Displays a list of all open ports on the device.

o Processes. Displays a list of system processes running on the device.

o Redirects. Allows you to redirect logs entries from an IP-based device to the current device. This is most
useful when the current device is a virtual device, but you can also redirect log entries from one IP-based
device to another IP-based device.

o Relationships. Displays information about parent-child relationships between devices.

o Schedules. Allows you to view and manage all the scheduled processes you have defined in your system.
o Software. Displays a list of all the software installed on the device.

o Thresholds. Lets you define space and performance thresholds for a device.

o Tickets. Displays all open, pending, or working tickets associated with the device.
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e More. This drop-down lets you select additional tabs to display on the Device Investigator page by
clicking the star icon next to the tab name. You can search for specific items on a tab, such as Device Class,
Uptime, or Category, and the relevant tab will appear in the search results. You can also remove a tab by
clicking the star icon again, turning it from blue to white. Your tab selections are saved and remain in place
even affer you log out:

Q More
* Investigator # Settings
* Attributes #* Notes
W Changes W Ports
# Collections #* Processes
#* Configs * Redirects
* Events # Relationships
* Interfaces # Schedules
* Journals * Software
* Logs % Thresholds
* Map #* Tickets
# Monitors

TIP: Click the forward-slash button (/) to open the More drop-down. You can highlight search results using
the Up and Down Arrow keys on your keyboard, and select a result by pressing Enter. To close the drop-
down, click the word More.

Using the Info Drawer on the Device Investigator Page

On the Device Investigator page, you can view read-only information about the device in the Info drawer:
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The Info drawer displays the following information for the device:

o Status. The status of the device.

¢ Collector. The Collector Group that was last used to collect data from the device. For All-In-One
Appliances, this field will contain the name of the default, built-in Collector Group.

« Collecting. Indicates that the device collection is "Collecting" with a green check mark icon (+# ), meaning
SL1 is periodically collecting data from the device, or "Not Collecting" with a prohibition icon (& ), meaning
the SL1 is not currently collecting data from the device.

o |P. IP address of the device.

o Organization. The organization to which this device belongs. Click the organization name to view a detail
page for the organization.

¢ Device Class. Device class for the device. A device class usually describes the manufacturer of the device.

o Category. The device category associated with the device. The device category usually describes the

primary function of the device, such as a "server", "switch", or "router".
o Device Type. Specifies whether the device is a physical device or a virtual device.
¢ Collection Time. Date and time of the most recent collection.

o Uptime. The number of days and hours that the device has been continuously up and communicating with
SLT.

e More Aftributes. This lower section lists any custom attributes that might be aligned with this device.
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Running a Device Report

On the Device Investigator page for a specific device, you can generate a detailed report on that device. You
can specify the information to include in the report and the format that SL1 will use to generate the report,
including HTML, PDF, XLS, and more.

30

1. Onthe Device Investigator page, click the [Report] button in the top navigation bar. The Device Report
modal page appears.

2. Inthe Type drop-down, select the type of report you want to generate. Your options include:

[Full Report]. Includes information about device status, status of all device policies, status of all
monitors, status of hardware components, status of all thresholds defined for the device, a list of all
active events associated with the device, and information about the last collection time and last entry
to the device log.

[Status]. Includes information about device status, status of all monitors, status of hardware
components, status of all thresholds defined for the device, and information about the last collection
time and last entry to the device log.

[Config]. Includes status of all monitors, status of all thresholds defined for the device, and
information about the last collection time and last entry to the device log.

[Contact]. Includes contact information for the device's organization and contact information for all
vendors and warranty or support accounts.

[Hardware]. Includes overview of hardware components for the device.

[Notes]. Includes all notes created in the Notepad Editor page.

[Software]. Displays a list of software installed on the device.

[Processes]. Displays a list of all processes running on the device.

[Network]. Includes information about network ports and network configuration.
[Events]. Includes a list of all active events associated with the device.

[Health]. Includes information about device status, status of all monitors, status of all Dynamic
Applications associated with the device, status of all thresholds defined for the device, and a list of all
active events associated with the device.

3. Inthe Format drop-down, select the format for the report. Your options include:

HTML. Create the report as an HTML document.

PDF. Create the report as a PDF document.

DOC. Create the report as a Microsoft Word document.
XLS. Create the report as Microsoft Excel spreadsheet.

CSV. Create the report using comma-separated values.

4. Click [Create Report] to generate the report.
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Using Device Tools in the Action Runner

On the Device Investigator page, you can click the Tools menu to display the Action Runner. The Action
Runner enables you to run a set of diagnostic tools or user-initiated actions, or to click on custom links that will
open in a separate browser window.

NOTE: The tools and actions that are available in the Action Runner are based on the device type and your
user permissions, as determined by your organization assignment and access hooks. For example, if
a device does not have an IP address, only the Availability tool will be available.

NOTE: For more information about user-initiated actions, see the chapter on "Automation Policies" in the
Run Book Automation manual. For more information about custom links, see the chapter on
"Custom Links" in the Customizing the User Experience manual.

To use the Action Runner:
1. Access the Action Runner for devices in one of the following ways:
» On the Devices page, open the Device Drawer for a particular device. Click the search bar in the
Tools pane.
» On the Device Investigator page, click the [Tools] button in the top navigation bar.
* Click [Activity] in the navigation bar at the top of any page in SL1. Click the search bar.
2. When you click the search bar, a list appears of the default tools, actions, or custom links that are available

for the selected device. Click one of these tools, actions, or custom links, or use the search bar to search for
a tool or action that is not listed. The following default tools are available in the Action Runner:

« Availability. Displays the results of an availability check of the device, using the port and protocol
specified in the Availability Port and Availability Protocol fields on the [Settings] tab for this
device.

¢ Ping. Displays statistics returned by the ping tool. The ping tool sends a packet to the device's IP
address (the one used by SL1 to communicate with the device) and waits for a reply. SL1 then displays
the number of seconds it fook to receive a reply from the device and the number of bytes returned
from the device. If the device has an IPvé address, SL1 uses the appropriate IPv6 ping command.

o Who Is. Displays information about the device's IP, including the organization that registered the IP
and contacts within that organization.

e Port Scan. Displays a list of all open ports on the device at the time of the scan.

e Deep Port Scan. Displays a list of all open ports and as much detail about each open port as the
deep port scanner can retrieve.

o ARP Lookup. Displays a list of IP addresses for the device and the resolved Ethernet physical address
(MAC address) for each IP address.
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o ARP Ping. Displays the results from the ARP Ping tool. The ARP Ping tool is similar in function to ping,
but it uses the ARP protocol instead of ICMP. The ARP Ping tool can be used only on the local

network.

o Trace Route. Displays the network route between SL1 and the device. The tool provides details on

each hop to the endpoint. If the device has an IPvé address, SL1 uses the appropriate IPvé6 traceroute

command.

TIP: The tools found in the Action Runner can also be found in the Device Toolbox in the classic SL1 user

interface.

3. Ifyou clicked a custom link, the link opens in a new browser window. If you clicked on a tool or action, then

as it runs, its progress and results appear in a log in the Activity Center.

4. After the tool or action has run, if you want to run it again, click the [Run Again] button. This button

appears only for activities completed during your current session.

Activity

lenny-nightly-dist-mc-10-2-

4-125

Ping

Process Started on Collector

PING 10.2.4.125 (10.2.4.125) 56(84) bytes of data.

64 bytes from 10.2.4.125: icmp_seq=1 ttI=63 time=0.283 ms
64 bytes from 10.2.4.125: icmp_seq=2 ttl=63 time=0.254 ms
64 bytes from 10.2.4.125: icmp_seq=3 ttI=63 time=0.274 ms
64 bytes from 10.2.4.125: icmp_seq=4 ttl=63 time=0.404 ms
64 bytes from 10.2.4.125: icmp_seq=5 ttI=63 time=0.269 ms
---10.2.4.125 ping statistics -

5 packets transmitted, 5 received, 0% packet loss, time 4000ms
rtt min/avg/max/mdev = 0.254/0.296/0.404/0.058 ms
Process Completed on Collector

Deep Port Scan

Process Started on Collector
Starting Nmap 6.40 ( http:/#/nmap.org ) at 2020-05-16 18:14 UTC

C Run Again

 Run Again

NOTE: The left pane of the Activity Center displays a list of devices for which you have most recently used
the Action Runner, with the current device at the top of the list. To use the Action Runner for any of
the other recently used devices or to view historical logs for the tools or actions that have been run on

those devices, click on the device name.
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Overview of the Device Investigator Tabs

The following section provides an overview of how to use the tabs on the Device Investigator page for a

selected device.

The Investigator Tab

The [Investigator] tab of the Device Investigator page displays a customizable set of metrics about the selected
device in the form of widgets.
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The device type determines which metrics appear in the [Investigator] tab. For most devices, the following
panels and metrics appear by default:

Overview. Displays a panel that includes basic information about the device, including its IP address,
Device Class, organization, current state, event count, and collection status.

Events. Displays a panel with the list of events aligned with this device. In the right-hand pane, you can click
the ID or Message field to view the Event Investigator page for that event. You can also click the Events
panel heading to go to the [Events] tab for that device.

NOTE: To open an event context panel where you can clear, acknowledge, or view causes and
resolutions relating to an event, click the name of the device where the event has occurred on
the Event Investigator or Service Investigator pages. You will be redirected to the Device
Investigator page for that device, where the event context panel appears at the top of this

page.

Availability. Displays a panel for the device's availability over time. Availability means a device's ability to
accept connections and data from the network.

Latency. Displays a panel for latency for the device over time, in milliseconds. Latency means the amount of
time it takes SL1 to communicate with the device.

Map. Displays a panel with a map of the device and all of the devices with which the device has
relationships. You can also click the Map panel heading to go to the [Map] tab for that device. This panel is
disabled by default, but can be enabled by clicking the [Edit] button, and then selecting the Map checkbox.

CPU Utilization, Physical Memory Utilization, and Swap Memory Utilization. Displays a combined
chart panel with the percentage of CPU, physical memory, and swap memory used by the device over time.

Utilization In and Out. Displays a combined chart panel with the percentage of utilization in and out for
the device's network inferfaces.

Discards In and Out. Displays a combined chart panel with the number of discards in and out for the
device's network interfaces over time.

Errors In and Out. Displays a combined chart panel with the number of errors in and out for the device's
network interfaces over time.

Logs. Displays a panel with a list of the logs for the device, sorted from newest to oldest by default. You can
use the Search field to search device logs for specific event messages, event IDs, date ranges, source types,
and other relevant text for troubleshooting. You can also click on the column headers for Date/Time,
Source, Event ID, Severity, and Message to sort by that column.

TIP:

You can customize the look and feel of the [Investigator] tab by contracting, expanding, and resizing
panels as needed. Click the contract icon (#* ) in the panel header to display only the header or click the
expand icon (.. ) fo display the panel's full contents. Click the Actions icon (=) in the panel header and
then select Small, Medium, or Large to resize the panel.
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TIP: You can customize the appearance of leaderboard panels for interfaces, file systems, and Dynamic
Applications in the [Investigator] tab. Click the Leaderboard Bar Chart icon (=) to switch from a bar
chart to a line chart, or click the Line Chart icon (~) to switch from a line chart to a leaderboard bar

chart. You can also change the width of your widgets by clicking their menu icon ( *** ), then selecting

either Columns or Full width from the drop-down that appears.

TIP: The [Investigator] tab panel layout is responsive. Panels are automatically resized or relocated
whenever a panel is added or removed, the panels are rearranged on the page, or the browser page
increases or decreases in size.

The Device Investigator page also includes the following sidebar buttons:

o Edit. Click the [Edit] button on the right panel to edit the content that appears on the [Investigator] tab and
its layout. For example, you can add or remove metrics, edit the metric panel order, or combine charts
on the [Investigator] tab.

o Timespan. Click the timespan button on the right panel to adjust the timespan of data that appears in all of
the metric panels on the [Investigator] tab. The default timespan is Last 24 Hours.

NOTE: Select the Always display raw data checkbox at the top of the timespan selector to ensure that the
metric data that appears in the panels on the [Investigator] tab always includes the most recent
data available. If you do not select that checkbox, SLT will still display raw data when you select a
timespan of less than 2 days, but will automatically display rolled up hourly data for timespan
selections of 2-45 days and rolled up daily data for timespan selections of more than 45 days.

Adding and Removing Metrics on the Investigator Tab

Optionally, you can add metrics to the [Investigator] tab for Dynamic Applications, interfaces, and the SL1
Agent (if applicable), among other things. You can also remove metrics from the [Investigator] tab.
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To add and remove metrics on the [Investigator] tab:

1. To add a metric panel that is not currently on the [Investigator] tab, click the [Edit] button on the right
sidebar to expand the layout panel, and then click the Add a metric field. A list of metrics appears:

Q v
Avg Transaction Count

CPU %

Disk Busy Max

Disk %

File Read Bytes

Files Accessed

2. Select a metric from the list, or type the name of a metric and select it from the list. The metric is added to the
right pane, and a corresponding widget appears in the left pane.

3. Some metrics might require you to make additional selections, such as the network interfaces associated
with a device. Click the field and add one or more additional metrics, as needed.

NOTE: You can select up to eight additional metrics per widget.

4. To remove a metric panel from the [Investigator] tab, uncheck the corresponding box in the right panel.
The metric remains listed in the right panel, but the panel is removed from the [Investigator] tab.

5. To completely remove the metric and its corresponding panel from the [Investigator] tab, click the
[Remove from Layout] button ( ) for that metric in the right panel.

NOTE: The [Investigator] tab retains any changes you made to the set of device metrics displayed for each
device, on a per-user basis. To reset these changes to their default settings, click the [Reset] button
at the bottom of the right panel. Optionally, you can apply these changes to other Device
Categories, Device Classes, or devices. For more information, see the section on Applying a
Custom Device Investigator Layout to Other Devices.

Editing the Metric Panel Order on the Investigator Tab

On the [Investigator] tab of the Device Investigator page, the order in which the metric panels appear in the
right panel when you click the [Edit] button mirrors the order in which the corresponding metric panel widgets
appear in the left panel. You can drag and drop the panels up or down in the right panel to edit the order in
which the metric panels appear on the left panel. This enables you to prioritize the information that appears on
the page.

To edit the order in which widgets appear on the [Investigator] tab:

36 Overview of the Device Investigator Tabs



1. On the [Investigator] tab of the Device Investigator page, click the [Edit] button on the right sidebar to

expand the layout panel.

2. Hover your mouse over the "Panel" heading of the panel that you want to move until you see an open hand

icon appear:

cscol119 Info v

Investigator Settings Attributes Collections

10.2.11.119 - Sciencelogic, Inc.

EM7 Data Collector in System organization ~

@® Major A Events o ® o o ® v Collecting

Availability (%)

~
Device Vitals

18:00 11. Dec 06:00 12:00
Latency (s) N

Device Vitals

Configs Events

Events
4of4

Interfaces

Q Type to search device events

B

SEVERITY
106794 @ Major
106807 @ Major
116817

116823 @ Major

Combined Charts

MESSAGE

Device Failed Ava.

Journals

TICKET ID

Backup Error Mes... -

Network latency ... -

Backup Error Mes... -

Map

o

LAST DETECTED
2 minutes 46 sec
30 days 21 hours
2 minutes 46 sec

8 days 7 hours

Monitors Notes Ports Q More v
Default Investigator x
DEFAULT
B @ v
T
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Overview
24y Panel
Events
Panel {7
Availability (%) %
Vitals
Panel
Latency (s)
Vitals =
Panel

3. Click and hold down the left button on your mouse to grab the panel, and then use your mouse to drag the
panel to a different location in the list. When you do so, the open hand icon becomes a closed hand icon,
and a blue dotted box appears around the panel.
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Investigator Settings Attributes Collections
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Device Vitals

18:00 11. Dec 06:00 12:00

Latency (s)

Device Vitals
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Interfaces

Q Type to search device events
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Combined Charts
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TICKETID  LAST DETECTED

Backup Error Mes... -

Network latency ..

Backup Error Mes... -

5 minutes 54 sec
30 days 21 hours
5 minutes 54 sec

8 days 7 hours

m"
>

Monitors Notes Ports Q More v
cscol119 %
Custom Investigator | PRIVATE

B_Q v
EDIT

Panel

Availability (%) x
(] Vitals
24H

Panel

Overview

Panel

Events

Panel

Latency (s) %

Vitals
Reset Apply To

4. Release the left mouse button to drop the panel in your desired location. The new right-hand panel order
will be reflected in the left-hand widget panel.
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cscol119 Info v Report ‘ Tools

Investigator Settings Attributes Collections Configs Events Interfaces Journals Map Monitors Notes Ports Q More v
. . cscol119
Availability (%) A 10.2.11.119 - Sciencelogic, Inc. System organization A Custom Investigator | PRIVATE X
Device Vitals EM?7 Data Collector
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Panel
Availability (%) «
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Events
N 24H
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Q_ Type to search device events = fe]
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Device Vitals Events
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= Vitals
116817 Network latency ... - 9 minutes 54 sec
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NOTE: The [Investigator] tab retains any changes you made to the set of device metrics displayed for each
device, on a per-user basis. To reset these changes to their default settings, click the [Reset] button
at the bottom of the right panel. Optionally, you can apply these changes to other Device
Categories, Device Classes, or devices. For more information, see the section on Applying a
Custom Device Investigator Layout to Other Devices.

Combining Charts on the Investigator Tab

On the [Investigator] tab of the Device Investigator page, you can combine charts for different time-series
metrics to see all of the combined data for those metrics in a single chart.
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To combine charts:

1. On the [Investigator] tab of the Device Investigator page, click the [Edit] button on the right sidebar to

expand the layout panel.

2. Hover your mouse over a time-series metric name until you see an open hand icon appear.

Investigator Settings Interfaces Configs Events Software Attributes Ports Collections Processes Redirects Rel Q More v
VMware: QuickStats Cache Meta Performance: VMware: QuickStats Cache Meta Performance: 1025.72 ) X
Loop Block Series N oA Time Series (Secs) N A Custom Investigator (IS
Dynamic Applications Dynamic Applications

E Q| v

20 05

EDIT
Panel
04 . i
15 VMware: QuickStats Cache ... %
m Dynamic Applications
L0 24H ———
10 8 s
02
5 Panel
01 .
VMware: QuickStats Cache ...
Dynamic Applications x
o o
18:00 15. Dec 06:00 12:00 18:00 15. Dec 06:00 12:00 Q v
— 102572 — 102572
Panel
Events .
10.2.5.72 - VMWare vCenter . - Overview
" in VMware organization ~ No Events Found. Check your filters to make sure they A
Server Appliance .
match what you are looking for. Reset Apply To
~ - = ~

3. Click and hold down the left button on your mouse to grab the metric, and then use your mouse to drag the
metric into the panel of a different time-series metric in the list. When you do so, the open hand icon
becomes a closed hand icon, and the panel containing the combined metrics turns blue.

ﬂ 10.2.5.72 Info v Report ‘ Tools

Investigator Settings Interfaces Configs Events Software Attributes Ports Collections Processes Redirects Rel Q More v
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Dynamic Applications Dynamic Applications
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L% 24H
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~ X
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P VN VD SV SO o
18:00 15. Dec 06:00 12:00 18:00 15. Dec 06:00 12:00
Q v
— 102572 — 102572
VMware: QuickStats Cache .. o
Events Dynamic Applications
10.2.5.72 - VMWare vCenter . N
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A = -~

4. Release the left mouse button to drop the metric into the desired panel. The newly combined metric panel
will be reflected in a "Combined Charts" widget in the left-hand widget panel.
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NOTE: The [Investigator] tab retains any changes you made to the set of device metrics displayed for each
device, on a per-user basis. To reset these changes to their default settings, click the [Reset] button
at the bottom of the right panel. Optionally, you can apply these changes to other Device
Categories, Device Classes, or devices. For more information, see the section on Applying a
Custom Device Investigator Layout to Other Devices.

Applying a Custom Device Investigator Layout to Other Devices

The device [Investigator] tab has a default layout that includes widgets such as an Overview panel, Events
panel, Logs panel, and combined chart panels for utilization, discard, and error metrics. Initially, this layout is
assigned to all devices.

You can also create custom [Investigator] tab layouts for individual devices or entire Device Classes or Device
Categories, and then apply those updates either to only yourself or to all system users.

To apply a custom device [Investigator] layout to other devices:

1. On the [Investigator] tab of the Device Investigator page, click the [Edit] button on the right sidebar to
expand the layout panel. When you do so, the [Investigator] tab name will appear at the top of the layout
panel, along with one of the following labels:

o Default. Indicates the layout has not been changed from the default settings.

 Private. Indicates the layout has been changed from the default settings but only applied to the
logged in user.

o Public. Indicates the layout has been changed from the default settings and has been applied to all

system users.
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2. Make updates to the [Investigator] layout as needed, such as by adding or removing metrics, editing
the metric panel order, or combining one or more charts into a single panel. When you do so, the
label at the top of the layout panel will change to "Private”, if it was not already labeled as such.

3. To save the custom [Investigator] layout for other devices, Device Classes, or Device Categories, and/or to
save the layout for all system users, click the [Apply To...] button, and then proceed to step 4. Otherwise,
do one of the following:

* To save the custom [Investigator] layout for only the current device and your user account, leave the
page. When you do so, SL1 automatically saves the custom layout, and will display the custom layout
when you return to the [Investigator] for that device.

» To revert your [Investigator] layout changes to the default settings, click the [Reset] button.

4. Onthe Apply "Custom Investigator" to... modal, use the following tabs and fields to specify the devices
and users to which you want to apply the custom [Investigator] layout, as well as its name:

« Categories, Classes, and Devices tabs. Click the appropriate tab(s) at the top of the modal page
and then use the search field to locate the specific Device Categories, Device Classes, or individual
devices to which you want to apply the custom [Investigator] layout. Select the checkbox for each
category, class, or device that you want to select.

o Name. Type a new name for the custom [Investigator] layout.
o Apply Investigator for. Select one of the following options:

° Myself. Applies the custom [Investigator] layout to only your user account.

o All System Users. Applies the custom [Investigator] layout to all users in your SL1 system.

5. Click [Review]. A summary of your selections appears.

6. To confirm your selections, click [Apply To Selected Types].

The Settings Tab

On the [Settings] tab of the Device Investigator page, you can manage your preferences for that device, such
as whether to auto-clear events, accept all logs, run daily port scans, and more.
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- panderp-dist-ap-discv... Report Tools v Cancel

Investigator Settings Attributes Collections Configs Events Interfaces Journals Map Monitors Notes Ports Processes Q More v
< >

coLLecTion USER MAINTENANCE

Enable Collection Poll and collect data from this device Enable User Maintenance O Manually suppress creation of new events below your Minimum

Maintenance Severity while this device is under maintenance
Collection Poller

Choose which Collector Group will perform discovery and gather data Enable Collection During Maintenance When User Maintenance is enabled, continue to poll and collect data
cuG v from the device from this device
Collection Type Perform discovery using “Standard” (IP address using standard DNS) or
. “DHCP" (perform DNS lookup to get the latest IP address for the device
Standard eachtime ALERTS AND EVENTS
EventiMask Group together events on this device within the selected time interval,
Every 10 Minutes v rolled up under the highest severity event
MONITORING
Always Create Latency Alert (] Generate two separate alerts when both Avallability and Latency
The community string for read-only access to SNMP information on the checks fail, or suppress Latency alert and only generate Availability alert
SNMP Read M device when they both fail
- Allow Events to Auto-Clear v Disabling this option overrides an event policy's auto-clear setting on
SHMPWrite The community string for read-and-write access to SNMP information a this device
none M onthe device
Critical Ping
alabiliy Protocel Disabled . Ping the device and create an event if the device does not respond
uDP . The protocol to monitor that determines if the device is available

Availability Port

" ermi availa OTHER PREFERENCES
161 -SNMP . The port to monitor that determinesif the deviceis available

Accept All Logs Save all logs for this device, or save only logs associated with events
Latency Protacol
cmp . The protocol to monitor that determines latency for the device Daily Port Scans Scan the device for open ports every day
Preserve Device Name Force the name of the device to remain the same, even if the hostname
Latency Port onthe actual device is changed
\omp . The port to monitor that determines atency for the device
Disable Asset Update O Do not create or update an asset record for the device
Auto-Update Rediscover this device nightly and update with any changes found on Bypass Interface Inventory [J  Discovernetworkinterfaces during re-discovery and during nightly
the device auto-discovery
Scan Al IPs Scan for open ports on all IPs during initial discovery and nightly. Dynamic Discovery Automatically assign the appropriate dynamic applications to the device

discovery if the device uses multiple IP addresses during discovery

Click the [Edit] button to change your settings. When you are done making changes, click [Save].

NOTE: The Agent section appears only for agent-type devices.

Set the following Agent data collection preferences:

o Disk Space. Specify the amount of disk space in MB that the agent can use to store data. If the agent loses
connectivity to SL1, this disk space will be used to store collected data until the connection to SL1 is restored.
When connectivity is re-established, the agent uploads all of its stored data.

o Excludes. Type a list of processes and directories, separated by semi-colons, that you do not want the agent
to monitor.

« Includes. Type a list of processes and directories, separated by semi-colons, that you want the agent to
monitor. This field ensures that specific processes are monitored.

NOTE: If a process or directory is included in both the Excludes field and the Includes field, the item
in the Includes field will override the item in the Excludes field.

o Collect File Information. Select this option if you want the agent to report the names of files accessed by
each monitored process.

o Collect Named Pipe Information. Select this option if you want the agent o collect named pipe
information.

o Collect Socket Information. Select this option if you want the agent to collect socket information.
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o Collect Thread Information. Select this option if you want the agent to collect thread information.

o Collect Non-Intercepted Processes. Select this option if you want the agent to collect limited information
for processes that do not contain the agent library.

o Processes Aggregation. Specify how you want the agent to collect limited information for processes that do
not have the agent library in them, and how to aggregate short-lived processes. Your options include the
following:

o All: Aggregate every short-lived process into its parent.

° None: Do not aggregate any short-lived process.

o Without Sockets: Aggregate short-lived processes unless those processes have sockets.
o Upload Interval. Specify how often the agent should upload data. Your options include the following:

» 20 Seconds. Upload a data snapshot every 20 seconds.

» 60 Seconds. Upload a data summary every 60 seconds. This is the default setting starting with SL1
version 11.1.0, and version 174 of the Linux agent and version 133 for the Windows agent. This
option uses an improved data format that requires fewer SL1 resources. The SL1 agent continues to
internally collect and poll data every 20 seconds, but the agent summarizes and uploads that data
every 60 seconds. There is no data loss even though the data is uploaded less frequently.

NOTE: Starting with SL1 version 11.3.0, if you specify 60 seconds for the upload interval, the
summary upload now will include "watched" or "monitored" files, just like the snapshot
upload does.

Set the following Collection preferences:
o Enable Collection. Select this option to enable collection using the collector group specified in the
following field.
o Collection Poller. Select the name of collector group you want to use for collection on this device.
o Collection Type. Select the type of collection you want to use on this device. Your options include Standard
or DHCP.

Set the following Monitoring preferences:

o SNMP Read. Select the community string for read-only access to SNMP information on the device.

o SNMP Write. Select the community string for read-and-write access to SNMP information on the device.
o Availability Protocol. Select the protocol to monitor that determines if the device is available.

o Availability Port. Select the port to monitor that determines if the device is available.

o Latency Protocol. Select the protocol to monitor that determines latency for the device.

 Latency Port. Select the port to monitor that determines latency for the device.
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o Auto-Update. This checkbox specifies whether or not you want SL1 to perform a nightly discovery of the
device and update records with changes to the device. If this field is unchecked, SL1 will not perform nightly
discovery. Changes to the device, including newly opened ports, will not be recorded by SL1.

o Scan All IPs. If the device uses multiple IP Addresses, SL1 will scan for open ports on all IPs during initial
discovery and nightly discovery.

Set the following User Maintenance preferences:

o Enable User Maintenance. Specifies whether the device is in user maintenance mode. User maintenance
is an option that allows a user to manually put a device in to "maintenance mode". During maintenance
mode, for the selected devices, SL1 generate only events with a severity less than the system-wide
Maintenance Minimum Severity setting. If you select Enabled, the device is put in user maintenance
mode, and the device will remain in this state until you or another user disables user maintenance mode.

o Enable Collection During Maintenance . Specifies whether SL1 will poll the device when user

maintenance mode is enabled. If you select Enabled, SL1 will continue to poll and collect data from this
device during user maintenance mode.

Set the following Alerts and Events preferences:

o Event Mask. Specify the time frame for masking events. When a device uses the Event Mask setting, SL1
groups together events that occur on that device within the specified span of time.

o Always Create Latency Alert. Select this option to generate two alerts when availability and latency checks
fail. Deselect to generate only an availability alert and suppress latency alerts.

 Allow Events to Auto-Clear. Deselect this option to override an event policy's auto-clear setting for this
device.

o Critical Ping. Pings the device and creates an event if the device does not respond. When enabled you can
select between 5 and 120 seconds.

Set the following Other device preferences:

o Accept All Logs. This checkbox specifies whether or not you want to keep and save all logs for this device. If
you want to retain only logs associated with events, uncheck this field.

o Daily Port Scans. This checkbox specifies whether or not you want SL1 to perform a daily scan of the device
for open ports.

o Preserve Device Name. If selected, the name of the device in SL1 will remain the same, even if the name of

the actual device is changed. If unselected, the SL1 name for the device will be updated if the name of the
actual device is changed.

» Disable Asset Update. If selected, SL1 will not automatically create a new asset record for the device or
update the existing asset record for the device. For the single device, this checkbox over-rides any settings
defined in the Asset Automation page (System > Settings > Assets).

» Bypass Interface Inventory. Specifies whether or not the discovery session should discover network
interfaces. Your options include:

o Selected. SL1 will not attempt to discover interfaces for this device during re-discovery and nightly
auto-discovery.
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© Not Selected. SL1 will attempt to discover network interfaces for this device during re-discovery and
nightly auto-discovery using the Interface Inventory Timeout value and Maximum Allowed
Interfaces value specified in the Device Thresholds page.

o Dynamic Discovery. If selected, SL1 will automatically assign the appropriate dynamic applications to the
device during discovery.

The Attributes Tab

On the [Attributes] tab of the Device Investigator, you can view a list of list of custom attributes that are already
aligned with that device, and you can also add and remove extended custom attributes for the device:

B @ Help % Activity  Em7admin v ScfenceLogic

panderp-dist-cugl- ... Report ‘ Tools ‘ Cancel Save

A Investigator Settings Attributes Collections Configs Events Interfaces Journals Logs Map Monitors Q. More v
[}

Q Typets it = =
=]
% Gidsetings
s

Display Name Value Type Value Attribute Type

automationBase String automation Base

NOTE: For more information about this tab, see the section on Adding Custom Attributes for a Device.
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The Changes Tab

On the [Changes] tab of the Device Investigator, you can view a list of the active and cleared change events
for a device.

= Devices @Hp X acity  Envaamin v Sciencelogic

blcol26 [ ‘ Tools
A Monitors ~ Events  Thresholds  Processes  Software  Ports ~ Map  Tickets ~ Notes  Redirects  Schedules  Relationships  Journals  Attributes  Changes ~ Q More v
(=]
Cleared Events  ~ O, = =
=]
(© AutoRefresh: 5 Minutes v % Grid Settings v

D Severity Message External Ticket Count Acknowledged Cleared Date Cleared By

3002  @Notice Restorepoint: Change Detected in Latest Backup - 1 yes Mar 16,2022, 9:23 PM expiration

SL1 PowerFlow users can use the [Changes] tab to view a list of events that are created when PowerFlow pulls
change data from ServiceNow and Restorepoint SyncPacks.

Based on your third-party integrations, the tab displays the following information:

e ServiceNow planned change events
» ServiceNow emergency change events

 Restorepoint configuration change events
About the Changes Widget

The Changes tab uses data from the Changes widget, which is also used on the Service Investigator page to
show change events for Business Services.

The Changes widget is available to customers who have purchased Configuration and Change Management as
part of their SL1 Standard or Premium subscription. This widget displays a list of events that are created when
PowerFlow pulls change data from ServiceNow or Restorepoint, including both active and cleared change
events.

The Changes widget tile displays the number of active change events that are impacting the service. Events on
the widget will automatically clear after 30 minutes.

From the Changes widget, you can do the following:
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Use the drop-down menu to choose which type of change events display in the widget: Active Events or
Cleared Events.

Filter and search for events by their date; either by 5, 7, 14, 30 days, or more than 30 days.
Use the Search field to search for specific change events.

For active events that are aligned to devices, click the down-arrow icon (* ) next to the event to open the
Event Drawer panel, which displays the following panes:

o Vitals. A widget displaying the past 24 hours of CPU and memory usage for the device related to the
event. You can zoom in on a shorter time frame by clicking and dragging, and you can go back to
the original timespan by clicking the [Reset zoom] button.

o Tools. A set of network diagnostic tools or user-initiated actions that you can run on the device
associated with the event. Click the search bar to search for a tool or action to run, or click one of the
default tools or actions that are available based on the device type and your user permissions.

o Logs. A list of the log entries from the device's log file, sorted from newest to oldest by default.
View the Organizational Summary page for the organization aligned with an active event by clicking the
link in the Organization column.

View the Service Investigator or Device Investigator page for the service or device aligned with an active
event by clicking the link in the Name column.

View the Event Investigator page for an active event by clicking the link in the Message column.

For ServiceNow integrations, view the ServiceNow ticket associated with an active event by clicking the link
in the Ticket External Reference column.

For ServiceNow integrations, view the ServiceNow ticket associated with a cleared event by clicking the link
in the External Ticket column.

Acknowledge an active event by clicking the [Acknowledge] button. When you acknowledge an event, you
let other users know that you are aware of that event, and you are working on a response.

Clear an active event by clicking the [Clear] button. When you clear an event, you let other users know that
the event has been addressed.

Create a ticket from an active event.
View the event policy for an active event.

Select multiple active events for action using the check boxes next to the events.

Configuring and Enabling the Changes Widget

To use the Changes widget, you must first configure and enable the widget. To do so, perform the following
steps:

1.

Ensure that you are running SL1 version 11.2.0 or later and have Business Services Base Pack PowerPack
version 2.2.0 or later installed in SL1. For more information, see the chapter on "Installing a PowerPack" in
the PowerPacks manual.

Ensure that you are running SL1 PowerFlow Platform version 2.2.2 or greater and one or more of the
following PowerPacks, depending on your integration:
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o For a ServiceNow integration:
° ServiceNow CMDB SyncPack version 3.2.0 or later installed in PowerFlow. For more
information, see the ServiceNow CMDB Synchronization PowerPack manual.

o ServiceNow Change Management SyncPack version 3.2.1 or later installed in PowerFlow. For
more information, see the ServiceNow Change Management Synchronization
PowerPack manual.

o For a Restorepoint integration:

° Restorepoint SyncPack version 1.2.0 or later installed in PowerFlow.
° Restorepoint PowerPack version 102 or later installed in SL1.

° Restorepoint Automation PowerPack version 102 or later installed in SL1. For more
information, see the Restorepoint Integrations manual.

o

In SL1, create a SOAP/XML credential to connect with PowerFlow and make note of its credential ID.

4. For a ServiceNow integration:

a. InPowerFlow, sync SLT devices with ServiceNow and make note of the Configuration field value
in the Sync Devices from SL1 to ServiceNow application.

b. InSL1, open the "ServiceNow: Send Change Request Event to PowerFlow" Run Book Action (which is
included in the Business Services Base Pack PowerPack v2.1 and greater) and edit the input
parameters to include the credential ID from step 3 and the Configuration field value from step 4.

5.  For a Restorepoint integration, follow the steps in "Sync Devices with Restorepoint" section in the Device

Management manual.

6. Finally, do one of the following:
¢ Permanently enable the Changes widget by editing the NextU| configuration file on your SL1

system.

o Temporarily enable the Changes widget by running a GraphQL mutation on your SL1 system.

Creating a SOAP/XML Credential for PowerFlow

To create a SOAP/XML credential to connect SL1 with PowerFlow:

1. Follow the steps in the section on "Creating a SOAP/XML Credential for PowerFlow" in the Monitoring SL1
PowerFlow manual.

2. After saving the credential, make note of the credential ID. This number can be found at the top of the Edit
SOAP/XML Credential modal or in the ID column on the Credentials page (Manage > Credentials) or
Credential Management page (System > Manage > Credentials).

Syncing SL1 Devices with ServiceNow

To sync SL1 devices with ServiceNow:
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Follow the steps in the section on "Running a Device Sync" in the ServiceNow CMDB Synchronization
PowerPack manual.

In the Configuration pane of the "Sync Devices from SL1 to ServiceNow" application, make note of the
value in the Configuration field.

Editing the Run Book Action (ServiceNow Integrations only)

To edit the input parameters in the "ServiceNow: Send Change Request Event to PowerFlow" Run Book Action:

1.
2.

6.
7.

Go to the PowerPack Manager page (System > Manage > PowerPacks).

Locate the Business Services Base Pack PowerPack and click its wrench icon (#). The Editing PowerPack

modal appears.

In the Editing PowerPack modal, click Run Book Actions in the left Navbar. The Embedded Run Book
Actions page appears in the modal.

Click the wrench icon (:#) for the "ServiceNow: Send Change Request Event to PowerFlow" Run Book

Action. The Policy Editor modal appears.
In the Policy Editor modal, make the following edits to the Input Parameters field:
e Replace<sll credential id for powerflow> with the credential ID of the SOAP/XML
credential you created for PowerFlow.
o Replace <pf config id> with the Configuration field value from the "Sync Devices from SL1
to ServiceNow" application in PowerFlow.
Click [Save], then exit the Policy Editor modal.
Exit the Editing PowerPack modal.

Syncing SL1 Devices with Restorepoint

To sync SL1 devices with Restorepoint:

1.
2.

Follow the steps in the section on "Running a Device Sync" in the Restorepoint Integrations manual.

In PowerFlow, open the Configuration pane for the "Restorepoint: Sync Devices" application and select
Enable for the restorepoint_config field to allow device change detection.

Make a note of the restorepoint_id value on the Configuration pane for the "Restorepoint: Sync Devices"
application.

In SL1, make sure that the same restorepoint_id value was added to the Values column on the
[Attributes] tab on the Device Investigator page for the devices synced from Restorepoint.

Permanently Enabling the Widget

To permanently enable the Changes widgetusing the NextUI configuration file, run the following steps on all
appliances, including the Administration Portal, the Data Collector, the Database Server, the Data Engine, and
the All-In-One Appliance.

To permanently enable the Changes widget:
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o

Start an SSH session into one of the SL1 appliances.

Using vi or another text editor, edit the /opt/em7/nextui/nextui .conf file. To do so, enter the
following at the shell prompt:

sudo vi /opt/em7/nextui/nextui.conf

Add the following line at the bottom of the NextUI configuration file:

BUSINESS SERVICES CHANGE EVENTS TAB=enabled

Save your changes, and then restart the NextUI service by running the following command:

sudo systemctl restart nextui

Repeat steps 1-4 for the remaining SL1 appliances.

Overview of the Device Investigator Tabs



Temporarily Enabling the Widget

To temporarily enable the Changes widget using GraphQL:
1. To access the GraphiQL interface, type the URL or IP address for SL1 in a browser, add /gql to the end of
the URL or IP address, and press [Enter]. The GraphiQL interface appears.
2. Inthe main query pane, type the following mutation:

mutation updateChangeEventsTab {

updateFeatureToggle (
id: "system:BUSINESS SERVICES CHANGE EVENTS_ TAB"

value: "enabled"

id

value

TIP: Click the [Prettify] button to format the mutation and to add syntax highlighting to make the
mutation easier to read. Note that the Preftify process removes the query syntax if only one query

is present in the main query pane.

3. Click the [Execute Query] (Play) button. The mutation executes, and the results appear in the pane on the
right side.

NOTE: If the Changes widget does not appear in SL1 after executing the mutation, refresh the page
using the [F5] key or by clicking the refresh button in your web browser.

NOTE: For more information about GraphQL, see the GraphQL documentation. For more
information about the GraphiQL user interface, see the GraphiQL user interface

documentation.
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The Collections Tab

On the [Collections] tab of the Device Investigator, you can view a list of the Dynamic Applications associated
with the device.

Devices Activity ~ Em7admin v 3 3
\ Activity oI Msicncelogic
. lenny-nightly-dist-mc-10... Info v Report Tools
Investigator Settings Interfaces Configs Events Collections Monitors Thresholds Processes Software Ports M  Q More v
Net-SNMP: Swap e X
& Q Type to search aligned dynamic applications = e O e SNMP Performance
.= Device Credential SNMP
3= Poll Frequency Default (5 m -
o B v TvPE CREDENTIAL POLLFREQUENCY RUNDYNAMICAPP (=]
E) 1= Collection Objects 2
(O EM7: Asset Information SNMP Configuration SNMP Credential 24 hours » Run Now v Free Swap Size v
- v Total Swap Size -
() EM7: Event Statistics SNMP Performance SNMP Credential 5 minutes » Run Now Discovery Object g
(O Host Resource: Configuration SNMP Configuration SNMP Credential 15 minutes » Run Now O Presentation Objects s
+ Swap Utilization ~
(O Host Resource: Storage Snippet Performance SNMP Credential 5 minutes » Run Now Found true
— Collecting true
- Precedence 50
(O Net-SNMP: CPU SNMP Performance SNMP Credential 5 minutes » Run Now Version 13
Group Vitals
(O Net-SNMP: Physical Memory SNMP Performance SNMP Credential 5 minutes » Run Now Label Swap
v Free Swap Size v
(® Net:SNMP: Swap SNMP Performance SNMP Credential 5 minutes » Run Now v Total Swap Size v
(O support: File System Snippet Configuration SNMP Credential 2 hours » Run Now

NOTE: For more information about this tab, see the section on Managing the Dynamic Applications
Associated with a Device.

IMPORTANT: Even if you turn off data collection for a device, that device still consumes a single
Sciencelogic device license. For more information, see the Non-billable Devices section.
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The Configs Tab

On the [Configs] tab of the Device Investigator, you can view configuration information that has been
collected from the device by Dynamic Applications.

7609S-NPE3.cisco.com Info v/ Tools v
Investigator Interfaces Configs Events Collections Q More v
~
DINAMICARPS © VLAN Information
ViANMTY VLANNAME VianTveE VLANSTATE vianiD
§ X 1500 defauit ethernet operational 1 ~
Cisco: Environmental Status
1500 VLANO110 ethernet sperationl 110
1500 VLANO120 ethernet operation 120
Cisco: VLAN Configuration 1500 VLANO130 ethernet operation 130
1500 fddi-default rddi operation 1002
1500 token-ring-default tokenRing operational 1003 .
CollectionGroupl0]
VLAN Information VTP Statistics
VTP Statistics
CONFIGDIGESTERRORS  CONFIGREVNUMBERERS  INADVERTREQUESTS  INSUBSETADVERTS  INSUMMARY ADVERTS  OUTADVERTREQUESTS  OUTSUBSETADVERTS  OUTSUMMARY ADVERTS
166326 169849 104338 68935 33231 168572 166330 136132
Cisco: FRU Control Configuration
BGP Peers
OSPF Neighbors Configuration
Cisco IPSLA Configuration Module Status
Entity Configuration
MODELNAME NAME ADMINSTATUS OPERATIONSTATUS STATECHANGEREASON  STATUSTRANSTIONTIME  SERIALNUMBER
7600-ES+ATGICHL module 3 Enabled ok 31days, 1:25:13 JAEI340K3IQ ~ v

All objects of type "config" are included on the [Configs] tab. Usually, "config" objects contain static information
about hardware and configuration settings, such as serial numbers, version numbers, and hardware status.

NOTE: For more information about this tab, see the chapter on "Viewing Configuration & Journal Data" in
the Monitoring Device Infrastructure Health manual.
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The Events Tab

On the [Events] tab of the Device Investigator, you can view a list of events associated with the device.

appwiz 35 Info

Relationships Software Thresholds Tickets Notes Map

<

Active Events -

[m ) Severity Message Age
[m} 26892 ® Major VM memory is not reserved or VM mer 4 days 13 hours
[m] 28259 @ Critical The SL1 license expiresin 11 days 2days 13 hours

Logs

Journals

Ticket ID

Count

110

3685

Interfaces Events

Last Detected

Feb17,2022,2:03PM

Feb 17,2022,2:07 PM

Report ‘ Tools ‘ Cancel Save

Configs  Collections  Attributes  Settings ~ Investigator ~ Q More v

>

= o

© AutoRefresh: 5Minutes v £ GridSettings v

External Ticket EventNote Acknowledge Clear Event Source
' Acknowledge X Clear |  Dynamic
' Acknowledge X Clear | Dynamic
View Event
Edit Event Note
Create Ticket

View Event Policy

Suppress Event for this Device

NOTE: For more information about this tab, see the chapter on "Viewing Events" in the Events manual.
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The Interfaces Tab

On the [Interfaces] tab of the Device Investigator, you can view information about the various interfaces used

by the device, including Port, Hardware Description, MAC Address, Connection Speed, and other details for

each interface.

appwiz-35 Info v

Relationships Software Thresholds Tickets Notes Map Logs Journals Interfaces

<

Name Alias Hardware Description Port MAC Address

ens160 - ens160 2 00:50:56:85:b1:63

docker0 - docker0 3 0242:1c:3b:1473

Events

Connection Speed

4294967295

[

Report | Tools ‘

Configs Collections

Collection State

Admin Status

Cancel

Attributes

Save

>

e

R Grid Settings

Operational Stat...

down

Q More v

[=

Monitoring Device Infrastructure Health manual.

NOTE: For more information about this tab, see the chapter on "Monitoring Network Interfaces" in the
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The Journals Tab

On the [Journals] tab of the Device Investigator, you can view journal entry information that has been
collected from the device by journal Dynamic Applications:

. Windows 2016 Test Info v Report | Tools

Investigator Settings Attributes Collections Configs Events Interfaces Journals Map Monitors Notes Ports Q More v
Microsoft: Windows Server Process L | Journal View | Microsoft: Windows Server Process List [15 entries] [ Actons [ Reset [ Guide |
Neme ) State Gollected On ~
Last week v
1 powershell 4548 Open 2020-09-13 16:29:08
2. winrshost 4276 Open 2020-09-13 16:29:08
3. MpCmdRun 2348 Open  2020-09-13 16:29:08
4. winrshost 3760 Closed 2020-09-11 04:27:02
5. conhost 4076 Closed 2020-09-11 04:27:02
6. MpCmdRun 1952 Closed 2020-09-11 04:27:01
7. md 4468 Closed  2020-09-11 04:27.01
8. conhost 4152 Closed 2020-09-09 06:27:56
9. emd 4116 Closed 2020-09-09 02:25:53
10. MpCmdRun 4880 Closed 2020-09-09 02:25:53
1. WmiPvSE 5076 Closed  2020-09-09 022553
12. powershell 3136 Closed 2020-09-09 02:25:53
13 winrshost 5068 Open 2020-09-09 02:25:53
14. conhost 472 Closed 2020-09-09 02:25:53
15. Winishost 479 Closed  2020-09-09 022552

NOTE: For more information about this tab, see the chapter on "Viewing Configuration & Journal Data" in
the Monitoring Device Infrastructure Health manual.

The Logs Tab

You can view logs and messages for a device in the [Logs] tab of the Device Investigator page. This is the same
set of logs that display on the [Investigator] tab for this device.
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Devices

g5 appwiz-35 Info v

A Ports Redirects Relationships Software

@ <

=]

F:
Date/Time Source Event ID

te Filter

Feb 17,2022, 1:35 PM 4 28259
Feb 17,2022, 1:03 PM 4 26892
Feb 17,2022, 1:02 PM 4 28259
Feb 17,2022, 12:46 PM 4 -
Feb 17,2022,12:45PM 4 28259
Feb 17,2022, 12:02PM 4 26892
Feb 17,2022, 12:02PM 4 28259
Feb 17,2022, 11:46 AM 4 28259
Feb 17,2022, 11:46 AM 2 -

(TntTonm iz ane § neonn

Thresholds

Event Severity

@ Critical

® Major

® Critical

@ Critical

® Major

@ Critical

@ Critical

Ty

Tickets

Syslog Severity

Notes

@ Help X Activity  Em7admin Vv SClénceLogiC

Save

Report ‘ Tools ‘ Cancel

Map Logs Journals Interfaces Events Q More v
>
= o
C) AutoRefresh: 5Minutes v ¥ GridSettings v
Message

The SL1 license expiresin 11 days (message repeats 32 times)

VM memory is not reserved or VM memory limit less than reservation.

The 5L1 license expiresin 11 days (message repeats 16 times)

CPU runtime contention of 43% exceeds threshold (10%) 43

The 5L1 license expiresin 11 days (message repeats 42 times)

VM memory is not reserved or VM memory limit less than reservation.

The SL1 license expiresin 11 days (message repeats 15 times)

The SL1 license expiresin 11 days (message repeats 43 times)

Completed filesystem inventory

The Logs tab displays all of the messages SL1 and the SL1 Agent, if applicable, have collected from the device.

You might find it helpful to view these log entries during troubleshooting or to manually check on the status of a

device.
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The Machine Learning Tab

On the [Machine Learning] tab of the Device Investigator, you can view a list of machine learning metrics that
are enabled for the device:

o @b N acviy emaamin v Sclencelogic

o3 # @ AsimovsandboxlB1 Info v Report | Tools
A Thresholds ~ Processes  Software  Ports  Map  Tickets  Services  Notes  Redirects  Schedules  Relationships  Journals  Attributes  MachineLearning ~ Q More v
a
=] c o
@ Metric Date Updated Last Updated By Anomaly Detection Anomaly Count
Vv Net-SNMP: CPU - Idle CPU Time May 2,2023,7:23PM ‘em7admin & Enabled 8 i
© Net:SNMP:CPU-Overall CPU May2,2023, 10:35PM emzaamin & Enabled 8 i
§
Vv Net-SNMP: CPU - CPU Hardware Interruptions May 3,2023,7:34 AM em7admin & Enabled 7 3
v o May 10,2023, 102 AM -~ & Enabied 6
v Net-SNMP: CPU - System CPU Time May 3,2023, 6:13AM ‘em7admin & Enabled 6 i
v Net-SNMP: CPU - User CPU Time May 2,2023,8:16 PM ‘em7admin & Enabled 4 i
v Net-SNMP: CPU - CPU Software Interruptions May 2,2023, 5:04 PM ‘em7admin & Enabled 3 i
~  Net-SNMP: CPU - Nice CPU Time May 3,2023, 6:09 AM ‘em7admin & Enabled 13
~  Net-SNMP: CPU - 10 Wait CPU Time May 3,2023, 6:12AM ‘em7admin & Enabled 0 i

On this tab, you can view the Anomaly Detection graphs by clicking the Expand icon () next to the metric for
the device. The Anomaly Chart modal appears, displaying the "Anomaly Index" chart above the chart for the
specified metric you are monitoring.

The "Anomaly Index" chart displays a graph of values from 0 to 100 that represent how far the real data for a
metric diverges from its normal patterns. The lines in the chart are color-coded by the level of event that gets
triggered as the data diverges further.

NOTE: For more information about machine learning and anomaly detection, see the Anomaly Detection
manual. For more information about this tab, see the chapter on "Enabling Machine Learning-based
Anomaly Detection" in that manual.
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The Map Tab

On the [Map] tab in the Device Investigator, you can view a map of the selected device and all of the devices
with which the device has relationships.

VMs Info v Report ‘ Tools

tions Processes Redirects Relationships Schedules Journals Services Map Monitors Thresholds Tickets Notes Q More v

Q
Q

NOTE: For more information about this tab, see the section on Viewing Device Topology settings. For
more information about maps, see the Maps manual.

The Monitors Tab

On the [Monitors] tab of the Device Investigator, you can define monitoring policies for a device.

.CSCOI119 Info v Report ‘ Tools

tions Processes Redirects Relationships Schedules Journals Services Map Monitors Thresholds Tickets Notes Q More v

Monitoring Policies Create Actions Refresh

Policy Name URL Content Encoding Eqit Date
1. ff] SOAPIXML Policy http:/iwww sciencelogic.com textixml 2021-01-27 19:57:07

1P Address Port Number Protocol Edit Date

2. Byl 10211119 2 TCPIP. 2021-01-27 19:56:39

oy N
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The [Monitors] tab allows you to define policies that monitor:

« System processes. Monitors the device and look for the specified system process. For more information,
see the chapter on "Monitoring Device Processes" in the Monitoring Device Infrastructure Health
manual.

o Domain-name availability and lookup speed. Monitors the availability and lookup time for a specific
domain-name server and a specific record on a domain name server. For more information, see the
chapter on "Monitoring Domain Servers and DNS Records" in the Monitoring Device Infrastructure
Health manual.

o Email round-trip speed. Monitor the amount of time it takes to send an email message from SL1 to an
external mail server and then back to SL1. For more information, see the chapter on "Monitoring Email
Round-Trips" in the Monitoring Device Infrastructure Health manual.

o SOAP and XML transaction speeds. Monitors any server-to-server transactions that use HTTP and can
post files or forms. (for example, SOAP/XML or email). Periodically, SL1 sends a request and some data and
then examines the result of the transaction and compares it to a specified expression match. For more
information, see the chapter on "Monitoring SOAP and XML Transactions" in the Monitoring Device
Infrastructure Health manual.

o TCP/IP port availability. Monitors ports for availability every 5 minutes. If a port is not available, SL1
creates an event. The data gathered by the port policy is used to create port-availability reports. For more
information, see the chapter on "Monitoring Ports" in the Monitoring Device Infrastructure Health
manual.

o Web-content availability. Monitors a website for specific content. SL1 will periodically check the website
for specified content. If the content cannot be found on the website, SL1 will generate an event. For more
information, see the chapter on "Monitoring Web Content" in the Monitoring Device Infrastructure
Health manual.

« Windows services. Monitors the device and look for the specified service. For more information, see the
chapter on "Monitoring Windows Services" in the Monitoring Device Infrastructure Health manual.

NOTE: All of these monitoring policies can generate events. SL1 uses the data collected by these policies to
create performance reports and graphs.

The Notes Tab

On the [Notes] tab of the Device Investigator, you can add and view notes and other attachments associated
with the device.
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cscol119 Info v Report ‘ Tools

tions Processes Redirects Relationships Schedules Journals Services Map Monitors Thresholds Tickets Notes Q More v

1) Date [2021-01-27 19:37:23] | User [banderton] | Address [10.128.39.78] s

Example Note
This is an example of a note.

To add a note to a device:

1. Go to the [Notes] tab of the Device Investigator.
2. Click the [Actions] button and then select Notepad Editor. The Notepad Editor modal page appears.

3. Inthe Notepad Editor modal page , you can entfer notes or comments about the device.

* You can format the text and include links, images, and videos in the note.
* You can also include a document template (System > Customize > Document Templates) in the

field.

4. When you are finished adding content to the note, click [Save]. The note will appear in the [Notes] tab,
along with any other notes about the device. Each note includes the username, date and time, and text of
the comment. You can perform the following on each note entry:

» To view a note's attachment, click the paperclip icon ().

* To edit the content of a note, click the wrench icon P). The Notepad Editor modal page
appears. You can update the note; format the text; insert content from a saved template; and add an
aftachment, image, or video to the note. Click the [Save ]button to save your changes.

* To delete a note, click its bomb icon @).

NOTE: For information about adding a note to a device in the classic SL1 user interface, see the section on
Adding a Note in the Device Administration Panel.

The Performance Metrics Tab

On the [Performance Metrics] tab of the Device Investigator, you can view various metrics aligned to a device
through the performance graphs.
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Devices

#«  [@) 10.64.2264

Investigator Summary

System Vitals
System Availabilty
System Latency

v oo [oior: [ e ]

Info

Performance Metrics

Settings Interfaces

@nep A aciy  emramin v Sclencelogic

Q More w

Events Collections Meonitors

System Vitals Summary Report

[ = [ o ]

No data could be found.

Date Range Selection
Start [2022-11-14 08:5032_| 68

End [2022-11-16 08:50:32 | BB

Data TypeiLabel Graph Type

Trend Mausz-over Min  Max  Avg

NOTE: You might need to select the [Performance Metrics] tab from the [More] drop-down menu.
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The Ports Tab

On the [Ports] tab of the Device Investigator, you can view a list of all open ports on a device:

Devices Help X Activity ~ Em7admin v SClenceLOglc
Sy p—
& Ports Processes Redirects Relationships Software Thresholds Tickets Notes Map Logs Journals Interfaces Q@ More v
= >
Qr = =
=}

80

L2 GridSettings v

Interface IP Port Number Service Protocol Certificate Issuer Certificate Expiration

102235 22 ssh TCP
102235 80 http TCP
102235 443 nttps TCP silo Nov 29,2031, 4:54 PM
102235 8008 TCP
17217.01 22 ssh TCP
17217.01 80 http TCP
17217.01 111 sunrpc TCP
17217.01 443 nttps TCP silo Nov 30,2031, 12:04 PM
17217.01 514 shell TCP

Every night, SL1 scans all the ports of each managed device. If any new ports are opened, SL1 adds the port to
the list on the [Ports] tab.

NOTE: For more information about this tab, see the chapter on "Monitoring Ports" in the Monitoring
Device Infrastructure Health manual.

The Processes Tab

A process is a program that is currently running on a monitored device or has been run in the past and is
currently idle. Sometimes a process is called a task.

On the [Processes] tab of the Device Investigator, you can view information about the processes running on
the device. The [Processes] tab displays a combined list of processes collected via SNMP and the agent, where
applicable.
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Devices

Ports

Hd

appwiz-35

Processes

Process Name
Filter

1 systemd

2 kthreadd

4 kworker/0:0H

3 ksoftirad/0

7 migration/0

8 rcu_bh

9 rcu_sched

10 Iru-add-drain

11 watchdog/O

12 watchdog/1

Redirects

Arguments

—switched-root —-system —deserialize 22

Relationships

Software

Thresholds Tickets

Path

Jusr/lib/systemd/systemd

Help

Notes Map

Logs

Run State

Runnable

Runnable

Runnable

Runnable

Runnable

Runnable

Runnable

Runnable

Runnable

Runnable

Report ‘ Tools ‘

A Activity  Em7admin v SClénceLOgiC

Cancel

Save

Journals Interfaces Q@ More v
>
= ]

£ Grid Settings ¥
Memory Moni... ¥
Filter -

3424 Disabled "

0 Disabled
0 Disabled
o Disabled
o Disabled
o Disabled
0 Disabled
0 Disabled
0 Disabled
0 Disabled

NOTE:

For more information about this tab, see the chapter on "Monitoring Device Processes" in the
Monitoring Device Infrastructure Health manual.

The Redirects Tab

On the [Redirects] tab of the Device Investigator, you can redirect log entries from one IP-based device to

another IP-based device, or from an IP-based device to a virtual device.

VMs Info v Report ‘ Tools
tions Processes Redirects Relationships Schedules Journals Services Map Monitors Thresholds Tickets Notes Q More v
Redirect Policy Editor Actions Reset Guide
Source Device [ Select Device v
Expression Match [ |
Active State [[Enabled] v ]
EETI

Redirect Policy Registry

There are no redirect policies aligned with this device.
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NOTE: For more information about this tab, see the chapter on "Viewing Device Logs" in the Monitoring
Device Infrastructure Health manual.

The Relationships Tab

On the [Relationships] tab of the Device Investigator, you can view information about parent-child
relationships between the selected device and other devices.

VMs Info v Report | Tools

tions Processes Redirects Relationships Schedules Journals Services Map Monitors Thresholds Tickets Notes Q More v

Device Relationships Actions Reset Guide

Component Mapping Component Mapping
Parent Device: g10.25.72 Child Device: ggTestFolderB

Child Device: g TestFolderC.

Child Device: ggTestFolderA

NOTE: For more information about this tab, see the section on Viewing Relationships for a Single
Device.
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The Schedules Tab

On the [Schedules] tab of the Device Investigator, you can manage all the scheduled process you have

defined in your system. You can define scheduled tasks for a number of things, such as backup management,

dashboards, devices, and Run Book Automation policies.

tions Processes Redirects Relationships Schedules Journals Services Map Monitors Thresholds Tickets Notes Q More v
Schedule Manager | Schedules Found [1] Create Reset
Enabl
Schedule Summary » Schedule Description EventID sch_id Context Timezone Start Time Duration Recurrence Interval End Date Last Run Owner Organization Visibility. d
( )( ) ( )( ( ( ( I( ) )( )
1. @Example Schedule = 7 ~  Devices utc 2021-01-29 12:00:00 60 minut Every 2 Weeks = = banderton System OrganizeYes ||
[Select Action] v

NOTE: For more information about this tab, see the section on Scheduling Maintenance for a
Single Device.
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The Software Tab

On the [Software] tab of the Device Investigator, you can view a list of all the software installed on the device.

Devices

10.2.14.91
Q, Typet oft

Name

at-spiz-core-2.28.0-1.el7
atk-2.28.1-1el7
attr-2.4.46-13.217

audit-2.8.5-4.el7

Investigator Settings Interfaces Configs Events Software

Install Date

Dec 18, 2020, 9:00 AM

Dec 18, 2020, 8:57 AM

Dec 18, 2020, 8:58 AM

Dec 18, 2020, 9:03 AM

A iy envaamin v Sclencelogic

Tools 4 Manage

Q More v

]

2 Grid Settings +

For each installed software title, the [Software] tab displays the following information:

« Name. Name of the software.

o Install Date. Date and time the software was installed on the device.

NOTE: For more information about this tab, see the chapter on "Monitoring Hardware and Software" in the
Monitoring Device Infrastructure Health manual.

The Summary Tab

On the [Summary] tab of the Device Investigator, you can view an overview of device details through device

dashboards and widgets that display various metrics.
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The Thresholds Tab

On the [Thresholds] tab of the Device Investigator, you can define usage and performance thresholds and
data retention thresholds for a device:

. 10.64.172.73 T Report | Tools

Aap Monitors Notes Ports Processes Redirects Relationships Schedules Services Software Thresholds Tickets Q More v
Device Thresholds Actions Reset Guide
Dynamic App Thresholds | Automation Remote Login
Raw Data Retenﬂan‘ s o 7)days ‘ Default: 7
Interface Inventory Thresholds.
Interface Inventory T\meou\l m - - - & (600000) ms. ‘ Defau
Maximum Allowed lmeriaces‘- . . L o 10000] interfaces ‘ Default: 10000 interfaces]
Operating System Thresholds
SystemLatencyl i - n D o100 ms ‘ Default: 100 ms
ts lability ‘ n n - n b 99 % ‘ Defau
Data Retention Thresholds
Device Logs Max |y n 0 . s [ 10000] records Default: 10000 rec
Device Logs Age | gy n - - - - 90/ days
Bandwidth Data J- - - - 31) days
Daily Rollup Bandwidth Data | n n n & 730] days Default 730 davs e

When performance thresholds are exceeded, SL1 will generate an event for the device. When space thresholds
are exceeded, SL1 will remove the oldest data from the database. For each of these thresholds, SL1 defines a
default value. You can edit the thresholds to meet your needs.
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NOTE: For more information about this tab, see the section on Device Thresholds.

The Tickets Tab

On the [Tickets] tab of the Device Investigator, you can view all tickets associated with the device and create
new tickets to associate with the device:

. 10.64.172.73 Info v Report | Tools

Aap Monitors Notes Ports Processes Redirects Relationships Schedules Services Software Thresholds Tickets Q More v

Ticket History | Top.

Active Tickets [Open / ng / Working]
Desciption / Severty Ticket ID Queve Status
TICKET FOR DEVICE: 10.64.172.73 | 10.64.172.73 | Cisco Systems | CRS-1 165 2 AssetManagement Open B
tomated
0-09-24 17-17-00 [banderton]

e 14 secs
0 2020-09-24 17:17:00 [banderton]
e 14secs

1 Sev 3 / Minor

The [Tickets] tab displays critical information about each ticket. If you require more detail, you can access the
Ticket Editor from this page by clicking on the ticketing icon (H’) for that ticket.

You can also create a new ticket from this page.
To create a new ticket for a device:

1. Go to the [Tickets] tab of the Device Investigator.
2. Click the [Actions] button and then select Create a Ticket. The Ticket Editor page appears.

3. On the Ticket Editor page that appears, define the basic parameters for the ticket. For information about
the fields on this page, see the chapter on "Creating and Editing Tickets" in the Ticketing manual.

NOTE: The Description and Element fields are automatically populated with information about the
device.

4. When you are finished, click [Save].
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Chapter

Using the Device Manager Page

Overview

After running discovery for the first time, you can view the list of discovered devices on the Device Manager
page (Registry > Devices > Device ManagerDevices > Device Manager).

NOTE: The list of devices on the Device Manager page matches the list of devices on the Devices page,
but the Device Manager page includes additional functionality, which is covered in this chapter.

Use the following menu options to navigate the SL1 user interface:

« To view a pop-out list of menu options, click the menu icon [&).

« Toview a page containing all of the menu options, click the Advanced menu icon ( == ).

This chapter covers the following topics:

Viewing the List of All Devices ... 71
Generating a Report for Multiple Devices ... 81
Generating a Report for a Single Device ... ... 82
Viewing the List of Component Devices ... ... ... . 85
Bulk Actions in the Device Management Page ... ... 91
Bulk Actions for Component Devices ... 93
Bulk Merging and Unmerging of Devices ... ...l 94
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Viewing the List of All Devices

After running discovery for the first time, you can view the list of discovered devices in the Device Manager page.

To access the Device Manager page, go to Devices > Device Manager (or Registry > Devices > Device
Manager in the classic user interface):

Device Manager | Devices Found [88] TR HERES SasE R [Shcions | Repart . Resel | Guide |
Curent &
suics N P Caenory D= s oD Orgsnization o SLagent
Wl I || E— | — | ESETETETI A | S | | S | E—

1B g 1064-171-130-C08 W 1054171130 GooE Erorire e |EEoo oo 0 e - 5 cus Acive EM7DefauVZ V2 No ®ERI v
P ] 75005 NPE3 o500 com 1020731 Network Router  Gisao Systems | 78065 2 syem == s pmem CoSNMPZ-EV2  No mERE v
2P Al AAAIC-33ATT W 102.162.32.477 SystemEM7  Sdencelogie. Inc. | EM7 All-n-One 13 System & cue Aetive EM7Default V3 V3 Ne MERT v
ERE Y p——1 wiozise SysemEM7  ScienceLogic, Inc. | EM7 Alkin-One 20 Sysem == L cue Active EMTDeRutV2 V2 No mEed v
5P i Automation-system1-110 W 10215110 SystemEM7  SdenceLogic. Inc. | EM7 All-in-One 72 System = 1 cus Unavailabie EM7Defaut V2 V2 Na MmO v
8. P g Automation_GM_8x_10215111 W 10245111 SystemEM7  Sdencelogie. Inc. | EM7 All-n-One T System [ el Unavailztie EM7DefautVZ V2 Ne MERT v
7. P gl ayoung-dist-cu-251 w1z7.001 SysemEM7  ScienceLogic, Inc. | EM Data Collector 2 Sysem M 0 Cue hcive EM7Defauk V3 V3 N mEeD v
2 P gICE84R033205 w152 188,33 205 SystemEM7  Saencelogi Inc. | EM7 Alin-One 25 system @ 5 cus setive EM7DerutV3 V@ No mXRd ¥
2. P AICEEEAI033204 W 102.162.3320¢ SysemEM7  Sciencelogie. Inc. | EM Allin-Gne 24 Sysem [ T Active EM7Defauk V3 V3 No myed v
10 P gcg-aic w 10218232181 SysemEM7  ScienceLogis, Inc. | EM7 Allin-One 2 Sysem W 1 cue Acive EM7DefaukVE V2 No mEReI v
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14, g EMT-HADR-CLO w152 16833147 SystemEM7  Sdencelogic, Inc. | EM7 Data Gollector 8  System w1 cus fmis EM7Defsu V3 V3 No mORd <
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TIP: You can favorite/unfavorite devices from the Device Inventory page by selecting the star icon on the
Device Investigator Settings Bar while in a device. Favorite devices will appear at the top of the inventory
list, alphabetically by default. You can also filter favorite devices on the Device Inventory page.

TIP: To sort the list of devices, click on a column heading. The list will be sorted by the column value, in
ascending order. To sort the list by descending order, click the column heading again.

The Device Manager page displays the following information about each device:

¢ Device Name. Name of the device. For devices running SNMP or with DNS entries, the name is discovered

automatically. For devices without SNMP or DNS entries, the device's IP address will appear in this field.

¢ Device Hostname. For devices that are discovered and managed by hostname (instead of IP address), this

field displays the fully qualified hostname for the device.
o IP Address. The IP address of the device.

¢ Device Category. The category assigned to the device. Categories include servers, routers, switches,
firewalls, and printers, among others. The category is automatically assigned during discovery, at the same
time as the as Device Class/Sub-Class.

¢ Device Class/Device Sub-Class. The manufacturer (device class) and type of device (sub-class). The
Device Class/Sub-Class is automatically assigned during discovery, at the same time as the Category.
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e DID. Device ID. This is a unique number automatically assigned to the device by SL1.
o Organization. The Organization to which the device is assigned.

o Current State. Condition of the device, based upon events generated by the device. The appearance of the
Current State field depends upon the value of the Show Severity Badges field in your user preferences. If
the Show Severity Badges field is enabled, the value in the Current State column will be displayed as a
color-coded badge. If the Show Severity Badges field is not enabled, the value in the Device Name
column and the value in the Current State column will be painted with the severity color. The condition can
be one of the following:

o Critical. Device has a serious problem that requires immediate attention.
° Major. Device has a problem that requires immediate attention.

° Minor. Device has a less-serious problem.

° Notice. Device has an informational event associated with it.

° Healthy. Device is running with no problems.

 Collection Group. Specifies the collector group to which the device belongs. Collector Groups are defined
in the Collector Group Management page (System > Settings > Collector Groups) and specify a primary
Data Collector and an optional failover collector. A Data Collector server is the appliance that gathers data
from the device. For All-In-One Appliances, this field displays only the built-in Collector Group (and any
virtual Collector Groups).

 Collection State. Specifies the current condition of data collection for the device. Depending on the
circumstances, more than one collection state might appear for a single device. For example, if a device is
in a scheduled maintenance mode, the Collection State might be Unavailable / Maintenance / System-
Disabled. The collection state can be one of the following:

° Active. SL1 is collecting data from the device.

° Unavailable. SLT cannot connect to the device, and will not collect data from the device until the
device becomes available. A physical device falls back to executing the availability ping every five
minutes, unless you have critical ping enabled. Component devices get their availability calculated
by the component discovery Dynamic Application of the parent device.

© User-Disabled. SL1 is not currently collecting data from the device because the user has disabled
collection.

o System-Disabled. SL1 is not currently collecting data from the device because the system has disabled
collection.

° Maintenance. SL1 is not currently collecting data from the device because it is currently in scheduled
maintenance mode.

° User-Initiated-Maintenance. SL1 is not currently collecting data from the device because it has
manually been put into maintenance mode by a user.

° Component Vanished. The component device has vanished, i.e. is not currently being reported by its
root device. SL1 cannot collect data from the device at this time.
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SNMP Credential. The primary credential used by SL1 to retrieve SNMP information about the device. Your
organization membership(s) might affect the display in the SNMP Credential column. For details, see the
Discovery and Credentials manual.

SNMP Version. The version of SNMP used by the SNMP Credential.

SL Agent. Indicates if the SL1 Agent is installed on the device. If the agentis installed on the device, the

SL Agent column displays a gear icon that can be used to access agent setftings. For more information about
editing Agent settings, see the Monitoring Using the Agent manual. The SL Agent column does not
appear on the Device Manager page by default. For more information about adding or removing columns
on the Device Manager page, see the Device Manager Preferences section.

Tools. Displays icons for managing devices. The choices are:

° Device Administration (*). Leads to the Device Properties page, where you can define basic device
parameters and parameters for discovery. From the Device Properties page, you can also access
the other pages in the Device Administration tools.

° Device Management (ffm). Leads to the Device Summary page, where you can see reports and logs
related to the device. From the Device Summary page, you can also access the other pages in the
Device Reports panel. For details on Device Reports, see the manual Monitoring Device
Infrastructure Health.

o Root Device (). Indicates that the device is @ component device. Leads to the Device Properties
page of the root device for the component device. In SL1, the root device is the physical device that
hosts the system that manages the component device.

° Parent Device (-Ih-""n). Indicates that the device is a component device. Leads to the Device
Properties page of the parent device for the component device. In SL1, the parent device can be
either another component device or a physical device. A parent device can be either: the component
device between the current component device and the next layer in the component-device hierarchy
or a root device.

o Interfaces (). Leads to the Interfaces Found page, where you can view details about each network
interface on the device. For details on device interfaces, see the Device Management manual.

o Print Report (™). Generates a report for the selected icon. Spawns the Report Selector page, where
you can specify the information to include in the report (Full Report, Status, Config, Hardware, Notes,
Software, Processes, Network, Events, and Health) and the format in which the report will be
generated (Create Report as HTML Document, Create Report as PDF Document, Create Report as
MS Word Document, or Create Report as MS Excel Document).

o Create Ticket (*¥). Leads fo the Ticket Editor page, where you can define and file a new ticket for
the device. For details on creating tickets, see the manual Ticketing.

° View Asset Record(ﬁ'). This icon appears if an asset record has already been defined for the device.
This icon leads to the Asset Properties page, where you can view the asset record for the device.

© Create Asset Record (*®). This icon appears if an asset record has not been defined for the device.
This icon leads to the Asset Properties page, where you can create an asset record for the device.
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o Checkbox (). Applies the action in the Select Action drop-down list to the device. To select all
checkboxes (i.e., to select all devices), select the large red checkmark icon.

Device Manager Preferences

The Device Manager Preferences page allows you to customize the display and behavior of the Device
Manager page. To access this page, go to the Device Manager page, select the [Actions] menu, and then
choose Device Manager Preferences.

In the Device Manager Preferences page, you can customize the following:

o Device Manager Columns. In this list, you can select the default columns to be displayed in the Device
Manager page.

Edit Device Manager Preferences

Device Manager Preferences

Device Manager Columns
[Device Mame] -
Device Hostname

[P Address]

[Device Category]

[Device Class | Sub-dass]

[DIo]

[Organization]
[Current State]
[Collection Group]
[Collection State]
[SNMP Credential]
[SMMP Version]
Agent

NOTE: When you edit the list of columns in the Device Manager Columns field, the selected list of columns
in the Account Preferences page is automatically updated. When you edit the list of columns in the
Account Preferences page, the selected list of columns in this page is updated.

Filtering the List of Devices

You can filter the list on the Device Manager page by one or more parameters. Only devices that meet all the
filter criteria will be displayed in the Device Manager page.
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To filter by each parameter except Current State, enter text into the desired filter-while-you-type field. The
Device Manager page searches for devices that match the text, including partial matches. By default, the cursor
is placed in the left-most filter-while-you-type field. You can use the <Tab> key or your mouse to move your
cursor through the fields. The list of devices is dynamically updated as you type. Text matches are not case-
sensitive.

You can also use special characters to filter each parameter.
Filter the list by one or more of the following parameters:

o Device Name. You can enter text to match, including special characters, and the Device Manager page
will display only devices that have a matching device name.

o Device Hostname. You can enter text to match, including special characters, and the Device Manager
page will display only devices that have a matching hostname.

o IP Address. You can enfer text to match, including special characters, and the Device Manager page will
display only devices that have a matching IP address.

o Device Category. You can enter text to match, including special characters, and the Device Manager
page will display only devices that have a matching device category.

o Device Class. You can enter text to match, including special characters, and the Device Manager page
will display only devices that have a matching device class.

o DID. You can enter text to match, including special characters, and the Device Manager page will display
only devices that have a matching device ID.

o Organization. You can enter text to match, including special characters, and the Device Manager page
will display only devices that have a matching organization.

o Current State >=. Specifies the device's current state. Only those devices that match all the previously
selected fields and have the specified condition will be displayed. A device's condition is determined by its
most severe, outstanding event. The choices are:

° >=Healthy. Include devices with a condition of "Healthy" or greater. This will include all devices.

° >=Notice. Include devices with a condition of "Notice" or greater. This means, include devices with a
condition of "Notice", "Minor", "Major", and "Critical".

° >=Minor. Include devices with a condition of '"Minor" or greater. This means, include devices with a
condition of "Minor", "Major", and "Critical".

° >=Major. Include devices with a condition of "Major" or greater. This means, include devices with a
condition of "Major" and "Critical".

©  >=Critical. Include devices with a condition of "Critical" or greater. This means, include devices with
a condition of "Critical", because there is no "greater" condition.

o Collection Group. You can enter text to match, including special characters, and the Device Manager
page will display only devices that have a matching Collector Group.

o Collection State. You can enter text to match, including special characters, and the Device Manager
page will display only devices that have a matching Collection State.
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o SNMP Credential. You can enfer text to match, including special characters, and the Device Managerr
page will display only devices that have a matching SNMP credential.

o SNMP Version. You can enter text to match, including special characters, and the Device Manager page
will display only devices that have a matching SNMP version.

TIP: To return to the default list of events, select the [Reset] button.

Special Characters

You can include the following special characters to filter by each column except those that display date and time:

NOTE: When searching for a string, SL1 will match substrings by default, even if you do not include any
special characters. For example, searching for "hel" will match both "hello" and "helicopter". When
searching for a numeric value, SL1 will not match a substring unless you use a special character.

String and Numeric
* , (comma). Specifies an "OR" operation. Works for string and numeric values. For example:
"dell, micro" matches all values that contain the string "dell" OR the string "micro".
» & (ampersand). Specifies an "AND " operation. Works for string and numeric values. For example:
"dell & micro" matches all values that contain both the string "dell" AND the string "micro", in any order.

| (exclamation point). Specifies a "not" operation. Works for string and numeric values. For example:

NOTE: You can also use the "l" character in combination with the arithmetical special characters (min-max,
>, <, >=, <=, =) described below.

» *(asterisk). Specifies a "match zero or more" operation. Works for string and numeric values. For a string,
matches any string that matches the text before and after the asterisk. For a number, matches any number
that contains the text. For example:

"hel*er" would match "helpers" and "helicopter" but not "hello".
"325*" would match "325", "32561", and "325000".
"*000" would match "1000", "25000", and "10500000".
* 2 (question mark). Specifies "match any one character". Works for string and numeric values. For example:

"I2ver" would match the strings "oliver", "levers", and "lover", but not "believer".

"1352" would match the numbers "1350", "1354", and "1359", but not "135" or "13502"
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String

N\

. (caret). For strings only. Specifies "match the beginning". Matches any string that begins with the specified
string. For example:

"~ sci" would match "scientific' and "sciencelogic", but not "conscious".

" happy$" would match only the string "happy", with no characters before or after.
"1™ micro" would match all values that do not start with "micro".

"I~ $" would match all values that are not null.

oA

would match null values.

* $ (dollarsign). For strings only. Specifies "match the ending". Matches any string that ends with the specified
string. For example:

"ter$" would match the string "renter" but not the string "terrific".

"~ happy$" would match only the string "happy", with no characters before or after.
"Ifer$" would match all values that do not end with "fer".

"I~ $" would match all values that are not null.

"1$" would match null values.

NOTE: You can use both ™ and $ if you want to match an entire string and only that string. For example,
"~ tern$" would match the strings "tern" or "Tern" or "TERN"; it would not match the strings "terne" or
"cistern”.

Numeric

e min-max. Matches numeric values only. Specifies any value between the minimum value and the maximum
value, including the minimum and the maximum. For example:

"1-5"would match 1, 2, 3, 4, and 5.

* - (dash). Matches numeric values only. A "half open" range. Specifies values including the minimum and
greater or including the maximum and lesser. For example:

"1-" matches 1 and greater. So would match 1, 2, 6, 345, etc.
"-5" matches 5 and less. So would match 5, 3, 1, O, etc.
e > (greater than). Matches numeric values only. Specifies any value "greater than". For example:

">7"would match all values greater than 7.
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o < (less than). Matches numeric values only. Specifies any value "less than". For example:
"< 12" would match all values less than 12.

e >= (greater than or equal to). Matches numeric values only. Specifies any value "greater than or equal to".
For example:

"=>7"would match all values 7 and greater.

o <= (less than or equal to). Matches numeric values only. Specifies any value "less than or equal to". For
example:

"=<12"would match all values 12 and less.

* = (equal). Matches numeric values only. For numeric values, allows you to match a negative value. For
example:

"=-5"would match "-5" instead of being evaluated as the "half open range" as described above.
Examples

 "ldell" matches all values that do not contain the string "dell".

* "I micro" would match all values that do not start with "micro".
» "lfer$" would match all values that do not end with "fer".

* "I $"would match all values that are not null.

"I~ " would match null values.
* "13" would match null values.
"1*" would match null values.

* 'happy, !dell" would match values that contain "happy" OR values that do not contain "dell".
» "gio$". Matches only text that ends with "aio".

e "7 shu". Matches only text that begins with "shu".

e ""silo$". Matches only the text "silo", with no characters before or after.

 "Isilo". Matches only text that does not contains the characters "silo".

o "I ~silo". Matches only text that does not start with "silo".

» "l03$". Matches only text that does not end with "0".

o "I ™silo$". Matches only text that is not the exact text "silo", with no characters before or after.
o "I™" Matches null values, typically represented as "--" in most pages.

e "I$". Matches null values, typically represented as "--" in most pages.

o "I™$". Matches all text that is not null.

* silo, laggr'. Matches text that contains the characters "silo" and also text that does not contain "aggr".

* 'silo, 02, laggr". Matches text that contains "silo" and also text that contains "02" and also text that does not
contain "aggr'.
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'silo, 02, laggr, 101". Matches text that contains "silo" and also text that contains "02" and also text that does
not contain "aggr' and also text that does not contain "01".

[[IAN (TR ||||| n
’ I

s*i*[*0$". Matches text that contains the letter 's", "i
these letters. For example "sXiXIXo" would match.

o", in that order. Other letters might lie between

"1~ s*i**0$". Matches all text that does not that contains the letter s, "i", 'I", "o", in that order. Other letters
might lie between these letters. For example "sXiXIXo" would not match.

"lvol&lsilo". Matches text that does not contain "vol" AND also does not contain "silo". For example, "volume"
would match, because it contains "vol" but not "silo".

"lvol&02". Matches text that does not contain "vol" AND also contains "02". For example, "happy02" would
match, because it does not contain "vol' and it does contain "02".

"aggr,lvol&02". Matches text that contains "aggr' OR text that does not contain "vol" AND also contains
\|02||.

"aggr,vol&linfra". Matches text that contains "aggr" OR text that does not contain "vol" AND does not
contain "infra".

"' Matches all text.

"1*"Matches null values, typically represented as "--" in most pages.

'silo". Matches text that contains "silo".

"lsilo ". Matches text that does not contain "silo".

"1 silo$ . Matches all text except the text 'silo", with no characters before or after.
'.3,7-8,11,24,50-". Matches numbers 1,2, 3,7, 8, 11, 24, 50, and all numbers greater than 50.

'.3,7-8,11,24,50-,a". Matches numbers 1,2, 3,7, 8, 11, 24, 50, and all numbers greater than 50, and
text that includes "a".

"2n". Matches text that contains any single character and the character "n". For example, this string would

match "an", "bn", "cn”, "1n", and "2n".

"n*SAN". Matches text the contains "n", zero or any number of any characters and then "SAN". For example,
the string would match "nSAN", and "nhamburgerSAN".

"~ 2n*SANS$”. Matches text that begins with any single character, is following by "n", and then zero or any
number of any characters, and ends in "SAN".

Using the Advanced Filter with the List of Devices

In the Device Manager page, you can specify one or more parameters to filter the display of devices. Only
devices that meet all the filter criteria will be displayed.

The Advanced Filter Tool allows you to make selections instead of manually typing in a string to filter on.

TIP: To select multiple entries in the Advanced Filter Tool, hold down the <Ctrl> key and left-click the

entries. After selecting all filters, click the [Apply] button to apply the filters to the list of devices. To reset
each field and apply no filters, click the [Reset] button.

To access the Advanced Filter Tool:
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1. Go to the Device Manager page.
2. Click on the funnel icon ("#).

3. The Advanced Filter Tool will display advanced filters for each column in the page.

NOTE: Unlike the "find while you type" feature, the Advanced Filter Tool is not applied to the list of devices
until you select the [Apply] button.

4. Inthe Advanced Filter Tool, you can filter by one or more of the following filters.

o Device Name. In the Match Any fields, you can enter one or more text strings o match, including
special characters. The Device Manager page will display only devices that have a matching device
name.

o Device Hostname. In the Match Any fields, you can enter one or more text strings to match,
including special characters. The Device Manager page will display only devices that have a
matching hostname.

o IP Address. In the Match Any fields, you can enter one or more text strings to match, including
special characters. The Device Manager page will display only devices that have a matching
IP address.

o Device Category. Select from a list of device categories that have member devices. The Device
Manager page will display only devices that have a matching device category.

o Device Class | Sub-class. In the Match Any fields, you can enter one or more text strings to match,
including special characters. The Device Manager page will display only devices that have a
matching device class or sub-class.

e DID. In the From and To field, you can specify a range of device IDs. The Device Manager page will
display only devices that fall within that range of device IDs.

« Organization. Select from a list of organizations that have member devices. The Device Manager
page will display only devices that have a matching organization.

o Current State. You can select from a list of device states. The Device Manager page will display
only devices that have a matching state.

o Collection Group. Select from a list of collection groups that have member devices. The Device
Manager page will display only devices that have a matching collection group.

o Collection State. Select from a list of collection states that have member devices. The Device
Manager page will display only devices that have a matching collection state.

¢« SNMP Credential. Select from a list of SNMP credentials that have member devices. The Device
Manager page will display only devices that have a matching SNMP credential.

o SNMP Version. Select from a list of SNMP versions that have member devices. The Device
Manager page will display only devices that have a matching SNMP version.

o SL Agent. Select either Yes or No. Yes indicates that the agent is installed on the device. No indicates
that the agent is not installed on the device. The Device Management page will display only devices
that either have or do not have the agent installed.
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5. After selecting all filters, select the [Apply] button to apply the filters to the list of devices.

6. Toreset each field and apply no filters, select the [Reset] button.

TIP: You can perform an advanced filter and then perform a second advanced filter on the results of the first
advanced filter. You can continue to modify and apply an advanced filter multiple times.

Generating a Report for Multiple Devices

From the Device Manager page (Devices > Device Manager), you can generate a report on all devices in SL1
or on multiple devices in SL1. The report will contain all the information displayed in the Device Manager page.

To generate a report about all or multiple devices:

1. InSL1, go to the Device Manager page (Devices > Device Manager):

TRIAL LIGENSE: 35 DAYS REMAINING
Device Manager | Devices Found [88] Actions. Report Reset
Device Nare ® Address Devios Class | Subdlass Julls Organization -
Rl I [ — ) G=sioam,
1@ g 1084-171-130-008 1064171130 System EM7 Sciencelogic. Inc. | EMT Database 1 System = A cus Active EM7Default V2 V2 Ne moeaE
2 gl 75005-NPER isca com w 1020731 NetworkRouter  Cisco Systems | 75005 2 Eysem - A cue Active Cisco SNMPV2-EVZ  Ne YL T
3 Pl AARICEIATT w102, 16332 177 System EM7 SciencelLogic. Inc. | EMT Allin-Cne 13 System & cus Active EMTDefault V3 V3 No moea
4. B gfl ssupekar-sio-22 w1021502 SystemEM7  Sciencelogic, Inc. | EMT Allin-Cre 20 System S o cue Agtive. EM7Defautv2 V2 Ne mned
. gl Automation-systemi-110 10215110 SystemEM7 Sciencelogic. Inc. | EMT Allin-One 72 System = A cue Unavailable EM7Default V2 V2 Ne moea
8. g Automation_GM_gx_10215111 »i0z151 SystemEM7 Sciencelogic, Inc. | EM7 All-in-Cne 73 System = & cue Unavailable EM7Default V2 V2 No moed
7. P gfl avoung-dist-cu-251 SystemEM7  Sciencelogic, Inc. | EM7 Data Collector 28 System W A cue Active EM7Defaut V3 V3 No ™ ed
3 B gICE8A4AI0.33.205 SystemEM7  Sciencelogic Inc. | EM7 Alkin-One 25 System @@= A cue Active EM7DefautVa V3 No mea
9. B gl CE-5.5410.33.204 SystemEM7  Sciencelogic, Inc. | EMT All-in-Cre. 24 Systam S A cuc Aciive EM7Defsult V3 V3 MNo LRl ]
10 B glogsio SysemEM7  Sciencslogic Ine. | EM7 Alkin-One 2 Sysem @ A cue Aetive EMTDsfautvz V3 No LR %]
11, 8 g CUCHIC-01 s scienceiogic focsl O Davics Cisco Systems | CUCM Server 3 System @ L cuc Active SNUPPWECVZ V2 No - ea
12 2 o8t SystemEM7  SsienceLogic, Inc. | EMT Database 22 sysem == A cus Unavsiiaie EMTDefautva V@ No Y1 %
12 p ggos2 SySemEM7  SoienceLogic, Inc. | EMT Database 41 Sysem @ L cus Unavsiiasie EMTDefurVE V3 No e
14 @ gENTHADR-CLO SystemEM7  Sciencelogic, Inc. | EMT Data Gollector 2 System R A cuc Active EM7Defaulvd V3 Mo Y1 %
15, b g eni-hadr-gbi System EM7 Sciencelogic. Inc. | EMT Database 84 System = L cue Active EM7DefaultVa V3 Ne mnea
16. g gff erni-hadr-db2 System.EM7 Sciencelogic, Ine. | EMT Daizbase a5 System = A cue Active EM7 Default V@ V3 Ne. -mreE
17, gl emTaio W 102.163.33 120 System EM7 SciencelLogic. Inc. | EMT Allin-Cne 19 System & cus Active EMTDefault V3 V3 No moea
18, b g emiac 10549818 SystemEM7  Sciencelogic. Inc. | EM7 Alkin-Cre & System @S 0 cue Active EM7Defaut V3 V3 No [ Re) ]
12. b gff garydbB00 W 102.162.32.120 SystemEM7  Sciencelogic, Ine. | EMT Database a1 gysiem EEE A cue Agtive EMTDefault V3 WV Ne L Re) ]
2. ghgmstackDi 0215100 SystemEM7  Sciencelogic Inc. | EM7 Alkin-One B0 WestCoast @@= Ao cue Unavailabie EM7Defautv2 U2 No moen
21. P gff omstackl2 »10.2.15.101 SystemEM7  Sciencelogic, Inc. | EMT All-in-Cre. 0 EastCosst S A cuc Unavailadle EM7Defsult vz V2 MNo LRl ]
2 B flametackos w0250 SysemEM7  Sciencslogic Ine. | EM7 Alkin-One 52 System @ A cue Unavsiizoia EMTDsfautvz V2 No LR %]
[R Y r—— w0215103 SystemEM7  Sciencelogic Inc. | EM7 Alkin-One 81 System = L ce Unavailstie EMTDefaukV2 V2 Mo -5 R .
[[Eeledt Acior] v =

2. Tofilter the list of devices, use the "search as you type" fields at the top of each column. You can filter the list
of devices by one or more column values. Only the devices displayed in the Device Manager page will
appear in the report.

3. Click the [Report] button.

4. When prompted, specify the output format for the report and if you want to save the report.
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5. Click [Generate]. The report displays:

Device Manager Report generated by banderton on 2015-04-17 03:51:54

Device Name llection | SNMP Credential | _SNMP Version
0_[FVoliesxbooUbIanKIuN Tun Uhavaiiable
_|vollesxbooliC_B2_esx Unavaiiable
2 183 esx
3. |ivoliesxbooliC2_B5_esxi
4. [IvollesxbooliC2_BE_esx
5. [Ivollesxboolic2_B7_esx
6. [IvollesxbooliCS_51_esd
| volfesxi_shared_ds/Shared DS iode
. [Ivolfesxi_shared_ds/Shared DS _clone_P40314_163750 N C-Mode
. [volfesxi_shared_dsAOP_Lun iode

ollesxi_shared_isci_vollesxi_shared i ode
Wol/HA_SANMa_san lun ode
olhni_shared_2_ds_vollini_shared_2 ode
iode

C-Mode

(CloudHost
14071 [CloudHosting
14069 _[CloudHosting
14075 _[CloudHosting
14074 _[CloudHiosting

NMP Public V2
NMP Public V2

20-CTiNanager CTi Manager Service 4508 _|HQ Dala Center
20-Ex Extension Mabilly Service 4510 |HQ Dala Center
20-Tp TFTP Service 4507 HQ Data Ci
20 Tomeal Tomcal 4511 _HQ Data C
20-WebDialer Web Service Cisco WebDialer Service 14508 G Data ¢
CTi Manager Service 4519 |HQ Data C
Extension Mability Service 14522 1Q Data
TETP Service 45160 Data ¢
Tomecat 4521 _|HQ Data ¢
| Ciaco WebDialer Service ___[14520_|Hd Dala
CTI Manager Service 4526 |HQ Dala (
Extension Mability Service 14528 HQ Data Center
TFTP Service 14525 HQ Data Center
Tomcat 74528 _|HIQ Dala Center
| Clsco WebDiler Service ___[14527 I Dala Center
F323 Trunk T
CTi Manager Service
Exiension Mabilly Service
TFTP Service
Tomcat
tems | Cisco ViebDialer Service
Sever |

52 [162 168 54 126 [Servers Viware __|Viware | Host Server 12095 _[SILO =
53_[20_Fo13_Flexpod - Nexus_a JoEm (Cisco Systems | Nexus vPG. 14565 [SILO Unavailable _[Cisco SNMPvZ - £
54_[20_Fo13_Flexpod - Nexus_b [oEm [Cisco Systems | Nexus vPG. 14558 [SILO Unavaiiable [SNMP Public vZ

Page 1

Generating a Report for a Single Device

From the Device Investigator page of the SL1 user interface or the Device Manager page (Devices > Device
Manager), you can generate a detailed report on a single device. You can specify the information to include in
the report and the format in which the report will be generated, such as PDF, HTML, XLSX, ODS, or CSV.

To generate a detailed report on a single device:
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1. InSL1, go to the Device Manager page (Devices > Device Manager).

TRIAL LICENEE 33 DAYS REVISNING
Device Manager | Devices Found [38]

i

By

pRRRRaORERRIRRERERRRONN |

SystemEM7  Seiencelogic. Inc. | EM7 Database

Network Router  Cisee Systems | 78088

b cue Unzvailzcle

Alin-One b cuG Unsusiizsie

w0251

'ata Cotector

7. P gl ayoung-dist-cu

Aln-One 25

System EMT n.One 24
SystemEM7  Seiencelogic. Inc. | EM7 Al-in-One

UG Device Giso Systems | CUGM Senver b cuc ctive

SystemEMT  Sciencelogic. Inc
SystemEMT  Sciencel | EMT Database ] b cuG Unavailable
SystemEMT  Seiencel . | EMT Data Cotector £ b cue Active

Sciencel . | EMT Database El

< | EMT Datsoasz £

16 B i emT-hadr o2

17. B g emTaio . | EMT All-in-One 10

18. B ghenTac | EM7 Allin-One

18, P g garydse0 = Ine. | EM7 Database 81

b cuG U

2. B g gmstask0t

21 P g grstack0z b cuG Unsusilasle

b cuG Unavailzole

L
L
'
]
0
]
i
0
'
'
L
L cuG Unavailzble
L
L
L
L
'
]
0
'
i
2. P g grstzck03 0
'

23 P gl grstackos SystemEMT  SeienceLogic, Inc. | EMT All-in-One &1 b cuc Unsusiizsie

* |fyou are on the Devices page, click the device name to open theDevice Investigator page for that
device. Click the [Reports] button. The Device Report modal page appears.

« Ifyou are on the Device Manager page, select the printer icon (#) for the device for which you
want to generate a detailed report. The Report Creator modal page appears.

2. On the modal page, select one of the following to specify the information to include in the device report:

* [Full Report]. Includes information about device status, status of all device policies, status of all
monitors, status of hardware components, status of all thresholds defined for the device, a list of alll
active events associated with the device, and information about the last collection time and last entry
to the device log.

* [Status]. Includes information about device status, status of all monitors, status of hardware
components, status of all thresholds defined for the device, and information about the last collection
time and last entry to the device log.

» [Config]. Includes status of all monitors, status of all thresholds defined for the device, and
information about the last collection time and last entry to the device log.

* [Contacts]. Includes contact information for the device's organization and contact information for all
vendors and warranty or support accounts.

* [Hardware]. Includes overview of hardware components for the device.

* [Notes]. Includes all notes created in the Notepad Editor page.

* [Software]. Displays a list of software installed on the device.

 [Processes]. Displays a list of all processes running on the device.

» [Network]. Includes information about network ports and network configuration.

* [Events]. Includes a list of all active events associated with the device.
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* [Health]. Includes information about device status, status of all monitors, status of all Dynamic

Applications associated with the device, status of all thresholds defined for the device, and a list of all

active events

associated with the device.

3. Select from the following list of formats in which the report can be generated:

e HTML. Create the report as an HTML document.

e PDF. Create

the report as a PDF document.

o DOC. Create the report as a Microsoft Word document.

o XLS. Create the report as Microsoft Excel spreadsheet.

e CSV.Create

the report using comma-separated values.

4. Click [Create Report]. The report displays in the format you selected:

ciencelogic

Device Information

Device Report For: EM7T-HADR-CUD
February 20, 2048 10022 am

Print Repoart

Device EMT-HADR-CUQ [25]
IP Address 192.168.22.147 [Static address]
SNMP Credentials Read: EMT Defsult V3
Awzilahility Port UDP /181
Collection Time 2018-02-20 10:19:00
Uptirme 132 days, 16:08:14
Device Category & Class Sceencelogic, Inc. EMT Data Collector
[Description G3 - Dats Collecor
Current Heakh Minor
Currant Availability Chay
(Current Latency 0.1430 ms.
Collection Mods Acive
24 Hr. Awal. 100.00% [Threshecld: 8935]
24 Hr. Latency. 051 ms. [Threshold: 100 ms]
Ewenic Acive: 1 | Cleared: 1520
Leg Files 10,184
Active Events
Ewvent Massage Sawaiity Last Ooourancs Count
Met-ENMP: CPU Has Exceeded Threshold: (80%) Currently (84 47034183457%) |Minor  |2018-02-20 10:20:55 [15544 |

Device Feature Preference

Accept All Logs Featurs Enable
Auto-Update Featurs Snatle
Auto-Clear Feature Snatle
\Daity Port Scan Feature Enabe
Critical Fing Feature Dizstle
Preserve Hosiname Feature  [Enatle
Asset Updats Feature Disstle
System Availability 99°%
‘System Latency 100 ms
Rollower Percent 20%
Out-of-order Percent 0%
Device Logs Max 10,000 records
Device Logs Age 20 dayz
Bandwadth Data 21 days
Mormalzed Band Dsta 730 days
Performance Data T days
Mormalzed Perf Data T30 days

Device Monitors

TCP-F Foris 1

System Processes 181

‘Software Titles 543

D ApE
Host Resource: Corfiguration [Aciive

EMT: Asset Information Acive

‘Support File System Active
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Viewing the List of Component Devices

You can view the list of component devices from the Device Components page. To view the list of component
devices:

1. Go to the Device Components page (Devices > Device Components).

Device Components | Devices Found [35] Actions Resel Guide:
Do Colection Coteston
Dece Name * 1P scress Gatetory Devie Class | Subecass ) Organizaion Grow State
L C )| — [ — [ | — | |
- e e e I N - | ECR N PR
2+ _ w172.1624338 ContactCenter  Gisco Systems | Voice Fortal (CVF) 133 RNG _ cue Active s
3+ 21721620239 1721624339 ContactCenter  Cisco Systems | Voice Portal CVP) 134 RNG A\Minor  CUG Adive [Cr-ra|
4+ U = Infrastructure Gisco Systems | AC Tenant 1328 Cisco_ACI_Regression_Test cue Active ms o
5+ ! - Infrastructure. Cisco Systems | ACI Tenant 1322 Cisco_ACI_Regression_Test cue Active =,y
6+ !’ = Inrastructure Gisco Systems | ACI Tenant 1333 Glsco_AGI_Regression_Test cus Ative ®mn . O
7+ U = Infrastructure: Gisco Systems | ACI Tenant 1339 Cisco_ACI_Regression_Test cus Active mEe
8. + 9 = Senvice Senice | AWS Senice 1628  AWSEliana vcue Active - o
9+ 2apict w198.18.133200 utiity Cisco Systems | ACI 1857  Ciseo_ACI_Regression_Test \Minor  CUG Actve =R
10+ B apict:common L = Infrastructure Gisco Systems | ACI Tenant 330 Cisco_AC| Regression_Test d\Minor | CUG Acive ®y - O
1+ B fapictintra = - Infrastructure. Cisco Systems | ACI Tenant 337 Cisco ACI Regression_Test \Minor  €UG Active -
2+ e © = Senvice Microsoft| Azure Services Classic 4594 Azure CLASSIC SSH cue Acive -y [
.+ AuoucHio0lascencebogiclocal | wi001320 Cluster Cisco Systems | CUCH Cluster 183 RNG [sSwior | cue Adive w0
1+ W10.168.4422 Cluster Cisco Systems | GUCM Cluster 1276 System cue User-Disabled ms o
15+ 2 ,#)CUCNS-01.qasciencelogic.ocal ®1064.160.10 Cluster Gisco Systems | GUCM Cluster 168 RNG \Minor  CUG Actve. s |
6+ _ 1021076 ContactCenter  Cisco Systems | Contact Center (CCE) 1274 System _ cue Unavailable s
7+ _ w10.1281132 Cluster Cisco Systems | CUCHI Cluster 1275 system _ cus Active =,y L
8+ 10510020 Pingable Linux| ICMP 410 ucs _ cue Active s
9.+ B ygms-08r2-desql 1010140 Servers Microsoft | Windows Server 2008 R2 5614 RS_PowershellDevices \Minor  CUG Adive -y
20, + _ 1010139 Servers Microsef| Windows Server 2008 R2 5615 RS_PowershelDevices _ cus Active -y o
21+ | B mstan-desaltd 1010137 servers Wicrosoft| Windows Server 2012 R2 5611 RS_PowershellDevices \Minor  GUG Actve. s |
2.+ Byfmsi2-yneta »1010142 Servers Wicrosoft| Windows Server 2012 R2 5613 RS_PowershellDevices \Minor | cUG Active @ps: O
2+ U - Account Microsoft| Offics 365 Account 1086  RS_Ofice3ss. cus Active =,y
A4+ 1721624337 ContactCenter Cisco Systems | Contact Center (CCE) 135 RNG cus Active -y o
5.+ wi21624323 ContactCenter  Cisco Systems | Contact Genter (CCE) 128 RNG cue Adive ma
T 0 {Sees A 3

2. The Device Components page displays the following about each device:

TIP: To sort the list of devices, click on a column heading. The list will be sorted by the column value, in
ascending order. To sort by descending order, click the column heading again.

* Plus-sign icon (1 ). Clicking on this icon expands the device and displays the child devices
underneath the device. Each device that displays a plus-sign icon has child devices.

* Minus-sign icon (~ ). Clicking on this icon collapses the device and hides the child devices for this
device. Each device that displays a minus-sign icon has child devices.

o Device Name. Name of the device. For devices running SNMP, component devices, or devices with
DNS entries, the name is discovered automatically. For root devices without SNMP or DNS entries,
the device's IP address will appear in this field.

e IP Address. The IP address of the device. Appears only for physical devices.

e Device Category. The category assigned to the device. Categories include servers, routers, switches,
firewalls, printers, etc. The category is automatically assigned during discovery, at the same time as
the as Device-Class/Sub-Class.
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« Device-Class/Device Sub-Class. The manufacturer (device class) and type of device (sub-class).
The Device-Class/Sub-Class is automatically assigned during discovery, at the same time as the as
Category.

e DID. Device ID. This is a unique number automatically assigned to the device by SL1.

o Organization. The Organization to which the device is assigned.

Current State. Condition of the device, based upon events generated by the device. Condition can
be one of the following:

°  Critical. Device has a serious problem that requires immediate attention.

° Major. Device has a problem that requires immediate attention.

© Minor. Device has a less-serious problem.

° Notice. Device has an informational event associated with it.

©  Healthy. Device is running with no problems.

o Collector Group. Specifies the collector group to which the device belongs. Collector Groups are
defined in System > Settings > Collector Groups and specify one or more Data Collectors. A Data
Collector is the appliance that gathers data from the device. For All-In-One Appliances, this field
displays only the built-in Collector Group (and any virtual Collector Groups)

o Collection State. The current condition of data collection for the device. The device can have one or more
of the following Collection States:

° Active. SL1 is collecting data from the device.

°  Unavailable. SLT cannot connect to the device, and will not collect data from the device until the
device becomes available.

° User-Disabled. SL1 is not currently collecting data from the device because the user has disabled
collection.

o System-Disabled. SL1 is not currently collecting data from the device because the system has disabled
collection.

° Maintenance. SL1 is not currently collecting data from the device because it is currently in scheduled
maintenance mode.

° User-Initiated-Maintenance. SL1 is not currently collecting data from the device because it has
manually been put info maintenance mode by a user.

° Component Vanished. The component device has vanished, i.e. is not currently being reported by its
root device. SL1 cannot collect data from the device at this time.

NOTE: Depending on the circumstances, more than one collection state might appear for a single device.
For example, if a device is in a scheduled maintenance mode, the Collection State might be
Unavailable / Maintenance / System-Disabled.
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« Tools. Displays icons for managing devices. The choices are:

° Device Administration ( a): Leads to the Device Properties page, where you can define basic
device parameters and parameters for auto-discovery. From the Device Properties page, you
can also access the other pages in the Device Administration tools

° Device Management (ffm): Leads to the Device Summary page, where you can see reports and
logs related to the device. From the Device Summary page, you can also access the other pages
in the Device Management tools.

o Interfaces ("W). Leads to the Interfaces Found page, where you can view details about each
network interface on the device.

° Print Report (™). Generates a report for the selected device. Opens the Report Selector modal,
where you can specify the information to include in the report (Full Report, Status, Config,
Hardware, Notes, Software, Processes, Network, Events, Health) and the format in which the
report will be generated (HTML Document, PDF Document, MS Word Document, MS Excel
Document, or CSV File).

° Create Ticket (I.';)_ Leads to the Ticket Editor page, where you can define and file a new ticket for
the device.

° View Asset Record (Q'). This icon appears if an asset record has already been defined for the
device. This icon leads to the Asset Properties page, where you can view the asset record for the
device.

° Create Asset Record (®). This icon appears if an asset record has not been defined for the device.
This icon leads to the Asset Properties page, where you can create an asset record for the
device.

° Checkbox (). Applies the action in the [Select Action] drop-down to the device. To select all the
checkboxes, select the large red checkmark icon.

Availability for Component Devices

The following rules apply to the availability state for component devices:

» Component devices can use a Component Identifier to monitor availability. However, in a tree of
component devices, some component devices might have a component identifier for availability and others
might not. For example, suppose a component device has a component identifier for availability, and SL1
considers that component device "unavailable". All the descendents of that component device that do not
have their own component identifier for availability will be considered unavailable. As soon as SL1 finds a
descendent with its own component identifier for availability, SL1 stops checking that descendent and its
descendents for availability. Component devices without their own component identifier for availability
inherit their availability from their nearest ancestor that has a component identifier for availability.
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» Fortrees that include merged devices, to include both hardware devices and component devices, SL1 skips
over the hardware devices and allows them to use a network-based protocol to determine availability. For
example, suppose you have a tree like this:

© Grandparent device is a component device with a component identifier for availability. SL1 has
determined that the grandparent device is unavailable.

© Child device is a hardware device that uses ICMP and ping to determine availability. When SL1
evaluates the grandparent's component identifier, SL1 skips over this device. ICMP and ping
determine the availability of this device.

°  Grandchild device is a component device that does not have its own component identifier for
availability. When SL1 evaluates the grandparent's component identifier, SL1 assigns the
grandparent's availability to this grandchild device.

* [fall the hosts in a cluster are powered off or unavailable in a VMware system, both the hardware-based
hosts and the associated component devices will display the value Unavailable in the Collection State
column. When at least one host in the cluster becomes available, some or all of the associated component

devices will also become available.

Viewing Child

Devices

You can view component child devices of a root device in the Device Components page. If that child device
also serves as a root device, you can also view its component child devices, and so forth. To view component
child devices for root devices:

1. Go to the Device Components page (Devices > Device Components).

2. Inthe Device Components page, find the root device for which you want to view its component children.
Select its plus sign icon (T).

3. The device will be expanded to display the component child devices below the root device:

Device Components | Devices Found [35]

Devie
Dese 1 P Agoress Cateaon Devce Cisss | Subcisss oo Otganizaton
) ( )| —]
_ w1721624320 ContactCenter  Cisco Systems | Voice Portal (CVP) 131 RNG
Desie
Deske e - 1P Agcress Cateaon Devie Cisss | Sub-ciss o Organizaion
( )C ) ( )CC
1 _U - ContactCenter  Cisco Systems | CVP H323 Instance. 141 RNG
2 L = ContactCenter  Cisco Systems | CVP ICM nstance 143 RNG A Heatny (S0 Active ®na
ERN. . vR3 id = ContactCenter  Cisco Systems | CVP IVR Instance 142 RNG A Healtny |11 Active r=L
. e - - ContactCenter  Gisco Systems | CVP SIP Instance 10 RNG 1 Heatmy [0 Actve s [
5 _! - ContactCenter  Cisco Systems | CVP VXML Instance 144 RNG Active s
_ 1721624338 ContactCenter  Cisco Systems | Voice Portal (CVP) 133 RNG Active ms
Cotectin Cotest
1paggress Devie Cisss | Sub-ciss o Grouw S
) I )| —]t )t )

1 = ContactCenter  Cisco Systems | CVP Reporting nstance: 145 RNG cue Active meE

3 - 21721624230 1721624330 ContactCenter  Cisco Systems | Vaice Fortal (CVP) 134 RNG \Minor CUG Active wEE
Devie Curent Coectin Cotection
Deske e - 1P Agcress Cateaon Devie Cisss | Sub-ciss o Organizaion Side Grow Shie
) ( )0 ) =Heati V)|

1 _ = ContactCenter  Cisco Systems | CVP H323 Instance. 47 RNG _ Active moR |
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4. You can select the plus sign icon for each component child device that also serves as a root device. To
collapse the component child devices, select their minus sign icon (7).

Filtering the List of Component Devices

You can filter the list on the Device Components page by one or more parameters. Only component devices
that meet all the filter criteria will be displayed in the Device Components page.

To filter by each parameter except Current State, enter text into the desired filter-while-you-type field. The
Device Components page searches for component devices that match the text, including partial matches. By
default, the cursor is placed in the left-most filter-while-you-type field. You can use the <Tab> key or your mouse
to move your cursor through the fields. The list is dynamically updated as you type. Text matches are not case-
sensitive.

You can also use special characters to filter each parameter.
Filter the list by one or more of the following parameters:

o Device Name. You can enter text to match, including special characters, and the Device Components
page will display only devices that have a matching device name.

o IP Address. You can enter text to match, including special characters, and the Device Components page
will display only devices that have a matching IP address.

o Device Category. You can enter text to match, including special characters, and the Device Components
page will display only devices that have a matching device category.

o Device Class | Sub-Class. You can enter text to match, including special characters, and the Device
Components page will display only devices that have a matching device class.

o DID. You can enter text to match, including special characters, and the Device Components page will
display only devices that have a matching device ID.

« Organization. You can enter text to match, including special characters, and the Device Components
page will display only devices that have a matching organization.

o Current State >=. Specifies the device’s current state. Only those devices that match all the previously
selected fields and have the specified condition will be displayed. A device’s condition is determined by its
most severe, outstanding event. The choices are:

© >=Healthy. Include devices with a condition of “Healthy” or greater. This will include all devices.

° >=Nofice. Include devices with a condition of “Notice” or greater. This means, include devices with
a condition of “Notice”, “Minor”, “Major”, and “Critical”.

° >=Minor. Include devices with a condition of “Minor” or greater. This means, include devices with a
condition of “Minor”, “Major”, and “Critical”.

° >=Major. Include devices with a condition of “Major” or greater. This means, include devices with a
condition of “Major” and “Critical”.

° >=Critical. Include devices with a condition of “Critical” or greater. This means, include devices with
a condition of “Critical”, because there is no “greater” condition.
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o Collection Group. You can enter text to match, including special characters, and the Device
Components page will display only devices that have a matching Collector Group.

 Collection State. You can enter text to match, including special characters, and the Device Components
page will display only devices that have a matching Collection State.

TIP: To return to the default list of events, select the [Reset] button.

Using the Advanced Filter with the List of Component Devices

You can use the Advanced Filter tool to select one or more parameters to filter the display of devices in the Device
Components page. Only devices that meet all the filter criteria will be displayed.

TIP: To select multiple entries in the Advanced Filter tool, hold down the <Ctrl> key and left-click the entries.
After selecting all filters, click the [Apply] button to apply the filters to the list of devices. To reset each
field and apply no filters, click the [Reset ]button.

To access the Advanced Filter tool:
1. Go to the Device Components page (Devices > Device Components).
2. Click on the funnel icon ("#).

3. The Advanced Filter Tool will display advanced filters for each column in the page. You can filter by one or
more of the following parameters:

NOTE: Unlike the "filter-while-you-type" feature, the Advanced Filter tool is not applied to the list of devices
until you select the Apply button

o Device Name. In the Match Any fields, you can enter one or more text strings o match, including
special characters. The Device Components page will display only devices that have a matching
device name.

o IP Address. In the Match Any fields, you can enter one or more text strings to match, including

special characters. The Device Components page will display only devices that have a matching
IP address.

o Device Category. Select from a list of device categories that have member devices. The Device
Components page will display only devices that have a matching device category.

o Device Class | Sub-class. In the Match Any fields, you can enter one or more text strings o match,
including special characters. The Device Components page will display only devices that have a
matching device class or sub-class.

e DID. In the From and To field, you can specify a range of device IDs. The Device Components
page will display only devices that fall within that range of device IDs.
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« Organization. Select from a list of organizations that have member devices. The Device
Components page will display only devices that have a matching organization.

o Current State. You can select from a list of device states. The Device Components page will
display only devices that have a matching state.

 Collection Group. Select from a list of collection groups that have member devices. The Device
Components page will display only devices that have a matching collection group.

o Collection State. Select from a list of collection states that have member devices. The Device
Components page will display only devices that have a matching collection state.
4. After selecting the desired filters, clickthe [Apply]button to filter the list of devices.

5. To reset each field and apply no filters, clickthe[ Reset] button.

TIP: You can perform an advanced filter and then perform a second advanced filter on the results of the first
advanced filter. You can continue to modify and apply an advanced filter multiple times.

Bulk Actions in the Device Management Page

The Device Manager page Devices > Device Manager) contains a drop-down field in the lower right called
Select Action. This field allows you to apply an action to multiple devices at once.

To apply an action to multiple devices:

1. Inthe Device Manager page, select the checkbox for each device you want to apply the action to. To select
all checkboxes for all devices, select the red checkbox (£]) at the top of the page.
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2. Inthe Select Action drop-down list, select one of the following actions:
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¢ Delete Devices. Deletes all selected devices from SL1. Tickets associated with the device are
unlinked from the device, but are not deleted.

o Modify by Template. Displays the Applying Template to Device page, where you can apply the
seftings in a device template to all selected devices. You can also make one-time changes to the
template, and those changes will be applied only to the selected devices. For details on using device
templates, see the manual Device Groups and Device Templates.

e Clear Device Logs. Deletes data from the device's log files. For details on device logs, see the
manual Monitoring Device Infrastructure Health.

o Create Asset Record. Creates an asset record for each selected device. For details on asset records,
see the Asset Management manual.

o Schedule Maintenance. Leads to the Maintenance Schedule page. In this page you can specify a
date and time to put each selected device into "maintenance mode". During maintenance mode, SL1
will not generate events about the selected devices. You can choose to disable or enable polling
during maintenance mode. Even if polling is enabled, SL1 will collect information from the selected
devices but will not generate events for the devices. For details on scheduling maintenance, see the
section on Maintenance.

 Find Collection Label Duplicates. Leads to the Duplicates page. In this page, you can view a list of
devices where the Collection Labels have more than one possible presentation object aligned. From
this page, you can manually align a single presentation object with a Collection label for a device.
For more information on Collection Labels, see the manual Monitoring Device Infrastructure
Health.

¢ Change Collection State. Changes the status of the device in SL1. The choices are:

° Active. SL1 polls the device on a regular basis and updates the data displayed in SL1.

° Disabled. SL1 does not poll the device. Data displayed in SL1 is not updated.

e Change User Maintenance Mode. Changes the user maintenance mode setting for the selected
devices. For details on user maintenance mode, see the section on Maintenance.

¢ Change Collector Group: Changes the Data Collector(s) used to collect data from the device.
Choose from the list of all Collector Groups in SL1. When you select one of the collector groups,
each selected device will by polled by the collectors in the collector group. This option does not
appear for All-In-One Appliances. For details on collector groups and their relationships to devices,
see the manual System Administration.

e Move To Organization: Associates a device with an organization. The list of choices will include all
organizations in SL1. For details on organizations in SL1, see the manual Organizations and Users.

o Align SNMP Read Credential. This option applies the selected credential to all selected devices.
The selected devices will use the selected credential as their primary credential. Secondary
credentials will remain unchanged. Choose from a list of all SNMP Read credentials in SL1 (defined
in the Credential Management page [System > Manage > Credentials]). For more details on
Credentials, see the manual on Credentials and Discovery.

e Add to Device Group. This option aligns the selected devices with the selected device group. The
selected devices will then appear in Device Group Views and will inherit the properties of the device
group, including scheduling, access, and visibility.

Bulk Actions in the Device Management Page 92



« Align to Device Dashboard. This option aligns the selected device dashboard with the selected

device group. Choose from a list of all device dashboards in SL1 (defined in the Device
Dashboards page [System > Customize > Device Dashboards]). For more details on Device
Dashboards, see the Device Dashboards section.

Bulk Actions for Component Devices

The Device Components page (Devices > Device Components) contains a drop-down field in the lower right
called Select Action. This field allows you to apply an action to multiple devices at once.

To apply an action to multiple devices:
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In the Device Components page, select the checkbox for each device you want to apply the action to. To
select all checkboxes for all devices, select the red checkbox () at the top of the page.

In the Select Action drop-down list, select one of the following actions:

Delete Selected Devices. Deletes all selected devices from SL1. Tickets associated with the device
are unlinked from the device, but are not deleted.

Delete Selected Devices (recursive). Deletes all selected devices from SL1. If one or more of the
selected devices is a root device with one or more component devices as children, this option deletes
the root device and the component devices. Tickets associated with the deleted device are unlinked
from the device, but are not deleted. To delete a root device and its associated component devices,
use the option Delete Selected Devices (recursive).

Modify by Template. Displays the Applying Template to Device page, where you can apply the
settings in a device templates to all selected devices. You can also make one-time changes to the
template, that will be applied only to the selected devices.

Clear Device Logs. Deletes data from the device's log files.

Schedule Maintenance. Leads to the Maintenance Schedule page. In this page, you can specify a
date and time to put each selected device into "maintenance mode". During maintenance mode, SL1
will not generate events about the selected devices. You can choose to enable or disable polling
during maintenance mode. Even if polling is enabled, SL1 will collect information from the selected
devices but will not generate events for the devices.

Create Asset Record. Automatically creates an asset record for the device. SL1 automatically
populates as many fields as possible, using retrieved data.

Change Collection State. Changes the status of the device in SL1. The choices are:

° Active. SL1 polls the device on a regular basis and updates the data displayed in SL1.

° Active (recursive). SL1 polls the device on a regular basis and updates the data displayed in SL1.
SL1 also polls all children devices (of the selected device) on a regular basis and updates their
data.

° Disabled. SL1 does not poll the device. Data displayed in SL1 is not updated.
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° Disabled (recursive). SL1 does not poll the device. SL1 does not update data about the device.
SL1 also does not poll any children devices (of the selected device) and does not update data
about the children devices.

o Change Collector Group. Changes the collector group used to collect data from the device.
Choose from the list of all collector groups and virtual collector groups in SLT. When you select one
of the collector groups, each selected device will by polled by the collectors in the collector group.
For All-In-One Appliances, you can select only the built-in Collector Group and any virtual Collector
Groups.

° Ifyou align a device with a virtual Collector Group, SL1 will store all historical data from all
aligned devices, but will no longer perform collection on those devices or trigger events for these
devices.

e Move to Organization. Associates a device with an organization. The list of choices will include all
organizations in SL1.

o Align SNMP Read Credential. This option applies the selected credential to all selected devices.
The selected devices will use the selected credential as their primary credential. Secondary
credentials will remain unchanged. Choose from a list of all SNMP Read credentials in SL1 (defined
in System > Manage > Credentials).

e Add to Device Group. This option aligns the selected devices with the selected device group. The
selected devices will then appear in Device Group Views and will inherit the properties of the device
group, including scheduling, access, and visibility.

3. Select the [Go] button. SL1 will apply the selected option to the selected devices.

Bulk Merging and Unmerging of Devices

If your SL1 system includes a physical device and a component device that both represent the same device, you
can merge those device records into a single record for easier monitoring. Merging does not remove, replace, or
add any data; merging simply groups data together.

There are several benefits to merging physical and component devices:

* Merging consolidates the devices and their data—device fields, values, graphs, behaviors, and other user

interface elements—providing you with a single set of data for the device.

* Merging reduces the number of duplicated events and administrative tasks.

* Merged devices consume only a single device license.
For example, you might discover a virtual machine device component representing a server, and then later
discover an IP-based device from the same server. To prevent duplicate events from occurring for the same
server, minimize administrative tasks, and prevent a negative impact on your licensing by inflating the number of

devices being monitored by SL1, you could merge the virtual machine component and the corresponding IP-
based device into a single device record.
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NOTE: You cannot merge a component device with a physical device that acts as the root device for a
dynamic component map (DCM,) tree.

When you merge a physical device and a component device, the device record for the component device no
longer displays in the user interface, while the device record for the physical device displays in user interface
pages that previously displayed the component device. For example, the physical device is displayed instead of
the component device in the Device Components page and the Component Map page. All existing and future
data for both devices will be associated with the record for the physical device.

Merged devices can be unmerged back into individual device records, if needed.
The Device Manager page (Devices > Device Manager) contains options for the bulk merging or unmerging of

multiple pairs of physical and component devices. These features are convenient if you have a large number of
devices you want o merge or unmerge in a single session.

NOTE: You can merge only two individual devices together into a single merged device. To do so, you must
have user permissions that allow merging and unmerging on both devices. For more information
about user access permissions, see the Access Permissions manual.

NOTE: When you merge devices, active events associated with the component device will be set to
"cleared." The cleared events will not be associated with the physical device. If the devices are
unmerged, the cleared events cannot be moved back to the component device.

Merging devices also merges the log data from each device. The log data cannot be unmerged
later.

TIP: Use consistent device hostnames to make device merging easier.

Performing a Bulk Device Merge

If you have a large number of devices to merge, you can perform a bulk device merge, which is more efficient
than merging device pairs individually. A bulk device merge enables you to select from multiple pairs of
devices—particularly those with matching IP addresses or device names—and choose the pairs to merge.

NOTE: If you have a small number of physical and component devices that you want o merge, you can
merge each pair individually. For more information, see the Merging Individual Devices section.

To perform a bulk device merge:
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1. Go to the Device Manager page (Devices > Device Manager).

2. Select the [Actions] menu and then choose Merge Devices.
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TIP: Because of the potentially large number of devices that could be merged, no results display when the
Device Bulk Merge page initially displays. You must select one of the checkboxes or begin typing a
name in the Names Contain field for results to display on the page.

3. On the Device Bulk Merge page:
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 Select the IP Addresses Match checkbox if you want the page to display a list of devices where the
physical device and the component device a have matching IP addresses.

o Selectthe Names Match checkbox if you want the page to display a list of devices where the physical
device and the component device have matching Device Names.

* If you want the page to display a list of devices that could be merged where the Device Names of the
physical device and the component device contain the same character(s), enter those characters in
the Names Contain field.

Bulk Merging and Unmerging of Devices 96



¢ Inthe Organizations field:
o Select Ignored if you do not want to filter the list of devices based on the Organizations assigned to
the physical device and the component device.

° Select Match if you want to filter the list of devices to include only physical devices and component
devices that have matching Organizations.

° Select Don't Match if want to filter the list of devices to include only physical devices and
component devices that do not have matching Organizations.

¢ Inthe Classes field:

o Select Ignored if you do not want to filter the list of devices based on the Device Classes assigned
to the physical device and the component device.

o Select Match if you want to filter the list of devices to include only physical devices and component
devices that are assigned matching Device Classes.

o Select Don't Match if you want to filter the list of devices to include only physical devices and
component devices that are assigned non-matching Device Classes.

NOTE: You can make selections in the Organizations and Classes fields only after you make a selection or
entry in the IP Addresses Match, Names Match, and/or Names Contain fields.

The Device Bulk Mergepage displays a list of physical device and component device pairs that
match your search criteria. Each numbered row indicates a pair of devices that could be merged.

4. Select the radio button(s) in the last column of each row of device pairs that you want to merge, then select
the [Merge] button. The radio buttons are grouped per physical device, i.e., you can select only one row for
each physical device.

NOTE: You can select each component device only once for merging. If you attempt to select the same
component device in multiple rows, you will receive an error message when you select the [Merge]
button.

5. A modal window displays that asks you to confirm the merge. Select the [Yes] button.

6. SL1 begins merging the selected devices. When the message, "Device Bulk Merge complete" displays, select
the [Close/Esc] button.

NOTE: To view an updated list of devices that includes your merged devices, select the [Reset] button on the
Device Manager page.
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Performing a Bulk Device Unmerge

If you have a large number of devices to unmerge, you can perform a bulk device unmerge, which is more
efficient than unmerging device pairs individually. A bulk device unmerge enables you to view a list of merged
devices and select all of the devices you want to unmerge.

If you have a small number of devices that you want to unmerge, you can unmerge each pair individually. For
more information, see the Unmerging Individual Devices section.

For details on unmerging a vanished device, see the chapter in this manual on Vanishing & Purging Devices.
To unmerge multiple devices:

1. Go to the Device Manager page (Devices > Device Manager).
2. Select the [Actions] menu and then choose Unmerge Devices.

3. The Device Bulk Unmerge page displays a list of merged devices. Each numbered row indicates a pair of
merged devices that can be unmerged. Select the checkboxes in the last column of each row of devices that
you want fo unmerge, then select the [Unmerge] button.

Device Bulk Unmerge | Devices Found [2] Reset Guide

Device
- IP Address Category Device Class | Subolass pio- Cuganizati Device Name P Address  Dewice Class | Sub-class oo Quganization Merged By

I [ o | I i i i —

[
1 {7 W10 100 1 System Sciencelogic, Inc. | OEM 85 System — CU-Device ~  Whware | Network 38 System em7admin 20150122 1642
2 [10.100.1 System. ScienceLogic, Inc. | EM7 £58  System — em7_ao —  VMware | Vifual Machine 43 System em7admin 2015-01-21 21:02 |

4. A modal window displays that asks you to confirm the unmerging. Select the [Unmerge] button.

5. When the message, "Device Bulk Unmerge complete" displays, select the [Close/Esc] button.

NOTE: To view an updated list of devices that includes your unmerged devices, select the [Reset] button on
the Device Manager page.
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Chapter

Managing a Single Device with the Device
Administration Panel

Overview

This chapter describes how to use the Device Administration Panel in SL1.
Use the following menu options to navigate the SL1 user interface:
« To view a pop-out list of menu options, click the menu icon [E).

« To view a page containing all of the menu options, click the Advanced menu icon ( « ).

This chapter covers the following topics:

What is the Device Administration Panel2 ... .. . ... 100
Actions MENU ...l 102
Device Properties .. ... ... 105
Viewing Read-Only Information About the Device ... 106
Editing Device Settings ... 108
Adding an IP Address to a Device ... . ... 114
Removing an IP Address from a Device ... 116
Managing Device IPs ... . 116
Clearing the Device Cache ... 119
Aligning a Secondary Credential ... 119
Adding the Device 10 @ Device GroUD ..............cooo 121
Creating a Ticket About the Device ... 123
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Adding a NOte 10 @ DEVICE ... ... 124

Aligning Custom Attributes with a Device ... ... 125
Associating a Product SKU with the Device ... ... ... 129
Merging DevVICes ... 130
Performing Administrative Tasks for One or More Devices ... 134
Shortcut Keys for the Device Administration Panel ... ... ... ... ... 136

What is the Device Administration Panel?

The Device Administration panel allows you to define how SL1 will interact with a device. This includes defining
the data that will be retrieved, the frequency with which SL1 will poll the device, and policies and thresholds that
will generate events for the device.

To access the Device Administration panel for a device:

1. Go to the Device Manager page (Devices > Device Manager).

2. Find the device for which you want to access the Device Administration panel and select its wrench icon (
5‘) The Device Properties page is displayed. From this page, you can access all the pages in the Device
Administration panel.

3. 'The Device Administration tools include the following tabs and pages:

Toesholds | Gollectons | _onitors | _ Scheaute
= Physical Device
System.EM7

= em7_ao
10.100.100.7 | 677
ScienceLogic, Inc. OEM

System = 5days, 02:06:30

= Unavailable Callection Time | 2015-08-26 11:00:00

Sciencelogic EM7 G3 - Al-In-One Group [ Collestor |CUG | em7_ao
Organization Asset
Actions Reset Guide
Identification
Device Name IP Address Organization
lem7_ao | 3 [110.100.100.7 - verified] k3 | [3ystem] v i
Monitoring & Management Preferences
Device Class  [ScisnceLogic, Inc. OEM | 2 Auto-Clear Events
=]
SNMP Read/Write | EMT Default V2] ¥ |[[Mone] v Accept All Logs
¥
Availability Port UD| ¥ || [161 - SNMI v ;/
[[ Pl ][[ Pl ] Daily Port Scans
Latency Port | [ICMP] ¥ |[cMP v (%2}
Avaib+Latency Alert | [Disable] v Auto-Update
#
User Mai [Disabled] ¥ ) [ [Maint Collection Enabled] ¥ |
Scan AllIP's
Collection | [Enabled] ¥ |[[cug T (]
Coll. Type [[Standard] v ] Dynamic Discovery
¥
Critical Ping [ [Disabled] v
Preserve Hostname
Dashboard [ None v 7]
Disable Asset Update
EventMask [ [Group in blocks every 10 minutes] ¥ | [~
Bypass Interface Inventory
Save (]
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Tab

Properties

Description

In the Device Properties page, you can edit parameters that affect how SL1 "sees" and monitors
the device.

Thresholds

The Device Thresholds page allows you to define usage and performance thresholds and data
retention thresholds for a device. When these thresholds are exceeded, SL1 will generate an
event for the device.

Collections

The Dynamic Application Collections page displays all the Dynamic Applications
associated with the device. For Dynamic Applications of type "performance," the page displays
report policies for each Dynamic Application. For Dynamic Applications of type
"configuration," the page displays objects monitored by each Dynamic Application.

You can specify a credential for use with the Dynamic Application for the selected device only.

You can enable or disable one or more report policies for the selected device only.

You can enable or disable monitoring of one or more objects for the selected device only.

Monitors

The Monitoring Policies page allows you to define monitoring policies for a device.

The Monitoring Policies page allows you to define policies that monitor: system processes,
domain-name availability and lookup speed, email round-trip speed, SOAP and XML
transaction speeds, TCP/IP port availability, web-content availability, and Windows services.

NOTE: All these monitoring policies can generate events. SL1 uses the data collected by
these policies to create performance reports and graphs.

Additionally, the Monitoring Policies page allows you to create, edit, and delete webhook
receivers. For more information, see the chapter on "Using Webhooks to Generate Events" in
the Events manual

Schedule

In the Maintenance Schedule page you can view, edit, and schedule downtime for the device.

Logs

The Device Logs & Messages page displays all the messages SL1 has collected from the
device and from SL1 about the device.

Toolbox

The Device Toolbox page provides access to common network tools. The list of tools available
depends upon the type of device and the configuration of the device. This page allows you to
access and run diagnostics on a device without leaving the Compute Nodes.

Interfaces

The Device Interfaces page displays detailed information about each network interface on the
device. From this page, you can view details about each individual interface and define
bandwidth monitoring for the interface.

Relationships

The Device Relationships page displays information about parent-child relationships between
devices. From this page, you can view details on the relationships between layer-2 and layer-3
devices, hypervisors and their virtual machines, and other relationships.

Tickets

The Ticket History page displays all tickets associated with the device. This page displays
critical information about each ticket. If you require more detail, you can access theTicket
Editor from this page.

Redirects

This page allows you to redirect log entries from one IP-based device to another IP-based
device, or from an IP-based device to a virtual device.
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Tab Description

Notes The Notes & Attachments page displays a list of all comments and attachments associated
with the device properties. When you select the Notepad Editor option in the Device Properties
page, the notes appear in this page.

Attributes The Attributes page displays a list of custom attributes that are already aligned with the device.
Additionally, the Attributes page enables you to assign a value to those custom attributes,
create and align a new extended custom attribute with the device, or delete a custom attribute
from a device.

Actions Menu

The pages in the Device Administration panel each include the [Actions] menu. The [Actions] menu allows
you to perform many device-related tasks without requiring you to leave the current page. The [Actions] menu
looks like a button and is located in the upper right of the page.

Thestods | Colecbons | Maniors | Scheuule
Retstorsnigs | Tickes | Resrecs | Nows | Awnbues |

me | em7_ao Ma Tyes | Physical Device
T 10.100.100.7 | 677
‘SciencelLogic, Inc.

System 5 days, 02:06:30

Unavailable = 2015-08-26 11.00:00
SciencelLogic EM7 G3 - AllIn-One o CUG | em7_ao m
Organization Asset
Actions Reset Guide
Identification
Device Mame IF Address Organization
lem7_ao | 34 | [10.100.100.7 - verified] v | | [System] v |ﬁ
Monitoring & Management Preferences

Device Class [ScienceLogic, Inc. OEM I} ﬂ Auto-Clear Events

v

SHMP Read/\Write [ [ EMT Defautt V2 ¥ |[INene] v Accept All Logs
td
Awvailabilty Port [ D ¥ |[[161 - SNM v |
(LR I il l Daily Port Scans
Latency Port [[IGMP] v |[ncmP] v) ¥
Avail+Latency Alert [ [Disable] v Auto-Update
td
User Maintenance | [Disabled] ¥ | [Maintenance Collection Enabled] v
Scan All IP's
Collection [ [Enabled] v |1cug y

Coll. Type | [Standard] v | Diynamic Discovery

d

Gritical Ping | [Disabled] M

Preserve Hostname

Dashboard | None v | ¥

Disable Asset Update

Event Mask | [Group in blocks every 10 minutes] ¥ |

Bypass Interface Inventory

The following entries in the [Actions] menu appear only in the Device Properties page:

¢ Add IP Address. Leads to the Add IP Address modal, where you can define an additional IP address for
the device. SL1 will continue to use the primary IP Address for communication with the device. For details,
see the section on Adding an IP Address to a Device.
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 Select Primary IP Addresses. Leads to the Select Primary IP Addresses modal, where you can define
primary IP addresses and secondary IP addresses for the device. A primary IP address allows SL1 to align
traps and syslog messages with the device. In the case of duplicate primary IP addresses, you can promote a
secondary IP address to a primary IP address and demote the duplicated primary IP address.

o Clear Device Cache. Selecting this option clears data about this device from the cache. For details, see the
section on Clearing the Device Cache.

o Device Class. Leads to the Device Class modal, where you can select a device class to associate with the
device. For details, see the section on Device Classes and Device Categories.

o Secondary Credentials. Leads to the Secondary Credentials modal, where you can associate additional
credentials with the device. SL1 will then use the primary credential and the additional credentials during
discovery for the device. For details, see the section on Aligning a Secondary Credential.

o Merge Device. Allows you to merge the data from a component device and a non-root physical device into
a single record. When you merge a physical device and a component device, the device record for the
component device is no longer displayed in the user interface; the device record for the physical device is
displayed in user interface pages that previously displayed the component device. For example, the physical
device is displayed instead of the component device in the Device Components page and the
Component Map page. All existing and future data for both devices will be associated with the physical
device.

° For physical devices, this option leads to the Merge Devices modal, where you can view a list of
component devices and select a component device to merge with the current physical device.

© For component devices, this option leads to the Merge Devices modal, where you can view a list of
physical devices and select a physical device to merge with the current component device.

For details, see the section on Merging Devices.

o Unmerge Device. Appears only in the Device Properties page for physical devices. Prompts you to

unmerge the component device that has been previously merged with the physical device. For details, see
the section on Merging Devices.

NOTE: You can merge only one component device with a physical device. You cannot merge a component
device with a physical device that acts as the root device for a dynamic component map (DCM) tree.

NOTE: When you merge two devices, the historical device logs for those devices will be merged and are not
unmerged when the Unmerge Device option is used.

NOTE: In Dashboard widgets, merged devices can be searched for and filtered by the device class or device
category of the physical device or the device class or device category of the component device. If
both device classes or device categories are selected, a merged device will appear twice in a single
widget.
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NOTE: When you merge two devices, active events associated with the component device will be set to
"cleared". The cleared events will not be associated with the physical device. If the devices are
unmerged, the cleared events cannot be moved back to the component device.

The following entry in the [Actions] menu appears only in the Device Logs & Messages page:

o Export Logs. Allows you to export the log entries to a file on your local computer. You can save the exported
file or save and view the exported file.

The following entries in the [Actions] menu appear on each page in the Device Administration panel:

e My Bookmarks. Displays the Administer Bookmarks modal, where you can access pre-defined
bookmarks or save a new bookmark. For details, see the manual Customizing User Experience.

o Create a Ticket. Leads to the Ticket Editor page, where you can define a new ticket about the device. For
details, see the section on Creating a Ticket About the Device.

» Custom Navigation. Leads to the Custom Navigation modal, where you can define a custom tab for the
device administration panel for the current device. The custom tab will contain a link to an outside URL. For
details, see the section on Customizing the Interface for a Device.

o Device Children. Leads to the Device Children modal, where you can add child devices to the current
device. The current device will be the parent device. For details, see the section on Defining Device
Relationships.

» Device Groups. Leads to the Device Groups modal, where you can assign the device to a device group or
remove a device from a device group. For details, see the section on Adding a Device to a Device Group.

» Notepad Editor. Leads to the Notepad Editor modal, where you can enter a note to include with the
device. The note will appear in the Notes & Attachments page for the device. For details, see the section
on Adding a Note to a Device.

o Product Catalog. Leads to the Product Catalog modal, where you can associate a product SKU with the
device or disassociate the device from a product SKU. For details, see the section on Associating a Product
SKU with a Device.

o Report Creator. Leads to the Report Creator modal, where you can define a device report, including the
information to include in the report and the format in which to generate the report. For details, see the
section on Generating a Report for a Single Device.

o Resource Usage. Leads to the Resource Usage modal, where you can view the list of device logs and
device statistics gathered by SL1 and also view where the data is stored and how many bytes of data are
being stored.
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Device Properties

The Device Properties page allows you to view basic, read-only information about a device and also to view

and edit the device's parameters for discovery (collection).

The settings defined for the device in the Device Properties page override any system-wide seftings.

Thresholds Collections Monitors
Aol ationships Atiribules

Schedule

sme | emi_ao
10.100.100.7 | 677
= SciencelLogic, Inc.
System
= Unavailable
izr  SciencelLogic EMT G3 - All-In-Cne

Sub-Class

Tyes  Physical Device
System.EMT
OEM

Uptine 5 days, 02:06:30

Collection Time | 2015-08-26 11:00:00

Group / C:

allector (CUG | em7_ao

Actions

Identification

Device Name: IP Address Organization
lem7_ao IE ;) [[10.100.100.7 - verified] v | [System] v &
Monitoring & Management Preferences
Device Class  [ScienceLogic, Inc. OEM | il 21 Auto-Clear Events
[+
SNMP Read/Write | [ EM7 Default V2] ¥ |[INene] v Accept All Logs
[+
Availabilty Port [ [uD v |[[161 - SNM v ;/
[ K] ][ . 2 ] Daily Port Scans
Latency Port [ [ICMP] v |[ ICKP] v =]
AvaiLatency Alert [ [Disable] v Auto-Update
)
User | [Disabled] v | Mainte Collection Enabled] ¥ |
Scan AllIP's
Collection [ [Enabled] v |[Icugl v ()]
Coll. Type | [Standard] v Dynamic Discovery
[+l
Critical Ping [ [Disabled] v ]
Preserve Hostname
Dashboard | None v [
Disable Asset Update
Event Mask [[Gruup in blocks every 10 minutes] ¥ ] (]

Save

Bypass Interface Inventory
(]

From the Device Properties page, you can:

o View Information about the Device. This is described in the section on Read-Only Information about

the Device.

« Edit the Discovery Parameters for the Device. This is described in the section on Editing Device

Settings.

« Edit the Device Class for the Device. This is described in the section on Device Classes.

« Associate an Additional IP Address with the Device. This is described in the section on Adding an IP

Address to a Device.

¢ Remove an IP Address from the Device. This is described in the section on Removing an IP Address

from a Device.

Device Properties
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Manage Primary and Secondary IP Addresses for the Device. This is described in the section on
Managing Device IPs.

Clear the Device Cache. This is described in the section on Clearing the Device Cache.
Define Child Devices. This is described in the section on Defining Device Relationships.

Associate a Secondary Credential with the Device. This is described in the section on Aligning a
Secondary Credential.

Add the Device to a Device Group. This is described in the section Adding the Device to a Device
Group.

Create a Ticket About the Device. This is described in the section Creating a Ticket About the Device.

Define Custom Navigation for the Device. This is described in the section Customizing the User
Interface for a Device.

Add a Note to the Device. This is described in the section Adding a Note to a Device.

Associate a Product SKU with the Device. This is described in the section Associating a Product SKU
with the Device.

Create or Edit an Asset Record for the Device. This is described in the Asset Management manual.

View Resource Usage for the Device. This is described in the manual Monitoring Device Infrastructure
Health.

Create a Report About the Device. This is described in the manual Monitoring Device Infrastructure
Health.

Viewing Read-Only Information About the Device

Each page in the Device Administration panel and the Device Reports panel displays the following read-only
information about the device:
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Properiies Thresholds [ Monitors
Rolsiorstips | Tiokets | Rodrocs | hotes |
2015-08-26 11:00:00
ScienceLogic EM7 G3 - Al-In-One CUG | em7_ao
em7_ao
Dev =
Device Properties Organization Asset
Actions Reset Guide
Identification
Device Name IP Address Organization
fem7_ao | #4 [[10.100.100.7 - verified] v (1System) il
Monitoring & Management Preferences
Device Class [ScienceLogic, Inc. OEM | il J2] Auto-Clear Events
e
SNMP Read/Mrite [ [ EM7 Default V2 | ¥ |[[Nene] v | Accept All Logs
v
Auailabilty Port [[UD v |([161- SN v ¥
(o) It o ) Daily Port Scans
Latency Port [ [ICMP] ¥ |[ncmeg v rd
Avail+Latency Mert [ [Disable] v Aute-Update
R v
User Maintenance | [Disabled] ¥ | Maintenance Collection Enabled] v
- Scan Al IP's
Colection [ [Enabled] ~ J[1cug) L
Coll Type | [Standard] v Dynamic Discovery
- v
Critical Ping | [Disabled] )
Freserve Hostname
Dashboard [ None v
Disable Asset Update
Event Mask [ [Group in blocks every 10 minutes] ¥ |
Bypass Interface Inventory

o Device Name. Name of the device. Clicking on this field displays the Device Properties page for the
device.

e IP Address /ID. IP address of the device and the device ID of the device. The device ID is a unique numeric
identifier, automatically assigned to the device by SL1. Clicking on this field displays the Device Properties
page for the device.

e Class. Device class for the device. A device class usually describes the manufacturer of the device.

o Organization. Organization associated with the device. Clicking on this field leads to the Organizational
Summary page for the device's organization.

o Collection Mode. Collection mode. Choices are "active", meaning SL1 is periodically collecting data from
the device, or "inactive", meaning the SL1 is not currently collecting data from the device. Clicking on this
field executes the Remote Port Scanner and displays the Remote Port Scanner modal page.

¢ Description. For SNMP devices, the SysDescr value as reported by the SNMP agent on the device. If a
device does not support SNMP, this field appears blank.

¢ Root Device. For component devices, displays the device name or IP address of the physical device where
the system that manages the device resides. Clicking on this value displays the Device Properties page for
the root device.

¢ Parent Device. For component devices, displays the device name or IP address of the parent device. The
parent device can be either another component device or a physical device. A parent device is the device
between the current component device and the next layer in the component-device hierarchy. Clicking on
this value displays the Device Properties page for the parent device.

o Device Hostname. For devices that are discovered and managed by hostname (instead of IP address), this
field displays the fully qualified hostname for the device.
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Managed Type. Specifies the protocol used to discover the device and whether or not the device is a
physical device or a virtual device. Clicking on this field executes an SNMP walk of the device's SNMP file
and displays the SNMP Walker modal page.

Category. The device category associated with the device. The device category usually describes the
function of the hardware.

Sub-Class. The device sub-class associated with the device. The sub-class usually described the model of a
device.

Uptime. The number of days, hours, minutes, and seconds that the device has been continuously up and
communicating with SL1. Clicking on this field displays the System Vitals Summary report.

Collection Time. The date and time that SL1 last collected data from the device.

Group/Collector. The Collector Group and specific collector used to last collect data from the device. For
All-In-One Appliances, this field will contain the name of the default, built-in Collector Group.

Editing Device Settings

The fields in the Device Properties page affect how SL1 will discover and collect information about the device.
Initially, SL1 uses system defaults, system-wide settings, and data retrieved during initial discovery of the device to

populate these fields.

You can edit one or more of these fields for the device. The settings defined for the device in the Device
Properties page override any system-wide settings (defined in the pages under System > Settings).

Tivesholds Gollections Senedule
Belationships Attributes

Name |em7_ao
=10 1010001007 | 677
= Sciencelogic, Inc.
zation | Sysiem
Collection Mode | Unavailable
Descriptior - Sciencelogic EMT G3 - Al-In-One
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System EMT7
Sub-Clas:  OEM
Uptim= | 5 days, 02.06:30
Collection Time | 2015-08-26 11:00:00
Group / Collector GUG | em7_ao

Device Hostname em7_ze
Device Properties Organization Asset
Actions Reset Guide
Identification
Device Name IP Address Organization
lem7_ao IE:) [[10.100.100 7 - verified] ME 3 [ [System] Lk -}
Monitoring & Management Preferences
Device Class [ScienceLogic, Inc. OEM | ol 2l Auto-Clear Events
54
SNMP Read/Write | [ EM7 Default V2] v |[[Nene] v Accept All Logs
I54)
Availability Port | [UD ¥ || [161 - SNM L3l 4
[ L] ][ L 7l ] Daily Port Scans
Latency Port | [ICMPF] v |[1IcMP] v vl
Avail+Latency Alert | [Disable] v Auto-Update
I54)
User [ [Disabled] v | IMainte Collection Enabled] ¥ |
Scan AllIP's
Collection [ [Enabled] v |[[cug] v (]
Coll Type | [Standard] v Dynamic Discovery
154
Critical Ping [ [Disabled] v
Preserve Hostname
Dashbeard [ Mone v ] =4l
Disable Asset Update
Event Mask [[Gruup in blocks every 10 minutes] v ] (]
Bypass Interface Inventory
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Identification

o Device Name. The name of the device. If possible, SL1 retrieves the device name from the device. If the
device is running SNMP or has a DNS entry, the name will be retrieved directly from the device. You can set

the precedence for which of these names are used (SNMP system name or DNS entry) in the Behavior

Settings page (System > Settings > Behavior). You can edit this name in the Device Properties page;

however, the Device Name will not be changed on the actual device.

e [P Address. The IP address that SL1 uses to communicate with the device. You can add additional IP

addresses for the device. To change the IP address SL1 uses to communicate with the device (called the

admin primary address), select a different IP address in this field.

« Organization. Organization to which this device has been assigned. To assign this device to a different

Organization, select an Organization from the drop-down list. To view details about the assigned
organization, select the people icon (ﬁ) to the right of this field.

Monitoring & Management

« Device Class. Displays the Device Class. To assign a different device class to the device, select the toolbox
icon (W) to the right of this field. To edit the device's Device Class, select the pencil icon (ﬂ) to the right of

this field.

NOTE: If you incorrectly change a device's Device Class, SL1's nightly update will override the new Device
Class and assign the device to the correct Device Class.

o SNMP Read. The community string for read-only access to SNMP information on the device. The

community string is a password that allows SL1 to gather SNMP information from the device. If this device

has been aligned with a credential to which you do not have access, this field will display the value

Restricted Credential. If you align the device with a different credential, the entry for Restricted Credential will

be removed from the list in this field; you will not be able to re-align the device with the Restricted
Credential.

o SNMP Write. The community string for read-and-write access to SNMP information on the device. The

community string is a password that allows SL1 to gather SNMP information from the device and send

SNMP information to the device. If this device has been aligned with a credential to which you do not have

access, this field will display the value Restricted Credential. If you align the device with a different

credential, the entry for Restricted Credential will be removed from the list in this field; you will not be able to

re-align the device with the Restricted Credential.

Editing Device Settings
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NOTE: Devices that do not support SNMP ("pingable" devices) display the value None in both the SNMP
Read field and the SNMP Write field.

NOTE: Your organization membership(s) might affect the list of credentials you can see in the SNMP Read
field and the SNMP Write field. For details, see the Discovery and Credentials manual.

o Availability Port. Specifies the protocol (first drop-down menu) and specific port (second drop-down menu)
that SL1 should monitor to determine if the device is available. The list of ports will contain all the ports
discovered by SL1. The data collected from this port will be used in device availability reports. Protocol
options include:

© TCP. Availability is based on whether the SL1 can connect to the device using the specified TCP port.

o [CMP. Availability is based on whether the device responds to an ICMP ping request from SL1. If you
select ICMP as the protocol, you can use the ICMP Availability Thresholds fields in the Device
Thresholds page to further define how SL1 will test the device's availability.

o SNMP. Availability is based on whether the device responds to an SNMP get request from SL1.

o Sciencelogic Agent. Availability is based on whether the SL1 agent is reporting data to SL1. The
agent must be installed on the device to use this option.

NOTE: Component devices use a Dynamic Application collection object to measure availability. For details,
see the description of the Component Identifier field in the Collection Objects page. For more
information, see the manual Monitoring Device Infrastructure Health.

* Run Availability Policy (+ ). When you select this icon, SL1 immediately checks the availability of the
device, using the port and protocol specified in the Availability Port fields. SL1 displays a Session Logs

modal page that displays a detailed description of each step of the availability policy. This information is
helpful when troubleshooting availability problems with a device.

o Latency Port. Specifies the protocol and specific port SL1 should monitor to determine latency for the
device. The list of ports will contain all the ports discovered by SL1 and the option ICMP, for which SL1

performs a ping request. The data collected from this port or ping request will be used in device latency
reports.

o Ifyou select ICMP as the protocol, you can use the ICMP Availability Thresholds in the Device
Thresholds page to further define how SL1 will test the device's latency.
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o Avail + Latency Alert. Specifies how SL1 should respond when the device fails an availability check, when
the device fails a latency check, and when the device fails both. These options allow you to create separate
events when SNMP fails on a device and when a device is not up and running. Choices are:

° Enabled. SL1 will create the following events:

o If the device fails the availability check, generates the event "Device Failed Availability Check:
UDP - SNMP".

o If the device fails the latency check, generates the event "Network Latency Exceeded Threshold:

No Response".

o If the device fails both the availability check and the latency check, generates the event
"Device Failed Availability and Latency checks".

° Disabled. SL1 will create the following events:

o If the device fails the availability check, generates the event "Device Failed Availability Check:
UDP - SNMP".

o If the device fails the latency check, generates the event "Network Latency Exceeded Threshold:
No Response".

o If the device fails both the availability check and the latency check, generates the event
"Device Failed Availability Check: UDP - SNMP". The event "Network Latency Exceeded Threshold:
No Response' is suppressed under the availability event.

« User Maintenance. Specifies whether the device will be put into "user maintenance" mode. By default,
when a device is in "user maintenance", SL1 will not generate events about the device.

You can choose to enable or disable polling during "user maintenance" mode. If polling is enabled
during "user maintenance", SL1 will collect information from the device but will generate only events
of severity less than the severity specified in the system-wide Maintenance Minimum Severity
sefting. For more information about the Maintenance Minimum Severity setting, see the Device
Maintenance section.

"User maintenance mode" is not scheduled. That is, a user must manually enable "user
maintenance" to put a device into this mode and a user must manually disable "user maintenance"
to turn off this mode for a device. "User maintenance mode" overrides scheduled maintenance for a
device. Choices are:

© Enabled. Device will be set to "user maintenance" mode.

© Disabled. Device will not be set to "user maintenance" mode.

o User Maintenance Collection. Specifies whether SL1 should poll the device during the "user
maintenance". During normal operation, SL1 polls each device as specified by each device's policies and
aligned Dynamic Applications. Choices are:

° Enabled. During "user maintenance" mode, SL1 will continue to poll the device.

° Disabled. During "user maintenance" mode, SL1 will not poll the device.
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Collection State. Specifies if device will be monitored by SL1. To edit this field, select one of the following
from the drop-down list:
° Enabled. Device will be monitored by SL1.

° Disabled. Device will not be monitored by SL1.

Collection Poller. Specifies which Collector Group will perform discovery and gather data from the device.
The drop-down list contains a list of available collector groups. For All-In-One Appliances, this field displays
only the built-in Collector Group (and any virtual Collector Groups). For details on Collector Groups, see
the System Administrationmanual.

Coll. Type. Specifies how SL1 should perform collection. The choices are:
o Standard. SL1 will perform discovery of each device based on the device's IP address. This method is
appropriate for devices using standard DNS.

© DHCP. SL1 will perform a DNS lookup for the device each time SL1 retrieves information from the
device. This allows SL1 to get the latest IP address for the device.

Critical Ping. Frequency with which SL1 should ping the device in addition to the five minute availability
poll. If the device does not respond, SL1 creates an event. The choices are:

° Disabled. SL1 will not ping the device in addition to the five minute availability poll.

° |Intervals from every 120 seconds - every 5 seconds.

NOTE: SL1 does not use this ping data to create device-availability reports. SL1 will continue to collect

device availability data only every five minutes, as specified in the process "Data
Collection:Availability" (in the Process Manager page). For more details on critical ping, see the
manual Monitoring Device Infrastructure Health.

NOTE: Because high-frequency data pull occurs every 15 seconds, you might experience up to 15 seconds

of latency between an unavailable alert and that alert appearing in the Database Server if you set
Critical Ping to 5 seconds.

TIP: You might experience some performance issues if you have a large number of devices using critical ping

on a short polling interval. If you have a large number of devices and are experiencing a delay in events
being generated for a critical ping outage, try increasing the interval time.
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e Dashboard. Select a device dashboard from a list of all device dashboards in SL1. The selected device

dashboard will appear by default in the Device Summary page for this device. This field is optional.
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o Event Mask. Events that occur on a single device within the selected time-interval are grouped together.
This allows related events that occur in quick succession on a single device to be rolled-up and posted
together, under one event description. Select a time-span from the drop-down list:

° Disabled. SL1 will not group events.

° Group in blocks at intervals from every 30 seconds - every 1 month

By default, when events are masked, the Events page displays all events that occur on the device within
the specified time-span under a single event, the one with the highest severity. The magnifying-glass icon {
%) appears to the left of the event. When you click on the magnifying-glass icon, the Suppression Group
modal page is displayed. This page displays details about all events that are masked under the displayed
event.

NOTE: If an event has Occurrence Count and Occurrence Time set in its Event Policy Editor page, SL1
will use the very first logged occurrence of the event to calculate the Event Mask, even if that first

occurrence did not appear in the Events page(due to the Occurrence Count and Occurrence
Time fields).

For example, suppose an event, event x, has an Occurrence Count of "3" and an Occurrence Time of
"10 minutes". This means that the event must occur on the same device at least three times within 10
minutes before the event appears in theEvents page. Suppose the event, event X, occurs on device A at
15:51,15:52, and 15:53. The event will appear in the Events page with a timestamp of "15:53", an age
of "2 minutes" and a count of "3".

Suppose device_A includes an Event Mask of "Group in blocks every 5 minutes". To calculate how to
group event x, the Event Mask will use the timestamp of the first occurrence, 15:51, even though the
event did not appear in the Events page at that time. The Event Mask will also use the time of the first
occurrence, 15:51, to calculate the "Age/Elapsed" value for the event in the Suppression Group modal
page.

Preferences

o Auto-Clear Events. Auto Clear automatically removes an event from the Event Monitor if a specified
succeeding event occurs. For example, suppose the event "Device not responding to ping" occurs. If the next
polling session produces the event "Device now responding normally to ping", the Auto Clear feature could
clear the event. If you do not want events to be cleared automatically, uncheck this field. For this specific
device, this field overrides the global auto-clear settings in theEvent Policy Editor page (Events > Event
Manager > create or edit).

o Accept All Logs. This checkbox specifies whether or not you want to keep and save all logs for this device. If
you want to retain only logs associated with events, uncheck this field.

o Daily Port Scans. This checkbox specifies whether or not you want SL1 to perform a daily scan of the device
for open ports. Select this field to enable daily port scans.
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Auto-Update. This checkbox specifies whether or not you want SL1 to perform a nightly discovery of the
device and update records with changes to the device. Check this box to enable nightly updates. If this field
is unchecked, SL1 will not perform nightly discovery. Changes to the device, including newly opened ports,
will not be recorded by SL1.

Scan All IPs. If the device uses multiple IP Addresses, SL1 can scan for open ports on all IPs during nightly
discovery. Check this box to enable scanning of all IP Addresses for open ports every night.

Dynamic Discovery. If selected, SL1 will automatically assign the appropriate Dynamic Applications to the
device during nightly discovery.

Preserve Hostname. If selected, the name of the device in SL1 will remain the same, even if the name of the
actual device is changed. If unselected, the name for the device will be updated if the name of the actual
device is changed.

Disable Asset Update. If selected, SL1 will not automatically update the asset record associated with the
device. For a single device, this checkbox overrides any settings defined in the Asset Automation page
(System > Settings > Assets).

Adding an IP Address to a Device

If a device has multiple IP addresses, you can add those IP addresses in SL1. SL1 will continue to use the primary
IP address for communication with the device. However, after you add an additional IP address to a device, you
can change the primary IP address to the new IP address by selecting it in the IP Address field.

To define additional IP addresses for a device:

1.
2.
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Go to the Device Manager page (Devices > Device Manager).

In the Device Manager page, find the device for which you want to define additional IP address. Select the
wrench icon ( a) for the device.

In the Device Properties page, find the IP Address field.

To the right of the IP Address field, click on the plus-sign icon ("J‘);
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5. Alternately, you can also select the [Actions] menu and choose Add IP Address.

6. The Add IP Address modal page appears. The Add IP Address modal page allows you to define an

additional IP address for the device.

The Add IP Address modal allows you to define an additional IP address for the device. SL1 will continue to
use the Admin Primary IP address for communication with the device. However, SL1 will also collect data
about the additional IP address(es). To associate an additional IP address with the device, supply values in
the following fields:

o IP Address. Supply the IP address. This can either be a numeric IPv4 address that uses dots or an
alphanumeric IPv6 address that colons.

o Subnet Mask. Supply the subnet mask associated with the IP address. This field is optional.

Select the [Add] button.

In the Device Properties page, you will now see the additional IP address in the IP Address field. During
auto-discovery, SL1 will verify that this IP address exists on the device and will append the label "verified" to
the value in the IP Address field.

NOTE: After you manually rediscover the device or after SL1 runs nightly auto-discovery (whichever occurs

first), the new IP address will appear in the Network Browser page.
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Removing an IP Address from a Device

If you have added an IP address to a device using the steps in the section on Associating an Additional IP
Address with the Device, you can also delete that IP address.

There are two exceptions to this ability:

o You cannot delete an IP address that is currently the Admin Primary IP address for the device.

* You cannot delete an IP address that is associated with a network interface.
To delete an IP address:

1. Go to the Device Manager page (Devices > Device Manager).

2. Inthe Device Manager page, find the device from which you want to delete an IP address. Select the
wrench icon ( JEi‘) for the device.

3. Inthe Device Properties page, find the IP Address field.

4. To the right of the IP Address field, select the bomb icon (& ). The Remove IP Address modal page
displays:
5. Select the checkbox for the IP address you want to delete.

6. Select the [Remove] button. The IP address is deleted.

NOTE: The Remove IP Address modal page will display checkboxes only for IP addresses that you can
delete. If an IP address appears in the Remove IP Address modal page without a checkbox, you
cannot delete that IP address.

If an IP address that you want to delete appears in the Remove IP Address modal page as Selected, it is currently
the Admin Primary IP address and you must select a new Admin Primary IP before you can delete the IP address.
To select a new Admin Primary IP address:

1. Inthe IP address drop-down list in the Device Properties page, select a new Admin Primary IP address.

2. Select the [Save] button.

3. You can now delete the previous Admin Primary IP address.

Managing Device IPs

There are three types of IP addresses that can be associated with a device:

o Admin Primary. This is the IP address that SL1 uses to communicate with a device. This IP address is always
a primary address and cannot be demoted to a secondary address. You can change the Admin Primary
address by changing the value in the IP Address field in the Device Properties page.
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e Primary. One or more IP addresses that SL1 uses to match incoming log messages (fraps and syslog
messages) with a device. When you select an IP address in the Select Primary IP Addresses modal page,
that IP address becomes a primary. You can also unselect an IP address in theSelect Primary IP Addresses
modal page. When you unselect an IP address, that IP address becomes a secondary.

o Secondary. SL1 gathers information about this IP address, but does not use this IP address to match

incoming messages (fraps and syslog messages) with a device.

A Message Collection Server accepts inbound, asynchronous messages from monitored devices and
applications in your network. For example, Message Collectors accept all SNMP traps, SNMP informants, and
syslog messages. A SL1 system can include one or more Message Collectors.

* Asingle Message Collector can be aligned with multiple Collector Groups.

NOTE: [f you are using a combination Data Collector and Message Collector, this combination appliance
should be assigned only to its own dedicated Collector Group and that Collector Group should not
include other Data Collectors or Message Collectors.

¢ Although SL1 will not allow duplicate IP addresses within a single Collector Group, SL1 does allow
duplicate IP addresses if each device is aligned with a different Collector Group.

¢ [f a single Message Collector is aligned with multiple Collector Groups, the single Message Collector might
be aligned with two or more devices (each in a separate Collector Group) that use the same primary IP
address or the same secondary IP address. If this happens, SL1 will generate an event. To fix this situation,
you can go to the Select Primary IP Addresses modal page for one of the devices and change the primary
IP address in question. You can demote the primary and promote a secondary IP address for the device.
This will fix the problem with duplicate IPs and allow the Message Collector to align messages with the
device.

NOTE: For All-In-One Appliances, the function provided by a Message Collector is built in to the All-In-One
Appliance. All-In-One systems contain only one built-in Collector Group.

The Select Primary IP Addresses modal page allows you to view a list of IP addresses for the device and define
one or more of those IP addresses as "primary" or "secondary". To change an IP address to Primary or Secondary,
perform the following:

1. Go to the Device Manager page (Devices > Device Manager).

2. Find the device for which you want to manage the IP addresses. Select its wrench icon a).

3. Inthe Device Properties page for the device, select the [Actions] menu. Choose Select Primary IP Address.
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4. The Select Primary IP Addresses modal page appears. There are three types of IP addresses that can be

associated with a device:

e Admin Primary. This is the IP address that SL1 uses to communicate with a device. This IP address is
always the admin primary address and cannot be demoted to a secondary address.

e Primary. One or more IP addresses that SL1 uses to match incoming messages (traps and syslog
messages) with a device. When you select an IP address in the Select Primary IP Addresses modall
page, that IP address becomes a primary. You can also unselect an IP address in the Select Primary IP
Addresses modal. When you unselect an IP address, that IP address becomes a secondary.

e Secondary. SL1 gathers information about this IP address, but does not use this IP address to match
incoming messages (fraps and syslog messages) with a device.

NOTE: Within a Collector Group, multiple devices cannot use the same primary IP address. In some

circumstances, an IP address appears in the Select Primary IP Addresses modal page for the
current device but does not have a corresponding checkbox. This means that the IP address is
currently used as a primary IP on another device in the same Collector Group. SL1 will not allow you
to promote this IP address to a primary IP address on the current device.

5. Select the [Save] button to save the changes to the device.
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Clearing the Device Cache

Between HTTP requests, SL1 caches data in memory. For diagnostic purposes, you might want to clear the
cached data about a specific device. To do this:
1. Go to the Device Manager page (Devices > Device Manager).

2. Inthe Device Manager page, find the device whose data you want to clear from the cache. Select its
wrench icon (5.)
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3. Inthe Device Properties page for the device, select the [Actions] menu and select Clear Device Cache.
Data about the device will be cleared from the cache.

Aligning a Secondary Credential

During initial discovery of a device, SL1 uses a specified SNMP credential. If you specified that SL1 should
discover non-SNMP devices, SL1 will use ICMP and nmap to gather information about a device. After SL1 finds
devices, discovery can use a second list of specified credentials to access database data, SOAP data, XML data
or data that is monitored with a Snippet Dynamic Application.

After initial discovery, you can add additional credentials to a device. For example, if more than one SNMP agent
is running on the device, each agent can now be associated with its own credential. If SLT will be monitoring
multiple applications on the device, each application can now be associated with its own credential. During the
next discovery session, SL1 will use the appropriate credential for each agent or application on the device.
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NOTE: When performing a nightly discovery on a device or when performing a manual discovery on a
device, SL1 uses the credentials in this order: 1) Each credential manually aligned with each
Dynamic Application in the Dynamic Application Collections page, in the Device
Administration panel; 2) Secondary credentials defined in the Device Properties page, in the
Device Administration panel; 3) The SNMP Read/Write string defined in the Device Properties
page, in the Device Administration panel; 4) The credential used in the initial discovery session for
the device.

To associate one or more additional credentials with a device:

1. Goto the Device Manager page (Devices > Device Manager).

2. Inthe Device Manager page, find the device for which you want to define additional credentials. Select the
wrench icon (5") for the device.
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— - — Network App FS Networks, Inc. | BIGIP LTM Node 2178 System [k Heathy [dVle] Active SNMPPublic V2 V2 meryRE( ]
= w — MNetwork App F5 Networks, inc. | BIG-PLTM Node 2136 System [ Ak Heatthy [ul/e] Active SNMPPublic V2| V2 R ]
_ w — Network App F5 Networks, inc. | BIGAP LTW Node 2714 System [Zarieatny [410) Active SwpPwicVZ V2 mEORE ]
= - = App FS Networks, Inc. | BIGHP LTM Node 2981  System | £h Heathy [SVe] Active SNMP Public V2 V2 a0
= w = Netwrork App F5 Networks, inc. | BIG-IP LTM Node 1979 System [ A Heatthy [Wlle] Active SNWPPublicVZ V2  mSRE [
= w = Network App FS Networks, Inc. | BIGIF LTl Node 2429 System [Zarieatny [1e) Active SuMpPubic V2 V2 Rl
= w = Network App FS Networks, Inc. | BIGIPLTM Node 2261  System [ AAHeathy [N Active SNMPPublicVZ vz mIREC
= w = Network App F5 Networks, Inc. | BIGHP LTM Node 2441 System Lk Healthy [&Ve] Active SNMP Public V2 V2 XN
- w = Netwrork App F5 Networks, Inc. | BIGAP LTH Node 2662 System [DhAeainy [T Active SNWPPubicV2 V2 eI R[]
= w = Network App FS Networks, Inc. | BIGIP LTM Node 2371 System [ZaAeatny [S1) Active SuMpPubic V2 V2 R
— w — Network App F5 Networks, Inc. | BIGIP LTM Node 2754 System [k Heatthy [dVle] Active SNWPPublic V2 V2 e SREE[]
= ("] = Network App F5 Networks, Inc. | BIGIP LTM Node 2673 System [*iNotice cUG Active SNWPPubicVZ V2 pXSR T[]
_ w — Network App FS Networks, inc. | BIGAP LTW Node 3053 System [ZaAeatny [411Y Active suPPwicv2 V2 pIyREL]
— w — Network App FS Networks, inc. | BIGIP LTH Node 2115 System [AHeathy [} Active SNWPPubicV2 V2 pXORl |
- w = Netwrork App F5 Networks, inc. | BIG-IP LTM Node 3008 System [ lhHeathy [WI/) Active SNWPPublicVZ V2 e IRE [
= w = Network.App F5 Networks, Inc. | BIGJP LTW Node 2369 System [ Dteatny [0} Active SMpPubicV2 V2 Rl
— - — Network App FS Networks, Inc. | BIGIP LTM Node 2790 System [k Heathy [dVle] Active SNMPPublic V2 V2 meryREE( ]
= w - AppFS Networks, Inc. [ BIG-P LT Node 2642 System Active SNWPPubicV2 V2 e XURZE[]
_ w — Network App F5 Networks, inc. | BIGJP LTH Node 3206 System Active SwpRwicVZ V2 mEORE ]
- - - App FS Networks, Inc. | BIC-P LTM Node 2395 Active SNMP Public V2 V2 mE™EC -

3. Inthe Device Properties page, select the [Actions] menu and choose Secondary Credentials. The
Secondary Credentials modal page appears.

4. The Secondary Credentials modal page displays a list of all credentials defined in SL1:
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Secondary Credentials X

For Device [ 677 1 Refresh
L EM7 DB | o
PowerShell
L Windows FowerShell - Example |
SNMP

| Cisco SNMPVZ - Example |
| Cisco SNMPv3 - Example |
L[ EMT Default V2] |
| EM7 Defautt V3 |
L Internai |
|
|
|
|

| IPSLA Example

| LifeSize: Endpoint SNME

| Nexus snmp

L SNMF Fubiic V1

SOAPMXML Host
| Amazon Web Services Credential |
|_ Azure Credential - SOAPXML |

|

L Azure Credential - SOAPXML BA
| CUCM PerfmonService 8.0 Example

-

NOTE: When defining primary and secondary credentials for a device, you will see only the credentials
aligned to organizations you are a member of. If a primary or secondary credential has already been
defined on the device, and is aligned to an organization you are not a member of, the credential will
be restricted. To learn more about credentials and organizations, see the manual Discovery and
Credentials.

e To add a credential, highlight an entry in the list of credentials.
« To select multiple credentials, hold down the <CTRL> key and select the entries by left-clicking.

« To remove all secondary credentials from a device, select the Remove All/None option.

5. Select the [Save] button.

Adding the Device to a Device Group

A device group is a group of multiple devices. Device groups allow you to configure and edit multiple devices
simultaneously. You can view a list of existing device groups, edit a device group, or define a new device group in
the Device Group Editor page (Devices > Device Groups).

Device configuration templates allow you to save a device configuration and apply it to one or more devices,
and re-use the same configuration over and over again. A device template contains pre-defined settings for all
the fields in the Device Properties page (except device name and device IP) and all the fields in the Device
Thresholds page. Device templates can also apply policies for interface monitoring, port monitoring, web-
content monitoring, service monitoring, and process monitoring and align devices with Dynamic Applications.
You can view and define device templates in the Configuration Templates (Devices > Templates) page.
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You can apply device configuration templates to a device group and automate the initial configuration of
multiple devices. You can also use device groups and device configuration templates to modify the configuration
of multiple devices.

For details on device groups and device templates, see the manual Device Groups and Device Templates.
To add a device to an existing device group:

1. Go to the Device Manager page (Devices > Device Manager).

2. Inthe Device Manager page, find the device that you want to add to a device group. Select the wrench
icon (®) for the device.

3. Inthe Device Properties page, select the [Actions] menu and choose Device Groups. The Device Groups
modal page appears:

Device Groups X
For Device [ 677 ] m

Available Device Groups

1. ACIVme

I Cisco ASA

3. Cisco: CUCM Cluster Call Completions (IT Service)
4. Cisco: CUCM Cluster Health {IT Service)

5. Cisco: CUCM Gateway Heatlth (IT Service}
. Cisco: CUCM Resource Health (IT Service)
7. Cisco: CUCM Server Health (IT Service)

. Cisco: CUCM TFTP Health {IT Service)

g Ciscol CUCM Tomcat Health (IT Service)
2. Cisco: CUCM Trunk Health (IT Service)}
11, Microsoft: SharePoint Server
2. Test (IT Service)
3. Video Active Calls (IT Service)
4. Video Usage (IT Service)

4. The Device Groups modal page allows you to assign a device to a device group or remove a device from
a device group.

« To add the device to a device group, in the Available Device Groups pane, select one or more
device groups. After selecting the [Save] button, the device group will appear in the Member
Device Groups pane.

e To remove the device from a device group, in the Member Device Groups pane, select one or
more device groups. After selecting the [Save] button, the device group will appear in the Available
Device Groups pane.
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5. Select the [Save] button.

To remove the device from a device group, in the Member Device Groups pane, select one or more
device groups.

7. Select the [Save] button.

Creating a Ticket About the Device

Aticket is a request for work. Tickets allow you to monitor work tasks associated with your network. You can

create a ticket about a device. The ticket can describe a problem with the device or a maintenance task for the
device.

For details on tickets and ticketing, see the manual Ticketing.

To create a ticket for a device:

1. Go to the Device Manager page (Devices > Device Manager).

2. Inthe Device Manager page, find the device about which you want to create a ticket. Click the wrench
icon ( 5') for the device.

3.

In the Device Properties page, click the [Actions] menu and select Create a Ticket. The Ticket Editor
page appears.

In this page, you can define the basic parameters for a ticket. Notice that the Description field and Element
field are automatically populated with the device name.

Ticket Editor | New Ticket | Actions Reset Guide
Description (New Ticket)

Organizaton iy [ System] ¥ |1 sce

Import Template [ [ (Mo template) ] v

Ticket Properties

Ticket Description

Ticket State: Status
[TICKET FOR DEVICE: em7_ao | 10.100.100.7 | SeienceLogic, Inc. | CEM | v | [open v
Severiy Category Source Queue Assigned User
[15ev 2/ Major ] v | [Abuse v |+ [Automated v |+ [Asset v | [[em7admin] v
Example Custom

[ J

Notes & Aftachments [Chwinee | Dosomnang | o ot |
#1) Cloak: (¢ Enabled ® F
B- .~ B I US A TI- 8- 9- 7~

EEEBE — % (@M~ oD
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5. Click the [Save] button to save the ticket.

Adding a Note to a Device

You can add notes about a device to the device administration panel. The note will appear in the Notes &
Attachments page (the [Notes] tab in the Device Administration panel). Each note you add to the device can
include formatted text, links, images, videos, and attachments.

To add a note to a device:

1. Go to the Device Manager page (Devices > Device Manager).

2. Inthe Device Manager page, find the device that you want to add a note to. Click the wrench icon ( 5’) for
the device.

3. Inthe Device Properties page, click the [Actions] menu and select Notepad Editor.

4. The Notepad Editor modal page appears. In this page, you can enter and format text, include images and
links in the message, and include an attachment. Click the [Save] button to save the note.

Notepad Editor X

For Device [ 677 ] | Create New Note Resat Save

B-. B 1 US A-TlI- -9~ /- E-EEEEB — @M r

snzchments | Choose Files | Mo file chosen [ Max: 32, T88KB |

5. The Notepad Editor modal page allows you to enter notes or comments about the device.

* You can format the text and include links, images, and videos in the note.

* You can also include a document template (System > Customize > Document Templates) in the

field.

6. The note will appear in the [Notes] tab, in the Notes & Attachments page.
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Properfies Thresholds Collections Monitors

Ao sorstips

Nzme | em7_ao Ma
=10 10.100.100.7 | 677

Schedule

Afiributes

Toolbox

5 days, 02:06:30

o Ca = 2015-08-26 11:00:00 -
- SdienceLogic EMT G3 - AllIn-One Grou tor CUG | em7_ao -
Deu :
Notes & Attachments Actions Reset Guide

1) Date [2015-10-22 15:06:04] | User [em7admin] | Address [192.168.254.35]

Updated SOP for Windows devices. See attachment.

7. The Notes & Attachments page displays all the notes about the device that were created with the
Notepad Editor modal page. In the Notes & Attachments page, each entry includes the username, date
and time, and text of the comment. You can perform the following on each note entry:

 To view a note's attachment, click the paperclip icon ().

* To edit the content of a note, click the wrench icon 5') The Notepad Editor modal page
appears. You can update the note; format the text; insert content from a saved template; and add an
attachment, image, or video to the note. Click the [Save ]button to save your changes.

¢ To delete a note, click its bomb icon (@").

NOTE: For information about adding a note to a device on the [Notes] tab of the Device Investigator, see
the section on The Nofes Tab.

Aligning Custom Attributes with a Device

You can align custom attributes with a device, assign values to those custom attributes (for the selected device
only), and create new extended custom attributes for a device on the Attributes page (the Attributes tab in the
Device Administration panel).
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NOTE: For more information on custom attributes, see the chapter on Custom Attributes.

To align custom attributes with a device:

1. Go to the Device Manager page (Devices > Device Manager).
Find the device that you want to align with a custom attribute. Click its wrench icon (#).

Click the [Attributes] tab.

A LN

In the Attributes page, go to the Please Select field in the bottom-most row.

Threshoids | _Gollocions Scheuie

Device Hostname

Manage

Labelk Walve Type pEITY Attribute Type

1. # Devicel String - Base

=m=  em7_ao Managed Type i i
P I 10.100.100.7 | 677
Sciencelogic, Inc. s
ganization | System Uptime | 5 days, 02:06:30
Collection Mode | Unavailable Callection Time | 2015-08-26 11:00:00
Description | Sciencelogic EMT G3 - Al-In-One Group zztor CUG | emT_ao - _
oot Devies CUCM10-01.qa.sciencelogic.local Farent Device [Services

2 Sliion Rise
[ 1 Please Select] v |+ | Siring ¥ | [require; | Extended

Save

5. Select the custom attribute that you want to align with the device.

6. Supply a value in the Value field.

NOTE: To align an extended custom attribute with a device, you must supply a value. You cannot align an

extended custom attribute to a device and leave the value as "null."
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NOTE: Base custom attributes for devices are automatically aligned with each device in your SLT System. If

the base custom attribute does not include a value for this device, the Value column will display "-
(dash dash). To assign a value to an "empty" base custom attribute: Find the base custom attribute

that you want to edit, select its wrench icon (?), and supply a value in the Value field.

7. Click the [Save] button.

Creating a New Extended Custom Attribute

You can create a new extended custom attribute from the Attributes page. The custom attribute is then aligned
with the current device and available to be used by any device in your SL1 System. To create a new extended

custom attribute:

1. Go to the Device Manager page (Devices > Device Manager).

Click the [Attributes] tab.

M e

fields:

Find the device for which you want to create a new custom attribute. Click its wrench icon (5')

In the Attributes page, click the plus icon (1) in the bottom-most row, then supply a value in the following

Threshoids | _Gollochons Schedue
Rolstonsnips | Tickes | Redrors | Noes | ANbues | Awibites |

= em7_ao W = Physical Device
10.100.100.7 | 677 System EM7
= ScienceLogic, Inc. Sub-Clzss | OEM

System Uptime 5 days, 02:06:30
Collection Mode | Unavailable Calection Time | 2015-08-26 11:00:00
Deszrpor Sciencelogic EMT G3 - Al-In-Cne Group [ Collector GUG | emT_ao
Feoot Device CUCM10-01.qga.sciencelogic.local Farent Device | Services
Device Hostname:

Labclh Value Type Value Atribute Type
1. # Devicel String = Base
2 8 Test String [ | Base
| Extended

( E{ smgv)
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o Label. User-defined name for the custom attribute. This value appears in the user interface. If the
value in this field does not comply with XML rules for names, SL1 will convert the value to a name that
complies with XML rules and store the converted value as the Internal Field Name for the custom
attribute.

NOTE: Names for custom attributes must conform to XML naming standards. The attribute name can
contain any combination of alphanumeric characters, a period, a dash, a combining character or
an extending character. If a value in the Internal Field Name column does not conform to XML
standards, SL1 will replace non-valid characters with an underscore plus the hexadecimal value of
the illegal character plus an underscore. So "serial number" would be replaced with "serial X20
number".

e Value Type. Specifies the type of value that will be saved in the custom attribute. Choices are:

o String. Non-numeric value

° Integer. Numeric value

o Value. Value that will be assigned to the custom attribute for this device.
5. Click the [Save] button.
Deleting an Extended Custom Attribute from a Device

You can delete an extended custom attribute from a device. When you delete the custom attribute, you remove
the value from the custom attribute and unalign the custom attribute with the device.

NOTE: You cannot delete a base custom attribute from the Attributes page. To delete a base custom
attribute, you must go to the Custom Attribute Manager page (System > Manage > Custom
Attributes).

To delete an extended custom attribute from a device:

1. Go to the Device Manager page (Devices > Device Manager).
Find the device for which you want to delete a custom attribute. Click its wrench icon ( a).

Click the [Attributes] tab.

.

In the Attributes page, find the extended custom aftribute you want to delete. Click its bomb icon (&).

128 Aligning Custom Attributes with a Device



Properiies Thresholds Collections Monitors Schedule Logs

Relatianships

Toolbox

Device Name | emi_ a0 = Physical Device
Clzss | OEM
= 5days, 02:06:30
o = 2015-08-26 11:00:00
Description | ScienceLegic EM7 @3 - All-In-One Collecior CUG | em7_ao all =y
Fa0t Devicz CUCM10-01.ga sciencelogic local vicz Seniices
Devics Hostname
Labzld Value Type Value Attribute Type
1. # Devicel String = Base
2. # Serial Number String Serial Number Extended E
3. @ Test String = Base
[ [ Pleass Select ] v |+ | String v | (required Extended
EETE

5. A message appears asking you to confirm that you want to delete the value and unalign the custom attribute
from the device.

6. Click the [OK] button.

Associating a Product SKU with the Device

A product SKU describes a billable product or service and can be used later to create a billing policy. For details
on creating and editing product SKUs, see the Product Catalog page (Registry > Business Services > Product
Catalog). For information on billing policies, see the Bandwidth Billing Policies page (Registry > Business
Services > Bandwidth Billing).

You can associate a product SKU with a device and then use a bandwidth billing policy to generate a bill that
includes the device.

For details on product SKUs and bandwidth billing policies, see the manual Business Services.
To associate a product SKU with a device:

1. Go to the Device Manager page (Devices > Device Manager).

2. Inthe Device Manager page, find the device that you want to add a note to. Select the wrench icon (5') for
the device.

3. Inthe Device Properties page, select the [Actions] menu and choose Product Catalog.
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4. The Product Catalog modal page appears. In this page, you can associate one or more product SKUs with
the device:

Available Products -
Colocation Space

|_ Colo Cabinet 10U 12344663 L

_ Colo Cabinet 2U 12344664 (]

|_ Colo Cabinet 5U 123446645 L

_ Colo Cabinet 20U 123452346 (]

|_ Colo 20 Amp Power 2304895775 L

_ Colo 10 Amp Power 23459087234 (]

|_ Colo 15 Amp Power 250867 L

| Colo 5 Amp Power 9386709087 (]
Dedicated Internet Access Service

|_ 10 Mbps Sustainable Fiber Uplink 234938765 L

_ 100 Mbps Sustainable Fiber Uplink 29046740279 (]

|_T1 Mbps Sustainable Fiber Uplink 62852052394 L
Disaster Recovery /| Business Continuity

_ Database Cracle DR Mirror 0987234578 (]

|_ Database SQL Server DR Mirror 34563460934 0 .

Save

» To associate a product SKU with the device, in the Available Products pane, select one or more
product SKUs.

« To disassociate a product SKU with a device, in the Active Product Subscriptions pane, select
one or more product SKUs.

5. Select the [Save] button.

Merging Devices

If your SL1 system includes a physical device and a component device that both represent the same device, you
can merge those device records into a single record for easier monitoring. Merging does not remove, replace, or
add any data; merging simply groups data together.

There are several benefits to merging physical and component devices:

* Merging consolidates the devices and their data—device fields, values, graphs, behaviors, and other user
interface elements—providing you with a single set of data for the device.

* Merging reduces the number of duplicated events and administrative tasks.

* Merged devices consume only a single device license.
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For example, you might discover a virtual machine device component representing a server, and then later
discover an IP-based device from the same server. To prevent duplicate events from occurring for the same
server, minimize administrative tasks, and prevent a negative impact on your licensing by inflating the number of
devices being monitored by SL1, you could merge the virtual machine component and the corresponding IP-
based device into a single device record.

NOTE: You cannot merge a component device with a physical device that acts as the root device for a
dynamic component map (DCM) tree.

When you merge a physical device and a component device, the device record for the component device no
longer displays in the user interface, while the device record for the physical device displays in user interface
pages that previously displayed the component device. For example, the physical device is displayed instead of
the component device in the Device Components page and the Component Map page. All existing and future
data for both devices will be associated with the record for the physical device.

Merged devices can be unmerged back into individual device records, if needed.

NOTE: You can merge only two individual devices together into a single merged device. To do so, you must
have user permissions that allow merging and unmerging on both devices. For more information
about user access permissions, see the Access Permissions manual.

NOTE: When you merge devices, active events associated with the component device will be set to
"cleared." The cleared events will not be associated with the physical device. If the devices are
unmerged, the cleared events cannot be moved back to the component device.

Merging devices also merges the log data from each device. The log data cannot be unmerged
later.

TIP: Use consistent device hostnames to make device merging easier.

SL1 enables you to either merge one pair of devices at a time, as described in the Merging Individual Devices
section, or multiple pairs of devices at one time, as described in the Performing a Bulk Device Merge section.
For information about unmerging devices, see the Unmerging Individual Devices section or the Performing a
Bulk Device Unmerge section.

Merging Individual Devices

If you have a small number of physical and component devices that you want to merge, you can merge each
device pair individually.
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NOTE: If you have a large number of devices you want to merge, it might be more efficient to use the Bulk
Merge feature, which is described in the Performing a Bulk Device Merge section.

NOTE: For clarity, the following instructions describe how to merge a physical device from the Device
Manager page with a selected component device, but the process is the same when merging a
component device from the Device Manager page with a selected physical device.

To merge individual devices:

1. Go to the Device Manager page (Devices > Device Manager).

2. Click the wrench icon (-}') for the physical device that you want to merge with a component device.

3. On the Device Properties page, click the [Actions] menu and then select Merge Device.

[ Thresholds Collecfions

Toolbox

Monitors Schedule Logs

e toniiss Aabacs

Physical Device
System.EM7

OEM

5 days, 02:06:30

= 2015-08-26 11:00:00

Organization Asset

Actions Reset Guide

My Bookmarks (Ctrl+Alt+B)
Add IP Address

Select Pimary IP Addresses
Clear Device Cache

Create a Ticket (Cirl+Alt+Enfer)
Custom Navigafion

Device Class

Device Children

Device Groups (Cri+Alt+D)
Notepad Editor

Product Catalog

Report Crealor

Resource Usage (Ctri+Alt+U)
Secondary Credentials
Merge Device

Preserve Hostname
v

Disable Asset Update
[m]

Identification
Device Name: 1P Address
T — (109081007 verp Y
Monitoring & Management
Device Class [ScienceLogic, Inc. OEM | o 2]
SNMP Read/Wiite [ EM7 Defauft V2 ] ¥ | ([None] v
Availabilty Port [ [UDF) v (1161 - SNMF] L
Latency Port [[ICMF] v | (ncwmep v
Avail+Latency et [ [Disable] v
User [Disabled] v ) [ Maintenance Collection Enabled] v |
Collection [ [Enabled] ¥ |[[cug v
Coll Type [ [Standard] v
Critical Ping [ [Disabled] v
Event Mask [ IGroup in blocks every 10 minutes]
Save

Bypass Interface Inventory

4. Alist of component devices that are available for merging with the physical device displays. Click the merge

icon (%) for the component device you want to merge with the physical device. Information for the

component device then displays in the Selected Device panel.
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Merge with Component Device Close | Esc

Merge Device | with emT_ao [63] Reset
Selected Device
(M, 7-5_AID_10.100.100.8 VMware  VMware | Virfual Machine 54 System
Available Devices
Device Name = Category Clzss | Sub-class jls] Crpanization
| Il I[ I[ I[ E

i, (7-5 AID_10.100.100.3 Whware  VMware | Vilual Machine 54 System iy

P 7-5 DB 1 Wiware  WMware | Virtual Machine 45 System &

> MirsDB2 v Viware | Virtual Machine 55 E

L, /| BAnderion_test WMware  VWMware | Viriual Machine 50 System £

L Cluster 1 Infrastructu Viviware | Network 40 System E

6. HET S i 2structu Viyware: | Network 35 System E-

7. B S niosiuctu VMvare | Foder 33 System e

L (doc_swn PRODUCTION_100.2 WU UG -SSR UE TR TR BT I System k)

5. T Viware | Virtual Machine 45 £
10. R S S rifrastructun Viware | Datacenter 31 System 2
11, T Infrastructu VMhware | Folder 32 System .
12. [jifjHughes A0 100010087 VMware  VMware | Virlual Machine 43 System 2y
RER, KMV 100.40 Whware  VMware | Vilual Machine 49 System E

5. Click the [Merge] button. A pop-up message appears that asks you to confirm the merge.
6. Click the [OK] button.

NOTE: To view an updated list of devices that includes your merged devices, click the [Reset] button on the
Device Manager page.

Unmerging Individual Devices

You can unmerge any pair of physical device and component device that are currently merged. When you
unmerge devices, SL1 does not delete any devices or device data; the devices are simply separated into two
separate device records.

NOTE: If you have a large number of devices you want to unmerge, it might be more efficient to use the Bulk
Unmerge feature, which is described in the Performing a Bulk Device Unmerge section.

CAUTION: The log data associated with the devices cannot be unmerged. After the devices are unmerged,
all log data that was generated before the devices were unmerged is associated with the physical
device record.
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NOTE: For details on unmerging a vanished device, see the chapter in this manual on Vanishing & Purging
Devices.

To unmerge individual devices:

1. Go to the Device Manager page (Devices > Device Manager).
2. Select the wrench icon (5') for the device that you want to unmerge.

3. On the Device Properties page, select the [Actions] menu and then choose Unmerge Device.

Properiies Thresholds Collections Monitors Schedule

Physical Device
System EM7
S OEM

Uptime 5 days, 02:06:30
Colection Time | 2015-08-26 11:00:00
CUG | em7_ao

e

= em7_ao
0 10.100.100.7 | 877

Organization Asset

Actions Reset Guide

Identification My Bookmarks (Ctri+Alt+B)

Devive Name. P Address Add IP Address
) [10.100.100 7 - verfied] v% Select Primary IP Addresses
Monitoring & Management
. Create a Ticket (Ctrl+Alt~Enter)
Device Class (ScienceLogic, Inc. OEM | ol 21
Cusfom Navigafion
SNMP ReadWiite ([ EM7 Defaull V2 | ([Nene] v Device Class
? Device Children
Availabilty Port ([UDP] v |[[161- SNMP] v |7
( J J Device Groups (Cri+Alt+D)
Latency Port [[ICMF] v | [ICMP] v] Notepad Editor
SvaieLatency Al Product Calalog
User [Disabled] ¥ | [[Maintenance Collection Enabled] ¥ | Report Creator
Collection | [Enabled] v |[Icug v Resource Usage (Ctri+Alt-U)
Secondary Credenfials
Coll. Type  [[Standard] 2
l Unmerge Device
Critical Ping [ [Disabled] v

Preserve Hostname

Dasnboare
EventMask [ [Group in blocks every 10 minutes] ¥

Disable Asset Update

Bypass Interface Inventory

Save [m]

4. A modal window displays that asks you to confirm the unmerging. Select the [Unmerge] button.

NOTE: To view an updated list of devices that includes your unmerged devices, select the [Reset] button on
the Device Manager page.

Performing Administrative Tasks for One or More Devices

The Device Manager page (Devices > Device Manager) contains a drop-down field in the lower right called
Select Action. This field allows you to apply an action to multiple devices at once.

To apply an action to multiple devices:
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1. Inthe Device Manager page, select the checkbox for each device you want to apply the action to. To select
all checkboxes for all devices, select the red checkbox () at the top of the page.

2. Inthe Select Action drop-down list, select one of the following actions:

o Delete Devices. Deletes all selected devices from SL1. Tickets associated with the device are
unlinked from the device, but are not deleted.

o Modify by Template. Displays the Applying Template to Device page, where you can apply the
settings in a device femplates to all selected devices. You can also make one-time changes to the
template, that will be applied only to the selected devices.

o Clear Device Logs. Deletes data from the device's log files.

o Create Asset Record. Automatically creates an asset record for the device. SL1 automatically
populates as many fields as possible, using retrieved data.

 Schedule Maintenance. Leads to the Maintenance Schedule page. In this page, you can specify a
date and time to put each selected device into "maintenance mode". During maintenance mode, SL1
will not generate events about the selected devices. You can choose to enable or enable polling
during maintenance mode. Even if polling is enabled, SL1 will collect information from the selected
devices but will not generate events for the devices.

« Find Collection Label Duplicates. Leads to the Duplicates page. In this page, you can view a list of
devices where the Collection Labels have more than possible presentation object aligned. From this
page, you can manually align a single presentation object with a Collection Label for a device.

o Change Collection State. Changes the status of the device in SL1. The choices are:

° Active. SL1 polls the device on a regular basis and updates the data displayed in SL1.

° Disabled. SL1 does not poll the device. Data displayed in SL1 is not updated.

e Change Maintenance Mode. These options allow you to enable User-Initiated-Maintenance and
disable both User-Initiated-Maintenance and scheduled Maintenance.

When a device is in User-Initiated-Maintenance, by default SL1 will not generate events about the
device. If you want to allow events during User-Initiated-Maintenance, you can specify which events
to allow in the Behavior Settings (System > Settings > Behavior) page. You can choose to enable
or disable polling. If polling is enabled during User-Initiated-Maintenance, SL1 will collect
information from the device but will generate only the events you specified in the Behavior Settings
page. By default, SL1 will not generate any events. User-Initiated-Maintenance mode is not
scheduled. That is, a user must manually enable User-Initiated-Maintenance to turn off this mode
for a device. User-Initiated-Maintenance Mode overrides scheduled maintenance for a device.
Choices are:

© Enabled with Collection. One or more devices are set to User-Initiated-Maintenance mode.
During User-Initiated-Maintenance mode, SL1 will continue to poll the device.

° Enabled without Collection. One or more devices are set to User-Initiated-Maintenance mode.
During User-Initiated-Maintenance mode, SL1 will not poll the device.

° Disabled. User-Initiated-Maintenance mode is disabled for each selected device.
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e Change Collector Group. Changes the collector group used to collect data from the device.
Choose from the list of all collector groups in SL1. When you select one of the collector groups, each
selected device will be polled by the collectors in the collector group. For All-In-One Appliances, you
can select only the built-in Collector Group and any virtual Collector Groups.

e Move To Organization. Associates a device with an organization. The list of choices will include all
organizations in SL1.

 Align SNMP Read Credential. This option applies the selected credential to all selected devices.
The selected devices will use the selected credential as their primary credential. Secondary
credentials will remain unchanged. Choose from a list of SNMP Read credentials (defined in System
> Manage > Credentials). The list will include only credentials that you are allowed to use.

e Add to Device Group. This option aligns the selected devices with the selected device group. The
selected devices will then appear in Device Group Views and will inherit the properties of the device
group, including scheduling, access, and visibility.

« Align to Device Dashboard. This option aligns the selected devices with the selected device
dashboard. The selected device dashboard will appear as the default view in the Device Summary
page.

3. Select the [Go] button.

4. The selected action is applied to each selected device.

Shortcut Keys for the Device Administration Panel

When you edit a device (select its wrench icon ( I:"'), you enter the Device Administration panel.

When you enter the Device Administration panel, you can use the following shortcut keys to navigate the
tabbed pages and the entries in the [Actions] menu.

Page or Tab Shortcut Keys
Administer Bookmarks page Ctrl + Alt + B
Dynamic Application Collectionspage Cirl + Alt +C
Device Groups page Ctrl + At +D
Guides page Ctrl + At + G
Device Thresholds page Ctrl + Alt + H
Device Interfaces page Ctrl + Alt + | ("eye")
Device Logs & Messages page Ctrl + Alt + L
Monitoring Policies page Ctrl + Alt + M
Notes & Attachments page Ctrl + Alt + N
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Page or Tab

Shortcut Keys

Device Toolbox page

Ctrl + Alt + O ("oh")

Device Properties page Ctrl + Alt + P
Maintenance Schedule page Ctrl + Alt + S
Ticket History page Cirl + At +T
Resource Usage page Ctrl + Alt + U
Exit Device Administration panel Cirl + Alt + X

Device Properties page

Ctrl + Alt + . ("period")

Ticket Editor page

Cirl + Alt + <Enter>

Shortcut Keys for the Device Administration Panel
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Chapter

Device Toolbox

Overview

This chapter describes the Device Toolbox page.
Use the following menu options to navigate the SL1 user interface:
« To view a pop-out list of menu options, click the menu icon [E).

» To view a page containing all of the menu options, click the Advanced menu icon ( + ).

This chapter covers the following topics:

What is the Device Toolbox@ . 138
Accessing the Device ToolboX PAGE ... 138
Viewing the SeSSion LOGS ... 141

What is the Device Toolbox?

The Device Toolbox page allows you to access common network tools. The list of tools available depends upon
the type of device and the configuration of the device.

The Device Toolbox page allows you to run diagnostics on a device and access devices without leaving the
Compute Nodes.

Accessing the Device Toolbox page

To access the Device Toolbox page:
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1. Go to the Device Manager page (Devices > Device Manager).

2. Inthe Device Manager page, find the device for which you want to access the Device Toolbox page and
select its wrench icon ( 5’)

3. Inthe Device Administration panel, select the Toolbox tab.

Properties Thresholds Collections Monitors
Belationships

= WxGoos-1 LT, Watchdogs, inc. = Physical Device
10.20.0.228178 Unknown

‘Generic SNMP

o System = 0days, 00:00:00
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WiGoos-1 szt CUGH | MOSS_ISO_CU

Schedule

SSH SNIP Walker Fort Scan Deep Port Scan Traceroute Ping Tool Forward DIG Reverse DIG ARIN Whois.

B | o

ARP Lookup ARP Ping SNUP Dump

ST

Toolbox Sessions Logs | Session Logs Found [ 0]

®
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Device 1P Adaress Tool Run Date Run User D

4. Depending on the device, the Device Toolbox page can display one or more of the following buttons.
These tools run on the Data Collector that is currently monitoring the device unless otherwise noted:

e FTP. Opens a new browser window and attempts to make an FTP connection to the current device.
This tool is initiated from the user's machine and does not run on a Data Collector. This tool appears
only if the correct port (port 21) is detected as open by SL1.

e SSH. Opens an SSH session on the device. This tool is initiated from the user's machine and does not

run on a Data Collector. This tool appears only if the correct port (port 22) is detected as open by
SLT.

NOTE: The SSH tool is not available for SL1 systems that are configured as military unique
systems.

e Telnet. Opens a browser session or terminal session using the IP address of the current device and
prompts you for the telnet username and password. This tool is initiated from the user's machine and
does not run on a Data Collector. This tool appears only if the correct port (port 23) is detected as
open by SL1.
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e Terminal. Opens the Terminal Services Client Web Connection modal page, where you can
enter the login information for the terminal services session. This tool is initiated from the user's
machine and does not run on a Data Collector. This tool appears only if the correct port (port 3389)
is detected as open by SL1.

o Web. Opens a new browser window and attempts to make an http connection to the current device.
This tool is initiated from the user's machine and does not run on a Data Collector.

o Secure Web. Opens a new browser window and attempts to make an HTTPS connection to the
current device. This tool is initiated from the user's machine and does not run on a Data Collector.
This tool appears only if the correct port (port 443) is detected as open by SL1.

e SNMP Walker. Opens the SNMP Walker modal page, where you can perform an SNMP walk on the
device. If the device has an IPvé address, SL1 will use the appropriate IPv6 SNMP command.

e Port Scan. Leads to the Port Scan modal page, where you can view a list of all open ports on the
device at the time of the scan.

o Deep Port Scan. Leads to the Deep Port Scan modal page, where you can view a list of all open
ports and view as much detail about each open port as the deep port scanner can retrieve.

o Traceroute. Leads to the Traceroute modal page, where you can view the network route between
SL1 and the device. If the device has an IPv6 address, SL1 will use the appropriate IPvé traceroute
command.

¢ Ping Tool. Leads to the Ping_Tool modal page, where you can view the statistics returned by the
ping tool. The ping tool sends a packet to the device's IP address (the one used by SL1 to
communicate with the device) and waits for a reply. SL1 then displays the number of seconds it took
to receive a reply from the device and the number of bytes returned from the device. If the device has
an IPvé address, SL1 will use the appropriate IPvé ping command.

e Forward DIG. Leads to the Forward DIG modal page, where you can view the output from the DIG
utility. This tool automatically finds all available DNS information about the domain associated with
the current device.

o Reverse DIG. Leads to the Reverse DIG modal page, where you can view the output from the
reverse DIG utility. The reverse DIG tool retrieves the domain name that is associated with the
device's IP.

o ARIN Whois. Leads to the ARIN Whois modal page, where you can view the output from the Whois
utility. The Whois utility displays information about the device's IP, including the organization that
registered the IP and contacts within that organization.

e ARP Lookup. Leads to the ARP Lookup modal page, where you can view the results from the ARP
Lookup tool. The ARP Lookup tool displays a list IP addresses for the device and the resolved Ethernet
or Token Ring physical addresses (MAC addresses) for each IP address.

¢ ARP Ping. Leads to the ARP Ping modal page, where you can view the results from the ARP Ping tool.
The ARP Ping tool is similar in function to ping, but it operates using ARP instead of ICMP. The ARP
Ping tool can be used only on the local network.

e SNMP Dump. Leads to the SNMP Dump modal page, where you can view the results of the
SNMP Dump. The SNMP Dump tool retrieves each OID and its corresponding value from the device.

e Web Policy. Leads to the Web Policy modal page, where you can manually run a web-content
policy on the device. This tool is initiated from the user's machine and does not run on the collector.
This tool appears only if a Web Content Monitoring Policy has been configured for the device.
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Viewing the Session Logs

After you run a tool in the Device Toolbox, information about the session appears the Toolbox Sessions Logs
pane (at the bottom of the page).

10.20.0.228| 78
Generic
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Physical Device
Unknown
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Toolbox Sessions Logs | Session Logs Found [ 1]
1. WxGoos-1 - T. Walchdogs, inc. 10.20.0.228 SNMP Walker 2014-10-22 11:37:07 mantene 1 343 gg”

For each session, you can view the following:

From the Toolbox Sessions Logs pane, you can also:
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Device. Device associated with the session.

IP Address. IP address that was polled by the session.

Tool. Tool that was run.

Run Date. Date the session occurred.

Run User. User who initiated the session.

Session ID. Unique numeric identifier automatically assigned to the session by SL1.

View an SNMP Walk Session (ﬁ).

View raw data from the session ().

Export raw data from the session to a file on the local computer (“#).

Delete a session from the Toolbox Sessions Logs pane (@ ).

Viewing the Session Logs



Chapter

Device Classes and Device Categories

Overview

This chapter describes how to manage device classes and device categories in SL1.
Use the following menu options to navigate the SL1 user interface:
« To view a pop-out list of menu options, click the menu icon [E).

» To view a page containing all of the menu options, click the Advanced menu icon ( + ).

This chapter covers the following topics:

DeViCe ClASSES ... ... . 143
Viewing the List of Device Classes ... 145
Creating Device ClassSes ... 150
Managing Device Classes ... 165
Managing Device Classes in the Classic SL1 User Interface ... 168
Device Categories ... ... ..l 172
Viewing the List of Device Categories ... .. 173
Creating a New Device Category ... 174
Editing a Device Category ... 175
Duplicating a Device Category ...............o o 175
Assigning an Icon to a Device Category ... ... 175
Managing Device Categories in the Classic SL1 User Interface ............................................... 177
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Device Classes

Device classes determine:

» How devices are represented in the user interface
» Whether the device is a physical device or a virtual device
* How managed devices are discovered with the discovery tool

The Device Class Editor page (System > Customize > Device Classes) allows advanced administrators to
define new or legacy device classes in SL1 and to customize properties of existing device classes.

Most TCP/IP-compliant devices have an internally-defined class ID, called the System Object ID and abbreviated
to SysObjectID. This SysObjectlD is an SNMP OID defined by the manufacturer. Each manufacturer specifies a
SysObijectID for each different hardware model. In SL1, each SNMP device class is associated with a
SysObijectID. During initial discovery, SL1 searches each device for the SysObject|D and assigns each device to
the appropriate device class.

SL1 also includes device classes for devices that do not support SNMP. These device classes are associated with
values returned by nmap. SL1 runs nmap against each device during discovery.

The following sections describe the types of device classes used in SL1.
Generic | SNMP Device Class

SL1 includes a default device class for devices that include a SysObijectlD but for which SL1 does not have an
aligned device class. This device class is Generic | SNMP.

For each device with a device class of Generic | SNMP, you can use SL1 to view the SysObijectD for the device
and then define a new device class using that SysObjectID.

Non-SNMP Device Classes

SL1 also includes device classes for devices that do not support SNMP. Devices that do not support SNMP are
sometimes referred to as "pingable". Devices that have a device category of "pingable" are devices that meet one
of the following criteria:

* The device does not support SNMP.
e SNMP has been disabled on the device.

» The incorrect credential was provided during discovery and "Discover Non-SNMP" was enabled for the
discovery session.

SL1 can use nmap to match a "pingable" device to an appropriate "pingable" device class.
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Component Device Classes

SL1 includes device classes for component devices. SL1 discovers management systems and the component
devices they manage. SL1 uses Dynamic Applications to retrieve data from @ management system and discover
each component device managed by that management system. Device classes for components are aligned with
the Dynamic Applications that discover component devices.

Agent-Only Device Classes

SL1 includes device classes for devices that are monitored by the SL1 agent and are not monitored via SNMP.
During initial discovery, the agent returns operating system type and version information to SL1.

Based on this information, SL1 assigns the corresponding device classes to a device monitored only by an agent.

NOTE: If a device is monitored by an agent and via SNMP, the device class assigned by SNMP discovery will
take precedence.

Legacy ICMP Device Classes

SL1 includes legacy device classes of type SNMP Enabled for "pingable" devices (that is for devices that don't
support SNMP). SL1 includes the following legacy, SNMP Enabled device classes for "pingable" devices:

» Cisco Systems | ICMP

o FreeBSD | ICMP

* Linux | ICMP

* Microsoft | ICMP

» Novell | ICMP

» Ping | ICMP

* Sun Microsystems | ICMP
 Tekironix, Inc. | ICMP

NOTE: Best practice is to define "pingable" devices as those that do not support SNMP. For "pingable"
devices that do not support SNMP, Sciencelogic recommends you use the new "deep discovery"
feature and then create device classes of type "pingable".
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Viewing the List of Device Classes

On the Device Classes page (Devices > Device Classes), you can view a list of existing device classes in SL1.

Device Classes @ Help A\ Activiy  em7admin v Scfencel_ogic
28 QT = ]
A £ Grid Settings v
o [ DeviceClass i Type Device Category
& [0 & Digilnternational OEM physical Unknown
5

& [ & Cisco Systems Nexus Fabrics Container component Network.Modules

[J ' LinuxRed Hat Enterprise physical Servers

D “* Cisco Systerns UC 520M-48U-6BRIW physical Telephony

[0 O CiscoSystems Esw54024K9 physical Network Router

(] 3 Microsoft Office 365 Yammer Enterprise component. Cloud.Service

[J  ** CiscoSystems ASA 5545-K7 physical Network Firewall

[0  * CiscoSystems CE 7341 physical Servers

[ ** Cisco Systems ESR 5940RA physical Network Router

[0 - NetScout Systems Probe3220 physical Network Probes

[0 ** Cisco Systems ASA 5580 physical Network.Firewall

[J B F5 Networks, Inc. BIG-IP physical Network Balancers

[] ** CiscoSystems IGX 8430 physical Network.Switches.

TIP: If you are looking for a very specific set of device classes, click the gear icon (£k) to the right of the

Search field and select Advanced. In this mode you can create an advanced search using "AND" or "OR"
for multiple search criteria. For more information, see the "Performing an Advanced Search" topic in the
Introduction to SLT manual.

For each device class, the Device Classes page displays the following information:

o Device Class. The name of the device class.
¢ Type. The device type. Can be "physical", "virtual, or "component".

¢ Device Category. The device category. A device category is a way to categorize devices by primary
function. SL1 uses device categories to group related devices in reports and views. The list of device
categories is defined in the Device Category Editor page (System > Customize > Device Categories).

¢ Model. The device model.

« Vendor. The device manufacturer.
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TIP: To rearrange the columns in the list, click and drag the column name to a new location. You can adjust
the width of a column by clicking and dragging the right edge of the column. For more information
about editing and adding columns, see "Editing the Settings for an Inventory Page" in the Introduction to
SL1 manual.

Viewing the List of Device Classes in the Classic SL1 User Interface

The Device Class page displays a list of existing device classes in the Device Class Register pane.
To view the list of device classes:

1. LogintoSLI.

2. Goto the Device Class page (System > Customize > Device Classes).

Device Class Editor Icons Reset Guide
Device Type Device Class Description Correlation Method Agent Identifier 1
(SNMP Enabled v | ( ] [[wa] J| J
Root Device Discovery Identifier (SysObjectiD) Device Icon Allin Class Collection Type PDU Packing Agent Identiier 2
( ) |[_generic_unknown.png] v | ([ Physical Device (Enabled)] v | ( J
Device Class Tier Discovery Qualifier (SNMP OID Tabular Device Category Allin Class Process Collection Device Dashboard
( ) ([ Servers Search ] v ([na] v) || ([None] v
Weight Qualifier Match (Value) System Uptime OID Service Collection L3 Topology  Interface Index Change Detection
@ v) ([ sysUptime (1.36.1.2.1.13.0)] v ({na] v)
Device Class Register | Classes Found [4556]
Device Class Description + Device Category Device Class Tier  Class ID +  Collection Type  Process Collection Device Dashboard ~ PowerPack Device lcon Discovery Identifier Subs -
( ]( ) )( ) ) (A v ( ) (A v)( ) )
1. 10xlarge AWS EC2 Ir Cloud.Compute No Tier 91 Component  n/a - Yes 2| ec2-10xl.png AwsEc2Instance -
2. p2Wie OEM Unknown No Tier 4140 Physical  na Yes @) _generic_unknown.png1.3.6.1.4.1.4839
3. B 2xlarge AWS EC2 Ir Cloud.Compute No Tier 781 Component  n/a - Yes 2| ec2-2xl.png AwsEc2Instance -
4. 3Com 11Mbps Wire Wireless No Tier 668 Physical  na - Yes % 3com_png 136141431202
5. | #3Com 2000 Termin Network Terminals No Tier 634 Physical na - Yes 2| 3com_png 13614143113 -
6. #3Com 210 Termina Network Terminals No Tier 636 Physical  na - Yes 2 3com_png 13614143115
7. $3Com 2100 Termin Network Terminals No Tier 637 Physical na - Yes #|3com_png 13614143116 -
8. #3Com 2500 Termin Network Terminals No Tier 632 Physical  na - Yes 2 3com_png 13614143111
9. $3Com 2600 Termin Network Terminals No Tier 633 Physical na - Yes 2| 3com_png 13614143112 -
10. #3Com 3000 Termin Network Terminals No Tier 638 Physical  na = Yes 2 3com_png 13614143117
11. | #3Com 3100 Termin Network.Terminals No Tier 639 Physical na = Yes 2| 3com_png 13614143118 =
12. #3Com 3com Corp. Network Switches No Tier 692 Physical  na -~ Yes % 3com_png 136.1.41431.16223.1

3. Foreach device class, the Device Class Register pane displays:

TIP: To sort the list of device classes, click on a column heading. The list will be sorted by the column value, in
ascending order. To sort by descending order, click the column heading again.

¢ Device Class Name. Name of the device class.

o Description. Description of the device class. If the device class is for an entire manufacturer, rather
than for a specific product, the description will contain the value "OEM'.
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NOTE: If you see a device class of Ping | ICMP or a device with a device category of pingable, this means
that the device does not support SNMP, that SNMP has been disabled on the device, or that the
wrong SNMP credential was provided during discovery.

NOTE: If you see a device class of Generic | SNMP, this means that SL1 discovered a SysObjectID for the
device, but SL1 does not include a device class that aligns with that SysObjectID.

Device Category. The device category. A device category is a way to categorize devices by primary
function. SL1 uses device categories to group related devices in reports and views.The list of device
categories is defined in the Device Category Editor page (System > Customize > Device
Categories).

Device Class Tier. A read-only field that displays the device tier for subscription billing. The device
class tier allows you to calculate the "cost" (according to your license) of each device. By default, this
field displays "Standard Device". If you are using a subscription model for billing, this field will display
the license tier for the device class.

NOTE: If you create a custom device class, please contact Sciencelogic Customer Support to define the
device class tier for the new device class.
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Class ID. Unique numeric ID, automatically assigned to the device class by SL1.
Collection Type. Device type. Can be "physical", "virtual", or "component".

Process Collection. Specifies the application that maintains process information for the device. SL1
will poll this application for information on the system processes. Choices are:

° n/a. Do not monitor processes.

© Host Resource. MIB that provides information on processes.

° HP/UX. Specifies that HP agents will provide information on processes.

o Solaris (prior to Solaris 10). Specifies that Solaris agents will provide information on processes.

o Extended User Information. Specifies that Sciencelogic's custom extension to net-SNMP will
provide process information. Users must have installed the extension before selecting this option.

Device Dashboard. This field displays the device dashboard associated with the device class.
PowerPack. This field specifies whether or not this device class is included in a PowerPack.
Device Icon. The icon associated with the device class. To view the icon, select the picture icon ().

Discovery Identifier. An SNMP OID defined by the manufacturer. Usually, a hardware manufacturer
specifies a SysObjectID for each different hardware model.
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» Subs. Specifies if one or more devices are aligned with the device class. If so, the devices icon (=”:"s=)
appears in this column. Selecting the devices column leads to the Subscribers modal page, where
you can view a list of devices that are aligned with the device class.

Filtering the List of Device Classes

You can filter the list on the Device Class Editor page by one or more parameters. Only device classes that meet
all the filter criteria will be displayed in the Device Class Editor page.

For each filter except Collection Type, enter text into the desired filter-while-you-type field. The Device Class
Editor page searches for device classes that match the text, including partial matches. By default, the cursor is
placed in the left-most filter-while-you-type field. You can use the <Tab> key or your mouse to move your cursor
through the fields. The list is dynamically updated as you type. Text matches are not case-sensitive.

You can also use special characters to filter each parameter.
Filter by one or more of the following parameters:
o Device Class. You can enter text to match, including special characters, and the Device Class Editor page

will display only devices that have a matching device class name.

o Description. You can enter text to match, including special characters, and the Device Class Editor page
will display only devices that have a matching description name.

o Device Category. You can enter text to match, including special characters, and the Device Class Editor
page will display only devices that have a matching device category name.

o Device Class Tier. You can enter text to match, including special characters, and the Device Class Editor
page will display only devices that have a matching device class tier.

o Class ID. You can enter text to match, including special characters, and the Device Class Editor page will
display only devices that have a matching class ID.

« Collection Type Specifies the device class's collection type. Only those devices that match all the previously
selected fields and have the specified collection type will be displayed. The choices are:

o All. Include device classes that have a Collection Type of physical and virtual.
© Physical. Include only device classes that have a Collection Type of physical.

° Virtual. Include only device classes that have a Collection Type of virtual.

o Device Dashboard. You can enter text to match, including special characters, and the Device Class
Editor page will display only devices that have a matching device dashboard.

o Process Collection. You can enter text to match, including special characters, and the Device Class Editor
page will display only devices that have a matching process collection type.

o PowerPack. You can enter text to match, including special characters, and the Device Class Editor page
will display only devices that have a matching PowerPack value.

o Device Icon. You can enter text to match, including special characters, and the Device Class Editor page
will display only devices that have a matching device icon name.
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 Discovery Identifier. You can enter text to match, including special characters, and the Device Class

Editor page will display only devices that have a matching discovery identifier.

o Subs. You can enter text to match, including special characters, and the Device Class Editor page will

display only devices that have a matching subs value.

Special Characters

When filtering a list in a registry page, you can include the following special characters to search each field
except those that display date and time:

NOTE: When searching for a string, SL1 will match substrings by default, even if you do not include any
special characters. For example, searching for "hel" will match both "hello" and "helicopter'. When
searching for a numeric value, SL1 will not match a substring unless you use a special character.

Special -
D 1 = |

Character escription xample

, (comma) (For strings or numeric values) Specifies an OR operation. "dell,micro" would match all
values that contain the string
"dell" OR the string "micro".

& (For strings or numeric values) Specifies an AND operation. "dell&micro" would match all

(ampersand values that contain both the string

"dell" AND the string "micro", in
any order.

I
(exclamation
point)

(For strings or numeric values) Specifies a NOT operation.
NOTE: You can also use the "l" character in combination
with the arithmetic special characters (min-max, >, <, >=,
<=, =) described below.

"Idell" would match all values that
do not contain the string "dell".

* (asterisk)

(For strings or numeric values) Specifies a "match-zero-or-
more" operation.

For a string, matches any string that matches the text before
and after the asterisk. For a numeral, matches any numeral
that contains the text.

"hel*er" would match

"helpers" and "helicopter"
but not "hello".

"325*" would match "325",
"32561", and "325000".

e 000" would match
"1000", "25000", and
"10500000".

2 (question
mark)

(For strings or numeric values) Specifies a "match any one
character" operation.

"[2ver" would match the
strings "oliver", "levers",
and "liver", but not
"believers'".

e "1352"would match the
numbers "1350", "1354",
and "1359", but not
"13502".

~N

(caret)

(For strings only) Specifies a "match the beginning" operation.

" sci' would match "scientific"
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Special

Character Description Example

Matches any string that begins with the specified string. and "sciencelogic", but not
"conscious".

$ (dollar) (For strings only) Specifies "match the ending". Matches any "ter$" would match the string
string that ends with the specified string. "renter" but not the string "terrific".
NOTE: You can use both ™ and $ if you want to match an
entire string. For example, " ™ tern$" would match the strings
"tern" or "Tern" or "TERN"; it would not match the strings "terne"
or "cistern".

min-max (For numeric values only) Matches any value between the "1-5"would match 1, 2, 3, 4, and
specified minimum value and the maximum value, including  |5.
the minimum and the maximum.

- (dash) (For numeric values only) A "half open" range. Matches values e "1-"matches 1 and
including the specified minimum and greater, or including the greater, so it would match
specified maximum and lesser. 1,2, 6,345, etc.

» "-5"matches 5 and less, so
it would match 5, 3, 1, O,
etc.

> (greater (For numeric values only) Matches any value greater than the  |">7" would match all values

than) specified value. greater than 7.

< (less than)

(For numeric values only) Matches any value less than the
specified value.

"< 12" would match all values less
than 12.

>= (greater
than or equal
to)

(For numeric values only) Matches any value that is equal to or
greater than the specified value.

">=7"would match all values 7
and greater.

<= (less than
or equal to)

(For numeric values only) Matches any value that is equal to or
less than the specified value.

"< =12"would match all values
12 and less.

= (equal)

(For numeric values only) Matches a value that is equal to the
the specified value.

You can also use this special character to match a negative
value, as demonstrated in the example.

"=_5"would match "-5" instead
of being evaluated as the "half
open range" as described above.

Creating Device Classes

The following sections describe how to create new device classes for:

Devices that support SNMP

« Devices with Device Class "Generic | SNMP"

Devices that do not support SNMP

o Devices with a Device Class of "Component"

Creating Device Classes
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Creating a New Device Class of Type "SNMP-Enabled"

In the Device Class Editor page, you can define a new device class. SL1 can then use this device class during
discovery and users can assign this device class to devices.

You can use an existing device class as a template when defining a new device class. To do this, follow the steps
in the Editing an SNMP-Enabled Device Class section, but supply a new name in the Device Class field and
click [Save As] to save your changes.

The Device Class Tier is a read-only field that is automatically populated by the subscription billing process. If
you create a custom device class, please contact Sciencelogic Customer Support to define the Device Class Tier
for the new device class.

When you create a new device class of type SNMP Enabled, you are defining a device class that uses the SNMP
SysObijectID to identify member device.

To create a new device class of type SNMP Enabled:

1. Goto the Device Class Editor page (System > Customize > Device Classes).
2. Click [Reset] to clear the fields in the Device Class Editor pane.
3. Select SNMP Enabled in the Device Type drop-down list. You can now define the value in the following

fields:
Device Class Editor Icons Reset Guide
Device Type Device Class Desciption Conelation Method Agent Identife 1
SNMP Enabled v ) ( ) || ((va) v
Root Device Discovery Identifer (SysObjectiD) Device leon Alln Class. Colecton Type PDU Packing Agent Identier 2
( | || ([ _senerc_unknown png] v ([Physical Device (Enabled)] ¥
Device Class Ter Discovery Qualfer (SNMP OID) Tabular Device Category Alln Class. Process Collection Device Dashboard
( ([ Servers Search ) 2 ([wal ) || ([None
Weight Qualfier Match (Value) System Uptime OID Service Collection L3 Topology  Interface Index Change Detection
v) ({sysUptime (1.36.121.1.3.0)] v ([na] v
[_save ]
Y lsssID - ColectionType  Process Coll . Dey o ss @ -
[ v ) )

1. $10xlarge AWS EC2 Ir Cloud Compute No Tier 791 Component  n/a = Yes #|ec2-10xLpng AwsEc2Instance. =
2. B2Wire OEM Unknown No Tier 4140 Physical  n/a = Yes @/ _generic_unknown.png 1.3 6.1.4.1.4839
3. P2xiarge /AWS EC2 Ir Cloud.Compute No Tier 781 Component  na - Yes #|ec2-2xlpng AwsEc2Instance
4. #3cCom 1Mbps Wire Wireless No Tier 668 Physical  n/a = Yes % 3com_png 136141431202
5 $3Com 2000 Termin Network Terminals NoTier 634 Physical  na - Yes #/3com_png 13614143113
6. #3Com 210 Termina Network. Terminals No Tier 636 Physical na - Yes | 3com_png 13614143115
7. $3Com 2100 Termin Network Terminals NoTier 637 Physical  na - Yes /3com_png 13614143116 -
8 3Com 2500 Termin Network Terminals No Tier 632 Physical  na - Yes % 3com_png 136.14.1.43.1.1.1
9 $3cCom 2600 Termin Network Terminals No Tier 633 Physical  na - Yes #/3com_png 13614143112 -
10. $3Com 3000 Termin Network Terminals NoTier 638 Physical  na = Yes /3com_png 13614143117
11. | #3Com 3100 Termin Network Terminals No Tier 639 Physical  na = Yes #/3com_png 136141431.18 =
12. $3Com 3com Corp. Network Switches No Tier 692 Physical nla - Yes @/ 3com_png 136141431.162231

» Root Device. If selected, this checkbox specifies that this device can have children devices. Ensures
that root devices are included in nightly re-discovery.

o Weight. If two device-class definitions are similar, a device might meet the criteria for both device
classes. In this case, the Weight field tells SL1 which device class to align with the device. The Weight
field allows you to define both detailed, non-SNMP device-class definitions, as well as less detailed,
catch-all device classes.

151 Creating Device Classes



SL1 will align the device with the device-class definition with the lowest weight. If a device matches
two device-class definitions, and both device classes have the same weight, SL1 will align the device
with the device class that appears first in the alphabetical list of device classes.

For example, you could define a detailed device class with a weight of "1" and a similar but less
detailed device class with a weight of "10". SL1 will first try to assign a discovered device to the
device class with a weight of "1". If the device does not meet the criteria for that device class, SL1T will
then try to assign the discovered device to the device class with a weight of "10".

o Device Class. The name of the manufacturer who created the device and/or agent. Can be any
combination of alphanumeric characters, up to 48 characters in length.

« Discovery Identifier (SysObjectID). The SNMP QOID, in numeric form, that is returned when
querying the device's sysObjectID. Can be up to 64 characters in length. Refer to the appropriate
MIB file to determine this value. To view a list of OIDs associated with companies, organizations, and
manufacturers, see hitp://www.iana.org/assignments/enterprise-numbers/

o Discovery Qualifier SNMP OID). Optional field. Secondary SNMP OID, in numeric form, used to
further qualify device types. Can be up to 255 characters in length. If a device matches both the

Discovery Identifier and responds to the Discovery Qualifier, the device will be assigned to the
device class.

e Tabular. If you want to use a tabular value in the Discovery Qualifier field, select this checkbox.
When you select this checkbox, SL1T will perform an SNMP walk of the Discovery Qualifier (as
opposed to an SNMP "get" request) and then search for the value that matches the Qualifier Match
field.

o Qualifier Match. Optional field. String that must be present in returned value for the Discovery
Quualifier OID. If a device matches the Discovery Identifier, responds to the Discovery Qualifier,
and the response matches the Qualifier Match, the device will be assigned to the device class. Can
be up to 64 characters in length.

o Description. The model name of the device. Can be any combination of alphanumeric characters,
up to 48 characters in length. For ease-of-use, Sciencelogic recommends that you follow this
convention: If you are creating a device class for an entire manufacturer, rather than for a specific
product, enter "OEM" as the device description.

 Device Icon. The icon used to display the device in the graphical interface. To view the available
icons, click [lcons]. Select an icon from the drop-down list.

o Allin class. Selecting this checkbox updates the device icon for all existing members of the device
class.

« Device Category. A logical categorization of device by primary function. This field allows SL1 to
group related devices in reports and views. Select a value from the drop-down list.

o Allin class. Selecting this checkbox updates the device category for all existing members of the
device class.

« System Uptime OID. Specifies the OID to monitor to determine system uptime. Choices are:

° sysUpTime (.1.3.6.1.2.1.1.3.0). EM7 Default. From the System group of MIB RFC 1213. Returns
uptime of the device's SNMP Agent. The time (in hundredths of a second) since the network
management portion of the system was last re-initialized.
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° hrSystemUptime (.1.3.6.1.2.1.25.1.1.0). From the HR-MIB. The amount of time since this host
was last initialized.

°  Any additional OIDs defined in the System Uptime OIDs page (System > Customize > Uptime
OIDs).

Correlation Method. Used for special topological correlation. Allows SL1 to support event
correlation and mapping for VMware and Microsoft hypervisors.

Collection Type. Specifies whether the device is a hardware-based device (physical) or a virtual
device.

PDU Packing. If your managed network includes a large number SNMP elements such as interfaces
that you want to monitor, select this checkbox. PDU packing enables quicker collection of
voluminous SNMP data. For more information, see the section on Additional Configuration for
Concurrent Network Interface Collection in the Monitoring Device Infrastructure Health
manual.

Process Collection. Specifies how SL1 will retrieve process information for the device. SL1 will use
this method to gather information on the system processes. Choices are:

° n/a. Don't monitor processes.

° Host Resource. Specifies that the Host Resources MIB will be used to collect information on
processes.

° HP/UX. Specifies that HP agents will provide information on processes.
o Solaris (prior to Solaris 10). Specifies that Solaris agents will provide information on processes.

o Extended User Information. Specifies that Sciencelogic's custom extension to net-SNMP will
provide process information. Users must have installed the extension before selecting this option.

Service Collection. Specifies how to collect information on Windows services. Choices are:

° n/a. Thisis not a Windows device class.
° Windows Basic. Use the Windows MIB to gather information about Windows services.

o WMI Informant. Use the WMI Informant MIB to gather information about Windows services.

Agent Identifier 1 and Agent Identifier 2: These fields are used to align device classes to devices
using the SL1 agent. Device classes exist for every possible combination of values returned by the
agent; you do not need to enter or change values in these fields when creating or editing a device
class.

Device Dashboard. Select a device dashboard from a list of all device dashboards in SL1. For
devices with this device class, the selected device dashboard will appear as an option in the Device
Summiary page. This field is optional.

L3 Topology. If selected, SL1 includes devices in this device class in the Layer-3 Maps page (Classic
Maps > Topology Maps > Layer-3). SL1 uses traceroute from each Data Collector to each
managed device to create Layer-3 maps.
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« Interface Index Change Detection. On some devices, the SNMP index of an interface can change
when the interface goes down and then comes back up. If you select this checkbox, SL1 will use the
combination of interface ID and ifPhysAddress to monitor interfaces on devices that use this device
class and to align events with those interfaces.

4. Click [Save] to save the new device class or click [Save As] to save your changes under a new device class
name.

Editing an SNMP-Enabled Device Class

In the Device Class Editor page, you can edit a device class for a device that supports SNMP.

When you select SNMP Enabled, you are defining a device class that uses the SNMP SysObjectID to identify
member devices.

To edit an existing device class:
1. Goto theDevice Class Editor page (System > Customize > Device Classes), or from the Device
Properties page, select the pencil icon (dﬂ)

2. Inthe Device Class Register pane at the bottom of the page, find the device class you want to edit. Select

its wrench icon ( a).

3. The fields in the top pane will be populated with values from the selected device class. You can edit one or
more of the fields described in the section Creating a New Device Class for Devices That Support
SNMP.

4. Select the [Save] button to save your changes to the device class or select the [Save As] button to save your
changes under a new device class name.

Creating a New Device Class for a Device with Device Class "Generic

| SNMP"

After discovery, SL1 might discover devices and assign those devices to the device class Generic | SNMP. This

means that SL1 was able to retrieve a SysObjectID value from the device, but SL1 does not include a Device
Class for that SysObijectID.

The Device Class Tier is a read-only field that is automatically populated by the subscription billing process. If
you create a custom device class, please contact Sciencelogic Customer Support to define the Device Class Tier
for the new device class.

To create a new device class for a device with device class Generic | SNMP:

1. Go to the Device Manager page (Devices > Device Manager).

2. Inthe Device Manager page, find the device with the device class Generic | SNMP. Select the wrench

icon ( -E.‘a) for the device:

Creating Device Classes 154



Device Manager | Devices Found [176]
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3. Inthe Device Administration panel, select the [Toolbox] tab.
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Close

Properties Thresholds llections

Schedule

iz Nz WxGoos-1 — IT. Watchdogs, Inc.
|F Address / 1D | 10.20.0.228 | 78
Clz==  Generic
Organization | System
Collection Mode | Active
Description | WXG008-1

Device Hostname

Mznzged Typ= | Physical Device
Catzgory | Unknown
Sub-Clz=s | SNMP
Uptivz 0 days, 00:00:00
Collection Time | 2014-10-22 11:35:00
Group / Collestor | CUGT | MOSS_ISO_CU

S5H SNMP Walker Port Scan Deep Port Scan Traceroute Ping Tool Forward DIG Reverse DIG ARM Whois
=~ ' (@) g :
(@7) , A
~
ARP Lookup ARP Ping SNMP Dump Web Policy
(@) || || (A
|
-
Toolbox Sessions Logs | Session Logs Found [0 ]
Device Tool Run User 1]
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4. Inthe Device Toolbox page, select the icon for SNMP Walker.

5. Inthe SNMP Walker modal page, go to the drop-down menu in the upper left and select System MIB.
Then select the [Walk] button.

For Device [ WxGoos-1 — LT. Watchdogs, Inc. ] | Walk Complete

[[I_ System Mib ] [=]+ Show Type [ Enum Print [7]  Show Symbolic [7] m
Retured OID Retumed Value
1.36.1.2.1.1.1 L WxGoos o
1.36.1.2.1.1.2 Il
1.36.1.21.1.3.0 Il
136121140 supporti@itwatchdogs.com/512.257.1462 o
136121150 WxGoos-1— LT Watchdogs, Inc [
1.36.1.21.16.0 Mwww.itwatchdogs.com |:|
136121170 92 Il
“Symbolic Translation Not Found [None [=] [[Select Action] B Go |

6. The second entry in the Returned Value column is the SysObijectID. In the example above, that value is
1.3.6.1.4.1.303.3.3.7.3. Copy this value and save it in a document or write down this value. You will need
it o create a new device class.

7. Follow the directions in the section Creating a New Device Class of type "SNMP-Enabled". In the
Discovery Identifier field, enter the value of the SysObijectID from the SNMP Walker. Make sure there are
no blank spaces before or after the SysObjectID value.

8. To assign the new device class to a device, follow the instructions in the section Manually Changing the
Device Class for a Device.

9. Alternately, you can re-discover the device with the device class "Generic | SNMP". To re-discover the
device, go to the Device Manager page (Devices > Device Manager). Find the device you want to

rediscover. Select its wrench icon ( 15'). In the Device Properties page for the device, select the binoculars

icon (#9).
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10. After the device is re-discovered, it should now be aligned with the new device class.

Creating a New Device Class for Devices That Do Not Support SNMP

SL1 includes device classes for devices that are "pingable". By default, these devices are aligned with the device
category of "pingable" and are placed in the device class "Ping | ICMP". To discover devices that have a device
category of "pingable", you must select Discover Non-SNMP in the Discovery Session Editor page.

Devices with the device category of "pingable" are devices that meet one of the following criteria:

e Device does not support SNMP.
¢ SNMP has been disabled on the device.

e Either no SNMP credential was provided in the discovery session or an incorrect SNMP credential was
provided in the discovery session.

In some cases, you might want to discover a "pingable" device and use XML requests, XSLT requests, WMI
requests, SOAP transactions, Python snippets, or SQL queries to gather information from the device. You can do
this through Dynamic Applications.

You might also want to create a more descriptive device class for these types of devices and assign a device
category other than "pingable". SL1 can use the values returned by nmap (run during discovery) to match a
"pingable" device to a descriptive device class.
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NOTE: You can use an existing device class as a template when defining a new device class. To do this,
follow the steps in the Editing a Device Class That is Not SNMP-Enabled section, but supply a
new name in the Device Class field and click [Save As] to save your changes.

NOTE: The Device Class Tier is a read-only field that is automatically populated by the subscription billing
process. If you create a custom device class, please contact Sciencelogic Customer Support to
define the Device Class Tier for the new device closs.

When you create a new device class of type Pingable, you are defining a device class that uses the XML values
returned by nmap to identify member devices.

To create a new device class with a device category of "pingable":

1. To discover details about devices that do not support SNMP, during discovery (System > Manage > Classic
Discovery), you should select an Initial Scan Level of 5. Deep Discovery and select the checkbox for
Discover Non-SNMP. SL1 will run the following nmap command on each device during discovery:

nmap -sS -O --host-timeout=12000ms "-p 21,22,23,25,80" -A --version-all -oX full pathname of file in
which to store XML outputlP address of device

NOTE: Depending on your selections in the Discovery Session Editor page, SL1 might use the -sU or -sT
option instead of -sS. The value supplied to the host-timeout option will vary depending upon the
list of ports specified in the Discovery Session Editorpage. The list of ports supplied with the -p
option will vary depending upon the list of ports specified in the Discovery Session Editor page. For
more details on the nmap command, see the webpage http://nmap.org/book/man.html.

2. SL1 stores the output from the nmap command in an XML file. In the NMAP Report XPATH field (described
later in this section), you specify a path in that XML file. That path will specify the location of a value in the
XML file. SL1 will then examine the specified value and use the regular expression defined in the XPATH
Match Regex field (described later in this section) to match devices to this device class.

3. To begin gathering information to include in the device class, find a device for which you want to create a
"pingable" device class. If you have already discovered this device, it might currently have a device class of

"Ping | ICMP".

4. You must now run nmap on the device. You can either log in directly to the device or log in to another
device that can communicate with the device on which you want to run nmap. At the command prompt,
enter the following:

nmap -sS -O -oX full pathname of file in which to XML output-sV --version-all -A IP address of device

5. Navigate to the XML file where you stored the output from the nmap command. Examine the output and find
an XML element or attribute that you can use to uniquely identify a device class for the device. Note the
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XPATH to the element or attribute. For more information on XPATH syntax, see
http://www.w3schools.com/xpath/xpath syntax.asp.

6. The device data in the XML report generally uses the following element structure:

* Information about nmap, including scan level and debugging level.

* Information about each discovered host, including start-time and end-time for the nmap and the
IP address, MAC address, and hardware vendor.

* Specific information about each port, including the service running on the port, some stored as
attributes of the Port element, some stored as child elements of the Port element

 Specific information about the operating system, include vendor and version number, stored as
attributes of the OSClass element

* Information about uptime for the device.
* Information about traceroute to the discovered device and round-trip time to the discovered device.
* Performance data for this session of nmap.

7. Forexample, suppose we want to create a device class for each device that runs an Apache web server.

After running nmap on a device that is running Apache, we might see the following elements and attributes
under Host/Ports:

<port protocol="tcp" portid="80">

<state state="open" reason="syn-ack" reason_tl="64"/>

<service name="http" product="Apache httpd" version -"2.2.3", extraninfo="(CentOS)"
method="probed" conf="10" />

<script id="html-title" output="Apache HTTP Server Test Page powered by CentOS" />
<script id="http-favicon" output=""/>

</port>

The XPATH would be /nmaprun/host/ports/port/service/@product
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following fields:

Device Class Editor | Editing Class Type [961]

8. Go to the Device Class Editor page (System > Customize > Device Classes) to create a new device class.
Click the [Reset] button to clear any values from the Device Class Editor page. Supply a value in the
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Device Type. Select Pingable.

Root Device. Specifies that this device can have children devices. Ensures that root devices are
included in nightly re-discovery. Leave this box unchecked.

Weight. If two device-class definitions are similar, a device might meet the criteria for both device
classes. In this case, the Weight field tells SL1 which device class to align with the device. The Weight
field allows you to define both detailed, non-SNMP device-class definitions, as well as less detailed,
catch-all device classes.

SL1 will align the device with the device-class definition with the lowest weight. If a device matches
two device-class definitions, and both device classes have the same weight, SL1 will align the device
with the device class that appears first in the alphabetical list of device classes.

For example, you could define a detailed device class with a weight of "1" and a similar but less
detailed device class with a weight of "10". SL1 will first try to assign a discovered device to the
device class with a weight of "1". If the device does not meet the criteria for that device class, SL1T will
then try to assign the discovered device to the device class with a weight of "10".

Device Class. The name of the manufacturer who created the device and/or agent. Can be any
combination of alphanumeric characters, up to 48 characters in length.
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o NMAP Report XPATH. Specifies how should parse the results of an nmap request (run during

discovery) to determine whether the device should be aligned to this device class. If you select an
Initial Scan Level of 5. Deep Discovery for a discovery session, SL1 will run the following nmap
command on each device during discovery. SL1 will include the -A option, to retrieve as much
information as possible and match pingable devices with custom device classes.

o Inthe NMAP Report Path field, enter the XPATH for the element or attribute you want to use to
identify member devices. That path will specify the location of a value in the XML file. SL1 will then
examine the specified value and use the regular expression defined in the XPATH Match Regex
field to match devices to this device class.

In SL1, the XPATH must always begin with /nmaprun/host. Using our example from step #7
above, we would provide an XPATh of:

/nmaprun/host/ports/port/service/@product

NOTE: In the NMAP Report Path field, we included the entire path to the attribute we want to match, but
intentionally did not filter on the attribute value. That is, we specified
/nmaprun/host/ports/port/service/@product instead of
/nmaprun/host/ports/port/service/@product='Apache httpd'. When you include the value of
the afttribute in the XPATH, XPATH does not return the attribute value, but instead returns the entire

element that includes the aftribute. Because the element is not a text string, SL1 cannot search
the element using a regex.
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XPATH Match Regex. In this field, specify a regular expression you want to use when examining the
value returned by nmap. The location of the value returned by nmap is defined in the NMAP Report
XPATH field. SL1 will align a device to a device class if the nmap response includes a value at the
path specified in the NMAP Report XPATH and the value at that location matches the regular
expression in the XPATH Match Regex field.

Using our example in step #7, we would provide the value Apache httpd.

Description. The model name of the device. Can be any combination of alpha-numeric characters,
up to 48-characters in length. For ease-of-use, Sciencelogic recommends that you follow this
convention: If you are creating a device class for an entire manufacturer, rather than for a specific
product, enter "OEM" as the device description.

Device Icon. The icon used to display the device in the graphical interface. To view the available
icons, click [lcons]. Select an icon from the drop-down list.

All in class. Selecting this checkbox updates the device icon for all existing members of the device
class.

Device Category. Alogical categorization of device by primary function. This field allows to group
related devices in reports and views. Select a value from drop-down list.

All in class. Selecting this checkbox updates the device category for all existing members of the
device class.
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 Collection Type. Specifies whether the device is a hardware-based device (physical) or a virtual
device.

o Weight. If two device-class definitions are very similar, a device might meet the criteria for both
device classes. In this case, the Weight field tells which device class to align with the device. SL1 will
align the device with the device-class definition with the lowest weight. If a device matches two
device-class definitions, and both device classes have the same weight, SL1 will align the device with
the device-class that appears first in the alphabetical list of device classes.

The Weight field allows you to define detailed non-SNMP device-class definitions and still have
catch-all device-classes with less-specific criteria.

For example, you could define a detailed device class with a weight of "1" and a similar but less
detailed catch-all device class with a weight of "10". SL1 will first try to assign a discovered device to
the device class with a weight of "1". If the device does not meet the criteria for that device class, SL1
will then try to assign the discovered device to the device class with a weight of "10".

o Device Dashboard. Select a device dashboard from a list of all device dashboards in SL1. For
devices with this device class, the selected device dashboard will appear as an option in the Device
Class Editor page. This field is optional.

9. Click the [Save] button to save your changes to the device class or click the [Save As] button to save your
changes under a new device-class name.

Applying the New Device Class

To apply a new "pingable" device class during discovery:

1. Go to the Discovery Control Panel page (System > Manage > Classic Discovery). If you are creating a
new discovery session, click the [Create] button. If you are editing an existing discovery session, click its

wrench icon ( IE3").

2. Inthe Discovery Session Editorpage:

o In the Initial Discovery Scan Level field, select 5. Deep Discovery.

NOTE: You can also define Initial Discovery Scan Level in the Behavior Settings page (System > Settings
> Behavior). Because this discovery level is very compute-intensive, you might want to avoid setting
this discovery level globally and instead choose this discovery level only for specific discovery
sessions.

o Select the Discover Non-SNMP checkbox.

¢ Select the Model Device checkbox.

3. Click the [Save] button.

4. When you run the discovery session, SL1 will apply the new device class to discovered or re-discovered
devices.
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NOTE: You can also apply a new "pingable" device class during nightly auto-discovery. You can define
(nightly) Rediscovery Scan Level in the Behavior Settingspage (System > Settings > Behavior) and
select 5. Deep Discovery. However, because this auto-discovery level is very compute-
intensive, you might not want to use this setting for global auto-discovery.

Maintaining the New Device Class During Auto-Discovery

If you have applied a new "pingable" device class to a device, you should do the following to make sure that
doesn't reset the device's device-class to "Ping | ICMP" during nightly auto-discovery.

NOTE:SL1 will reset a pingable device's device class to "Ping | ICMP" if Deep Discovery is not enabled for
nightly auto-discovery. You can enable Deep Discovery for nightly auto-discovery in the Behavior
Settingspage (System > Settings > Behavior). Go to the field Rediscovery Scan Level, and select
5. Deep Discovery. However, because this auto-discovery level is very compute-intensive, you might
not want to use this setting for global auto-discovery.

You can disable auto-discovery for each device that uses Deep Discovery. Instead of using nightly auto-discovery,
you can create a scheduled discovery session that will update the device class. To do this:
1. Goto the Device Properties page (Devices> Device Manager > wrench icon).
2. Unselect the checkbox for Auto-Update.
3. Click the [Save] button.
4

Go to the Discovery Control Panel page (System > Manage > Classic Discovery) and create a discovery
session for this device (and each device that uses Deep Discovery and which you want to update regularly).
When creating this discovery session:

¢ Inthe Initial Discovery Scan Level field, select 5. Deep Discovery.
« Select the Discover Non-SNMP checkbox.

o Select the Model Device checkbox.

5. Define the new discovery session as a scheduled discovery session, so you can periodically update the
device's data.

Editing a Device Class That is Not SNMP-Enabled

In the Device Class Editor page, you can edit the parameters of an existing device class.

When you do not select SNMP Enabled, you are defining a device class that does not use SNMP to identify
member devices. Instead, the device class will use a value returned by nmap (run during discovery) to identify
member devices.
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NOTE: You can use an existing device class as a template for a new device class. To do this, follow the steps
in this section, but supply a new name in the Device Class field and select the [Save As] button to
save your changes.

To edit an existing Device Class:

1. Goto the Device Class Editor page (System > Customize > Device Classes), or from the Device
Properties page, select the pencil icon (dﬂ).

2. Inthe Device Class Register pane at the bottom of the page, find the device class you want to edit. Select
its wrench icon ( a).

3. The fields in the top pane will be populated with values from the selected device class.

4. Inthe Device Class Editor page, you can edit the parameters of an existing device class. If you do not
select SNMP Enabled in the Device Type drop-down list, you can edit the value in one or more of the fields
described in the section Creating a New Device Class for Devices That Do Not Support SNMP.

5. Select the [Save] button to save you changes to the device class or select the [Save As] button to save your
changes as a new device class. The newly selected device class is now associated with the device.

Creating a New Component Device Class

A device of type "component" is an entity that runs under the control of @ management system running on a
physical device. For example, SL1 can discover a VMware ESX Server (management system) and then discover
the virtual machines (component devices) running on that VMware ESX Server.

SL1 uses Dynamic Applications to retrieve data from a management system and discover each component device
managed by that system. SL1 then uses that retrieved data to create a device record for each component device.

Device classes for components are aligned with the Dynamic Applications that discover component devices. For
example, we could have a device class of type Component for "Cisco Systems | UCS Chassis". We could align
the Dynamic Application for "UCS Chassis Discovery" with this device class. When SL1 runs the "UCS Chassis
Discovery" Dynamic Application and discovers a component device, SL1 assigns each discovered component
device to the device class "Cisco Systems | UCS Chassis".

When you create a new device class of type Component, you are defining a device class that uses an aligned
Dynamic Application to identify the member devices.

NOTE: The Device Class Tier is a read-only field that is automatically populated by the subscription billing
process. If you create a custom device class, please contact Sciencelogic Customer Support to
define the Device Class Tier for the new device class.

To create a new device class of type Component:
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1. Go to the Device Class editor page (System > Customize > Device Classes).
2. Click [Reset] to clear the fields in the Device Class Editor pane.
3. Configure the device class as follows:

e Device Type. Select "Component".

e Device Class. Enter "Sciencelogic".

o Device Category. Select "Servers" from the drop-down list. This field specifies a logical
categorization of devices by primary function, which allows SL1 to group related devices in reports
and views.

o Root Device. Select this checkbox if you will have additional tiers under this component device.
 Description. Enter a description for the device. Our example uses "SL1 Appliance".
e Device Icon. Select an icon that you created or select a generic icon.

4. Click [Save] to save your changes to the device class. Our completed example is shown below.

Device Class Editor | Editing Class Type [5306]

Device Class Description Dynarmic App Alignment Device Dashboard
[ScienceLogic ) [sL1: Appliance )

(none)
SL1: Compute Node Discovery

Class Identifier 1 Device lcon Allin Class iU AppliancelWithoutCN Discovery.
n v est
#ng) ) REST: Setup Discovery 1
Cisco: VOS Component to Physical Merge
Ciseo: CUCM SIP Trunk Cache ~

[ ) ([SL1Root4

Class Identifier 2 Device Category Allin Class
[ ) ([Servers] v

Editing a Component Device Class

To edit an existing Device Class of Type "Component":

1. Go to System > Customize > Device Classes, or from the Device Properties page, select the pencil icon (

£l).

2. Inthe Device Class Register pane at the bottom of the page, find the device class you want to edit. Select
its wrench icon ( 9)

3. The fields in the top pane will be populated with values from the selected device class.

4. You can edit the value in one or more of the fields. For details on each field, see the section on Creating a
New Device Class of Type "Component".

5. Select the [Save] button to save you changes to the device class or select the [Save As] button to save your
changes under a new device-class name.

Managing Device Classes

The following sections describe how to manually assign a device class to a device and how to change the icon for
a device class in SL1.
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Manually Assigning a Device Class to a Device

To manually assign a device class to a device:

1. Goto the Devices page and select the device to which you want to assign a device class.
2. Onthe Device Investigator page, click [Edit].

3. Click the Info drop-down and click the Device Class field. The Select a Device Class window appears:

Select a Device Class s
L = &
-ﬁ DEVICE CLASS DEVICE CATEGORY TYPE

[ : ) Digi International OEM Unknown physical

I:I Cisco Systems Nexus Fabrics Container Network.Modules component

(, : ) Linux Red Hat Enterprise Servers physical

I:I Cisco Systems UC 520M-48U-6BRIW Telephony physical

.Z::_':ZI Cisco Systems ASA 5545-K7 Network. Firewall physical

[ : ) Cisco Systems CE 7341 Servers physical

I:I Cisco Systems ESR 5940RA Network.Router physical

IZ::_:ZI NetScout Systems Probe3220 Netwaork.Probes physical =

4. The Select a Device Class window displays a searchable list of available device classes, and the category
and type for each class.

TIP: To use an advanced search to find a specific device class, click the gear icon (%) to the right of

the Search field and select Advanced. For more information, see the "Performing an Advanced
Search" topic in the Introduction to SLT manual.

5. Select the device class you want to assign and click the [Set Class] button.

6. Click the [Save] button on the Device Investigator page to save your changes.

Changing the Icon for a Device Class

You can customize the look and feel of the devices that appear on the Devices page by assigning an icon a
device, device class, or device category.

To assign an icon to a device, device class, or device category:
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1. On the Devices page, Device Classes page (Devices > Device Classes), or Device Categories page
(Devices > Device Categories), locate the device, class, or category for which you want to add an icon.

2. Click the Actions button () for that item and select Assign Icon. The Select an Icon window appears:

Select an Icon (6) £sc

X  Advanced Add Icon

A B O

Apache Cloud Aws EC2 EBS Volume EBS VPN_GATE...

Cancel

TIP: To assign an icon to more than one device, device class, or device category, select the
checkboxes to the left of those items and click the [Assign Icon] button.

3. To use an existing icon, select that icon from the list of icons and click the [Select Icon] button.

TIP: If anicon includes a tag, you can search for that icon by typing some or all of the tag text in the
Search field.

4. To upload an icon from your local drive, make sure that the image file meets the following criteria:
 The image file should be in .SVG format.
* The file should not be larger than 40 KB.
¢ The file should not be animated.

* The file should not contain bitmaps.
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5. To start the upload process, click the [Add lcon] button. The Add an lcon window appears:

[

Add an Icon

Browseor |
Drop !

_________________

lcons must:

Be 5VG format

Be no more than 40kb

Mot be animated

Mot contain bitmaps

Cancel

ADD TAGS

# MNewtag

REUSE TAGS

X
ESC

6. Inthe Icon name field, type a name for the icon you want to upload.

7. Inthe Add Tags field, type a short descriptor for the icon, without spaces. You can use this tag for searching

later.

8. You can click the Browse or Drop area to browse for and select the icon, or you can drag and drop the
icon file onto the Add an Icon window.

9. Click the [Add Icon] button. The icon is added to the Select an Icon window.

10. Click the [Select Icon] button to add the icon to the selected item.

Managing Device Classes in the Classic SL1 User Interface

The following sections describe:

¢ Manually changing the device class for a device

¢ Changing the icon for a device class

o Deleting one or more device classes

Managing Device Classes in the Classic SL1 User Interface
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Manually Changing the Device Class for a Device in the Classic SL1
User Interface

During discovery, SL1 automatically assigns a device class to each discovered device. For example, SL1 assigns
the device class "Ping" to devices that do not support SNMP. You might want to manually change the device class
for such a device after discovery.

In the Device Properties page, you can assign a different device class to the device.

To assign a different device class to the device:

1. Go to the Device Manager page (Devices > Device Manager).

2. Find the device you want to edit. Select its wrench icon (s

h Il Il Il I ] [=teaefw] [ Il Il 7
151, 8 fflserver-851 10200177 Office Printers  Lexmark Infernational | Prnt Server 2 Minor  CUGH Adtive Ciseo SNNPV2-ExaV2 )R]
200214 Unknown Shoreline Teleworks | OE 15 System D icatny [T Active CocoSNIPV2-Exav2 s R ]
Servers. Microsoft | Windows Server 2008 R2 77 System Mo CUGH Actve cosmos R
200248 StorageNAS  Quantum Cor - Snap Division | Snap Server 153 System ke CuGt Actve CocoSNWP2-ExaV2 i O )
10200247 Network Switches Juniper Networks | M7i Router 152 System | Zh Heatthy (s3] Active Ciseo SNHPV2 - Exa V2| )Ry [ |
156, 10200.18 Servers Hicrosot| Windows CE Version 30 (Huple 27 System [ ieakny [T Active ChcoSNIPV2-Exav2 s & ]
iVersion744 101 System [ 2a Heakhy (SIS} Active o SHIPVZ-Bxa V2 mb R ]
Servers NET-SNAP | Sokars 169 System ETWdaOR CUGT hetive CicoSNWP2-ExaV2 i O ]
wi0200210 Telephony Quintum | Tenor AB00 18 System [Zh Hoatthy (S5 Active CiscoSNNPV2-ExaV2 Ry |
Netuork Switches Cisco Systems | Catalyst 3750-Stack 7 System [ariearny NS hctie CocosNP2-Exavz Y R ]
161, EE T @10 20015 Netwerk Switches Brocade | ChannetAL Switeh 104 System [ Heatty [T Actve CiscaSNP2-ExaV2 R0
162, ERE e R ! 0.20.0 217 Unknown Tandverg ASA| 0N 2 Sysiem 2 Fealty [T Actie CicoSNIP2-ExaVz i) R [
16, B 20 146 System Do cuGt Actie CiscoSHIIP2-ExaV2 R[]
164, 2 fTOSHIBA & STUDIOZS 1 1020068 Unknown Tec Corporation | M 24 System Dbnor CUGH Active CocoSNWP2-ExaV2 T |
185, BffTricomm Unknown. Xerox | OEM 81 System TiMinor  CUGH Adtive Ciseo SNHPV2-ExaV2 )Ry [ |
Network Switches isco Systems | TS SEG 6 System [ ticatny [ Actire CocoSNIP2-Exav2 s R )
Network Switches Cisco Systems | TS SEC. 67 System [ Heathy [ Active Cisco SHPZ B V2 im0 RNA |
Unénown P OEL 16 System Tbinor cuGt Actve CocoSNWP2-ExaV2 i1 [
EnvironmentalUPS APC | SmartUPS 2200 e System A crtical (ST} Active CiscoSNNPV2-ExaV2 )Ry |
Unknown  General nstument ] GEN 5 system Aricamny [ Aetive CooSNP2-Bav2  mEREC]
Telephony Vina Te Mukiplexor 138 System | 2k Healthy (S]] Active iPv2 B V2 U R
Servers Empre Technologies | Defaut Enferprise Agent &7 System P UGt hetive CicoSNWP2-ExaV2 i) R ]
Network Router  Gisco. & System Tinor  cUG1 Active CiscoShliPv2-Exave Ry [ |
Unknown Generic| SN 78 System [ aricarny NS hctie CicosNP2-Exavz  mEd R ]
Servers XenSarver| Xen Host 176 System [ZhHeathy (S Active Cisen SNIPV2-Exa V2 im0 Ry [
[ewngpagen— [+] [isekctacton ———— [4]
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3. Inthe Device Properties page, find the Device Class field. Select the toolbox icon (¥8).

Properties Thresholds

Logs

Schedule

Collections Monitors

Group / Collestor

= 10200175 [ Physical Device:

> 10.20.0.175] 62 v Unknown
Generic SNWP
System Uptime | 0 days, 00:00:00
Active Collection Time | 2014-08-12 17:20:00

CUG2Z | em7_cu2

Device Properties

Organization |  Asset

Reset Guide

Identification

Device Name

IP Address

Organization

[10200175 |3 [110.20.0.175 - verfied] =] | Bystem) [=] #
L Preferences
Device Class  [Generic SNMP | 2 Auto-Clear Events.
SHMP Read/Write | [Cisca SNMPv2 - Bxample | [=][[ Nome ] =] Accept Al Logs
Avaiabiity Port [ [UDP] [=][1161-SNMP) =17
Latency Port | ICMP] [=][ncme =] Daily Port Scans
AavaileLatency Alert | [Disable] [=]
Auto-Update
User | [Disabled] [=] [ Maintenance Collection Enabled]
Colection | [Enabled] [=][1cUGz] [=] Scan AllIFs
Coll. Type | [Standard] EI
Critical Ping | [Disabled] El Dynamic Discovery
Dashboard | Nane [=]

Preserve Hostname

Disable Asset Update

Event Mask | [Group in blocks every 10 minutes] El

4. Inthe Select New Device Class modal page, select a device class.

5. There are two other ways to align devices with the devices class:

* You can re-run discovery for a single device. To re-discover a device, go to Devices > Device
Manager. Find the device you want to re-discover. Select its wrench icon ( 5') In the Device

Properties page for the device, select the binoculars icon (#4). After the device is re-discovered, it
will be aligned with the appropriate device class. You can repeat this process for each device you
want to align with the new or edited device class.

* Ifyou re-run one or more discovery sessions (System > Manage > Classic Discovery), SL1 will
automatically apply the new or edited device class to those devices that match the criteria. Remember
that to discover details about device of type "pingable", you must select the checkbox Discovery
Non-SNMP. Optionally, to retrieve details about "pingable" devices, in the field Initial Scan Level,
you can also select 5. Deep Discovery.

Changing the Icon for a Device Class in the Classic SLT User
Interface

You can select a new icon for a device class or import your own image as an icon. To do this:

1. Goto the Device Class Editor page (System > Customize > Device Classes), or from the Device
Properties page, select the pencil icon (21).
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2. Inthe Device Class Register pane at the bottom of the page, find the device class you want to edit. Select

its wrench icon ( IE'?i').

3. The fields in the top pane will be populated with values from the selected device class. To edit the icon
associated with the selected device class, edit the value of the Device Icon field. The icon you select will be
associated with the device class.

* To view the list of icon names and icon images, select the [lcon] button in the upper right of the page.
* The Device lcon Browser modal page displays a list of all icons for device class.
* To import an image to use as an icon, select the [Import] button. In the Device Icon Browser modal

page, you can import a .png image for use as anicon in SL1.

4. Select the [Save] button to save the changes to the device class.

Aligning One or More Device Classes with a Device Dashboard

From the Device Class Editor page, you can align one or more device classes with a device dashboard. You
can manually align a device dashboard with a device class. For devices that do not have a device dashboard
defined in the Device Properties page, the device dashboard associated with the device class will appear as the
default view in the Device Summary page.

NOTE: From the Device Summary page, the user can select and view any device dashboards that are
associated with the device, the device's device class, the device's device category, the device's
Dynamic Applications, and the Global Default.

1. To align a device dashboard with one or more device classes:
2. Goto the Device Class Editor page (System > Customize > Device Classes).

3. Inthe Device Class Register pane at the bottom of the page, find the device class(es) you want to align.
Select its checkbox ().

4. Inthe Select Action drop-down in the lower right, select a device dashboard in the Align Device Dashboard
section. Select the [Go] button.

5. Each selected device class is now aligned with the selected device dashboard. For devices that do not have
a device dashboard defined in the Device Properties page, the device dashboard associated with the
device class will appear as the default view in the Device Summary page.

Deleting One or More Device Classes

From the Device Class Editor page, you can delete one or more device classes.

NOTE: Before you delete a device class, you should assign any member devices to another device class. If
you delete a device class that is associated with a device, that device will now display "Unknown -
Missing" for device class. During the next discovery session, SL1 will try to find the appropriate device
class for the device.
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To delete one or more device classes:

1. Goto the Device Class Editor page (System > Customize > Device Classes), or from the Device
Properties page, select the pencil icon (d’ﬂ).

2. Inthe Device Class Register pane at the bottom of the page, find the device class(es) you want to delete.
Select its checkbox.

3. Inthe Select Action drop-down in the lower right, select DELETE Device Classes. Select the [Go] button.

4. Each selected device class is deleted from SLT.

5. Ifthe device class includes devices, after deletion, those devices will have a device class of "unknown". While
the device has a device class of "unknown", polling associated with existing device policies might fail. During
the next discovery session, SL1 will rediscover those devices and try to assign a device class to another
device class. For example, if you delete the device class for Microsoft Servers, during nightly discovery, SL1
would assign those devices to the device class for Microsoft OEM.

Device Categories

A device category is a logical categorization of a device by primary function, such as "server", "switch", or
"router". SL1 uses device categories to group related devices in reports and views.

Device categories are paired with device classes to organize and describe discovered devices. Device class
usually describes the manufacturer. Device category describes the function of the hardware. Each device class
can include a device category.

NOTE: "Reserved" device categories are those device categories required by SL1. These device categories
cannot be edited or deleted. If a device category does not display the bomb icon (& ), the device
category is a reserved device category and cannot be deleted.

"Pingable" Device Category

Devices that have a device category of "pingable" are devices that meet one of the following:

* Device does not support SNMP.
e SNMP has been disabled on the device.

* Wrong credential was provided during discovery and "Discover Non-SNMP" was enabled for the discovery
session.
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Viewing the List of Device Categories

On the Device Categories page (Devices > Device Categories), if you have the proper permissions, you can
view a list of existing device categories, create and edit device categories, and duplicate device categories.

You can also assign an icon to a specific device category, and those icons will appear on the Device Categories
page. The icons also appear on Maps as well as Device Investigator and Service Investigator pages.

= Device Categories @ Hep A Activity  em7admin v Scfencel_ogic
38 Q Typet . = -3
A
& Gridsettings v

= D Category Name Last Edited By Last Edited
=]

D « Cloud em7admin Sep 1,2022,12:44 PM
&

D -« Cloud.Account em7admin Sep 1,2022,12:44 PM

D = Cloud.Analytics em7admin Sep 1,2022, 12:46 PM

D 2 Cloud AppService em7admin Sep 1,2022, 12:44 PM

O 2 CloudAailabilityZone em7admin Sep 1,2022, 12:44 PM

D 2 Cloud BigData em7admin Sep 1,2022, 12:44 PM

D 2 Cloud Compute em7admin Sep 1,2022, 12:44 PM

D Cloud.Container em7admin Sep 1,2022, 12:46 PM

D Cloud.Database em7admin Sep 1,2022, 12:44 PM

D Cloud.DataFactory em7admin Sep 1,2022, 12:46 PM

D Cloud.laas em7admin Sep 1,2022, 12:44 PM

D Cloud.Integration em7admin Sep 1,2022, 12:46 PM

D Cloud.loT Device em7admin Sep 1,2022, 3:54 PM

TIP: If you are looking for a very specific set of device categories, click the gear icon ($38) to the right of the

Search field and select Advanced. In this mode you can create an advanced search using "AND" or "OR"
for multiple search criteria. For more information, see the "Performing an Advanced Search" topic in the
Introduction to SLT manual.

For each device category, the Device Categories page displays the following information:

o Category Name. The name of the device category.
o Last Edited By. The name of the user who created or last edited the device category.

o Last Edited. The date and time at which the device category was created or last edited.
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TIP: To rearrange the columns in the list, click and drag the column name to a new location. You can adjust
the width of a column by clicking and dragging the right edge of the column. For more information
about editing and adding columns, see "Editing the Settings for an Inventory Page" in the Introduction to

SL1 manual.

Creating a New Device Category

To create a new device category:

1. On the Device Categories page (Devices > Device Categories), click the [Create Device Category]
button. The Add New Category window appears:

Add new Category ESC

EDIT USER

EDIT DATE

....................

2. Inthe Category Name field, type a name for the new device category.

3. To add anicon for the new category, click the Browse area to select an existing icon from the Select an
Icon window.
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TIP: If an icon includes a tag, you can search for that icon by typing some or all of the tag text in the Search

field.

4. Onthe Add New Category window, click the [Save Category] button. The category is added to the
Device Categories page.

Editing a Device Category

To edit a device category:

1. On the Device Categories page, locate the device category that you want to edit.
2. Click the name of the device category to open the category details page.

3. You can edit the Category Name and Icon. When you are finished making changes, click the [Save
Category] button.

Duplicating a Device Category

To duplicate a device category:

1. On the Device Categories page, locate the device category that you want to duplicate.
2. Click the Actions button () for that device category and select Duplicate.

3. Aduplicate of that device category will appear with the word "copy" appended to the original name. Click
on the name of the device category to edit the category name.

Assigning an lcon to a Device Category

You can customize the look and feel of the devices that appear on the Devices page by assigning an icon a
device, device class, or device category.

To assign an icon to a device, device class, or device category:

1. On the Devices page, Device Classes page (Devices > Device Classes), or Device Categories page
(Devices > Device Categories), locate the device, class, or category for which you want to add an icon.
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2. Click the Actions button (#) for that item and select Assign Icon. The Select an lcon window appears:

Select an Icon (6) EsC

Q | X Advanced Add Icon

o

Apache Cloud Aws EC2 EBS Volume EBS VPN_GATE...

Cancel

TIP: To assign an icon to more than one device, device class, or device category, select the
checkboxes to the left of those items and click the [Assign Icon] button.

3. To use an existing icon, select that icon from the list of icons and click the [Select Icon] button.

TIP: If an icon includes a tag, you can search for that icon by typing some or all of the tag text in the
Search field.

4. To upload an icon from your local drive, make sure that the image file meets the following criteria:
* The image file should be in .SVG format.
* The file should not be larger than 40 KB.
¢ The file should not be animated.

* The file should not contain bitmaps.
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5. To start the upload process, click the [Add Icon] button. The Add an Icon window appears:

X
Add an Icon foc

ADD TAGS

Browse or
Drop

REUSE TAGS

N

cons must:

i Be5VG format

1 Be nomore than 40kb
i Mot be animated

i Mot contain bitmaps

Cancel

6. Inthe Icon name field, type a name for the icon you want to upload.

7. Inthe Add Tags field, type a short descriptor for the icon, without spaces. You can use this tag for searching
later.

8. You can click the Browse or Drop area to browse for and select the icon, or you can drag and drop the
icon file onto the Add an Icon window.

9. Click the [Add Icon] button. The icon is added to the Select an Icon window.
10. Click the [Select Icon] button to add the icon to the selected item.

Managing Device Categories in the Classic SL1 User Interface

This section describes how to view, define, and manage device categories using the Device Category Editor in
the classic SL1 user interface.

Viewing the List of Device Categories in the Classic SLT User Interface

The Device Category Editor page displays a list of all existing device categories. To view this page:
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1. LogintoSLI.
2. Go to the Device Category Editor page (System > Customize > Device Categories).

Device Category Editor [ Reset [ cuice |
.
vapteon
Device Dashboard
Device Category Register | Categories Found [132]
c ame Map lcon D Edit Date a

1. BAPM 2//em7/libs/map_icons/cloud. swf Device Map 130 em7admin 2020-04-10 13:30:34 ¢

2. & APM Application 2 fem7/libs/map_icons/cloud swf 131 em7admin 2020-04-10 13:30:39 ¢

3. B APM Host 2 /em7/libs/map_icons/cloud.swf 132 em7admin 2020-04-10 13:30:39 ¢

4. B Cloud ) /lem7/libs/map_icons/cloud swf Device Map + Log 91 em7admin 2019-06-03 14:04:26

5. & Cloud Account @) lem7/libs/map_icons/cloud.swf Device Map + Log 39 em7admin 2019-06-03 14:04:26

6. & Cloud AppService @) lem7/libs/map_icons/cloud.swf Device Map + Log 50 em7admin 2019-06-03 14:04:26

7. & Cloud AvailabilityZone 2//em7/libs/map_icons/cloud. swf Device Map + Log 53 em7admin 2019-06-03 14:04:26

8. Cloud BigData 2 fem7/libs/map_icons/cloud swf Device Map + Log 54 em7admin 2019-06-03 14:04:26

9. Cloud Compute 2 /em7/libs/map_icons/cloud.swf Device Map + Log 41 em7admin 2019-06-03 14:04:26
10. # Cloud Database ) /em7/libs/map_icons/cloud swf Device Map + Log 51 em7admin 2019-06-03 14:04:26

11. @ Cloud.laas @) lem7/libs/map_icons/cloud.swf Device Map + Log 90 em7admin 2019-06-03 14:04:26
12. # Cloud Location ) lem7/libs/map_icons/cloud.swf - 40 em7admin 2019-06-03 14:02:51
13. # Cloud. Network 2//em7/libs/map_icons/cloud. swf Device Map + Log 38 em7admin 2019-06-03 14:04:26

14. # Cloud Region 2 fem7/libs/map_icons/cloud swf Device Map + Log 52 em7admin 2019-06-03 14:04:26
15. # Cloud Security ) lem7/libs/map_icons/cloud.swf Device Map + Log 55 em7admin 2020-04-10 13:28:32
16. # Cloud Service ) /em7/libs/map_icons/cloud swf Device Map + Log 37 em7admin 2019-06-03 14:04:26
17. # Cloud Storage ) /em7/iibs/map_icons/cloud.swf Device Map + Log 42 em7admin 2019-06-03 14:04:26
18 B Contsiners a lamTlihaiman innclam suf - 1R am7admin 2010.0.02 140541 P

3. Foreach device category, the Device Category Editor page displays the following:

o Category Name. The name of the device category.

e Map Icon. Pathname of the image used as an icon for the device category.

o Device Dashboard. This field displays the device dashboard associated with the device category.
 ID. A unique numeric identifier for the device category, automatically assigned by SL1.

« Edit User. User who created or last edited the device category.

e Edit Date. Date and time the device category was created or last edited.

TIP: To sort the list of device categories, click on a column heading. The list will be sorted by the column
value, in ascending order. To sort by descending order, click the column heading again. The Edit Date
column sorts by descending order on the first click; to sort by ascending order, click the column heading
again.

Creating a New Device Category in the Classic SL1 User Interface

From the Device Category Editor page, you can create a new device category. To do this:

1. Goto the Device Category Editor page (System > Customize > Device Categories).
2. Click the [Reset] button to clear any values from the fields in the editor pane.

3. Inthe editor pane at the top of the page, supply values in each of the following fields:
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o Category Name. Enter a name for the new device category. This name can be any combination of
alphanumeric characters, up to 32 characters in length. SL1 naming convention is to create names
using the following prefixes:

° Environmental for environmental-monitoring devices.

© Network for networking hardware like routers, switches, and firewalls.
o Office for office equipment.

o Server for server hardware.

o System for networked hardware like servers and network stores.

° Telephony for telephone hardware.

° Wireless for wireless network hardware.
However, you are not required to follow this convention.

e Map Icon. Select an icon to be associated with this device category. You can select from a list of all
possible icons for device categories. The selected icon will be used to represent members of the
device category in the network maps in Views and maps.

o Device Dashboard. Select a device dashboard from a list of all device dashboards in SL1. For
devices with this device category, the selected device dashboard will appear as an option in the
Device Summary page. This field is optional.

4. Click the [Save] button.

5. The new device category should now appear in the list of device categories in this page and appear in the
Device Category drop-down list in the Device Class Editor page.

Editing a Device Category in the Classic SL1 User Interface

In the Device Category Editor page, you can edit the parameters of an existing device category. To do this:

1. Goto the Device Category Editor page (System > Customize > Device Categories).

2. Inthe register pane at the bottom of the page, find the device category you want to edit. Click its wrench
. @
icon (&%)

3. The fields in the top pane will be populated with values from the selected device category. You can edit the
value in one or more of the fields.

4. Fora description of each field, see the previous section on Creating a New Device Category.

Deleting a Device Category

From the Device Category Editor page, you can delete an existing device category.
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Do not delete device categories that are being used by managed devices. If you delete a device
category to which devices have been assigned, you risk losing data from the device.

To delete a device category:

1. Go to the Device Category Editor page (System > Customize > Device Categories).
2. Find the device category you want to delete. Click its bomb icon (& ).

3. The device category is deleted from SL1.

Aligning One or More Device Categories with a Device Dashboard

From the Device Category Editor page, you can align one or more device categories with a device dashboard.
For devices that do not have a device dashboard defined in the Device Properties page or in the Device Class
Editor page, the device dashboard associated with the device category will appear as the default view in the
Device Summary page.

NOTE: From the Device Summary page, the user can select and view any device dashboards that are
associated with the device, the device's device class, the device's device category, the device's
Dynamic Applications, and the Global Default.

To align a device dashboard with one or more device categories:

1. Goto the Device Category Editor page (System > Customize > Device Categories ).
2. Find the device categories you want to align. Select their checkboxes ().

3. Inthe Select Action drop-down list in the lower right, select a device dashboard under the Align Device
Dashboard section. Click the [Go] button.

4. Each selected device category is now aligned with the selected device dashboard. For devices that do not
have a device dashboard defined in the Device Properties page or in the Device Class Editor page, the
device dashboard associated with the device category will appear as the default view in the Device
Summary page.
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Chapter

Device Relationships

Overview

This chapter describes device relationships in SL1.
Use the following menu options to navigate the SL1 user interface:
« To view a pop-out list of menu options, click the menu icon [E).

» To view a page containing all of the menu options, click the Advanced menu icon ( + ).

This chapter covers the following topics:

What are Device Relationships? ... . 182
Viewing the List of Device Relationships ... . . . 182
Viewing Relationships for a Single Device ... . 186
Viewing Device Topology MAPS ... 187
Defining Device Relationships ... 188
Event Correlation ... 189
Layer-2 Topology Collection ... 193
CDP Topology Collection ... 193
LLDP Topology Collection ... ... . 195
Layer-3 Topology Collection ... 196
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What are Device Relationships?

SL1 automatically defines parent and child relationships for certain devices. Users can also manually define some
types of relationships. Devices can have the following types of relationships:

Layer-2 devices and their clients. Layer-2 relationships are automatically discovered by SL1 and can be
created in the Subnet Map (L2) page (Maps > Classic Maps > Topology Maps > Layer-2).

Layer-3 devices and layer-2 devices. Layer-3 relationships are automatically discovered by SL1 and can be
created in the Layer 3 Map page (Maps > Classic Maps > Topology Maps > Layer-3).

Network devices that use CDP (Cisco Discovery Protocol) and devices that are specified as neighbors in the
CDP tables. CDP relationships are automatically discovered by SL1 and can be created in the Subnet Map
(CDP) page (Maps > Classic Maps > Topology Maps > CDP).

Network devices that use LLDP (Link Layer Discovery Protocol) and devices that are specified as neighbors in
the LLDP tables. LLDP relationships are automatically discovered by SL1 and can be created in the Classic
Maps > Topology Maps > LLDP page (Maps > Classic Maps > Topology Maps > LLDP).

Component devices and their parent devices using Dynamic Application data. For example, virtual
machines and their hypervisors.

Device relationships between root devices, parent devices, and component devices (Component Mapping).

Device relationships created using Dynamic Application data. For example, the Dynamic Applications in the
VMware vSphere and NetApp PowerPacks are configured to create relationships between VMware
Datastore component devices and their associated NetApp Volume component devices.

Generic parent-child relationships, sometimes referred to as Event Correlation relationships or Ad-Hoc
relationships, can be manually created. These relationships can be created in the Device Children page
for the parent device.

NOTE: SL1 also automatically discovers relationships between VMWare hypervisors and VMWare virtual

machines using SNMP data, but only for legacy versions VMWare ESX 3.5 and VMWare ESX
4.x.

All device relationships are displayed as child and parent relationships. For example:

A layer-2 switch is a parent device and a firewall attached to the switch is a child device.
Alayer-3 router is a parent device and a layer-2 switch attached to the router is a child device.

AVMware ESX server is a parent device and a Linux VM on that server is a child device.

Viewing the List of Device Relationships

The Device Relationships page displays information about every parent-child relationship that has been
automatically created by SL1 or manually defined by a user.
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For each child device, the Device Relationships page displays at least the MAC address of the child interface
and, if possible, the device name of the child device, the IP address associated with the child interface, the name
of the child interface, and the manufacturer of the child interface.

For each parent device, the Device Relationships page displays the device name, the name of the parent
interface, the MAC address of the parent interface, and the manufacturer of the parent interface.

For example, suppose a switch has been discovered by SL1. Suppose that 12 interfaces on that switch are in use.
Suppose that only three of those 12 interfaces are connected to child interfaces that have been discovered by
SL1. The Device Relationships page will display whatever ARP information SL1 can retrieve about the remaining
nine child interfaces. In most cases, SL1 can retrieve the MAC address and manufacturer associated with the child
interface, even if the child interface has not been discovered by SL1.

The relationships in the Device Relationships page are dynamically updated. If SL1 discovers a new
relationship, SL1 updates the Device Relationships page.

You can view information for each parent-child relationship between two devices managed by SL1 or for a single
parent device managed by SL1 and an unknown child device.

To view information on Device Relationships:

1. Go to the Device Relationships page (Registry > Networks > Device Relationships).

2. The Device Relationships page displays the following information:

TIP: You can sort the list of user device relationships by column. To sort by ascending column value, click on
a column heading. To sort by descending column value, click on the same column heading a second
time.

NOTE: The Device Relationships page respects multi-tenancy rules. This means that you can view
relationships in this page only if both devices are aligned with an organization of which you are a
member.
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Device Relationships | Relationships Found [1477]

Child ~ Child IP Child Interface +  Child Phys Addr Parent Parent Interface Parent If Alias Parent Phys Add Type
( ( 1 1 )( 1 ) ) )( )| )]
U P e
[[Viewing Page. 1] =)

o Child. If the child device has been discovered by SL1, this column contains the name of the device and a
link to the Device Relationships page for the child device.

o Child IP. If the child device has been discovered by SL1, this column contains the IP address through which
the child communicates with the parent device.

« Child Interface. If the child device has been discovered by SL1, this column contains the name of the
interface through which the child device communicates with the parent device and a link to the Interfaces
Found page for the child interface.

o Child Phys Addr. The physical address (MAC address) for the interface through which the child device
communicates with the parent device.

¢ Child IF Manufacturer. If included in the MAC address, the manufacturer of the child interface.
e Parent. The name of the parent device and a link to the Device Relationships page for the parent device.

o Parent Interface. The name of the interface through which the parent device communicates with the child
device and a link to the Interfaces Found page for the parent interface.

e Parent IF Alias. Easy-to-remember, human-readable name for the interface on the parent device.

o Parent Phys Addr. The physical address (MAC address) for the interface through which the parent device
communicates with the child device.

e Parent IF Manufacturer. If included in the MAC address, the manufacturer of the parent interface.

o Type. Describes the relationship between the parent device and child device. Possible values are:

o CDP

(o}

LLDP
° Component Mapping

° Component Relationship

o

Event Correlation
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° Layer-2
° Layer-3
° VMware

Filtering the List of Device Relationships

You can filter the list on the Device Relationships page by one or more parameters. Only device relationships
that meet all the filter criteria will be displayed in the Device Relationships page.

To filter by parameter, enter text into the desired filter-while-you-type field. The Device Relationships page
searches for device relationships that match the text, including partial matches. By default, the cursor is placed in
the left-most filter-while-you-type field. You can use the <Tab> key or your mouse to move your cursor through
the fields. The list is dynamically updated as you type. Text matches are not case-sensitive.

You can also use special characters to filter each parameter.
Filter by one or more of the following parameters:
o Child. You can enter text to match, including special characters, and the Device Relationships page will

display only device relationships that have a matching device name on the child device.

o Child IP. You can enfer text to match, including special characters, and the Device Relationships page will
display only device relationships that have a matching IP address on the child interface.

« Child Interface. You can enter text to match, including special characters, and the Device Relationships
page will display only device relationships that have a matching name on the child interface.

o Child Phys Addr. You can enter text to match, including special characters, and the Device Relationships
page will display only device relationships that have a matching MAC address on the child interface.

o Child IF Manufacturer. You can enter text to match, including special characters, and the Device
Relationships page will display only device relationships that have a matching manufacturer for the child
interface.

o Parent. You can enter text to match, including special characters, and the Device Relationships page will
display only device relationships that have a device name on the parent device.

o Parent Interface. You can enter text to match, including special characters, and the Device Relationships
page will display only device relationships that have a matching name on the parent interface.

o Parent IF Alias. You can enter text to match, including special characters, and the Device Relationships
page will display only device relationships that have a matching IF alias on the parent interface.

o Parent Phys Addr. You can enter text to match, including special characters, and the Device
Relationships page will display only device relationships that have a matching MAC address on the parent
interface.

o Parent IF Manufacturer. You can enter text to match, including special characters, and the Device
Relationships page will display only device relationships that have a matching manufacturer for the parent
interface.

o Type. You can enter text to match, including special characters, and the Device Relationships page will
display only device relationships that have a matching type.
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Viewing Relationships for a Single Device

You can view all links for a single device on the Relationships tab of the Device Investigator (or on the Device
Relationships page in the Device Properties panel in the classic SL1 user interface).

To view all links for a single device:

1.
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Go to the Relationships tab of the Device Investigator. (Alternatively, in the classic SL1 user interface, go
to the Device Manager page (Devices > Device Manager), click the wrench icon for a device ( F‘) and
click the [Relationships] tab in the Device Properties pane.) The Device Relationships page appears.

The left pane of the Device Relationshipspage displays links to parent devices. The right pane of the
Device Relationships page displays links to child devices. For each relationship, the Device
Relationships page displays the following information:

Device Relationships. Actions Reset Guide
Component Mapping Component Mapping
Parent Device: GgAWS SE Sandbox Child Device: G
Child Device
Child Device.
Child Device: &g
Child Device.

Child Device:

Child Device
Child Device: ggSydney: ap-southeast-2
Child Device: ggStockholm: eu-north-1

Child Device: GgMumbai: ap-south-1

« Type of relationship. Possible values are:

° Layer 2. Layer-2 devices and their clients.
° layer 3. Layer-3 devices and layer-2 devices.
° VMware. Hypervisors and their virtual machines.

© CDP. Network devices that use CDP (Cisco Discovery Protocol) and devices that are specified as
neighbors in CDP tables.

© [LDP. Network devices that use LLDP (Link Layer Discovery Protocol) and devices that are specified
as neighbors in LLDP tables.

o Event Correlation. Relationships defined manually by users through the user interface.

° Component Mapping. Relationships defined using Dynamic Applications.

o Parent Device. The name of the parent device and a link to the Device Properties page for the
parent device.
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o Parent Interface. The name of the interface through which the parent device communicates with the
child device and a link to the Interfaces Found page for the parent interface.

o Child Device. The name of the child device and a link to the Device Properties page for the child
device.

« Child Interface. The name of the interface through which the child device communicates with the
parent device and a link to the Interfaces Found page for the child interface.

NOTE: Clicking on a device reloads the Device Relationships page and makes the selected device the
primary device.

Viewing Device Topology Maps

On the [Map] tab in the Device Investigator, you can view a map of the selected device and all of the devices
with which the device has relationships.

VMs Info v Report ‘ Tools “

tions Processes Redirects Relationships Schedules Journals Services Map Monitors Thresholds Tickets Notes Q More v

These relationships include:

* Layer-2 devices and their clients
¢ Layer-3 devices and Layer-2 devices

¢ Component devices and their parent devices. For example, virtual machines and their hypervisors and their
virtual machines.

» Network devices that use CDP (Cisco Delivery Protocol) and devices that are specified as neighbors in CDP
tables

¢ Links between network devices that use CDP (Cisco Discovery Protocol) and devices that are specified as
neighbors in CDP tables
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* Network devices that use LLDP (Link Layer Delivery Protocol) and devices that are specified as neighbors in
LLDP tables

¢ Links between network devices that use LLDP (Link Layer Discovery Protocol) and devices that are specified
as neighbors in LLDP tables

* Device relationships between root devices, parent devices, and component devices (Component Mapping)
* Device relationships created with Dynamic Applications

* Manually created parent-child relationships that affect event correlation
A map includes the following graphical elements:

o Nodes. Shapes that represent Devices, Topology Elements, and Business Services defined in SL1. The shape
of a node represents its type, and the color of its outline specifies the current state of the node.

o Edges. Lines with or without arrows that represent the relationships and hierarchies between nodes. All
device relationships are displayed as child and parent relationships. If the nodes on a map contain arrows,
then the arrows represent the direction of the relationship, pointing from the child node to its parent node. If
a node does not contain an arrow, then the relationship is bi-directional, or undirected.

When you hover your mouse over a device icon on the map, a pop-up window appears that displays information
about that device. Click the device name in the pop-up window to go to the Device Investigator for that device.

You can use the icons on the page to do the following:
« Increase the map size (EN)
« Decrease the map size ([EY)
o Fitall of the map elements into the viewing pane )

« Center the selected elements of a map in the viewing pane (E&)

Defining Device Relationships

The Device Children modal page allows users to select one or more devices to become children of the currently
selected device.

To add children to a device:

1. Go to the Relationships tab of the Device Investigator. (Alternatively, in the classic SL1 user interface, go
to the Device Manager page (Devices > Device Manager), click the wrench icon for a device ( Jﬂ') and
click the [Relationships] tab in the Device Properties pane.) The Device Relationships page appears.
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2. Click the [Actions] button and then select Device Children. The Device Children modal page appears:

For Device [ 1048 ] Reset

Available Children -
Device Name Action
[ )

1. ) 10.100.100.22 [ ]

2. Z34#10.100.100.34

3. 21025120

| B

4 ZaM102572

5 odaf)1064.172.73

| LI

6. o gl AIDAIHXVQSNXTUJBFOWYE

7. w o) 2p-northeast-1 CloudTrail Service

(LA

8. & 4l ap-northeast-1 CloudWatch Service [

9z mflap-northeast-1 default [ ] -

Save

3. Inthe Device Children page, select one or more devices to be children of the current device.

4. Click [Save].

Event Correlation

In SL1, event correlation means the ability to build parent-child relationships between devices and their events.
When events are correlated, only the parent event is displayed in the Events page.

* Inthe Events page, the child events are rolled up and nested under the parent event and are displayed only
if you click on the magnifying-glass icon ().

o Forthe parent event, the Count column will be incremented to indicate the number of correlated child
events.

For details on event correlation, see the manual titled Events.

Events that Might Not Be Displayed in the Events Page

In SL1, there are four types of events that might not be displayed in the Events page:
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 Rolled-up events. Multiple occurrences of the same event on the same device. When the same event

occurs multiple times on a single device, SL1 does not display each occurrence in the Events page. Instead,
SL1 displays a single entry and notes the number of occurrences in the Count column.

Suppressed Events. Suppressed events do not appear in the Events page.

Topology Events. In SL1, event correlation or topology suppression means the ability to build parent-child
relationships between devices and between events. When events are correlated, only the parent event is
displayed in the Events page. The magnifying-glass icon (™) appears to the left of the parent event. When
you click on the magnifying-glass icon, the list of child events is displayed. The child events are rolled up
under the parent event and are not displayed in the Events page. For the parent event, the count column
will be incremented to indicate the number of correlated child events. Optionally, you can define event
categories that allow SL1 to more efficiently align suppressing events with suppressible events. When you
align an event category to a suppressing or suppressible event, that event will be correlated with only events
that are aligned with the same event category.

Event Masks. In the Device Properties page for each device, you can define an Event Mask. When a
device uses the Event Mask setting, events that occur on a single device within a specified span of time are
grouped together. In the Events page, masked events are displayed under a single event, the one with the
highest severity. The magnifying-glass icon ("%) appears to the left of the event. When you click on the
magnifying-glass icon, the list of all events that are masked under event is displayed.

Defining Event Correlation

To manually configure event correlation in the classic SL1T user interface, you must define two types of events:

o Suppressing events. If this event occurs on a parent device, SL1 will search all related children devices for

suppressible events. On the children devices, all suppressible events will be suppressed. Only the
suppressing event will appear in the Events page (or the Event Console page in the classic SL1 user
interface) . The suppressible events will not appear in the Events page (or the Event Console page in the
classic SL1 user interface) .

« Suppressible events. This type of event is suppressed on a child device only when a suppressing event

occurs on the parent device.

NOTE: If you configure event categories, the suppressing and suppressible events must be associated with

the same category for correlation to occur. If you do not configure event categories, each and every
suppressing event that occurs on a parent device will cause SL1 to suppress all suppressible events
on the associated children devices.

To define an event as a suppressing event on the Event Policy Manager page in the classic SL1 user interface):
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Go to the Event Policy Manager page (Registry > Events > Event Manager.

On the Event Policy Manager page, click the wrench icon (#) of the event that you want to define as the
suppressing event. The Event Policy Editor page appears.

On the Event Policy Editor page, click the [Advanced] tab.
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Event Policy Editor | Editing Event Policy [1425] mm
[ Paliy | Advenced | Suppression:
Occurrence Count First Match String
== Elo|| @
Occurrence Time Second Match String
[[Drasid ] Fle|l @
Expiry Del;
| [Thou] Py Jeay E| 0 Identifier Pattern Override Ytype
e — | | @ [[Nore] Fle
ceeon e Identifier Format
[[0-Fst] -l@|, |@
Link-Alert
| |_ [Cisco (Tandberg C Series). HOMI Input is EI 7] Auto-Clear Topology Suppression
Component Type Healthy: AKCP: AC Voltage sensor now reporting Nomal Status [1523] -« | g4 |Suppress|ng El [
| [N/AT EI Healthy: AKCP: DC Voltage sensor retumed to Normal Status [1530] B —
Healthy: AKCP: Dry contact sensor now Nomal [1521] m Caleqory
Healthy: AKCP: Smoke detector now Mormal Status [1518] [ None Selected | - | &
External Event id Healthy: AKCP: Water sensor now Nommal [1513]
| |9 Healthy: Alteon: Primary Power Supply Healthy [1409]
Healthy: Alteon: Redundant Power Supply Healthy [1410]
External Category Healthy: APC: Batteries Do Not Need Replacement [346]
[ | @ || Healthy: APC: Battery Charge Nomal [945]
Healthy: APC: Battery Run Time Remaining No Longer Critical [342]
Match Logic Healthy: APC: Calibration Test Completed [954]
Healthy: APC: Communication Status Olay [545]
[[Text Search] -l@ Healthy: APC: Diagnostic Test Passed [353]
[[] use Mutti-match Healthy: APC: Diagnostics Schedule Set [955]
Healthy: APC: Percent Battery Remaining Mo Longer Critical [944]
[C] use Message-match & Healthy: APC: Temperature has retumed to normal [961]
Healthy: APC: UPS Not on Battery [350]
Healthy: APC: UPS Mot Running on Battery [347]
Healthy: APC: Zero Defective Battery Packs [943]
Healthy: Blue Coat: attack status normal [1977]
Healthy: Brocade Switch: Admin Status Online [1936]
Healthy: Brocade Switch: Operational Status Cnline [1337]
Healthy: Brocade Switch: POST Retumed Embed Port Okay [1938]
Healthy: Cisco {Tandbeng C Series): Auto Answer Mode is now On [1418]
Healthy: Cisco (Tandberg C Series): DV Input is now connected [1428] i
Healthy: Cisco (Tandberg C Series): H.323 Gatekeeper is now enabled ani
[ Healthy: Cisco (Tandberg C Series): HDMI Input is now connected [1426{j
Save

4. Inthe Topology Suppression field, select Suppressing.

5. Click [Save]. In the future, when this event occurs on a device, SL1 will check if the device is a parent device.
If the device is a parent device, specified events (suppressible events) with the same category will be
suppressed on the children devices.

To define an event as a suppressible event on the Event Policy Manager page in the classic SL1 user interface:

1. Go to the Event Policy Manager page (Registry > Events > Event Manager).

2. On the Event Policy Manager page , click the wrench icon (:#) of the event that you want to define as the
Suppressible event. The Event Policy Editor page appears.

3. On the Event Policy Editor page, click the [Advanced] tab.
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Event Policy Editor | Editing Event Policy [1425] | Mew | Reset | Guide |
T T p—

Occurrence Count First Match String
[[Desbied] Elo|| @
Occurrence Time Second Match String
[[Dasbied] Fle|l @
Expiry Del;
| [Thou] Kpiy Jeay E| 0 Identifier Pattern Override Ytype
e — | | @ [[Nore] Fle
ceeon e Identifier Format
[[0-Fst] -l@|, |@
Link-Alert
| | [Gisco (Tandberg C Series): HDMI Input is EI [#] Auto-Clear Topology Suppression
Component Type Healthy: AKCP: AC Voltage sensor now reporting Nommal Status [1523]  » | i |Suppress|b\e El [
| [N/AT EI Healthy: AKCP: DC Voltage sensor retumed to Mormal Status [1530] 7
Healthy: AKCP: Dry contact sensor now Nomal [1521] m TR0y
Healthy: AKCP: Smoke detector now Mormal Status [1518] [ None Selected | - | &
External Event id Healthy: AKCP: Water sensor now Nommal [1513]

| | & | |Healthy: Ateon: Pimary Power Supply Healthy [1409]
Healthy: Alteon: Redundant Power Supply Healthy [1410]
External Category Healthy: APC: Batteries Do Not Need Replacemert [346]
| |9 Healthy: APC: Battery Charge Nomal [345]
Healthy: APC: Battery Run Time Remaining No Longer Critical [342]

Match Logic Healthy: APC: Calibration Test Completed [954]
Healthy: APC: Communication Status Olay [545]
[[Text Search] -l@ Healthy: APC: Diagnostic Test Passed [353]
[[] use Mutti-match Healthy: APC: Diagnostics Schedule Set [955]
Healthy: APC: Percent Battery Remaining Mo Longer Critical [944]
[C] use Message-match & Healthy: APC: Temperature has retumed to normal [961]

Healthy: APC: UPS Not on Battery [350]

Healthy: APC: UPS Mot Running on Battery [347]

Healthy: APC: Zero Defective Battery Packs [943]

Healthy: Blue Coat: attack status normal [1977]

Healthy: Brocade Switch: Admin Status Online [1936]

Healthy: Brocade Switch: Operational Status Cnline [1337]

Healthy: Brocade Switch: POST Retumed Embed Port Okay [1938]
Healthy: Cisco {Tandbeng C Series): Auto Answer Mode is now On [1418]
Healthy: Cisco (Tandberg C Series): DV Input is now connected [1428]
Healthy: Cisco (Tandberg C Series): H.323 Gatekeeper is now enabled ani e
[ Healthy: Cisco (Tandberg C Series): HDMI Input is now connected [1426{j

Seve

4. Inthe Topology Suppression field, select Suppressible.

5. Click [Save]. In the future, when this event occurs on a device, SL1 will check if the device is a child device.
If the device is a child device, SL1 will check to see if a suppressing event with the same category has
occurred on the parent device. If a suppressing event has occurred on the parent device, the specified event
will be suppressed on the child device.

Example: Child Event Suppression

For example, suppose you have the following devices and event policies defined:

* Aparent device, a Cisco Catalyst switch named Boise-DMZ.
A child device to Boise-DMZ, a server named HQ-W2K3-VCO1.

* An event policy, "Poller: Interface operationally down", defined as a suppressing event.
e Asecond event policy, "Poller: Device not responding", defined as a suppressible event.

Both events are associated with the same event category.

In this scenario, if an interface goes down on the switch Boise-DMZ, SL1 will not be able to communicate with the
server, HQ-W2K3-VCO1, attached to the switch.

With the above defined event topology suppression:

* The event "Poller: Interface operationally down" occurs on Boise-DMZ.

* The event "Poller: Device not responding" is suppressed on the server HQ-W2K3-VCO1.
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* Onthe Events page (or the Event Console page in the classic SL1 user interface), the only event that would
appear in this scenario will be the event "Poller: Interface operationally down" on the device Boise-DMZ.

Layer-2 Topology Collection

A layer-2 topology record describes a direct network connection between a parent device (a Network Switch or
Network Bridge) and a child device. The child device is either:

* Another bridge device discovered in SL1
* Another type of device that is discovered in SL1

e Adevice that is not discovered in SL1

Every hour, SL1 collects information from the Bridge-MIB from all discovered network switches and bridges.
Network switches and bridges that support the Bridge-MIB report information about all MAC addresses for which
that network switch or bridge has forwarding information.

During collection, SL1 performs the following steps:

o Compiles a list of all devices to poll. SL1 polls devices that have a Device Category of "Network.Switches"
(ID 2) or "Network.Bridges" (ID 19). The Device Category is defined in the Device Class assigned to the
device.

o Ifthe Enable Community String Indexing (VLAN Topology) checkbox is selected in the Behavior
Settings page (System > Settings > Behavior), SL1 compiles a list of vVLANs for which data should be
collected using the CISCO-VTP-MIB. A vLAN is added to the list of vVLANs only if the vLAN state is 1
(operational) and the vLAN type is 1 (ethernet). If the Enable Community String Indexing (VLAN
Topology) option is disabled, SL1 performs collection for vLAN 1 only.

» Foreach vLAN on each device, SL1 polls the Bridge-MIB to collect the list of all MAC addresses for which
that network switch or bridge has forwarding information.

e SL1 stores a MAC address record if:

© The status of the record is "3" (learned).

° An iflndex value was collected successfully for the associated port index.

The information collected from the Bridge-MIB does not explicitly indicate which devices are directly connected to
a network switch or bridge; switches and bridges will report forwarding information for MAC addresses that are
several network hops away from the switch or bridge. A second "crunch" process creates layer-2 topology
relationships by evaluating all of the collected MAC address records holistically.

CDP Topology Collection

A CDP Topology record describes a direct network connection between a parent device (a Network Switch or
Network Router) and a child device. CDP stands for "Cisco Discovery Protocol," a proprietary standard that is
used by networking devices to communicate configuration information to the other devices in the network.
Devices that support CDP store and report information received about their immediate neighbors.
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CDP is a proprietary protocol developed by Cisco and is not supported by all network hardware. If your network
includes both CDP-enabled and non-CDP network switches and routers, the topology data reported by the CDP-
enabled devices might not be accurate.

Suppose a network includes three switches connected in the following way:

Switch A
(CDP Enabled)

Switch B
(Non-CDP)

Switch C
(CDP Enabled)

 Switch A and Switch C, which are both CDP-enabled, broadcast CDP messages.

* Because Switch B is not CDP-enabled, the broadcast messages from Switch A will reach Switch C.
Therefore, Switch C will report that it is directly connected to Switch A.

» Conversely, the broadcast messages from Switch C will reach Switch A. Therefore, Switch A will report that it
is directly connected to Switch C.

In addition to the CDP data collected from the switches in this example, SLT might also collect layer-2 topology
data that can be used to create correct topology links. However, each discovered interface can be associated
with only one topology record of any type. If a conflict exists between the collected CDP topology data and the
collected layer-2 topology data, the CDP topology data takes precedence. In the example above, the CDP
topology data will be inaccurate, but the layer-2 data might be accurate. Therefore, if your network includes both
CDP-enabled and non-CDP network switches and routers, you might want to disable CDP topology collection in
the Behavior Settings page (System > Settings > Behavior).

If CDP collection is enabled, SL1 collects information from the Cisco-CDP-MIB from all discovered network
switches and routers. SL1 polls devices that have a Device Category of "Network.Switches" (ID 2) or
"Network.Routers" (ID 1). The Device Category is defined in the Device Class assigned to the device. Network
switches and routers that support the Cisco-CDP-MIB report the IP address and interface information for all
directly connected devices that are CDP-enabled.

NOTE: Although SL1 polls all network switches and routers for CDP information, not all network switches
and routers support CDP.

194 CDP Topology Collection



Each discovered interface can be associated with only one topology record of any type. Therefore, the same
"crunch" process that creates layer-2 topology records is also responsible for creating the CDP records based on
the collected data. However, unlike layer-2 topology records, the Cisco-CDP-MIB reports only directly connected
devices. Therefore, if all associated interfaces are valid and available, there is a 1:1 mapping between collected
CDP relationships and the CDP relationships created by the "crunch" process.

To view CDP maps, go to the Subnet Map (CDP) page (Views > Topology Maps >CDP). For details on viewing
CDP maps, see the Views manual.

LLDP Topology Collection

An LLDP topology record describes a direct network connection between a parent device (a Network Switch or
Network Router) and a child device. LLDP stands for "Link Layer Discovery Protocol," a standard used by
networking devices to communicate configuration information to the other devices in the network. Devices that
support LLDP store and report information received about their immediate neighbors.

If your network includes both LLDP-enabled and non-LLDP network switches and routers, the topology data
reported by the LLDP enabled devices might not be accurate.

Suppose a network includes three switches connected in the following way:

Switch A
(LLDP enabled)

Switch B
(Mon-LLD)

Switch C
(LLDP enabled)

* Switch A and Switch C, which are both LLDP-enabled, broadcast LLDP messages.

* Because Switch B is not LLDP-enabled, the broadcast messages from Switch A will reach Switch C.
Therefore, Switch C will report that it is directly connected to Switch A.

» Conversely, the broadcast messages from Switch C will reach Switch A. Therefore, Switch A will report that it
is directly connected to Switch C.

LLDP Topology Collection 195



In addition to the LLDP data collected from the switches in this example, SLT might also collect Layer-2 topology
data that can be used to create correct topology links. However, each discovered interface can be associated
with only one topology record of any type. If a conflict exists between the collected LLDP topology data and the
collected Layer-2 topology data, the LLDP topology data takes precedence. In the example above, the LLDP
topology data will be inaccurate, but the Layer-2 data might be accurate. Therefore, if your network includes both
LLDP-enabled and non-LLDP network switches and routers, you might want to disable LLDP topology collection in
the Behavior Settings page (System > Settings > Behavior).

If LLDP collection is enabled, SL1 collects information from the LLDP MIB from all discovered network switches
and routers. SL1 polls devices that have a Device Category of "Network.Switches" (ID 2) or "Network.Routers" (ID
1). The Device Category is defined in the Device Class assigned to the device. Network switches and routers that
support the Cisco-LLDP-MIB report the IP address and interface information for all directly connected devices that
are LLDP-enabled.

NOTE: Although SL1 polls all network switches and routers for LLDP information, not all network switches
and routers support LLDP.

Each discovered interface can be associated with only one topology record of any type. Therefore, the same
"crunch" process that creates Layer-2 topology records is also responsible for creating the LLDP records based on
the collected data. However, unlike Layer-2 topology records, the -LLDP MIB reports only directly connected
devices. Therefore, if all associated interfaces are valid and available, there is a 1:1 mapping between collected
LLDP relationships and the LLDP relationships created by the "crunch" process.

Layer-3 Topology Collection

Layer-3 topology records are created by performing a traceroute command from a Data Collector or the All-In-
One Appliance to the discovered network hardware every two hours:

* Foreach "hop" in a traceroute that specifies an IP address associated with a discovered device, SL1 creates
a layer-3 topology record that connects the device from the previous hop to the device for the current hop.

* Layer-3 topology records are created only when both devices are discovered; layer-3 topology records are
not created when one or both of the two devices is unknown.

¢ [fthe IP address associated with a hop is associated with an unknown device, SL1 does not store that hop or
any subsequent hops for that traceroute.

 Layer-3 topology records describe only that two devices are connected; layer-3 topology records do not
describe which interfaces on those devices are connected.

For SL1 to create layer-3 topology records, the following requirements must be met:

 All traceroute commands for layer-3 topology collection originate from Data Collectors or an All-In-One
Appliance. Therefore, the parent node(s) in the layer-3 topology is always a Data Collector or the All-In-
One Appliance. For SL1 to create layer-3 topology records, all Data Collectors and All-In-One Appliances
must be discovered.
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e SL1 performs traceroute commands to devices that have the L3 Topology option enabled. The L3
Topology option is defined in the device class assigned to a device. For SL1 to perform layer-3 topology
collection, at least one device in your system must have the L3 Topology option enabled in the device class.

* Your network configuration must allow the traffic generated by the traceroute commands. To test whether
your network allows this traffic, go to the Device Toolbox page (by clicking the [Toolbox] tab in the Device
Administration panel) for a device with the L3 Topology option enabled, and then click the Traceroute
icon.

NOTE: A device that has the L3 Topology option disabled can still be associated with a layer-3 topology
record. If an IP address associated with a device that has the L3 Topology option disabled appears
as a "hop" in a traceroute command performed for a different device, the device with the L3
Topology option disabled will be associated with the layer-3 topology records that represent the
hops to and from that device.

Layer-3 Topology Collection 197



Chapter

Device Maintenance

Overview

This chapter describes the ways in which you can maintain devices in SL1.
Use the following menu options to navigate the SL1 user interface:
« To view a pop-out list of menu options, click the menu icon [E).

» To view a page containing all of the menu options, click the Advanced menu icon ( + ).

This chapter covers the following topics:

What is Scheduled Maintenance? ... ... 199
What is User Maintenance? ... 200
The Maintenance Minimum Severity SEHiNg ... 200
Enabling and Disabling User Maintenance for a Single Device .......................................c.......... 200
Enabling and Disabling User Maintenance for One or More Devices ......................................... 203
Scheduling Maintenance for a Single Device ... . 204
Scheduling Maintenance for One or More Devices ... 208
Enabling or Disabling Scheduled Maintenance for One or More Devices ..................................... 210
Deleting Scheduled Maintenance for One or More Devices ..............................c.c.cciiiiiiiii 210

198



What is Scheduled Maintenance?

Scheduled Maintenance is a date and time when a device is put info "maintenance mode". During maintenance
mode, for the selected devices SL1 will generate only events with a severity less than the system-wide
Maintenance Minimum Severity setting. By default, no events are generated during maintenance. You can
choose to enable or disable polling during maintenance mode. Even if polling is enabled, SL1 will collect
information from the selected devices but will not generate applicable events for the devices.

SLT includes tools that allow you to view, edit, and define scheduled maintenance for one or more devices. The
Schedule Manager page allows you to schedule one-time and recurring maintenance tasks and downtime for a
device. You can use the scheduled maintenance to:

* Specify a recurring downtime for routine maintenance (such as a database backup that occurs weekly every

Tuesday at 3 AM).

* Specify a monthly schedule based on day of the week (such as a backup that occurs every third Sunday of
the month at 11 PM)

 Specify one-time downtime (such as a specific day for upgrading software or hardware).

When a device is in maintenance, SL1 will generate only events with a severity less than the system-wide
Maintenance Minimum Severity setting. By default, no events are generated during maintenance. You can
choose to enable or disable polling during maintenance mode. Even if polling is enabled during maintenance,
SL1 will collect information from the device but will not generate applicable events for the device.

You can specify a "patch window" within the larger maintenance period. The "patch window" allows SL1 to limit
the suppression events to a small time-frame within the larger maintenance window. For example:

Suppose you have to patch a server that is monitored by SL1. Suppose you know you will perform this task
sometime between midnight and 6:00 AM. Suppose you know that the actual patch process will require only 15
minutes of downtime for the server. In SL1, you would define a maintenance window of 24:00 - 6:00 and a patch
window of 15 minutes.

1. At24:00, SL1 generates an event saying that the server is going into maintenance mode. Because you have
defined a patch window, SL1 continues to monitor this server as normal.

2. At 3:00, you apply the patch to the server. The server reboots, and SL1 generates an event saying that the
server is offline. This first event within the larger maintenance window triggers the start of the patch
maintenance window.

3. SL1 suppresses the event that triggered the patch maintenance window and instead generates an event
"Patch Maintenance Window Opened".

4. Forthe next 15 minutes, SL1 will suppress all events for the device.

5. At3:15,SL1 will generate an event for "Patch Maintenance Window Closed". This event clears the previous
event "Patch Maintenance Window Opened".

6. SL1 will now generate events for the device, even though the maintenance window extends until 6:00.
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NOTE: If the patch was applied at 5:50, the server was rebooted, and SL1 generated an event saying that the
server is offline, events would be suppressed only until the end of the maintenance window, 6:00,
even though the patch window is 15 minutes.

NOTE: If you disable an active maintenance schedule, the device will be pulled out of maintenance mode; if
you re-enable the schedule during the scheduled time window, the device will return to maintenance
mode.

What is User Maintenance?

User maintenance is an option that allows a user to manually put a device in to "maintenance mode". During
maintenance mode, for the selected devices SL1 will generate only events with a severity less than the system-wide
Maintenance Minimum Severity setting. By default, no events are generated during maintenance. You can
choose to enable or disable polling during maintenance mode. Even if polling is enabled, SL1 will collect
information from the selected devices but will not generate applicable events for the devices.

User maintenance mode is not scheduled. That is, a user must manually enable user maintenance to put a device
into this mode and a user must manually disable user maintenance to turn off this mode for a device. User
maintenance mode overrides scheduled maintenance for a device.

User maintenance can be enabled and disabled in the user interface or through the API. For information about
using the API, see the ScienceLogic APl manual.

The Maintenance Minimum Severity Setting

The global Maintenance Minimum Severity setting specifies the minimum severity required for an event to be
suppressed during device maintenance and user maintenance. The default value is Healthy, which causes all
events to be suppressed. To change this setting:

1. Go to the Behavior Settings page (System > Settings > Behavior).

2. Inthe Behavior Settings page, select a value in the Maintenance Minimum Severity drop-down list. The
choices are Healthy, Notice, Minor, Major, or Critical.

3. Select the [Save] button. Events with a severity lower than the severity you chose will now be generated for
all devices in scheduled maintenance mode and user maintenance mode.

Enabling and Disabling User Maintenance for a Single Device

You can enable and disable user maintenance mode in the Device Properties page.
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To enable or disable user maintenance mode for a device:

1. Go to the Device Manager page (Devices > Device Manager).

Device Manager | Devices Found [176] Actions Report Resot Guide
Devis Name + oo Sate
Il [ Il Il |[reanl ][ [
10200477 o L rint Server 42 System _\Minor  CUGT

W0.200214 Unknown Shoreiine Teleworks | OEM 15 System A Heathy [ Active. Cisco SNWPV2-ExaV2 ey R [
w0207 Servers IWicrosoft] Windows Server 2008 R2 77 system TMinor  cuG1 Actve csmos. 2 R
W10.20.0.249 StorageNAS  Quantum Corp- Snap Divisn [Snap Server 158 System _I\Winer  CUG1 Active. Cisco SNWPV2-Exav2 oy R[]
Network Switches Juniper Networks | M7i Router 152 System Ak Healthy (/3] Active (Cisco SNMPv2-ExaV2 s YYR ]
F T S 1023155 Servers Wicrosoft| Windows CE Version 30 (Mutple 27 System Yl cust Aactve CscosNMPv2-Exava  m9Yd R
157 R ) 10.20.0.92 MNetwork Swiches Extreme Networks | Summit4gsi Version 7.1.1 101 System | 4 Heatny [WTc) Active (Cisco SNMPv2-ExaV2  mnrORd[ |
1020027 Servers. NET-SNMP | Solaris 169 System [ErYWajsRI cust Active Cisco SNMPv2-ExaV2  eIIRE ]
Telephony ‘Quintum| Tenor AB0D 48 System D teatny [0 Active (cisco ShPv2 Exav2 | iR |
Network Switches Cisco Systems | Catalyst 3750-Stack 76 System |4 Heattny [WVE3] Active Cisco SNMPY2 - Exav2 myRE]
_ MNetwork Switches Brocade | Channel-AL Switch 104 System [T cuet Active (Cisco SNMPv2-ExaV2 | iR
162, 1020 0.217 Unknown Tandberg ASA | OEM 12 System [\ Healthy [SV] Active Cisco SNMPv2 -ExaV2 s YYREE ]
162, pffigerrisklc-fw0 ralhostedsoltions.com  W10.20 0,17 Network Firewall Cisco Systems | ASA §520 148 system TMinor  CUG1 Actve (csco ShPv2 Exav2 | R[]
184, WBA &ST\I[!(MSR: W10.20.0.85 Unknown Tec Corporation | OEM 124 System NMinor | CUG1 Active Cisco SNWPV2-ExaV2 ey R[]
185. Mrl:uml 10200229 Unknown erox| OEM. 81 Sysiem Minor  CUGT Active Cisco SNMPv2-ExaV2 XY R[ ]
16 wi020071 Network Swiches Cisco Systems | TS SEC 53 system Yl cuc actve CocosnUP2-sxav2  pRIYRE]
m_gmznn?z Network Switches Cisco Systems | TS SEC 67 System A Heatny [*Te]) Active (Cisco SNMPv2-ExaV2 IR
155 Muun|uoowum W10.20.0.165 Unknown HP| OEM 165 System \Minor  CUGH Active. Cisco SNWPV2-ExaV2 ey R [
160, PR w10 26 77 Envronmental UPS APC | SmartUPs 2200 8 system Acrica [S] actve Cisco Shiipv2 - Exava | R |
170. PR ) 10.20.0. 166 Unknown ‘General Instrument | OEN 55 System A Heathy (ST Active Cisco SNMPv2-Exav2  mI9REI[]
171 P A w1020 0.227 Telephony. Vina Technologies | Multiplexor 138 System [T cuet Active (Cisco SNMPv2-ExaV2 s YYR ]
2 h W102006¢ Servers Emprrs Technologies | Default Enterprise Agent 87 System P cus Aactve CscosNMPv2-Exava  m9Yd R
173Mn.umsoor}: 1020062 Metwork Router  Cisco Systems | 1750 8 System _T\Minor  CUG1 Active. Cisco SNMPv2-ExaV2 e X0 R3[|
174, gmznnzzs Unknowin Generic | SNNMP 78 System A\ Healthy [SVSH] Active Cisco SNMPv2-ExaV2  eIIRE ]
175, P A w102 025 Servers Xenserver | Xen Host 176 System Darieatny [ Aactve CiscoStiiPv2 - Exava Ry |

2. Inthe Device Manager page, find the device for which you want to enable or disable user maintenance.
Select its wrench icon (Ji). The Device Properties page is displayed:
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Toolbox

Tweshods | Collections | _Moniors_|
Relsiorstics Atintes

Schedue

zmz  em7_ao

10.100.100.7 | 677

= Sciencelogic, Inc.

System

= Unavailable

ScienceLogic EM7 G3 - All-In-One

Uptimz | 5 days, 02:06:30

Callection Time | 2015-08-26 11:00:00

Group [ C

clecior CUG | em7_ao

3.

Organizstion
Actions Reset
Identification
Device Name IP Address Organization
lem7_ao | 34 [110.100.100.7 - verified] Bk 3 | I3ystem] v #
Moenitoring & Management Preferences

Device Class [ScienceLogic, Inc. OEM | 2l Auto-Clear Events

4]
SNMP Read/Write | [ EM7 Default V2] ¥ |[[Hone] v Accept All Logs
4]
Availability Port  [TuD) v |[T161 - SHMI v |

[[ Pl ][[ Pl ] Daily Port Scans

Latency Port | [ICMP] ¥ |[icMP) v 7]
Avai+Latency Alert [ [Disable] v Auto-Update
||
User Mai ([Disabled] v | Maint Collection Enabled] ¥ |
Scan AllIP's

Collection [ [Enabled] ¥ |[1cual T o

Col. Type [ [Standard] v Dynamic Discovery
||

Critical Ping [ [Disabled] v

Preserve Hostname

Dashboard [Nnne b ] ¥
Disable Asset Update
Event Mask [[Gmup in blocks every 10 minutes] ¥ ] (]
Bypass Interface Inventory

Save (]

In the Device Properties page, edit the following fields:

o User Maintenance. Specifies whether the device is in user maintenance mode. During maintenance
mode, for the selected devices SL1 will generate only events with a severity less than the system-wide
Maintenance Minimum Severity setting. By default, no events are generated during maintenance.
You can choose to enable or disable polling during maintenance mode. Even if polling is enabled,
SL1 will collect information from the selected devices but will not generate applicable events for the
devices. Choices are:

© Enabled. Device will be put in user maintenance mode. The device will remain in this state
until you or another user disables user maintenance mode.

° Disabled. User maintenance mode will be disabled for this device.
o User Maintenance Collection. The drop-down list to the right of the User Maintenance field
specifies whether SL1 will poll the device during user maintenance mode. Choices are:

° Enabled. The device will be polled during user maintenance mode.

° Disabled. The device will not be polled during user maintenance mode.

4. Select the [Save] button.
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Enabling and Disabling User Maintenance for One or More
Devices

The Device Manager page contains a drop-down field in the lower right called Select Action. This field allows
you to apply an action to multiple devices at once. From the Select Action menu, you can enable or disable user
maintenance mode for multiple devices, simultaneously.

To enable or disable user maintenance mode for multiple devices:

1. Go to the Device Manager page (Devices > Device Manager).

Device Manager | Devices Found [176]
Devi ess e ass : c
Ll Il Il IL Il Il | [>=teatefw] [ I IL Il ]
Servers NET-SNP | FreeBSD 56 system [Tl cust Active (csco ShiPv2 Exav2 | R T
NetworkRouter  Cisco Systems | 2501 72 System Heatthy [RVcY] Active Cisco SNMPv2-Exave  mRIdRE [
HNetwork Router  Cisco Systems | 7206VXR. 12 System _\Minor  CUG1 Active Cisco SNMPY2 - ExaV2 EXNEC]
Unknown Genertc | SHMP 107 System Heatny (ST Active Cisco SNWPv2 - Exavz  m i) REEL]
Network Switches Cisco Systems | Catalyst 3508G-XL 131 System Heatny (4 Active (cscoShiPv2 Exav2 )R]
10.20.0.141 Hetwork Switches Cisco Systems | Catalyst WS-C009-Cat0S 118 System Heathy [Vl Active. Cisco SNWPV2 - ExaV2 [&]
10.20.0.146 Hetwork Broadbar Netopia | Netopia 3346 v8.2r1 z System Heathy [V Active Cisco SNIPy2 - ExaV2 &
PY 0200147 10.20.0.147 Network Broadbar Netopia | Netopia 3381 vE.0.10 175 System Heathy  [STd Active Ciaco SNUPY2 - Exa V2 @]
[N 0200148 10.20.0.148 Network Broadbal Netopia | Netopia (R3100, RéSicx, RTxx0, RS 163 System Heathy (eI Active. Cisco SNIPY2 - ExaV2 =
10. [[EERED] 10.20.0.145 Network Broadbar Netopia | R7200-T 162 System Heathy [V Active. Cisco SNMPV2 - Exa V2 =]
I 0z00.5 10.20.0.151 Unknown Generic | SHMP 141 system Heathy  [Ged Active (Cisco SNMPV2 - ExaV2 &
Py 10200160 10.20.0.160 Unknown Generic | SNHP 165 System Heathy [V Active. Cisco SNWPV2 - ExaV2 [&]
3. [[EEEE 10.20.0.163 Unknown Beneric| SHHP 164 System Heathy _[SI] Active. Cisco SNIPy2 - ExaV2 &
B 0200175 10.20.0.175 Unknown Genertc | SHIP 44 System Heathy [T Active Cisco SNUPV2 - Exa V2 &
15. 1020076 1020.0.176 Unknown Konica Corporation | OEM 41 System \Minor  cUg1 Active. Cisco SNIMPY2 - ExaV2 =]
16. 10.20.0190 10.20.0.190 Unknown Generic | SHMP 5 System TMinor CUG1 Active. Cisco SNWPV2 - ExaV2 [&]
17, 10200181 1020.0.191 Office.Prinfers  Konica Minota | Fiery X3 226Kl 57 system Twinor  CUGT e Cisco SNIP2 - ExaV2 ]
Unknown Generic| SNIP 48 System Heathy [T Active Cisco SNIWPV2 - ExaV2 =]
Unknown Generic | SNMP £ System Heathy (eI Active. Cisco SNMP2 - ExaV2 &
Telephony Quintum| Tenor 53 System Heathy (1] Active Cisco SNMPV2 - ExaV2 &
Unknown Generic | SHMP 138 System Heathy  [Ged Active (Cisco SNMPV2 - ExaV2 |
Unknown Generic| SHNP 71 System Heathy [V Active. Cisco SNWPV2 - ExaV2 [&]
Unknown ASKEY Computer Corp. | OEM B System Heathy _[SIH] Active. Cisco SNIPy2 - ExaV2 &
Unknown Generic | SHMP 3 System Heathy  [STd Active Ciaco SNUPY2 - Exa V2 @]
25. [EEE] 10.20.061 Unknowin Generic| SNHP 8 System Heathy ST Active
-
el il

|_DELETE Selected Devices.

|_MODIFY By Template.

LCLEAR Device Logs E

L_CREATE Asset Record

L_SCHEDULE Maintenance

LFIND Gollsction Label Dupiicates
Collection State:

LActive
|_Disabled
Change User Maintenance Mode:
LEnabled with Collsction
LEnabled without Collsction
L Disabled
Change

Collector Group:
==
Move To OGrganization:
|_System
Read Credential- N
[ — s —

2. Inthe Device Manager page, select the checkbox for each device to which you want to apply the action.
To select all checkboxes for all devices, select the red checkbox () at the top of the page.

3. Inthe Select Action drop-down list, select one of the following:

» Change User Maintenance Mode: Enabled with Collection. This option puts the selected devices into
user maintenance mode with collection enabled. The devices will remain in this state until you or
another user disables user maintenance mode.

» Change User Maintenance Mode: Enabled without Collection. This option puts the selected devices
into user maintenance mode with collection disabled. The devices will remain in this state until you or
another user disables user maintenance mode.

» Change User Maintenance Mode: Disabled. This option disables user maintenance mode for the
selected devices.
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4. Click the [Go] button.

5. The changes are applied to each selected device.

Scheduling Maintenance for a Single Device

You can schedule maintenance and downtime for a device on the Schedules tab of the Device Investigator (or

on the Schedule Manager page in the Device Administration panel in the classic SL1 user interface).

NOTE: You can also view and manage all scheduled processes from the Schedule Manager page

manual.

(Registry > Schedules > Schedule Manager). For more information, see the System Administration

Viewing the Schedule Manager

The Schedules tab of the Device Investigator (or the Schedule Manager page in the Device Administration

panel in the classic SL1 user interface) displays the following information about each scheduled or recurring
device maintenance window:

Schedule Manager | Schedules Found [1] [ Reset

Schedule Summary + Schedule Description ~ EventID sch_id Context Timezone Start Time Duration Recurrence Interval End Date LastRun Quner Organization  Visibiity d @
( J( J( ( J( J(

1 _PExample Schedule - 7 -~ Devices utc 2021-01-29 12:00:00 60 minut Every 2 Weeks - - banderton System Organize Yes | |

[Select Action] v n

o Schedule Summary. Displays the name assigned to the scheduled process.
o Schedule Description. Displays a description of the scheduled process.

o Event ID. Displays a unique, numeric ID for the scheduled process. SL1 automatically creates this ID for
each scheduled process.

 schid. Displays a unique, numeric ID for the schedule. SL1 automatically creates this ID for each schedule.

o Context. Displays the area of SL1 upon which the schedule works.

o Timezone. Displays the time zone associated with the scheduled process.

o Start Time. Displays the date and time at which the scheduled process will begin.
o Duration. Displays the duration, in minutes, which the scheduled process occurs.

o Recurrence Interval. If applicable, displays the interval at which the scheduled process recurs.
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End Date. If applicable, displays the date and time on which the scheduled process will recur.
Last Run. If applicable, displays the date and time the scheduled process most recently ran.
Owner. Displays the username of the owner of the scheduled process.

Organization. Displays the organization to which the scheduled process is assigned.

Visibility. Displays the visibility level for the scheduled process. Possible values are "Private”,
or "World".

Organization",

Enabled. Specifies if the scheduled process is enabled. Possible values are "Yes" or "No".

To edit a scheduled or recurring device maintenance window, click its wrench icon ( 5’) and update the settings
as needed on the Schedule Editor modal page. (For more information, see the section Defining a Scheduled
or Recurring Device Maintenance Window for a Single Device.)

Defining a Scheduled or Recurring Device Maintenance Window for a
Single Device

You can schedule a device maintenance window in SL1 from the Schedules tab of the Device Investigator (or
the Schedule Manager page in the Device Administration panel in the classic SL1 user interface). SL1 will
automatically set the status of the device to "maintenance" at the scheduled time.

To define a scheduled or recurring device maintenance window:

1.

Go to the Schedules tab of the Device Investigator. (Alternatively, in the classic SL1 user interface, go to
the Schedule Manager page (Devices > Device Manager > wrench icon > Schedule)).

2. Click [Create]. The Schedule Editor modal page appears.
3. On the Schedule Editor modal page, enter values in the following fields:

Basic Settings

Scheduls Mame Schedule Type
| | |Devices

Visibility Crganization Owner Preserve schedule
| [ Crganization ] w | | [ System] | | em7admin | 0O
Description
[
Time Settings
Start Time End Time Time Zone All Day
[¥YY¥-MM-DD HH:MM:S5 | [YY¥-MM-DD HH:MM:SS | [[AmericaiNew_ v 0
Recurrence

| Mone v
Action Settings

Callection Polling Patch Window
| [ Disabled + | | Mone/Disabled -

Basic Settings
o Schedule Name. Type a name for the scheduled process.
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e Schedule Type. Indicates the scheduled process type (such as Tickets, Reports, or Devices).

o Visibility. Select the visibility for the scheduled process. You can select one of the following:

o Private. The scheduled process is visible only to the owner selected in the Owner field.

° Organization. The scheduled process is visible only to the organization selected in the
Organization field.

° World. The scheduled process is visible to all users.

¢ Organization. Select the organization to which you want to assign the scheduled process.

e Owner. Select the owner of the scheduled process. The default value is the username of the user who
created the scheduled process.

e Preserve Schedule. Select this checkbox to exclude this schedule from being pruned after expiration.

 Description. Type a description of the scheduled process.

Time Settings

o Start Time. Click in the field and select the date and time you want the scheduled process to start.
e End Time. Click in the field and select the date and time you want the scheduled process to end.

o Time Zone. Select the region or time zone for the scheduled start time.

NOTE: If you want SL1 to automatically adjust for daylight savings time (if applicable), then you must select
a named region (such as America/New York) in the Time Zone field. If you select a specific time
zone (such as EST) or a specific time offset (such as GMT-5), then SL1 will not automatically adjust
for daylight savings time.

o All Day. Select this checkbox if the scheduled process occurs all day rather than during a specific
period of time. If you do so, the End Time field becomes disabled.

¢ Recurrence. Select whether you want the scheduled process to occur once or on a recurring basis.
You can select one of the following:

° None. The scheduled process occurs only once.

° By Interval. The scheduled process recurs at a specific interval.

©  Every Xth day of the Week. The scheduled process occurs at a monthly interval based on a day of
the week. The day of the week displayed in this option matched the day selected in the Start Time
field. For example, if you set the Start Time to Thursday, August 5th and that day is the first

Thursday of the month, then the recurrence option will be Every 1st Thursday, and the scheduled
process will occur monthly on the first Thursday of the month.
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If you select By Interval, the following additional fields appear:

« Interval. In the first field, enter a number representing the frequency of the scheduled process, then

select the time interval in the second field. Choices are Minutes, Hours, Days, Weeks, or Months. For
example:

° If you specify "6 Hours", then the scheduled process recurs every six hours from the time listed in
the Start Time field.

° |f you specify "10 Days", then the scheduled process recurs every 10 days from the date listed in the
Start Time field.

° Ifyou specify "2 Weeks", then the scheduled process recurs every two weeks, on the same day of
the week as the Start Time.

° |f you specify "3 Months" the ticket recurs every three months, on the same day of the month as the
Start Time.

Recur Until. Specifies when the scheduled process stops recurring. You can select one of the
following:
© No Limit. The scheduled process recurs indefinitely until it is disabled.

o Specified Date. The scheduled process recurs until a specific date and time. If you select Specified
Date, you must select a date and time in the Last Recurrence field.

Last Recurrence. Click in the field and select the date and time you want the scheduled process to
stop recurring.

Action Settings

 Collection Polling. Specifies whether SL1 should perform collection on the device during the

scheduled maintenance. Choices are:
° Enabled. During scheduled maintenance, SL1 will collect data from the device, but no events will
be triggered for the device.

° Disabled. During scheduled maintenance, SL1 will not collect data from the device. No events will
be triggered for the device.

NOTE: If a patch window is set, data collection will continue when a maintenance window
opens and stop only during the patch window instead.

Patch Window. You can specify a "patch window" within the larger maintenance period. The "patch
window" allows SL1 to limit the suppression of events to a small time-frame within the larger
maintenance window. Your choices are:
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° None

° Between 5 minutes and 60 minutes, in five-minute intervals.
For example:

Suppose you have to apply a patch to a server that is monitored by SL1. Suppose you know you will
perform this task sometime between midnight and 6:00 AM. Suppose you know that the actual
patch process requires only 15 minutes of downtime for the server. In SL1, you would define a
maintenance window of 24:00 - 6:00 and a patch window of 15 minutes. In this scenario:

1. At24:00, SL1 generates an event saying that the server is going into maintenance mode. Because
you have defined a patch window, SL1 continues to monitor this server as normal.

2. At 3:00, you apply the patch to the server. The server reboots, and SL1 generates an event saying
that the server is offline. The first event that both matches or exceeds the Patch Maintenance
Minimum Severity in the Behavior Settings page (System > Settings > Behavior) and occurs
within the larger maintenance window triggers the start of the patch window.

3. SL1 suppresses the event that triggered the patch maintenance window and instead generates an
event "Patch Maintenance Window Opened'".

4. Forthe next 15 minutes, SL1 will suppress all events for the device.

5. At 3:15, SL1 will generate an event for "Patch Maintenance Window Closed". This event clears the
previous event "Patch Maintenance Window Opened".

6. SL1 will now generate events for the device, even though the maintenance window extends until
6:00.

NOTE: If the patch was applied at 5:50, the server was rebooted, and SL1 generated an event saying that the
server is offline, events would be suppressed only until the end of the maintenance window, 6:00,
even though the patch window is 15 minutes.

4. Click [Save].

Scheduling Maintenance for One or More Devices

The Device Manager page contains a drop-down field in the lower right called Select Action. This field allows
you fo apply an action to multiple devices at once. From the Select Action menu, you can schedule maintenance
for multiple devices, simultaneously.

To schedule maintenance for multiple devices:

1. Go to the Device Manager page (Devices > Device Manager):
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Device Manager | Devices Found [176] tions Report Reset Guide
Device Hame + ) Orgarization T

Il [ Il Il |[reanl=][ [ [
Servers NET-SNNP| FreeBSD £ System Ak Heatny (o1 Active. Cisco SNMPv2-Exav2  pXD R[]
Network Router ~ Cisco Systems | 2501 72 System A Feathy [ Active. Cisco SNMPv2-ExaV2  m XD RE ]
Wetwork Router  Cisco Systems | 7206VXR 12 system TMinor  CuG1 Actve (Csco SnPv2 Exav2 | R[]
unknowin Generic | SNIP 107 System A Heatny [T Active. Cisco SNMPV2-ExaV2  mY9 RE [
10200135 10200135 Hetwork Switches Cisco Systems | Catalyst 35086-XL 131 System A Feathy_ (1] Active. Cisco SNMPv2-ExaV2  p DR
0181 10.20.0.181 Network Switches Ciico Systems | Catalyst WS-CG009-Cal0S 118 System Heathy [T Active Cisco SNUPV2 - Exa V2 &
10.20.0.146 10.20.0.146 Network Broadbar Netopia | Netopia 3346 vE.2r1 2 System Heathy (<] Active. Cisco SNMPy2 - ExaV2 0
10200147 10.20.0.147 Hetwork Broadbar Netopia | Netopia 3381 v8.0.10 175 System Heathy  [SU] Active. Cisco SNMPY2 - Exa V2 0o
10200148 10.20.0.148 Wetwork Broadbar Netopia | Netopia (R3100, RASxx, R7xx0,R8 163 System Heathy (G Active (Cisco SNMPV2 - ExaVz &
10.20.0.149 10.20.0.149 Network Broadbar Netopia | R7200-T 162 System Heathy (V] Active Cisco SNMPY2 - Exa V2 [}
10200151 10.200.151 Unknown Generic | SHMP 141 System Healhy  [S13] Active. Cisco SNMPy2 - ExaV2 0
10200160 10.20.0 160 Unknown Generic | SNNR 165 System Heathy  [SU] Active Cisco SNMPV2 - ExaV2 0o
1020.0.163 10.20.0.163 Unknown Generic | SHMP 164 System Heathy  [Ged Active (Cisco SNMPV2 - ExaV2 |
10200175 10.200.175 Unknowin Generic | SHMP 44 System Heathy — [S1] Active. Cisco SNMPY2 - Exa V2 [}
10200176 Unknown Konica Corporation | OEM 41 System \Minor UG Active. Cisco SNMPv2 - ExaV2 0o
16 10.20.0.190 10.20.0.190 ki Generic NP 5% System inor UGt Bkive) Cisco SNMPV2 - Exa V2 ]
10200181 Office Printsrs  Konica Minokta | Fiery X3e 22C-Ki §7  System T\Minor  CUG1 Active. Cisco SNMP2 - ExaV2 0
10.20.0 2 10.20.0.201 Unknown Generic| SHMP 45 System Heathy SIS Active. Cisco SNMPV2 - Exa V2 [}
10.20.0.2 10.20.0.208 Unknown Generic | SHMP 52 system Heathy  [Ged Active (Cisco SNMPV2 - ExaV2 &
10.20.0.209 Telephony Quintum | Tenor 53 System Heathy  [SV] Active. Cisco SNMPY2 - Exa V2 o
10200222 Unknown Beneric| SHHP 138 System Heathy (S| Active. Cisco SNMPv2 - ExaV2 0
10.20.0.25 Unknown Genertc | SHIP 171 System Heathy [T Active Cisco SNUPV2 - Exa V2 &
1020052 Unknown ASKEY Computer Corp. | OEM 5 System Heathy (<] Active. Cisco SNMPy2 - ExaV2 0
10.20.0.59 Unknowin Generic | SHIP 3 System Heathy  [SU] Active. Cisco SNMPY2 - Exa V2 0o

1020061 1020061 Unknown Generic | SR B System eathy (eI Active

Administration:

LDELETE Selected Devices

L_MODIFY By Tempiate

LCLEAR Device Logs

_CREATE Asset Record

_SCHEDULE Maintenance

L_FIND Collection Label Dupicates
Collection State:

I

LActive

L Disabled
Change User Maintenance Mode:

LEnabled with Colection

|_Enabled without Collection

|_Disabled
Change Collector Group:

SNMP Read Credential:
IViewing Page: 1] [~] [Select Action]

2. Inthe Device Manager page, select the checkbox for each device for which you want to schedule
maintenance. To select all checkboxes for all devices, select the red checkbox () at the top of the page.

3. Inthe Select Action drop-down list, select Schedule Maintenance, and then click [Go]. The Schedule
Editor modal page appears.

4. To schedule maintenance for the selected devices, follow the steps described in the section Defining a
Scheduled or Recurring Device Maintenance Window for a Single Device. The values you supply in the
Schedule Editor modal page are applied to each selected device.
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Enabling or Disabling Scheduled Maintenance for One or
More Devices

You can enable or disable one or more scheduled or recurring device maintenance windows from the Schedules
tab of the Device Investigator (or the Schedule Manager page in the Device Administration panel in the
classic SL1 user interface).

To do this:

1. Go to the Schedules tab of the Device Investigator. (Alternatively, in the classic SL1 user interface, go to
the Schedule Manager page (Devices > Device Manager > wrench icon > Schedule)).

Schedule Manager | Schedules Found [2] Create Reset
Event uratio Recurrence
Schedule Sunmary - Schedule Description D schid  Conted  Timezone Start Time n Interval End Date Lest Run Owner  Oroanization Visibilty Enableg
[ I [ — —] [l I [ [l ]l i I ]| S —
1 Mentnly maiienant Monihly iest mainienan 151 80 Devices  Amercailew_ Z017-01-17030000  BOmintEvery | Morth 017127050000~ banderlon  System  Prvaiees 4
2. One-time maintenal One-time test maintenz 152 61 Devices AmericaiNew_ 2017-01-20 0000:00 300 mir = = B banderton  System Private ves | |
[Select Action] v
[Select Action]
opyright © 2003 - 2017 ScienceLogic, Inc. All rights reserve: d ‘Administration:
|_DELETE Schedules
_ |_ENABLE Sthedules
DISAB eduies b—

2. Select the checkbox icon for each scheduled process you want to enable or disable.
3. Click the Select Action menu and choose Enable Schedules or Disable Schedules.

4. Click the [Go] button.

Deleting Scheduled Maintenance for One or More Devices

You can delete one or more scheduled or recurring device maintenance windows from the Schedules tab of the
Device Investigator (or the Schedule Manager page in the Device Administration panel in the classic SL1
user interface).
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To delete maintenance windows:

1. Go to the Schedules tab of the Device Investigator. (Alternatively, in the classic SL1 user interface, go to
the Schedule Manager page (Devices > Device Manager > wrench icon > Schedule)).

Schedule Manager | Schedules Found [2] Create Reset
Event Duratio Recurence
Schedule Summary *  Schedule Description  |D  sch id  Conted Timezone Start Time n Interval End Date Last Run Owner O Visibity Enabled
( ) IC I ) Il 1 I Il ( ) I
1. Monthly maintenan lontrl test maitenan 151 60 Deviess  Americaisu GOmin Ever | Montn 2071217050000~ pendemon  System  Priateles
2. B One-fime maintenal One-tme test maintenz 152 61 Devices Americaiew_’ 2017-01-2000:00:00 300 mir = = = banderton  System Private ves | |
[Select Action] v
[Select Action]
Eopyright ©2003 - 2017 SeienceLogie, Inc. All rights reserved. Administration: |
|_DELETE Schedues
_ |_ENABLE Schedules
H |_DISABLE Schedules H

2. Select the checkbox icon for each scheduled process you want to delete.

3. Click the Select Action menu and choose Delete Schedules.

4. Click the [Go] button.
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Chapter

10

Managing Dynamic Applications

Overview

This chapter describes how to manage the Dynamic Applications aligned to a device.
Use the following menu options to navigate the SL1 user interface:

« To view a pop-out list of menu options, click the menu icon [&).

» To view a page containing all of the menu options, click the Advanced menu icon ( + ).
This chapter covers the following topics:

Viewing the List of All Dynamic Applications in SLT ... 212
Managing the Dynamic Applications Aligned to a Device ..., 221

Managing the Dynamic Applications Associated with a Device in the Classic SL1 User Interface ..... 229

How SL1 Manages the Collection Status for Dynamic Applications .............................................. 240
Status of Objects for Deviation ... ... 241
Bulk Un-Aligning Dynamic Applications ... 242
Setting Thresholds for Dynamic Applications ... 242
Dynamic Applications and Discovery ... . ... 243

Viewing the List of All Dynamic Applications in SL1

The Dynamic Applications Manager page (System > Manage > Dynamic Applications) displays a list of all
existing Dynamic Applications. For each Dynamic Application, the page displays the following:
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Dynamic Applications Manager | Total Found [1545] Actions Reset Guide

Dynamic Application Name + Poll Rate Type State D Subscribers PowerPack Environment Collects  Alerts  Events Thresh  Edited By Last Edit
( [t I ) ) ( I ] ( Jm )
1. Not TestICDA 1 min. Snippet Configuration Enabled 1 1502 - Sciencelogic: ICDA Harc SYSTEM 211 - - - em7admin 2018-07-20 09:27:05
2. #2level DCM app cache producer 15 min. Snippet Configuration Enabled 0.1 1517 = 2level DCM apptest ~ SYSTEM 2 = = —  em7admin  2018.07-20 09:26:21
3. #2-level DGM app config 1 min. Snippet Configuration Enabled 0.1 1520 - 2-level DCM app test SYSTEM 21 21 211 - emTadmin 2018-07-20 09:26:21
4. ®2-level DCM app level1 discovery 1 min. Snippet Configuration Enabled 0.1 1518 - 2-level DCM app test SYSTEM 212 - - - em7admin 2018-07-20 09:26:21
5 @2-level DGM app level2 discovery 1 min. Snippet Configuration Enabled 0.1 1519 = 2-level DCM app test  SYSTEM 212 = = —  em7admin  2018-07-20 09:26:21
6. @ Alteon: Gonfiguration 120 min. SNMP Configuration Enabled 1.2 174 - Alteon Base Pack nia 2130 g5 g5 -~ em7admin 2018-07-19 23:27:21
7. BAiteon: Load Trending 15 min. SNMP Performance Enabled 1.1 "73 - Alteon Base Pack nia 216 - - - emTadmin 2018-07-1923:2721 /
8. @ Alteon: Performance 15 min. SNMP Performance Enabled 2.7 1175 - Alteon Base Pack n/a 2ls - - - em7admin 2018-07-19 23:27:22
9. P APC: Envirenmental T/H S min. SNMP Performance Enabled 6.1 73 - APC Base Pack nia 213 zl2 gl2 gz em7admin 2018-07-19 23:24:41 /
10. @APC: Asset Tracking 1440 min. SNMP Configuration Enabled 1.1 707 - APC Base Pack nia 2m - - -~ em7admin 2018-07-1923:24:41 ¥
1. BAPC: Battery Performance 15 min. SNMP Performance Enabled 1.1 708 - APC Base Pack n/a 217 - - - em7admin 2018-07-19 23:24:41 /
12. BAPC: Battery Status 15 min. SNMP Configuration Enabled 12 709 = APC Base Pack na 29 g2 g2 g2 em7admin  2018-07-1923:24:41
13. B APC: Configuration 360 min. SNMP Configuration Enabled 1.1 710 - APC Base Pack nia 2120 gz14 g4 - emTadmin 2018-07-19 23:24:41 ./
14. _BAPC: Environmental Asset 1440 min. SNMP Configuration Enabled 6.1 714 - APC Base Pack n/a 212 - - - em7admin 2018-07-19 23:24:41
15. BAPC: PDU Performance 15 min. SNMP Performance  Enabled 1.3 712 = APC Base Pack na 23 = = —  em7admin  2018-07-1923:24:41 /
16. @APG: SmartUPS Power Qutput Smin. SNMP Performance Enabled 6.1 715 - APC Base Pack nia 212 - - -~ em7admin 2018-07-19 23:24:42
17. BAPC: UPS Testing 1440 min. SNMP Configuration Enabled 12 711 - APC Base Pack nia 216 29 2l9 - em7admin 2018-07-1923:24:41 /
18. @ Arba: Asset 1440 min. SNMP Configuration Enabled 2.8 1434 - Aruba Base Pack n/a s - - - em7admin 2018-07-19 23:28:45
19. B Amuba; Voice Counters S min. SNMP Performance Enabled 2.8 1435 - Aruba Base Pack nia 2118 - - - em7admin 2018-07-1923:28:45 /
([Viowing Page 1) v) T ST - - ({Seect Ackor] -

TIP: To sort the list of Dynamic Applications, click on a column heading. The list will be sorted by the column
value, in ascending order. To sort by descending order, click the column heading again. The Last Edit
column sorts by descending order on the first click; to sort by ascending order, click the column heading
again.

NOTE: By default, the cursor is placed in the first Filter-While-You-Type field. You can use the <Tab> key or
your mouse to move your cursor through the fields.

o Dynamic Application Name. Name of the Dynamic Application, as defined in the Dynamic Applications
Properties Editor page.

o Poll Rate. Frequency, in minutes, at which SL1 will poll all devices that use this Dynamic Application.

NOTE: The Poll Rate column displays the default poll frequency for the Dynamic Application, as defined in
the Dynamic Applications Properties Editor page. You can define a custom poll frequency for
one or more devices in a device template. The poll frequency defined in the device template
overrides the poll frequency defined for the Dynamic Application. Devices to which the device
template is applied will use the poll frequency defined in the device template.

e Type. Type of Dynamic Application. The choices are:

© Bulk Snippet Configuration. A single instance of the Dynamic Application uses custom-written Python
code to collect static configuration data from multiple devices. This is useful for systems that include a
large number of component devices. For details on creating bulk snippet Dynamic Applications, see
the Snippet Dynamic Application Development manual.
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° Bulk Snippet Performance. A single instance of the Dynamic Application uses custom-written Python
code to collect trendable performance data from multiple devices. This is useful for systems that
include a large number of component devices. For details on creating bulk snippet Dynamic
Applications, see the Snippet Dynamic Application Development manual.

° Database Configuration. The Dynamic Application retrieves configuration data from a database
application. The Dynamic Application uses SQL queries. The queried device returns table data. For
details on creating database Dynamic Applications, see the DatabaseDynamic Application
Development manual.

° Database Performance. The Dynamic Application retrieves trendable performance data from a
database application. The Dynamic Application uses SQL queries. The queried device returns table
data. For details on creating database Dynamic Applications, see the DatabaseDynamic
Application Development manual.

° Internal Collection Inventory. The Internal Collection Inventory Dynamic Application (ICDA) retrieves
configuration data about filesystems and interface. For filesystem, an ICDA Inventory can retrieve
data such as storage size, filesystem type, and storage used. These ICDAs can also collect
configuration data about interfaces, such as physical address, operational status, and IP addresses.
For details on creating ICDAs, see the Internal Collection Dynamic Application Development
manual.

° Internal Collection Performance. The Internal Collection Performance Dynamic Application (ICDA)
retrieves data about availability and latency, device information (system description, system uptime,
system locale), filesystem performance, and interface performance. For details on creating ICDAs,
see the Internal Collection Dynamic Application Development manual.

o [T Service. A special type of Dynamic Application that SL1 uses to monitor IT Services. When you
create and edit an IT Service in the IT Service Editor page, SL1 will automatically create and
maintain a Dynamic Application for that IT Service. Dynamic Applications for IT Services will appear
in the Dynamic Applications Manager page. However, if you want to edit the settings for an IT
Service, you should not edit the Dynamic Application for that IT Service. Instead, use the IT Service
Editor page to edit IT Services. For details on creating IT Service policies, see the manual IT
Services.

© PowerShell Configuration. The Dynamic Application uses PowerShell commands to collect static
configuration data from a Windows device. For details on creating PowerShell Dynamic Applications,
see the manual Dynamic Application Development - WMI and PowerShell. For information on
configuring SL1 and external systems to use PowerShell Dynamic Applications, see the manual
Monitoring Windows Systems with PowerShell and Monitoring Windows Systems with WMI.

©  PowerShell Performance. The Dynamic Application uses PowerShell commands to collect trendable
performance data from a Windows device. For details on creating PowerShell Dynamic Applications,
see the manual Dynamic Application Development - WMI and PowerShell. For information on
configuring SL1 and external systems to use PowerShell Dynamic Applications, see the manual
Monitoring Windows Systems with PowerShell and Monitoring Windows Systems with WMI.

°© Snippet Configuration. The Dynamic Application uses custom-written Python code to collect
configuration data from a device. For details on creating snippet Dynamic Applications, see the
Snippet Dynamic Application Development manual.
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Snippet Journal. The Dynamic Application uses custom-written Python code to collect data formatted
as log entries from a device. For details on creating snippet Dynamic Applications, see the Snippet
Dynamic Application Development manual.

Snippet Performance. The Dynamic Application uses custom-written Python code to collect trendable
performance data from a device. For details on creating snippet Dynamic Applications, see the
Snippet Dynamic Application Development manual.

SNMP Configuration. The Dynamic Application uses SNMP to retrieve static, configuration data from
devices or applications. For details on creating SNMP Dynamic Applications, see the SNMP
Dynamic Application Development manual.

SNMP Performance. The Dynamic Application uses SNMP to retrieve trendable performance data
from devices or applications. For details on creating SNMP Dynamic Applications, see the SNMP
Dynamic Application Development manual.

SOAP Configuration. The Dynamic Application uses XML and SOAP to retrieve static configuration
data from a SOAP server. The queried device returns XML data. For details on creating SOAP
Dynamic Applications, see the XML, SOAP, and XSLT Dynamic Application Development
manual.

SOAP Performance. The Dynamic Application uses XML and SOAP fo retrieve trendable performance
data from a SOAP server. The queried device returns XML data. For details on creating SOAP
Dynamic Applications, see the XML, SOAP. and XSLT Dynamic Application Development
manual.

WMI Configuration. The Dynamic Application retrieves configuration information from either WMI or
WBEM running on a managed device. WMI Dynamic Applications use a query format to request data
from a managed device. WBEM Dynamic Applications use wbemcli and HTTP to request data from a
managed device. For details on creating WMI Dynamic Applications, see the manual Dynamic
Application Development - WMI and PowerShell. For information on configuring SL1 and
external systems to use PowerShell Dynamic Applications, see the manual Monitoring Windows
Systems with PowerShell and Monitoring Windows Systems with WMI.

WMI Performance. The Dynamic Application retrieves trendable performance data from either WMI
or WBEM running on a managed device. WMI Dynamic Applications use a query format to request
data from a managed device. WBEM Dynamic Applications use wbemcli and HTTP to request data
from a managed device.

XML Configuration. The Dynamic Application uses HTTP GET queries. The queried device returns
static configuration data in XML format. For details on creating SOAP Dynamic Applications, see the
XML, SOAP, and XSLT Dynamic Application Development manual.

XML Performance. The Dynamic Application uses HTTP GET queries. The queried device returns
trendable performance data in XML format. For details on creating SOAP Dynamic Applications, see
the XML, SOAP, and XSLT Dynamic Application Development manual.

XSLT Configuration. The Dynamic Application uses XML and SOAP to retrieve static configuration
data from a SOAP server. The requests used to retrieve data are generated by performing an XSLT
transformation on an XML document that contains data already collected by the Dynamic

Application. The queried device returns XML data, which must be changed to a specific format by
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performing a second XSLT transformation. For details on creating SOAP Dynamic Applications, see
the XML, SOAP, and XSLT Dynamic Application Development manual.

© XSLT Performance. The Dynamic Application uses XML and SOAP to retrieve trendable performance
data from a SOAP server. The requests used to retrieve data are generated by performing an XSLT
transformation on an XML document that contains data already collected by the Dynamic
Application. The queried device returns XML data, which must be changed to a specific format by
performing a second XSLT transformation. For details on creating SOAP Dynamic Applications, see
the XML, SOAP, and XSLT Dynamic Application Development manual.

o State. Specifies whether the Dynamic Application is Enabled or Disabled.

» Version. Version number to assign to the Dynamic Application. You can customize this value and increment
it according to your change management policies.

o ID. Unique application ID, assigned by SLT.

o Subscribers. Number of devices on which the Dynamic Application is enabled to collect data. Clicking on
the icon leads to the Application Subscribers modal, where you can view the list of devices and access

B
(<)

other pages for each subscriber device. You can also access this page by selecting the wrench icon for

a Dynamic Application and selecting the [Subscribers] tab.
o PowerPack. Specifies whether or not the Dynamic Application is included in a PowerPack.

o Environment. The execution environment to which the Dynamic Application is aligned, if it is a snippet or
internal collection Dynamic Application. If it is not a snippet or internal collection Dynamic Application, then
this column displays "n/a".

 Collects. Number of objects included in the Dynamic Application. Clicking on the icon (dﬂ) leads to the
Collection Objects page, where you can view the list of collection objects and edit their properties.

 Alerts. Number of custom alerts defined for the Dynamic Application. Clicking on the icon ((ﬁ) leads to the
Alert Obijects page, where you can view and edit each alert defined for the Dynamic Application.

» Events. Number of events associated with the Dynamic Application. Clicking on the icon (ﬂ) leads to the
Event Policy Manager page, where you can view information about each event definition associated with
the Dynamic Application definition and edit each event definition.

* Thresh. Number of threshold objects defined for the Dynamic Application. Clicking on the icon (fﬁ) leads
to the Threshold Objects page, where you can view and edit information about each threshold object
defined for the Dynamic Application.

o Edited By. Username of the person who created or last edited the Dynamic Application.

o Last Edit. Date that the Dynamic Application was created or last edited.

Searching and Filtering the List of Dynamic Applications

The Filter-While-You-Type fields appear as a row of blank fields at the top of the list. These fields let you filter the
items that appear in the list.

The list is dynamically updated as you select each filter. For each filter, you must make a selection from a drop-
down menu or type text to match against. SL1 will search for entries that match the text, including partial matches.
Text matches are not case-sensitive, and you can use special characters in each text field.
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By default, the cursor is placed in the first Filter-While-You-Type field. You can use the <Tab> key or your mouse
to move your cursor through the fields.

You can filter by one or more of the following parameters. Only items that meet all of the filter criteria are
displayed on the page.

» Dynamic Application Name. You can enter text to match, including special characters, and the Dynamic
Applications Manager page will display only Dynamic Applications that have a matching name.

 Poll Rate. You can enter text to match, including special characters, and the Dynamic Applications
Manager page will display only Dynamic Applications that have a matching polling rate.

o Type. You can enter text to match, including special characters, , and the Dynamic Applications Manager
page will display only Dynamic Applications that have a matching type.

 State. You can enter fext to match, including special characters, and the Dynamic Applications Manager
page will display only Dynamic Applications that have a matching state.

» Version. You can enter text to match, including special characters, and the Dynamic Applications
Manager page will display only Dynamic Applications that have a matching version number.

o ID. You can enter text to match, including special characters, and the Dynamic Applications Manager
page will display only Dynamic Applications that have a matching ID number.

o Subscribers. You can enfer text to match, including special characters, and the Dynamic Applications
Manager page will display only Dynamic Applications that have a matching number of subscribers.

o PowerPack. You can enter text to match, including special characters, and the Dynamic Applications
Manager page will display only Dynamic Applications that have a matching PowerPack.

o Environment. You can enter text to match, including special characters, and the Dynamic Applications
Manager page will display only Dynamic Applications that have a matching execution environment.

o Collects. You can enter text to match, including special characters, and the Dynamic Applications
Manager page will display only Dynamic Applications that have a matching number of collection objects.

o Alerts. You can enter text to match, including special characters, and the Dynamic Applications Manager
page will display only Dynamic Applications that have a matching number of alerts.

o Events. You can enter text to match,including special characters, and the Dynamic Applications Manager
page will display only Dynamic Applications that have a matching number of event policies.

o Thresh. You can enter text to match, including special characters, and the Dynamic Applications Manager
page will display only Dynamic Applications that have a matching number of thresholds.

 Edited By. You can enter text to match, including special characters, and the Dynamic Applications
Manager page will display only Dynamic Applications that were created or edited by a a matching user-
name.

o Last Edited. Only those Dynamic Applications that match all the previously selected fields and have the
specified "last edited" date will be displayed. The choices are:
o All. Display all Dynamic Applications that match the other filters.
©  Last Minute. Display only Dynamic Applications that have been modified within the last minute.
© Last Hour. Display only Dynamic Applications that have been modified within the last hour.

© Last Day. Display only Dynamic Applications that have been modified within the last day.
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° Last Week. Display only Dynamic Applications that have been modified within the last week.
© Last Month. Display only Dynamic Applications that have been modified within the last month.

© Last Year. Display only Dynamic Applications that have been modified within the last year.
Special Characters

You can include the following special characters to filter by each column except those that display date and time:

NOTE: When searching for a string, SL1 will match substrings by default, even if you do not include any
special characters. For example, searching for "hel" will match both "hello" and "helicopter'. When
searching for a numeric value, SL1 will not match a substring unless you use a special character.

String and Numeric
* , (comma). Specifies an "OR" operation. Works for string and numeric values. For example:
"dell, micro" matches all values that contain the string "dell" OR the string "micro".
» & (ampersand). Specifies an "AND " operation. Works for string and numeric values. For example:
"dell & micro" matches all values that contain both the string "dell" AND the string "micro", in any order.

* | (exclamation point). Specifies a "not" operation. Works for string and numeric values. For example:

NOTE: You can also use the "I" character in combination with the arithmetical special characters (min-max,
>, <, >=, <=, =) described below.

o * (asterisk). Specifies a "match zero or more" operation. Works for string and numeric values. For a string,
matches any string that matches the text before and after the asterisk. For a number, matches any number
that contains the text. For example:

"hel*er" would match "helpers" and "helicopter" but not "hello".
"325*" would match "325","32561", and "325000".
"*000" would match "1000", "25000", and "10500000".
» 2 (question mark). Specifies "match any one character". Works for string and numeric values. For example:

"I2ver" would match the strings "oliver", "levers", and "lover", but not "believer".

"1352" would match the numbers "1350", "1354", and "1359", but not "135" or "13502"
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String

N\

. (caret). For strings only. Specifies "match the beginning". Matches any string that begins with the specified
string. For example:

"~ sci" would match "scientific' and "sciencelogic", but not "conscious".

" happy$" would match only the string "happy", with no characters before or after.
"1™ micro" would match all values that do not start with "micro".

"I~ $" would match all values that are not null.

oA

would match null values.

* $ (dollarsign). For strings only. Specifies "match the ending". Matches any string that ends with the specified
string. For example:

"ter$" would match the string "renter" but not the string "terrific".

"~ happy$" would match only the string "happy", with no characters before or after.
"Ifer$" would match all values that do not end with "fer".

"I~ $" would match all values that are not null.

"1$" would match null values.

NOTE: You can use both ™ and $ if you want to match an entire string and only that string. For example,
"~ tern$" would match the strings "tern" or "Tern" or "TERN"; it would not match the strings "terne" or
"cistern”.

Numeric

e min-max. Matches numeric values only. Specifies any value between the minimum value and the maximum
value, including the minimum and the maximum. For example:

"1-5"would match 1, 2, 3, 4, and 5.

* - (dash). Matches numeric values only. A "half open" range. Specifies values including the minimum and
greater or including the maximum and lesser. For example:

"1-" matches 1 and greater. So would match 1, 2, 6, 345, etc.
"-5" matches 5 and less. So would match 5, 3, 1, O, etc.
e > (greater than). Matches numeric values only. Specifies any value "greater than". For example:

">7"would match all values greater than 7.
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o < (less than). Matches numeric values only. Specifies any value "less than". For example:
"< 12" would match all values less than 12.

e >= (greater than or equal to). Matches numeric values only. Specifies any value "greater than or equal to".
For example:

"=>7"would match all values 7 and greater.

o <= (less than or equal to). Matches numeric values only. Specifies any value "less than or equal to". For
example:

"=<12"would match all values 12 and less.

* = (equal). Matches numeric values only. For numeric values, allows you to match a negative value. For
example:

"=-5"would match "-5" instead of being evaluated as the "half open range" as described above.
Examples

 "ldell" matches all values that do not contain the string "dell".

* "I micro" would match all values that do not start with "micro".
» "lfer$" would match all values that do not end with "fer".

* "I $"would match all values that are not null.

"I~ " would match null values.
* "13" would match null values.
"1*" would match null values.

* 'happy, !dell" would match values that contain "happy" OR values that do not contain "dell".
» "gio$". Matches only text that ends with "aio".

e "7 shu". Matches only text that begins with "shu".

e ""silo$". Matches only the text "silo", with no characters before or after.

 "Isilo". Matches only text that does not contains the characters "silo".

o "I ~silo". Matches only text that does not start with "silo".

» "l03$". Matches only text that does not end with "0".

o "I ™silo$". Matches only text that is not the exact text "silo", with no characters before or after.
o "I™" Matches null values, typically represented as "--" in most pages.

e "I$". Matches null values, typically represented as "--" in most pages.

o "I™$". Matches all text that is not null.

* silo, laggr'. Matches text that contains the characters "silo" and also text that does not contain "aggr".

* 'silo, 02, laggr". Matches text that contains "silo" and also text that contains "02" and also text that does not
contain "aggr'.
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'silo, 02, laggr, 101". Matches text that contains "silo" and also text that contains "02" and also text that does
not contain "aggr' and also text that does not contain "01".

[[IAN (TR ||||| n
’ I

s*i*[*0$". Matches text that contains the letter 's", "i
these letters. For example "sXiXIXo" would match.

o", in that order. Other letters might lie between

"1~ s*i**0$". Matches all text that does not that contains the letter s, "i", 'I", "o", in that order. Other letters
might lie between these letters. For example "sXiXIXo" would not match.

"lvol&lsilo". Matches text that does not contain "vol" AND also does not contain "silo". For example, "volume"
would match, because it contains "vol" but not "silo".

"lvol&02". Matches text that does not contain "vol" AND also contains "02". For example, "happy02" would
match, because it does not contain "vol' and it does contain "02".

"aggr,lvol&02". Matches text that contains "aggr' OR text that does not contain "vol" AND also contains
\|02||.

"aggr,vol&linfra". Matches text that contains "aggr" OR text that does not contain "vol" AND does not
contain "infra".

"' Matches all text.

"1*"Matches null values, typically represented as "--" in most pages.

'silo". Matches text that contains "silo".

"lsilo ". Matches text that does not contain "silo".

"1 silo$ . Matches all text except the text 'silo", with no characters before or after.
'.3,7-8,11,24,50-". Matches numbers 1,2, 3,7, 8, 11, 24, 50, and all numbers greater than 50.

'.3,7-8,11,24,50-,a". Matches numbers 1,2, 3,7, 8, 11, 24, 50, and all numbers greater than 50, and
text that includes "a".

"2n". Matches text that contains any single character and the character "n". For example, this string would

match "an", "bn", "cn”, "1n", and "2n".

"n*SAN". Matches text the contains "n", zero or any number of any characters and then "SAN". For example,
the string would match "nSAN", and "nhamburgerSAN".

"~ 2n*SANS$”. Matches text that begins with any single character, is following by "n", and then zero or any
number of any characters, and ends in "SAN".

Managing the Dynamic Applications Aligned to a Device

You can view detailed data about a specific device by clicking the device name on the Devices page (8) to

open the Device Investigator page for that device.

The [Collections] tab of the Device Investigator displays a list of the Dynamic Applications associated with the
device.

This section describes how to view and manage the Dynamic Applications associated with a device using the
[Collections] tab of the Device Investigator.
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IMPORTANT: Even if you turn off data collection for a device, that device still consumes a single
Sciencelogic device license. For more information, see the Non-billable Devices section.

Viewing the List of Dynamic Applications Aligned to a Device

On the [Collections] tab of the Device Investigator, you can view a list of the Dynamic Applications associated
with the device.

Devices S ALy @ScienceLogic

. lenny-nightly-dist-mc-10... Info v Report Tools
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. Device Credential
L Poll Frequency -
o = NAME + TvPE CREDENTIAL POLLFREQUENCY RUNDYNAMICAPP
Sou i= Collection Objects 2
() EM7: Asset Information SNMP Configuration SNMP Credential 24 hours » Run Now v Free Swap Size e
- + Total Swap Size v
() EM7: Event Statistics SNMP Performance SNMP Credential 5 minutes » Run Now Discovery Object L
™) Host Resource: Configuration SNMP Configuration SNMP Credential 15 minutes » Run Now O Presentation Objects @
+ Swap Utilization ~
") Host Resource: Storage Snippet Performance SNMP Credential 5 minutes » Run Now Found e
3 rue
50
(O Net-sNMp:cPU SNMP Performance SNMP Credential 5 minutes » RunNow 12
Group Vitals
() Net-SNMP: Physical Memory SNMP Performance: SNMP Credential 5 minutes » Run Now Labe Swap
N v Free Swap Size v
(® Net-SNMP: Swap SNMP Performance SNMP Credential 5 minutes » RunNow v Total Swap Size v
() support: File System Snippet Configuration SNMP Credential 2 hours » Run Now

For each Dynamic Application in the list, the [Collections] tab displays the following information:

¢ Name. Name of the Dynamic Application.

e Type. The protocol used by the Dynamic Application (Database [SQL], Internal Collection Inventory or
Internal Collection Performance (ICDA), Snippet [Python], SNMP, SOAP, WMI, XML, or XSLT) and the type
of data collected by the Dynamic Application (Configuration, Performance, or Journal).

o Credential. Name of the credential that SL1 uses to access the device and retrieve the data specified in the
Dynamic Application.

NOTE: Cache-consuming Dynamic Applications do not require a credential. If you aligned a cache-
consuming Dynamic Application in the Align Dynamic Application modal page, the Credential
field displays N/A and is grayed out. You do not have to select a credential in the Align Dynamic
Application modal page.
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¢ Poll Frequency. Frequency at which SL1 will query the device to retrieve the data specified in the Dynamic
Application. Each Dynamic Application includes a default frequency. From this page (the [Collections]
tab), if you have the proper user permissions, you can change the poll frequency for a Dynamic Application
on the current device. This edited poll frequency will override the default frequency for the Dynamic
Application and the poll frequency defined for a Dynamic Application in one or more device templates.

TIP: To rearrange the columns in the list, click and drag the column name to a new location. You can adjust
the width of a column by clicking and dragging the right edge of the column. For more information
about editing and adding columns, see "Editing the Settings for an Inventory Page" in the Introduction to
SL1 manual.

On the [Collections] tab, you can:

¢ View information about a Dynamic Application

¢ Change the credential for a Dynamic Application

« Update the poll frequency for a Dynamic Application

o Align or unalign Dynamic Applications with the device

o View the collection status for a Dynamic Application

e Enable or disable collection for the device's Dynamic Applications

e Enable or disable collection for individual collection objects within a Dynamic Application

¢ Run a Dynamic Application

Viewing Information about a Dynamic Application Aligned to a Device

To view more information about a Dynamic Application that is aligned to the device, select that Dynamic
Application from the list on the [Collections] tab. An information pane with details about that Dynamic
Application appears on the right side of the page:
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<
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This information pane includes three sections:

« Info (®). This section provides basic information about the Dynamic Application. From here, if you have the
proper user permissions, you can also change the Dynamic Application's credential and update its poll
frequency.

o Collection Objects (=). This section lists the Dynamic Application's collection objects. Each collection
object in a Dynamic Application specifies a data point that SL1 will attempt to collect.

o Presentation Objects (2). This section lists the Dynamic Application's presentation objects. Presentation

objects define how SL1 should present data for performance or journal Dynamic Applications.

You can click the expand icon () next to each collection object and presentation object to see additional
information about that object, including its collection status. For more information, see the section on Viewing
the Status of a Dynamic Application.

If you have the proper user permissions, you can also enable or disable collection for certain collection objects.
For more information, see the section on Enabling and Disabling Collection for Specific Collection Objects.

Changing the Credential for a Dynamic Application Aligned to a
Device

If you have the proper user permissions, you can use the information pane for a Dynamic Application listed on
the [Collections] tab to change the credential aligned to that Dynamic Application.

To change the credential for a Dynamic Application aligned to a device:
1. On the [Collections] tab of the Device Investigator, click [Edit] and select the Dynamic Application you

want to update. The information pane for the Dynamic Application appears.

2. It SNMP Credential is checked currently in the Device Credential field, uncheck the checkbox. The
Credential field appears below it.

3. Inthe Credential field, click the edit icon (#). The Choose Credential modal page appears.

4. Inthe Choose Credential modal page, search for the credential you want to align with the Dynamic
Application and select it from the list, then click [Select]. Your selected credential appears in the Credential

field.
5. Click [Save].

Updating the Poll Frequency for a Dynamic Application Aligned to a
Device

If you have the proper user permissions, you can use the information pane for a Dynamic Application listed on
the [Collections] tab to change the default poll frequency at which the Dynamic Application queries the device
for data.

To change the poll frequency and collection status for a Dynamic Application:
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1. On the [Collections] tab of the Device Investigator, click [Edit] and select the Dynamic Application you
want to update. The information pane for the Dynamic Application appears.

2. From the Poll Frequency drop-down, select how often you want the Dynamic Application to collect data

from the device. Your options range from 1 minute to 24 hours, or you can select Default to not change the
frequency.

3. Click [Save].

Manually Aligning a Dynamic Application to a Device

If you have the proper user permissions, you can manually align a new Dynamic Application to a device or
unalign a currently aligned Dynamic Application from a device.

To align a Dynamic Application to a device:

1. On the [Collections] tab of the Device Investigator, click [Edit] and then click [Align Dynamic App]. The
Align Dynamic Application window appears.

2. Click Choose Dynamic Application. The Choose Dynamic Application window appears:

Choose Dynamic Application

1]
-]

(©) Avocent: Serial Port Performance SNIMP Performance

() Avacent: Seriz| Part Perfrmance: ACS SNMP Performance

ice Configuration Snippet Configuration

(0) AWS APIGateway Service Discovery Snippet Configuration

(O AwsAPIGateway service Health Snippet Journa

(©) AWS API Instance Configuration Bulk Snippet Configuration

3. Select the Dynamic Application you want to align and click [Select]. The name of the selected Dynamic
Application appears in the Align Dynamic Application window.

4. If a default credential is listed below the Dynamic Application and you want to use that credential, skip
ahead to step 7. Otherwise, uncheck the box next to the credential name.

5. Click Choose Credential. The Choose Credential window appears.

6. Select the credential for the Dynamic Application and click the [Select] button. The name of the selected
credential appears in the Align Dynamic Application window.

7. Click the [Align Dynamic App] button. When the Dynamic Application is successfully aligned, it is added
to the Collections tab, and a confirmation message appears at the bottom of the tab.
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TIP: To unalign a Dynamic Application from a device, click the [Actions] button (=) for that Dynamic
Application and select Unalign Dynamic App. However, be advised that when you unalign a Dynamic
Application, you also delete the data it has collected.

Viewing the Status of a Dynamic Application Aligned to a Device

The [Collections] tab of the Device Investigator displays the status of each collection object within each
Dynamic Application aligned to a device.

The following icons represent the different collection statuses:

lcon Status

Found and collecting

Found and not collecting

Not found and collecting

For more information about these status, see the sections on the Found status and the Collecting status.

NOTE: Before determining which collection objects defined in a Dynamic Application will be collected, SL1
determines whether the Dynamic Application itself should be collected. Dynamic Applications are
not collected for devices that are unavailable (because of a failed availability check) or have
collection disabled (either manually by a user or because of maintenance scheduled in SL1),
regardless of the Collecting value of the objects.

Understanding the Found Status

The Found status for a collection object indicates whether data has ever been successfully collected for that
object from that specific device.

For a presentation object, the Found status indicates whether every collection object used by that presentation
object has a Found value of Yes.

After Found is set to Yes for an object, SL1 will never automatically change the value of Found for this object.

The value of Found is used by SL1 to determine whether icons, tabs, and Navbar links that lead to the
[Performance] or [Configs] page where the collection object is used should be active.
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NOTE: After the Dynamic Application is enabled, its Discovery Obiject displays as Not found and collecting
in the SL1 user interface, with a yellow question mark icon ( ) next to it. No further action is

needed in this situation.

Understanding the Collecting Status

The Collecting status for a collection object indicates whether SL1 will attempt to collect data for this object when
collection for this Dynamic Application occurs. For information about how SL1 determines the Collecting status,
see the section on How SL1 Manages the Collection Status for Dynamic Applications.

If you have the proper user permissions, you can disable or enable collection for individual collection objects. For
more information, see the section on Enabling and Disabling Collection for Specific Collection Objects.

For a presentation object, the Collecting status indicates whether every collection object used by that
presentation object has a Collecting value of Yes. If a collection object has a Collecting value of No, then every
presentation object that uses that collection object will also have a Collecting value of No.

Conversely, the Collecting status for a presentation object has no effect upon its collection objects. If you
manually change the Collecting status for a presentation object, the Collecting status for the collection objects
used by the presentation object will not change.

Enabling and Disabling Dynamic Application Data Collection for a
Device

If you have the proper user permissions, you can disable data collection for a particular Dynamic Application on
a specific device. This will affect collection only for that Dynamic Application on that device. For all other
subscriber devices, SL1 will continue to use the Dynamic Application to collect data.

To disable or enable all collection for a Dynamic Application:

1. On the [Collections] tab for the device, click [Edit].

2. Todisable collection for a Dynamic Application, click the [Actions] button (=) for that Dynamic Application
and select Disable Collection. To enable collection for a disabled Dynamic Application, click the [Actions]
button (=) and select Enable Collection.

3. Click [Save].

IMPORTANT: Even if you turn off data collection for a device, that device still consumes a single
Sciencelogic device license. For more information, see the Non-billable Devices section.
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Enabling and Disabling Collection for Specific Collection Obijects

If you have the proper permissions, you can disable data collection for specific collection objects within a
Dynamic Application that is aligned to a device. Doing so will affect collection only for that collection object
within that Dynamic Application for that specific device; the collection status will not change for any other
collection objects, Dynamic Applications, or devices. For all other devices, SL1 will use the default list of objects
from the Dynamic Application's definition or will use the list of objects defined on the [Collections] tab for that
device.

To disable or enable collection for specific collection objects within a Dynamic Application:

1. On the [Collections] tab for a device, click [Edit] and select the Dynamic Application you want to update.
The information pane for the Dynamic Application appears.

2. Todisable collection for an individual collection object, click the [Actions] button (=) for that object in the
information pane and select Disable Collection. To enable collection for a disabled object, click the
[Actions] button (- ) and select Enable Collection.

3. Click [Save].

Running a Dynamic Application on a Device

On a single device, you can perform a test run of collection with a single Dynamic Application, if you have the
proper user permissions. During this test run, SL1 displays details of each step of the collection process. This
information can be very helpful for troubleshooting and debugging.

NOTE: During a test run of a collection with a Dynamic Application, SL1 does not store the collected data or
generate alerts. SL1 will continue to collect data and generate alerts using the selected Dynamic
Application at the frequency defined in the Dynamic Application.

To execute a test run of collection with a single Dynamic Application:
1. On the [Collections] tab for the device, do one of the following:

o Click the [Run Now] button in the Run Dynamic App column.
 Click the [Actions] button (- ) for the Dynamic Application that you want to run and select Run Now.

* Select the Dynamic Application from the list to open its information pane. On the information pane,
click the [Actions] button (=) and then select Run Now.

2. Astatus window displays the status and relevant logs for the Dynamic Application.
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Managing the Dynamic Applications Associated with a Device
in the Classic SL1 User Interface

This section describes how to view and manage the Dynamic Applications associated with a device using the
Dynamic Application Collections page in the classic SL1 user interface.

Viewing the Dynamic Applications Associated with a Device in the
Classic SL1 User Interface

To view the Dynamic Applications associated with a device:
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Go to the Device Manager page (Devices > Device Manager).

In the Device Manager page, find the device for which you want to view Dynamic Applications. Select its
wrench icon (P)

In the Device Administration panel, select the [Collections] tab.

The Dynamic Application Collections page displays a list of all Dynamic Applications aligned with the
current device. For each Dynamic Application, the Dynamic Application Collections page displays the
following read-only information:

Threshoiss | Collections

Device Name | 10.2.117.3 anaged Type | Physical Device
IP Address /1D 10.2.117.3 | 135 Category | Storage.Array.
Class  Pure Storage Sub-Cless  FlashArray Storage System
Organization | Knights_Pure Uptime | 0 days, 00:00:00
Collection Mode | Active Collection Time | 2018-07-20 14:07:00
Description Group / Coliector CUG-Knights-OL7 | 10-64-171-133-CU-Knights

Device Hostname

Dynamic Application™ Collections Expand Actions Reset Guide
Dynamic Application D Poll Frequency Type Credential Collector
-+ Pure Storage: Array Capacity Stats 1552 5 mins Snippet Performance Knights - Pure Storage 10-64-171-139-CU-Kr /\ |
-+ Pure Storage: Array Stats 1543 5 mins Snippet Performance Knights - Pure Storage 10-64-171-138-CU-Kr *| |
~— Pure Storage: Temperature Stats 1553 5 mins Snippet Performance Knights - Pure Storage 10-64-171-139-CU-Kr /\ |
Presentation Object « Version Pid Found Coliecting Group Label Precedence
o [fffemperaturefc] 0 p® iy e [ - - 0 v
©fffemperatrePF] o (p 69 yes  yes [ - =0 v
Misc Collection Object ~ Cid Found Collecting Edited By,
e o P == I =N I - |
pu Jomeeedeesy . _ e | ] |
-+ Pure Storage: Array Discovery 1542 15 mins Snippet Configuration Knights - Pure Storage 10-64-171-139-CU-Kr *| |
<+ Pure Storage: Controller Config 1554 15 mins Snippet Configuration Knights - Pure Storage 10-64-171-139-CU-Kr /\ |
-+ Pure Storage: Drive Config 1550 15 mins Snippet Configuration Knights - Pure Storage 10-64-171-138-CUKr | |
+ Pure Storage: Hardware Config 1551 15 mins Snippet Configuration Knights - Pure Storage 106447113.CUKr /|
+ Pure Storage: Hosts & Groups Config 1558 15 mins Snippet Configuration Knights - Pure Storage 10-64-171-139-CUKr 7 [ |
+ Pure Storage: Message Log Config 1555 15 mins. Snippet Configuration Knights - Pure Storage 10-64-171-139-CU-Kr /\ |
-+ Pure Storage: Protection Groups Config 1556 15 mins Snippet Configuration Knights - Pure Storage 10-64-171-139-CU-Kr /| |
-+ Pure Storage: Volume Discovery 1544 15 mins Snippet Configuration Knights - Pure Storage 10-64-171-139-CU-Kr /\ |
-+ Pure Storage: Volume Snapshots Config 1548 15 mins Snippet Configuration Knights - Pure Storage 10-64-171-133-CU-Kr /| |

[[Select Action] 3 o |

Save
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* Plus Sign (). Clicking on this icon displays a list of all Presentation Objects included in Dynamic
Applications of type "Performance" and "Journal" or a list of all Collection Objects included in
Dynamic Applications of type "Configuration". You can click on the plus sign next to each
Presentation Obiject to see all the Collection Obijects included in the Presentation Obiject.

e Minus Sign (). Collapses a Dynamic Application and hides the display of Presentation Objects
and Collection Obijects.

o Dynamic Application. Name of the Dynamic Application.
e ID. Numeric ID for the Dynamic Application.

 Poll Frequency. Frequency at which SL1 will query the device to retrieve the data specified in the
Dynamic Application. Each Dynamic Application includes a default frequency. From this page
(Dynamic Application Collections), you can change the poll frequency for a Dynamic Application
on the current device. This edited poll frequency will override the default frequency for the Dynamic
Application and the poll frequency defined for a Dynamic Application in one or more device
templates.

o Type. The protocol used by the Dynamic Application (Database [SQL], Internal Collection Inventory
or Internal Collection Performance (ICDA), Snippet [Python], SNMP, SOAP, WMI, XML, or XSLT) and
the type of data collected by the Dynamic Application (Configuration, Performance, or Journal).

¢ Credential. Name of the credential that SL1 uses to access the device and retrieve the data specified
in the Dynamic Application.

NOTE: Cache-consuming Dynamic Applications do not require a credential. If you aligned a cache-
consuming Dynamic Application in the Dynamic Application Alignment modal page, the
Credential field displays N/A and is grayed out. You do not have to select a credential in the
Dynamic Application Alignment modal page.

o Collector. Name of the specific Data Collector used to collect data from the Dynamic Application.

NOTE: Based on the Dynamic Application's Collector Affinity settings, the Dynamic Application might be
assigned to a different Data Collector than the Data Collector that is assigned to the device in the
Device Properties page (Devices> Device Manager > wrench icon). In the Dynamic Application
Collections page, hover your mouse over the Collector name for any of the Collection Obijects to

view a tooltip that explains why the Dynamic Application is assigned to its particular Data Collector.

* Run Dynamic Application (). Performs a test run of data collection for the selected Dynamic
Application on the current device.

NOTE: If a device is currently unavailable, the lightning-bolt icon (# ) will be grayed out for each Dynamic
Application aligned with the device.
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e Checkbox (). Apply an action from the Select Action field to this instance of the Dynamic
Application.

Manually Associating a Dynamic Application with a Device in the
Classic SL1 User Interface

From the Dynamic Application Collections page, you can manually associate a new Dynamic Application with
a device.

To manually associate a Dynamic Application with a device:
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Go to the Device Manager page (Devices > Device Manager).

In the Device Manager page, find the device you want to associate with a Dynamic Application. Click its
wrench icon ( ?)

In the Device Administration panel, click the [Collections] tab.

In the Dynamic Application Collections page, click the [Actions] menu and select Add Dynamic
Application.

The Dynamic Application Alignment modal page appears. To align a Dynamic Application with a device
in this page:

Dynamic Application Alignment Reset

Dynamic Applications Credentials

Bulk Snippet Configuration: " Select A Dynamic Application First -
Bulk Snippet Config Example
Cisco: ACI Client Endpoint Cenfiguration
Cisco: ACI Centract Censumer / Provider Cenfig
Cisco: ACI Demain Configuration
Cisco: AC| Networking Configuration
Microsoft: Azure Cloud Service Configuration
Microsoft: Azure SOL Database Configuration
Microsoft: Azure Storage Container Configuratic
Microsoft. Azure Virtual Machine Configuration
Microsoft: Azure Virtual Metwork Configuration
Metdpp: LUN Config C-Mode
Metipp: Port Config C-Mede:
Metipp: Volume Config C-Mede

Bulk Snippet Performance:
AWS EBS Instance Performance
AWS EC2 Instance Performance
Cisco: ACI Fabric Switch Module Health Scores
Microsoft: Azure SOL Database Performance
Microsoft. Azure Storage Account Bleb Perform
Microsoft: Azure Sterage Account Queue Perfor
Microsoft: Azure Storage Account Table Perforn
Microsoft: Azure Virtual Machine CPU Performa
Microsoft: Azure Virtual Machine CPU Performa « -
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o Select the Dynamic Application you want to align with the device in the Dynamic Applications field.
You can filter the list of Dynamic Applications using the search field above the Dynamic
Applications field.

* After selecting a Dynamic Application, you must select a credential. Select a credential in the
Credentials field. You can filter the list of credentials using the search field above the Credentials
field.

NOTE: Your organization membership(s) might affect the list of credentials you can see in the
Credentials field.

NOTE: Cache-consuming Dynamic Applications do not require a credential. If you selected a
cache-consuming Dynamic Application in the Dynamic Application Alignment
modal page, the Credential field displays N/A and is grayed out. You do not have to
select a credential in the Dynamic Application Alignment modal page.

6. Click the [Save] button in the Dynamic Application Alignment modal page to align the Dynamic
Application and the credential to the device.

7. SL1 will associate the Dynamic Application with the device and immediately attempt to collect the data
specified in the Dynamic Application using the selected credential.

8. After the first, immediate collection, SL1 will collect the data at the frequency defined in the Polling
Frequency field in the Application Configuration Editor page for the Dynamic Application.

Editing the Credential Associated with a Dynamic Application in the
Classic SL1 User Interface

From the Dynamic Application Collections page, you can change the credential associated with a Dynamic
Application. This credential will be used by SL1 for this specific Dynamic Application associated with this specific
device . For all other devices, SL1 will use the default credential associated with the device, or will use the
credential defined in the Dynamic Application Collections page for each device.

NOTE: Cache-consuming Dynamic Applications do not require a credential. If you aligned a cache-
consuming Dynamic Application with this device (you do this in the Dynamic Application
Alignment modal page), the Credential field displays N/A and is grayed out.

To change the credential associated with a Dynamic Application for a device:

1. Go to the Device Manager page (Devices > Device Manager).

2. Inthe Device Manager page, find the device for which you want to define a credential. Select its wrench
. &
icon (<7).

3. Inthe Device Administration panel, select the [Collections] tab.
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4. Inthe Dynamic Application Collections page, find the Dynamic Application for which you want to change
the credential. Select its checkbox (). To apply a credential to multiple Dynamic Applications, select the
checkbox for each Dynamic Application.

5. From the Select Action drop-down list, select the credential from the list of all credentials that you are
allowed to use, and then select the [Go] button.

Properties Thresholds Collections [ Schedule
1anaged Type |Physical Device
Storage Amray
s FlashArray Storage System
Upime 0 days, 00:00:00 PURE
Collcton Time |2018-07-20 14:07:00 3
Group  Collector CUG-Knights-OLT | 10-64-171-139-CU-Knights
Dynamic Application™ Collections
Dynamic Appication D n Type Gregentia tor a
+ Pure Storage: Array Capacity Stats 1852 Smins, Snippet Performance Knights - Pure Storage 10-64-171-139-CUKnights |/
+ Pure Storage: Aray Stats 1543 5mins Snippet Performance Knights - Pure Storage 10-64-171-139-CU~Knights
+ Pure Storage: Temperature Stats 1553 5 mins, Snippet Performance Knights - Pure Storage. 10-64-171-139-CUKnights ~/
+ Pure Storage: Array Discovery. 1582 15 mins Snippet Configuration Knights - Pure Storage 10-64-171-139-CU-Knights
+ Pure Storage: Controller Config 1554 15 mins. Snippet Configuration Krights - Pure Storage 10-64-171-139-CUKnights  /
-+ [Pure Storagex Dive Config w0 fiSmin T Swippet Configuration | Knkghts - Purs Storage |17 1-133-CUKngkts ] /v
+ Pure Storage: Hardware Config 1551 15 mins, Snippet Configuration Knights - Pure Storage 10-64-171-139-CUKnights
+ Pure Storage: Hosts & Groups Config 1558 15 mins Snippet Configuration Knights - Pure Storage 10-64-171-139-CU-Knights
+ Pure Storage: Message Log Config 1855 15 mins Snippet Configuration Krights - Pure Storage 10-64-171-139-CUKnights |/
+ Pure Storage: Protection Groups Config 1556 15 mins Snippet Configuration Knights - Pure Storage 10-64-171-139-CU-Knights
+ Pure Storage: Volume Discovery. 1544 15 mins Snippet Configuration Knights - Pure Storage 10-64-171-139-CU-Knights |/
+ Pure Storage: Volume Snapshots Config 1548 15 mins Snippet Configuration Knights - Pure Storage 10-64-171-139-CU-Knights
[Select Action]
Assign Default Credential:
|_Default SNMP Credential
Assign SNMP Credential:
I_Cisco SNMPv2 - Example
_Cisco SNMPy3 - Example
_Cisco: CSP SNMP Port 161 Example
_Cisco: CSP SNMP Port 1610 Exampl
_Dell EMC: Isilon SNMPv2 Example
_EM7 Default V2
[_EM7 Default V3
[JIPSLA Example
ZKnights - Dell EMC: Isilon SNMPy
[_LifeSize: Endpoint SNMP
[ZSAC_cbgos_internal_collection
_SAC_Sanity_Std_Deviation
_SAC_Streaming_Rollups_CBQoS
ZSAC_Streaming_Rollups_Windows
_SNMP ciscodna V2
IZSNMP Public V1 -
[Select Acton] v

NOTE: Your organization membership(s) might affect the list of credentials you can see in the Select
Action drop-down list.

NOTE: If this Dynamic Application has already been aligned with a credential to which you do not
have access, the Credential column will display the value Restricted Credential. If you align
the device with a different credential, you will not be able to re-align the device with the
Restricted Credential.

6. You should see your change reflected in the Credential column in the Dynamic Application Collections
page.

Viewing the Status of a Dynamic Application Associated with a Device
in the Classic SL1 User Interface

For each device, SL1 maintains the collection status for each collection object in each Dynamic Application
aligned with that device. The Dynamic Application Collections page displays the status of each collection
object for a device as represented by two values: Found and Collect. The Dynamic Application Collections
page also displays the Found and Collect values for each presentation object, which are derived from the status
of each collection object used by the presentation object.
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Found

The Found status for a collection object has two possible values:
o Yes. Data has been successfully collected from this device for this object. Found is set to Yes the first time
data is successfully collected from this device for this object.
* No. Data has never been successfully collected from this device for this object. No is the initial value of
Found for every object when a Dynamic Application is initially aligned with a device.
The Found status for a presentation object also has two possible values (Yes and No).
o If the presentation object uses only one collection object, the presentation object always has the same
default Found and default Collect values as that collection object.

o If a presentation object uses multiple collection objects, the default Found value for the presentation
object will be Yes only if all the collection objects used by the presentation object have a Found value of
Yes.

After Found is set to Yes for an object, SL1 will never automatically change the value of Found for this object.

The value of Found is used by SL1 to determine whether icons, tabs, and Navbar links that lead to the
[Performance] or [Configs] page where the collection object is used should be active.

Collect

The Collect status for a collection object has two possible values:

* Yes. SL1 will attempt to collect data for this object when collection for this Dynamic Application occurs. Yes
is the initial value for Collect for every object when a Dynamic Application is initially aligned with a device.

¢ No. SL1 will not attempt to collect data for this object when collection for this Dynamic Application occurs.
SL1 might set Collect to No automatically if no data has been collected.

e Ifa collection object has a Collect value of No, all presentation objects that use that collection object will
also have a Collect value of No.

The Collect status for a presentation object also has two possible values (Yes and No).

o If the presentation object uses only one collection object, the presentation object always has the same
default Found and default Collect values as that collection object.

« If a presentation object uses multiple collection objects, the default Collect value for the presentation
object will be Yes only if all the collection objects used by the presentation object have a Collect value of
Yes. If one or more collection objects used by the presentation object have a Collect value of No, the
presentation object will also have a default Collect value of No.

o The Collect status for a presentation object has no effect upon its collection objects. If you manually change
the Collect status for a presentation object, the Collect status for the collection objects used by the
presentation object will not change.
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NOTE: Before determining which collection objects defined in a Dynamic Application will be collected, SL1
determines whether the Dynamic Application itself should be collected. Dynamic Applications are
not collected for devices that are unavailable (because of a failed availability check) or have
collection disabled (either manually by a user or because of maintenance scheduled in SL1)
regardless of the Collect value of the objects.

Performing Other Administrative Tasks for an Aligned Dynamic
Application in the Classic SL1 User Interface

You can perform the following other administrative tasks for an aligned Dynamic Application in the Dynamic
Application Collections page:

» Enable or disable one or more collection objects or presentation objects.

* Stop data collection for the whole Dynamic Application.

* Reset the statistical data that has been stored for standard deviation alerting.

* Reset persistent session objects that have been collected and stored for a Dynamic Application.

* Test collection for a Dynamic Application.

* Remove all data collected using the Dynamic Application and optionally unalign the Dynamic Application

from the device.

To perform one of these tasks:

1. Goto the Device Manager page (Devices > Device Manager).

2. Inthe Device Manager page, find the device for which you want to perform an administrative task. Select
its wrench icon ( a).

3. Inthe Device Administration panel, select the [Collections] tab.

4. Inthe Dynamic Application Collections page, find the Dynamic Application for which you want to
perform an administrative task. The following sections describe how to perform each task.

Enabling or Disabling Objects

From the Dynamic Application Collections page, you can customize the collection performed by the Dynamic
Application for the current device. This customization will be used by SL1 only for this specific device. For all other
devices, SL1 will use the default list of objects from the Dynamic Application's definition or will use the list of objects
defined in the Dynamic Application Collections page for that device.

NOTE: If a collection object has a Collect value of No, all presentation objects that use that collection
object will also have a Collect value of No.
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To enable or disable collection for one or more objects in a Dynamic Application:

» To disable collection for one or more collection objects, unselect the checkbox for each object for which
you want to disable collection.

» Foreach unselected object, the Collect column should now display No.

o To enable collection for one or more collection objects, select the checkbox for each object for which
you want to enable collection.

o For each selected object, the Collect column should now display Yes.

» Select the [Save] button.

NOTE: If a user manually sets the Collect status of a collection object or presentation object to No, SL1 will
not attempt to re-collect the object once a day and will not automatically set the Collect status to
Yes.

Restarting Automatic Maintenance of Collection Objects

If a user manually sets the Collect status of a collection object or presentation object, SLT will not automatically
change the Collect status of that object as described in the How SL1T Manages Collect Status section.

If you want SL1 to restart automatic maintenance of the objects in a Dynamic Application, perform the following
steps:

1. Inthe Dynamic Application Collections page, select the checkbox () for the Dynamic Application for
which you want to restart automatic collection maintenance. To restart automatic collection maintenance
for multiple Dynamic Applications, select the checkbox for each Dynamic Application.

2. From the Select Action drop-down list, select Restore System Control of Collection State and then select the
[Go] button.

3. Automatic collection maintenance for all objects in the Dynamic Application will now occur. The Collect
status of the objects in the Dynamic Application will not change immediately.

Editing the Poll Frequency for a Dynamic Application on the Current Device

Poll Frequency is the frequency at which SL1 will query the device to retrieve the data specified in the Dynamic
Application. Each Dynamic Application includes a default frequency.

From the Dynamic Application Collections page, you can change the poll frequency for a Dynamic
Application on the current device. For the current device, the edited poll frequency will override:

e the default frequency for the Dynamic Application.

¢ the poll frequency defined for a Dynamic Application in one or more device templates.
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To edit the poll frequency for a Dynamic Application on the current device:

1. Inthe Dynamic Application Collections page, select the checkbox () for the Dynamic Application for
which you want to change the poll frequency. To change the poll frequency for multiple Dynamic
Applications, select the checkbox for each Dynamic Application.

2. From the Select Action drop-down list, select Poll Frequency from the list of poll frequencies and then select
the [Go] button.

3. You should see your change reflected in the Poll Frequency column in the Dynamic Application
Collections page.

Stopping Data Collection for a Dynamic Application

You can stop data collection for a Dynamic Application on the current device. This will affect collection only for
this specific device. For all other subscriber devices, SL1 will continue to use this Dynamic Application to collect
data.

To stop data collection for a Dynamic Application on this device:

1. Select the checkbox (&) of each Dynamic Application for which you want to stop data collection.

2. From the Select Action drop-down list, select the following:

« Disable All Collection Objects. For all collection objects in the selected Dynamic Application(s), the
Collect value will be set to No.

3. Select the [Go] button.

NOTE: If a user manually sets the Collect status of a collection object or presentation object to No, SL1T will
not attempt to re-collect the object once a day and will not set the Collect status to Yes.

Resetting Statistical Data for a Dynamic Application

SL1 allows you to examine the value of an object and trigger an alert if that value falls outside the range of
"normal" values for that object at that hour of the day on that day of the week. The deviation function allows you
to define such alerts.

To use the deviation function, you must configure SL1 to store and calculate the mean values and standard
deviation for an object. You do this by selecting the Enable Deviation Alerting field in the Collection Objects
page. You then specify the minimum and maximum number of weeks to collect deviation data for the object. SL1
must have already collected at least the minimum number of weeks' worth of values for an object before SL1 will
evaluate alert formulas that use the deviation function. To use the deviation function, you must specify a minimum
value of at least two weeks.

In some cases, you might want to delete all the collected statistics for an object and start over. This is useful if

known circumstances change the value of an object, and you no longer want to use the old data to calculate the
"normal" ranges. You can do this by "resetting" the statistical data for an object.
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For example, suppose you were monitoring bandwidth usage with a standard deviation alert. Suppose your
company previously ran on a 09:00 to 17:00 work schedule. Suppose your company has recently added a
nightshift to the schedule. In this circumstance, you might want to reset the statistical data to determine the new
"normal" usage patterns.

When you reset the statistical data for an object, you are telling SL1 to ignore all previously collected values and
to use only values from today onward. When you reset the statistical data for an object, the Dynamic
Application Collections page will again display a message like:

Note: object 123 not ready for deviation alerting.

until enough data has been collected to again calculate standard deviation for the object. SL1 will again start
collecting the minimum number of weeks of data for the object (as specified in the Enable Deviation Alerting
field in the Collection Obijects page) and calculating the "normal" ranges for those objects for each hour at each
day of the week.

To delete all current statistical data for an object:

1. Inthe Dynamic Application, find the object for which you want to reset data.
2. Inthat Dynamic Application, find the object for which you want to reset data. Select its checkbox ().
3. From the Select Action drop-down list, select the following option:

* Reset Statistical Data. Removes all previously collected statistical data for the selected object. SL1 will
again start collecting the minimum number of weeks of data for the object (as specified in the Enable
Deviation Alerting field in the Collection Objects page) and calculating the "normal" ranges for
those objects for each hour at each day of the week.

4. Select the [Go] button.

5. The Dynamic Application Collections page will display a message like:

Note: object 123 not ready for deviation alerting.

Resetting Persistent Session Objects for a Dynamic Application

SOAP or XSLT Dynamic Applications can contain a collection object that stores a Session ID. The value for this
collection object can be defined as a persistent value. If SL1 has already retrieved and stored a value in the
collection object for the Session ID, SL1 will not collect a new value for the collection object until a SOAP fault
occurs. You can force SL1 to re-collect a Session ID collection object by deleting the current persistent value.

To delete the current persistent value for a session object:

1. Inthe Dynamic Application, find the object for which you want to reset data. Select its checkbox ().

2. From the Select Action drop-down list, select Reset Persistent Session Objects. Removes the stored value
for collection objects of type SOAP/XSLT Session ID. SOAP/XSLT Session ID objects are persistent
across collection periods; SL1 does not collect a SOAP/XSLT Session ID object if a collected value is
available from a previous poll. After selecting this option, SL1 will delete the existing value for the object
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and collect a new value during the next collection.
3. Select the [Go] button.
Testing Data Collection for a Dynamic Application
On a single device, you can perform a test-run of collection with a single Dynamic Application. During this test

run, SL1 displays details of each step of the collection process. This information can be very helpful for
troubleshooting and debugging.

NOTE: During a test run of a collection with a Dynamic Application, SL1 does not store the collected data or
generate alerts. SL1 will continue to collect data and generate alerts using the selected Dynamic
Application at the frequency defined in the Dynamic Application.

To execute a test run of collection with a single Dynamic Application:

1. Locate the device on which you want to test the Dynamic Application and click its wrench icon ( a).

2. Click the Collections tab.

3. Find the Dynamic Application for which you want to test collection and click its lightning bolt icon (# ).

NOTE: If a device is currently unavailable, the lightning bolt icon (# ) will be grayed out for each
Dynamic Application aligned with the device.

4. SL1 displays a Session Logs modal that includes details about each step of the collection process and
diagnostic details about alerts in the Dynamic Application. This information can be helpful during
troubleshooting.

Removing Data Collected by a Dynamic Application

You can remove the data retrieved with a Dynamic Application from the current device. You have two options for
removing Dynamic Application data associated with a device:
* Remove all previously collected data, but continue to collect data at the specified polling frequency.

* Remove all normalized data, but retain all raw collected data and continue to collect data at the specified
polling frequency.

» Remove all previously collected data and stop collecting data with this Dynamic Application. This unaligns
the device from the Dynamic Application. The device will no longer be a subscriber to the Dynamic
Application.

To remove Dynamic Application data associated with a device:

1. Inthe Dynamic Application Collections page, select the checkbox () of the Dynamic Application for
which you want to remove data. To remove data for multiple Dynamic Applications, select the checkbox for
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each Dynamic Application.
2. From the Select Action drop-down list, select one of the following options:
¢ Remove Data. Removes all previously collected data, but data will continue to collect at the
specified polling frequency.
¢ Remove Normalized Data. Removes all normalized data, but all raw collected data is retained and

data will continue to collect at the specified polling frequency.

« Stop Collection and Remove Data. Removes all previously collected data and stops collection of
data with this Dynamic Application. This "unaligns" the device from the Dynamic Application. The
device is no longer considered a subscriber to the Dynamic Application. If you perform this option
and later want to subscribe to this Dynamic Application again, you must re-align the device with the
Dynamic Application.

3. Select the [Go] button.

How SL1 Manages the Collection Status for Dynamic
Applications

This section describes how SL1 manages collection for Dynamic Applications, including the conditions under
which it might automatically stop or restart collection. It also describes the types of collection objects for which it
will never automatically change the collection status.

Stopping Collection

One of the Sciencelogic hourly maintenance tasks checks the last collection time for every collection object being
collected from every device. If the last collection time for an object on a device is more than 24 hours ago,
collection is stopped for that collection object on that device. SL1 will set the Collect status of that object to No.

NOTE: If a device is in maintenance mode, is unavailable, or has been manually disabled by a user, SL1 will
not automatically set the Collect status of objects to No. SL1 will automatically set the Collect status
of objects to No only if the device is up and running, but SL1 still cannot collect the object.

When SL1 sets the Collect status of that object to No, SL1 generates an event. The event will include the name of
the device, the name of the Dynamic Application, the name of the collection object, and the collection object IDs.
By default, this event is of severity "notice".

NOTE: For Dynamic Applications that have the Component Mapping checkbox selected in the Dynamic
Applications Properties Editor page, SL1 will never automatically set the Collect status to No for
any of the collection objects in the Dynamic Application.

How SL1 Manages the Collection Status for Dynamic Applications 240



NOTE: For Dynamic Applications that have the Caching fields set to either Cache Results or Consume
cached results in the Dynamic Applications Properties Editor page, SL1 will never automatically
set the Collect status to No for any of the collection objects in the Dynamic Application.

Starting Collection

For each object that has the Collect status of No, SL1 will attempt to re-collect the object once a day. If re-
collection is successful, SL1 will automatically set the Collect value for that object to Yes.

NOTE: If a user manually sets the Collect status of a collection object or presentation object to No, SL1 will
not attempt to re-collect the object once a day and will not set the Collect status to Yes.

Collection Objects that are Excluded from Maintenance

The Collect status of the following collection objects is never changed automatically:

o Collection objects in Dynamic Applications that have the Component Mapping checkbox checked in the
Dynamic Applications Properties Editor page.

o Collection objects in Dynamic Applications that have the Caching fields set to either Cache Results or
Consume cached results, in the Dynamic Applications Properties Editor page.

o Collection objects that have the Disable Object Maintenance setting enabled.

o Collection objects that have a Collect status defined by a user, i.e. collection objects that were manually
enabled or disabled by a user.

Status of Objects for Deviation

SL1 allows you to examine the value of an object and trigger an alert if that value falls outside the range of
"normal" values for that object at the hour of the day on that day of the week. The deviation function allows you to
define such alerts.

To use the deviation function, you must configure SL1 to store and calculate the mean values and standard
deviation for an object. You do this by selecting the Enable Deviation Alerting field in the Collection Objects
page. You then specify the minimum and maximum number of weeks to collect deviation data for the object. SL1
must have already collected at least the minimum number of weeks' worth of values for an object before SL1 can
evaluate alert formulas that use the deviation function. To use the deviation function, you must specify a minimum
value of at least two weeks.

If a Dynamic Application in the Dynamic Application Collections page contains one or more alerts that use the
deviation function, the Dynamic Application Collections page displays the status of the collection objects.
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For example, suppose an alert in a Dynamic Application will apply the deviation function to object "o_123".
Suppose that you specified that SL1 must collect at least two weeks' worth of deviation data for this object.
Suppose that SLT contains only one weeks' worth of values for object "o 123", In this case, the Dynamic
Application Collections page will display the following message:

Note: object 123 not ready for deviation alerting.

When SL1 contains at least two weeks worth of values for object "o 123", the Dynamic Application Collections
page will display the following message:

All objects ready for deviation alerting.

Bulk Un-Aligning Dynamic Applications

The Application Subscribers page contains a drop-down field in the lower right called Select Action. This field
allows you to un-align a Dynamic Application from one or more subscriber-devices.

To un-align a Dynamic Application from one or more devices:

1. Go to the Dynamic Applications Manager page (System > Manage > Dynamic Applications).

2. Inthe Dynamic Applications Manager page, find an application with a subscriber icon (&) in the
Subscribers column. Clickt the icon.

3. The Application Subscribers page appears.

4. Inthe Application Subscribers page, select the checkbox for each device you want to apply the action to.
To select all checkboxes for all devices, select the red checkbox () at the top of the page.

5. Inthe Select Action drop-down list, select Unalign Device and Remove Collection Data. This option un-
aligns the device from the Dynamic Application and deletes all data collected by the Dynamic Application
from the device. The device is no longer considered a subscriber to the Dynamic Application. If you perform
this option and later want to subscribe to this Dynamic Application again, you must re-align the device with
the Dynamic Application.

6. Click the [Go] button to apply the action to all selected devices.

Setting Thresholds for Dynamic Applications

If a Dynamic Application includes one or more thresholds, you can change the threshold value on a per-device
basis. To change a Dynamic Application threshold for a device:

1. Go to the Device Manager page (Devices > Device Manager).

2. Inthe Device Manager page, find the device for which you want to define a threshold. Select its wrench
. @
icon (7).

3. Inthe Device Administration panel, select the [Thresholds] tab.
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4. The Device Thresholds page displays a list of thresholds defined for each Dynamic Application that is
aligned to the device. To change a threshold, move the slider for that threshold or enter a value in the

number field for that threshold:

Device Thresholds

[_Actions | Reset | Guide |

Operating System Thresholds
System Latency

System Availability

Data Retention Thresholds

"

I

Device Logs Max '_;' | 50000| records [D=fault: 50000 ecords ‘
Device Logs Age '_; = 90| days [Defa ‘
Bandwidth Data | g - 65| days [Default: 3 ‘
Daily Rollup Bandwidth Data | s - 365| days [D=fa ‘
i . : o

Frequent Rellup Bandwidth Data # days [Defa ‘
Hourly Relup Bandwidth Data | g - 365| days [Default: 335 days ‘
Raw Performance Data | o = 14| days [Default: 14 days ‘
Daily Rollup Performance Data | gy - T20| days [Defa ‘
Freguent Rollup Performance Data '—; - 60| days [D=fa: ‘
Hourly Rollup Performance Data | o - 365| days [Defa ‘
Journal Datd | s p) . - . - 60| days [Defa ‘

Configuration Data .'; - - - - 30| records [Defautt: 2 ‘ -

5. After changing one or more thresholds, select the [Save] button to save your changes.

NOTE: Changing a threshold in the Device Thresholds page affects only the current device. The threshold
values defined in the Dynamic Application remain unchanged.

Dynamic Applications and Discovery

Discovery is the Sciencelogic tool that automatically discovers devices in your network. You supply the discovery
tool with a range or list of IP addresses, and the discovery tool determines if a device exists at each IP address.
The discovery tool also determines which (if any) Dynamic Applications to align with the device. If the discovery
tool finds Dynamic Applications to align with the device, the discovery tool triggers collection for each aligned
Dynamic Application.

To learn more about discovery, see the Discovery and Credentials manual.
How Does SL1 Align Dynamic Applications During Discovery?

Most Dynamic Applications include a discovery object. A discovery object enables SL1 to determine which
devices to align with a Dynamic Application.

During discovery, SL1:
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1. Searches the list of Dynamic Applications.

2. If a Dynamic Application includes a discovery object, SL1 adds that Dynamic Application to the list of
Dynamic Applications to try to align during discovery.

3. Foreach Dynamic Application that includes a discovery object, SL1 checks the current discovery session for
an appropriate credential. For example, for each database Dynamic Application, SLT would look for one or
more database credentials that have been selected for the discovery session.

4. Foreach discovered device, both those that support SNMP and those that don't, discovery tries to determine
which Dynamic Applications to align. For each discovered device, SL1 tries to align each Dynamic
Application in the list of Dynamic Applications to try during discovery. For each Dynamic Application in the
list, SL1 tries to connect to each device with each of the appropriate credentials (until SL1 finds a working
credential) and then tries to find the discovery object. If SL1 is able to connect to a device with one of the
credentials and can then retrieve the discovery object, SL1 will align the Dynamic Application with the
device.

NOTE: SL1 also includes more sophisticated logic that allows you to define multiple discovery objects,
validate the value of the discovery object, and to align the Dynamic Application if a discovery object
is not available. However, the most common use of a discovery object is as described above
(discovery object exists).

5. If discovery aligns a Dynamic Application with a device, immediately after discovery completes SL1 will start
the first collection from that device using the aligned Dynamic Application. This step is not performed for
Dynamic Applications that meet all of the following three criteria:

* Has a collection frequency of 1 minute, 2 minutes, 3 minutes or 5 minutes.
* Does not have component mapping enabled (does not discover component devices).

* s aligned with a component device.

NOTE: During discovery, SL1 tries each SNMP credential specified in the discovery session on each
discovered device, to determine if SL1 can collect SNMP details from the device. Later in the
discovery session, during alignment of Dynamic Applications, discovery again tries each SNMP
credential specified in the discovery session. If one of the SNMP credentials times out three times
without any response, discovery will stop trying to use that SNMP credential to align SNMP
Dynamic Applications. Note that "'no response" means that a device did not respond at all. Note that
if a device reports that "no OID was found" or "the end of the OID tree was reached", these are
considered a legitimate response and would not cause SL1 to abandon the credential.
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Queuing Discovery from the Dynamic Applications Manager Page

From the Dynamic Applications Manager page, you can manually run the Dynamic Application alignment
portion of discovery for all devices in the system using one or more selected Dynamic Applications.

To manually queue discovery from the Dynamic Applications Manager page:

1. Go to the Dynamic Applications Manager page (System > Manage > Dynamic Applications).

2. Inthe Dynamic Applications Manager page, select the checkbox for each Dynamic Application you want
to use for discovery.

3. Inthe Select Action drop-down list, select Discover Applications. Select the [Go] button.

Dynamic Applications Manager | Total Found [1552] Actions Reset Guide
Dynamic Application Name + Poll Rate Type State Version 1D Subseribers PowerPack Collects Alerts  Events Thresh  Edited By Last Edit -

( )( )( G| ( )( ) | E— z

1. % NotTestICDA 1 min. Snippet Configuration Enabled 1 1502 —  ScienceLogic: ICDA Harc SYSTEM 2l = = ~  em7admin  201807-2009:2705

2. 2-level DCM app cache producer 15 min. Snippet Configuration Enabled 0.1 1517 ~  2develDCMapptest ~ SYSTEM 21 = = ~  em7admin  201807-2009:2621 [
3 }2 level DCM app config 1 min. Snippet Configuration Enabled 0.1 1520 ~  2develDCMapptest ~ SYSTEM 2t gt e ~  emTadmin  2018-07-2009:26:21
6. Alteon: Configuration 120 min. SNMP Configuration Enabled 1.2 1174 Alteon Base Pack nla 2130 g5 gls ~  em7admin  2018-07-1923:27:21

7. }Alteon Load Trending 15 min. SNMP Performance Enabled 1.1 173 - Alteon Base Pack nla 216 - - - em7admin 2018-07-19 23:27:21 / -

8. @ Alteon: Performance 15 min. SNMP Performance  Enabled 2.7 1175 -~ Alteon Base Pack nia 216 = = ~  em7admin  2018:07-1923:2722 / [

9. BAPC: Environmental TH 5min. SNMP Performance  Enabled 6.1 713 —  APCBasePack nia 23 212 22 gt em7admin  2018.07-192324:41 S |

10. ’APC Asset Tracking 1440 min. SNMP Configuration Enabled 1.1 707 - APC Base Pack n/a e - = = em7admin 018.07-192324-41 / [ |
[Select Action] N

11, BAPG: Battery Performance 15 min. SNMP Performance  Enabled 1.1 708 ~  APCBase Pack nia 21T = A‘TT“SE‘IE?E'X; et L

L. plcation
12. BAPC: Battery Status 15:min. SNMP Configuration Enabled 12 709 - APC Base Pack nia 2ls 212 ms 7y 0O
13, BAPC: Configuration 360 min. SNMP Configuration Enabled 1.4 710 ~  APCBasePack nla 1200 [2fAl] L VALIDATE & REFAR Appications 7w
ange Type::
_ L | II_CHANGE to Bulk Snippet Configuration 0
14. #APC: Environmental Asset 1440 min. SNMP Configuration Enabled 6.1 714 APC Base Pack nia 2112 e 7 0
- = |JJ_CHANGE to Database Configuration
15. @APC: PDU Performance 15 min. SNMP Performance  Enabled 1.3 712 -~ APCBase Pack nia 213 | I L
E |LI_GHANGE ta Internal Collection Inventory
16. B APC: SmartUPS Power Output 5 min. SNMP Performance  Enabled 6.4 715 ~  APCBase Pack nla 22 - R e A 70
L i 5 5 |J_CHANGE to IT Service
17. }AFC UPS Testing 1440 min. SNMP Configuration Enabled 1.2 7 - APC Base Pack nla 216 219 [ZI_CHANGE to PowerShell Config / |-
CHANGE to P Shell Perfc
18. @ Aruba: Asset 1440 min. SNMP Configuration Enabled 2.8 1434 - AmubaBase Pack na g - H:CH ANGE (0 Snippet Cotiguation 7 0
. - |J_CHANGE to Snippet Journal
19. @ Aruba: Voice Counters 5min. SNMP Performance Enabled 2.8 1435 ~  AmbaBase Pack nia 2115 —| | CHANGE 1o Sippet Parformance L
... I . ~ T - - e P - . - |_|_CHANGE to SNMP Configuration M - e
[Viewing Page: 1] v [Select Action]

4. You can also run the Dynamic Application alignment portion of discovery for all devices in the system using
a single Dynamic Application. To do this, select the lightning bolt icon (/) for that Dynamic Application.
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Chapter

11

Device Thresholds and Data Retention

Overview

SL1 allows users to define performance thresholds for devices. When these thresholds are exceeded, SL1
generates an event. Events are messages that are triggered when a specific condition is met. For example, an

event can signal that a CPU is at maximum capacity or that a device's hard drives are getting too full.

These events have messages like:

CPU usage exceeded threshold

Physical Memory usage exceeded threshold
Virtual Memory usage exceeded threshold
File system usage exceeded (critical) threshold
File system usage exceeded (major) threshold

Bandwidth usage exceeded threshold

These events notify users when hardware is starting to reach its limits. This allows users to fix the problem before a

catastrophic hardware or software failure occurs.

Users can define hardware thresholds in two ways:

1.

Users can define global hardware thresholds in the Global Threshold Settings page (System > Settings >
Thresholds), in the Operating System Thresholds pane. These global thresholds apply to all hardware
discovered by SL1.

For a single device, users can override the global hardware thresholds in the Global Threshold Settings
page (System > Settings > Thresholds). Users can do this on the [Thresholds] tab of the
Device Investigator (or the Device Thresholds page in the classic SL1 user interface).
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For more information about the daily maintenance process and how to troubleshoot common issues related to
that process, watch this video: https://www.youtube.com/watch2v=miwe 2HvOio.

This chapter describes how to define both types of hardware thresholds.
Use the following menu options to navigate the SL1 user interface:

¢ To view a pop-out list of menu options, click the menu icon E)

« Toview a page containing all of the menu options, click the Advanced menu icon ( =« ).
This chapter covers the following topics:

Global Settings for Thresholds ... 248
Device Thresholds ... 253
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Global Settings for Thresholds

The System Threshold Defaults page (System > Settings > Thresholds > System) allows you to define global
thresholds for system latency, file system usage, counter rollovers, ICMP availability, number of component
devices, interface inventory, and inbound messages.

These settings apply to all devices. However, you can override these system settings on a case-by-case basis. For
example, you can define thresholds for a device's file systems in the [Thresholds] tab of the Device Investigator
(or the Device Thresholds page in the classic SL1 user interface). The settings you define for the specific device

override the settings in the System Threshold Defaults page.

To edit the global settings for system thresholds:

1. Go to the System Threshold Defaults page (System > Settings > Thresholds > System).

System Threshold Defaults

Operating System Thresholds

system Latency | o

100 ms

‘ [Default: 100]

Filesystem Major | &

PR

‘ [Default: 85]

Counter Rollover Thresholds

Follover Percent &

‘E

| [t z0]

ICMP Avallabillty Thresholds

Availabiity Ping Count [ j

‘ [Default: 1]

Process Auniime | &

‘&

| [etauit80]

Threshold Low

holds.

meout|

=)
g

| et o]

Intertace Inventory Thresholds

Intertace Inventary Timeout | demg

o 600000 m:

‘ [Default: 500000]

Inbound Message Throttle Thresholds

Sysiog pevrlPl -

5)

messagesls

| et zs]

Dynamic Alert per'dejloel -

55| messagesis

| et zo]

Data Retention Threshoids

SSL Cenficate Purge

- 0] days

[Detault: 0]

Timeout

Allsicht d

Reset [

System Avalaoily | &

‘ [Default: 99

Filesystem Criveal| &

‘ [Detault: 95]

Outok-order Percent| &

| (et 50]

Avall Reguired Ping | &

‘ [Detaui: 100]

Percentage
Process Runime | &

| (et 100)

Threshold High

Gomponent Varish [ j

0] minutes

| etautco]

Timeout Mins

Maimum Alowe |

10000 interiaces

‘ [Detauir: 10000]

Interiaces

SNIP Trap. pevrlPl -

i 25| messagesis.

| [etaitzo]

Schedules Purge Timeout | &

- 730) days

[Detaul: 730]

Save

2. Inthe System Threshold Defaults page, you can drag sliders to change to value of each field or edit a

field manually. You can edit the value for one or more of the following fields:

« System Latency. During polling, the platform initially pings monitored devices. The value in this field
is the maximum number of milliseconds for the device to respond to SL1's ping (round-trip time
divided by 2). The default value is 100 ms. When the latency threshold is exceeded, SL1 generates an

event for that device.

o System Avadilability. During polling, SL1 monitors devices for availability. Availability means the
device's ability to accept connections and data from the network. The value in this field is the percent
availability required of each device. The default value is 99%. When a device falls below this level of
availability, SL1 generates an event for that device.

Global Settings for Thresholds
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During polling, a device has two possible availability values:

° 100%. Device is up and running.

© 0%. Device is not accepting connections and data from the network.

NOTE: Component devices use a Dynamic Application collection object to measure availability. SL1 polls
component devices for availability at the frequency defined in the Dynamic Application. For details,
see the chapter on Monitoring Device Availability and Latency in the Monitoring Device
Infrastructure Health manual.

NOTE: The Ping & Poll Timeout (Msec) setting in the Behavior Settings page (System > Settings >
Behavior) affects how SL1 monitors device availability. This field specifies the number of milliseconds
the discovery tool and availability polls will wait for a response after pinging a device. After the
specified number of milliseconds have elapsed, the poll will timeout.

« File System Major. Threshold that will trigger a "low disk space" event. The default threshold is 85%.
When a device has used more disk space than the specified percentage, SL1 will generate a 'file
system usage exceeded threshold" event with a status of "major".

o File System Critical. Threshold that will trigger a "low disk space" event. The default threshold is
95%. When a device has used more disk-space than the specified percentage, SL1 will generate a
"file system usage exceeded threshold" event with a status of "critical".

NOTE: If you hide a file system in the Device Hardware page (Devices > Hardware), SL1 does not generate
events for that file system.

« Rollover Percent. For any collected data that uses a 32-bit counter, you can specify how SL1
determines that the counter has "rolled over", that is, has reached its maximum value, is reset to zero,
and restarts counting. When this happens, the collected values go from the maximum value to a
lower value. However, there are multiple circumstances under which a counter value can go from a
higher value to a lower value:

° Maximum value has been exceeded and counter was reset to zero.
© Retrieved value was manually reset to zero on the external device.

° Data was collected out-of-order, that is, due to a slowdown somewhere in the network, two
counter values were stored out of sequence.

NOTE: For 64-bit counters, when the counter values go from a higher value to a lower value, SL1 assumes
that the counter has been manually reset or that the two values were collected out of order. SL1 does
not assume that the counter has rolled over.
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The Rollover Percent field allows you to specify a threshold that indicates that a 32-bit counter has
reached its maximum value and restarted counting. The default value is 20%. When SL1 records a
counter value that is lower than the previously collected value, the platform:

(e}

Calculates the difference between the two counter values (the delta):

232 . Last Collected Value + Current Collected Value

o Examines the value of the Rollover Percent threshold. If the delta is less than the specified
percentage of the maximum possible value (232), SL1 concludes that the 32-bit counter rolled
over.

° For example, if you specified "25" in this field, SL1 would determine if the delta is less than
25% of the maximum possible value. If the delta is less than 25% of the maximum possible
value, SL1 concludes that the 32-bit counter rolled over.

© When SL1 determines a counter has rolled over, SL1 uses the delta value when displaying the
data point for this poll period.

NOTE: The Rollover Percent field applies only to 32-bit counters. If a 64-bit counter value goes from a
higher value to a lower value, the change is treated as either @ manual reset or an out-of-order
collection.

o Out-of-order Percent. For any collected data that uses a counter, you can specify how SL1
determines that data has been collected out of order. When this data is collected out of order, the
collected values go from a higher value to a lower value. However, there are multiple circumstances
under which a counter value can go from a higher value to a lower value:

° Maximum value has been exceeded and counter was reset to zero (for 32-bit counters only).

° Data was collected out-of-order, that is, due to a slowdown somewhere in the network, two
counter values were stored out of sequence.

© Retrieved value was manually reset to zero on the external device.

The Out-of-order Percent field allows you to specify a threshold that indicates that data has been
collected out of order. The default value is 50%. When SL1 records a counter value that is lower

than the previously collected value and the platform has determined that the value is not a rollover,
SL1:

© Compares the current value to the last collected value:

current value / last collected value

© I|fthe ratio of current value / last collected value is greater than the percent specified in the
Out-of-order Percent field, SL1 concludes that the data was collected out of order.
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© When SL1 determines a data point has been collected out of order, SL1 uses the following

value as the current value of the data point:

last collected value - current collected value

NOTE: If a 32-bit counter value goes from the maximum value to a lower value, and the current collected

value does not meet the criteria for a rollover AND the current collected value does not meet the

criteria for out-of-order, SL1 concludes that the 32-bit counter was manually reset to zero (0). SL1

uses the current collected value for this data point.

NOTE: If a 64-bit counter value goes from a higher value to a lower value, and the current collected value
does not meet the criteria for out-of-order, SL1 concludes that the 64-bit counter was manually reset

to zero (0). SL1 uses the current collected value for this data point.

Availability Ping Count. If you select ICMP in the Availability Port field in the Device Properties
page (Devices> Device Manager > wrench icon) for a device, this field specifies the number of
packets that should be sent during each availability check. The default value is "1".

Avail Required Ping Percentage. If you select ICMP in the Availability Port field in the Device
Properties page (Devices> Device Manager > wrench icon) for a device, this field specifies the
percentage of packets that must be returned during an availability check for SL1 to consider the
device available. The default value is "100%".

Process Runtime Threshold Low. Threshold that will trigger a "process time exceeded" event. The
default threshold is 80%. When a process has used more than 80% of its allowed Run Length, SL1
will generate a "process time exceeded threshold" event with a status of "minor.

Process Runtime Threshold High. Threshold that will trigger a "process time exceeded" event. The
default threshold is 100%. When a process has used 100% of its allowed Run Length, SL1 will
generate a "process time exceeded threshold" event with a status of "major".

NOTE: Run Length is defined in the Process Manager page (System > Settings > Admin Processes).

o Component Purge Timeout. This field specifies the number of hours a device can be set to

"vanished" before SL1 purges the component device. When a device is purged, SL1 stops trying to
collect data about the component device. The purged device will not appear in reports or views on in
any pages in the user interface. When a device is purged, all of its configuration data and collected
data is deleted from the Database Server. If you set this value to "0", component devices are never
purged. You can override this threshold for a specific device in the [Thresholds] tab of the

Device Investigator (or the Device Thresholds page in the classic SL1 user interface) for the
device.

NOTE: When a device is set to "vanished", all children of that device are also set to "vanished". When a
device is purged, all children of that device are also purged.
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e Component Vanish Timeout Mins. If SL1 cannot retrieve information from a root device about a
component device, this field specifies how many minutes to wait until putting the component device
into "vanish" mode. When a device is set to "vanished", SL1 stops trying to collect data about the
component device. The vanished device will not appear in reports or views. The vanished device will
appear in the Vanished Device Manager page. If you set this value to "0", component devices are
never set to "vanished". You can override this threshold for a specific device in the [Thresholds] tab
of the Device Investigator (or the Device Thresholds page in the classic SL1 user interface) for the
device.

« Interface Inventory Timeout. Specifies the maximum amount of time that the discovery processes
will spend polling a device for the list of interfaces. After the specified time, SL1 will stop polling the
device, will not model the device, and will continue with discovery. The default value is 600,000 ms
(10 minutes).

° During initial discovery, initiated from the Discovery Session Editor page (System > Manage
> Classic Discovery > Create), SL1 uses the value in this field if there is no differing value
specified in the Discovery Session Editor page.

° During re-discovery (clicking the binocular icon (#4) in the Device Properties page), SL1 will
use the value in this field if there no value is specified in the [Thresholds] tab of the
Device Investigator (or the Device Thresholds page in the classic SL1 user interface) for the
device.

° During nightly auto-discovery (run automatically by SL1 every night, to update device
information), SL1 uses the value in this field if no differing value is specified in the
[Thresholds] tab of the Device Investigator (or the Device Thresholds page in the classic
SL1 user interface) for a device.

e Maximum Allowed Interfaces. Specifies the maximum number of interfaces per device. If a device
exceeds this number of interfaces, SL1 will stop scanning the device, will not model the device, and
will continue with discovery. The default value is 10,000.

© During initial discovery, initiated from the Discovery Session Editor page (System > Manage
> Classic Discovery > Create), SL1 uses the value in this field if there is no differing value
specified in the Discovery Session Editor page.

° During re-discovery (clicking the binocular icon (#4) in the Device Properties page), SL1 will
use the value in this field if there is no differing value is specified in the [Thresholds] tab of the
Device Investigator (or the Device Thresholds page in the classic SL1 user interface) for the
device.

° During nightly auto-discovery (run automatically by SL1 every night, to update device
information), SL1 uses the value in this field if no differing value is specified in the
[Thresholds] tab of the Device Investigator (or the Device Thresholds page in the classic
SL1 user interface) for a device.

e Inbound Message Throttle Thresholds. Specifies the maximum number of messages that can be
received before SL1 will notify the system administrator and discard the current batch of messages.
The default message threshold is 25.
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o Syslog per-IP. Specifies the threshold for incoming syslog messages from a given IP address.

° Dynamic Alert per-device. Specifies the threshold for incoming alerts for a Dynamic
Application on a given device.

° SNMP Trap per-IP. Specifies the threshold for incoming SNMP traps from a given IP address.
o SSL Certificate Purge Timeout. Specifies the number of days after which SSL certificate data will be
purged. The default value is O days.
 Schedules Purge Timeout. Specifies the number of days after which expired schedules will be
deleted. The default value is 730 days.
3. Click the [Save] button to save changes in this page.
4. All changes to this page are logged in the audit logs.

Device Thresholds

On the [Thresholds] tab of the Device Investigator, you can define usage and performance thresholds and
data retention thresholds for a device:

. 10.64.172.73 Info v Report ‘ Tools “

Aap Monitors Notes Ports Processes Redirects Relationships Schedules Services Software Thresholds Tickets Q More v
Device Thresholds Actions Reset Guide
Dynamic App Thresholds | Automation Remote Login
Raw Data Retemmn‘ i - - . - 7] days

Interface Inventory Thresholds

o
s | 10000] interfaces

Operating System Thresholds
System L:Iency[ 7 - - - o 100 ms
” labilty | & f : : 5 %
‘ b 99 %

Data Retention Thresholds

Device Logs Max [ ¢y - . n s [ 10000] records
Device Logs Age | g D - . o 90] days
Bandwidth Data | g - o . o 31)days

Daily Rollup Bandwidth Data | lmmmmn s 0 &l 730] davs " davs T

When performance thresholds are exceeded, SL1 will generate an event for the device. When space thresholds
are exceeded, SL1 will remove the oldest data from the database. For each of these thresholds, SL1 defines a
default value. You can edit the thresholds to meet your needs.

The thresholds defined for the device on the [Thresholds] tab override the global thresholds defined in the
Global Threshold Settings page (System > Settings > Thresholds) and the Data Retention Settings page

(System > Settings > Data Retention).

To define thresholds for a device:
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1. Goto the [Thresholds] tab of the Device Investigator.

2. On the [Thresholds] tab, you can define one or more of the following thresholds:

o Dynamic Application Thresholds. If the device is a subscriber for one or more Dynamic
Applications, this page can include threshold objects from those Dynamic Applications. By default,
each threshold object will have the default value as defined in its Dynamic Application. However, on
this page you can define a threshold value specifically for the current device. You can define a
custom value for each threshold object, and SL1 will use that custom value when evaluating Dynamic
Application alerts for this device. The following data retention thresholds always appear for
Dynamic Applications of type performance:

© Raw Data Retention. Number of days to retain raw performance data collected from the device
using this Dynamic Application. Raw data that is older than the specified number of days is
automatically deleted.

°  Hourly Rollup Performance Data. Number of days to retain hourly normalized data for this
Dynamic Application. Hourly normalized data that is older than the specified number of days is
automatically deleted.

°© Daily Rollup Performance Data. Number of days to retain daily normalized data for this Dynamic
Application. Daily normalized data that is older than the specified number of days is automatically
deleted.

NOTE: The default values for the Dynamic Application Thresholds fields are defined on the Data Retention
Settings page (System > Settings > Data Retention).

« Interface Inventory Thresholds. When a device has a large number of interfaces, these setftings
prevent SL1 from consuming too many resources during re-discovery (clicking the binocular icon (#4
) in the Device Properties page) and during auto-discovery (run automatically by SL1 every night, to
update device information).

° Interface Inventory Timeout. Specifies the maximum amount of time that the discovery processes
will spend polling a device for the list of interfaces. After the specified time, SL1 will stop scanning
the device, will not update the device, and will continue with discovery. The default value is

600,000 ms (10 minutes).

° Maximum Allowed Interfaces. Specifies the maximum number of interfaces per device. If a device
exceeds this number of interfaces, SL1 will stop scanning the device, will not update the device,
and will continue with discovery. The default value is 10,000.

 File System Thresholds. For each file system on the device that has been detected by SL1, you can
define two thresholds:

°  Major. Threshold that will trigger a "low disk space" event. The default threshold is 85%. When a
device has used more disk space than the specified percentage, SL1 will generate a 'file system
usage exceeded threshold" event with a status of "major". To disable this threshold for the
current device, set the threshold to 0% (zero percent). When you disable a threshold, SL1 does
not generate an event for the threshold.
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o Critical. Threshold that will trigger a "low disk-space" event. The default threshold is 95%. When a
device has used more disk space than the specified percentage, SL1 will generate a 'file system
usage exceeded threshold" event with a status of "critical". To disable this threshold for the
current device, set the threshold to 0% (zero percent). When you disable a threshold, SL1 does
not generate an event for the threshold.

NOTE: If you hide a file system in the Device Hardware page (Devices > Hardware), SL1 does not monitor
the thresholds on the file system and does not generate events for that file system.

o Operating System Thresholds. You can define the following two thresholds for the device. The

thresholds defined for the device in this page override the global thresholds defined in the Global
Threshold Settings page (System > Settings > Thresholds).

o System Latency. Every five minutes, SL1 polls monitored devices to determine latency. The value in
this field is the maximum number of milliseconds for the device to respond to SL1's poll (round-trip
time divided by two). The default threshold value is 100ms. When the latency threshold is
exceeded, SL1 generates an event ("network latency exceeded threshold") for that device. To
disable this threshold for the current device, set the threshold to O (zero) milliseconds. When
you disable a threshold, SL1 does not generate an event for the threshold.

o System Availability. Every five minutes, SL1 polls devices for availability. The default threshold
value is 99%. Availability means the device's ability to accept connections and data from the
network. The value in this field is the percent availability required of each device. When a device
falls below this level of availability, SLT generates an event for that device.

For availability collection, a device has two possible availability values:

®  100%. Device is up and running.

® (0%. Device is not accepting connections and data from the network.

However, you might see values other than 100 or O in an availability report. If a report contains
any other percentage, it is an average of multiple readings. For example, if SL1 gathered five
readings and during one of those readings a device was unavailable, the average would be 80%
(100 + 100 + 100 + 100 + 0 = 400; 400/5 = 80).

NOTE: Component Devices use a Dynamic Application collection object to measure
availability. SL1 polls component devices for availability at the frequency defined in
the Dynamic Application. For details, see the description of the Component
Identifier field in the Collection Objects page. For details, see the manual
Monitoring Device Infrastructure Health.
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o Data Retention Thresholds. These thresholds specify how long SL1 will store data collected from the
device. The thresholds defined for the device on this page override the global thresholds defined in
the Data Retention Settings page (System > Settings > Data Retention).

° Device Logs Max. Maximum number of records to store in the device log. The default value is
50,000 entries. When this number is exceeded, the oldest entries will be removed.

° Device Logs Age. Number of days to retain device logs. Log records that are older than the
specified number of days are automatically removed. The default value is 90 days.

° Bandwidth Data. Number of days to retain bandwidth data and CBQoS data collected from each
interface on a device . Bandwidth data that is older than the specified number of days is
automatically removed. The default value is 270 days.

° Daily Rollup Bandwidth Data. Number of days to retain daily normalized data and daily
normalized CBQoS data for each interface on the device. Daily normalized data that is older than
the specified number of days is automatically deleted. The default value is defined in the Data
Retention Settings page.

©  Hourly Rollup Bandwidth Data. Number of days to retain hourly normalized data and hourly
normalized CBQoS data for each interface on a device. Hourly normalized data that is older than
the specified number of days is automatically deleted. The default value is defined in the Data
Retention Settings page.

° Raw Performance Data. Number of days to retain performance data collected from the device.
This setting applies to availability statistics, latency statistics, file system statistics, statistics
generated by monitoring policies, and Performance Dynamic Applications for which a specific
Raw Data Retention setting has not been defined. Performance data that is older than the
specified number of days is automatically deleted. The default value is defined in the Data
Retention Settings page.

° Daily Rollup Performance Data. Number of days to retain daily normalized performance data for
the device. This setting applies to daily normalized availability data, normalized latency data,
normalized file system data, normalized data for monitoring policy statistics, and normalized data
for Performance Dynamic Applications for which a specific Daily Rollup Retention setting has not
been defined. Daily normalized performance data that is older than the specified number of days
is automatically deleted. The default value is defined in the Data Retention Settings page.

° Hourly Rollup Performance Data. Number of days to retain hourly normalized performance data
for the device. This setting applies to hourly normalized availability data, normalized latency data,
normalized file system data, normalized data for monitoring policy statistics, and normalized data
for Performance Dynamic Applications for which a specific Hourly Rollup Retention setting has
not been defined. Hourly normalized performance data that is older than the specified number of
days is automatically deleted. The default value is defined in the Data Retention Settings page.

° Raw Journal Data. Number of days to retain raw collected data from Dynamic Applications of type
"iournal". The default value is defined in the Data Retention Settings page.

© Crunched Journal Data. Number of days to retain data that has been processed using the
presentation objects in Dynamic Applications of type "journal". The default value is defined in the
Data Retention Settings page.
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o Configuration Data. Number of days to retain data from Dynamic Applications of type
"configuration". The default value is defined in the Data Retention Settings page.

o SSL Certificate Purge Timeout. Specifies the number of days after which SSL certificate data will be
purged. The default value is O days.

° Ports Data Retention. Specifies the number of days after which expired port data will be marked for
deletion during the hourly maintenance process. The default value is 730 days.

o Services Data Retention. Specifies the number of days after which expired services data will be
marked for deletion during the hourly maintenance process. The default value is 24 hours.

° Filesystems Data Retention. Specifies the number of hours after which expired filesystems data will
be marked for deletion during the hourly maintenance process. The default value is 24 hours.

© Schedules Purge Timeout. Specifies the number of days after which expired schedules will be
deleted. The default value is 730 days.

NOTE: In SL1, normalized data does not include polling sessions that were missed or skipped. So for
normalized data, null values are not included when calculating maximum values, minimum values,
or average values.

TIP: You might want to retain normalized data for longer periods of time and non-normalized data for shorter
periods of time. This allows you to save space and still create historical reports.

o Counter Rollover Thresholds. You can define the following two thresholds for the counters on the
device. The thresholds defined for the device in this page override the global thresholds defined in
the Global Threshold Settings page (System > Settings > Thresholds).

© Rollover Percent. For any collected data that uses a 32-bit counter, you can specify how SL1
determines that the counter has "rolled over", that is, has reached its maximum value, is reset to
zero, and restarts counting. When this happens, the collected values go from the maximum value
to a lower value. However, there are multiple circumstances under which a 32-bit counter value
can go from a higher value to a lower value:

NOTE: For 64-bit counters, when the counter values go from a higher value to a lower
value, SL1 assumes that the counter has been manually reset or that the two values
were collected out of order. SL1 does not assume that the counter has rolled over.

B Maximum value has been exceeded and counter was reset to zero.

® Data was collected out-of-order, that is, due to a slowdown somewhere in the network, two
counter values were stored out of sequence.

® Retrieved value was manually reset to zero on the external device.
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The Rollover Percent field allows you to specify a threshold that indicates that a 32-bit
counter has reached its maximum value and restarted counting. The default value is 20%.

When SL1 records a counter value from a 32-bit counter that is lower than the previously
collected value, SL1:

" calculates the difference between the two counter values (the delta):

maximum value (either 232) - Last Collected Value

+ Current Collected Value

B Examines the value of the Rollover Percent threshold. If the delta is less than the specified

percentage of the maximum possible value (either 232), SL1 concludes that the counter
rolled over.

For example, if you specified "25" in this field, SL1 would determine if the delta is less than
25% of the maximum possible value. If the delta is less than 25% of the maximum possible
value, SL1 concludes that the counter rolled over.

® When SL1 determines a 32-bit counter has rolled over, SL1 uses the delta value when

displaying the data point for this poll period.

°  Qut-of-order Percent. For any collected data that uses a counter, you can specify how SL1
determines that data has been collected out of order. When this data is collected out of order, the
collected values go from a higher value to a lower value. However, there are multiple
circumstances under which a counter value can go from a higher value to a lower value.

Maximum value has been exceeded and counter was reset to zero (for 32-bit counters
only).

Data was collected out-of-order, that is, due to a slowdown somewhere in the network, two
counter values were stored out of sequence.

Retrieved value was manually reset to zero on the external device.

The Out-of-order Percent field allows you to specify a threshold that indicates that data has
been collected out of order. The default value is 50%. When SL1 records a counter value that is
lower than the previously collected value and SL1 has determined that the value is not a rollover,

SL1:

" compares the current value to the last collected value:
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® |fthe ratio of current value divided by last collected value is greater than the percent
specified in the Out-of-order Percent field, SL1 concludes that the data was collected out
of order.

® When SL1 determines a data point has been collected out of order, SL1 uses the following
value as the current value of the data point:

last collected value - current collected value

NOTE:

If a 32-bit counter value goes from the maximum value to a lower value, and the current collected
value does not meet the criteria for a rollover AND the current collected value does not meet the
criteria for out-of-order, SL1 concludes that the 32-bit counter was manually reset to zero (0). SL1
uses the current collected value for this data point.

NOTE:

If a 64-bit counter value goes from a higher value to a lower value, and the current collected value
does not meet the criteria for out-of-order, SL1 concludes that the 64-bit counter was manually reset
to zero (0). SL1 uses the current collected value for this data point.
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o ICMP Availability Thresholds. You can define the following availability thresholds for the device.
The thresholds defined for the device in this page override the global thresholds defined in the
Global Threshold Settings page (System > Settings > Thresholds).

o Availability Ping Count. If you selected ICMP in the Availability Port field on the [Settings] tab of
the Device Investigator (or on the Device Properties page in the classic SL1 user interface), this
field specifies the number of packets that should be sent during each availability check. If you
selected ICMP in the Latency Port field in the Device Properties page, this field specifies the
number of packets that should be sent during each latency check. The default value is "1".

o Avail Required Ping Percentage. If you selected ICMP in the Availability Port field on the
[Settings] tab of the Device Investigator (or on the Device Properties page in the classic SL1
user interface), this field specifies the percentage of packets that must be returned during an
availability check for SL1 to consider the device available. The default value is "100%".

o Availability Packet Size. If you selected ICMP in the Availability Port field on the [Settings] tab of
the Device Investigator (or on the Device Properties page in the classic SL1 user interface), this
field specifies the size of each packet, in bytes, that is sent during each availability check. If you
selected ICMP in the Latency Port field in the Device Properties page, this field specifies the size
of each packet, in bytes, that is sent during each latency check. The default value is "56 bytes".
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« Component Device Thresholds. You can define the following thresholds for component devices.
The thresholds defined for the device in this page override the global thresholds defined in the
Global Threshold Settings page (System > Settings > Thresholds).

° Component Vanish Timeout Mins. If SL1 cannot retrieve information from a root device about a
component device, this field specifies how many minutes to wait until putting the component
device into "vanish" mode. When a device is set to "vanished", SL1 stops trying to collect data from
the component device. The vanished device will not appear in reports or views. The vanished
device will appear in the Yanished Device Manager page. If you set this value to "0", the
component device is never set to "vanished". For the current device, this sefting overrides the
Component Vanish Timeout in the Global Threshold Settings page.

° Component Purge Timeout. If SL1 cannot retrieve information from a root device about a
component device, this field specifies how many hours to wait until purging the component device.
When a device is purged, SL1 stops trying to collect data from the component device. The purged
device will not appear in reports or views on in any pages in the user interface. When a device is
purged, all of its configuration data and collected data is deleted from the Database Server. If you
set this value to "0", the component device is never purged. For the current device, this setting
overrides the Component Purge Timeout in the Global Threshold Settings page.

NOTE: When a device is set to "vanished", all children of that device are also set to "vanished". When a
device is purged, all children of that device are also purged.

3. Click [Save].

NOTE: If you have changed a threshold from its default value, you can return it to its default value by
selecting the Default checkbox next to the appropriate field, and then clicking [Save].

Defining Device Thresholds in the Classic SL1 User Interface

The Device Thresholds page allows you to define space and performance thresholds for a device. When
performance thresholds are exceeded, SL1 will generate an event for the device. When space thresholds are
exceeded, SL1 will remove the oldest data from the database. For each of these thresholds, SL1 defines a default
value. You can edit the thresholds to meet your needs.

The thresholds defined for the device in the Device Thresholds page override the global thresholds defined in
the Global Threshold Settings page (System > Settings > Thresholds) and the Data Retention Settings page
(System > Settings > Data Retention).

To define thresholds for a device:

1. Go to the Device Manager page (Devices > Device Manager).

2. On the Device Manager page, find the device for which you want to define thresholds and click its wrench
. @
icon (<7)
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Select Action]

3. Inthe Device Administration panel, click the [Thresholds] tab.
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4. Inthe Device Thresholds page, define one or more of the thresholds. For a description of the threshold
fields, see the section on Device Thresholds.

5. Click the [Save] button to save your changes.
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Chapter

12

Bulk Management with Device Groups and
Device Templates

Overview

This chapter provides an overview of the device groups and device template features. For more information on
how to use and manage device groups and device templates, see the Device Groups & Device Templates
manual.

Use the following menu options to navigate the SL1 user interface:

« To view a pop-out list of menu options, click the menu icon ([&).

« Toview a page containing all of the menu options, click the Advanced menuicon ( «+ ).
This chapter covers the following topics:

What is a Device GroUP? ... ... 263
What is a Device Template? 265

What is a Device Group?

A device group is a group of multiple devices.
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Device groups allow you to:

» Use device configuration templates to perform initial configuration for multiple devices simultaneously.

* Use device configuration templates to make changes to the configuration for multiple devices
simultaneously.

* On the Device Groups page (Devices > Device Groups), view each device group and the sub-groups and
devices within each device group.

 Schedule maintenance and downtime for multiple devices simultaneously.
¢ Suppress events on multiple devices simultaneously.

¢ Include the device group in an automation policy. An automation policy allows you to trigger an automatic
action if specified criteria are met on all the devices in the device group.

A device can belong to multiple device groups. For example, suppose SL1 discovered a server. Suppose this
server hosts a corporate website that you want to monitor with a web-content policy. Suppose this server also
hosts a MySQL database that you want to monitor with a Dynamic Application for MySQL. You could make this
server a member of two device groups, one device group for web servers and another device group for MySQL
databases. You could then use a device configuration template to apply a web-content policy to all devices in the
device group for web servers and another device configuration template to apply a Dynamic Application for
MySQL to all devices in the device group for MySQL servers.

You can add devices to a device group either explicitly or dynamically.

264 What is a Device Group?



¢ You can create static device groups, where you explicitly assign one or more devices to a device group.

¢ You can create dynamic device groups, where you define rules for the device group. Each device that
meets the criteria in the rule is automatically included in the device group. For example, suppose that you
define a rule that specifies "include all devices in the System organization, with an IP address that starts with
'10.100.100'". SL1 would automatically assign all devices from the System organization with an IP of
"10.100.100.*" to the new device group. When a new device is added to the System organization with an IP
that begins with "10.100.100.*", that device will also be included in the device group. If a device with an IP
that starts with "10.100.100.*" is removed from the System organization, that device will also be removed

from the device group.

¢ You can create a device group that includes both explicitly assigned devices and also includes a dynamic
rule. This device group will include both the explicitly assigned devices and all devices that meet the criteria

in the dynamic rule.

The IT Services feature in SL1 uses device groups to define an IT Service. An IT Service contains sets of rules that
define the state of that IT Service based on the state of the devices within the device group. For example, if you
created an IT Service that represents the state of your Email service, the associated device group might contain
your DNS Servers, Exchange Servers, and Virtual Devices that are associated with Email Round-Trip Policies. To
learn more about IT Services, see the IT Services manual.

What is a Device Template?

Device templates allow you to save a device configuration, apply it to one or more devices, and re-use the same

configuration over and over again.
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A device template contains the following tabs and settings:
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[Config] tab. Contains all the fields in the Device Properties page (except device name and device IP) and
all the fields in the Device Thresholds page. When you apply a device template to a device group or
selected devices, you do not have to manually define any settings in the Device Properties page or the
Device Thresholds page for the devices that use the template. All the devices that use the template will
inherit the field values from the device template.

[Interface] tab. Contains all the fields in the Interface Properties page that define how SL1 will monitor
one or more network interfaces and the thresholds for those network interfaces. When you apply a device
template to a device group or selected devices, you do not have to manually define any settings in the
Interface Properties page for the devices that use the template. All the devices that use the template will
inherit the field values from the device template.

[CV Policies] tab. Specifies one or more web-content policies that can be applied to all devices that use the
template. These web-content policies enable SL1 to monitor a website. SL1 will periodically check the
website for specified content. If the content cannot be found on the website, SL1 will generate an event.
When you apply a device template to a device, you do not have to manually define any web-content and
availability policies in the Monitoring Policies page for the devices. All the devices that use the template
will inherit the web-content policies from the device template; SL1 will automatically create these web-
content policies for each device that uses the template.

[Port Policies] tab. Specifies one or more TCP/IP Port policies that can be applied to all member devices.
These TCP/IP Port policies tell SL1 to monitor a specified port for availability every five minutes. Availability
refers to the port's ability to accept connections and data. When you apply a device template to a device
group, you do not have to manually define any TCP/IP port policies in the Monitoring Policies page for the
member devices. All the devices in the device group will inherit the TCP/IP port policies from the device
template; SL1 will automatically create these port policies for each device that uses the template.

[Svc Policies] tab. Specifies one or more Windows service policies that can be applied to devices that use
the template. These Windows services policies tell SL1 to monitor the device and look for the specified
service. You can define a service policy so that SL1T monitors whether or not the service is running and then
performs an action (starts, pauses, or restarts the service, reboots or shuts down the device, triggers the
execution of a remote script or program). When you apply a device template to devices, you do not have to
manually define any Windows service policies in the Monitoring Policies page for those devices. All the
devices that use the template will inherit the Windows service policies from the device template; SL1 will
automatically create these Windows service policies for each device that uses the template.

NOTE: In addition to using a Windows Service policy, SL1 includes a PowerPack called "Windows Restart

Automatic Services'. This PowerPack includes a Dynamic Application that monitors Windows
Services with a mode of "Automatic". This PowerPack also includes two events and a Run Book
policy. If the Dynamic Application reports that a Windows Service with a mode of "Automatic" has
stopped running, SL1 generates an event and the Run Book policy automatically restarts the
Windows Service.
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[Proc Policies] tab. Specifies one or more Process policies that can be applied to devices that use the
template. These Process policies tell SL1 to monitor the device and look for the process. You can define a
process policy so that SLT monitors whether or not the process is running and optionally, how much memory
a process can use and how many instances of a process can run simultaneously. When you apply a device
template to devices, you do not have to manually define any Process policies in the Monitoring Policies
page for those devices. All the devices that use the device template will inherit the Process policies from the
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device template; SL1 will automatically create these process policies for each device that uses the template.

e [Dynamic Apps] tab. Specifies or more Dynamic Applications that can be aligned with devices that use the
template. SL1 will use the specified Dynamic Applications to retrieve data from the devices that use the
template. (Note that each device that uses the template might also be aligned with additional Dynamic
Applications that have been aligned with the device in other ways: for example, from the automatic
alignment that occurs during discovery.) When you apply a device template to devices, you do not manually
have to align Dynamic Applications in the Dynamic Application Collections page for those devices. All
devices that use the device template will be aligned with the Dynamic Applications specified in the device
template.

° Ifyou select a Dynamic Application in a Device Template, and that Dynamic Application has
associated thresholds, you can change one or more of those thresholds from the Device Template.
The thresholds you specify in the Device Template will override the thresholds defined in the Dynamic
Application. When you apply a device template to devices, you do not manually have to edit the
Dynamic Application Thresholds in the Device Thresholds page for those devices. All devices that
use the device template will inherit the Dynamic Application Thresholds specified in the device
template.

NOTE: In a configuration template, you are not required to define all the fields in each tab. For example, you
can choose to define only one or more fields in only one tab. When you apply the configuration
template to devices, only those fields you defined in the template will be applied to the devices. For
the remaining fields, the devices will retain their previous values or use the default values.

You can apply device templates to:

o One or more device groups.
» One or more devices, selected from the Device Manager page.
* all the devices discovered by a specific discovery session.

You can also apply device templates to automate the initial configuration of multiple devices. If you change a
device template, you can use it to automate the editing of the configuration of multiple devices.

Device templates are not dynamic. That is, when you update or change a device template, no changes are
made to any devices that have used the template in the past.

You can make temporary changes to a device template, apply the template to a devices, and then exit the device
template without saving the temporary changes. In this way, you can apply settings to a device group but not
permanently save the settings in the device template.

NOTE: If you make changes to a device template or simply apply the device template a second time, SL1 will
not create duplicate policies on the member devices. However, if you edit a device template and
make a change to a policy, the policy will be updated on the member devices.

What is a Device Template? 267



Chapter

13

Virtual Devices

Overview

This chapter describes how to create and use virtual devices in SL1.
Use the following menu options to navigate the SL1 user interface:

¢ To view a pop-out list of menu options, click the menu icon E)

« Toview a page containing all of the menu options, click the Advanced menu icon ( =« ).
This chapter covers the following topics:

What is a Virtual Device? ... . . 268
Defining a Virtual Device ... 269

Directing Data to a Virtual Device

What is a Virtual Device?

Avirtual device is a container for collected data. A virtual device can be used when you want to:
¢ Monitor a device or application that doesn't support TCP/IP, SNMP, or both. The device's data can be
pushed to SL1 via another method (for example, email) and stored in a virtual device.

* Monitor multiple SNMP agents on a single device. In such a case, one of the SNMP agents (for example, a
hardware agent) can be associated with the device and another SNMP agent (for example, an agent that
monitors a software application) can be associated with a virtual device.
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¢ Isolate and monitor specific parameters separately from their originating device. For example, you might
want to monitor a database and keep its data separate from the hardware data you are collecting from the

host device.

Defining a Virtual Device

To create a virtual device, you must complete the following tasks:

1. Ensurethat SL1 includes a device class for virtual devices. These device classes must have a device category
of "virtual" and a collection type of "virtual". If SL1 does not include such a device class, you must define one
in the Device Class Editor page (System > Customize > Device Classes).

2. Goto the Device Manager page (Devices > Device Manager).
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3. From the [Actions] menu, select Create Virtual Device.

4. The Create Virtual Device modal appears.

5. Supply a value in each of the following fields:

o Device Name. Name of the virtual device. Can be any combination of alphanumeric characters, up

to 32 characters in length.

¢ Organization. Organization to associate with the virtual device. Select from the drop-down list of all

organizations in SL1.

« Device Class. The device class to associate with the virtual device. Select from the drop-down list of
device classes. Only device classes with a device category of "virtual" and a collection type of "virtual'
appear in the list.

 Collector. Specifies which instance of SL1 will perform auto-discovery and gather data from the
device. Can also specify a "virtual" poller. Select from the drop-down list of all collectors in SL1.
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6. Select the [Add] button to save the new virtual device.

7. You must now define the data to store in the virtual device.

Directing Data to a Virtual Device

After defining a virtual device, you must tell SL1 which data to store in the virtual device.

o Fordata that is pushed to SL1, go to the [Redirects] tab of the Device Investigator (or on the Redirect
Policy Editor page in the Device Administration panel in the classic SL1 user interface) for the virtual
device. Define the log data you want to collect and associate with the virtual device.

 Fordata that is collected via SNMP or TCP/IP, go to the Dynamic Application Collections page for the
virtual device (Devices > Device Manager), find the virtual device, select its wrench icon | a], and then
select the [Collections] tab). Manually associate a Dynamic Application with the device. This ensures
that data collected by the Dynamic Application is stored in the virtual device.

Redirecting Log Data to a Virtual Device

The [Redirects] tab of the Device Investigator (or the Redirect Policy Editor page in the Device
Administration panel in the classic SL1 user interface) enables you to redirect log entries from one IP-based
device to another IP-based device, or from an IP-based device to a virtual device.

This is perhaps most useful for devices that do not support TCP/IP. Using a redirect, SL1 can push data from a
device that does not support TCP/IP to another device that does, and then collect the data from the device that
does support TCP/IP.

In this scenario, you can create a virtual device in SL1 to represent the device that does not support TCP/IP. You
can then move the data from the TCP/IP device that is monitored by SL1 to the virtual device in SL1. The
[Redirects] tab of the Device Investigator (or the Redirect Policy Editor page in the Device Administration
panel in the classic SL1 user interface) allows you to move data and log entries generated by inbound SNMP
Trap, Syslog, or Email messages from the TCP/IP device to the virtual device. However, if you do so, be aware of
the following:

 Log entries that are redirected to a virtual device will no longer appear in the log files for the IP-based
device.

* Log entries that are redirected to a virtual device are no longer associated with the IP address of the original
device.

 Log entries with a Source of Internal, Dynamic, or APl that match a redirect policy are not moved from the
IP-based device to the current device.

To redirect data from one IP-based device to another IP-based device or a virtual device:

1. Go to the [Redirects] tab of the Device Investigator for the virtual or IP-based device to which you want to
redirect data. (Alternatively, in the classic SL1 user interface, go to the Redirect Policy Editor page in the
Device Administration panel. To do so, go to the Device Manager page Devices > Device Manager),
find the device to which you want to direct data, click its wrench icon ( ﬂ), and then click the [Redirects]
tab.)
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Redirect Policy Editor

Source Device [ Select Device v

Expression Match [ |

Active State [[Enabled] v | |

Redirect Policy Registry

2. To move SNMP Trap, Syslog, or Email log messages from an IP-based device to the current device, provide
values in each of the following fields:

« Source Device. This is the TCP/IP device from which you want to redirect log messages. Data from

this device will be moved to the current device. Select from a drop-down list of all IP-based devices
discovered by SL1.

o Expression Match. A regular expression used to locate the log entry to redirect. This can be any
combination of alphanumeric and multi-byte characters, up to 64 characters in length. SL1's
expression matching is case-sensitive. For details on the regular-expression syntax allowed by SLT,
see http://www.python.org/doc/howto/ .

 Active State. Specifies whether or not SL1 will execute the redirection policy. The choices are:

° Enable. SL1 will execute the redirection policy.
° Disable. SLT will not execute the redirection policy.

3. Click [Save].

4. You can repeat steps 2 and 3 to redirect data from more than one device or from more than one type of log
message.

Aligning a Dynamic Application with a Virtual Device

For data that is collected via Dynamic Application, you can associate that data with a virtual device. The data
collected by the Dynamic Application will be stored in the virtual device.

NOTE: You cannot align SNMP Dynamic Applications with a virtual device. You can align all other types of
Dynamic Applications with a virtual device.

To manually associate a Dynamic Application with a device:
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1. Go to the Device Manager page (Devices > Device Manager).

2. Inthe Device Manager page, find the device you want to associate with a Dynamic Application. Click its

wrench icon (P)

3. Inthe Device Administration panel, click the [Collections] tab.

4. Inthe Dynamic Application Collections page, click the [Action] menu and select Add Dynamic

Application.
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5. The Dynamic Application Alignment modal page appears.
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Select A Dynamic Application First

Dynamic Application Alignment Reset

6. To associate an additional Dynamic Application with the device, highlight it in the Dynamic Applications

field. You can filter the list of Dynamic Applications using the search field above the Dynamic Applications
field.

7. After selection a Dynamic Application, you must select a credential. Select a credential in the Credentials

field. You can filter the list of credentials using the search field above the Credentials field.

field.

NOTE: Your organization membership(s) might affect the list of credentials you can see in the Credentials
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Click the [Save] button in the Dynamic Application Alignment modal page to align the Dynamic
Application and the credential to the device.

SL1 will associate the Dynamic Application with the device and immediately attempt to collect the data
specified in the Dynamic Application using the selected credential.

After the first, immediate collection, SL1 will collect the data at the frequency defined in the Polling
Frequency field in the Application Configuration Editor page for the Dynamic Application.
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Customizing the User Interface for a Device

Overview

This chapter describes how to define custom tabs in the Device Administration panel for a specific device.

NOTE: The information in this chapter applies only to the classic SL1 user interface.

Use the following menu options to navigate the SL1 user interface:

« To view a pop-out list of menu options, click the menu icon ([&).

« Toview a page containing all of the menu options, click the Advanced menuicon ( «+ ).

This chapter covers the following topics:

Custom Navigation in the Classic User Interface ... ... .. ... ...

Editing a Custom Navigationtab ...

Custom Navigation in the Classic User Interface

In the Device Administration panel you can access the Custom Navigation modal page.

The Custom Navigation modal page allows users to define custom tabs to include in the Device
Administration panel for a specific device. Each custom tab includes one or more links. The links can be to

internal pages in SL1 or external URLs and URIs.

To define a custom tab for a device:
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1. Go to the Device Manager page (Devices > Device Manager).

2. Inthe Device Manager page, find the device for which you want to create a custom tab. Select its wrench

icon (5')
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3. Inany page in the Device Administration panel, select the [Actions] menu and choose Custom
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Navigation. The Custom Navigation modal page appears.
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Custom Navigation Close | Esc

For Device [35]

Title (Shown on Tab) Limit Access
| | [Administrators [=]
External URL / URI Link

Save

Title {Shown on Tab) Access Us=r Edit Diate Edit

4. To create a custom tab in the Device Administration panel for the device, enter values in the following

fields:

o Title (Shown on Tab). Enter a name for the tab. This name will appear on a new tab in the Device
Administration tools for this device.

o Limit Access. Users who will be allowed to access the custom tab, based on the type of user account.
The choices are:

° Administrators. Only users with account type "Administrator" are allowed to access this tab.

° Users. Both users with account type "User" and users with account type "Administrator" are allowed
to access this tab.

o External URL / URI Link. The URL of the page that is displayed when a user selects the tab. The
page can be an internal page in SL1 or an external web page. This field can contain any combination
of alphanumeric characters, with a maximum length of 128 characters. Forward slash ( /),
underscore (), and question mark ( 2 ) are allowed.

Editing a Custom Navigation tab

After you have defined one or more custom tabs in the Device Administration panel, each tab appears as an
entry in the Register pane in the bottom of the Custom Navigation modal page.

To edit a custom tab:
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1. Goto the Device Manager page (Registry > Devices > Device Manager).

2. Inthe Device Manager page, find the device for which you want to edit a custom tab. Select its wrench

icon ( 9)

3. Inany page in the Device Administration panel, select the [Actions] menu and choose Custom
Navigation. The Custom Navigation modal page appears:
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Save
Titke {Shown on Tab) ACDEsSS User Edit Diate Edit
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4. Go to the Register pane. Find the custom tab you want to edit. Select its wrench icon ( 5*)

5. The fields in the top pane will be populated with values from the selected custom tab.

6. You can edit the values in one or more fields. Select the [Save] button to save your changes to the custom

tab.

7. To delete the custom tab, go to the Register pane. Find the custom tab you want to edit. Select its bomb

icon (&).

Experience.

NOTE: for details on creating a custom Navigation Tab for all devices, see the manual Customizing User
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Vanishing & Purging Devices

Overview

The Vanished Devices page displays a list of all component devices that have "vanished" from SL1.

If SL1 cannot retrieve information about a component device for the amount of time specified in the Component
Vanish Timeout field (in either the Global Threshold Settings page, the Device Thresholds page for the
component device, or the Device Thresholds page for a device higher in the component tree), SL1 sets the
device to "vanished".

When a device is set to "vanished", SL1 stops trying to collect data about the component device. The vanished
device will not appear in reports or views. The vanished device will appear only in the Vanished Devices page.
When a device is set to "vanished", all children of that device are also set to "vanished".

NOTE: A vanished device automatically returns to a monitored state when the root device reports the device
in the latest inventory of the component device discovery application.

After a device is vanished for the amount of time specified in the Component Purge Timeout field (in either the
Global Threshold Settings page, the Device Thresholds page for the component device, or the Device
Thresholds page for a device higher in the component tree), SL1 purges the device. Purged devices are
completely removed from SL1 and all associated data is deleted. When a device is purged, all children of that
device are also purged.

NOTE: The vanishing and purging functions apply only to component devices and merged physical and
component devices. Physical, IP-based devices and virtual devices that have not been merged with a
component device are never vanished or purged.

Use the following menu options to navigate the SL1 user interface:
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« To view a pop-out list of menu options, click the menu icon [&).

« Toview a page containing all of the menu options, click the Advanced menu icon ( = ).

This chapter covers the following topics:

Setting Vanish and Purge Thresholds ... 279
Viewing the List of Vanished Devices ... . . 280
Filtering the List Of D@VICES ............. .o 282
Using the Advanced Filters ... 283
Unmerging Vanished DeVICes ... 285
Manually Purging Selected Devices ... ... . 286
Setting One or More Devices to Never Purge ... ... .. ... .. 287

Setting Vanish and Purge Thresholds

Two threshold settings control the vanishing and purging behavior for component devices:

o Component Vanish Timeout. If SL1 cannot retrieve information from a root device about a component
device, this threshold specifies how many minutes to wait until putting the component device into "vanish"
mode. When a device is set to "vanished", SL1 stops trying to collect data from the component device. The
vanished device will not appear in reports or views. The vanished device will appear in the Vanished
Device Manager page. If this threshold is set to zero for a component device, the component device is

never set to "vanished".

» Component Purge Timeout. This field specifies the number of hours a device can be set to "vanished"
before SL1 purges the component device. When a device is purged, SL1 stops trying to collect data from the
component device. The purged device will not appear in reports or views in any pages in the user interface.
When a device is purged, all of its configuration data and collected data is deleted from SL1. If this
threshold is set to zero for a component device, the component device is never purged.

SL1 uses the following logic to determine the threshold value for a given component device when determining
whether the component should be vanished or purged:

e Ifthe threshold has been configured in the Device Thresholds page for the component device, that
threshold value is used.

o [fthe threshold has not been configured in the Device Thresholds page for the component device, but the
threshold has been configured in the Device Thresholds page for an ancestor of the component device
(i.e., a component device in the component tree between the root device and the component device), that
threshold value is used. If multiple ancestors have the threshold configured in the Device Thresholds page,
SL1 uses the threshold value for the component device that is closest to the root device (furthest up the tree).

o If the threshold has not been configured in the Device Thresholds page for the component device or an
ancestor of the component device, the threshold value defined in the Global Threshold Settings page
(System > Settings > Thresholds)