Sciencelogic

Device Management

Skylar One version 12.5.4



Table of Contents

IntrodUCtioN ... 12
Whatis @ DeviCe? ... ... 13
Whatis aDevice ReCOrd? .. ... ... 14
Whatis a Device Class? ... ... ... 14
What is a Device Category ? 14
How Does Skylar One Manage Devices? ... ... . . . 15
What is DiSCOVEIY ? 16
Whatisa Credential? ... . ... 16

Using Multiple Credentials ... ... . 17
Whatis a Virtual DevVICe? ... ... ... 17
What are Component DeviCes? .. 17
Whatis @ Dynamic AppliCation ? . 18
Whatis a Skylar One Agent? 19
Whatis Virtualization? ... 19
Whatis an ASSet ReCOrd? ... ... ... . 20

Using the Devices Page ... 21
Viewing the List of All Devices .. .. 22
Viewing Additional Data abouta Device ... ... .. 26
Adding Devices With DISCOVEIY ... ... ... 27
Creating a Physical Device without Running DiSCOVery ..., 27
Creating a Virtual DeviCe ... ... . 27
Installing an Agent . . 28
Designating Favorite DeVICES ... ... 28
Aligning a Device with a Different Organization ... ... ... ... . ... 28
AssigningaNew lcontoa Device ... ... . 29
Deleting @ DeviCe ... . 30
Running a Device RepOrt ... ... ..o 30
Performing Bulk Actions on Multiple Devices ... ... . . 31

Using the Device Investigator ... 34
What is the Device Investigator? ... . . 34

Using the Info Drawer on the Device Investigator Page ... 37



Running a Device RePOIt ... ... 38

Using Device Tools inthe Action Runner ... .. . . . 39
Overview of the Device Investigator Tabs ... . . 41
The Investigator Tab .. ... 42
Customizing the Appearance of Widgets on the Investigator Tab ....................................... 44
Adding and Removing Metrics on the Investigator Tab .................................................... 45
Editing the Metric Panel Order on the Investigator Tab ... ... 45
Combining Charts on the Investigator Tab ... .. . . . 46
Applying a Custom Device Investigator Layout to Other Devices ........................................ 46
Creating a New Custom Investigator Layout ... ... ... ... ... ... 47
Selecting an Existing Custom Device Investigator Layout ............................................... 48
Managing Custom Device Investigator Layouts ... 48

The Settings Tab ... 50
The Anomaly Detection Tab ... ... 57
The Attributes Tab ... 58
The Changes Tab ... 59
About the Changes Widget ... 59
Configuring and Enabling the Changes Widget ... ... ... .. .. .. ... 60
Creating a SOAP/XML Credential for Skylar Automation (PowerFlow) ................................ 61
Syncing Skylar One Devices with ServiceNow ... ... 61
Editing the Run Book Action (ServiceNow Integrationsonly) ............................................ 62
Syncing Skylar One Devices with Restorepoint ... ... ... ... 62
Permanently Enabling the Widget ... ... . 62
Temporarily Enabling the Widget ... 64
The Collections Tab ... 65
The Configs Tab .l 66
The Events Tab ... 67
Thelnterfaces Tab ... 68
Thedournals Tab ... 68
The Logs Tab 68
The Map Tab .. 70

The MONIOrS Tab oo 70



The Notes Tab ... 71
The Performance Metrics Tab ... 72
The Ports Tab ... 73
The Processes Tab ... 73
The Redirects Tab ... 74
The Relationships Tab ... . 75
The Schedules Tab ... 75
The Services Tab ... 75
The Software Tab ... 76
The SUMMaANY Tab o 76
The Thresholds Tab ... 77
The Tickets Tab ... 78
Configuring the Skylar Automated RCA Connector for SkylarOne ........................................... 79
Workflow for Configuring the Skylar Automated RCA Connector ...................................o.... 79
Creating an Access Token in Skylar Automated RCA ... .. ... . .. 80
Configuring SKylar One .. . 80
Create a Service Connectionin SkylarOne ... ... 80
Create a Skylar One Authentication Token ... ... .. . . 81
Create a Default Virtual Device (optional) ... .. 81
Install the Skylar (Zebrium) Event Policies PowerPack ... 82
Configuring the Skylar Automated RCA Connector .......................oooiiii 83
System Requirements . . 83
Download and Install the RPM file for the Skylar Automated RCA Connector .......................... 83
Configure the config.yamlfile ... .. . . 84
Configuration Schema ... 84
Example Configuration ... .. . 86
Using the Device ManagerPage ... 87
Viewing the List of All DeViCes ... ... 88
Device Manager PreferenCes ... 91
Using the Advanced Filter with the Listof Devices ........................................................... 91
Generating a Report for Multiple Devices ... ... .. 92

Generating a Report for a Single Device ... . 93



Viewing the List of Component DevViCes ... 94

Availability for Component Devices ... . 96
ViIiewing Child DeVICES ... .o 97
Using the Advanced Filter with the List of Component Devices ........................................... 97
Bulk Actions in the Device ManagementPage ... 98
Bulk Actions for Component DEVICES ... ... 100
Bulk Merging and Unmerging of DEVICES ... ... 101
Performing a Bulk Device MEIrge ... ... 102
Performing a Bulk Device Unmerge ... . 104
Managing a Single Device with the Device Administration Panel .......................................... 106
What is the Device Administration Panel? ... 107
ACHONS MENU ... 109
DEVICE PrOP I S . o 111
Viewing Read-Only Information Aboutthe Device ... 112
Editing DeVviCe SettiNgS ... 113
Identification ... 113
Monitoring & Management ... 113
TOPOIOgY SetINGS .. 117
PreferenCes ... ... 121
Adding an IP Address to @ DeVICE ... ... 122
Removing an IP Address fromaDevice ......... ... ...l 123
Managing DeViCe 1P S 123
Clearing the Device Cachie ... ... 125
Aligning a Secondary Credential ... 125
Adding the Devicetoa Device Group ... 126
Creating a Ticket About the DeVICe ... .. ... 128
Adding a Note t0 @ DeVICe .. ... 128
Aligning Custom Attributes With @ DeVICe ... .. ... 129
Creating a New Extended Custom Attribute ... ... ... .. .. .. ... 130
Deleting an Extended Custom Attribute fromaDevice ........................... 131
Associating a Product SKU withthe Device ... 131

MEIrGING DEVICES .. ..o 132



Merging Individual DeviCes ... ... ... 133

Unmerging Individual DeVICES ... ... 134
Performing Administrative Tasks for One or More Devices ... 134
Shortcut Keys for the Device Administration Panel ... . 136

Device TOOIDOX ... 138
What is the Device TooIDOX? ... .. ... 138
Accessing the Device TooIbOX Page ... ... ... 139
VieWing the SeSSION LOGS .. .. o 140

Device Classes and Device Categories ... .. 142
Device Classes ... ... 143

Generic | SNMP DeVvice Class ... 143

NON-SNMP DeViCe ClasSeSs ............ccoooiiii e 143

Component DeVvIiCe ClasSes ... 144

AGeNt-Only DevIiCe ClasSes ... ... 144

Legacy ICMP DeVICe CIasSES ... 144
Viewing the List Of DeVICe ClasSESs ... 145

Viewing the List of Device Classes in the Classic Skylar One User Interface .......................... 146
Creating DeviCe ClasSes ... 147

Creating a New SNMP-Enabled Device Class ... 148

Editing an SNMP-Enabled Device Class ... 155
Creating a New Device Class for a Device with Device Class "Generic| SNMP" .................... 155
Creating a New Device Class for Devices That Do Not Support SNMP _................................ 156

Applying the New Device Class ... 160

Maintaining the New Device Class During Auto-DiSCOVErY ..............ccocooiiiiiiiii 161

Editing a Device Class Thatis Not SNMP-Enabled ..................................................... 161
Creating a New Component Device Class ... 162

Editinga Component Device Class ... ... ... 163

Managing Device ClasSes ... 163

Manually Assigning a Device ClasstoaDevice ... ... 163

Changing the lcon fora Device Class ... 164
Managing Device Classes in the Classic Skylar One User Interface ......................................... 165

Manually Changing the Device Class for a Device in the Classic Skylar One User Interface .... 166



Changing the Icon for a Device Class in the Classic Skylar One User Interface ...................... 166

Aligning One or More Device Classes with a Device Dashboard .......................................... 167
Deleting One or More Device CIasSes ... 167
DEVICE CategOlieS ... oo 168
"Pingable" Device Category ... ... 168
Viewing the List of Device Categories ... ... .. 169
Creating a New Device Category ... ... 170
Editing @ Device Category ... ... 171
Duplicating a Device Category ... ... 171
Assigning an lconto a Device Category .. .. ... 171
Managing Device Categories in the Classic Skylar One User Interface ..................................... 172
Viewing the List of Device Categories in the Classic Skylar One User Interface ..................... 172
Creating a New Device Category in the Classic Skylar One User Interface ............................ 173
Editing a Device Category in the Classic Skylar One User Interface ..................................... 174
Deleting @ Device Category ... ... 174
Aligning One or More Device Categories with a Device Dashboard ..................................... 174
Device Relationships ... ... . . 176
What are Device Relationships ? ... 177
Viewing the List of Device Relationships ... .. . . 178
Viewing Relationships for a Single DevViCe ......... ... 179
Viewing Device Topology Maps ... 180
Defining Device Relationships ... .. ... 181
Event Correlation ... 182
Events that Might Appearonthe Events Page ... 182
Defining Event Correlation ... ... ... 183
Example: Child Event SUPPresSIiON ... ... 184
Layer-2 Topology Collection and ProCessing ..o 184
Layer-2 Topology ProCeSSING ... 185
CDP Topology ColleCtion ... . ... 186
CDP Topology ProCessing ... 187
LLDP Topology ColleCtion ... ... 187

LLDP Topology ProCessing ..o e 189



Layer-3 Topology Collection ... ... .. 189

Layer-3 Topology ProCeSSING ... 190
Device Maintenance ... 191
What is Scheduled MaintenanCe? .. ... 192
What is User MaintenanCe? .. ... ... 193
The Maintenance Minimum Severity Setting ... 193
Enabling and Disabling User Maintenance for a Single Device ... 193
Enabling and Disabling User Maintenance for One or More Devices ..................................... 194
Scheduling Maintenance fora Single Device ... . 195
Viewing the Schedule Manager ... 195
Defining a Scheduled or Recurring Device Maintenance Window for a Single Device ............. 196
Scheduling Maintenance for One or More DeVICES ... 199
Enabling or Disabling Scheduled Maintenance for One or More Devices .................................. 199
Deleting Scheduled Maintenance for One or More Devices ... 200
Managing Dynamic Applications ... ... .. . 201
Viewing the List of All Dynamic Applicationsin SkylarOne ... . 202
Managing the Dynamic Applications AlignedtoaDevice ..................................................... 205
Viewing the List of Dynamic Applications AlignedtoaDevice .............................................. 206
Viewing Information about a Dynamic Application Alignedtoa Device .................................. 207
Changing the Credential for a Dynamic Application AlignedtoaDevice ............................... 208
Updating the Poll Frequency for a Dynamic Application Alignedto a Device .......................... 209
Manually Aligning a Dynamic ApplicationtoaDevice .....................co 209
Viewing the Status of a Dynamic Application Alignedtoa Device ......................................... 210
Understanding the FOUNd Status ... 211
Understanding the Collecting Status ... ... . 211
Enabling and Disabling Dynamic Application Data Collection fora Device ............................ 212
Enabling and Disabling Collection for Specific Collection Objects ....................................... 212
Running a Dynamic Application onaDeviCe ........ ... 212

Managing the Dynamic Applications Associated with a Device in the Classic Skylar One User
Iterface . 213

Viewing the Dynamic Applications Associated with a Device in the Classic Skylar One User
Interface



Manually Associating a Dynamic Application with a Device in the Classic Skylar One User

Iterface ... 215
Editing the Credential Associated with a Dynamic Application in the Classic Skylar One User
Interface ... 216
Viewing the Status of a Dynamic Application Associated with a Device in the Classic Skylar
OneUseriInterface . ... 217
FOUNd 217
ColleCt 217
Performing Other Administrative Tasks for an Aligned Dynamic Application in the Classic
SKylar One User INterface ... 218
Enabling or Disabling Objects ... .. ... . 218
Restarting Automatic Maintenance of Collection Objects ............................................... 219
Editing the Poll Frequency for a Dynamic Application on the Current Device ...................... 219
Stopping Data Collection for a Dynamic Application ... 220
Resetting Statistical Data for a Dynamic Application ...................................................... 220
Resetting Persistent Session Objects for a Dynamic Application ...................................... 221
Testing Data Collection for a Dynamic Application ... . 222
Removing Data Collected by a Dynamic Application ... 222
How Skylar One Manages the Collection Status for Dynamic Applications ................................ 223
StopPING CoOllECtiON .. 223
Starting ColleCtioN ... 224
Collection Objects that are Excluded from Maintenance ...l 224
Status of Objects for Deviation ... ... 224
Bulk Un-Aligning Dynamic Applications ... ... 225
Setting Thresholds for Dynamic Applications ... 225
Dynamic Applications and DiSCOVETY ... ... 226
How Does Skylar One Align Dynamic Applications During Discovery? .................................. 226
Queuing Discovery from the Dynamic Applications ManagerPage ....................................... 227
Device Thresholds and Data Retention ... ... 228
Global Settings for Thresholds ... 229
Device Thresholds ... 234
Defining Device Thresholds in the Classic Skylar One User Interface ................................... 241

Bulk Management with Device Groups and Device Templates ... 243



What is @ DeVICE GrOUD 2 243

Whatis a Device Template ? 244
Creating a Physical Device without Running Discovery ... ... ... ... .. .. ... 248
REQUITEM NS .. 249
Using the User Interface to Create a Physical Device ........................................................ 249
Creating a Physical Device from the Devices Page ... 249
Creating a Physical Device from the Device ManagerPage .............................. .. 249
Managing Physical Devices Created inthe UserInterface ............................................... 250
Using a CSV File to Create Multiple Physical Devices ........................................................ 250
Creating Multiple Physical Devices Using a CSV File from the DevicesPage ........................ 252
Creating Multiple Physical Devices Using a CSV File from the Device Manager Page ............ 252
Managing Physical Devices Created Usinga CSV File ... . 253
Using the APl to Create a Physical Device ......... ... . . ... 253
Creating a Physical Device with the APl .. 253

B XAl 254
Managing Physical Devices Created withthe APl ... . . 256
Available Actions for the Device Resource ... 256
Virtual DeviCes ...l 259
Whatis a Virtual Device? ... ... 259
Defining a Virtual DEVICE ... ... 260
Creating a Virtual Device fromthe Devices Page ... 260
Creating a Virtual Device from the Device ManagerPage ... 260
Directing Datato a Virtual DeviCe ... ... ... 261
Redirecting Log Datato a Virtual Device ............. ... 261
Aligning a Dynamic Application with a Virtual Device ....................................................... 262
Aligning a Dynamic Application with a Virtual Device from the Device Investigator ............. 262

Aligning a Dynamic Application with a Virtual Device from the Device Administration Panel .263

Customizing the User Interface fora Device ... ... .. . .. 265
Custom Navigation in the Classic User Interface ... ... 265
Editing a Custom Navigation tab ... 266

Vanishing & Purging Devices ... .. . 268

Setting Vanish and Purge Thresholds ... 269



Viewing the List of Vanished Devices ... 270

Using the Advanced FIlers ... .. 272
Unmerging Vanished DeviCes ... ... ... 273
Manually Purging Selected DEeVICES ... 274
Setting One or More Devices to Never Purge ... . . 274
Device Dashboards ... 275
Viewing the List of Device Dashboards ... ... ... .. . 276
Creating a Device Dashboard ... 277
Aligning Device Dashboards ... 277
Aligning a Device Dashboard with a Device ... ... .. . ... 278
Aligning a Device Dashboard witha Device Class ... 278
Aligning a Device Dashboard with a Device Category ... 279
Aligning a Device Dashboard with a Dynamic Application ................................................ 279
Editing a Device Dashboard ... 280
Deleting a Device Dashboard ... . ... 280
Copying a Device Dashboard ... 281
Defining the Global Default for Device Dashboards ... 281
Unaligning a Device Dashboard ... 282
Moving Alignment for Device Dashboards ... 282
Using Custom Attributes .. ... . . 283
Custom Attributes ... 284
Viewing the List of Custom Attributes ... ... .. . . 284
Viewing the List of Subscribers for a Custom Attribute ... 286
Creating Custom AttribDULES ... 288
Deleting One or More Custom Attributes ... ... . 289
Adding Custom Attributes fora DeviCe ... 289
Adding Custom Attributes for a Device in the Classic Skylar One User Interface .................... 291
Custom Attributes in the Sciencelogic AP .. . 291
Using the SciencelLogic API to View, Create, and Edit Custom Attributes ................................ 291
Using a Dynamic Application to Create and/or Populate Custom Attributes ............................... 292
Using Custom Attributes to Define Device Groups ... 294

Viewing Custom Attributes in the Custom Table Widget ..................... . 294



Chapter

Introduction

Overview

This manual describes how to discover and collect data from devices in Skylar One (formerly SL1). It also
describes how to configure and manage those devices in Skylar One after they have been discovered.

NOTE: For information about the data that Skylar One collects from monitored devices, how to
configure monitoring policies to collect that data, and how Skylar One displays the data in the
user interface, see the manual Monitoring Device Infrastructure Health.

Use the following menu options to navigate the Skylar One user interface:
« To view a pop-out list of menu options, click the menu icon (E).

« Toview a page containing all of the menu options, click the Advanced menu icon ( :-- ).

This chapter covers the following topics:

What is G DEVICE? ... . 13
What is a Device ReCOrd? ... 14
What is a Device Class? ... ... 14
What is a Device Category? ... 14
How Does Skylar One Manage Devices? .. ... ... .. .. 15
What s DiSCOVEIY? 16
What is a CredentiQl? ... ... 16

12



What is a Virtual Device?

What are Component DeviCes? . . 17
What is a Dynamic AppliCation? 18
What is a Skylar One Agent? 19
What is Virtualization? ... 19
What is an Asset ReCOrd? ... ... ... 20

What is a Device?

Devices are all networked hardware in your network. Skylar One can monitor any device on your network,
even if your organization uses a geographically diverse network. For each managed device, you can
monitor status, create policies, define thresholds, and receive notifications (among other features).

Some of the devices that Skylar One can monitor are:

In Skylar One, devices also include component devices and virtual devices.

13

Bridges
Copiers
Firewalls

Load Balancers
Modems

PDU Systems
Probes

Printers
Routers
Security Devices
Servers
Switches
Telephony
Terminals
Traffic shapers
UPS Systems

Workstations

What is a Device?



What is a Device Record?

As part of monitoring your network, Skylar One collects data using common networking protocols. Most
collected data is associated with a device in Skylar One. A device record in Skylar One can represent:

« Physical network hardware, such as servers, switches, routers, or printers.
e A component of a larger system, such as a data store in a hypervisor system or a blade server.

» Any other entity about which you want to collect data, but want or need to associate that data with a
container that does not correspond directly to a physical device or a component. For example, you
might configure a device record that represents a web site or a cloud service.

What is a Device Class?

Device classes determine:

* How devices are represented in the user interface
« Whether the device is a physical device or a virtual device
« How managed devices are discovered with the discovery tool

Administrators can define new or legacy device classes and customize properties of existing device
classes on the Device Classes page (Devices > Device Classes), or on the Device Class Editor page
(System > Customize > Device Classes) in the classic Skylar One user interface.

Most TCP/IP-compliant devices have an internally-defined class ID, called the System Object ID and
abbreviated to SysObijectlID. This SysObijectID is an SNMP OID defined by the manufacturer. Each
manufacturer specifies a SysObijectID for each different hardware model. In Skylar One, each SNMP
device class is associated with a SysObjectID. During initial discovery, Skylar One searches each device
for the SysObjectID and assigns each device to the appropriate device class.

Skylar One also includes device classes for devices that do not support SNMP. These device classes are
associated with values returned by nmap. Skylar One runs nmap against each device during discovery.

The following sections describe the types of device classes used in Skylar One.

What is a Device Category?

A device category is a logical categorization of a device by primary function, such as "server", "switch", or
"router". Skylar One uses device categories to group related devices in reports and views.

Device categories are paired with device classes to organize and describe discovered devices. Device
class usually describes the manufacturer. Device category describes the function of the hardware. Each
device class can include a device category.

What is a Device Record? 14



NOTE: "Reserved" device categories are those device categories required by Skylar One. These
device categories cannot be edited or deleted. If a device category does not display the delete
icon (0), the device category is a reserved device category and cannot be deleted.

How Does Skylar One Manage Devices?

» Using discovery, Skylar One automatically locates or discovers all hardware and hardware-
components in your network. Skylar One can also automatically discover most software applications
running in your network.

« Using Dynamic Applications, Skylar One can automatically discover component devices.

« During discovery, devices are categorized by device class and device category for quick
identification. You can customize device classes and device categories and also define custom
device classes and device categories.

» On the Skylar One Devices and Device Manager pages, you can view details about each
discovered device, including IP address and MAC address, operating system, hardware components
(like CPU, RAM, swap, file systems), interfaces, open ports, and installed software.

» For each device, you can use the Device Administration panel or the Device Investigator page to
define configuration and policies for the device.

» For each device, you can use the Device Reports panel or the Device Investigator page to view
details about the device, including graphical reports.

» Skylar One can monitor bandwidth usage for each discovered network interface. Skylar One can
generate reports and billing documents for each network interface.

NOTE: Skylar One includes pre-defined events (sometimes called "alerts" in other applications). An
eventis a message that is triggered when a specified condition is met. Among other things, an
event can signal that a server has gone down, that a device is exceeding CPU or disk-space
thresholds, that communication with a device has failed, or simply display the status of a
device or component. You can define and customize events to best fit your infrastructure.
Events can be viewed through Skylar One, sent to users' email accounts, and sent to users'
pagers or cell phones.

* You can define customized performance thresholds and hardware thresholds for a device. Skylar
One can generate events based on these thresholds.

« Skylar One monitors availability and latency for each device. You can define availability and latency
thresholds. Skylar One also generates graphical reports on each device's availability and latency.

» Skylar One monitors open ports. Based on user-defined policies, Skylar One can generate an event
when a new port is opened on any device in the network.

» Skylar One can monitor port-availability for each port in the network.

» Skylar One can discover and monitor the hardware components of each device.

15 How Does Skylar One Manage Devices?



» Skylar One can discover and monitor the software running on each device.

» Skylar One can monitor system processes and Windows services running on a device. Based on
user-defined policies, Skylar One can generate an event when a process or service is running or
when a process or service is not running and should be.

» You can use device groups and device templates to automate the configuration and policies for
multiple devices.

* You can create a virtual device to store data that you want to manage with Skylar One but that cannot
be associated with a traditional device or that you do not want associated with a traditional device.

* You can monitor ESX servers and VMware "guest" devices as you would monitor any other
hardware-based device.

* You can create parent and child relationships between devices. These relationships allow you to use
a single solution to resolve problems for the related devices.

* You can create asset records for one, multiple, or all devices in the network. Skylar One
automatically populates as many fields as possible, using information retrieved during discovery.

« Skylar One includes an exhaustive list of real-time, dynamic, graphical reports to display trends and
status for individual devices, groups of devices, or the entire network. These reports can be saved in
multiple formats and can be printed.

What is Discovery?

Discovery is the tool that automatically finds all the hardware-based devices, hardware components, and
software applications in your network. You must provide the discovery tool with a range or list of

IP addresses and/or a list of fully-qualified domain names (hostnames), and the discovery tool determines
if a device, hardware component, or software application exists at each IP address.

For each device, hardware component, or software application the discovery tool "discovers", the
discovery tool can collect a list of open ports, DNS information, SSL certificates, list of network interfaces,
device classes to align with the device, topology information, and basic SNMP information about the
device.

The discovery tool also determines which (if any) Dynamic Applications to align with the device. If the
discovery tool finds Dynamic Applications to align with the device, the discovery tool triggers collection for
each aligned Dynamic Application.

For more information about discovery, see the Discovery & Credentials manual.

What is a Credential?

Credentials are access profiles that allow Skylar One to retrieve information from devices and from
software applications on devices. Credentials typically include information such as a username and
password, as well as any additional information required for accessing and monitoring devices. Dynamic
Applications in Skylar One use credentials to retrieve SNMP information, database information,

SOAP information, XML information, XSLT information, and WMI information.

What is Discovery? 16



Using Multiple Credentials

If necessary, a single device can use multiple credentials. If more than one agent or application is running
on the device, each agent or application can be associated with its own credential. During discovery,
Skylar One will use the appropriate credential for each agent.

For example, suppose you want Skylar One to discover a device that supports SNMP v2. To retrieve
SNMP data from that device, Skylar One must use a valid SNMP v2 read-only community string. So we
would first go to the device and define the SNMP read-only community string. Then we would return to
Skylar One and create a credential in the Skylar One system, using that community string. This new
credential would allow discovery to retrieve SNMP data from the device.

Now suppose this same device also includes a MySQL database. Suppose you want Skylar One to use a
Dynamic Application to monitor that database. To retrieve data from the database, Skylar One must use a
valid username and password for that database. So we would first go to the device that hosts the MySQL
database and create a database username and database password for Skylar One to use. Then we would
return to Skylar One and create a credential in the Skylar One system. The credential would include the
database username and database password for the MySQL database. This credential would allow the
Dynamic Application to retrieve data about the MySQL database.

For more information about credentials, see the Discovery & Credentials manual.

What is a Virtual Device?

A virtual device is a container for collected data. A virtual device can be used when you want to:

« Monitor a device or application that doesn't support TCP/IP, SNMP, or both. The device's data can
be pushed to Skylar One via another method (for example, email) and stored in a virtual device.

« Monitor multiple SNMP agents on a single device. In such a case, one of the SNMP agents (for
example, a hardware agent) can be associated with the device and another SNMP agent (for
example, an agent that monitors a software application) can be associated with a virtual device.

 |solate and monitor specific parameters separately from their originating device. For example, you
might want to monitor a database and keep its data separate from the hardware data you are
collecting from the host device.

For more information about virtual devices, see the Virtual Devices section.

What are Component Devices?

Skylar One uses Dynamic Applications to retrieve data from a management device and discover each
entity managed by that management device. Skylar One then uses that retrieved data to create a device
for each managed entity. In some cases, the managed entities are nested.

* In Skylar One a managed entity is called a component device. A component device is an entity that
runs under the control of a physical management device.

» In Skylar One, the root device is the physical device that manages one or more component devices.
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« In Skylar One, a parent device is a device that has associated entities modeled as component
devices. A parent device can be either a root device or another component device.

For example, in a Cisco UCS system, Skylar One might discover a physical server that hosts the UCS
manager. Skylar One might discover a chassis as a component device. The chassis is a child device to
the physical server; the physical server is the root device. Skylar One might also discover a blade as a
component device that is part of the chassis. The blade is a child device to the chassis. The chassis is the
parent device.

The Device Components page (Devices > Device Components) displays all root devices and component
devices in an indented view, so you can easily view the hierarchy and relationships between child
devices, parent devices, and root devices.

Depending on your Key Privileges, you can access the Device Management tools, the Device
Administration tools, view details about each device's interfaces, generate and print a report about a
device, file a ticket about a device, view an asset record for a device, and perform bulk administrative
tasks from this page.

What is a Dynamic Application?

Dynamic Applications are the customizable policies that tell Skylar One what data to collect from devices
and applications. For example, suppose you want to monitor a MySQL database running on a device in
your network. Suppose you want to know how many insert operations are performed on the MySQL
database. You can create or edit a Dynamic Application that monitors inserts. Every five minutes (for
example), Skylar One could check the number of insert operations performed on the MySQL database.
Skylar One can use the retrieved data to trigger events and/or to create performance reports.

Skylar One includes Dynamic Applications for the most common hardware and software. You can
customize these default Dynamic Applications to suit your environment. You can also create custom
Dynamic Applications.

Dynamic Applications in Skylar One support a variety of protocols to ensure that Skylar One can always
communicate with the devices and applications in your network and retrieve information from them.
Dynamic Applications can use the following protocols to communicate with devices:

 SNMP

* SQL

e XML

» SOAP

e XSLT (uses SOAP and XSLT to convert XML data to a new format)

* WMI (Windows Management Instrumentation), including WMI and WBEM
* Windows PowerShell

« Custom Python applications (called "snippets") for proprietary or more complex data retrieval

What is a Dynamic Application? 18



What is a Skylar One Agent?

The Skylar One agentis a program that you can install on a device monitored by Skylar One (formerly
SL1). There is a Windows agent, an AlX agent, a Solaris agent, and a Linux agent. The agent collects
data from the device and pushes that data back to Skylar One.

Similar to a Data Collector or Message Collector, the agent collects data about infrastructure and
applications.

You can configure an agent to communicate with either the Message Collector or the Compute Cluster.

NOTE: The following minimum agent versions are required for Skylar One 12.5.1 and later:
¢ Windows version 154
¢ Linuxversion 196
¢ AlXversion 196
¢ Solaris version 196

Users who require agent-based log collection on a device with a Windows agent or a Linux agent
must have the minimum Windows agent or Linux agent version. If you do not have the minimum
required agent versions, SciencelLogic recommends that you upgrade using the [Upgrade] button on
the Agents page (Devices > Agents), or by downloading and upgrading the agent manually. For
more information, see the section on Upgrading an Agent.

For more information about monitoring devices with the agent, see the Monitoring with the Skylar One
Agent manual.

What is Virtualization?

Virtualization is when multiple virtual machines run on a single hardware platform. Each virtual machine
is a software-based implementation of a computer that executes programs like a hardware-based
computer. A virtual machine provides a platform on which you can run an operating system and software
applications. For example, a single server could contain a virtual machine running Windows and Windows
applications, another VM running Linux and Linux applications, another VM running BSD and BSD
applications, and another running Macintosh OS and Macintosh applications.

A hypervisor is the software that allows one or more virtual machines to run on a single hardware platform.
The hypervisor software allows the virtual machines to share the RAM, CPU, and disk space on the
hardware platform.

Each virtual machine can run its own operating system. A virtual machine can provide an alternate
instruction set from the hardware-based computer.
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Virtual machines are frequently used to:

Run multiple operating systems on a single computer.
Consolidate hardware servers and run multiple server applications on a single server.

Provide multiple, isolated development environments.

What is an Asset Record?

An asset record is a collection of relevant information about an asset. In Skylar One, asset records are
usually created for hardware devices.

In Skylar One, asset records can contain information about:

The name, make, and model of a device.

The serial number of a device.

Function and status of the device.

Networking information, like host ID, IP address, and DNS server for the device.

Hardware information like amount of memory, CPU, and BIOS or EPROM version.

Physical location of the device.

Vendor information for the device, including PO or check number, warranty policy, and service policy.
Description of the network interface.

Description of each hardware component (if applicable).

Description of installed software (if applicable).

Skylar One will populate as many fields as possible automatically, using data retrieved during discovery
and collections. You can enter values in all the fields or in only those fields that are required for your
business processes.

You can specify which asset fields will be populated from data retrieved during discovery and collections
and which fields will be populated manually. To specify this behavior, go to the Asset Automation page
(System > Settings > Assets).
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Chapter

Using the Devices Page

Overview

The Devices page allows you to view all of your managed devices in Skylar One (formerly SL1) and also
run a discovery to find more devices to monitor. You can select a device from the list on the Devices page
to view detailed data on the Device Investigator page for that device.

NOTE: The list of devices on the Devices page matches the list of devices on the Device Manager
page (Devices > Classic Devices) in the classic Skylar One user interface.

Use the following menu options to navigate the Skylar One user interface:
« To view a pop-out list of menu options, click the menu icon (E).

« Toview a page containing all of the menu options, click the Advanced menu icon ( :-- ).

This chapter covers the following topics:

Viewing the List of All DeVICEeS ... ... . 22
Viewing Additional Data about a Device ... ... . 26
Adding Devices with DiSCOVEryY ... ... . 27
Creating a Physical Device without Running Discovery ... ... ... 27
Creating a Virtual DevViCe ... ... . 27
INStalling an AGent 28

21



Designating Favorite DEeVICES .. ... . . . 28
Aligning a Device with a Different Organization ..., 28
Assigning a New lcon to a Device ... .. 29
Deleting a Device ... .. 30
Running a Device Report . 30

Performing Bulk Actions on Multiple Devices ... ... .. ... .. 31

Viewing the List of All Devices

The Devices page allows you to view all of your managed devices in Skylar One. This section explains
how to gather more information about a device from this page.

To navigate to the Devices page, click the Devices icon (I<8):
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TIP: If you do not see one of these columns, click the gear icon (%) and then select Column
Preferences to add or remove columns. You can also drag columns to different locations on the
page or click on a column heading to sort the list by the values in that column. Skylar One retains
any changes you make to the columns that appear on the page and will automatically recall those
changes the next time you visit the page. For more information, see the section on "Editing the
Settings for an Inventory Page" in the Introduction to Skylar One manual.
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TIP: You can filter the items on this inventory page by typing filter text or selecting filter options in one
or more of the filters found above the columns on the page. For more information, see "Filtering
Inventory Pages" in the Introduction to Skylar One manual.

TIP: You can adjust the size of the rows and the size of the row text on this inventory page. For more
information, see the section on "Adjusting the Row Density" in the Introduction to Skylar One
manual.

NOTE: By default, the Devices page footer displays the total number of devices discovered. If you
apply a filter, the footer will display the total number of search returns that satisfy your filter
and the total number of devices available on your machine.

For each device, the Devices page can display the following information:

« ID. The Device ID. This is a unique number that Skylar One automatically assigns to the device
during discovery.

» Device Name. Name of the device. For devices running SNMP or with DNS entries, the name is
discovered automatically. For devices without SNMP or DNS entries, the device's IP address will
appear in this field.

* |P Address. The device's IP address.

» Class. The manufacturer and type of device. The device class is automatically assigned during
discovery, at the same time as the category.

» Category. The category assigned to the device. Categories include servers, routers, switches,

firewalls, and printers, among others. The category is automatically assigned during discovery, at the
same time as the as device class. For more information about device categories, see the chapter on

"Managing Device Classes and Device Categories" in the Device Management manual.

» Organization. The organization to which the device is assigned.

» State. The current condition of the device, based upon events generated by the device. The device

can have one of the following States:

o Ciritical. Device has a serious problem that requires immediate attention.
° Major. Device has a problem that requires immediate attention.

° Minor. Device has a less-serious problem.

° Notice. Device has an informational event associated with it.

° Healthy. Device is running with no problems.

» Collection State. The current condition of data collection for the device. The device can have one or

more of the following Collection States:

Viewing the List of All Devices
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° Active. Skylar One is collecting data from the device.

° Unavailable. Skylar One cannot connect to the device, and will not collect data from the device
until the device becomes available. A physical device falls back to executing the availability
ping every five minutes, unless you have critical ping enabled. Component devices get their
availability calculated by the component discovery Dynamic Application of the parent device.

o User-Disabled. Skylar One is not currently collecting data from the device because the user
has disabled collection.

o System-Disabled. Skylar One is not currently collecting data from the device because the
system has disabled collection.

o Scheduled Maintenance. Skylar One is not currently collecting data from the device because it
is currently in scheduled maintenance mode.

o User-Initiated-Maintenance. Skylar One is not currently collecting data from the device
because it has manually been put into maintenance mode by a user.

° Component Vanished. The component device has vanished, i.e. is not currently being
reported by its root device. Skylar One cannot collect data from the device at this time.

NOTE: Depending on the circumstances, more than one collection state might appear
for a single device. For example, if a device is in a scheduled maintenance mode,
the Collection State might be Unavailable / Scheduled Maintenance / System-
Disabled.

Collector Group. The collector group to which the device belongs. Collector groups are groups of
Skylar One Data Collectors, which are defined on the Collector Groups page (Manage > Collector
Groups).

SNMP Credential. The name of the SNMP credential used to monitor the device.
SNMP Version. The version of SNMP used to monitor the device.

Hostname. The fully qualified hostname for the device, for devices that are discovered and managed
by hostname (instead of IP address). This column does not appear by default, but you can add it by
clicking Grid Settings > Column Preferences.

Date Created. The date and time on which the device was created.

Organization ID. The unique numeric identifier of the organization to which the device is assigned.
Class ID. The unique numeric identifier of the device class.

Category ID. The unique numeric identifier of the device category assigned to the device.

Type. The type of device. Options include:

° Physical. A hardware-based device with an IP address.
° Component. An entity that runs under the control of a management device.

o Virtual. A container for collected data.

Collector Group ID. The unique numeric identifier of the collector group to which the device belongs.
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» Asset ID. The ID of any asset associated with the device. The asset ID displays as a hyperlink that

you can click to view the asset's properties. For more information about assets, see the Asset
Management manual.

e Last Poll. The date and time at which Skylar One last polled the device.
» Uptime. The amount of time since the device was last initialized.

» SL Agent. Indicates whether an Skylar One agent is installed on the device. If so, you can click the
Yes hyperlink to display a modal where you can update the agent's configuration.

NOTE: If you have defined any custom attributes for your devices, you can also add those custom
attributes as columns that appear on the Devices page.
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Viewing Additional Data about a Device

On the Events page and the Devices page, you can click the Open icon (" ) next to an event or device to
open a Device Summary modal:

Device Summary X
Device: rcarignan-aio-102821
Message: VM memaory is not reserved or VM memory limit less than reservation.
Tools
Vitals
100
S0
WW\W
0
08:00 06:30 07:00 07:30 08:00 08:30 09:00 09:30
Logs
Date/Time Event Severity Message
Dec 1, 2023, 9:52 AM (. Crit‘ical)l The SL1 license expires in -47 days (message repeats 1 time)
Dec 1, 2023, 9:50 AM . Major.:- CPU runtime contention of $8.0% exceeds threshold (15%)
Total Rows: 10783

NOTE: On the Events page, the Device Summary modal displays only for events that are aligned
with devices.

The detail window for that device contains the Tools pane, the Vitals graphs, and the Logs pane:

» The Tools pane enables you to run a set of diagnostic tools or user-initiated actions in the Activity
Center, or to click on custom links that will open in a separate browser window. Click the search bar
to search for tools, actions, or custom links that are available for the device.
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» The Vitals pane displays graph data for the past four hours of CPU usage, memory usage, and

latency for that device, where relevant. You can zoom in on a shorter time frame in the Vitals graph

by clicking and dragging, and you can go back to the original time span by clicking the [Reset zoom]

button.

» The Logs pane displays a list of events associated with that device.

TIP: To open the detail or Investigator page for an item, click the link for the item name at the top of
the detail window.

Adding Devices with Discovery

On the Devices page, you can click the [Add Devices] button to run a guided or unguided network
discovery session, a process that searches for and adds more devices to Skylar One for monitoring.

For more information about adding devices using guided or unguided discovery, see the Discovery
& Credentials manual.

Creating a Physical Device without Running Discovery

Skylar One (formerly SL1) allows you to manually create physical devices without running discovery.
When you do so, a device record exists in Skylar One before Skylar One can communicate with the
device.

In some cases, service providers find it useful to pre-populate a Skylar One system with device records
but set the status of the manually created devices to Disabled. When network and firewall work are
completed, the provider can then enable the devices and use discovery to keep the device data up-to-
date.

You can manually create a physical device in three ways:
* Inthe user interface
» By uploading device data via a CSV file
» With the SciencelLogic API

In the user interface, one of the places you can create a physical device without running discovery is on
the Devices page. To do so, click the down arrow icon (&) next to the [Add Devices] button and then
select Create Physical Device or Create Physical Device from File.

For more information, see the section Creating a Physical Device from the Devices Page.

Creating a Virtual Device

A virtual device is a container for collected data. A virtual device can be used when you want to:

Adding Devices with Discovery
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» Monitor a device or application that doesn't support TCP/IP, SNMP, or both. The device's data can
be pushed to Skylar One via another method (for example, email) and stored in a virtual device.

» Monitor multiple SNMP agents on a single device. In such a case, one of the SNMP agents (for
example, a hardware agent) can be associated with the device and another SNMP agent (for
example, an agent that monitors a software application) can be associated with a virtual device.

* Isolate and monitor specific parameters separately from their originating device. For example, you
might want to monitor a database and keep its data separate from the hardware data you are
collecting from the host device.

You can create a virtual device on the Devices page. To do so, click the down arrow icon (&) next to the
[Add Devices] button and then select Create Virtual Device.

For more information, see the section Creating a Virtual Device from the Devices Page.

Installing an Agent

If you are using a distributed Skylar One system without the Skylar One Extended Architecture (which
includes Compute Nodes, Storage Nodes, and a Management Node), you can install a Skylar One agent
from the Devices page. To do so, click the down arrow next to the [Add Devices] button and then select
Download/Install Agent.

For more information, see the chapter on "Installing the Skylar One Agent" in the Monitoring with the
Skylar One Agent manual.

Designating Favorite Devices

In Skylar One, you can select one or more devices to always display at the top of the Devices page. This
process is called favoriting devices.

To make a device a favorite, click the Favorite Device star icon (77) to add the device to your favorites list.
Click the icon (%) again to remove the favorite status.

With favorite devices, you can:
« View your favorite devices at the top of the Devices page by default.
* Include favorites in the multi-sort function.

 Filter devices by favorite.

Aligning a Device with a Different Organization

To align a single device with a different organization:

1. Onthe Devices page, click the Actions button ( ;) for the device and select Align Organization. The
Align to Organization window appears.
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2. Inthe Align to Organization window, use the Organization drop-down to search for and select an
organization.

3. Click the [Align Organization] button. The organization you selected now appears in that /nfo drop-
down on the Device Investigator page for that device.

TIP: You can also bulk-align multiple devices with an organization. For more information, see the
section on Performing Bulk Actions on One or More Devices.

Assigning a New Icon to a Device

You can customize the look and feel of the devices that appear on the Devices page by assigning an icon
a device, device class, or device category.

To assign an icon to a device, device class, or device category:

1. Onthe Devices page, Device Classes page (Devices > Device Classes), or Device Categories
page (Devices > Device Categories), locate the device, class, or category for which you want to add
anicon.

2. Click the Actions button (: ) for that item and select Assign Icon. The Select an Icon window
appears.

TIP: To assign an icon to more than one device, device class, or device category, select the
checkboxes to the left of those items and click the [Assign Icon] button.

3. Inthe Select an Icon window, do one of the following:
¢ To use an existing icon, proceed to step 7.
¢ Toupload a new icon from your local drive, make sure that the image file meets the following

criteria, then proceed to step 4:

° The image file should be in .SVG format.

o

The file should not be larger than 40 KB.

o

The file should not be animated.

o

The file should not contain bitmaps.
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4. To start the upload process, click the [Add Icon] button. The Add an Icon window appears.
5. Complete the following fields in the Add an Icon window:

° Inthe Icon name field, type a name for the icon you want to upload.

° Inthe Add Tags field, type a short descriptor for the icon, without spaces. You can use this tag
for searching later.

° You can click the Browse or Drop area to browse for and select the icon, or you can drag and
drop the icon file onto the Add an Icon window.

6. Click the [Add Icon] button. The icon is added to the Select an Icon window.

7. Select the icon from the list of icons and click the [Select Icon] button. The icon is assigned to the
device, device class, or device category.

TIP: You can use the Search field to search for a specific icon or narrow down the list of icons.

Deleting a Device

To delete a single device on the Devices page:
1. Onthe Devices page, click the Actions button ( : ) for the device and select Delete Device.

2. Adialog appears asking you to confirm that you want to permanently delete the device(s). To
confirm, click [Delete].

NOTE: If you attempt to delete one or more devices that have associated asset records, you are
given the option to delete those associated assets at the same time.

TIP: You can also bulk-delete multiple devices. For more information, see the section on Performing
Bulk Actions on One or More Devices.

Running a Device Report

From the Devices page or from the Device Investigator page for a specific device, you can generate a
detailed report for a single device. You can specify the information to include in the report and the format
that Skylar One will use to generate the report, including HTML, PDF, XLS, and more.

To run a device report:

1. Do one of the following:

« Onthe Devices page, click the Actions button ( i ) for a specific device and select Device
Report.
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On the Device Investigator page for a specific device, click the [Report] button in the top
navigation bar.

The Device Report modal page appears.

2. Inthe Type drop-down, select the type of report you want to generate. Your options include:

[Full Report]. Includes information about device status, status of all device policies, status of
all monitors, status of hardware components, status of all thresholds defined for the device, a
list of all active events associated with the device, and information about the last collection
time and last entry to the device log.

[Status]. Includes information about device status, status of all monitors, status of hardware
components, status of all thresholds defined for the device, and information about the last
collection time and last entry to the device log.

[Config]. Includes status of all monitors, status of all thresholds defined for the device, and
information about the last collection time and last entry to the device log.

[Contact]. Includes contact information for the device's organization and contact information
for all vendors and warranty or support accounts.

[Hardware]. Includes overview of hardware components for the device.
[Notes]. Includes all notes created in the Notepad Editor page.

[Software]. Displays a list of software installed on the device.

[Processes]. Displays a list of all processes running on the device.

[Network]. Includes information about network ports and network configuration.
[Events]. Includes a list of all active events associated with the device.

[Health]. Includes information about device status, status of all monitors, status of all Dynamic
Applications associated with the device, status of all thresholds defined for the device, and a
list of all active events associated with the device.

3. Inthe Formatdrop-down, select the format for the report. Your options include:

HTML. Create the report as an HTML document.

PDF. Create the report as a PDF document.

DOC. Create the report as a Microsoft Word document.
XLS. Create the report as Microsoft Excel spreadsheet.

CSYV. Create the report using comma-separated values.

4. Click [Create Report] to generate the report.

Performing Bulk Actions on Multiple Devices

On the Devices page, you can select the checkboxes for one or more devices in the list and then click the
[Actions] button to perform certain tasks on the selected devices. The following options are available
when you click the [Actions] button:
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Add To Device Group. Select the device groups you want to add the selected devices to and then
click [Add]. For more information about device groups, see the manual Device Groups and Device
Templates.

Align Device Investigator Layout. Select a device [Investigator] tab layout you want to apply to the
selected devices and then click [Next]. For more information about device [Investigator] tab
layouts, see the section on Applying a Custom Device Investigator Layout to Other Devices.

NOTE: When bulk-aligning a device [Investigator] tab layout to one or more devices, you can
apply the layout to all users only if you have the permissions to do so. Otherwise, the
layout change will be applied only for you.

Align Organization. Select an organization from the drop-down field and then click [Align
Organization]. For more information about organizations, see the manual Organizations and
Users.

Align SNMP Read Credential. Select an SNMP read-only credential from the list and then click
[Align]. For more information on SNMP credentials, see the Discovery and Credentials manual.

Assign Icon. Select an icon from the list and then click [Select Icon]. You can also add a new icon
for selection. For more information, see the section on Assigning a New Icon to a Device.

Change Collection State. Enables you to change the data collection status of the device in Skylar
One. Your options are:

o Disable (toggled off), in which Skylar One does not poll the device. If selected, the data
displayed about the device in Skylar One is not updated.

o Enable (toggle on), in which Skylar One actively polls the device on a regular basis and
updates the data displayed about the device.

Change Collector Group. Select a collector group from the list and then click [Change]. For more
information about collector groups, see the chapter on "Collector Groups" in the System
Administration manual.

Change User Maintenance Mode. To enable or disable user maintenance mode for the selected
device(s), select one of the following maintenance mode options and then click [Change]:

°  Enabled without Collections. This option puts the selected devices into user maintenance
mode with collection disabled. The devices will remain in this state until you or another user
disables user maintenance mode.

o Enabled with Collections. This option puts the selected devices into user maintenance mode
with collection enabled. The devices will remain in this state until you or another user

disables user maintenance mode.

°  Disable. This option disables user maintenance mode for the selected devices.

For more information about user maintenance mode, see the section on Device Maintenance.
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» Create Asset Record. Creates an asset record for each selected device. Skylar One automatically
populates as many fields as possible, using retrieved data. For more information about asset
records, see the Asset Management manual.

» Delete Devices. A dialog appears asking you to confirm that you want to permanently delete the
device(s). To confirm, click [Delete].

NOTE: If you attempt to delete one or more devices that have associated asset records, you
are given the option to delete those associated assets at the same time.

* Find Collection Label Duplicates. Displays a list of currently duplicated collection labels for the
selected devices. From this modal, you can edit the presentation object that is aligned with a
collection label.

° To select a collection label, use the drop-down list in the upper left.
°  To change the aligned presentation object for one or more devices:
= Click on the radio button for the desired presentation object for the device.

= For each additional device you want to edit, click on the radio button for the desired
presentation object.

= |nthe Select Action menu (lower right), select Align Presentation for Device and then
click the [Go] button.

For more information about collection labels, see the chapter on "Grouping Dynamic Application
Data Using Collection Labels" in the Monitoring Device Infrastructure Health manual.

e Modify By Template. Displays the Modify by Template modal, which allows you to select a device
template to change the configuration of the selected device(s). For more information, see the
section on "Using a Configuration Template to Edit the Configuration of One or More Individual
Devices" in the Device Groups and Device Templates manual.

e Schedule Maintenance. Displays the Schedule Editor modal, which allows you to schedule
maintenance for the selected device(s). For more information, see the section on Defining a
Scheduled or Recurring Device Maintenance Window for a Single Device.
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Chapter

Using the Device Investigator

Overview

The Device Investigator page provides a view of detailed data for a specific device in Skylar One
(formerly SL1). This chapter describes the data that can be viewed on the Device Investigator page and
its various tabs.

Use the following menu options to navigate the Skylar One user interface:
« To view a pop-out list of menu options, click the menu icon (E).
« To view a page containing all of the menu options, click the Advanced menu icon ( = ).
This chapter covers the following topics:
What is the Device INVestigator? . 34

Overview of the Device Investigator Tabs ... ... . 41

What is the Device Investigator?

The Device Investigator displays a customizable, detailed set of data about a specific device.

From the Devices page, click the name of a particular device to open the Device Investigator page for
that device.
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The tabs on the Device Investigator page provide access to all of the data associated with the device.
The tabs are similar to the tabs on the Device Administration and Device Properties panels in the classic
Skylar One user interface.

Only tabs relevant to the selected device are available on the Device Investigator page. For example, the
[Agent] and [Machine Learning] tabs do not display if the selected device does not use agents or
machine learning-based anomaly detection.

The Device Investigator page can include the following menus and buttons:

 [nfo. This drawer on the [Investigator] tab displays additional information about the device, along
with the most recently updated values for uptime and collection time.

» Report. This button lets you generate a detailed report on the device.

e Tools. This button opens the Activity Center, where you can run a set of diagnostic tools or user-
initiated actions, or to click on custom links that will open in a separate browser window.

The Device Investigator page contains the following tabs:

» Investigator. Displays panels that provide basic information and metric data about a device. For
most devices, the default panels include a Device Overview panel, Events, Logs, Availability, and
combined charts for metrics such as utilization, discards, and errors. You can customize the panel
layout on this page to meet your specific business needs, including select additional metrics to
display.

» Settings. Lets you manage your preferences for that device, such as whether to auto-clear events,
accept all logs, run daily port scans, and more. You can also set user maintenance preferences and
disable or enable collection on that device.

» Anomaly Detection. Displays a list of anomaly detection metrics that are enabled for the device.

o Atiributes. Lists the custom descriptive fields that are currently aligned with this device. On this tab,
you can add and remove extended custom attributes to this device.

e Changes. Displays active and cleared Change Events for a device.
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e Collections. Lets you align or un-align Dynamic Applications with this device, enable or disable
collection for the Dynamic Applications, and run a Dynamic Application. You can also change
credentials and update the poll frequency for a Dynamic Application.

» Configs. Displays configuration information collected from the device by Dynamic Applications. If this
device does not have any configuration data, this tab does not appear.

» Events. Displays a list of active and cleared events for the device. You can acknowledge events from
this tab and add event notes.

* Interfaces. Displays information about the interfaces used by the device. If this device does not use
interfaces, this tab does not appear.

» Journals. Displays journal entry information collected from the device by Dynamic Applications.

« Logs. Displays all of the messages Skylar One and the Skylar One agent, if applicable, have
collected from the device.

» Map. Opens a map of that device and the devices it is related to (for systems that have the Maps
page enabled).

» Monitors. This tab lets you define monitoring policies for the device.

» Notes. Displays notes and attachments associated with the device. You can also edit and create
notes.

e Performance Metrics. Displays performance graphs for hardware, monitoring policies, and Dynamic
Applications aligned with the device.

» Ports. Displays a list of all open ports on the device.
» Processes. Displays a list of system processes running on the device.

» Redirects. Allows you to redirect logs entries from an |IP-based device to the current device. This is
most useful when the current device is a virtual device, but you can also redirect log entries from one
IP-based device to another IP-based device.

» Relationships. Displays information about parent-child relationships between devices.

» Schedules. Allows you to view and manage all the scheduled processes you have defined in your
system.

» Services. Displays a list of all Windows services enabled on the device.
» Software. Displays a list of all the software installed on the device.

e Summary. Displays an overview of device details through device dashboards and widgets that
display various metrics.

e Thresholds. Lets you define space and performance thresholds for a device.
» Tickets. Displays all open, pending, or working tickets associated with the device.

« More. This drop-down lets you select additional tabs to display on the Device Investigator page by
clicking the star icon next to the tab name. You can search for specific items on a tab, such as Device
Class, Uptime, or Category, and the relevant tab will appear in the search results. You can also
remove a tab by clicking the star icon again, turning it from blue to white. Your tab selections are
saved and remain in place even after you log out:
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TIP: Click the forward-slash button (/) to open the More drop-down. You can highlight search results
using the Up and Down Arrow keys on your keyboard, and select a result by pressing Enter. To
close the drop-down, click the word More.

Using the Info Drawer on the Device Investigator Page

On the Device Investigator page, you can view read-only information about the device in the Info drawer:
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The Info drawer displays the following information for the device:

Status. The status of the device.

Collector. The Collector Group that was last used to collect data from the device. For All-In-One
Appliances, this field will contain the name of the default, built-in Collector Group.

Collecting. Indicates that the device collection is "Collecting” with a green check mark icon ( + ),

meaning Skylar One is periodically collecting data from the device, or "Not Collecting" with a
prohibition icon (£} ), meaning the Skylar One is not currently collecting data from the device.

IP. IP address of the device.

Organization. The organization to which this device belongs. Click the organization name to view a
detail page for the organization.

Device Class. Device class for the device. A device class usually describes the manufacturer of the
device.

Category. The device category associated with the device. The device category usually describes
the primary function of the device, such as a "server", "switch", or "router".

Device Type. Specifies whether the device is a physical device or a virtual device.
Collection Time. Date and time of the most recent collection.

Uptime. The number of days and hours that the device has been continuously up and
communicating with Skylar One.

More Attributes. This lower section lists any custom attributes that might be aligned with this device.

Running a Device Report

From the Devices page or from the Device Investigator page for a specific device, you can generate a
detailed report for a single device. You can specify the information to include in the report and the format
that Skylar One will use to generate the report, including HTML, PDF, XLS, and more.

To run a device report:
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1. Do one of the following:

« Onthe Devices page, click the Actions button ( : ) for a specific device and select Device
Report.

¢ Onthe Device Investigator page for a specific device, click the [Report] button in the top
navigation bar.

The Device Report modal page appears.
2. Inthe Type drop-down, select the type of report you want to generate. Your options include:

¢ [Full Report]. Includes information about device status, status of all device policies, status of
all monitors, status of hardware components, status of all thresholds defined for the device, a
list of all active events associated with the device, and information about the last collection
time and last entry to the device log.

¢ [Status]. Includes information about device status, status of all monitors, status of hardware
components, status of all thresholds defined for the device, and information about the last
collection time and last entry to the device log.

¢ [Config]. Includes status of all monitors, status of all thresholds defined for the device, and
information about the last collection time and last entry to the device log.

¢ [Contact]. Includes contact information for the device's organization and contact information
for all vendors and warranty or support accounts.

¢ [Hardware]. Includes overview of hardware components for the device.

¢ [Notes]. Includes all notes created in the Notepad Editor page.

» [Software]. Displays a list of software installed on the device.

¢ [Processes]. Displays a list of all processes running on the device.

¢ [Network]. Includes information about network ports and network configuration.
¢ [Events]. Includes a list of all active events associated with the device.

¢ [Health]. Includes information about device status, status of all monitors, status of all Dynamic
Applications associated with the device, status of all thresholds defined for the device, and a
list of all active events associated with the device.

3. Inthe Formatdrop-down, select the format for the report. Your options include:
e HTML. Create the report as an HTML document.
¢ PDF. Create the report as a PDF document.
* DOC. Create the report as a Microsoft Word document.
e XLS. Create the report as Microsoft Excel spreadsheet.
* CSYV. Create the report using comma-separated values.

4. Click [Create Report] to generate the report.

Using Device Tools in the Action Runner

On the Device Investigator page, you can click the Tools menu to display the Action Runner. The Action
Runner enables you to run a set of diagnostic tools or user-initiated actions, or to click on custom links
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that will open in a separate browser window.

NOTE: The tools and actions that are available in the Action Runner are based on the device type
and your user permissions, as determined by your organization assignment and access
hooks. For example, if a device does not have an IP address, only the Availability tool will be
available.

NOTE: For more information about user-initiated actions, see the chapter on "Automation Policies" in
the Run Book Automation manual. For more information about custom links, see the chapter
on "Custom Links" in the Customizing the User Experience manual.

To use the Action Runner:

1. Access the Action Runner for devices in one of the following ways:

On the Devices page, open the Device Drawer for a particular device. Click the search bar in
the Tools pane.

On the Device Investigator page, click the [Tools] button in the top navigation bar.

Click [Activity] in the navigation bar at the top of any page in Skylar One. Click the search bar.

2. When you click the search bar, a list appears of the default tools, actions, or custom links that are
available for the selected device. Click one of these tools, actions, or custom links, or use the search
bar to search for a tool or action that is not listed. The following default tools are available in the
Action Runner:

Availability. Displays the results of an availability check of the device, using the port and
protocol specified in the Availability Port and Availability Protocol fields on the [Settings] tab
for this device.

Ping. Displays statistics returned by the ping tool. The ping tool sends a packet to the device's
IP address (the one used by Skylar One to communicate with the device) and waits for a reply.
Skylar One then displays the number of seconds it took to receive a reply from the device and
the number of bytes returned from the device. If the device has an IPv6 address, Skylar One
uses the appropriate IPv6 ping command.

Who Is. Displays information about the device's IP, including the organization that registered
the IP and contacts within that organization.

Port Scan. Displays a list of all open ports on the device at the time of the scan.

Deep Port Scan. Displays a list of all open ports and as much detail about each open port as
the deep port scanner can retrieve.

ARP Lookup. Displays a list of IP addresses for the device and the resolved Ethernet physical
address (MAC address) for each IP address.

ARP Ping. Displays the results from the ARP Ping tool. The ARP Ping tool is similar in function
to ping, but it uses the ARP protocol instead of ICMP. The ARP Ping tool can be used only on
the local network.
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e Trace Route. Displays the network route between Skylar One and the device. The tool
provides details on each hop to the endpoint. If the device has an IPv6 address, Skylar One
uses the appropriate IPv6 traceroute command.

TIP: The tools found in the Action Runner can also be found in the Device Toolbox in the classic
Skylar One user interface.

3. Ifyou clicked a custom link, the link opens in a new browser window. If you clicked on a tool or action,
then as it runs, its progress and results appear in a log in the Activity Center.

4. After the tool or action has run, if you want to run it again, click the [Run Again] button. This button
appears only for activities completed during your current session.

Activity ~

lenny-nightly-dist-mc-10-2-
4-125

Ping C Run Again

Process Started on Collector

PING 10.2.4.125 (10.2.4.125) 56(84) bytes of data.

64 bytes from 10.2.4.125: icmp_seq=1 ttl=63 time=0.283 ms
64 bytes from 10.2.4.125: icmp_seq=2 ttI=63 time=0.254 ms
64 bytes from 10.2.4.125: icmp_seq=3 ttI=63 time=0.274 ms
64 bytes from 10.2.4.125: icmp_seq=4 ttI=63 time=0.404 ms
64 bytes from 10.2.4.125: icmp_seq=>5 ttl=63 time=0.26% ms
--- 10.2.4.125 ping statistics -—

5 packets transmitted, 5 received, 0% packet loss, time 4000ms
rtt min/avg/max/mdev = 0.254/0.296/0.404/0.058 ms
Process Completed on Collector

Deep Port Scan C Run Again

Process Started on Collector
Starting Nmap 6.40 ( http:#/nmap.org ) at 2020-05-16 18:14 UTC

NOTE: The left pane of the Activity Center displays a list of devices for which you have most recently
used the Action Runner, with the current device at the top of the list. To use the Action
Runner for any of the other recently used devices or to view historical logs for the tools or
actions that have been run on those devices, click on the device name.

Overview of the Device Investigator Tabs

The following section provides an overview of how to use the tabs on the Device Investigator page for a
selected device.
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The Investigator Tab

The [Investigator] tab of the Device Investigator page displays a customizable set of metrics about the

selected device.
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The device type determines which metrics appear in the [Investigator] tab. For most devices, the
following panels appear by default:

» Device Overview. Displays a panel that includes basic information about the device, including its
current state, device class, |P address, uptime, collection status, unacknowledged event count,
Skylar Al insights, automated actions count, and configuration changes count.

NOTE: Beginning with AP2 8.34.20 (Opera Cake), the device's Skylar Al insights count
displays the sum of all open root cause analysis events (accepted, suggested, or
custom) plus all open anomaly index score events plus all open predictive alert events.

» Events. Displays a panel with the list of events aligned with this device. In the right-hand pane, you
can click the ID or Message field to view the Event Investigator page for that event. You can also
click the Events panel heading to go to the [Events] tab for that device.

NOTE: If your device has Skylar Automated RCA suggestions, custom alerts, or accepted
alerts, you can click the [VIEW] l