»

Sciencelogic

Device Management

SLT version 8.12.2



Table of Contents

INtroduchion 10 DeVICes . ... .o 12
Whatis G DEeVICES .. .. L 13
Whatis a Device Recorde .. 13
Whatis a Device Classe ... . 14
Whatis a Device Categornye o L 14
What is DisSCOVEIYe 15
Whatis a Credentiale o L 15
Whatis a Vitual DEVICE?D . . . e 16
What are Component Devicese ... 16
Whatis a Dynamic Application g . .. 17
Whatis an SLT AGENTe L 17
What is Vilualization g 18
Whatis an Asset ReCOrd e .. 18

Overview of Data Collection ... 20
What Is ColleCion e . e 21
What Kind of Data Can SLT Collecte . 21
What Kind of Data can the SLT Agent Collecte . 23
Whatis Device Availability e . 24
Whatis Device Latency . e 24
Montoring PoliCies ... 25

Using the Devices Page ... ..o 26
VieWing DeViCes .. 27

Viewing Additional Data on the Devices Page ... oo 27
Aligning a Device with a Different Organization ... .. L 28
Adding Devices with Discovery ... 28
What is DisCOVeIye . 28
What are Credentialsg . . 29
Prerequisites for Discovering Devices on the Devices Page ... ... ... oo i 30
Adding Devices Using Universal or Guided Discovery ... ... . . 30
Adding Devices Using Unguided Discovery ... ... . 34
Working with Discovery Sessions ... . 42
Using the Device INvestigator ... ... 43
Adding Metrics to the Investigator Tab ... L 46
The Info Drop-Down on the Device Investigator Page ... ... .o . 48
Comparing Devices on the Investigator Tab .. o 49
Using Device Tools .. ... 50
Combining Charts on the Investigator Tab ... . . 51
Running a Device Report . .. ... 52
Overview of the Device Investigator Tabs ... ... 52
The Settings Tab oo oo 53
The AtrbUTes Tab . . 55
The Collections Tab .o o L 56
The Configs Tab .o 60
The Events Tab oo 61
The Interfaces Tab ..o 62
The Journals Tab .. .. 64
The Mop Tab 64
The Montors Tab oo 64
The Notes Tab .. 65

The Ports Tab oo 65



The Processes Tab - 66

The Redirects Tab .. 67
The Relationships Tab ... 67
The Schedules Tab L 68
The Services Tab o 69
The Software Tab . . 69
The Thresholds Tab ... L 70
The Tickets Tab o . 71
Working with Device Classes . ... ..o 71
Working with Device Categories ... ... . 73
Assigning Icons to Devices, Device Classes, and Device Categories ......................................... 76
Using the Device Manager Page ... ..o 78
Viewing the List of All Devices ... ... L 79
Device Manager Preferences ... ... 81
Filtering the List of Devices ... . . 82
Special Characters . ... 84
Using the Advanced Filter with the List of Devices ... ... ... . ... 87
Generating a Report for Multiple Devices ... ... L 89
Generating a Report for a Single Device . ... . L 91
Viewing the List of Component Devices ... ... 93
Viewing Children Devices ... ... . 96
Filtering the List of Component Devices ... ... . . 97
Using the Advanced Filter with the List of Component Devices ............................................ 98
Bulk Actions in the Device Management Page ... ... .. .. 99
Bulk Actions for Component Devices .. ... ... 101
Bulk Merging and Unmerging of Devices ... ... .. 102
Performing a Bulk Device Merge ... .o . 103
Performing a Bulk Device Unmerge ... ... . . 105
Viewing Details in the Device Reports Panel ... . . .. 108
What is the Device Reports panele . . 109
Device Dashboards in the Device Summary Page ... ... .. 112
The Default Device Summary Page ... .. 114
Read-Only Information .. 116
VOIS 117
Tickets and Events .o L 118

Bl M e nts 119

T ONItOrS . 120
System Component Utilization ... . 120
Hourly Interface Usage . ... ... L 121
Shortcut Keys for Device Reports panel . ... . 121
Viewing Performance Graphs ...l 123
Features of the Performance Tab ... . 124
Viewing System Vitals for a Device ... ... .. 126
Viewing Availability Reports for a Device ... ... . . 128
Viewing Latency Reports for a Device . ... .. o .. 131
Viewing a Report on CPU Usage fora Device ... . 134
Viewing a Report on Physical Memory Usage for a Device ... ... ... ... 136
Viewing a Report on Virtual Memory Usage fora Device ... ... ... . ... 138
Viewing a Report on File System Usage fora Device ... ... . .. 140
Viewing Reports on Network Interfaces ... .. il 144
Default Reports for Network Interfaces .. ... ... . 145

Network Utilization Report ... 147



Network Bandwidth Usage Report . ... L 148

Network Bandwidth Usage Report (Stacked) ... ... . 149
Network Error Report . 150
Network Error Report (Percent) ... . 151
CBQoS Reports for Network Interfaces . ... .. .. 153
Class Map OVerview ... 155
Match Statements Overview ... . 156
Policing OVerview . 157
Quueueing OVerVieW .. 158
SEt OVEIVIBW < 159
Traffic Shaping Overview ... L 160
WRED OVEIVIEW . .o 163
Viewing Reports about DNS Servers and DNS Records fora Device ... ... ............................... 165
Viewing Reports on an Email Round-Trip Monitoring Policy ... ... ... .. ... 167
Viewing Reports on an SOAP or XML Transaction Policy ... ... . ... 169
Viewing Availability Reports for a Single System Process on a Device ............. ... ... 175
Viewing Port Availability Reports for a Single Device ... . .. ... 178
Viewing Reports fora Web Content Policy .. ... .. 179
Viewing Availability Reports for a Single Windows Service ona Device ..................................... 185
Viewing Configuration & Journal Data ... . .. 188
Configuration Dynamic Applicalions .. ... .. L 189
Selecting Data to View ... . 190
VieWing Data . .. 190
Generating a Report of the Data ... ... 191
Viewing Historical Data . ... o 191
Editing the Application ... . 192
Journal Dynamic Applicalions .. ... . 193
Selecting Data to View ... . 193
VieWing Data . .. 194
Searching & Filtering the List of Data ... . .. 194
Special Characters .. ... 196
Generating a Report of the Data ... ... 199
Editing the Application . . 200
Network Interfaces .. ... ... 201
Class-Based Quality of Service (CBQIOS) ..o o 202
Viewing All Interfaces Discovered by the Sciencelogic Platform ... ... ... . .. ... ... ... 202
Viewing Interfaces for a Single Device ... ... . 206
Generating a Report for Multiple Network Interfaces ... ... .. ... 210
Generating a Report for a Single Network Interface ... ... ... 212
Monitoring Interfaces ... 214
Defining a Detailed Monitoring Policy for a Single Interface ... ... ... ... .. ... ... 214
Defining Monitoring Settings for Multiple Interfaces ... ... ... ... 221
Defining Thresholds for an Interface ... ... . 226
Viewing the List of Discovered CBQoS Obijects ... ... 230
Filtering the List of Quality of Service (QoS) Objects ... ... .. 231
Editing Thresholds for a Quality of Service (QoS) Object ... ... . 233
Viewing Reports About Interfaces and Bandwidth ... . ... 236
Global Settings that Affect Interfaces ... ... 236
Behavior Setings . ..o 237
Interface Threshold Defaults ... .. . 238
Quality of Service Threshold Defaults . ... .. .l 246

Monitoring NetWOrKs . ... 251



IPVA NetWOrKS — o 252

Viewing the List of IPv4 Networks .o 253
Browsing a Network _ .. 255
Viewing Used and Unused IP Addresses in a Network ... ... ... 255
Viewing Devices Aligned with a Network ... .. 256
Viewing Interfaces Aligned with a Network ... ... 256
Viewing a Map of a Network .. . 256
Generating a Report for a Network .. L 257
Defining a New Network . 258
Merging One or More Networks ... . 259
Synchronizing One or More Networks ... 260
Editing a Network's Properties ... L 261
Performing Dynamic Discovery fora Network ... . 261
Creating a Ticket About a Network ..l 262
Deleting One or More IPv4 Networks ... . L 263
Hardware and Software ... ... . 264
Viewing the List of All Discovered Hardware Components ... ... ... ... ... 265
Filtering the List of Hardware Components ... ... . 266
Generating a Report for Multiple Hardware Components on Multiple Devices ............................. 267
Hiding a File System .o L 268
Changing Thresholds for One or More File Systems ... . . 270
Viewing the List of All Discovered Software Titles ... ... 270
Filtering the List of Software Titles ... . 271
Viewing a List of Software Titles for a Single Device ... .. ... 272
Filtering the List of Software ... .. . 274
Generating a Report on All Software on All Devices ... ... . 274
Generating an Exclusion Report for a Single Software Title ... ... ... 277
Device LGS . ol 279
Viewing Logs for a Device .. ... 279
Viewing Events Associated with a Log Entry .. .. 281
Creating an Event Policy from a Log Entry .. L 282
Viewing Logs for Al Devices . ... o 283
Device Relationships ... ... . 284
Viewing the List of Device Relationships ... . 285
Filtering the List of Device Relationships ... . . . 288
Viewing the Relationships for a Single Device ... . .. . 289
The Device View Page . ... . 291
Event Correlation . L 292
Defining Device Relationships ... L 293
Device Categories that Don't Support Parent-Child Devices ........... ... ... 294
Events that May Not Be Displayed in the Events Page ... ... ... .. ... 295
Defining Event Correlation ... 295
Layer-2 Topology Collection ... 298
CDP Topology Collection . ... L 299
LLDP Topology Collection . ... L 300
Layer-3 Topology Collection ... 302
SSLCertficales .. ... .o 304
Monitoring SSL Certificates .. ... 304
System Settings that Affect SSL Certificates in the Sciencelogic Platform ... ... ... ... ... ......... 305
Viewing the List of SSL Certificates ... ... . . 306
Filtering the List of SSL Certificates ... ... 308

Device ProCeSSES . . ..o 309



Viewing the List of Device Processes . ... ... . 310

Filtering the List of Device Processes ... ... .o 312
Viewing a List of System Processes on a Single Device ... .. .. ... 313
Generating a Report on Multiple System Processes ... ... .. . 315
Generating an Exclusion Report for a Single System Process ... . ... . ... 317
Viewing the System Process Monitoring Policies . ... ... .. .. 319
Filtering the List of System Process Monitoring Policies . ... ... ... . ... 319
Defining a Monitoring Policy for a System Process ... ... ... 320
Editing a Monitoring Policy for a System Process ... . 323
Executing a System Process Monitoring Policy ... . ... 324
Example Policy for System Process . ... . . 325
Viewing Reports for a System Process Policy .. ... .. . ... 325
Deleting a System Process Monitoring Policy ... ... . .. 325
WINdOWS SEIVICES ... ... 327
Viewing the List of Windows Services ... . 328
Filtering the List of Windows Services ... .. . 330
Viewing a List of Windows Services on a Single Device ... .. ... ... 330
Generating a Report on Multiple Windows Services ... ... ... 334
Generating an Exclusion Report for a Single Windows Service ... ... ... ... ... 336
Viewing the Windows Service Monitoring Policies ... ... . 337
Filtering the List of Windows Service Monitoring Policies ... . .. ... 338
Defining a Policy to Monitor Windows Services ... ... .. . .. 339
Optional Settings in the Sciencelogic Platform ... .. 339
Required Configuration ... L 340
Required Configuration on External Device ... ... . .. 341
Defining the Policy ..o 342
Executing a Monitoring Policy for a Windows Service ... .. . 344
Editing a Monitoring Policy for a Windows Service ... . . 344
Example Policy for Windows Service .. ... 346
Viewing Reports about Windows Services . ... .. . 346
Deleting a Windows Service Policy ... ... 346
TCP PO ..o 348
What is @ oM 349
POt S Uy il 349
Port Availability 349
Viewing a List of All Open Ports on All Devices ... ... . 350
Filtering the List of IP Pors .. 351
Viewing Ports in the TCP-IP Ports Page . ... .. .. . 352
Viewing a List of All Open Ports on a Single Device ... . ... 353
Defining Ports in the TCP/IP Port Editor Page ... o 355
Defining a New Port L 355
Editing the Properties of a Port ... . 356
Deleting a Port Definition .. ... 357
System Settings for Monitoring Port Availability ... . 357
Viewing the TCP/IP Port Monitoring Policies ... . .. . .. 359
Filtering the List of TCP/IP Port Monitoring Policies ... ... . ... .. 360
Defining a Monitoring Policy for Port Availability ... ... . 360
Editing a Monitoring Policy fora TCP/IP Port - ... . 362
Executing a TCP-IP Port Monitoring Policy .. ... . 363
Example Policy for TCP/IP Port Availability - ... .. 364
Viewing Reports for a Port-Availability Policy ... . .. 364

Deleting a TCP/IP Port Monitoring Policy ... . . 364



Monitoring Domain Servers and DNS Records . . ... ... . 366

Monitoring Domain Names il 366
Viewing the List of Domain Name Monitoring Policies ... . .. ... . ... 368
Filtering the List of Domain-Name Monitoring Policies ... ... ... .. ... ... 368
Defining a Monitoring Policy for a Domain Name ... ... . .. 369
Editing a Monitoring Policy for a Domain Name ... .. . 371
Example Policy for Domain Name ... . 372
Executing the Domain-Name Monitoring Policy ... .. . L 373
Viewing Reports for a Domain-Name Monitoring Policy ... .. ... ... 373
Deleting a Domain-Name Policy ... ... 373
Monitoring Email Round-Trips ... ..o oo 375
Monitoring Email — 375
Viewing the Email Round-Trip Monitoring Policies .. ... . .. ... 377
Filtering the List of Email Round-Trip Monitoring Policies ... . ... . .. ... 377
Defining an Email Round-Trip Monitoring Policy ... ... .. 378
Required System Settings in the Sciencelogic Platform ... . ... 379
Required Configuration on the External Email Client ... ... 380
Defining the Policy ..o 381
Editing an Email Round-Trip Monitoring Policy ... ... ... 383
Example Email Round-Trip Monitoring Policy .. ... L 384
How the Sciencelogic Platform Collects and Calculates Round-Trip Time ................................. 384
Viewing Reports on an Email Round-Trip Monitoring Policy ... .. ... ... 385
Deleting an Email Round-Trip Monitoring Policy ... ... .. 385
Events for Email Round-Trip Policies ... ... o . 386
Monitoring SOAP and XML Transactions . ... ... o e 387
Monitoring SOAP or XML Transactions . ... .. 388
Viewing the SOAP/XML Transaction Monitoring Policies ... ... ... .. . ... 389
Filtering the List of SOAP/XSL Transaction Policies ... ... . ... 390
Defining a SOAP/XML Transaction Policy ... . L 390
Editing a SOAP/XML Transaction Policy ... ... 393
Executing a SOAP/XML Transaction Policy ... .. 395
Example SOAP/XML Transaction Policy ... ... 395
Viewing Reports on a SOAP/XML Transaction Policy ... ... ... ... 396
Viewing Raw Data from a SOAP/XML Policy ... . . 396
Deleting a SOAP /XML Policy ... L 396
Monitoring Web Content ... . 398
Monitoring Web Content _ ... 398
Viewing the Web Content Monitoring Policies ... ... . .. .. 399
Filtering the List of Web Content Monitoring Policies ... .. ... . ... 400
Defining a Web Content Policy ... 401
Executing the Web Content Monitoring Policy ... . 406
Editing a Web Content Policy ... .. . 406
Example Web Content Policy ... L 407
Viewing Reports on a Web Content Policy ... ... . 408
Viewing ASCIl Page Content . 408
Viewing the Monitored Website ... 409
Deleting a Web Content Monitoring Policy ... . 410
Managing a Single Device with the Device Administration Panel ... ... ... ... ... 411
What is the Device Administration Panele . . 412
ACHONS MU il 415
Device Properties . il 418

Viewing Read-Only Information About the Device ... ... . ... 419



Editing Device Setings . ..o 420

et CatiON 421
Monitoring & Management . 421
Prel e e NCeS « . 425
Adding an IP Address fo a Device ... o 426
Removing an IP Address from a Device ... ... L 428
Managing Device [P Addresses ... 429
Clearingthe Device Cache ... ... 431
Aligning a Secondary Credential ... . 433
Adding the Device to a Device Group . ... 435
Creating a Ticket About the Device ... .. . 437
Adding a Note 10 0 DeviCe .. ... . 439
Aligning Custom Attributes with a Device ... ... . L 442
Creating a New Extended Custom Aftribute ... . 443
Deleting an Extended Custom Attribute from a Device ... . ... . ... ... 445
Associating a Product SKU with the Device ... ... .. .. 446
Merging Devices . ... ... 447
Merging Individual Devices .. ... .. . 448
Unmerging Individual Devices .. ... L 450
Performing Administrative Tasks for One or More Devices ... ... .. ... ... 452
Shortcut Keys for Device Administration panel - . ... 453
Managing Device Classes and Device Categories ... ... ..o oo e 455
Device ClasSes . ..o 456
Generic | SNMP 456
NON-SNMP . 457

C oM PO BNt . 457
Agent-Only Device Classes ... ..o oL 457
Viewing the List of Device Classes . ... ... . 458
Filtering the List of Device Classes ... ... .. i 460
Creating Device Classes ... 461
Creating a New Device Class of Type "SNMP-Enabled" ... ... ... ... 462
Editing an SNMP-Enabled Device Class .. ... ... . L 465
Creating a New Device Class for a Device with Device Class "Generic | SNMP" ... ._................... 465
Creating a New Device Class for Devices That Do Not Support SNMP ... ... ... 469
Applying the New Device Class _ ... o 474
Maintaining the New Device Class During Auto-Discovery ... ... . ... 475
Editing a Device Class Thatis Not SNMP-Enabled ... ... . ... 475
Creating a Device Class of Type "Component' .. 476
Editing a Device Class of Type "Component' . L 478
Legacy Device Classes of Type "ICMP" . 478
Managing Device Classes . ... L 478
Manually Changing the Device Class for a Device ... . ... . 479
Changing the lcon for a Device Class . ... 481
Deleting One or More Device Classes . ... .o . 481
Aligning One or More Device Classes with a Device Dashboard ... ... ... .. ... .......... 482
Device Calegonies « ol 482
Viewing the List of Device Categories .. ... .. L 483
"Pingable" Device Category . ..o 484
Creating a New Device Category - ...l 484
Editing a Device Category ... o 485
Deleting a Device Category ... oL 486

Aligning One or More Device Categories with a Device Dashboard ... ... ... ......... 487



Monitoring Device Availability and Device Latency ... ... . 488

Availabilily . 489
Configuring Availability Monitoring on a Device ... ... . . 489
Defining Availability Thresholds ... . L. 491
Configuring Availability for Component Devices ... .. . 492
Crtical Ping oo 494
0T T 496
Configuring Latency Monitoring on a Device ... .. . 496
Defining Latency Thresholds .. ... . 498
Viewing Reports on Device Availability and Device Latency ... ... ... .. ... 498
Device TOOIDOX . . ... 499
What is the Device Toolboxe .. 499
Accessing the Device Toolbox page ... ... . . 499
Viewing the Session Logs . ... L 502
Device MaiNtENANCE ... .. o 504
What is Scheduled Maintenanced ... L 505
What is User Maintenance . 506
The Maintenance Minimum Severity Setting ... ... .. 507
Enabling and Disabling User Maintenance for a Single Device ... . ... ... ... ................ 507
Enabling and Disabling User Maintenance for a One or More Devices ..................................... 509
Scheduling Maintenance for a Single Device ... . . 510
Viewing the Schedule Manager _. .. 510
Defining a Scheduled or Recurring Device Maintenance Window for a Single Device ................... 511
Scheduling Maintenance for One or More Devices . ... . . 514
Enabling or Disabling Scheduled Maintenance for One or More Devices .................................. 515
Deleting Scheduled Maintenance for One or More Devices ... ... ... ... 516
Managing Dynamic Applications . . ... ... o L 517
OO IV W il 517
Viewing the List of Dynamic Applications ... ... . 518
Searching and Filtering the List of Dynamic Applications . ... ... .. . 521
Special Characters L 523
Viewing the Dynamic Applications Associated with a Device ... ... . . ... 527
Viewing the Status of a Dynamic Application ... . 529
FOUNG L 529
ColleCt L 529
How the Sciencelogic Platform Manages Collect Status ... ... ... 530
Stopping Collection .. o 530
Starting Collecion ... 531
Collection Obijects that are Excluded from Maintenance ... ... . ... ... 531
Status of Objects for Deviation . ...l 531
Manually Associating a Dynamic Application with a Device ... ... ... ... 532
Editing the Credential Associated with a Dynamic Application ... ... ... 533
Performing Other Administrative Tasks for an Aligned Dynamic Application ... .. ... .. ... ........ 534
Enabling or Disabling Objects ... ... L 535
Restarting Automatic Maintenance of Collection Obijects ... ... ... ... 536
Editing the Poll Frequency for a Dynamic Application on the Current Device ............................. 536
Stopping Data Collection for a Dynamic Application ... ... . ... 536
Resetting Statistical Data for a Dynamic Application ... . ... 537
Resetting Persistent Session Obijects for a Dynamic Application ... . ... . ... ... 538
Testing Data Collection for a Dynamic Application ... ... . 538
Removing Data Collected by a Dynamic Application ... . ... ... 539

Bulk Un-Aligning Dynamic Applications ... ... 539



Setting Thresholds for Dynamic Applications . ... . 540

Dynamic Applications and Discovery ... 541
How Does the Sciencelogic Platform Align Dynamic Applications During Discovery? ................... 542
Queuing Discovery from the Dynamic Applications ManagerPage ... ... ... 543

Grouping Dynamic Application Data Using Collection Labels .. ... .. . ... ... 544

What are Collection Labels and Collection Groups? ... . . 545

Viewing the List of Collection Labels .. ... . . 545
Filtering the List of Collection Labels . ... .. . . . 546
Special Characters ... 547

Creating a Collection Group ... oo 550

Creating a Collection Label ... . 551
What is Normalization g . 551

What are Duplicates and How Does the Sciencelogic Platform Manage Them? ... ... ... ... ....... 554

What is Precedence .. 555

Aligning a Presentation Object with a Collection Label ... ... . ... ... 555

Viewing and Managing the List of Presentation Obijects Aligned with a Collection Label ................... 557

Viewing and Editing Duplicate Presentation Objects by Collection Label ... ... ... ... ... ......... 561

Viewing and Managing the List of Devices Aligned with a Collection Label .......... ... ... ... ........... 563

Editing Duplicate Presentation Obijects by Device ... ... . .. 565

Editing Duplicate Presentation Objects for a Single Device ... ... ... ... .. ... 567

Editing a Collection Label ... L. 568

Deleting a Collection Label - . . 569

Viewing Reports About Collection Labels on a Single Device ... .. ... ... ... 569

Viewing Dashboards About Collection Labels .. ... ... .. .. 570

Device Thresholds and Dafa Refention ... .. 571
Global Settings for Thresholds ... . 572
Device Thresholds ... . 576

Bulk Management with Device Groups and Device Templates ... ... ... oo, 587
Whatis a Device Groupe ... . 588
Whatis a Device Template . . 590

Virual DeviCes . .. ... 593

Whatis a Virtual Device s ... L 593

Defining a Virtual Device . ... o 594

Directing Data to a Virtual Device ... . L 595

Redirecting Log Data to a Virtual Device . ... .. 596

Aligning a Dynamic Application with a Virtual Device ... ... ... 598

Customizing the User Inferface for a Device ... ... .. . 600
Custom NavigatioN ... ..o 600
Editing a Custom Navigation fab .. ... L 603

Vanishing & Purging Devices ... ... . 605

Setting Vanish and Purge Thresholds ... ... . .. 606

Viewing the List of Vanished Devices . ... ... . .. 608

Filtering the List of Devices .. .. 610

Using the Advanced Filters ... 611

Manually Purge Selected Devices ... . o o 613

Set One or More Devicesto Never Purge ... ... 614

Device Dashboards . ... ... 615

Viewing the List of Device Dashboards .. ... ... .. 616

Creating a Device Dashboard ... .. . 618

Aligning Device Dashboards . . ... . L 619
Aligning a Device Dashboard with a Device ... ...l 619

Aligning a Device Dashboard with a Device Class ... ... ... 620



Aligning a Device Dashboard with a Device Category ... ... . 621

Aligning a Device Dashboard with a Dynamic Application ... ... .. ... 622
Editing a Device Dashboard ... ... L 623
Deleting a Device Dashboard ... ... . . 623
Copying a Device Dashboard . ... . 624
Defining the Global Default for Device Dashboards ... ... ... 624
Unaligning a Device Dashboard . ... . L 626
Moving Alignment for Device Dashboards ... ... . . 627

Using Custom AHbUIES .. ... oo 629
Viewing the List of Custom Attributes ... . .. 630

Filtering the List of Custom Aftributes ... ... 633

Viewing the List of Subscribers for a Custom Attribute ... ... ... 634
Creating Custom Aftributes ... . 635

Deleting One or More Custom Aftributes .. ... . 636
Custom Attributes in the Sciencelogic APl . . 638
Using a Dynamic Application to Create and/or Populate Custom Attributes ................................ 638
Using Custom Attributes to Define Device Groups ... . o 641

Viewing Custom Attributes in the Custom Table Widget ... ... ... . ... 642



Chapter

Introduction to Devices

Overview

This manual describes how SL1 collects data from monitored devices, and how SL1 displays that data in the user
interface. This manual also describes how to configure seftings and monitoring policies that control how data is
collected from devices.
Use the following menu options to navigate the SL1 user interface:

o Toview a pop-out list of menu options, click the menu icon (E)

o Toview a page containing all of the menu options, click the Advanced menuicon ().

This chapter includes the following fopics:

What is a0 Device? . 13
Whatis a Device Record? i 13
Whatisa Device Class? .. ... ... . . 14
Whatis a Device Category . 14
WHhat is DiSCOVEIY2 .. ... e 15
Whatisa Credentiale 15
Whatis a Virtual Device? .. 16
What are Component Devices? . . il 16
What is a Dynamic Applicationg . 17
Whatisan SLT Agente L 17
Whatis Virtualization? . 18
Whatisan Asset Record?® 18

12



What is a Device?

Devices are all networked hardware in your network. SL1 can monitor any device on your network, even if your
organization uses a geographically diverse network. For each managed device, you can monitor status, create
policies, define thresholds, and receive notifications (among other features). Some of the devices that SL1 can
monitor are:

o Bridges

« Copiers

o Firewalls

o Load Balancers

o Modems

o PDU Systems

o Probes

o Printers

o Routers

o Security Devices

o Servers

o Switches

o Telephony

o Terminals

o Traffic shapers

o UPS Systems

o Workstations

In SL1, devices also include component devices and virtual devices.

What is a Device Record?

As part of monitoring your network, SL1 collects data using common networking protocols. Most collected data is
associated with a device in SL1. A device record in SL1 can represent:

o Physical network hardware, such as servers, switches, routers, or printfers.

o Acomponent of a larger system, such as a data store in a hypervisor system or a blade server.

« Any other entity about which you want to collect data, but want or need to associate that data with a container
that does not correspond directly to a physical device or a component. For example, you might configure a
device record that represents a web site or a cloud service.

13 What is a Device?



What is a Device Class?

In SL1, each device is associated with a device class. Typically, a device class maps to a make/model pair. When
possible, SL1 automatically assigns each discovered device to a device class. Device classes determine:

o How devices are represented in the user interface.
o Whether the device is a physical device or a virtual device.

« How managed devices are discovered with the discovery tool.

SL1 includes already-defined device classes for the most popular hardware. The Device Class Editor page
(System > Customize > Device Classes) allows advanced administrators to define new or legacy device classes in
SL1 and to customize properties of existing device classes.

Most TCP/IP-compliant devices have an internally-defined class ID, called the System Obiject ID and abbreviated
to SysObijectlD. This SysObijectlD is an SNMP OID defined by the manufacturer. Each manufacturer specifies a
SysObijectD for each different hardware model. In SL1, each SNMP device class is associated with a SysObjectID.
During initial discovery, SL1 searches each device for the SysObjectD and assigns each device to the appropriate
device class.

SL1 alsoincludes device classes for devices that do not support SNMP. These device classes are associated with
values returned by nmap. SL1 runs nmap against each device during discovery.

What is a Device Category?

A device category is a logical categorization of a device by primary function, such as "server", "switch", or "router”.
SL1 uses device categories fo group related devices in reports and views.

Device categories are paired with device classes to organize and describe discovered devices. Device class
usually describes the manufacturer. Device category describes the function of the hardware. Each device class can
include a device category.

NOTE: "Reserved" device categories are those device categories required by SL1. These device categories
cannot be edited or deleted. If a device category does not display the bomb icon (&), the device
category is a reserved device category and cannot be deleted.

What is a Device Class? 14



What is Discovery?

Discovery is the tool that automatically finds all the hardware-based devices, hardware components, and software
applications in your network. You must provide the discovery tool with a range or list of IP addresses and/or a list of
fully-qualified domain names (hostnames), and the discovery tool determines if a device, hardware component, or
software application exists at each IP address. For each device, hardware component, or software application the
discovery tool "discovers", the discovery tool can collect a list of open ports, DNS information, SSL certificates, list of
network interfaces, device classes to align with the device, topology information, and basic SNMP information
about the device.

The discovery tool also determines which (if any) Dynamic Applications to align with the device. If the discovery tool
finds Dynamic Applications fo align with the device, the discovery tool triggers collection for each aligned Dynamic
Application.

For more information about discovery, see the Discovery & Credentials manual.

What is a Credential?

Credentials are access profiles (usually username, password, and any additional information required for access)
that allow SL1 to retrieve information from devices and from software applications on devices.

« Discovery uses SNMP credentials to retrieve SNMP information during initial discovery and nightly auto-
discovery. If SL1 can connect to a device with an SNMP credential, SL1 deems that device "manageable" in
SLT.

« Dynamic Applications use credentials to retrieve SNMP information, database information,
SOAP information, XML information, XSLT information, and WMI information.

o Proxied Web Services use SOAP/XML Host credentials to pass authentication information to external web
services.

o SL1 includes a type of credential called "Basic/Snippet" that is not bound to a specific authentication protocol.
You can use this type of credential for Dynamic Applications of type "WMI", of type "snippet", and when
defining system backups. "Basic/Snippet" credentials can also be used for monitoring Windows devices using
PowerShell.

o SL1 includes atype of credential that allows SL1 to communicate with an LDAP or Active Directory system.
For details on integrating SL1 with LDAP or Active Directory, see the manual Using Active Directory and
LDAP.

o SL1 includes a type of credential that allows Dynamic Applications of type "Snippet" to use SSH to
communicate with a remote device. To use these Dynamic Applications, you must define an SSH credential.

o SL1 includes atype of credential that allows Dynamic Applications to retrieve data from Windows devices. If
you align a Dynamic Application for PowerShell with a PowerShell credential, SL1 assumes that you want to
use ifs built-in agentless transport to communicate with Windows devices.

15 What is Discovery?



If necessary, a single device can use multiple credentials. If more than one agent or application is running on the
device, each agent or application can be associated with its own credential. During discovery, SL1 will use the
appropriate credential for each agent.

For example, suppose you want SL1 to discover a device that supports SNMP v2. To retrieve SNMP data from that
device, SL1T must use a valid SNMP v2 read-only community string. So we would first go to the device and define
the SNMP read-only community string. Then we would return to SL1 and create a credential in the SL1 system,
using that community string. This new credential would allow discovery fo retrieve SNMP data from the device.

Now suppose this same device also includes a MySQL database. Suppose you want SL1 to use a Dynamic
Application to monitor that database. To refrieve data from the database, SL1 must use a valid username and
password for that database. So we would first go to the device that hosts the MySQL database and create a
database username and database password for SL1 to use. Then we would return to SL1 and create a credential
in the SL1 system. The credential would include the database username and database password for the MySQL
database. This credential would allow the Dynamic Application fo retrieve data about the MySQL database.

For more information about credentials, see the Discovery & Credentials manual.

What is a Virtual Device?

Avirtual device is a container for collected data. A virtual device can be used when you want to:

« Monitor a device or application that doesn't support TCP/IP, SNMP, or both. The device's data can be
pushed to SL1 via another method (for example, email) and stored in a virtual device.

« Monitor multiple SNMP agents on a single device. In such a case, one of the SNMP agents (for example, a
hardware agent) can be associated with the device and another SNMP agent (for example, an agent that
monitors a software application) can be associated with a virtual device.

« Isolate and monitor specific parameters separately from their originating device. For example, you might
want to monitor a database and keep its data separate from the hardware data you are collecting from the
host device.

For more information about virtual devices, see the Virfual Devices chapter.

What are Component Devices?

SL1 uses Dynamic Applications to retrieve data from a management device and discover each entity managed by
that management device. SL1 then uses that retrieved data to create a device for each managed entity. In some
cases, the managed entities are nested.

e InSLT a managed entity is called a component device. A component device is an entity that runs under the
control of a physical management device.
o InSL1, the root device is the physical device that manages one or more component devices.

o InSL1, aparent device is a device that has associated entities modeled as component devices. A parent
device can be either a root device or another component device.
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Forexample, in a Cisco UCS system, SL1 might discover a physical server that hosts the UCS manager. SL1 might
discover a chassis as a component device. The chassis is a child device to the physical server; the physical server is
the root device. SL1 might also discover a blade as a component device that is part of the chassis. The blade is a
child device to the chassis. The chassis is the parent device.

The Device Components page (Devices > Device Components) displays all root devices and component
devices in an indented view, so you can easily view the hierarchy and relationships between child devices, parent
devices, and root devices.

What is a Dynamic Application?

Dynamic Applications are the customizable policies that fell SL1 what data to collect from devices and
applications. For example, suppose you want to monitor a MySQL database running on a device in your network.
Suppose you want to know how many insert operations are performed on the MySQL database. You can create or
edit a Dynamic Application that monitors inserts. Every five minutes (for example), SL1 could check the number of
insert operations performed on the MySQL database. SL1 can use the retrieved data to trigger events and/or to
create performance reports.

SL1 includes Dynamic Applications for the most common hardware and software. You can customize these default
Dynamic Applications to suit your environment. You can also create custom Dynamic Applications.

Dynamic Applications in SL1 support a variety of protocols to ensure that SL1 can always communicate with the
devices and applications in your network and retrieve information from them. Dynamic Applications can use the
following protocols to communicate with devices:

o SNMP

« SQL

« XML

o SOAP

o XSLT (uses SOAP and XSLT to convert XML data to a new format)

o WMI (Windows Management Instrumentation), including WMI and WBEM
o Windows PowerShell

o Custom Python applications (called "snippets") for proprietary or more complex data retrieval

What is an SL1 Agent?

An SL1 agent is a program that runs on a device or element monitored by SL1. An agent collects data from the
device, interface, or other element and pushes that data back to SL1. You can install and use multiple agents, as
needed.

Because an agent is always running on a device, an agent can collect more granular data than can be collected by
polling the device periodically. You can monitor devices using agents or by SL1 polling the device, or you can use

both methods.

For more information about monitoring devices with the agent, see the Monitoring with the SL1 Agent manual.
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What is Virtualization?2

Virtualization is when multiple virtual machines run on a single hardware platform. Each virtual machine is a
software-based implementation of a computer that executes programs like a hardware-based computer. A virtual
machine provides a platform on which you can run an operating system and software applications. For example, a
single server could contain a virtual machine running Windows and Windows applications, another VM running
Linux and Linux applications, another VM running BSD and BSD applications, and another running Macintosh OS
and Macintosh applications.

A hypervisor is the software that allows one or more virtual machines to run on a single hardware platform. The
hypervisor software allows the virtual machines to share the RAM, CPU, and disk space on the hardware platform.

Each virtual machine can run its own operating system. A virtual machine can provide an alternate instruction set
from the hardware-based computer.

Virtual machines are frequently used to:

o Run multiple operating systems on a single computer.
« Consolidate hardware servers and run multiple server applications on a single server.

« Provide multiple, isolated development environments.

What is an Asset Record?

An asset record is a collection of relevant information about an asset. In SL1, asset records are usually created for
hardware devices.

In SLT, asset records can contain information about:

e The name, make, and model of a device.

o The serial number of a device.

o Function and status of the device.

« Networking information, like host ID, IP address, and DNS server for the device.

o Hardware information like amount of memory, CPU, and BIOS or EPROM version.

o Physical location of the device.

« Vendor information for the device, including PO or check number, warranty policy, and service policy.
o Description of the network inferface.

o Description of each hardware component (if applicable).

o Description of installed software (if applicable).

SL1 will populate as many fields as possible automatically, using data retrieved during discovery and collections.
You can enter values in all the fields or in only those fields that are required for your business processes.
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You can specify which asset fields will be populated from data retrieved during discovery and collections and which
fields will be populated manually. To specify this behavior, go to the Asset Automation page (System > Settings
> Assefts).
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Chapter

Overview of Data Collection

Overview

This chapter describes the process of data collection as well as the types of data that SL1 can collect.
Use the following menu options to navigate the SL1 user interface:

« Toview a pop-out list of menu options, click the menu icon (E)

« Toview a page containing all of the menu options, click the Advanced menuicon ( ).

This chapter includes the following topics:

What Is Collection @ il 21
What Kind of Data Can SLT Collecte . . 21
What Kind of Data can the SL1 Agent Collect? il 23
What is Device Availability? . 24
What is Device Latency? il 24
Monitoring Policies .. ... .. 25

20



What Is Collection?

Collection is the tool that retrieves policy-based information and Dynamic Application-based information from a
device. After a device is discovered, you can define monitoring policies for that device in SL1. For example, if you
define a policy to monitor a system process, the collection tool retrieves that information.

o Dynamic Applications use collection processes to collect data.

« Monitoring Policies for devices also trigger collection. These polices include:

o Domain Name Policies

o Email Round-Trip policies

o SOAP/XML Transaction policies
o System Process Policies

o TCP/IP Port Policies

o Web Content Policies

o Windows Services Policies
o SL1 automatically collects the following about each managed device:

o Device availability and device latency
o Network topology

o File system information, if available

o Alist of open ports

o Bandwidth usage
o The SL1 agent automatically collects the following about each device on which it is installed:

o Device availability

o Device performance and configuration metrics
o Alist of open ports

o Loginformation

o System processes

What Kind of Data Can SL1 Collect?

o Using discovery, SL1 automatically locates or discovers all hardware and hardware-components in your
network. SL1 can also automatically discover most software applications running in your network.

o Using Dynamic Applications, SL1 can automatically discover component devices.
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o During discovery, devices are categorized by device class and device category for quick identification. You
can customize device classes and device categories and also define custom device classes and device
categories.

o Onthe SL1 Devices and Device Manager pages, you can view details about each discovered device,
including IP address and MAC address, operating system, hardware components (like CPU, RAM, swap, file
systems), interfaces, open ports, and installed software.

« Foreach device, you can use the Device Administration panel or the Device Investigator page to define
configuration and policies for the device.

« Foreach device, you can use the Device Reports panel or the Device Investigator page to view details
about the device, including graphical reports.

o SL1 can monitor bandwidth usage for each discovered network interface. SL1 can generate reports and
billing documents for each network interface.

NOTE: SL1 includes pre-defined events (sometimes called "alerts" in other applications). An event is a
message that is friggered when a specified condition is met. Among other things, an event can signal
that a server has gone down, that a device is exceeding CPU or disk-space thresholds, that
communication with a device has failed, or simply display the status of a device or component. You
can define and customize events to best fit your infrastructure. Events can be viewed through SL1, sent
to users' email accounts, and sent to users' pagers or cell phones.

o You can define customized performance thresholds and hardware thresholds for a device. SL1 can generate
events based on these thresholds.

« SL1 monitors availability and latency for each device. You can define availability and latency thresholds. SL1
also generates graphical reports on each device's availability and latency.

o SL1 monitors open ports. Based on user-defined policies, SL1 can generate an event when a new port is
opened on any device in the network.

o SL1 can monitor port-availability for each port in the network.
o SL1 can discover and monitor the hardware components of each device.
o SL1 can discover and monitor the software running on each device.

o SL1 can monitor system processes and Windows services running on a device. Based on user-defined
policies, SL1 can generate an event when a process or service is running or when a process or service is not
running and should be.

« You can use device groups and device templates to automate the configuration and policies for multiple
devices.

o You can create a virtual device to store data that you want to manage with SL1 but that cannot be associated
with a traditional device or that you do not want associated with a traditional device.

o You can monitor ESX servers and VMware "guest" devices as you would monitor any other hardware-based
device.

o You can create parent and child relationships between devices. These relationships allow you to use a single
solution fo resolve problems for the related devices.
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o You can create asset records for one, multiple, or all devices in the network. SL1 automatically populates as
many fields as possible, using information retrieved during discovery.

o SL1 includes an exhaustive list of real-time, dynamic, graphical reports to display trends and status for
individual devices, groups of devices, or the entire network. These reports can be saved in multiple formats
and can be printed.

What Kind of Data can the SL1 Agent Collect?

An SL1 agent collects the following data:

« Device Availability. SL1 can determine the availability state of a device (available or unavailable) and
generate trended availability graphs based on uptime data collected by the agent.

o Host Performance Metrics. Using a Dynamic Application, SL1 translates data provided by an SL1 agent to
trend the following metrics:

o Overall CPU Utilization
o Per-Processor CPU Utilization
o Disk Average Queue Length
o Disk Utilization
o Memory Utilization
o Network Bytes Read
o Network Bytes Written
You can view these metrics on the Device Investigator page and the [Performance] tab of the Device
Reports panel for a specific device.
o Host Configuration. Using a Dynamic Application, SL1 collects the following configuration data based on
data provided by the agent:
o The number and speed of the installed CPUs
o The overall and per-disk storage size
o The amount of installed memory
You can view the collected configuration data on the [Configs] tab of the Device Investigator page and

the Device Reports panel.

« System Processes. The agent collects a list of all processes running on the device. You can view the list of
processes on the [Processes] tab of the Device Reports panel and the [Processes] tab of the Device
Investigator page . Monitoring policies can be configured to trend and alert on process availability, process
CPU usage, and process memory usage.

« Open Ports. The agent collects a list of open TCP and UDP ports on the device. You can view the list of open
ports on the [TCP/UDP Ports] tab of the Device Reports panel and the [Ports] tab of the Device
Investigator page . Monitoring policies can be configured to trend and alert on port availability.
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o Logs. The agent can be configured to push logs that match specific criteria from a log file or the Windows
Event Log to SL1. You can view logs collected by the agent on the Device Investigator page and the
Device Logs page for a device and can be configured to trigger events.

For more information about monitoring devices with the agent, see the Monitoring with the SL1 Agent manual.

What is Device Availability?

Availability means a device's ability o accept connections and data from the network. During polling, a device has
two possible availability values:
e 100%. Device is up and running.
o 0%. Device is not accepting connections and data from the network.
By default, the method SL1 uses to monitor availability of the device is determined by the first method of discovery:
o Ifthe agentis installed and creates a device record before the device is discovered as an SNMP or pingable
device, availability is measured based on whether the agent is reporting data to SL1.
o Ifthe device is discovered as an SNMP or pingable device before the agent is installed, availability is

measured based on the method used to discover the device (SNMP, ICMP, or TCP).

If a device or interface becomes unavailable multiple times in a specified time frame, SL1 can generate an
"availability flapping" event. By default, SL1 generates an event if a device becomes unavailable three times in an
hour, or if an interface becomes unavailable three times in twenty-four hours.

To generate availability reports, SLT must be configured to collect availability and latency data from devices. The
following section describes how to configure SL1 to collect this data.

NOTE: Unlike for hardware-based devices, SL1 does not use an ICMP, TCP, or UDP to monitor availability
for component devices. Component Devices use a Dynamic Application collection object to measure

availability. SL1 polls component devices for availability at the frequency defined in the Dynamic
Application.

What is Device Latency?

Latency means the amount of time it takes SL1 to communicate with a device. Specifically, latency refers to the
amount of time between when SL1 initiates communication with a device and when the device responds and
allows communication. Latency is expressed in milliseconds (ms).

SL1 uses ports to monitor a device's latency. You specify which ports to use for device latency on the [Settings] tab of
the Device Investigator page.
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Monitoring Policies

For each device in SL1, you can define the following types of monitoring policies:

o Domain Name policies. Monitor the availability and lookup time for a specific domain-name server and a
specific record on a domain-name server.

o Email Round-Trip policies. Monitor the amount of time it takes to send an email message from SL1 to an
external mail server and then back to SLT.

o SOAP/XML Transaction policies. Monitor any server-to-server transactions that use HTTP and can post files
or forms (for example, SOAP/XML, email, or RSS feeds). Periodically, SL1 sends a request and some data
and then examines the result of the transaction and compares it to a specified expression match.

« System Process policies. Monitor the device and look for the specified system process. You can define a
process policy that also specifies:
o How much memory a process can use.
o How many instances of a process can run simultaneously.
o Whether or notto generate an event if the process is running.
o TCP/IP Port policies. Monitor ports for availability every five minutes. If a port is not available, SL1 creates an
event. The data gathered by the port policy is used to create port-availability reports.
« Web Content policies. Monitor a website for specific content. SL1 will periodically check the website for

specified content. If the content cannot be found on the website, SL1 will generate an event.

» Windows Service policies. Monitor the device and look for the specified service. You can define a service
policy so that:

o SL1 generates an event ifthe service is not running.
o SL1 generates an event ifthe service is running.

o SL1 starts, pauses, or restarts the service.

o SL1 reboots or shuts down the device.

o SL1 triggers the execution of a script (script must reside on the device).

You can define these policies either from the Device Administration panel of a device or from the pages in
Registry > Monitors section.

Use the following menu options to navigate the SL1 user interface:
o Toview a pop-out list of menu options, click the menu icon ()
« Toview a page containing all of the menu options, click the Advanced menuicon (= ).

This chapter includes the following fopics:
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Chapter

Using the Devices Page

Overview

The Devices page allows you to view all of your managed devices in SL1 and also run a discovery to find more
devices to monitor. You can select a device from the list on the Devices page to view detailed data on the
Device Investigator page for that device.

NOTE: The list of devices on the Devices page matches the list of devices on the Device Manager page
(Devices > Device Manager).

Use the following menu options to navigate the SL1 user interface:
« Toview a pop-out list of menu options, click the menu icon (E).
« Toview a page containing all of the menu options, click the Advanced menuicon ( ).

This chapter includes the following topics:

Viewing DevViCes ... 27
Adding Devices with DiScovery . . 28
Using the Device Investigator . . 43
Overview of the Device Investigator Tabs ...l 52
Working with Device Classes ... ... 71
Working with Device Categories ... ... ... ... o L 73
Assigning Icons to Devices, Device Classes, and Device Categories ........................................ 76
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Viewing Devices

The Devices page allows you to view all of your managed devices in SL1. This section explains how to gather
more information about a device from this page.

To navigate to the Devices page, click the Devices icon (
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Viewing Additional Data on the Devices Page

On the Devices page, you can click the Expand icon () next to a device name to open a drop-down panel
called the Device Drawer. The Device Drawer contains additional data about that device:
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The Device Drawer contains the Vitals widget, the Tools menu, and the Logs widget. The Vitals widget displays
data for the past four hours of CPU usage, memory usage, and latency for that device, where relevant. The Logs
widget displays a list of events associated with that device. The Tools menu provides access to a set of network
tools.

You can zoom in on a shorter time frame in the Vitals widget by clicking and dragging, and you can go back to the
original time span by clicking the [Reset zoom] button.

TIP: From the list of devices, click the device name to go to the Device Investigator page for more details
about that device. For more information, see the Device Investigator section.

Aligning a Device with a Different Organization

To align a device with a different organization:

1. On the Devices page, click the Actions button () for the device and select Align Organization. The Align
to Organization window appears.

TIP: To align more than one device o an organization, select the checkboxes to the left of those devices and
click Align Organization in the blue bar at the bottom of the screen.

2. Inthe Align to Organization window, use the Organization drop-down to search for and select an
organization.

3. Click the [Align Organization] button. The organization you selected now appears in that Info drop-down
on the Device Investigator page for that device.

Adding Devices with Discovery

On the Devices page, you can click the[ Add Devices] button to run a discovery, a process that searches for and
adds more devices to SL1 for monitoring.

What is Discovery?

Discovery is the ool that automatically finds all the hardware-based devices, hardware components, and software
applications in your network. You must provide the discovery tool with a range or list of IP addresses or a list of fully-
qualified domain names (hostnames), and the discovery tool determines if a device, hardware component, or
software application exists at each IP address.

For each device, hardware component, or software application the discovery tool "discovers", the discovery tool

can collect a list of open ports, DNS information, SSL certificates, list of network inferfaces, device classes to align
with the device, topology information, and basic SNMP information about the device.
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The discovery tool also determines which, if any, Dynamic Applications to align with the device. [f the discovery tool
finds Dynamic Applications to align with the device, the discovery tool triggers collection for each aligned Dynamic
Application.

SL1 also uses discovery fo update existing information about a device and to add fo existing information about a
device. This type of discovery is called auto-discovery. For each existing device, SL1 automatically runs auto-
discovery every night, to keep device data up-to-date.

You can manually trigger discovery at any time and update the data for one device or multiple devices.
What are Credentials?

Credentials are access profiles (usually username, password, and any additional information required for access)
that allow SL1 to retrieve information from devices and from software applications on devices.

o Discovery uses SNMP credentials to retrieve SNMP information during initial discovery and nightly auto-

discovery. f SL1 can connect to a device with an SNMP credential, SL1 deems that device "manageable" in
SLT.

o Dynamic Applications use credentials to retrieve SNMP information, database information,
SOAP information, XML information, XSLT information, and WM information.

o Proxied Web Services use SOAP/XML Host credentials to pass authentication information to external web
services.

o SL1 includes a type of credential called "Basic/Snippet" that is not bound to a specific authentication protocol.
You can use this type of credential for Dynamic Applications of type "WMI", of type "snippet", and when
defining system backups. "Basic/Snippet" credentials can also be used for monitoring Windows devices using
PowerShell.

o SL1 includes atype of credential that allows SL1 to communicate with an LDAP or Active Directory system.
For details on integrating SL1 with LDAP or Active Directory, see the manual Using Active Directory and
LDAP.

o SL1 includes atype of credential that allows Dynamic Applications of type "Snippet" to use SSH to
communicate with a remote device. To use these Dynamic Applications, you must define an SSH credential.

o SL1 includes a type of credential that allows Dynamic Applications to retrieve data from Windows devices. If
you align a Dynamic Application for PowerShell with a PowerShell credential, SL1 assumes that you want to
use ifs built-in agentless transport to communicate with Windows devices.

« Ifnecessary, asingle device can use multiple credentials. If more than one agent or application is running on
the device, each agent or application can be associated with its own credential. During discovery, SL1 will
use the appropriate credential for each agent.
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Prerequisites for Discovering Devices on the Devices Page

To discover all of the devices on your network:

1.

Make a note of the range of IP addresses used on your network. If your device does not have an IP address,
make a note of the name of the root device. If you need help, ask your network administrator.

An Organization must existin SL1 for the new devices. If you need to create an Organization go to
the Organizations page (Registry > Accounts > Organizations).

A Collector Group must existin SL1 that can reach the target device using a valid network path for the
needed protocol. For example, UDP 161 for SNMP and general ICMP traffic for Ping. If you don’t know what
Collector Group to use, consult an SL1Architecture diagram or ask your SL1 System Administrator. You can
access collector information on the Collector Group Management page (System > Settings > Collector
Groups).

You must create or use an existing credential in the classic user interface. You can access credential
information on the Credential Management page (System > Manage > Credentials). Because credential
problems are the most common cause for discovery failure, you can test any credential that you create on the
Credential Tests page (System > Customize > Credential Tests).

Similarly, if you want fo use a device tfemplate with a discovery session, you must use an existing template in
SL1. You can access device templates on the Configuration Templates page (Devices > Templates).

The Grant All user needs to be used to access new discovery workflow, as the SYS SETTINGS LICENSES
PAGE and SYS_SETTINGS CUGS PAGE access keys are needed to get collector or collector group
information. For more information, see the Access Keys page (System > Manage > Access Keys).

Adding Devices Using Universal or Guided Discovery

On the Devices page, you can add or "discover" new devices for monitoring in SL1. You add devices by creating a
discovery session, which searches for devices on the network you specify.

You can use the Universal Discovery Framework process in SL1 that guides you through a variety of existing

discovery types in additional to traditional SNMP discovery. This process, which is also called "guided discovery",
lets you pick a discovery type based on the type of devices you want o monitor. The Universal Discovery workflow
includes buttons for the following discovery types: Alibaba Cloud, Amazon Web Services, Microsoft Azure, Citrix,

and IBM Cloud.

NOTE: The following procedure uses Amazon Web Services as an example of the discovery type. Some steps

and fields will vary depending on the discovery type.
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To run a guided or Universal Discovery:

31

1.

On the Devices page, click the [Add Devices] button. The Select page appears:

Select the type of devices you want to monitor

o
o = i g
€ Albaba Cloud amazon | B vt are CITR!X

Other ways to add devices:

Unguided
Network
Discovery

General Information
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2. Select adiscovery type for the devices you want to discover, such as Amazon Web Services. Additional
information about the requirements for device discovery appears in the General Information pane to the

right.

NOTE: If you wantto do a more general discovery, you can select one of the options in the Other ways to
add devices pane, such as Unguided Network Discovery. For more information, see Adding
Devices Using Unguided Discovery.

3. Click [Select]. The first Create Guided Discovery Session page displays the following list of requirements
for Discovery (in this example, the requirements are for Amazon Web Services):

o The name of the root device

o The credentials you need to access the API

4. Click [Next]. The second Create Guided Discovery Session page appears.

5. Complete the following fields:

o Name. Type a unique name for this discovery session. This name is displayed in the list of discovery
sessions on the Discovery Sessions page (Devices > Discovery Sessions).

« Description. Type a short description of the discovery session. You can use the text in this description
to search for the discovery session on the Discovery Sessions page. Optional.

« Select the organization to add discovered devices to. Select the name of the organization to which

you want to add the discovered devices.

6. Click [Next]. The Credentials page of the Create Guided Discovery Session process appears:
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Create Guided Discovery Session =
Choose credentials that connect your devices
= &
o NAME TvPE LasTEDIT
1test SOAP/XML Wed Jun 26 2019 20:21:28 GMT+0000 (UTC) )
AppDynamics Example SOAP/XML Tue Apr 23 2019 15:50:59 GMT+0000 (UTC)
AWS Credential SOAP/XML Tue Apr 23 2019 15:49:34 GMT+0000 (UTC)
/AWS Credential - Proxy SOAP/XML Tue Apr 23 2019 15:49:34 GMT+0000 (UTC)
AWS Credential - Specific Region SOAP/XML Tue Apr 23 2019 15:49:34 GMT+0000 (UTC)
Azure Classic Credential SOAP SOAP/XML Tue Apr 23 2019 15:49:23 GMT+0000 (UTC)
Azure Credential - China SOAP/XML Tue Apr 23 2019 15:50:16 GMT+0000 (UTC) v
«—Back
32



10.

11.

If the credential you need is not in the list, click the [Create New] button to open the Create Credential
window, where you can specify the name and organization for the credential, the third-party username and
password, and other data such as Cloud Type and Proxy information. Click [Save] to save the credential and
return to the Credentials page of the Create Guided Discovery Session page.

To edit a credential on the Credentials page, click the [Actions] button () for the credential, select Edit,
and edit that credential as needed. Click the [Save] button on the Edit Credential window to save your
updates.

To test a credential on the Credentials page, click the [Test Credentials] button. On the Credential Test
Form window, specify the test type, credential, hostname or IP, and collector, and then click the [Run Test]
button.

On the Credentials page of the Create Guided Discovery Session process, select a credential to allow SL1
to access a device and click [Next]. The Root Device Details page appears:

Create Guided Discovery Session ESC

Root Device Details

Root Device Name
AWSRootDevice

Collector Group Name

CUG1 | fh-sl1-ranch-cu-37: 10.2.18.37

—Back

Complete the following fields:

« Root Device Name. Type the name of the root device for the application you want o monitor (in this
case, an Amazon Web Services root device).

o Collector Group Name. Select an existing collector group to communicate with the discovered
devices. Required.

NOTE: The contents of this page might vary depending on the discovery type you selected at the start of the

Guided Discovery.
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12. Click the [Create Discovery Session] button. A summary of the new discovery session appears on this page.

13. Click [Close€].

Discovery Sessions).

NOTE: The results of a guided discovery do not display on the Discovery Sessions page (Devices >

Adding Devices Using Unguided Discovery

Instead of running a Universal Discovery for a specific discovery type, you can run an "unguided" discovery to find a

range of devices using core credentials such as SNMP, Database, SOAP/XML, Basic/Snippet, SSH/Key, or

PowerShell credentials.

To run an unguided discovery:

1. On the Devices page, click the [Add Devices] button. The Select page appears:

€ AlbabaCloud amazon
webservices

Other ways to add devices:

Select the type of devices you want to monitor

General Information

This workflow will allow you to discover and begin monitoring devices using
core credentials such as SNMP, Database, SOAP/XML, Basic/Snippet,
SSH/Key, or Powershell credentials.

Before you begin determine that you have these prerequisites in place:

and general ICMP traffic for Ping. If you don't kr
use consult an SL1 Architecture diagram or asky
Administrator.

t Collector Groupto
1System

- ACredential for the device(s) being discovered. You can test any credential
that you create s creder

I problems are the mast common cause for
anage > Credentials to create a credential,

Use the Select button below to continue the Discovery warkflow.

Adding Devices with Discovery
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5.

6.

Click the [Unguided Network Discovery] button. Additional information about the requirements for
discovery appears in the General Information pane to the right.

Click [Select]. The Add Devices page appears:
Complete the following fields:
« Name. Type a unique name for this discovery session. This name is displayed in the list of discovery
sessions on the [Discovery Sessions] tab.

o Description. Type a short description of the discovery session. You can use the text in this description
to search for the discovery session on the [Discovery Sessions] tab. Optional.

« Select the organization to add discovered devices to. Select the name of the organization to which
you want to add the discovered devices.

Click [Next]. The Credentials page of the Add Devices wizard appears:

Add Devices X
Choose credentials that connect your devices jfestCredentials
= @
o NAvE Tvee wasTeDIT
Azure Credential - Proxy SOAP/XML Tue Apr 23 2019 15:50:16 GMT+0000 (UTC)
Azure Credential - SOAP/XML SOAP/XML Tue Apr 23 2019 15:50:16 GMT+0000 (UTC)
Cisco CE Series Configuration SOAP/XML Tue Apr 232019 15:50:29 GMT+0000 (UTC)
Cisco CE Series History SOAP/XML Tue Apr 23 2019 15:50:29 GMT+0000 (UTC)
Cisco CE Series Status SOAP/XML Tue Apr 23 2019 15:50:29 GMT+0000 (UTC)
Cisco CUCM Example Basic/Snippet Tue Apr 23 2019 15:49:26 GMT+0000 (UTC)
Cisco Meeting Server Example Basic/Snippet Tue Apr 232019 15:49:41 GMT+0000 (UTC)
Cisco SNMPv2 - Example SNMP Tue Apr 232019 15:50:10 GMT+0000 (UTC)
Cisco SNMPv3 - Example SNMP Tue Apr 23 2019 15:50:10 GMT+0000 (UTC)
Cisco VOS CUC Cluster Status Basic/Snippet Tue Apr 23 2019 15:49:07 GMT+0000 (UTC)
Cisco VOS IM&P Cluster Status Basic/Snippet Tue Apr 23 2019 15:49:07 GMT+0000 (UTC) "
o Back “

If the credential you need is not in the list, click the [Create New] button to open the Create Credential
window, where you can specify the name and organization for the credential, the third-party username and
password, and other data such as Cloud Type and Proxy information. Click [Save] to save the credential and
return to the Credentials page of the Add Devices wizard.

To edit a credential on the Credentials page, click the [Actions] button () for the credential, select Edit,
and edit that credential as needed. Click the [Save] button on the Edit Credential window to save your
updates.

Totest a credential on the Credentials page, click the [Test Credentials] button. On the Credential Test
Form window, specify the test type, credential, hostname or IP, and collector, and then click the [Run Test]
button.
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9. Onthe Credentials page of the Add Devices wizard, select one or more credentials to allow SL1 to access
a device's SNMP data and click [Next]. The Discovery Session Details page of the Add Devices wizard
appears:

Add Devices X

Enter basic discovery session details

List of IPs/Hostnames

Upload File ‘

‘Which collector will monitor these devices?

recommended)]

Scan Throttle

[ System Default (recommended) ]

Port Scan All IPs

[ System Default (recommended) ]

Port Scan Timeout

[ System Default (recommended) ]

10. Complete the following fields:

« List of IPs/Hostnames. Provide a list of IP addresses, hostnames, or fully-qualified domain names for
SL1 to scan during discovery. This field is required. In this field, you can enter a combination of one or
more of the following:

o One or more single IPv4 addresses separated by commas and a new line. Each IP address must be

in standard IP notation and cannot exceed 15 characters. For example, "10.20.30.1,
10.20.30.2,10.20."

o One or more ranges of IPv4 addresses with "-" (dash) characters between the beginning of the
range and the end of the range. Separate each range with a comma. For example, "10.20.30.1 —

10.20.30.254".

o One or more IP address ranges in IPv4 CIDR notation. Separate each item in the list with a comma.

Forexample, "192.168.168.0/24".

o One or more ranges of IPvé addresses with "-" (dash) characters between the beginning of the

range and the end of the range. Separate each range with a comma. For example,
"2001:DB8:0:0:0:0:0:0-2001:DB8:0:0:0:0:0:0003".

o One or more IP address ranges in IPvé CIDR notation. Separate each item in the list with a comma.
Forexample, "2001:DB8:0:0:0:0:0:0/117".

o One or more hostnames (fully-qualified domain names). Separate each item in the list with a
comma.
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TIP: You can also click the [Upload File] button to upload a comma-separated list of IPs.

» Which collector will monitor these devices?. Select an existing collector to monitor the discovered
devices. Required.

« Run after save. Select this option to run this discovery session as soon as you click [Save and Close].

« Advanced options. Click the down arrow icon ( © ) to access additional discovery options.
In the Advanced options section, complete the following fields as needed:

o Initial Scan Level. For this discovery session only, specifies the data to be gathered during the
initial discovery session. The options are:

m System Default (recommended). Use the value defined in the Behavior Settings page (System
> Seftings > Behavior) in the classic user interface of SL1.

m |. Model Device Only. Discovery will discover if the device is up and running and if so, collect
the make and model of the device. SL1 will then generate a device ID for the device so it can
be managed by SL1.

m 2. Initial Population of Apps. Discovery will search for Dynamic Applications to associate with
the device. The discovery tool will attempt to collect data for the aligned Dynamic Applications.
Discovery will later retrieve full sets of data from each Dynamic Application. Discovery will also
perform 1. Model Device Only discovery.

m 3. Discover SSL Certificates. Discovery will search for SSL certificates and retrieve SSL data.
Discovery will also perform 2. Initial Population of Apps and 1. Model Device Only.

m 4. Discover Open Ports. Discovery will search for open ports. Discovery will also perform 3.
Discover SSL Certificates, 2. Initial Population of Apps, and 1. Model Device Only.

NOTE: If your system includes a firewall and you select 4. Discover Open Ports, discovery might be blocked
and/or might be taxing to your network.

m 5. Advanced Port Discovery. Discovery will search for open ports, using a faster TCP/IP
connection method. Discovery will also perform 3. Discover SSL Certificates, 2. Initial
Population of Apps, and 1. Model Device Only.

NOTE: If your system includes a firewall and you select 5. Advanced Port Discovery, some devices might
remain in a pending state (purple icon) for some time after discovery. These devices will achieve a
healthy status, but this might take several hours.

m 6. Deep Discovery. Discovery will use nmap to retrieve the operating system name and
version. Discovery will also scan for services running on each open port and can use this
information to match devices to device classes. Discovery will search for open ports, using a
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faster TCP/IP connection method. Discovery will also perform 3. Discover SSL Certificates, 2.
Initial Population of Apps, and 1. Model Device Only.

NOTE: For devices that don't support SNMP, option é. Deep Discovery allows you to discover devices that
don't support SNMP and then align those devices with a device class other than "pingable". Note that
option 6. Deep Discovery is compute-intensive.

o Scan Throttle. Specifies the amount of time a discovery process should pause between each
specified IP address (specified in the IP Address/Hostname Discovery List field). Pausing

discovery processes between IP addresses spreads the amount of network traffic generated by
discovery over a longer period of time. The choices are:

m System Default (recommended). Use the value defined in the Behavior Settings page (System
> Settings > Behavior) in the classic user interface for SL1.

m Disabled. Discovery processes will not pause.

m 1000 Msec to 10000 Msec. A discovery process will pause for a random amount of time

between half the selected value and the selected value.

o Port Scan All IPs. For the initial discovery session only, specifies whether SL1 should scan all IP
addresses on a device for open ports. The choices are:

m System Default (recommended). Use the value defined in the Behavior Settings page (System
> Seftings > Behavior) in the classic user interface for SL1.

m Enabled. SL1 will scan all discovered IP addresses for open ports.
m Disabled. SL1 will scan only the primary IP address (the one used to communicate with SL1) for

open ports.

o Port Scan Timeout. For the initial discovery session only, specifies the length of ime, in

milliseconds, after which SL1 should stop trying to scan an IP address for open ports and begin
scanning the next IP address (if applicable). Choices are:

m System Default (recommended). Use the value defined in the Behavior Settings page (System
> Settings > Behavior).

m  Choices between 60 to 1,800 seconds.
o Scan Ports. Specify a list of ports to scan, separated by colons (:). The default is 21:22:25:80:136.

o Interface Inventory Timeout (ms). Specifies the maximum amount of time that the discovery
processes will spend polling a device for the list of interfaces. After the specified time, SL1 will stop
polling the device, will not model the device, and will continue with discovery. The default value is

600,000 ms (10 minutes).

m During the execution of this discovery session, SL1 uses the value in this field first. If you delete
the default values and do not specify another value in this field, SL1 uses the value in the
Global Threshold Settings page (System > Seftings > Thresholds).
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m Ifyou specify a value in this field and do not apply a device template to this discovery session,
the Interface Inventory Timeout setting in the Device Thresholds page (Registry > Devices
> Device Manager > wrench icon > Thresholds) is set to this value for each discovered
device. Ifthere is no device template applied to the discovery session and no value is supplied
in this field, SL1 uses the value in the Global Threshold Settings page (System > Settings >
Thresholds).

o Maximum Allowed Interfaces. Specifies the maximum number of interfaces per devices. If a
device exceeds this number of interfaces, SL1 will stop scanning the device, will not model the
device, and will continue with discovery. The default value is 10,000.

m During the execution of this discovery session, SL1 uses the value in this field first. If you delete
the default values and do not specify another value in this field, SL1 uses the value in the
Global Threshold Settings page.

m Ifyou specify a value in this field and do not apply a device template to this discovery session,
the Maximum Allowed Interfaces setting in the Device Thresholds page is set to this value
for each discovered device. [f there is no device template applied to the discovery session and
no value is supplied in this field, SL1 uses the value in the Global Threshold Settings page.

o Bypass Interface Inventory. Specifies whether or not the discovery session should discover
network interfaces.

m Selected. SL1 will not attempt to discover interfaces for each device in the discovery session.
For each discovered device, the Bypass Interface Inventory checkbox on the Device
Investigator [Settings] tab will be selected.

m Not Selected. SL1 will attempt to discover network interfaces, using the Interface Inventory
Timeout value and Maximum Allowed Interfaces value.

o Discover Non-SNMP. Specifies whether or not SL1 should discover devices that don't respond to
SNMP requests.

m Selected. SL1 will discover devices that don't respond to the SNMP credentials selected in the
SNMP Credentials field. These devices will be discovered as "pingable" devices.

m Not Selected. SL1 will not discover devices that don't respond to the SNMP credentials selected
in the SNMP Credentials fields.

o Model Devices. Determines whether or not the devices that are discovered with this discovery
session can be managed through SL1. Choices are:

m Enabled. When a device is modeled, SL1 creates a device ID for the device; you can then
access the device through the Device Manager page and manage the device in SL1.

m Disabled. If a device is not modeled, you cannot access the device through the Device
Manager page, and you cannot manage the device in SL1. However, each discovered
device will still appear in the Discovery Session logs. For each discovered device, the discovery
logs will display the IP address and device class for the device. This option is useful when
performing an initial discovery of your network, to determine which devices you want to monitor
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and manage with SL1. Forthe amount of fime specified in the Device Model Cache TTL (h)
field, a user can manually model the device from the Discovery Session window.

Enable DHCP. Specifies whether or not the specified range of IPs and hostnames use DHCP.

m Selected. SL1 will perform a DNS lookup for the device during discovery and each time SL1
retrieves information from the device.

m Noft Selected. SL1 will perform normal discovery.

Device Model Cache TTL (h). Amount of ime, in hours, that SL1 stores information about devices
that are discovered but not modeled, either because the Model Devices option is not enabled or
because SL1 cannot determine whether a duplicate device already exists. The cached data can be
used to manually model the device from the Discovery Session window.

Log All. Specifies whether or not the discovery session should use verbose logging. When you
select verbose logging, SL1 logs details about each IP address or hostname specified in the IP
Address/Hostname Discovery List field, even if the results are "No device found at this address."

m Selected. This discovery session will use verbose logging.

m Noft Selected. This discovery session will not use verbose logging.

Apply Device Template. As SL1 discovers a device in the IP discovery list, that device is configured
with the selected device template. You can select from a list of all device templates in SL1. For
more information on device templates, see the manual on Device Groups and Device
Templates.
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11.

12.

41

Click [Save and Close] to save the discovery session. The Discovery Sessions page (Devices > Discovery
Sessions) displays the new discovery session.

If you selected the Run after save option on this page, the discovery session runs, and the Discovery Logs
page displays any relevant log messages. If the discovery session locates and adds any devices, the
Discovery Logs page includes a link to the Device Investigator page for the discovered device:

Discovery Logs

] DATE
Oct 11,2019, 2:59 PM
Oct 11,2019, 259 PM
Oct 1,2019,2:59 PM

Oct1,2019,2:59 PM

IP ADDRESS

10.64.68.17 ["IP)

10.64.68.16 "IP)

DISCOVERY LOG MESSAGE

DEVICE

Beginning auto-discovery session -

Discovered and modeled new de.

Discovered and modeled new de.

em7ao0

em7ao0

Auto-discovery session completed -
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Working with Discovery Sessions

The Discovery Sessions page (Devices > Discovery Sessions) displays a list of all the existing discovery sessions,
which are previous attempts to add devices using discovery:

X Advanced

gpnavE IPHOSTNAMELIST couecTor ORGANIZATION UPDATEDBY LasTEDIT
10646816 10646816 ayoung-dist-cu-251 System em7admin
System em7admin
127001 ayoung-dist-cu-251 System em7admin
cucm ayoung-dist-cu-251 System em7admin
cucMsNMEP ayoung-dist-cu-251 System em7admin
System em7admin
System em7admin
System em7admin
System em7admin
System em7admin
System em7admin
test 833255 ayoung-dist-cu-251 System em7admin
ayoung-dist-cu-251 System em7admin t 5:47PM
ayoung-dist-cu-251 System em7admin 18, 6:14PM
topol 10200.135,1020.0.142,10.20.0133, 10... ayoung-dist-cu-251 System em7admin Sep25,2018,9:17 AM

On this page you can click the [Actions] button (=) for a session and select one of the following actions:

« Edit. Run the Add Device wizard again so you can make changes to the selected discovery session.

o Delete. Delete the selected discovery session. You do not get a confirmation window after you click Delete;
the session is immediately deleted.

« Start. Run the selected discovery session again. The Discovery Logs page appears when discovery
completes.

o Show logs. The Discovery Logs page for the selected discovery session displays data about the most recent
run of a discovery session.
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Using the Device Investigator

You can view detailed data about a specific device by clicking the device name on the Devices page to open the
Device Investigator page for that device:

. panderp-dist-db-discvm-...  Info v

Investigator Settings Interfaces Configs Events Collections Monitors Thresholds Processes Software Ports Map Tickets Services Q More v
< >
Events 8of8 3
Device List Combine Charts 1
aj = o
panderp-dist-db-discvm-71 o
. seveRmmy MEssAGE TiokETID LASTDETECTED
v 364 ® Major panderp-dist-cugi-discym-72 low frequency is 16590... - Iminute 44 seconds “
365 ® Major ‘panderp-dist-cug2-discum: Tequency is 14097 -
Events 36 @ Mador requency is 19097... -
Less 367 ® Major requency is 14096... -
s s @ Major requency is24257.
Latency ) " e @ Maior neviz1A00S e 4 %
v Expand
CPU Utilization (%) x
Physical Memory Utilization (%) X

Vitals: CPU Utilization (%)

2428

1830 1700 1730 100

1230 1500 1530 2000 30 2100
— pandery it
v Expand
Vitals: Latency (s)
&0
200

) A N M A A A N\MMMMAHAA[\A

Th tabs on the Device Investigator page provides access to all the data associated with a device. The tabs are
similar to the tabs on the Device Administration and Device Properties panels in the classic user inferface.
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The Device Investigator page contains the following menus and buttons, which are available on all of the tabs
unless noted otherwise:

o Info. This drop-down list on the [Investigator] tab displays additional information about the device, along
with the most recently updated values for uptime and collection time.

o Time span filter. This drop-down list on the [Investigator] tab allows you to adjust the time span that
appears in all the metrics on the [Investigator] tab. The defaultfilter is Last 24 Hours, but you can select a
time span of Last Hour, Last 3 Hours, Last 6 Hours, Last 12 Hours, Last 24 Hours, Last 3 Days, Last 5 Days,
Last 7 Days, Last 30 Days, Last 60 Days, Last 90 Days, Last Year, or Last 2 Years.

o Compare Devices. This button on the [Investigator] tab lets you select one or more devices to compare
with the device you have currently selected.

o Report. This button lets you generate a detailed report on the device.
o Tools. This button opens the Tools pane, which provides access to a set of network tools for the device.

o Combine Charts. This option on the [Investigator] tab lets you create a new widget that displays data from
all of the other widgets on this page.

The Device Investigator page contains the following tabs:

« Investigator. Displays metrics about a device. For most devices, the default metrics include Logs and the
three Vitals: CPU Utilization (percentage), Physical Memory (percentage), and Latency (milliseconds). You
can select additional metrics from the Add a metric drop-down list under the Device List pane on the left
side of the screen. You can also compare devices on this tab.

« Settings. Lets you manage your preferences for that device, such as whether to auto-clear events, accept all
logs, run daily port scans, and more. You can also set user maintenance preferences and disable or enable
collection on that device.

o Attributes. Lists the custom descriptive fields that are currently aligned with this device. On this tab, you can
add and remove extended custom attributes to this device.

o Collections. Lets you align or unalign Dynamic Applications with this device, enable or disable collection for
the Dynamic Applications, and run a Dynamic Application. You can also change credentials and update the
poll frequency for a Dynamic Application.

« Configs. Displays configuration information collected from the device by Dynamic Applications. If this device
does not have any configuration data, this tab does not appear.

o Events. Displays a list of active and cleared events for the device. You can acknowledge events from this tab
and add event notes.

« Interfaces. Displays information about the interfaces used by the device. Ifthis device does not use
interfaces, this tab does not appear.

o Journals. Displays journal entry information collected from the device by Dynamic Applications.

o Map. Opens a map of that device and the devices it is related to (for systems that have the Maps page
enabled).

o Monitors. This tab lets you define monitoring policies for the device.
« Notes. Displays notes and attachments associated with the device. You can also edit and create notes.

o Ports. Displays a list of all open ports on the device.
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Processes. Displays a list of system processes running on the device.

Redirects. Allows you to redirect logs entries from an IP-based device to the current device. This is most
useful when the current device is a virtual device.

Relationships. Displays information about parent-child relationships between devices.

Schedules. Allows you to view and manage all the scheduled processes you have defined in your system.
Services. Displays a list of all Windows services enabled on the device.

Software. Displays a list of all the software installed on the device.

Thresholds. Lets you define space and performance thresholds for a device.

Tickets. Displays all open, pending, or working tickets associated with the device.

More. This drop-down lets you select additional tabs to display on the Device Investigator page by clicking
the star icon next to the tab name. You can search for specific items on a tab, such as Device Class, Uptime,
or Category, and the relevant tab will appear in the search results. You can also remove a tab by clicking the
star icon again, turning it from blue to white. Your tab selections are saved and remain in place even after
you log out:

More W
* Investigator % Settings
17 Attributes % Ports
17 Collections ¢ Processes
* Configs Y7 Redirects
* Events % Relationships

TIP: Click the forward-slash button (/) to open the More drop-down. You can highlight search results using the

Up and Down Arrow keys on your keyboard, and select a result by pressing Enter. To close the drop-
down, click the word More.
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Adding Metrics to the Investigator Tab

The [Investigator] tab of the Device Investigator page displays a customizable set of metrics about the selected
device. Each metric controls a list of logs or a widget that displays in the right-hand pane:

<

. panderp-dist-db-discvm-... Info v Last24Hours  ~ ‘Compare Device Report Tools v
Investigator Settings Interfaces Configs Events Collections Monitors Thresholds Processes Software Ports Map Tickets Services ~ Q More v
>
Events sofs 2
Device List Combine Charts ]

panderp-dist-db-discvm-71

o 364 ® Major Tminut -~
s @ Major 1
Events 3 @ Major
Lozs %7 @ Major

VITaLs

CPU Utilization (%) x
Physical Memory Utilization (%) x

2 = =

T, severy MESSAGE TckEr D LAST DETECTED
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v Expand

Latency (s) x
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The list of metrics that appears in the Device List pane depends on the type of device. For most devices, the
following metrics appear by default:

Events. Displays a list of events aligned with this device. In the right-hand pane, you can click the ID or
Message field to view the Event Investigator page for that event. You can also click Events to go to the
[Events] tab for that device.

Logs. Displays a list of the logs for the device, sorted from newest to oldest by default. You can use the
Search field to search device logs for specific event messages, event IDs, date ranges, source types, and
other relevant text for troubleshooting. You can also click on the column headers for Date/Time, Source,
Event ID, Severity, and Message to sort by that column.

Latency. Displays a widget for latency for the device overtime, in milliseconds. Latency means the amount of
time it takes SL1 to communicate with the device.

CPU Utilization. Displays a widget for the total amount of CPU used over time, as a percentage of all
available CPU.

Physical Memory Utilization. Displays a widget for the physical memory usage over time, in percent.
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To add and remove metrics from the [Investigator] tab :

1. Toadd a metric that is not currently in the Device List pane, click the Add a metric field. A list of metrics
appears:

Device List Combine Charts

panderp-dist-ap-discvm-70

var/log/audit

/home

/tmp

Host Resource: Storage : % Storage Used

Llnct Boconren: Staraan - 8 Tatal Starama Llead

2. Select a metric from the list, or type the name of a metric and select it from the list. The metric is added to the
Device List pane, and a corresponding widget appears in the right-hand pane.

3. Some metrics might require you to make additional selections, such as the network interfaces associated with
a device. Click the field and add one or more additional metrics, as needed.

NOTE: You can select up to eight additional metrics per widget.

4. Toremove the widget for a metric from the right-hand pane, click the check mark icon (u) The metric
remains in the Device List pane, but the widget is removed from the right-hand pane.

5. Tocompletely remove the metric and the widget from the [Investigator] tab, click the [Clear] button ( )
for that metric in the Device List pane.
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The Info Drop-Down on the Device Investigator Page

On the Device Investigator page, you can view read-only information about the device in the Info drop-down

<
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The Info drop-down displays the following information for the device:

Using the Device Investigator

Status. The status of the device.

Collecting. Indicates that the device collection is "Collecting" with a green check mark icon ( v ), meaning

SL1 is periodically collecting data from the device, or "Not Collecting" with a prohibition icon ('@ ), meaning
the SL1 is not currently collecting data from the device.

IP. IP address of the device.
Collection Time. Date and time of the most recent collection.

Organization. The organization to which this device belongs. Click the organization name to view a defail
page for the organization.

Uptime. The number of days and hours that the device has been continuously up and communicating with
SL1.

Device Class. Device class for the device. A device class usually describes the manufacturer of the device.

Category. The device category associated with the device. The device category usually describes the
primary function of the device, such as a "server", "switch", or "router".
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« Device Type. Specifies whether the device is a physical device or a virtual device.

o More Aftributes. This lower section lists any custom atiributes that might be aligned with this device.

Comparing Devices on the Investigator Tab

On the Device Investigator page, you can compare the metrics of the current device to the metrics of one or two
other devices.

To compare devices:

1. On the [Investigator] tab of the Device Investigator page, click the [Compare Device] button. The
Compare Device modal page appears:

. X
Compare Device sc
X Type to search devices X Advanced

DEVICENAME 1P ADDRESS caTEGORY cuass ORGANIZATION state

10-64-171-130-CDB 1064171130 SystemEM7 sciencelogic, Inc EM7 Database  East Coast ® Major "

CUCM10-01.ga sciencelogiclo..  100.13.20 UCDevice Cisco Systems CUCM Server System @ Major

Thtexcuz 192168.33.249 SystemEMT ScienceLogic, Inc. EM7 Data Co... System Minor

tonyaio 19216633240 SystemEM7 ScienceLogic, Inc. EM7 All-In-O...  System ® Major

kk-dc01-244 19216833.244 System EM7 ScienceLogic, Inc. EM7 DataCo...  System Minor

kk-hadb02-237 192166.33.160 SystemEM7 ScienceLogic, Inc. EM7 Database  System ® Major

cg-aio 19216633161 SystemEM7 ScienceLogic, Inc. EM7 All-In-O...  System ® Major

iht750jtsurutasciencelogiclocal  192.168.33.163 SystemEM7 sciencel ogic, Inc EM7 AlMn-O_ - System @ Critical

ym_hadr_dbo2 19216833171 System EM7 ScienceLogic, Inc. EM7 Database ~ System © Healthy

YMHADRABOZ 19216833172 System EM7 ScienceLogic, Inc. EM7 Database ~ System © Healthy

ymHAL 192168:33.170 SystemEM7 Sciencelogic, Inc. EM7 Database ~ System Minor

AAAIO-33-177 19216833177 SystemEM7 Sciencelogic, Inc: EM7 Aln-O_ - System @ Critical

YmHADR 192168:33.174 SystemEM7 Sciencelogic, Inc. EM7 Data Co... System @ Healthy

as-61 192168.33.187 System EM7 ScienceLogic, Inc. EM7 All-In-O...  System ® Major

v

2. Select devices from the list and then click the [Choose Devices] button.

TIP: You can also search for a device by typing a device name or other search terms in the Search field at the
top of the list of devices.

3. The selected devices are added to the Device List on the [Investigator] tab, using the same set of metrics
that the current device is using. You can click on the name of an individual device in the Device List to go to
that device's Investigator page. In the right-hand pane, each widget displays the data from all of the devices:

Vitals: Latency (s)

I '\ A
| | A H ,‘\‘.
Al I\ A A A TWL A

\ Ar
AN | R \ Ml
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4. Toremove adevice from a graph, click the device name in the legend on the x-axis of the graph. You can
click the device name again to add the device back to the graph.

5. Toadd more metrics, click the Add a metric field under each device and select the metrics.

6. Toremove a device from the Device List, click the [Clear] button ( ** ) at the end of the device name.

NOTE: You can also combine the charts for all of the devices you are comparing by clicking the Combine
Charts toggle.

Using Device Tools

On the Device Investigator page for a device, you can click the Tools menu to display the Tools panel. The
Tools panel provides access to a set of network tools. The Tools panel lets you to run diagnostics on a device
without leaving the the new user interface.

NOTE: The Tools panel will not display if the user does not have permissions for device tools.

Last 24 Hours hd Compare Device Report Tools v

Avalability Ping Who Is Port Scan Deep Port Scan ARP Lookup ARP Ping Trace Route

H
Zrun again

Portal’)], time = 1.20C-).0?991?'91 . "

Device up: True

*** Second collection pass (retrying failed availability attempts)

Process Completed on Collector

TIP: These tools are the same tools in the Device Toolbox found in the classic user interface.

Using the Device Investigator
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You can access the following tools from the Device Investigator page for a device:

Availability. Displays the results of an availability check of the device, using the port and protocol specified in
the Availability Port and Availability Protocol fields on the [Settings] tab for this device.

Ping. Displays statistics returned by the ping tool. The ping tool sends a packet to the device's IP address (the
one used by SL1 to communicate with the device) and waits for a reply. SL1 then displays the number of
seconds it took to receive a reply from the device and the number of bytes returned from the device. If the
device has an IPvé address, SL1 uses the appropriate IPvé ping command.

Whols. Displays information about the device's IP, including the organization that registered the IP and
contacts within that organization.

Port Scan. Displays a list of all open ports on the device at the time of the scan.

Deep Port Scan. Displays a list of all open ports and as much detail about each open port as the deep port
scanner can retrieve.

ARP Lookup. Displays a list of IP addresses for the device and the resolved Ethernet physical address (MAC
address) for each IP address.

ARP Ping. Displays the results from the ARP Ping tool. The ARP Ping tool is similar in function to ping, but it
uses the ARP protocol instead of ICMP. The ARP Ping tool can be used only on the local network.

Trace Route. Displays the network route between SL1 and the device. The tool provides details on each hop
to the endpoint. If the device has an IPvé address, SL1 uses the appropriate IPvé traceroute command.

Combining Charts on the Investigator Tab

On the [Investigator] tab of the Device Investigator page, you can combine charts to see all of the data in a
single chart. Combining charts displays multiple metric types in one chart.
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To combine charts:

1. On the [Investigator] tab of the Device Investigator page, click the Combine Charts toggle. The
All Metrics chart appears:

panderp-dist-ap-discvm-... Info v Last24Hours  ~ Compare Device Report Tools v

Investigator Settings Configs Events Interfaces Journals Map Monitors Notes Ports Relationships Schedules Services Q More v

< >
A Type to search devicelogs = =

i it Combine Charts
Device List jo T s T e o

panderp-dist-ap-discvm-70

panderp-dist-ap-discvm-70

Logs
v
vias ~ Expand
Latency (5) x
CPU Utilization (%) x All Metrics
Physical Memory Utilization (%) X
FuesvsTEMS
War %

A | IA

Tt ini Tt inmif =
100 20:00 2200 10et 0200 04:00 0500 0&:00 1000 1200 1400 1600

— Vitals: Lateney Vitals; CPU Utlization — Vitals:Physical Memory iilizstion Fs Usiization raar

2. To hide a metric from the All Metrics chart, click the metric label in the legend on the graph's x-axis. You can
click the metric label again to add the metric back to the graph.

Running a Device Report

From the Device Investigator page, you can generate a detailed report on that device. You can specify the
information to include in the report and the format that SL1 will use to generate the report, including HTML, PDF,
XLS, and more.

1. On the Device Investigator page, click the [Report] button in the top navigation bar. The Device Report
modal page appears.

2. From the Select Type drop-down, select the type of report you want to generate. You can select Full Reportto
get all of the metrics, or you can select a single metric for the device, such as Status, Processes, or Health.

3. Inthe Select Format drop-down, select the format for the report. Options include HTML, PDF, DOC, XLS, or
CSv.

4. Click [Create Report] to generate the report.

Overview of the Device Investigator Tabs

The following section provides an overview of how to use the tabs on the Device Investigator page for a selected
device.
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The

Settings Tab

On the [Settings] tab of the Device Investigator page, you can manage your preferences for that device, such as
whether to auto-clear events, accept all logs, run daily port scans, and more.

Click the [Edit] button to change your settings. When you are done making changes, click [Save].

- panderp-dist-ap-discv... Report Tools
Investigator Settings Attributes Collections Configs Events Interfaces Journals Map Monitors Notes Ports Processes Q More v
< >
coLLecTion USER MAINTENANCE
Enable Collection Poll and collect data from this device Enable User Maintenance O Manually suppress creation of new events below your Minimum
Maintenance Severity while this device is under maintenance
Collection Foller Choose which Collector Group will perform discovery and gather data Enable Collection During Maintenance When User Maintenance is enabled, continue to poll and collect data
cuG N from the device from this device
Collection Type Perform discovery using "Standard" (IP address using standard DNS) or
v "DHCP" (perform DNS lookup to get the latest IP address for the device
Standard eachtime ALERTS AND EVENTS
Eventizsk Group together events on this device within the selected time interval,
Every 10 Minutes M rolled up under the highest severity event
MONITORING
Always Create Latency Alert (]  Generate twoseparate alerts when both Availability and Latency
The community string for read-only access to SNMP information on the checks fai, or suppress Latency alert and only generate Availability alert
SNMP Read v device when they both fail
e e Allow Events to Auto-Clear v Disabling this option overrides an event policy's auto-clear setting on
Stinp e The community string for read-and-write access to SNMP information ] this device
none M on the device
Critical Ping
Availability Proocol Disabled . Ping the device and create an event f the device does not respond
uoP . The protocol to monitor that determines if the device is available
Availability Port.
161-SNMP . The port to monitor that determines f the device s available OTHER PREFERENCES
Accept All Logs Save all logs for this device, or save only logs associated with events
Latency Protacol
IcMP . The protocol to monitor that determines latency for the device Daily Port Scans Scan the device for open ports every day
Preserve Device Name Force the name of the device to remain the same, even if the hostname
Latency Port on the actual device is changed
cMp o The port to menitor that determines latency for the device
Disable Asset Update [J  Donotcreate or update an asset record for the device
Auto-Update i‘ed:‘\:’j\-’f‘ this device nightly and update with any changes found on Bypass Interface Inventory []  Discovernetworkinterfaces during re-discovery and during nightly
@ devies auto-discovery
Scan Al IPs Scanfor open ports onall IPs during initial discovery and nightly Dynamic Discovery Automatically assign the appropriate dynamic applications to the device

discovery if the device uses multiple IP addresses during discovery

Set the following collection preferences:

Enable Collection. Select this option to enable collection using the collector group specified in the following

field.
Collection Poller. Select the name of collector group you want to use for collection on this device.

Collection Type. Select the type of collection you want to use on this device. Your options include Standard
or DHCP.

Setthe following monitoring preferences:
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SNMP Read. Select the community string for read-only access to SNMP information on the device.
SNMP Write. Select the community string for read-and-write access to SNMP information on the device.
Availability Protocol. Select the protocol to monitor that determines if the device is available.
Availability Port. Select the port to monitor that determines if the device is available.

Latency Protocol. Select the protocol to monitor that determines latency for the device.

Latency Port. Select the port to monitor that determines latency for the device.

Overview of the Device Investigator Tabs



« Auto-Update. This checkbox specifies whether or not you want SL1 to perform a nightly discovery of the
device and update records with changes to the device. Ifthis field is unchecked, SL1 will not perform nightly
discovery. Changes to the device, including newly opened ports, will not be recorded by SL1.

o Scan All IPs. If the device uses multiple IP Addresses, SL1 will scan for open ports on all IPs during initial
discovery and nightly discovery.

Setthe following user maintenance preferences:

o Enable User Maintenance. Specifies whether the device is in user maintenance mode. User maintenance
is an option that allows a user to manually put a device in to "maintenance mode". During maintenance
mode, for the selected devices, SL1 generate only events with a severity less than the system-wide
Maintenance Minimum Severity sefting. If you select Enabled, the device is putin user maintenance
mode, and the device will remain in this state until you or another user disables user maintenance mode.

« Enable Collection During Maintenance . Specifies whether SL1 will poll the device when user

maintenance mode is enabled. If you select Enabled, SL1 will continue to poll and collect data from this
device during user maintenance mode.

Setthe following alerts and events preferences:

o Event Mask. Specify the time frame for masking events. When a device uses the Event Mask setting, SL1
groups fogether events that occur on that device within the specified span of time.

« Always Create Latency Alert. Select this option to generate two alerts when availability and latency checks
fail. Deselect to generate only an availability alert and suppress latency alers.

« Allow Events to Auto-Clear. Deselect this option to override an event policy's auto-clear setting for this
device.

o Critical Ping. Pings the device and creates an event if the device does not respond. When enabled you can
select between 5 and 120 seconds.

Setthe following device preferences:

o Accept All Logs. This checkbox specifies whether or not you want to keep and save all logs for this device. If
you want to retain only logs associated with events, uncheck this field.

o Daily Port Scans. This checkbox specifies whether or not you want SL1 to perform a daily scan of the device
for open ports.

o Preserve Device Name. If selected, the name of the device in SL1 will remain the same, even if the name of

the actual device is changed. [f unselected, the SL1 name for the device will be updated if the name of the
actual device is changed.

« Disable Asset Update. If selected, SL1 will not automatically create a new asset record for the device or

update the existing asset record for the device. For the single device, this checkbox over-rides any settings
defined in the Asset Automation page (System > Settings > Assets).

« Bypass Interface Inventory. Specifies whether or not the discovery session should discover network
interfaces. Your options include:

o Selected. SL1 will not attempt to discover interfaces for this device during re-discovery and nightly
auto-discovery.
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o Not Selected. SL1 will attempt to discover network interfaces for this device during re-discovery and
nightly auto-discovery using the Interface Inventory Timeout value and Maximum Allowed
Interfaces value specified in the Device Thresholds page.

o Dynamic Discovery. If selected, SL1 will automatically assign the appropriate dynamic applications to the
device during discovery.

The Attributes Tab

Custom Attributes are name-value pairs. You can use custom attributes to add custom descriptive fields fo assets,
devices, interfaces, themes, and vendors. In SL1, you can create and update custom aftributes via the AP, in
configuration Dynamic Applications, and in the Custom Attribute Manager page. Custom affributes can be
used to dynamically define device groups and can be viewed with the custom table widget.

There are two categories of custom atfributes:

o Base Custom Attributes. These custom aftributes are applied to each member of an element type. For
example, a base attribute for devices would be applied to all devices.

« Extended Custom Attributes. These custom attributes are applied individually to one or more members of
an elementtype. For example, you could apply the custom aftribute cisco ios_version only to those asset
records for Cisco devices; you would not want to assign this custom attribute to all asset records.

On the [Attributes] tab of the Device Investigator page, you can view a list of list of custom attributes that are
already aligned with that device, and you can also add and remove extended custom attributes for the device:

1020731 o v e | o

Collections Attributes Settings Investigator Monitors Events Processes Redirects Relationships Schedules Services S¢ Q More v
< >

| = @

B oispLavame VALUE TvPE AL ATTRIBUTETVRE
Serial Number String. 2211001 Extended

string 2019 Extended
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NOTE: Before you can add a custom attribute to a device, you might need to create that custom attribute on

the Custom Attribute Manager page (Manage > Custom Attributes) or on the classic Custom
Attribute Manager page (System > Manage > Custom Attributes). For more information, see
Creating Custom Attributes.

To add and edit custom aftributes for a device on the [Attributes] tab:

1.

4.
5.

Click [Edit] on the [Attributes] tab for the device and click [Add Attribute]. The Align Extended Attribute
window appears.

Complete the following fields:
« Attributes. Select the name of the custom attribute.

« Attribute value. Specily a text or numeric value for the affribute, based on its value type.

Click [Add Attribute]. The custom attribute is added to the list on the [Attributes] tab.
Click [Save].

Repeat steps 1-4 for each additional custom attribute you want to add.

For more information on custom attributes, see Using Custom Attributes.

The Collections Tab

On the [Collections] tab, you can align or unalign Dynamic Applications with this device, enable or disable
collection for the Dynamic Applications, and run a Dynamic Application. You can also update the poll frequency
and change the credential for a Dynamic Application.

To view more information about a Dynamic Application, select that Dynamic Application from the list. An
information pane appears on the right with details about that Dynamic Application and its collection objects and
presentation objects:
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- fh-sl1-ranch-sn1-34 Info ~ Report Tools ~

Investigator Settings Interfaces Configs Events Collections Monitors Thresholds Processes ¢ Q More v
Al »
« EMT7: Asset Information - X
Q. Type to search dynamicApplications = o DR SNMP Config ]
+ Default SNMP Creden

dist-cu-151
o .
NAME TYPE POLL FREQUENCY RUN DYNAMIC APP = Collection O‘]]ECtS 21m
v Discovery Object
) v Baseboard Manufacturer
(® EM7: Asset Information SNMP Config not overridden » Run Now v Basehoard Product Number
v Baseboard Serial Number
v Baseboard Version
Support: File System Snippet Config not overridden B Run Now v BIOS Release Date
v BIOS Vendor
v BIOS Version Number

— ) . . ) Manufacturer
() Host Resource: Configuration Snippet Config not overridden » Run Now Version

v CPU Cache Size

¥ CPUMhz
(O) Host Resource: Storage Snippet Performance not overridden » Run Now v CPU Model

v CPU Vendor

v Swap Memory Free
— v Swap Memory Total
(O Net-SNMP: Swap SNMP Performance not overridden P Run Now v Memory Totol

+ Appliance Manufacturer

v Appliance Manufacturer Model
C) Net-SMMP: CPU SNMP Performance not overridden B Run Now + Appliance Manufacturer Serial

v Appliance Manufacturer Version

~ Presentation Object Vo
(O Net-SNMP: Physical Memary Snippet Performance not overridden P Run Now B Presentation Objects o

TIP: Click the gear icon (“":’I ) in the top left of the Events page and select additional columns as needed,
including Poll Frequency, Run Dynamic App, and Type.

To align a Dynamic Application:

1. Onthe [Collections] tab for the device, click [Edit] and then click [Align Dynamic App]. The Align
Dynamic Application window appears.

2. Click Choose Dynamic Application. The Choose Dynamic Application window appears:
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Choose Dynamic Application

1]
-]

& e vee

AL ST P g sranr g e

cent: Serial Port Performance SNMP Performance

() Avocent: Serizl Port Performance: ACS SNMP Performance

(O AWS Account Discovery Snippet Configuration

() AwsAPI Gateway Service Configuration Snippet Configuration

() AWSAPIGatewa

Snippet Configuration

() AWSsAPIGataway Service Health Snippet Journal

( :j AWS API Instance Configuration Bulk Snippet Configuration

3. Selectthe Dynamic Application you want o align and click [Select]. The name of the selected Dynamic
Application appears in the Align Dynamic Application window.

4. Click Choose Credential. The Choose Credential window appears.

5. Selectthe credential for the Dynamic Application and click the [Select] button. The name of the selected
credential appears in the Align Dynamic Application window.

6. Click the [Align Dynamic App] button. When the Dynamic Application is successfully aligned, it is added 1o

the Collections tab, and a confirmation message appears at the bottom of the tab.

TIP: To unalign a Dynamic Application from a device, click the [Actions] button (=) for that Dynamic
Application and select Unalign Dynamic App.

7. Torun the new Dynamic Application immediately, click the [Actions] button (=) for that Dynamic Application
and select Run Now. You can also select Run Now from the [Actions] button (=) on the information pane for
the Dynamic Application.

TIP: To enable or disable all collection for a Dynamic Application, click the [Actions] button (=) for that
Dynamic Application and select Enable Collection or Disable Collection as needed. When you unalign a
Dynamic Application, you also delete the data it has collected.

After a Dynamic Application is aligned with a device, you can select that Dynamic Application fo see the status of its
collection obijects. The following icons represent the different collection object statuses:
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Status

Found and collecting

Found and not collecting

Not found and collecting

To change the poll frequency and collection status for a Dynamic Application:

1. On the [Collections] tab for the device, click [Edit] and select the Dynamic Application you want to update.
The information pane for the Dynamic Application appears.

2. From the Poll Frequency drop-down, select how often you want the Dynamic Application to poll the device.
Your options range from 1 minute to 24 hours, or you can select not overridden to not change the frequency.

3. You can also disable collection for individual collection objects and presentation objects by clicking the
[Actions] button (=) for an object in the information pane and selecting Disable Collection. Start collection
for a disabled object by clicking the [Actions] button (=) and selecting Enable Collection.

TIP: You can also use the information pane to change the credential aligned with this Dynamic Application.
Click the name of the credential at the top of the information pane and select a different credential from
the Choose Credential window.

4. Click [Save].
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The Configs Tab

On the [Configs] tab of the Device Investigator page, you can view configuration information that has been

collected from the device by Dynamic Applications. All objects of type "config" are included on the [Configs] tab.

Usually, "config" objects contain static information about hardware and configuration settings, such as serial

numbers, version numbers, and hardware status.

76095-NPE3.cisco.com Info v

Investigator Interfaces Configs Events Collections

DYNAMICAPPS 1)

9 VLAN Information

VIANMTY VLANNAME VLANTYPE

. . 1500 default
Cisco: Environmental Status
1500 VLANO110

1500 VLAND120

Cisco: VLAN Configuration 1500 VLAND130
1500 fddi-default rddi

1500 token-ring-default tokenRing
CollectionGroup[0]

VLAN Information VTP Statistics

VTP Statistics

166526 169849 108538 68935 35231
Cisco: FRU Control Configuration
BGP Peers

OSPF Neighbors Configuration
Cisco IPSLA Configuration

Module Status

Entity Configuration

MODELNAME NAME ADMINSTATUS OPERATIONSTATUS

7600-ES+4TG3CKL module3 Enabled ok

VIANSTATE

operational

operational

CONFIGDIGESTERRORS ~ CONFIGREVNUMBERERF INADVERTREQUESTS  INSUBSET ADVERTS INSUMMARY ADVERTS  OUT ADVERT REQUESTS

168572

STATECHANGE REASON

OUTSUBSET ADVERTS

STATUS TRANSITION TIME

Tools v

Q More v

OUTSUMMARY ADVERTS

136132

SERIAL NUMBER

JAE1340K3IQ 2

The pane on the left displays a list of Dynamic Applications associated with the device. To view the configuration

data collected by a Dynamic Application, select it from the Dynamic Apps section on the left.

You can enable change detection for an object in the in the Collections tab (System > Manage > Dynamic

Applications > Create/Edit), in the Change Alerting field. If an object's value has changed, it will be underlined
on the Configuration Report page. You can then click on the object’s value in the Configuration Report page

and view a list of historical values for the object. Any configuration data that has changed since the last time you

visited this tab displays as underlined.

The data displayed on this tab is read-only.
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The Events Tab

On the [Events] tab of the Device Investigator page, you can view a list of events for the device:

- SF-AlO-BRANDON-27 Info w Report Tools

Investigator Interfaces Software Collections Attributes Monitors Events Journals Services s Q More v
3
Active events - Q Type to search deviceEvents = &
-ﬁ D~ SEVERITY & MESSAGE AGE TICKET ID COUN... LASTDE TICKETE EVENTS EVENTNOTE ACKNOWLEDGE CLEAR
36749 Minor Network laten eeded threshold: No Respon... 23 hours 50 mii 287 12 secor - Internal v Acknowledge X Clear

36748 @ Major Devics

™ View Event
iled Awailability Check: UDP - SNMP 23 hours 50 mit 287 12 secor - Internal
Edit Event Note
Create External Ticket
View Event Policy

Suppress Event for this Device

Click the Select Columns icon ( o ) to add or remove columns to the table, such as Ticket ID, Last Detected,
Ticket External Reference, and Age.

You can toggle between Active events and Cleared events by using the drop-down to the left of the Search field.
On this tab you can also acknowledge and clear an event if you have permission for those actions.

TIP: To view the Event Investigator page for an event on this tab, click the linked text in the ID or the
Message column, or click the Actions button (=) for that event and select View Event.

Clicking the Actions menu ( ) nextto an event gives you the following options, based on your permissions:

« View Event. Navigates to the Event Investigator page for that event.
« Edit Event Nofe. Lets you update the Note associated with this event.

« Edit Ticket. Opens the Ticket Editor in SL1 if you are using SL1 for your ficketing.
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o Create External Ticket. Creates a new ticket for the event if you are using an external ticketing system instead

of SL1.

« View Event Policy. Opens the Event Policy page for the policy aligned with this event.

o Suppress Event for this Device. Suppresses the current event on the current device. When you suppress an
event, you are specifying that in the future, if this event occurs again on the same device, the event will not

appearin

o View Automation Actions. Displays a log of automations that have occurred for that event. This option is

hidden if the event does not have any automation actions aligned to it.

The Interfaces Tab

On the [Interfaces] tab of the Device Investigator page, you can view information about the various interfaces
used by the device, including Port, Hardware Description, MAC Address, Connection Speed, and other details for

each inferface.

SF-AIO-ERAMIREZ-25 Report Tools v Edit

Collections Journals Investigator Software Settings Monitors Processes Services Relationships Events Interfaces Notes Schedules Q More v

The data displayed on this tab is read-only.

The Interfaces tab displays the following for every interface used by a device:

« Interface Name. The name of the network interface. You can open the Interface Properties page in a

pop-up window by clicking the interface name from the list.
« Alias. The name assigned by SL1 to the inferface.

e Port. Port of the interface.

« Hardware Description. Description of the network interface. Usually a description of a network-interface

card.

o MAC Address. Short for Media Access Control Address. A unique number that identifies the interface. MAC

Addresses are defined by the hardware manufacturer.

« Connection Speed. The amount of data per second that can pass through the network inferface.
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« Collection State. Specifies whether the platform monitors the network interface and collects data from the
network interface for reports. Can be either Disabled or Enabled.

« Admin Status. Specifies how the network interface has been configured on the device. Can be one of the
following:

o Up. Network inferface has been configured to be up and running.

o Down. Network interface has been purposefully disabled.
« Operational Status. Specifies current state of the network interface. Can be one of the following:

o Up. Network inferface is transmitting and receiving data.

o Down. Network interface cannot transmit and receive data.

o Collection Rate. Specifies how often SL1 collects data from the interface, in minutes.

o Collect Errors. Specifies whether SL1 will collect data on packet errors on the inferface. Packet errors occur
when packets are lost due to hardware problems such as breaks in the network or faulty adapter hardware.

o Collect Discards. Specifies whether SL1 will collect data on interface discards. Discards occur when an
interface receives more traffic than it can handle (either a very large message or many messages
simultaneously). Discards can also occur when an inferface has been specifically configured to discard. For
example, a user might configure a router's interface to discard packets from a non-authorized IP address.

o Alerts. Specifies whether SL1 will generate events for the interface. When disabled, the inferface is
monitored, but events are not generated for the inferface.

o Rollover Alerts. Specifies whether SL1 will generate an event when the counter for the inferface rolls over.

« Interface Index. A unique number greater than zero that identifies each interface on a device. These
numbers are defined by the device.

Clicking an Interface Name opens the Interface Properties page for that interface:

For Interface [ 1] Report Furge Resat Guide
[Edifing: ens32] v

Properties. Thresholds

Interface Name | ens32

Port Description | ens32
MAC Address |00:50:56:85:62:06 / Vmare:
1ANA Type | ethemelCsmacd [5]
Speed & Counter 1000 Mbps. [Counter 64]
Position & Ifindex | 2/2

Admin/Oper Status |Up/ Up
TCP IP Address | 10.2.2325 255.255.255.0 [10.2.23.0]

e tame DisaieDiscoery Nare Updas
e T
oo lens32
Interface Tags | I
Interface Speed (1000000000 Disable Interface Speed/Counter Type Update
Linked-Device [ [ None | v]
Linkeg-Interface | v|&
Collect State / Frequency | [Enabled] ¥ |1[ 15 Min] v ]&
Alerting / Rollovers | [Enabled] ¥ | [ isabled] v | &
Event Severity Adjust [ [ Default Severity | v]
Errors / Discards | [Disabled] v |/ [Disabled] v &
pacets e
Measurement / Percentile | [Wiegal v )4 v )&

Display on Summary (7]

Emissay [ gisorg) L)
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For more information about the Interface Properties page and creating a monitoring policy for an interface, see
the Monitoring Interfaces section.

The Journals Tab

The [Journals] tab of the Device Investigator page displays journal entry information collected from the device
by journal Dynamic Applications. All information from Dynamic Applications of type journal are included in the

Journal View page. Journal Dynamic Applications store information in log format; for example, telephone calll
records or access logs.

For details on the Journal View page, see the Snippet Dynamic Application manual.
The Map Tab

The [Map] tab in the Device Investigator page displays a map of the device and all of the devices with which the
device has relationships.

SILO.qga.sciencelogic.local Info v

Investigator Configs Events Interfaces Settings Map Q More v

(1 ]+]

(m
aa

For more information, see the Maps manual.

The Monitors Tab

On the [Monitors] tab of the Device Investigator page, you can define monitoring policies for a device.
The Monitoring Policies page allows you to define policies that monitor:

« System processes. Monitors the device and look for the specified system process.

o Domain-name availability and lookup speed.Monitors the availability and lookup time for a specific
domain-name server and a specific record on a domain name server.

o Email round-trip speed. Monitor the amount of time it takes to send an email message from SL1 to an
external mail server and then back o SL1.
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o SOAP and XML transaction speeds. Monitors any server-to-server transactions that use HTTP and can post
files or forms. (for example, SOAP/XML, email, or RSS feeds). Periodically, SL1 sends a request and some
data and then examines the result of the transaction and compares it to a specified expression match.

o TCP/IP port availability. Monitors ports for availability every 5 minutes. If a port is not available, SL1 creates
an event. The data gathered by the port policy is used to create port-availability reports.

o Web-content availability. Monitors a website for specific content. SL1 will periodically check the website for
specified content. [f the content cannot be found on the website, SL1 will generate an event.

o Windows services. Monitors the device and look for the specified system process.

NOTE: All these monitoring policies can generate events. SL1 uses the data collected by these policies to
create performance reports and graphs.

The Notes Tab

On the [Notes] tab of the Device Investigator page, you can view a list of all comments and aftachments
associated with the device properties. You can create a new note by selecting the [Notepad Editor] button in the
Notes & Attachments page or Notepad Editor from the [Actions] menu. For more details, see the section on
Adding a Note to a Device.

E fh-sl1-ranch-mc-40 Info Tools _

Investigator Configs Events Interfaces Settings Map 77 Notes Q More ~

1) Date [2019-04-15 22:08:22] | User [em7admin] | Address [10.128.39.78] &

This is a note.

The Ports Tab

The [Ports] tab in the Device Investigator page displays a list of all open ports on a device. Every night, SL1 scans
all the ports of each managed device. If any new ports are opened, SL1 adds the port to the list in the Port Security
page.
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SILO.qga.sciencelogic.local

Investigator

Configs

Events

Port Security | Port Scan Results

Intarface |7
1051008
105.100 8
. 1051008
1051008
105100 8
. 10.5.100.8

T

Info ~
Interfaces Settings
Port Numbar Servica Protoco
TR -
0 hitp TCP -
111 sunipe TCP ||=
443 hitps TP @
10000 snet-sensor-mgmt TCP -
30000 TP -

Map

¥7 Ports

TUGIS b

Q More v

Guide

Refresh

Cer Expiration

2016-04-27 10-10-44

The Processes Tab

The [Processes] tab in the Device Investigator page displays information about the processes running on the

device. A process is a program that is currently running on a monitored device or has been run in the past and is
currently idle. Sometimes a process is called a task.

To keep your device running efficiently and to maintain security, the System Processes page helps you manage

processes on your device. The System Processes page allows you to easily view details about each process

running on the device.

Configs

Collections

€3850-1.cisco.madlad Info

Investigator  Settings  Interfaces  Events  Monitors

Q

& erocesswave prm— oA -
stemd switched-root ~system ~deserilize 22

Kthreadd

ksoftirqd/0

Kworker/0:0H

migration/0

reubh

reu_sched

Iru-2dd-cdrain

watchdog/0

Kdevtmpfs

Khungtaskd

writeback

Kintegrityd

bioset

Processes

Ports Redirects

Software

MEMORY

RUN STATE «

Runnable

Runnable

Runnable:

Runnable:

Runnable

Runnable

Runnable

Runnable

Runnable

Runnable

Runnable

i =

MONITORED.

Disabled

Disabled

Disabled

Disabled

Disabled

Disabled

Disabled

Disabled

Disabled

Disabled

Disabled

Disabled

Disabled

Disabled

Disabled

Q More v

= @
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The Redirects Tab

On the [Redirects] tab of the Device Investigator page, you can redirect log entries from an IP-based device to a
virtual device. For details on virtual devices, see the chapter on Virtual Devices.

fh-sl1-ranch-mc-40

Investigator Configs Events Interfaces Settings Map 77 Redirects Q More v

Redirect Policy Editor

Source Device | [Select Device] v J

Expression Match | | J
Active State [[Enabled] ¥ | ]

Redirect Policy Registry

There are no redirect policies aligned with this device.

The Relationships Tab

The [Relationships] tab of the Device Investigator page displays information about parent-child relationships
between devices. For details on device relationships, see the chapter on Defining Device Relationships.

67 Overview of the Device Investigator Tabs



Investigator Configs Events

Device Relationships

Component Mapping
Parent Device: g SILO 02 sciencelagic local

Interfaces Settings Map

Tﬂ(]ls i

¥7 Relationships

Actions

Component Mapping
Child Device: EgSILO_NFS/volSILO_NFS_root

Child Device: ﬁS\LD_NFS.NDIdGM\]dENFS

Q Mare v

Guide

The Schedules Tab

On the [Schedules] tab of the Device Investigator page you can manage all the scheduled process you have
defined in your system. You can define scheduled tasks for a number of things, such as backup management,

dashboards, devices, and Run Book Automation policies. For details on scheduling maintenance for a device, see

the chapter on Maintenance.

n fh-sl1-ranch-sn2-35 Info v

TOOIS B

[ [Select Action]

Investigator Events Interfaces Settings Map v Schedules Q More v
Schedule Manager | Schedules Found [1] Create Reset
Schedule Schedule Eventsch i Durat Recurrence Organizatio Visibil Enable
Summary Descripion 1D 0 Context Timezone Start Time ion  Interval End Date Last Run Owner M
[ - | ) |- ] ) i
1. #Example Sc - 1 - Devices America/h 2019-04-16 12:00:00 3514 Every 3rd - - em7admir System  Qrga Yes

g o ]
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The Services Tab

The [Services] tab in the Device Investigator page displays a list of all Windows services enabled on the device.
Windows Services are long-running applications. These applications typically do not have a user interface or
produce any visual output. Any messages associated with the service are typically written to the Windows Event
Log. Services can be configured to start automatically when the computer is booted. Services do not require a

logged in user in order to execute.

To keep your device running efficiently and to maintain security, the Windows Services page helps you manage
services on your device. The Windows Services page allows you to easily view details on all the services running

on the device.

- WorkflowSouscriptionE... Info ~ Edit
Investigator Settings Configs Collections Events Interfaces Moni  Q More v
»
Windows Services | Services Found [0] [ Gude | Refesn |
| search
There Are No Registered Services For This Device.
Plesse mske sure the device has an agent that sllows service cafaloging

The Software Tab

The [Software] tab in the Device Investigator page displays a list of all the software installed on the device. If

possible, the installation date is also displayed.
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- SF-AlO-BRANDON-27 Info ~ Report Tools v

Collections Journals Investigator Configs Software Settings Monitors P Q More v

1 - 3

Q = o

'ﬂ-NAME - INSTALL DATE ~
dejavu-fonts-common-2.33-6.el7 Feb 6, 2019, 6:04 PM -
em7-insight-common-8.12.0-442 Feb 6, 2019, 6:04 PM
fontpackages-filesystem-1.44-8.217 Feb 6, 2019, 6:04 PM
grub2-commen-2.02-0.76.03.€17 Feb 6, 2019, 6:04 PM
liberation-fants-common-1.07.2-16.&l7 Feb &, 2019, 6:04 PM
libgee-4.8.5-36.0.1.el7 Feb 6, 2019, 6:04 PM
redhat-release-server-7.6-4.0.1.el? Feb 6, 2019, 6:04 PM
bind-license-9.9.4-72.¢l7 Feb 6, 2019, 6:04 PM
ananathen mea 442 0709 Eab & “NA0 £NA DRA T

The Thresholds Tab

On the [Thresholds] tab of the Device Investigator page, you can define usage and performance thresholds
and data retention thresholds for a device. When these thresholds are exceeded, SL1 will generate an event for
the device. For details on device thresholds, see the chapter on Thresholds and Data Retention.

SILO.qga.sciencelogic.local

Investigator Configs Events Interfaces Settings Map v¢ Thresholds Q More v
Device Thresholds Actions Reset Guide

Dynamic App Thresholds | NetApp: Cache C-Mode
Raw Data Retention b . . m a2 7ldays | [Default. 7]

Dynamic App Thresholds | NetApp: Cache C-Mode Volume Snapshot

Ravs Data Retention b i o 0 i 7| days [Default: 7]
Dynamic App Thresholds | NetApp: Cache vServer Node C-Mode
Ravr Dala Retention| yj i e . | 7] days [Default 7]
Save
Dynamic App Thresholds | NetApp: Cluster Configuration C-Mode
Raw Data Retention _ . - - | 7| days [Default: 7]

Dynamic App Thresholds | NetApp: Cluster Logical Interface Config C-Mode
Raw Data Retention b o o 0 | 7] days [Default: 7]

4
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The Tickets Tab

The [Tickets] tab in the Device Investigator page displays all tickets associated with the device. This page
displays critical information about each ticket. If you require more detail, you can access theTicket Editor from this

page by clicking on the ticketing icon (E’) For details on creating fickets, see the manual Ticketing.

. brms-prd4-02-8400-aes Info v Tools +

Investigator Configs Events Interfaces Settings Map 77 Tickets Q More v

Ticket History | Top Tickets

Active Tickets [Open / Pending | Working]
aniza

Ticket 10 CQueus Status
Gl 1 AssetManagement Open I3

I Sev 1/ Critical

Working with Device Classes

Each device in SL1 is associated with a device class. Typically, device classes map to a make/model pair, such as
Product Name / Model Number. SL1 includes already-defined device classes for the most popular hardware.
When possible, SL1 automatically assigns each discovered device to an existing device class.

Device classes determine:

o How devices are represented in the user inferface.
o Whetherthe device is a physical device or a virtual device.

o How managed devices are discovered with the discovery tool.
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On the Device Classes page (Devices > Device Classes), you can view a list of existing device classes in SL1.

X Advanced
o | oevicecuass Tvee DEVICE CATEGORY
"
Digi International OEM physical Unknown
Cisco Systems Nexus Fabrics Container ‘component Network Modules
B LinuxRed Hat Enterprise physical Servers.
© CiscoSystems UC 520M-48U-8BRIW physical Telephony
W CiscoSystems ASA5545-K7 physical Network Firewall
Cisco Systems CE 7341 physical Servers
Cisco Systems ESR 940RA physical Network Router
© netscout systems Probe3220 physical Network Probes
© Ciscosystems ASA 3580 physical Network Firewall
F5 Networks, Inc. BIG-1P physical Network Balancers
Cisco Systems IGX 8430 physical Network Switches
3Com US Robotics ADSL 812 physical Network Modems
Cisco TelePresence CTS-TX9000 physical VideoTelePresence
Cisco Systems 76035 physical Network Router
Cisco Systems WAE 7326-K9 physical Netwaork Services
HP ProCurve Switch 4104GL physical Network Switches
Cisco Systems UCS-EN120E-54 physical ServerRackUnit
Cisco Systems 1861E ISR G1 physical Network Router
Cisco Systems Probes704 physical Network Probes
Cisco Systems ONS-15501-DC physical Network Repeaters
NetScout Systems Probe7504 physical Network Probes
v

TIP: Click the Choose Columns icon ( o ) to enable the Vendor and Model columns in the Device
Classes page.

To assign a device class to a device:

1. Gotothe Devices page and select the device to which you want to assign a device class.
2. Onthe Device Investigator page, click [Edit].

3. Click the Info drop-down and click the Device Class field. The Select a Device Class window appears:
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Select a Device Class o
Q = @
-ﬁ DEVICE CLASS DEVICE CATEGORY TYPE
'C:j' Digi International OEM Unknown physical
'C:j' Cisco Systems Nexus Fabrics Container MNetwork.Modules component
Ii:jl Linux Red Hat Enterprise Servers physical
'C:j' Cisco Systems UC 520M-48U-6BRIW Telephony physical
Ii:jl Cisco Systems ASA 5545-K7 MNetwork Firewall physical
'C:j' Cisco Systems CE 7341 Servers physical
'C:j' Cisco Systems ESR 5940RA Network.Router physical
'C_j' MetScout Systems Probe3220 Metwork. Probes physical -

4. The Select a Device Class window displays a searchable list of available device classes, and the category
and type for each class. Select the device class you want to assign, then click the [Set Class] button.

5. Click the [Save] button on the Device Investigator page fo save your changes.

Working with Device Categories

A device category is a logical categorization of a device based on the primary function of the device, such as a
"server", "switch", or "router". SL1 uses device categories to group related devices in reports and views.

Device categories are paired with device classes to organize and describe discovered devices. The device class

usually describes the manufacturer. The device category describes the function of the hardware. Each device class
can include a device category.
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On the Device Categories page (Devices > Device Categories), if you have the proper permissions, you can
view a list of existing device categories, create and edit device categories, and duplicate device categories. You

can also assign an icon to a specific device category, and those icons will appear on the Device Categories page.

The icons also appear on Maps as well as Device Investigator, Service Investigator, and Application Investigator

pages.

o CATEGORY NAME

Cloud

© ClovdAccount

W CloudAppservics
Cloud AvailabilityZane

il CloudBigbata
Cloud Compute
Cloud Database
Cloudiaas
CloudLocation
CloudNetwork
Cloud Region
Cloud Senvice
CloudStorage
Enviranmental CATV
Enviranmental HVAC
Environmental PDU
Environmental Security
Environmental UPS
Environmental Utility
Environmental Video

Network Access

LASTEDITEDEY

em7admin

em7admin

em7admin

em7admin

em7admin

em7admin

em7admin

em7admin

em7admin

em7admin

em7admin

em7admin

em7admin

em7admin

em7admin

em7admin

em7admin

em7admin

em7admin

em7admin

em7admin

LASTEDITED

Sep 24,2018, 3:24 PM

5ep 24,2018, 3:24 PM

Sep 24,2018, 3:24 PM

Sep 24,2018, 3:24 PM

Sep 24,2018, 3:24 PM

Sep 24,2018, 3:24 PM

Sep 24,2018, 3:24 PM

Sep 24,2018, 3:24 PM

5ep 24,2018, 3:23PM

5ep 24,2018, 3:24 PM

5ep 24,2018, 3:24 PM

5ep 24,2018, 3:24 PM

5ep 24,2018, 3:24 PM

Sep 24,2018, 3:24 PM

Sep 24,2018, 3:24 PM

Sep 24,2018, 3:24 PM

Sep 24,2018, 3:24 PM

Sep 24,2018, 3:24 PM

Sep 24,2018, 3:24 PM

Sep 24,2018, 3:24 PM

Sep 24,2018, 3:24 PM

EECEUEEl  Create Device Category

To create a new device category:

1. On the Device Categories page (Devices > Device Categories), click the [Create Device Category]
button. The Add New Category window appears:

Add new Category

ICON

EDIT USER

EDIT DATE

ESC
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2. Inthe Category Name field, type a name for the new device category.

3. Toadd an icon for the new category, click the Browse area to select an existing icon from the Select an lcon
window.

TIP: f an icon includes a tag, you can search for that icon by typing some or all of the tag text in the Search

field.

4. Onthe Add New Category window, click the [Save Category] button. The category is added to the
Device Categories page.

To duplicate a device category:

1. On the Device Categories page, locate the device category that you want to duplicate.

2. Click the Actions button () for that device category and select Duplicate.

3. Aduplicate of that device category will appear with the word "copy" appended to the original name. Click on
the name of the device category to edit the category name.

To edit a device category:

1. Onthe Device Categories page, locate the device category that you want to edit.
2. Click the name of the device category to open the category details page.

3. You can editthe Category Name and Icon. When you are finished making changes, click the [Save
Category] button.
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Assigning lcons to Devices, Device Classes, and Device
Categories

To assign an icon to a device, device class, or device category:

1. On the Devices, Device Classes (Devices > Device Classes), or Device Categories (Devices >

Device Categories) pages, locate the device, device class, or device category for which you want to add an

icon.

2. Click the Actions button (=) for that item and select Assign Icon. The Select an lcon window appears:

Select an lcon (6) x

ESC
X Advanced Add Icon

O

Apache Cloud Aws EC2 EBS Volume EBS VPN_GATE...

Cancel

TIP: To assign more than one device, class, or cateogry fo an icon, select the checkboxes to the left of those
devices and click Assign Icon in the blue bar at the botfom of the screen.

3. Touse an existing icon, select that icon from the list of icons and click the [Select Icon] button.

TIP: lf an icon includes a tag, you can search for that icon by typing some or all of the tag text in the Search

field.

4. Toupload an icon from your local drive, make sure that the image file meets the following criteria:
o The image file should be in .SVG format.
o The file should not be larger than 40 KB.
o The file should not be animated.

« The file should not contain bitmaps
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5. Tostartthe upload process, click the [Add lcon] button. The Add an lcon window appears:

77

Add an lcon x

ADD TAGS

#

i Browseor |
Drop

REUSE TAGS

icons must:
i BeSVGformat

i Benomore than 40kb
i Notbe animated

i

Mot contain bitmaps

Cancel

In the Icon name field, type a name for the icon you want fo upload.

In the Add Tags field, type a short descriptor for the icon, without spaces. You can use this tag for searching
later.

You can click the Browse or Drop area fo browse for and select the icon, or you can drag and drop the icon
file onto the Add an Icon window.

Click the [Add lIcon] button. The icon is added to the Select an lcon window.

Click the [Select Icon] button to add the icon to the selected item on the Devices, Device Classes, or
Device Categories pages.
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Chapter

Using the Device Manager Page

Overview

After running discovery for the first time, you can view the list of discovered devices on the Device Manager page
(Devices > Device Manager).

NOTE: The list of devices on the Device Manager page matches the list of devices on the Devices page, but
the Device Manager page includes additional functionality, which will be covered in this chapter.

Use the following menu options to navigate the SL1 user interface:
« Toview a pop-out list of menu options, click the menu icon (E)
« Toview a page containing all of the menu options, click the Advanced menuicon ( ).

This chapter includes the following fopics:

Viewing the List of AllDeVICes ... ... . L 79
Generating a Report for Multiple Devices ....... ... 89
Generating a Report fora Single Device ......... .. . . 91
Viewing the List of Component Devices .......... ... L 93
Bulk Actions in the Device Management Page ... . .. .. ... 99
Bulk Actions for Component Devices ... ... .. 101
Bulk Merging and Unmerging of Devices ... ... .. . il 102
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Viewing the List of All Devices

After running discovery for the first ime, you can view the list of discovered devices in the Device Manager page.

To access the Device Manager page, go to Devices > Device Manager (or Registry > Devices > Device
Manager in the classic user interface):

Device Manager | Devices Found [88] TR HERES SasE R [Shcions | Repart . Resel | Guide |

evice Name » 2 Caegory De s Jalls Orgsnization
Wl I || E— || —

1B g 1064-171-130-C08 w1054 171 130 SystemEM7  Sdencelogic, Inc. | EM7 Datshase 1 System moRd <
P ] 75005 NPE3 o500 com 1020731 Network Router  Gisao Systems | 78065 2 syem == s pmem CoSNMPZ-EV2  No mERE v
2P Al AAAIC-33ATT W 102.162.32.477 SystemEM7  Sdencelogie. Inc. | EM7 All-n-One 13 System & cue Aetive EM7Default V3 V3 Ne MERT v
ERE Y p——1 wiozise SysemEM7  ScienceLogic, Inc. | EM7 Alkin-One 20 Sysem == L cue Active EMTDeRutV2 V2 No mEed v
5P i Automation-system1-110 W 10215110 SystemEM7  SdenceLogic. Inc. | EM7 All-in-One 72 System = 1 cus Unavailabie EM7Defaut V2 V2 Na MmO v
8. P g Automation_GM_8x_10215111 W 10245111 SystemEM7  Sdencelogie. Inc. | EM7 All-n-One T System [ el Unavailztie EM7DefautVZ V2 Ne MERT v
7. P gl ayoung-dist-cu-251 w1z7.001 SysemEM7  ScienceLogic, Inc. | EM Data Collector 2 Sysem M 0 Cue hcive EM7Defauk V3 V3 N mEeD v
2 P gICE84R033205 w152 188,33 205 SystemEM7  Saencelogi Inc. | EM7 Alin-One 25 system @ 5 cus setive EM7DerutV3 V@ No mXRd ¥
2. P AICEEEAI033204 W 102.162.3320¢ SysemEM7  Sciencelogie. Inc. | EM Allin-Gne 24 Sysem [ T Active EM7Defauk V3 V3 No myed v
10 P gcg-aic w 10218232181 SysemEM7  ScienceLogis, Inc. | EM7 Allin-One 2 Sysem W 1 cue Acive EM7DefaukVE V2 No mEReI v
T8 ) CUCMIC01 o3 ssisnceicgic iocsl w001z UC Devica Cises Systams | CUCH Server 3 Symem @ 5 cus fetive SNMPPUBIEVZ V2 No WERI v
12. @ D81 w 15218233210 SysemEM7  Seiencelogic. Inc. | EM7 Datsbase 22 Sysem W 5 cus Unavailzbie EM7Defauf V3 V2 No myed v
12, P 082 10216233222 SysemEM7  ScienceLogic, Inc. | EMT Database 41 Sysem W 1 cue Unavailabie EM7DefaukVE V2 No mEReI v
14, g EMT-HADR-CLO w152 16833147 SystemEM7  Sdencelogic, Inc. | EM7 Data Gollector 8  System w1 cus fmis EM7Defsu V3 V3 No mORd <
15 B flemT-hadrdbi w1e2.18233141 SysemEM7  Seiencelogic. Inc. | EM7 Datsbase 24 Sysem W 5 cus Active EM7Defauf V3 V2 No myed v
16, B e hadr b2 10216233140 SysemEM7  ScienceLogic, Inc. | EMY Database 25 Sysem W 1 cue Acive EM7Defack V3 V2 Mo mEed v
7 P gfeTsio w192 158 23 180 SystemEM7  Sdencelogic, Inc. | EM7 Albin-One 19 System = & cue fmis EM7Defsu V3 V3 No moRd v
12, P dfjemac W 10845818 SystemEM7  Sdencelogic. Inc. | EM7 All-n-One a7 Sysem = 5 cus Aetive EM7Default V3 V3 No mEI
12, P f garydbsoo W 102.162.32.120 SystemEM7  Sdencelogic. Inc. | EM7 Database &1 System [ el Aetive EM7Default V3 V3 Ne MERT v
0. B jgmsiackdl 10215100 SystemEM7  ScienceLogic, Inc. | EM7 All-in-One. €0 WestCoast @D o cue Unavailstie EM7Default V2 V2 No mEvI v
21§ ggwsiacoz wi0215101 SysEmEM7  Ssencelogic, Ine | EMT AlinGne 52 EastCoast @ 5 cus Unavailznie EMTDefaulVZ V2 Mo WERd v
2. P glgmsiackns w 10215102 SysemEM7  Sciencelogie. Inc. | EM Allin-Gne 62 Sysem [ T Unavailzbie EM7DefaukVZ V2 Mo myed v
2. P fomsiackDs »10215102 SysemEM7  ScienceLogic, Inc. | EM7 All-n-One 81 Sysem [ T Unavailzoie EM7Defauk V2 V2 No mEeD v

24 @ .fametackDs m10215.104 System EMT Seiencelogic, Inc. | EM7 All-in-One e3 Systam [ T Unsvailasie EMT Default V2 2 Ho mMERT « 7

([Eefest Aeter] ial oo W

The Device Manager page displays the following information about each device:

TIP: To sort the list of devices, click on a column heading. The list will be sorted by the column value, in
ascending order. To sort the list by descending order, click the column heading again.

« Device Name. Name of the device. For devices running SNMP or with DNS entries, the name is discovered

automatically. For devices without SNMP or DNS entries, the device's IP address will appear in this field.

« Device Hostname. For devices that are discovered and managed by hostname (instead of IP address), this

field displays the fully qualified hostname for the device.
o IP Address. The IP address of the device.

« Device Category. The category assigned to the device. Categories include servers, routers, switches,

firewalls, and printers, among others. The category is automatically assigned during discovery, at the same

time as the as Device Class/Sub-Class.

« Device Class/Device Sub-Class. The manufacturer (device class) and type of device (sub-class). The
Device Class/Sub-Class is automatically assigned during discovery, at the same time as the Category.

o DID. Device ID. This is a unique number automatically assigned to the device by SL1.

o Organization. The Organization to which the device is assigned.
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o Current State. Condition of the device, based upon events generated by the device. Condition can be one
of the following:

o Ciritical. Device has a serious problem that requires immediate aftention.
o Major. Device has a problem that requires immediate aftention.
o Minor. Device has a less-serious problem.

o Notice. Device has an informational event associated with it.

(e}

Healthy. Device is running with no problems.

NOTE: The appearance of the Current State field depends upon value in the Show Severity Badges field
in your user preferences. If the Show Severity Badges field is enabled, the value in the Current
State column will be displayed as a color-coded badge. If the Show Severity Badges field is not
enabled, the value in the Device Name column and the value in the Current State column will be
painted with the severity color.

« Collection Group. Specifies the collector group to which the device belongs. Collector Groups are defined
in the Collector Group Management page (System > Settings > Collector Groups) and specify a primary
Data Collector and an optional failover collector. A Data Collector server is the appliance that gathers data
from the device. For All-In-One Appliances, this field displays only the built-in Collector Group (and any
virtual Collector Groups).

o Collection State. Collection state can be one of the following:
o Active. SL1 is collecting data from the device.

o Unavailable. SLT cannot connect to the device, and will not collect data from the device until the
device becomes available.

o Disabled. SL1 is not currently collecting data from the device.
o Component Vanished. The component device has vanished, i.e. is not currently being reported by its

root device. SL1 cannot collect data from the device at this time.

o SNMP Credential. Primary credential used by SL1 to retrieve SNMP information about the device.

NOTE: Your organization membership(s) might affect the display in the SNMP Credential column. For
details, see the Discovery and Credentials manual.

o SNMP Version. The version of SNMP used by the SNMP Credential.

o SLAgent. Indicates ifthe SL1 agent is installed on the device. If the agentis installed on the device, see
SL Agent column displays a gear icon that can be used to access agent settings. For more information about
editing Agent settings, see the Monitoring Using the Agent manual. The SL Agent column does not appear
on the Device Manager page by default. For more information about adding or removing columns on the
Device Manager page, see the Device Manager Preferences section.

o Tools. Displays icons for managing devices. The choices are:
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Device Administration ( a). Leads to the Device Properties page, where you can define basic device
parameters and parameters for discovery. From the Device Properties page, you can also access the
other pages in the Device Administration tools.

Device Management (). Leads to the Device Summary page, where you can see reports and logs
related to the device. From the Device Summary page, you can also access the other pages in the
Device Reports tools.

Root Device (2). Indicates that the device is component device. Leads to the Device Properties
page of the root device for the component device. In SL1, the root device is the physical device that
hosts the system that manages the component device.

Parent Device (.L—""":)_ Indicates that the device is a component device. Leads to the Device Properties
page of the parent device for the component device. In SL1, the parent device can be either another
component device or a physical device. A parent device can be either: a the component device
between the current component device and the next layer in the component-device hierarchy or a root
device.

Interfaces ("¥). Leads to the Interfaces Found page, where you can view details about each network
interface on the device. For details on device interfaces, see the Device Management manual.

Print Report (™). Generates a report for the selected icon. Spawns the Report Selector page, where
you can specify the information to include in the report (Full Report, Status, Config, Hardware, Notes,
Software, Processes, Network, Events, and Health) and the format in which the report will be
generated (Create Report as HTML Document, Create Report as PDF Document, Create Report as
MS Word Document, or Create Report as MS Excel Document).

Create Ticket (I';) Leads to the Ticket Editor page, where you can define and file a new ticket for the
device. For details on creating fickets, see the manual Ticketing.

View Asset Record( %‘). This icon appears if an asset record has already been defined for the device.
This icon leads to the Asset Properties page, where you can view the asset record for the device.

Create Asset Record (®). This icon appears if an asset record has not been defined for the device.
This icon leads to the Asset Properties page, where you can create an asset record for the device.

Checkbox (E]). Applies the action in the Select Action drop-down to the device. To select all
checkboxes (i.e., to select all devices), select the large red check icon.

Device Manager Preferences

The Device Manager Preferences page allows you to customize the display and behavior of the Device
Manager page. To access this page, go to the Device Manager page, select the [Actions] menu, and then
choose Device Manager Preferences.
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In the Device Manager Preferences page, you can customize the following:

« Device Manager Columns. In this list, you can select the default columns to be displayed in the Device
Manager page.

Edit Device Manager Preferences

Device Manager Preferences

Device Manager Columns
[Device Name] -
Device Hostname

[IP Address]

[Device Category]

[Device Class | Sub-dass]

[DIo]

[Organization]
[Current State]
[Collection Group]
[Collection State]
[SMNMF Credential]
[SNMP Version]
Agent

n
]
m

NOTE: When you edit the list of columns in the Device Manager Columns field, the selected list of columns
in the Account Preferences page is automatically updated. When you edit the list of columns in the
Account Preferences page, the selected list of columns in this page is updated.

Filtering the List of Devices

You can filter the list on the Device Manager page by one or more parameters. Only devices that meet all the
filter criteria will be displayed in the Device Manager page.

To filter by each parameter except Current State, enter text into the desired filter-while-you-type field. The Device
Manager page searches for devices that match the text, including partial matches. By default, the cursor is placed
in the left-mostfilter-while-you-type field. You can use the <Tab> key or your mouse to move your cursor through
the fields. The list of devices is dynamically updated as you type. Text matches are not case-sensitive.

You can also use special characters to filter each parameter.

Filter the list by one or more of the following parameters:
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« Device Name. You can enfer text to match, including special characters, and the Device Manager page
will display only devices that have a matching device name.

« Device Hostname. You can enter text to match, including special characters, and the Device Manager
page will display only devices that have a matching hostname.

« [P Address. You can enter text to match, including special characters, and the Device Manager page will
display only devices that have a matching IP address.

« Device Category. You can enter text to match, including special characters, and the Device Manager page
will display only devices that have a matching device category.

« Device Class. You can enfer fext to match, including special characters, and the Device Manager page will
display only devices that have a matching device class.

e DID. You can enter text to match, including special characters, and the Device Manager page will display
only devices that have a matching device ID.

« Organization. You can enter text fo match, including special characters, and the Device Manager page
will display only devices that have a matching organization.

« Current State >=. Specifies the device's current state. Only those devices that match all the previously
selected fields and have the specified condition will be displayed. A device's condition is determined by its
most severe, outstanding event. The choices are:

o >=Healthy. Include devices with a condition of "Healthy" or greater. This will include all devices.

o >=Notice. Include devices with a condition of "Notice" or greater. This means, include devices with a
condition of "Notice", "Minor", "Major", and "Critical".
o >=Minor. Include devices with a condition of "Minor" or greater. This means, include devices with a

condition of "Minor", "Major", and "Critical".

o >=Major. Include devices with a condition of "Major" or greater. This means, include devices with a
condition of "Major" and "Critical".

o >=Critical. Include devices with a condition of "Critical" or greater. This means, include devices with

a condition of "Critical", because there is no "greater" condition.

o Collection Group. You can enfer fext to match, including special characters, and the Device Manager
page will display only devices that have a matching Collector Group.

« Collection State. You can enter text to match, including special characters, and the Device Manager page
will display only devices that have a matching Collection State.

o SNMP Credential. You can enfer text to match, including special characters, and the Device Managerr
page will display only devices that have a matching SNMP credential.

o SNMP Version. You can enter text to match, including special characters, and the Device Manager page
will display only devices that have a matching SNMP version.

TIP: To return to the default list of events, select the [Reset] button.
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Special Characters

You can include the following special characters to filter by each column except those that display date and time:

NOTE: When searching for a string, SL1 will match substrings by default, even if you do not include any
special characters. For example, searching for "hel" will match both "hello" and "helicopter". When
searching for a numeric value, SL1 will not match a substring unless you use a special character.

String and Numeric
e , (comma). Specifies an "OR" operation. Works for string and numeric values. For example:
"dell, micro" matches all values that contain the string "dell" OR the string "micro".
o & (ampersand). Specifies an "AND " operation. Works for string and numeric values. For example:
"dell & micro" matches all values that contain both the string "dell" AND the string "micro”, in any order.
o | (exclamation point). Specifies a "not" operation. Works for string and numeric values. For example:
"Idell" matches all values that do not contain the string "dell".
"I ™~ micro" would match all values that do not start with "micro".
"fer$" would match all values that do not end with "fer”.
"1™ $" would match all values that are not null.
"I ~" would match null values.
"1$" would match null values.
e

would match null values.

"happy, !dell" would match values that contain "happy" OR values that do not contain "dell".

NOTE: You can also use the "I" character in combination with the arithmetic special characters (min-max, >,
<, >=, <=, =) described below.
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o * (asterisk). Specifies a "match zero or more" operation. Works for string and numeric values. For a string,
matches any string that matches the text before and after the asterisk. For a number, matches any number
that contains the text. For example:

"hel*er" would match "helpers" and "helicopter" but not "hello".
"325*" would match "325","32561", and "325000".
"*000" would match "1000", "25000", and "10500000".
o 2 (question mark). Specifies "match any one character". Works for string and numeric values. For example:
"I2ver" would match the strings "oliver", "levers", and "lover", but not "believer".
"1352" would match the numbers"1350", "1354", and "1359", but not"135" or"13502"
String

N

. (caret). For strings only. Specifies "match the beginning". Matches any string that begins with the specified
string. For example:

" sci' would match "scientific" and "sciencelogic”, but not "conscious".

" happy$" would match only the string "happy", with no characters before or after.
"I ™ micro" would match all values that do not start with "micro”.

"1 $" would match all values that are not null.

n A~

would match null values.

o $ (dollarsign). For strings only. Specifies "match the ending". Matches any string that ends with the specified
string. For example:

"fer$" would match the string "renter" but not the string "terrific".

" happy$" would match only the string "happy", with no characters before or after.
"fer$" would match all values that do not end with "fer".

"1™ $" would match all values that are not null.

"1$" would match null values.

NOTE: You can use both ™ and $ if you want to match an entire string and only that string. For example,
"~ tern$" would match the strings "tern" or "Tern" or "TERN"; it would not match the strings "terne" or
"cistern".
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Numeric

o min-max. Mafches numeric values only. Specifies any value between the minimum value and the maximum
value, including the minimum and the maximum. For example:

"1-5"would match 1,2, 3,4, and 5.

o - (dash). Matches numeric values only. A "half open" range. Specifies values including the minimum and
greater or including the maximum and lesser. For example:

"1-"matches 1 and greater. Sowould match 1, 2, 6, 345, etc.
"-5" matches 5 and less. So would match 5, 3, 1, O, etc.
« > (greater than). Matches numeric values only. Specifies any value "greater than". For example:
">7"would match all values greater than 7.
o < (lessthan). Matches numeric values only. Specifies any value "less than". For example:
"< 12" would match all values less than 12.

« >= (greater than or equal to). Matches numeric values only. Specifies any value "greater than or equal 10"
Forexample:

"=>7"would match all values 7 and greater.

o <= (less than or equal to). Matches numeric values only. Specifies any value "less than or equal to". For
example:

"=<12"would match all values 12 and less.

o = (equal). Matches numeric values only. For numeric values, allows you fo match a negative value. For
example:

"=-5"would match "-5" instead of being evaluated as the "half open range" as described above.
Additional Examples

o "aio$". Matches only fext that ends with "aio".
" shu". Matches only text that begins with "shu".

o ""silo$". Matches only the fext "silo", with no characters before or after.

« "lsilo". Matches only text that does not contains the characters "silo".

o "I ”™silo". Matches only text that does not start with "silo".
"10$". Matches only text that does not end with "0".
"I~ silo$". Matches only text that is not the exact text "silo", with no characters before or after.

"I~ Matches null values, typically represented as "--" in most pages.

"1$". Matches null values, typically represented as "--" in most pages.
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o "I™$". Matches all text that is not null.
« silo, laggr'. Matches text that contains the characters "silo" and also text that does not contain "aggr”.

o "silo, 02, laggr'. Matches text that contains "silo" and also text that contains "02" and also text that does not
contain "aggr".

o "silo, 02, laggr, 101". Matches text that contains "silo" and also text that contains "02" and also text that does
not contain "aggr' and also text that does not contain "0 1".

o "7 s*i*1*03$". Matches text that contains the lefter 's", "i", "', "0", in that order. Other letters might lie between
these letters. For example "sXiXIXo" would match.

o "I s*i*[*03%". Matches all text that does not that contains the lefter's", "i", "I, "0", in that order. Other lefters
might lie between these letters. For example "sXiXIXo" would not match.

o "lvol&lsilo". Matches text that does not contain "vol' AND also does not contain "silo". For example, "volume"
would match, because it contains "vol" but not "silo".

o "lvol&02". Matches text that does not contain "vol' AND also contains "02". For example, "happy02" would
match, because it does not contain "vol' and it does contain "02".

o "aggr,lvol&02". Matches text that contains "aggr' OR text that does not contain "vol" AND also contains "02".

o "aggr,Ivol&linfra". Matches text that contains "aggr" OR text that does not contain "vol' AND does not contain
"infra".

o "' Matches all text.
"I*'Matches null values, typically represented as "--" in most pages.

o "silo". Matches text that contains "silo".

o "lsilo". Matches text that does not contain "silo".

o "1 silo$ . Matches all text except the text "silo", with no characters before or after.

o "-3,7-8,11,24,50-". Matches numbers 1,2, 3,7,8, 11,24, 50, and all numbers greater than 50.

o "-3,7-8,11,24,50-,a". Matches numbers 1,2, 3, 7,8, 11,24, 50, and all numbers greater than 50, and
text that includes "a".

o "2n". Matches text that contains any single character and the character "n". For example, this string would
mo*ch ”On”, IIanII IICnHI II] r1||, Ond ||2n||'

o "n*SAN". Matches text the contains "n", zero or any number of any characters and then "SAN". For example,
the string would match "nSAN", and "nhamburgerSAN".

o "7 2n*SANS”. Matches text that begins with any single character, is following by "n", and then zero or any
number of any characters, and ends in "SAN".

Using the Advanced Filter with the List of Devices

In the Device Manager page, you can specify one or more parameters to filter the display of devices. Only
devices that meet all the filter criteria will be displayed.

The Advanced Filter Tool allows you to make selections instead of manually typing in a string to filter on.
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TIP: To select multiple entries in the Advanced Filter Tool, hold down the <Ctrl> key and left-click the
entries.
After selecting all filters, select the [Apply] button to apply the filters to the list of devices.

To reset each field and apply no filters, select the [Reset] button.

To access the Advanced Filter Tool:

1. Gotothe Device Manager page.
2. Click on the funnelicon ('®).

3. The Advanced Filter Tool will display advanced filters for each column in the page.

NOTE: Unlike the "find while you type" feature, the Advanced Filter Tool is not applied to the list of devices
until you select the [Apply] button.

4. Inthe Advanced Filter Tool, you can filter by one or more of the following filters.

o Device Name. In the Match Any fields, you can enfer one or more text strings to match, including
special characters. The Device Manager page will display only devices that have a matching device
name.

« Device Hostname. In the Match Any fields, you can enfer one or more text strings to match, including
special characters. The Device Manager page will display only devices that have a matching
hostname.

« IP Address. In the Match Any fields, you can enfer one or more text strings fo match, including special
characters. The Device Manager page will display only devices that have a matching IP address.

« Device Category. Select from a list of device categories that have member devices. The Device
Manager page will display only devices that have a matching device category.

o Device Class | Sub-class. In the Match Any fields, you can enter one or more fext strings to match,
including special characters. The Device Manager page will display only devices that have a
matching device class or sub-class.

o DID. Inthe From and To field, you can specify a range of device IDs. The Device Manager page will
display only devices that fall within that range of device IDs.

« Organization. Select from a list of organizations that have member devices. The Device Manager
page will display only devices that have a matching organization.

o Current State. You can select from a list of device states. The Device Manager page will display only
devices that have a matching state.

« Collection Group. Select from a list of collection groups that have member devices. The Device
Manager page will display only devices that have a matching collection group.
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« Collection State. Select from a list of collection states that have member devices. The Device
Manager page will display only devices that have a matching collection state.

o SNMP Credential. Select from a list of SNMP credentials that have member devices. The Device
Manager page will display only devices that have a matching SNMP credential.

o SNMP Version. Select from a list of SNMP versions that have member devices. The Device
Manager page will display only devices that have a matching SNMP version.

o SLAgent. Select either Yes or No. Yes indicates that the agent is installed on the device. No indicates
that the agent is not installed on the device. The Device Management page will display only devices
that either have or do not have the agent installed.

5. After selecting all filters, select the [Apply] button to apply the filters to the list of devices.

6. Toreseteach field and apply no filters, select the [Reset] button.

TIP: You can perform an advanced filter and then perform a second advanced filter on the results of the first
advanced filter. You can continue to modify and apply an advanced filter multiple times.

Generating a Report for Multiple Devices

From the Device Manager page (Devices > Device Manager), you can generate a report on all devices in SL1
or on multiple devices in SL1. The report will be in .xlsx format and will contain all the information displayed in the
Device Manager page.
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