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Chapter

Introduction

Overview

This chapter provides an overview of discovery, collection, and credentials in SLT.
Use the following menu options to navigate the SL1 user interface:
o Toview a pop-out list of menu options, click the menu icon (E)
« Toview a page containing all of the menu options, click the Advanced menuicon ( ).

This chapter includes the following topics:

Terminology ... ... 5

Who Should Read This Manual? . 6

Requirements 6
Terminology

The following terms explain the key concepts used with discovery:

« Discovery is the tool that automatically discovers devices in your network. You supply the discovery tool with a
range or list of IP addresses, and the discovery tool determines if a device exists at each IP address. For each
device the discovery tool "discovers", the discovery tool can collect a list of open ports, DNS information, SSL
certificates, a list of network interfaces, device classes to align with the device, and basic SNMP information
about the device. The discovery tool also determines which (if any) Dynamic Applications to align with the
device. Ifthe discovery tool finds Dynamic Applications to align with the device, the discovery tool triggers
collection from the device, using each aligned Dynamic Application.
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SL1 also uses discovery to update information about an already-discovered device and to add new
information about an already-discovered device.

NOTE: Discovery collects a very specific set of information for each discovered device. Data that is not
retrieved by discovery is retrieved by collection.

« Collection is the tool that retrieves policy-based information and Dynamic Application-based information
from a device. After a device is discovered, you can define monitoring policies for that device in SL1. For
example, if you define a policy to monitor a system process, the collection tool retrieves that information. For
more information about collection processes, see the manual Monitoring Device Infrastructure Health.

« Credentials are access profiles (usually username, password, and any additional information required for
access) that allow SL1 to retrieve information from devices and from software applications on devices.
Discovery uses SNMP credentials to retrieve SNMP information from each discovered device. Dynamic
Applications use credentials to retrieve SNMP information, database information, SOAP information, XML
information, and LDAP and AD information. SL1 also includes a type of credential called "Basic/Snippet" that
is not bound to a specific authentication protocol. You can use this type of credential for Dynamic Applications
of type "WMI", of type "snippet', and when defining system backups. Another type of credential allows
Dynamic Applications of type "Snippet" to use SSH to communicate with a remote device.

Who Should Read This Manual?

This manual is infended for users who are responsible for provisioning devices in SL1.

Requirements

To perform the troubleshooting steps in this manual, you must be allowed root-level access to SL1 appliances from
a shell session.
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Chapter

Managing Credentials

Overview

This chapter defines credentials and how they are used in SL1.
Use the following menu options to navigate the SL1 user interface:
« Toview a pop-out list of menu options, click the menu icon (E)
« Toview a page containing all of the menu options, click the Advanced menuicon ( ).

This chapter includes the following topics:

What Are Credentialse il 8
Viewing Information about Credentials ... ... . 9

Filtering the List of Credentials . . 10
Defining One or More SNMP Credentials for Initial Discovery ......... .. ... ... ... .................... 12
Defining Credentials . ... 12
Defining an SNMP Credential .. il 13
Defining a Database Credential .. ... . L 16
Monitoring Informix Databases ... ... . 18
Defining a SOAP/XML Host Credential ... . 19
Defining an LDAP/AD Credential ... . 23
Defining a Basic/Snippet Credential ... L 26
Defining an SSH/Key Credential .. ... . . 28
Defining a PowerShell Credential .. il 30



Testing a Credential . 33

Specifying Credentials During Initial Discovery ... ... .o . 33
Defining the Primary and Secondary Credentials for a Single Device .............. ... ................... 34
Defining the Credentials for a Specific Device/Dynamic Application Pair ................................. 37
Specifying Credentials in a Device Template ... . ... 39
How SL1 Uses Credentials During Discovery ......... ... ... i 39
Aligning One or More Organizations With a Credential .......... ... ... ............................ 39

Default Organizations Aligned with a Credential ... . .. 41

Editing the Organizations Aligned with a Credential ... ... . i 42

Restricted Credentials in the Discovery Session Editor Page ... .. ... ... 44
Editing a Credential ... ... L 44
Deleting a Credential .. .. L 45

What Are Credentials?

Credentials are access profiles (usually username, password, and any additional information required for access)
that allow SL1 to retrieve information from devices and from software applications on devices.

« Discovery uses SNMP credentials to retrieve SNMP information during initial discovery and nightly auto-
discovery. If SL1 can connect to a device with an SNMP credential, SL1 deems that device "manageable" in
SL1.

o Dynamic Applications use credentials to retrieve SNMP information, database information,
SOAP information, XML information, XSLT information, and WMI information.

o Proxied Web Services use SOAP/XML Host credentials to pass authentication information to external web
services.

o SL1 includes atype of credential called "Basic/Snippet" that is not bound to a specific authentication protocol.
You can use this type of credential for Dynamic Applications of type "WMI", of type "snippet", and when
defining system backups. "Basic/Snippet" credentials can also be used for monitoring Windows devices using
PowerShell.

o SL1 includes atype of credential that allows SL1 to communicate with an LDAP or Active Directory system.
For details on integrating SL1 with LDAP or Active Directory, see the manual Using Active Directory and
LDAP.

o SL1 includes atype of credential that allows Dynamic Applications of type "Snippet" to use SSH to
communicate with a remote device. To use these Dynamic Applications, you must define an SSH credential.

o SL1 includes atype of credential that allows Dynamic Applications to retrieve data from Windows devices. If
you align a Dynamic Application for PowerShell with a PowerShell credential, SL1 assumes that you want to
use ifs built-in agentless transport to communicate with Windows devices.

If necessary, a single device can use multiple credentials. If more than one agent or application is running on the

device, each agent or application can be associated with its own credential. During discovery, SL1 will use the
appropriate credential for each agent.
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For example, suppose you want SL1 to discover a device that supports SNMP v2. To retrieve SNMP data from that
device, SLT must use a valid SNMP v2 read-only community string. So we would first go to the device and define
the SNMP read-only community string. Then we would return to SL1 and create a credential in the SL1 system,
using that community string. This new credential would allow discovery to retrieve SNMP data from the device.

Now suppose this same device also includes a MySQL database. Suppose you want SL1 to use a Dynamic
Application to monitor that database. To retrieve data from the database, SL1 must use a valid username and
password for that database. So we would first go to the device that hosts the MySQL database and create a
database username and database password for SL1 to use. Then we would return to SL1 and create a credential
in the SL1 system. The credential would include the database username and database password for the MySQL
database. This credential would allow the Dynamic Application to retrieve data about the MySQL database.

Viewing Information about Credentials

The Credential Management page allows you to view a list of all Sciencelogic credentials. From this page, you
can also create new credentials and editing existing credentials.

Credential Management | Credentials Found [62] Actions Resel Guide
RO
Profie Name * Organization Use Twe Credential User Host Last Egiteg Edea B
( ) — I I () ) ) )
1.2 Amazon Web Services Credentil Fsystem ~ =~ SOAP/XMLHost [AWS AccountAccessKey]  examplecom s 20 1 180518174231 emTadmin
2. B Azure Credentl - SOAPXIAL ot oros] ~  ~  — SOAPXMLHost <AD_USER> login.vindowis net 443 GO0 G0 2015051411315 emTadmin
3. Azure Credental- SSHiKey Fhlanorgs] = - sshmey <SUBSCRIPTION_ID_HERE> %D 2 180000 59 2015051411315 em7admin
4. 8 Cisco SNWPv2 - Example Fiat orcs] - - - swp = = 61 1500 3 0150514112509 emTatmin
5B Cisco SNMPY3- Example Flat orgs] — == swe IUSER_GOES_HERE] = 61150 2 0180514112500 emTadmin
6 PCisco ACI et oros] ~ 125 BasiciSnppet admin 173.36219.45 a3 o 6 2150514150528 emTadmin
7. BCisco: ACI Credential el orgs] = - BasiciSnppet  admin 192.15.133.200 a0 B 2150514143220 emTadmin
&, 4 Cloukick - Example el orgs] ~  ~  — Basc/Snppel  [SECURITY KEY GOES HERE] 127.00.1 a3 s 9 0150514112531 emTaumin
6. _BCUCH PerfmonService 0 Example ghlat orgs] ~ =~ SOAPXMLHost = % B4 200 4 205054112512 em7admin
0. P EMT Central Database Fiat oros] ~  ~  — Database oot localhost e o S 2015051412541
1. _@EMT Colector Database et orgs] ~ =~ Database oot % w07 0 14 10514112543
12 pEwTDe ot orgs] ~  ~  — Database oot %D e o 3 0150514112632
1 PEM7DB-DBIno ghlat orgs] == = SOAPKMLHost oot % B W00 % 2015051411263
4. B EW7 0B My oo @tarorgs) ~ ~  ~ SOAPHLHost oot %0 8 w00 a7 201054112632
15.|_@EM7 DB Sio.cont Flat orgs] = =~ SOAPNUMLHost oot %0 8 W00 % 2015051411263
16, P EM7 Defaut V2 et oros] -~~~ swe = = 61 1500 0 0150514112542
7. BEMT Defaut V3 et orgs] — = = s emdetautys = 81 s 1 is0s1s 112542
18 BEMC - Exampe @hlat oros] ~  ~  — BasiiSnippet oot %D 4430000 15 0150514112547 emTadmin
1o, 2 GoGid - Example et orgs] = = - [EasciSnppel  [SECURITYKEY GOES HERE 12700 a4 s 16 20150514 112551
20. 2 1PSLA Example et oros] -~~~ swe = = 61 1500 S 0150514112514 emTadmin
21| BLteSze: Endpoint SNMP ghlat orgs] — = = swe control = 81 3000 18 2150514112558
22. B LeStze: Endpoint SSHICLI ot orcs] ~  ~  — Basusppet  amo %D 2 3 17 10514112558 emTaomin
23, | BLocal Pl et orgs] =~ =~ BascSnppet  em7admin 100.0.160 B 500 2 2015054112611 em7admin
24 B Netapp 7-mode et oros] ~  ~  — BascSnppet oot %D 443 3000 24 0150514112620 emTadmin
25 Netapp wiSSL Option et orgs] N N fost oot %0 a3 00 2 2050514112620 em7admin
26 B Netapp wiSSL Opton O et orcs] ~  ~  —  SOAPNMLHost root %D 43 10000 25 0150514112620 emTaomin
e oros) =~ BasuSupet = %0 2 W0 6 2150514112516 em7admin
(el orgs] - -~ s - - 161 10000 7 2015054112516 em7admin
Flatorgs) =~ SOMPIUIL Host admn %0 8 20000 28 2015054112624  emadmin
30. 4 Polycom - COR et orgs] ~  —  — SOAPMMLHost atmin %D B 20000 31 2150514112624 emTatmin
31 BPolycom- Interface ghlat orgs] <= = SOAPXMLHost admin %0 B0 200 20 2150514112624 em7admin
32 2 Polycom - Netuork et oros] ~  ~  — SOAPXMLHost admin %D B 20000 3 0150514112624 emTadmin
31 _@polycom- System et orgs] ~ =~ SOAPXMLHost % B0 W00 27 2050514112624 emTadmin
34, Polycom DMA CDR Example ot orgs] ~  ~  — BascSnppet  usemame %D ) 33 0150514112628 emTadmin
35| Polycom RUX ghlat orgs] == = SOAPXMLHost sciencelogic %D B0 w00 2 2015054112628
35 Rackspace - Example Fiat oros] ~  ~  — BasciSnppel  [USERNAVEGOESHERE] 127001 a3 soo0 34 0150514112630 emTadmin
37 BSNUP Pubic Vi glat orgs] - - - swe — = 181 1500 2 10514112502
36 2 SNUP Pubic V2 et oros] -~~~ swe = = 61 1500 13 2015051411254
Ftanorgs] = = = SOAPMMLHost USERNAME_HERE %0 & 000 40 2015051411263
#hylai orgs] ~  ~ - SOAPXML Host USERNAME_HERE %0 80 10000 41 2015051411263
Flat orgs] = =~ 'SOAPIXWLHost USERNAVE HERE %0 80 000 3 2015051411263
fylat orgs] ~  — -~ SOAPXML Host admin () 443 2000 42 201505-141126:38
Fhtanorgs] == = SOAPMLHost admin %0 s w00 45 20150514112638 o

o —4 c M|

TIP: To sort the list of credentials, click on a column heading. The list will be sorted by the column value, in
ascending order. To sort by descending order, click the column heading again. The Last Edited column
sorts by descending order on the first click; to sort by ascending order, click the column heading again.

For each credential, the page displays:
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« Profile Name. Name of the credential.

« Organization. If you have an account of type "User" and are a member of only one Sciencelogic
organization, this field will not appear in the Credential Management page. The Credential
Management page will display only credentials that are aligned with your organization. For all other users,
this column specifies the organization(s) aligned with the credential. Possible values are all orgs, multiple
orgs, a single organization name, or none. For details, see the section Aligning One or More
Organizations with a Credential.

o RO Use. Specifies the number of devices that SL1 can retrieve read-only information from, using the
credential.

o RW Use. Specifies the number of devices that SL1 can both read from and write to, using the credential.
o DA Use. Specifies the number of Dynamic Applications aligned with this credential.

o Type. Type of credential. Possible types are SNMP, Database, SOAP/XML, LDAP/AD, Basic/Snippet,
SSH/Key, and PowerShell.

« Credential User. Username associated with the credential.
o Host. Hostname or IP address that SL1 will use the credential to communicate with.
o Port. Port used by the credential to communicate with the external device or application.

« Timeout. Time, in milliseconds, after which SL1 will stop trying to communicate with the external device or
application.

o ID. Unique numeric ID, automatically assigned by SL1 to each credential.
« Last Edited. Date and time the credential was created or last edited.

« Edited By. Sciencelogic user who created or last edited the credential.

Filtering the List of Credentials

Tofilter the list of credentials in the Credential Management page, use the search fields at the top of each
column. The search fields are find-as-you-type filters; as you type, the page is filtered to match the text in the
search field, including partial matches. Text matches are not case-sensitive. Additionally, you can use the following
special characters in each filter:

e , (comma). Specifies an "or" operation. For example:

"dell, micro" would match all values that contain the string "dell" OR the string "micro".
o & (ampersand). Specifies an "and" operation. For example:

"dell & micro" would match all values that contain the string "dell' AND the string "micro".
o | (exclamation mark). Specifies a "not" operation. For example:

"Idell" would match all values that do not contain the string "dell".
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e 7 (caret mark). Specifies "starts with." For example:
" micro" would match all strings that start with "micro", like "microsoft".

Al

will include all rows that have a value in the column.
"I " will include all rows that have no value in the column.
o $ (dollarsign). Specifies "ends with." For example:
"$ware" would match all strings that end with "ware", like "VMware".
"$" will include all rows that have a value in the column.

"1$" will include all rows that have no value in the column.

o min-max. Mafches numeric values only. Specifies any value between the minimum value and the maximum
value, including the minimum and the maximum. For example:

"1-5"would match 1,2, 3,4, and 5.

o - (dash). Matches numeric values only. A "half open" range. Specifies values including the minimum and
greater or including the maximum and lesser. For example:

"1-"matches 1 and greater, so itwould match 1, 2, 6, 345, etc.
"-5" matches 5 and less, so it would match 5, 3, 1, O, efc.
« > (greater than). Matches numeric values only. Specifies any value "greater than." For example:
">7"would match all values greater than 7.
o < (lessthan). Matches numeric values only. Specifies any value "less than." For example:
"< 12" would match all values less than 12.

o >= (greater than or equal to). Matches numeric values only. Specifies any value "greater than or equal to."
Forexample:

"=>7"would match all values 7 and greater.

o <= (less than or equal to). Matches numeric values only. Specifies any value "less than or equal to." For
example:

"=<12"would match all values 12 and less.

o = (equal). Matches numeric values only. For numeric values, allows you fo match a negative value. For
example:

"=-5"would match "-5" instead of being evaluated as the "half open range" as described above.

Viewing Information about Credentials 11



Defining One or More SNMP Credentials for Initial Discovery

Before running discovery, you must first define credentials for the devices and applications in the network to be
managed. You must either define or note the credentials on the device to be managed, and then you must define

matching credentials in SL1.
To create credentials for initial discovery, you must first:

1. Determine which devices or IP ranges you want to discover.
2. Determine which of these devices support SNMP.
3. Determine the SNMP community string or SNMP credentials for each device that supports SNMP.

NOTE: If you do not know which devices in your network support SNMP, consult your system administrator. In
some cases, you might also need to consult your system administrator about enabling SNMP, and
defining SNMP community strings or SNMP credentials on these devices. For advice and details on
configuring SNMP on your devices, see the manuals Monitoring Cisco Unified Communications,
Monitoring Video Endpoints, Monitoring VMWare, Monitoring Windows Devices, and
Monitoring Linux and Solaris Devices.

4. InSL1, define one or more SNMP credentials to use during discovery. These credentials should match those
SNMP community strings and SNMP credentials that already exist in your network.

5. |Initially, discovery uses only SNMP credentials. However, when SL1 collects data specified in Dynamic
Applications, SL1 can use other types of credentials.

If necessary, a single device can use multiple credentials. If more than one agent or application is running on the
device, each agent or application can be associated with its own credential. During discovery, SL1 will use the
appropriate credential for each agent.

Defining Credentials

To define a credential in SL1:

1. Collectthe information you need to create each credential (usually username and password).
2. Gotothe Credential Management page (System > Manage > Credentials).
3. Inthe Credential Management page, click the [Create] menu. Select the type of credential you want to
create. Your choices are:
o SNMP Credential
o Database Credential

e SOAP/XML Host Credential

12 Defining One or More SNMP Credentials for Initial Discovery



o LDAP/AD Credential
o Basic/Snippet Credential
o SSH/Key Credential
» PowerShell Credential
4. The Credential Editor modal page appears. In this page, you can define the new credential. The following
sections explain how to create each type of credential.

5. Click the [Save] button to save the new credential.

Defining an SNMP Credential

SNMP Credentials allow SL1 to access SNMP data on a managed device. SL1 uses SNMP credentials to perform
discovery, run auto-discovery, and gather information from SNMP Dynamic Applications.

To create an SNMP credential:

1. Gotothe Credential Management page (System > Manage > Credentials).

Credential Management | Credentials Found [62] Actions Reset Guide
Create SNMP Credential
R J— B - ) Tt O Ml Create Database Credential
( ) Create SOAP/XML Host Credentia
1. B Create LDAP/AD Credential
2. @ Azure Credential - SOAPXML iy L1 orgs] )_L in.wir 443 Create Basic/Snippet Credential
24 Create SSH/Key Credenfial
; mcasnmm—am ) La oras] Create PowerShell Credential
6. B Cisco: ACI 2l orgs] = i ic/Sni admin 173.36.219.46 43 0 62 0150514150524  em7admin
- demieimae w0 E
8. ’Ck‘nd':k—Exmw .[iurg!] i i [SECURITY KEY GOES 127.0.0.1 443 5000 2015-05-14 11:25:31 ‘em7admin
LR
10. ’ EMT Central Database .[i orgs] oot 7706 0 2015-05-14 11:26:41 ‘em7admin
1 |8

gl [al orgs] oot 7706 0 35 20150514 1126:32  em7admin
iy lat oros] 80 3000 2015-05-14 11:26:32  em7admin
iy lal orgs] 2015-05-14 11:25:42  em7admin

2015-05-14 11:25:47  em7admin

20. B IPSLA Example 2015-05-14 11:25:14  em7admin

n
22 feSize: Endpoint SSHIGLI
2. B

24 B NetApp 7-mode

2. |

26. 48 Netipp w/SSL Option OFF
7. g

28 B Nexus snmp

9. 1§

30. 8 Polycom - CDR

3. |

[ = 'SOAPXML Host| B M4 12624
[Viewing Page: 1] [Select Action] v
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2. Click the [Actions] button and select Create SNMP Credential. The Credential Editor page appears.

Credential Editor X

Create New SNMP Credential Reset
Basic Settings
Profile Name SHNMP Version
| | [[SNMP V2] v]
Port Timeoutims) Retries
[181 | 1500 | [4 ]
SNMP V1/V2 Settings
SHMP C ity (Read-Only) SNMP C ity (Read/Vrite)
I
SNMP V3 Settings
Security Name Security Passphrase
Authentication Protocol Security Level SMMP v3 Engine ID
...... - cation N1 =
Context Name Privacy Protocol Privacy Protocel Pass Phrase
= =

3. Supply values in the following fields:
« Profile Name. Name of the credential. Can be any combination of alphanumeric characters.

o« SNMP Version. SNMP version. Choices are SNMP V1, SNMP V2, and SNMP V3. The default value
is SNMP V2.

o Port. The port SL1 will use to communicate with the external device or application. The default value
is 161.

o Timeout (ms). Time, in milliseconds, after which SL1 will stop trying fo communicate with the SNMP
device. The default value is 1500.

o Retries. Number of times SL1 will try to authenticate and communicate with the external device. The
default value is 1.

SNMP V1/V2 Settings

These fields appear if you selected SNMP V1 or SNMP V2 in the SNMP Version field. The fields are
inactive if you selected SNMP V3.

o SNMP Community (Read-Only). The SNMP community string (password) required for read-only
access of SNMP data on the remote device or application. For SNMP V1 and SNMP V2 credentials,
you must supply a community string, either in this field or in the SNMP Community (Read/Write)
field.

o SNMP Community (Read/Write). The SNMP community string (password) required for read and
write access of SNMP data on the remote device or application. For SNMP V1 and SNMP V2

credentials, you must supply a community string, either in this field or in the SNMP Community (Read
Only) field.

Defining an SNMP Credential



SNMP V3 Settings

These fields appear if you selected SNMP V3 in the SNMP Version field. These fields are inactive if you
selected SNMP V1 or SNMP V2.

« Security Name. Name for SNMP authentication. This field is required.

o Security Passphrase. Password to authenticate the credential. This value must contain at least 8
characters. This value is required if you use a Security Level that includes authentication.

« Authentication Protocol. Select an authentication algorithm for the credential. Choices are MD5 or
SHA. The default value is MD5. This field is required.

« Security Level. Specifies the combination of security features for the credentials. This field is required.
Choices are:

o No Authentication / No Encryption.
o Authentication Only. This is the default value.
o Authentication and Encryption.
o SNMPv3 Engine ID. The unique engine ID for the SNMP agent you want to communicate with.

(SNMPv3 authentication and encryption keys are generated based on the associated passwords and
the engine ID.) This field is optional.

« Context Name. A contextis a mechanism within SNMPv3 (and AgentX) that allows you to use
parallel versions of the same MIB objects. For example, one version of a MIB might be associated with
SNMP Version 2 and another version of the same MIB might be associated with SNMP Version 3. For
SNMP Version 3, specify the context name in this field. This field is optional.

o Privacy Protocol. The privacy service encryption and decryption algorithm. This field is required.
Choices are:

DES. This is the default value.

AES-128

AES-192

AES-256

o

(e}

(e}

(e}

« Privacy Protocol Passphrase. Privacy password for the credential. This field is optional.

4. Click the [Save] button to save the new SNMP credential.

5. Repeat steps 1-4 for each SNMP-enabled device in your network that you want to monitor with SL1.

NOTE: When you define an SNMP Credential, SL1 automatically aligns the credential with all organizations
of which you are a member.

Defining an SNMP Credential 15



Defining a Database Credential

Database Credentials allow SL1 to access data on a database on a managed device. SL1 uses database

credentials when collecting data for Database Dynamic Applications.

To define a database credential:

1. Collect the information you need to create each credential (usually username and password).

2. Gotothe Credential Management page (System > Manage > Credentials).

Credential Management | Credentials Found [62]

Profle Name * Organization e 0w Ge Tue Gredental User Host
C—————————— o —]
1. Amazon Web Services Credential ) System ~ =~ SOAPXMLHost [AWS Account Access Fexample.com 80
2. B Azure Credential - SOAPIXIL. f al oros] - SOAPIXML Host <AD_USER> login vindiows.net a3
3@ Azure Credentil- SSHiKey (ot orgs] ~ = - ssHEey <SUBSCRIPTION_ID_H %D 2
4. 2 Cisco SNMPv2 - Excample fal oros] - shuP = 161
5 @Cisco SNMPY3 - Ecample falorgs) - = - s [USER_GOES HERE] - 161
6. f2Cisco: ACI fal orgs] ~ -~ 126 BasciSnppet  admin 1733621946 a3
7. Gisco: ACI Gredential fallorgs) ~ = - Bascisnippet  admin 196.18.133.200 s
8 4 Cloudkick - Example {al orgs] ~ -~ - BasciSnppet  [SECURITYKEY GOES 127001 443
9 BCUCM PerfmonService 8.0 Example fallorgs) ~ = - SOAPXML Host — 8443
10, BEM Central Database: fal orgs] - Database root locahost 7708
11 BEMT Colector Database. falorgs) ~ =~ Database root %D 707
12, pEw7DB g ol orgs) - Database root %D 7706
13 BEM7DB-DBInfo falorgs) ~ =~ SOAPXMLHost root %D 80
14, BEM7 DB - My.cnf fal orgs] - SOAPIXML Host oot %D 50
15, | BEM7 DB - Siocont fal orgs] ~ =~ SOAPXMLHost root %D 80
16, 2 EM7 Defaut V2. {al orgs) - - SNMP ~ 161
17 BEMT Defaut V3 fallorgs) - - - NP emTdefauty3 - 161
18, BEMC - Ecample {al orgs) - BasciSnippet _root %D 433
19 B GoGrid- Example fallorgs) ~  — - BasilSnppel  [SECURITYKEY GOES 127001 T
20 BIPSLA Example fal oros] - SNMP = 161
21 B LifeSize: Endpoint SN falorgs) — = - sue control — 161
22 fBLifeSize: Endpoint SSHICLI g ol orgs) - Bascisnppet  auto %D 2
23, | BEAIAP falorgs) ~ = - BasciSnppet  em7admin 1000180 0
24, B Netapp 7-mode {al orgs] - Basic/Sippet oot %D 443
25. | NelApp wiSSL Opion fallorgs) ~ = |~ SOAPXMLHost root %D )
26. 2 NotApp wISSL Option O {al orgs) - SOAPIXML Host oot %0 443
27 B Nexus netcont. fallorgs) ~ = - Bascisnippet - “0 2
28 B News samp {al orgs) - SNMP = = 161
29 B Polycom - Advanced fallorgs) ~ =~ SOAPXMLHost admin %D 8
30. J#Polycom - CDR fal orgs] ~ —  — SOAPXMLHost admin %D 0
312 Poycom- Interface ot orgs] ~ =~ SOAPXMNLHost admn %D 80

2000
50000
180000
1500
1500
0

0
5000
2000
0

0

0
3000
3000
3000
1500
500
10000
5000
1500
3000
3
s000
3000
3000
10000
10000
10000
20000
20000
20000

Actions Reset
Create SNMP Credential

Create Database Credential

Port Timeout(ms) 1D

Create SOAP/XML Host Credential

T [ Create LDAPIAD Credential
CIMESITRY create Basic/snippet Credential
sy C'edle SSHIKey Credential
3 150514
RSLaasd Croate Powershell Credential
62 20150514150524  emTacmin O
61 2150514143220 em7admin O
9 150514112531 em7admin (5]
4 MS0514112512  em7admin O
51 2150514112641  emiadmin (3]
14 20150514112543  em7admin O
35 0150514112632 emvadmin (=]
38 0150514112632 em7admin O
37 0150514112632 emvadmin 3]
3 0150514112632 emadmin O
10 20150514112542  em7agmin (5]
A1 2150514112542 em7admin O
15 2150514112547 em7admin (5]
16 250514112551  em7admin O
5 2150544112514 emadmin (5]
18 20150514112558  em7admin O
17 2150514112558 em7admin 5]
2 150514112611 em7admin O
24 0150514112620  em7admin O
25 2150514112620 em7admin O
25 150514112620 em7admin (5]
6 150514112516 em7admin O
7 50514112516 em7acmin =]
0150514112624 emTadmin O
31 0150514112624 emvadmin 3]
0150514112624 emTadmin O-
Select Acton] al . B

3. Inthe Credential Management page, click the [Actions] menu. Select Create Database Credential.

Credential Editor

Create New Database Credential

Basic Settings

Profile Mame DB Type
[ | | [ Oracle & *SOLNet ] ¥
DB Mame DB User Password
( J [ J [ J
Hostname/IF Port

[ ] [1521

Oracle Settings

Oracle Connect Type

SID (if required)

[ [ Cracle System ldentifier (SID) ]
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4. The Credential Editor modal page appears. In this page, you can define the new database credential. To
define the new credential, supply values in the following fields:

Basic Settings
« Profile Name. Name of the credential. Can be any combination of alphanumeric characters. This
field is required.

« DB Type. Type of database that will be accessed with the credential. Select from a list of databases
supported by SL1. This field is required.

NOTE: Forinformation about monitoring Informix databases, see the Monitoring Informix Databases
section.

o DB Name. Name of the database that will be accessed with the credential.
« DB User. Username associated with a valid account on the database.
o Password. Password associated with a valid account on the database.
« Hostname/IP. Hostname or IP address where the database resides. This field is required.
o You can an include the variable %D in this field. SL1 will replace the variable with the IP address of
the current device (device that is currently using the credential).

o You can include the variable %N in this field. SL1 will replace the variable with the hostname of the
current device (device that is currently using the credential). If SLT cannot determine the hostname,
SL1 will replace the variable with the primary management IP address for the current device.

NOTE: To use the localhost, in the Hostname/IP field, enter the IP address 127.0.0.1. The credential will not
work if you enter the string localhost in the Hostname/IP field.

e Port. Port number associated with the database you want to access with this credential. This field is
required.

o For DB Type of MySQL, the default value is 3306.

o For DB Type of MS SQL Server, the default value is 1433.

o For DB Type of Oracle and SQLNet, the default value is 1521.
o For DB Type of PostgreSQL, the default value is 5432.

o For DB Type of IBM DB2, the default value is 523.

o For DB Type of Sybase ASE, the default value is 4100.

o For DB Type of Informix, see the 9088 section.

o For DB Type of Ingress, the default value is 1572.
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NOTE: SL1's Database Servers include a MySQL database running on port 7706. Data Collectors and
Message Collectors include a MySQL database running on port 7707.

Oracle Settings

These fields appear if you selected Oracle & *SQLNet in the DB Type field. Otherwise, these fields are
grayed out.

« Oracle Connect Type. Specifies the method SL1 should use to connect to the Oracle database. The
choices are:
o Oracle System Identifier (SID)
o Oracle Real Application Clusters (SERVICE)
o Oracle Server Direct Connection (SERVER)

NOTE: In Oracle 11g, the "Oracle Server Direct Connection" option is deprecated. If you select this Oracle
Connect Type for an Oracle 11g database, you must edit the file listener.ora and add the line
"DEFAULT_SERVICE LISTENER=<SID>", where <SID> is the SID value.

« SID (if required). Enter the value for the Oracle Connect Type (either Oracle SID, Oracle RAC, or
Oracle Server) selected in the Oracle Connect Type field.

5. Click the [Save] button to save the new database credential.

6. Repeatsteps 1-5 for each database credential in your network.

NOTE: When you define a Database Credential, the credential will automatically be aligned with the
organization(s) you are a member of. To learn more about credentials and organizations, see the
section Aligning Organizations With a Credential in this chapter.

Monitoring Informix Databases

For SL1 to connect to an Informix database:

o The Informix database server must have a DRDA listener configured on a separate port than the current
listener(s).

o The DRDA listener must be configured to share data with other listeners using a DBSERVERALIASES entry in
the server's onconfig file.

o Forservers that host multiple databases, multiple DRDA listeners are required with different port assignments.

For example Informix configuration files, please contact Sciencelogic Support.
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Defining a SOAP/XML Host Credential

SOAP/XML credentials allow SL1 to access a web server on a managed device. SOAP/XML credentials are used

in several places in SL1, including:

« With Dynamic Applications of type "SOAP".
« With Dynamic Applications of type "XML".
« With Dynamic Applications of type "XSLT".

« With Dynamic Applications of type "snippet". The snippet code must define the authentication protocol.
Dynamic Applications of type "snippet" can use any type of credential.

« When defining a proxied web service.

NOTE: For instructions on how to create a SOAP/XML credential for a proxied web service, see the Web
Proxies manual.

To define a SOAP/XML credential:

1. Collectthe information you need to create each credential (usually username and password).

2. Gotothe Credential Management page (System > Manage > Credentials).

Credential Management | Credentials Found [62] Actions. Reset [T

Create SNMP Credential

ot e - —— | Create Dalabase Credental
C——————————— ( I i I [ Create SOAP/XML Host Credential
1 #Amazon Web Services Credential  System - 'SOAPIXML Host [AWS Account Access t example.com 80 2000 LI 112 20 Create LDAP/AD Credential
2 B Azure Credential- SOAPIXIL. {al orgs) - SOAPIXML Host <AD_USER> login windows net LESRC N ETTELCRY Create BasiciSnippet Credential
3 Azure Credental - SSHiKey fallorgs) - - SsHikey <SUBSCRIPTION_ID_H %D 2 130000 5 201505140
4. B Cisco SNMPv2 - Excample: fal orgs] - - - swe = = 161 1500 EEIETEY | overshen Credential
5B Cisco SNMPY3 - Ecample falorgs) - - - s [USER_GOES HERE] — 161 1500 2 o505t
6. f2Cisco: ACI ol orgs) ~ -~ 125 BasciSnppet  admin 1733621946 w0 €  20150514150524  em7admin
7. 2 Cisco: ACI Credential falorgs) ~ = - BasciSnppet  admn 196.18.133 200 w3 o 1 0150514143220 em7admin
8 Cloudkick - Example fal orgs] ~  — - BasciSnppel  [SECURIY KEY GOES 127001 43 so00 9 0150514112531  emvadmin
9 _#CUCM PerfmonService 8.0 Example fal orgs] ~ = | - SOAPXML Hest = %D 8443 2000 4 0150514112512 em7admin
10, #EM7 Central Database {al orgs) ~ - Database root locahost me o S1 0150514112641 em7agmin
1. BEMT Colector Database. fallorgs) - = -~ Database root %D o 14 2150514112543 em7admin
12 BEWTDB {al orgs] ~ - Database oot ) e 0 35 2150514112632 em7admin
13 BEM7DB-DBInfo fallorgs) ~ =~ SOAPXMLHost root %D 80 3000 38 MS051411:2632  em7admin
14, JEM7DB-My.cnf fal oros] ~  — -~ SOAPXMLHost root %D 80 3000 37 2050514112632 emadmin
15, | #EM7 DB Siocont falorgs) ~ =~ SOAPXMLHost root %D s 3000 36 0150514112632 em7admin
16, B EM7 Defaut V2. g ol orgs) - - - swe = 161 1500 10 20150514112542  em7admin
17 BEMT Defaut V3 falorgs) — = - snue emTdetaultia = 161 500 11 20150514112542  em7admin
18, BEMC - Ecample {al orgs] ~  — - BasciSnppet root %D 443 1000 15 201505-14112547  em7admin
19 @ GoGrid- Example [al orgs] ~ | = - BasciSnppet  [SECURITYKEY GOES 127001 w3 000 16 20150514112551  em7admin
20 #IPSLA Example {al orgs) -  — - SNWP ~ - 161 1500 5 2150514112514 emvadmin
21 BLifeSize: Endpoint SN fallorgs) — = - snue control — 161 3000 18 2150514112558 em7admin
22 fBLfeSize: Endpoint SSHICLI {al orgs) ~ - Basclnppet auto ) 2 3 17 2150514112558 em7admin
23, | Bloeal AP fallorgs) ~ = - BasclSnppet  emTadmin 1000180 80 5000 2 MMSSA4112611  emTadmin
24 Jaetapp 7-mode fal orgs] ~  — - BasciSnppet root %D 43 3000 24 0150514112620 em7admin
25 Netapp wiSSL Option iy al orgs] ~ =~ SOAPXMLHost root %D a3 3000 26 0150514112620 em7admin
25, 8 Netapp wiSSL Option Off f al oros] ~  — -~ SOAPXMLHost root %D 443 1000 25 20150514112620  em7admin
27 BNexus nefeont. fal orgs] ~ = - Bascisnippet = %D 22 0000 6 2015054112516  em7admin
28 B News samp fal orgs] - - - swe = = 161 1000 7 2015054112516 em7admin
292 Polycom - Advanced fallorgs) ~ =~ SOAPIXMLHost admin %D B0 2000 28 2150514112624  em7admin
30 Polycom- CDR {al orgs) ~ -~ - SOAPXMLHost admin ) 80 2000 31 0150514112624 em7admin
31._BPolcom - Inerface fallorgs) ~ = - SOAPXMNLHost admin %D 80 000 29 MS0514112624  em7admin v
(MevingPage: ] v) [EErT——] o

3. Inthe Credential Management page, click the [Actions] menu. Select Create SOAP/XML Host
Credential.

Defining a SOAP/XML Host Credential
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Credential Editor X
Create New SOAP/XML Credential Reset

Basic Settings Soap Options
Profile Mame Content Enceding Method HTTP Version Embedded Password [%F]

( | | textixml v | [[POST] v | [[HTTPM.1] ¥ | | |

URL [ hitp(s)://Host Pert/Path | %0 = Aligned Device Address | %M = Aligned Device Host Name | Embed Value [%1] Embed Value [%2]
[ J [ [ J J

HTTP Auth User HTTP Auth Password Timeout (seconds) Embed Value [%3] Embed Value [%64]
[ J [ ] 2 I | J
Proxy Settings HTTP Headers
Hostname/lP Port User

+ Add a header

CURL Options

CAINFO

CAPATH

CLOSEPOLICY
CONKWECTTIMEQUT

COOKIE B
COOKIEFILE

COOKIEJAR E
COOKIELIST

CRLF

CUSTOMREQUEST
(DHSCACHETIMEQUT 7|

4. The Credential Editor modal page appears. In this page, you can define the new SOAP/XML credential. To
define the new credential, supply values in the following fields:

Basic Settings

« Profile Name. Name of the credential. Can be any combination of alphanumeric characters.

« Content Encoding. Tells the SOAP server or XML data-store how the content is encoded, so the
SOAP server or XML data-store knows how to decode the message. Select the encoding that is
appropriate for your request and response. If you are creating a credential to use with a proxied web
service, you can accept the default value in this field; the proxied web service does not use this value.

o Method. HTTP method to use to exchange credential data from the managed device. Choices are
GET or POST. fyou are creating a credential to use with a proxied web service, you can accept the
default value in this field; the proxied web service does not use this value.

NOTE: Typically, Dynamic Applications of type "XML" use GET methods. Dynamic Applications of type
"SOAP" and of type "XSLT" use POST methods.

o HTTP Version. Version of HTTP 1o use. Choices are 1.0 or 1.1. If you are creating a credential to use

with a proxied web service, you can accept the default value in this field; the proxied web service does
not use this value.

o URL. Address of the SOAP server, HTML document, or XML document. Should be of the format:
https://IP address:port/full path to desired SOAP, HTML, or XML document

o You can include the variable %D in this field. SL1 will replace the variable with the IP address of the
current device (device that is currently using the credential).
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NOTE: For component devices, SL1 will replace %D with the IP address of the root device.

o You can include the variable %N in this field. SL1 will replace the variable with the hostname of the
current device (device that is currently using the credential). If SL1 cannot determine the hostname,
SL1 will replace the variable with the primary management IP address for the current device.

o Ifyou are creating a credential to use with a proxied web service, you can enter any valid URL in this
field. The proxied web service does not use this value, but the Credential Editor page requires a
value in this field.

o HTTP Auth User. Username with which to log in to the web server. If you will use this credential with a
proxied web service, you can include one or more of the following variables in this field:

o %u. The username of the user currently logged in to the Administration Portal or All-In-One

Appliance.

o %e. Email address of the user currently logged in to the Administration Portal or All-In-One

Appliance.

o HTTP Auth Password. Password with which to access the web server. If you use this credential with a
proxied web service, you can include the following variable in this field:

o %p. The password of the user currently logged in to the Administration Portal or All-In-One
Appliance.

NOTE: You can use the %e, %p, and %u substitution variables only in credentials that will be aligned with a
proxied web service. You cannot use these substitution variables in credentials that will be aligned
with a Dynamic Application.

« Timeout (seconds). Time, in seconds, affer which SL1 will stop trying to communicate with the web
server. f you are creating a credential to use with a proxied web service, you can accept the default
value in this field; the proxied web service does not use this value.

Proxy Settings

This pane displays optional fields. If you use a proxy server in front of the SOAP server(s) or XML data-store
(s) you want to communicate with, enter values in these fields.

« Hostname/IP. The host name or IP address of the proxy server.

o Port. Port on the proxy server to which you will connect.

o User. Username to use to access the proxy server.

o Password. Password to use to access the proxy server.
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cURL Options

e You can include the cURL command and various options in your credential. The list of cURL options
lists all the options you can include in your credential. To include a cURL option in the credential,
select it and then select the right-arrow icon. You can then supply arguments in the field to the left of
the option.

e Formore information on cURL commands, see the cURL manpage at
http://curl.haxx.se/docs/manpage.html.

SOAP Options

These fields are optional. When a SOAP/XML credential is aligned with a SOAP or XSLT Dynamic
Application, the requests defined in the Dynamic Application can use the values defined in these fields. To
use a value defined in one of these fields, the request must include the substitution character associated
with that value. For example, suppose a Dynamic Application request includes the XML tag <high
value=%1>. Suppose you specified "100" in the Embed Value [%1] field in the credential aligned with
that Dynamic Application. The request will be sent with the XML tag <high value=100>.

o Embedded Password [%P]. Specifies a password value to include in a request. The value defined in
this field is substituted in to the %P substitution character. The value will be encrypted in the request,
will be masked in the Credential Editor, and will be stored in an encrypted form in the database.

o« Embed Value %1. The value defined in this field is substituted in to the %1 substitution character.
o« Embed Value %2. The value defined in this field is substituted in to the %2 substitution character.
o« Embed Value %3. The value defined in this field is substituted in to the %3 substitution character.

o« Embed Value %4. The value defined in this field is substituted in to the %4 substitution character.

HTTP Headers

o Ifyou require custom HTTP headers to communicate with the SOAP server, you can build the custom
header here.

« Ifyou are using this credential with a proxied web service, you can include one or more of the
following variables in your custom HTTP headers:

o %u. The username of the user currently logged in to the Administration Portal or All-In-One
Appliance.

o %e. Email address of the user currently logged in to the Administration Portal or All-In-One
Appliance.

o %p. The password of the user currently logged in to the Administration Portal or All-In-One
Appliance.

NOTE: You can use the %e, %p, and %u substitution variables only in credentials that will be aligned with a
proxied web service. You cannot use these substitution variables in credentials that will be aligned

with a Dynamic Application.
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5. Click the [Save] button to save the new SOAP/XML credential.
6. Repeatsteps 1-5 for each SOAP/XML credential in your network.

NOTE: When you define a SOAP/XML Credential, the credential will automatically be aligned with the
organization(s) you are a member of. To learn more about credentials and organizations, see the
section Aligning Organizations With a Credential in this chapter.

Defining an LDAP/AD Credential

LDAP or Active Directory credentials allow SL1 to access data on an LDAP server or an Active Directory server.

Authentication is the method by which SL1 determines if a user can access the SL1 system. For user accounts that
are to be authenticated with LDAP or Active Directory, SL1 uses the LDAP or Active Directory credential to establish
communication with the LDAP or Active Directory server. SL1 will then query the Active Directory or the LDAP
server to determine if the username and password are legitimate and accurate.

Additionally, SL1 can automatically create accounts for one or more LDAP or Active Directory users. SL1 uses the
LDAP or Active Directory credential to communicate with Active Directory or the LDAP server and:

o Determine if the username and password are legitimate and accurate.

o Gather information to populate fields in the user's automatically-created account.

For details on using Active Directory or LDAP for authentication, see the manual Using Active Directory and
LDAP.
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To define an LDAP/AD credential:

Collect the information you need to create each credential (usually username and password).

Goto the Credential Management page (System > Manage > Credentials).

Credential Management | Credentials Found [62] Actions. Reset Guide
Create SNMP Credential

Profie Name * ownmen s Uw Oe Tupe Credentialy Host Port Tmeoutimsi 1D  Croste Datanase Credental
— o oC [ f ) Create SOAPIXML Hos Credentil
1. Amazon Vieb Services Credentil System = = = SOAPXMLHost [AWS Account Access Fexample.com a0 [ Create LDAP/AD Credential
2. b Azure Credental- SOAPXL {atorgs) ~  — - SOAPXMLHost <D USER> login.vincows net PPRNCTT I IETTERY et BasiciSnippet Credential
3 Azure Credental- SSHiKey b orgs] = - sshmey <SUBSCRIFTION_ID_H %D EREC RN IR, o SsHikey Cradential
4. Cisco SNMPv2 - Example [al orgs] -~ - SNWP - 161 1500 EECLEEE . owershell Cradential
5. | % Cisco SNMPV3 - Example fal orgs] - - - s [USER_GOES_HERE] - 161 1500 2 msos
6. 4B Cisco: ACI [all orgs] —~ -~ 126 Basc/Snppet  admin 1733621946 443 0 62 20150514150524  em7admin B
7. Cisco: ACI Credential lallorgs]. ~ = - BasicSnppet  admin 198.18.133.200 a0 61 2015.0514143220  em7admin O
8. Cloudkick - Example fall orgs] —~  —  — BasiclSnppet  [SECURITYKEY GOES 127.0.0.1 443 5000 9 20150514112531  em7admin (3]
9. CUCM PerfmonService 8.0 Example fallorgs). = =~ SOAPIXMLHost = %D 8443 2000 4 20150514112512  em7admin O
10. BEMT Central Database. g all orgs] ~ = - Database root localhost. 7706 0 51 2015.0514112641  em7admin (m]
1. _BEMT Collctor Database falorgs] = = | = Database root %0 7 o 14 150514112543 envadmin O
12 @EwTDB {at orgs) ~  — - Database oot %D L0 3 0150514112632 enmvadmn 5]
12 BEMTDB- DB IO b orgs] = SOAPXMLHest oot % B0 W0 % 0150514112632 emvadmn O
14, 4 EMT DB- My.cnf [all orgs] —  —  — SOAPIXMLHost root %0 80 3000 37 0150514112632 em7admin [B]
15. | @EM7 DB - Sio.conf fallorgs]. ~ =~ SOAPIXML Host root %D 80 3000 36 201505-14112632  em7admin O
16, EMT Defaut V2 [all orgs] -  ~ - SNMP = = 181 1500 10 2015.05-1411:2542  em7admin [B]
17, BEM7 Defauk V3. fallorgs]. - = - swe em7defaultv3 = 181 500 M 2015.0514112542  em7admin O
18, BEMC - Example [all orgs] ~  —  — Basic/Snppet oot %D 443 10000 15 2015.05-14112547  em7admin (3]
10, $GoGrid- Example (o orgs] = = - BasiiSnppet  [SECURITYKEY GOES 127001 443 5000 15 2015054112551 em7admin m)
20 IPSLA Example § ot orcs] -~ - s = 161 1500 5 20150514112518  emTacmin o
21, BlifeSize: Endpoint SNMP fa orgs] - = - s control = 461 W00 15 20150514112558  emvadmin O
22 b LieSize: Endpoint SSHICLI [atorgs] —  — - pascsnppel  auo %D 2 3 77 2150514112558 emvadmin 5]
28, Plocal APl fallorgs]. ~ — - Basic/Snppet  emTadmin 10.00.180 80 s000 2 2015051411261 em7admin O
24. B NetApp T-mode [all orgs] - - - BasciSnppet oot %0 443 3000 24 2010514112620  em7admin (3]
25 @ NetApp wiSSL Option fallorgs]. = | = 'SOAP/XML Host oot %D 43 3000 26 2050514112620  em7admin O
26. B NetApp wiSSL Option OFf [all orgs] == - SOAPIXML Host root %D 443 10000 25 2015051411620  em7admin [B]
27, BNexus netconf fallorgs]. - | = Basic/Snippet = %D 22 10000 6 20150514112546  em7admin O
26 fnexus snmp Flat orgs) -~ - s = = 161 10000 7 20150514112516  emTacmin o
29, &Polycom - Advanced Flatoros) = = = SOAPXMLHost admn %0 B0 0000 26 2150514112628 emvadmn O
30 B Polcom-COR Flat orgs) ~  —  ~ SOAPXMLHost admn %D 80 20000 N 2150514112624 em7acmin 5]
31 Polycom - Interface. g lai orgs] ~ =~ SOAPXMLHost admin %D 80 20000 29 20150514112624  em7admin O-
[Select Acton] 2 co |

In the Credential Management page, click the [Actions] menu. Select Create LDAP/AD Credential.

Credential Editor
Creats New LDAFAD Credential BEl

Basic Settings

Profile Mame LOAP Type
| | [LD&F v |

Hostname/|P Secure Pot Timeout(ms)
I | o LA JET | [10000 |

RDN {Bind DN/ bind usar) LDAF Domain Bind Password
I I I |

User Szarch Baze User Search Scope
[ | [[subtree] v

4. The Credential Editor modal page appears. In this page, you can define the new LDAP/AD Credential. To
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define the new credential, supply values in the following fields:

Basic Settings

« Profile Name. Name of the credential. Can be any combination of alphanumeric characters.

o LDAP Type. Specifies the "flavor" or LDAP running on the directory server. Choices are LDAP or Active
Directory.

o Hostname/IP. Hostname or IP address of the LDAP or Active Directory server.

e Port. Port number on the LDAP or Active Directory server to which SL1 will send requests.

« Secure. Specifies whether you are using LDAP over SSL.

Defining an LDAP/AD Credential



o RDN (Bind DN / bind user). Bind DN. The bind DN is a user on the LDAP or Active Directory server
who is permitted to search the directory within the specified search base.

o In many LDAP or AD configurations, each user has read-access to his/her own account. Therefore,
you might find it most useful to include the %u variable in this field. When an LDAP or AD user logs
into SLT, SL1 stores the username in the %u variable. SL1 then uses the %u variable to build the
bind DN, uses the bind DN to communicate with the LDAP or AD server, and then authenticates
the current user.

o An example entry in the RDN field might be:

uid=%u, ou=People, dc=sciencelogic, dc=com

This creates a DN using the current login name as the uid.

o You can also include the %d variable in this field. The %d variable represents the name of the LDAP
domain, as specified in the LDAP Domain field.

NOTE: If you have configured SL1 to automatically create accounts when a user logs in with an LDAP/AD
username, you must include the %u variable in the RDN field.

e LDAP Domain. If your LDAP or Active Directory configuration includes multiple domains, specify the
domain components to bind to in this field. For example, you could specify:

dc=reston, dc=sciencelogic, dc=com.

This would bind to the sub-domain "reston", in the domain "sciencelogic", in the domain "com".

o Bind Password. Password that allows access to the LDAP or Active Directory server. In most cases,
when you specify a bind password in a credential, you are creating a "write" credential (that is, a
credential that allows SL1 to make changes to the LDAP or AD server).
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« User Search Base. In this field, you specify the area in the directory where users to be authenticated
reside, using RDN notation. For example, if you want to authenticate five users from the ou called
"people", you could specify the RDN that includes that ou.

ou=People, dc=sciencelogic, dc=com.

This would allow SL1 to authenticate users in the ou called "people." In the User Search Scope
field, you can specify whether SL1 should also authenticate all users in any ou underneath "people".

o User Search Scope. In this field, you specify whether SL1 should search only the directory specified in
User Search Base or whether SL1 should search the directory specified in User Search Base and all
its child branches. Choice are:

o Subtree. SL1 should search the directory specified in User Search Base and also search all its child
branches.

o One level. SL1 should search only the directory specified in User Search Base.

5. Click the [Save] button to save the new LDAP/AD credential.
6. Repeatsteps 1-5 for each LDAP/AD credential in your network.

NOTE: When you define an LDAP/AD Credential, the credential will automatically be aligned with the
organization(s) you are a member of. To learn more about credentials and organizations, see the
section Aligning Organizations With a Credential.

Defining a Basic/Snippet Credential

NOTE: Dynamic Applications of type "snippet" are not required to use only the Basic/Snippet Credential. In
Dynamic Applications of type "snippet", the snippet code must define the authentication protocol.
Therefore, Dynamic Applications of type "snippet' can use any type of credential.

Basic/Snippet credentials define standard authentication parameters, but are not tied to a specific authentication
protocol. Basic/Snippet credentials are used in several places in SL1, including:
« With Dynamic Applications of type "snippet". The snippet code must define the authentication protocol.

« With Dynamic Applications of type "WMI" . The authentication protocol is specific to WMI and is specified
by SL1 when the Dynamic Application is executed. To access WMI information on a Windows server, ensure
that the Username you specify is allowed access to the server and to the WMI namespace.

« With Dynamic Applications of type "PowerShell". For information about configuring your environment for
PowerShell collection, see the Monitoring Windows Systems manual.

« When defining external backups. The authentication protocol is defined in the Backup Management
page (System > Settings > Backup).
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To define a Basic/Snippet credential:

Collect the information you need to create each credential (usually username and password).

Goto the Credential Management page (System > Manage > Credentials).

Credential Management | Credentials Found [62]

1 20150514 143220

28 0150514112624

Profie Name * Orqanization e G Ge Tuwe Cregential U Host Port Timeout(ms) 1D
C——————————— o —] I ) )

1. Amazon VWeb Services Credential System = =~ SOAPXMLHost [AWS Account Access Fexample.com s 2000 1
2. 2 Azure Credential - SOAPHML fal orgs] ~  —  — SOAPXMLHost <AD_USER- login vindows.net a3 GOm0 6
5B Azure Credental- SSHiKey fatorgs) = = - sSHkey <SUBSCRIPTION_ID_H %D 2 w0 s
4. B Cisco SNMPY2 - Example fal orgs] -  — -~ SNWP ~ - 181 1500 3
5. Gisco SNMPY3 - Example fallorgs) - - - s IUSER_GOES HERE] - s s 2
6. JACisco: ACI fal orgs] ~  ~ 12 Bascisnppet  admn 1733621946 a3 0 &
7. | BCisce: ACI Credentia fallorgs) ~  — - Bascinippet  admin 19818133200 w0 &
& A Cloudkick - Example fal orgs] ~ -~ - BasiclSnppet [SECURITYKEY GOES 127.0.0.4 a3 500 o
o B CUCM PerfmonService 8.0 Example falorgs) ~ =~ SOAPXMLHest — %D e )
10, M EM7 Central Database g (ol ors] ~ — -~ Database root locahost e o st
1. | BEM7 Collctor Database falorgs) ~ = = Database root %D 7 o 1
12 mEW DB fal orgs] ~ — -~ Database root %D L0 3
13 BEM7DB-DBIo falorgs) = = = SOAPXMLHost root %0 s w0 3
14, 49 EW7 DB - My cnf {al orgs] ~ —~  ~ SOAPXMLHost root %0 & 3000 a
15, | BEM7 DB- Slo.conf fallorgs) ~ = |~ SOAPXMLHost root %0 s w0 3%
16, B EMT Defaut V2 fal orgs] - - - s\ = 181 1500 0
17, | BEM7 Defaull V3 fallorgs) — = - sme emTdefaultv3 — 181 500 1
18 BEMC - Ecampe fal orgs] ~  — - BasciSnppet root %D a3 w0 15
18, | BGoGHd - Example ot orgs] ~ | = - BasciSnppet  [SECURITYKEY GOES 127001 a3 soo0 s
20, BIPSLA Exampe fal oros] - - - swe = 161 1500 s
21 B LifeSize: Endpoint SN falorgs) — = - sue control = 181 3000 18
22 B LieSize: Endpoint SSHICLI [al orgs] ~  ~ - Basclsnppet  auto %D 2 3 7
23, | BLocal AP fallorgs) ~ = - Eascisoppet  em7admin 10.0.0.180 w0 s 2
24 Jeetapp 7-mode fal orgs] ~ - - BasciSnppet oot ) w3 3 2
252 NetApp wiSSL Option fallorgs) ~ =~ SOAPXMLHust root %D a3 w0 %
26 B NetApp wiSSL Option O fal orgs) ~  — - SOAPXMLHost root ) a3 w0 2
27. | BiNews nefeont fallorgs) ~ = -~ BasclSnippet — %0 2 w6
25 Bien #yfalorgs] - - - swe = = 81 0w 7
29, | P anced ghfaorgs) ~ =~ SOAPXMNLHost admn %0
30. JPolycom - COR R lat orcs] ~ SOAPIXML Host admin %D & 20w 3
31. | @ Poljcom- nterface it orgs) = = = SOAPXMLHost admn %0 s w2

Actions Reset Guide
Create SNMP Credential
| create Database Credential
Create SOAP/XML Host Credential
P | Create LDAPIAD Credential

JECEEY Create BasiciSnippet Credential

Loy Create SSHIKey Credential
GLLAES G rcate Powershell Credential
U8l Croate Powershell Credentia

2150514150524 em7admin

2015.05-14 112531
20150514 12512
2015.05-14 11:25:41
2015.05-14 112543
2015051412632 em7admin
2015.05-14 112632
2015051412632 em7admin
2015051412632 em7admin
0150514112542 emTadmin
2150544112542 emTadmin
20150514 112547 em7admin

20150514 112551
0150514112518 @
20150514 112558
2015051412558 em7admin
20150514 112811

2015051412620 em7admin
20150514 112620 emTadmin
2150514112620 em7admin
20150514 112546
2015051412516 em7admin

2150514112624 em7admin
2015.05-14 112624

{Select Acion] R co |

In the Credential Management page, click the [Actions] menu. Select Create Basic/Snippet

Credential.

Credential Editor X

Create New Basic/Snippet Credential Reset

Basic Settings

Credential Name
( ]

Hostname/IP Port Timeout(ms)

( ] ( J [ ]

Username Password

( J [ ]

The Credential Editor modal page appears. In this page, you can define the new Basic/Snippet credential.

To define the new credential, supply values in the following fields:

« Credential Name. Name of the credential. Can be any combination of alphanumeric characters.

This field is required.

« Hostname/IP. Hostname or IP address of the device from which you want to retrieve data. This field is

required.

o You can include the variable %D in this field. SL1 will replace the variable with the IP address of the

current device (device that is currently using the credential).

o You can include the variable %N in this field. SL1 will replace the variable with the hostname of the
current device (device that is currently using the credential). If SL1 cannot determine the hostname,

SL1 will replace the variable with the primary management IP address for the current device.

Defining a Basic/Snippet Credential
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e Port. Port number associated with the data you want to retrieve. This field is required.

o Timeout (ms). Time, in milliseconds, affer which SL1 will stop trying to communicate with the
authenticating server.

o Username. Username for a user account on the device.

o Password. Password for a user account on the device.

5. Click the [Save] button to save the new Basic/Snippet credential.
6. Repeatsteps 1-5 for each Basic/Snippet credential in your network.

NOTE: When you define a Basic/Snippet credential, the credential will automatically be aligned with the
organization(s) you are a member of. To learn more about credentials and organizations, see the
section Aligning Organizations With a Credential.

Defining an SSH/Key Credential

Secure Shell (SSH) is a network protocol that enables users to securely access a command-line shell on a remote
computer or server over an unsecured network. SSH provides strong encryption and authentication capabilities,
making it an ideal method for securely administering commands or transferring data between a client and server.

To make SSH even more secure, you can use SSH keys instead of a simple password to log into a server. SSH keys
consist of two long strings of characters, called a public/private key pair, that are much less susceptible than
passwords are to brute force attacks. The public key is placed on the server you want to access, while the private
key resides on the client. When you use SSH to log into the server from the client, the key pair is used to
authenticate the session.

In SL1, some Dynamic Applications of type "Snippet' use SSH to communicate with a remote device. To use these
Dynamic Applications, you must define an SSH credential. This credential specifies the hostname or IP address of
the system you want to monitor, the port number used to access that system, and the private key used for
authentication.

NOTE: Consultthe documentation associated with the PowerPack that contains the Dynamic Application of
type "Snippet" to find detailed directions on configuring the remote device and generating a private
key for SL1 to use.

To define an SSH/Key credential:

1. Collect the information you need to create each credential (usually username and password).
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2. Gotothe Credential Management page (System > Manage > Credentials).

Credential Management | Credentials Found [62] Actions. Reset Guide
Create SNMP Credential

Create Database Credential
Profile Name * Organization Use Use Us Tupe Cradental U Host :
O I IC ] | — Create SOAP/XML Host Credential
1. Amazon Web Services Credential System = =~ SOAPXMLHost [AWS Account Access Fexample.com s 2000 0 | Create LDAPIAD Credential
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10 M7 Central Database: g ol orgs) ~ — -~ Database root locahost 776 0 51 0150514112641 em7admin (=]
11 BEM7 Colector Database. falorgs) ~ = = Database root %D 7 o 14 20150514112543  em7admin O
12, @Ew7DB fal oros] ~ — -~ Database root %D 76 0 35 0150514112632 emvadmin 3]
13 BEM7DB-DBInfo fal orgs] ~ =~ SOAPXMLHost root %D 80 3000 38 0150514112632 em7admin O
14, JEM7 DB~ My cnf {al orgs) ~ —~  ~ SOAPXMLHost root %0 80 3000 37 250514112632 em7admin (5]
15, | EM7 DB - Sio.conf fallorgs) ~ = |~ SOAPXMLHost root %0 80 3000 3% 50514112632 em7admin O
16, B EMT Defaut V2 {al orgs) - - - s\ = = 161 1500 10 2150514112542 em7admin (5]
17 BEMT Defaut V3 fallorgs) — = - sme emTdefaultv3 — 161 500 A1 250514112542 em7admin O
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21 B LifeSize: Endpoint SN falorgs) — = - sue control = 161 3000 18 20150514112558  em7admin O
22 fBLifeSize: Endpoint SSHICLI fal orgs] ~  — - BasciSnppet  auto %D 2 3 17 2150514112558 em7admin O
23 PLocal 4Pl fallorgs) ~ | = - Bascisnppet  em7admin 10.0.0.180 80 5000 2 50514112611 em7agmin O
24 B Nethpp 7-mode {al orgs) ~ - - BasciSnppet oot ) a3 3000 24 150514112620 em7admin (3]
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27 BNexus nefcon fallorgs) Basic/Snippe — %0 22 0000 6 2150544112546 em7admin O
28 B News smp #yfalorgs] - - - swe = = 161 1000 7 2015054112516 em7admin 3]
29 B Polycom - Advanced ghfaorgs) ~ =~ SOAPXMNLHost admn %D 80 20000 28 2015054112624  em7admin O
30. JPolycom - COR R lat orcs] ~  —  — SOAPXMLHost admin %D 80 20000 31 0150514112524  em7admin [5]
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3. Inthe Credential Management page, click the [Actions] menu. Select Create SSH/Key Credential.

Credential Editor X
Create New S5H/Key Credential Reset

Basic Seftings

Credential Hame
[ ]

Hostname/IP Port Timeout(ms)

[ ][22 [ ]

Username Password

Private Key (PEM Format)

4. The Credential Editor modal page appears. In this page, you can define the new SSH/Key credential. To
define the new credential, supply values in the following fields:

« Credential Name. Name of the credential. Can be any combination of alphanumeric characters.

« Hostname/IP. Hostname or IP address of the device from which you want to retrieve data.

o You can include the variable %D in this field. SL1 will replace the variable with the IP address of the
current device (device that is currently using the credential).

o You can include the variable %N in this field. SL1 will replace the variable with hostname of the
current device (device that is currently using the credential). If SLT cannot determine the hostname,
SL1 will replace the variable with the primary, management IP address for the current device.
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o Port. Port number associated with the data you want fo refrieve.

NOTE: The default TCP port for SSH servers is 22.

o Timeout (ms). Time, in milliseconds, after which SL1 will stop trying o communicate with the
authenticating server.

o Username. Username for an SSH or user account on the device to be monitored.
o Password. Password for an SSH user account on the device to be monitored.

« Private Key (PEM Format). Enter the SSH private key that you want SL1 to use, in PEM format.

5. Click the [Save] button to save the new SSH/Key credential.

6. Repeatsteps 1-5 for each SSH/Key credential in your network.

NOTE: When you define a SSH/Key credential, the credential will automatically be aligned with the
organization(s) you are a member of. To learn more about credentials and organizations, see the
section Aligning Organizations With a Credential.

Defining a PowerShell Credential

Dynamic Applications can include PowerShell commands that collect data from Windows devices. If you want to
use SL1's built-in transport agent (that is, run "agentless" on the Windows device), you can align a PowerShell
credential with those Dynamic Applications.

NOTE: Consult the Monitoring Windows and WMI and PowerShell Dynamic Application Development
manuals to find detailed directions on configuring the Windows devices for agentless communication
and on configuring a proxy server.

To define a PowerShell credential in SL1:
1. Collectthe information you need to create the credential:

o The username and password for a user on the Windows device.

o Ifthe useris an Active Directory account, the hostname or IP address of the Active Directory server and
the domain.

o Whether an encrypted connection should be used.

o Ifyou are using a Windows Management Proxy, the hostname or IP address of the proxy server.

2. Gotothe Credential Management page (System > Manage > Credentials).
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3. Inthe Credential Management page, click the [Actions] menu. Select Create PowerShell Credential.

Actions Resel

Credential Management | Credentials Found [62]
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4. The Credential Editor page appears, where you can define the following fields:

Credential Editor X
Create New PowerShell Credential Reset

Basic Settings
Profile Name Account Type
[ | [[Active Directory ] v]
Hostname/IP Timeout{ms)
[ | [10000 ]
Username Password
[ J [ J
Encrypted Port PowerShell Proxy Hestname/|P
[Lyes) v | 5986 J [ J
Active Directory Settings
Active Directory Hostname/IP Domain
[ J [ J

« Profile Name. Name of the credential. Can be any combination of alphanumeric characters.
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« Hostname/IP. Hostname or IP address of the device from which you want to refrieve data.

o You can include the variable %D in this field. SL1 will replace the variable with the IP address of the
device that is currently using the credential.

o You can include the variable %N in this field. SL1 will replace the variable with the hosthame of the
device that is currently using the credential. If SL1 cannot determine the hostname, SL1 will replace
the variable with the primary, management IP address for the current device.

o You can include the prefix HOST or WSMAN before the variable %D in this field if the device you
want to monitor uses a service principal name (for example, "HOST://%D" or "WSMAN://%D").
SL1 will use the WinRM service HOST or WSMan instead of HTTP and replace the variable with
the IP address of the device that is currently using the credential.

o Username. Username for an account on the Windows device to be monitored or on the proxy server.

NOTE: The user should not include the domain name prefix in the username for Active Directory accounts.
Forexample, use "em7admin" instead of "MSDOMAIN\em7admin".
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e Encrypted. Select whether SL1 will communicate with the device using an encrypted connection.
Choices are:

o yes. When communicating with the Windows server, SL1 will use a local user account with
authentication of type "Basic Auth". You must then use HTTPS and can use a Microsoft Certificate or
a self-signed certificate.

o no. When communicating with the Windows server, SL1 will not encrypt the connection.

e Port. The port number used by the WinRM service on the Windows device. This field is automatically
populated with the default port based on the value you selected in the Encrypted field.

o Account Type. Type of authentication for the username and password in this credential. Choices are:

o Active Directory. On the Windows device, Active Directory will authenticate the username and
password in this credential.

o local. Local security on the Windows device will authenticate the username and password in this
credential.

o Timeout (ms). Time, in milliseconds, affer which SL1 will stop trying to collect data from the
authenticating server. For collection to be successful, SLT must connect to the authenticating server,
execute the PowerShell command, and receive a response within the amount of time specified in this

field.
o Password. Password for the account on the Windows device to be monitored or on the proxy server.

« PowerShell Proxy Hostname/IP. If you use a proxy server in front of the Windows devices you want to
communicate with, enfer the fully-qualified domain name or the IP address of the proxy server in this

field.

« Active Directory Hostname/IP. If you selected Active Directory in the Account Type field, specify the
hostname or IP address of the Active Directory server that will authenticate the credential.
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« Domain. f you selected Active Directory in the Account Type field, specify the domain where the

monitored Windows device resides.

5. Tosave the credential, click the [Save] button. To clear the values you set, click the [Reset] button.

Testing a Credential

You can test a credential from the Credential Management page using a predefined credential test. For more
information about creating and managing credential tests, see the chapter on Managing Credential Tests.

Specitying Credentials During Initial Discovery

Discovery is the process by which SL1 discovers what types of hardware and applications exist on the network and
then retfrieves data from the discovered hardware and applications.

Before running discovery, you must:
o Determine the SNMP credentials for the devices and applications in your network. Define correlating
credentials in SL1, to allow discovery fo refrieve as much information as possible.

o Ifyou wantSL1 to immediately start collecting data from devices using Dynamic Applications, you should also
define any additional credentials required for those Dynamic Applications. For example, if you want SL1 to
immediately start monitoring all MySQL databases in your network, you should define credentials that allow
SL1 to communicate with each MySQL database in your network. During discovery, SL1 will determine
which devices can be monitored with a Dynamic Application for MySQL. After discovery, SL1 will use the
database credential to collect data about each MySQL database in your network.

Use the previous sections fo define credentials for your network.

When you run discovery, you must specify one or more of these credentials to use. The more credentials you align
with a discovery session, the more access SL1 will have to devices and their data during discovery.

To specify credentials during initial discovery:

1. Gotothe Discovery Control Panel page (System > Manage > Classic Discovery).
2. Inthe Discovery Control Panel page, click the [Create] button.

3. Inthe Discovery Session Editor page, supply values in each field.
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Discovery Session Editor | Create New [ New [ Reset |

Identification Information

Name @  Descripion

o y
IP and Credentia Detection and Scanni
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Fort Sezn Timeout _ Collection Server PID:
SHIMF Credentials | (EuxtemDefau recommended) ¥Y] @ [Fpungdsces v @
] @ -

S Detaction Mathod & Port - Organization -
clsmls [ ] @ [[5etem] v @
Cisco SNMPAZ - Exampie [Dsfaut Method |
Cisco SNMPA3 - Exampie UDP: 131 SNMP A jioe= to Device Group
Cisco: CSP SNMP Port 161 Example TCP: 1 - tepmae [ e e ) @
Cisco: CSP SNMP Port 1510 Exampl TCP: 2 - compressnet
Dell EMC: Ision SNIMPY2 Exampile TCP: 3 - comprassnat =
Demo Lab s
EM7 Defauit 2
EM7 Defauit V3
IPSLA Example
LiSize: Endpoint SNMP
SNMP Public V1 -

Other Credermials ~
( ] @

BasiciSnippet
Cisco CUCM Example
Cisco VOS CUC Cluster Status
Cisco VOS IM&R Cluster Status
Cisco: AC! Sample Credential 1
Cisco: AC! Sample Credential 2 -

Cisco: CSP Example
Citrex XenServer - Exampla = Inventory Timeout (ms) -
CuCM Lab {00000 =]
EMC SMI-5 Examgle wzcrrum Allowed cex
T = Nzmum Allowe Interfaces ™
HDS SMIS Examgle
LifaSize: Endgoint SSHCLI - Bypass Inerface Inventory Apply Device Temglate
Loa a [[Choose = Tempéte | v @
Log Al
[

4. Inthe SNMP Credentials field and in the Other Credentials field, you can select one or more credentials o
use during discovery. In these fields, you should see a list of all credentials in SL1.

5. When trying fo communicate with discovered hardware and applications, SL1 will look at the list of selected
credentials and use the appropriate credential to get permission to access data on the external system.

NOTE: During discovery, SL1 tries each SNMP credential specified in the discovery session on each
discovered device, to determine if SL1 can collect SNMP details from the device. Later in the
discovery session, during alignment of Dynamic Applications, discovery again tries each SNMP
credential specified in the discovery session. If one of the SNMP credentials times out three times
without any response, discovery will stop trying to use that SNMP credential to align SNMP Dynamic
Applications. Note that "no response" means that a device did not respond at all. Note that if a device
reports that "no OID was found" or "the end of the OID tree was reached", these are considered a
legitimate response and would not cause SL1 to abandon the credential.

Defining the Primary and Secondary Credentials for a Single
Device

You can define multiple credentials for a single device. This allows SL1 to align multiple agents and applications
for a single device. For example, SL1 might use an SNMP credential to discover hardware information about a
device and a database credential to retrieve information about the database on the same device.
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To define primary and secondary credentials for a single device:

NOTE: When defining primary and secondary credentials for a device, you will see only the credentials
aligned to organizations you are a member of. If a primary or secondary credential has already been
defined on the device, and is aligned to an organization you are not a member of, the credential will

be restricted.

1. Gotothe Device Manager page (Devices > Device Manager).

2. Inthe Device Manager page, find the device you want to edit. Click its wrench icon ( ?)

3. The Device Properties page is displayed.

Logs

Thresholds | _Collections
Relationships

10.20.30.149

Physical Device

P T 10.20.30.149| 26 Network Broadband H
Netopia RT200-T netopla‘
System 0 days, 00:00:00 L
Active 2012-04-30 18:55:00
Netopia R7200-T v4.11.3 CUG | em7_ao
Device Properties
Identification
Device Name: P Address. Organization
10.2030.149 o [1020.30.149 -verfied] =EY [System] =)
Monitoring & Management Preferences
Device Class [ Netopa R7200T | 2l Auto-Clear Events
| SNMP ReadWrite [ [SNMP Public V2] [=][None] = | Accept AllLogs
Avaiot ot [[T0FL [<] [Ter-sier = oty Pt Scon
Letoncy Fort [CHE ][ =l
Auto-Update
AvailsLatency Alert [ [Disable] =]
Collection [ [Enabled] [=][1Eua] =] Scan AllPs
=]
Col. Type [ [Standard] [=]
Dynamic Discovery
Critical Ping | [Disabled] [=]
Preserve Hostname:
Event Wask [ [Group in blocks every 10 minites] [ <]
Disable Asset Update
Save

4. Inthe Device Properties page, you can select two SNMP credentials in the fields SNMP Read and SNMP

Write.
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5. Toselect a second credential (either of type SNMP or of another type), click the [Actions] menu. Select
Secondary Credentials.

Physical Device

oy Metwork Broadband -
e netopia.

0 days, 00:00:00 L—

2012-04-30 18:55:00

1or CUG | em7_ao

Netopia RT200-T v4.11.3

Device Properties Ormanization | Asset
Guid=

| My Bookmarks (CirksAlt+B) H—
Identification
Add [P Address

Device Name IP Address.
102030129 " [1020.30.149 verfed] =]+ [Systerfl| Select Primary P Addresses

Clear Device Cache. H—

Menitering & Management Create a Ticket (Ctri+Alt=Enter)

Device Class [Netopia R7200-T | 2] Custom Navigation

Device Class

SNMP Readrite [T SNMP Public V2] [=][TNene] [~] Device Children

Avaabilty Port [JUDP] =] [TT67 -SHMP] =1 Device Groups (Cirl+Ak+D)
Notepad Editor
ety ort [REME L] remey [=] Product Catalog
AvaikLatency Alert [ [Disable] [=] Report Creator
Collection [ [Enabled] =] = Resource Usage (CiriAlt+U)

Secondary Credentials

Werge Device

Coll Type  [[Standard]
Critical Ping [ [Disabled]

=T

Preserve Hostname

Event Mask [ [Group in blocks every T0minutes] [« |

Disable Asset Update

6. The Secondary Credentials modal page appears. In the Secondary Credentials modal page, you can
select one or more credentials to associate with the device. To add a secondary credential to a device,
highlight an entry in the list of credentials. To select multiple credentials, hold down the <CTRL> key and
select the entries by left-clicking with your mouse.

Secondary Credentials Close | Esc

For Device 1261
|_ [Remove All / None] -
BasicrGinet

|_ Backups

|_ Cloudkick - Bxample

|_ EMC - Example

|_GoGrid - Example

|_ Rackspace - Example

|_ Windows cluster

|_ Windows em 7admin

|_ Windows em 7user

|_ Windows HyperV - Example

|_ Windows WMI - Exampla

|_ WM 5QL Default
Database

m

|_ EM7 Collector Database
|_QADB
|_ Sciencelogic Database Server
LDAP/AD
|_ Sciencelogic AD
SHNMP

|_clsm0s
|_ EM7 Defautt V2 -
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7.

8.

During discovery (either nightly, manual, or associated with device policies), SL1 will first try the primary
credentials for the device and then will try the secondary credentials.

Click the [Save] button to save the change to the device.

Defining the Credentials for a Specific Device/Dynamic
Application Pair

After a device has been discovered by SL1 and one or more Dynamic Applications have been aligned with the
device, you can manually assign the credential to use for each Dynamic Application.

The manually assigned credential will be used by SL1 only for this specific Dynamic Application associated with this
specific device. For all other devices, SL1 will use the default credential associated with each device, or will use
the credential defined in the Dynamic Application Collections page for each device.

To manually associate a credential with a Dynamic Application aligned to a device:

1.
2.

Go to the Device Manager page (Devices > Device Manager).

In the Device Manager page, find the device for which you want to define a credential. Click its wrench icon

Cal

In the Device Administration panel, click the [Collections] tab.
In the Dynamic Application Collections page, find the Dynamic Application you want to define a credential

for. Select its checkbox (I]). To apply a credential to multiple Dynamic Applications, select the checkbox for
each Dynamic Application.
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Thresholds Collections
| 1oos | Toolbox | Interfaces | Relationships |  Tickets | Redirects |  MNotes |

evice Name  10.100.100.28 Man.
/1D 10.100.100.28 | 1

= Microsoft

pe Physical Device
Pingable

ICMP

0 days, 00:00:00

n Acme Corporation

= Unavailable e 2012-03-30 12:12:00
Dynamic Appl\(:alionm Collections |
Dynamic Appiicati D Foll Fraquen Tyre Credentia
+ Windows Interface 307 1 mins - override WHI Performance Windows em7user
+ Windows Memory 306 1 mins - override WHI Performance Windows em7user
+ Windows Asset 303 ‘1 ming - override VWMI Config Windows em7user
+ Windows Process List 308 1 mins - override WHI Config Windows em7user
+ Windows Service List 310 ‘1 ming - override VWMI Config Windows em7admin
+ Windows SMART Status 308 1 mins - override WNI Config —_— Em7Admin
Assign Default Credential: o
|_Default SNMP Credential Tl
ign SNMFP Credential:
|_clsmos =

LEM7 Default V3 |
_SNMP Public W1
_SNMP Public V2

ign Database

|_EWT Collector Database
QA DB
|_Sciencelogic Database Server
it Host Credential:
|_CUCM PerfmonService 8.0 Example
|_Pofycom - Advanced
|_Pofycom - Interface
|_Pofycom - Network
|_Pofycom - System
|_Pofycom CDR
| _Proxy IS

| [Select Action] [ | T

5. From the Select Action drop-down list, select the credential from the list of all credentials that you are
allowed to use, and then click the [Go] button.

NOTE: Your organization membership(s) might affect the list of credentials you can see in the Select
Action drop-down list.

NOTE: If this Dynamic Application has already been aligned with a credential to which you do not
have access, the Credential column will display the value Restricted Credential. If you align
the Dynamic Application with a different credential, you will not be able to re-align the device
with the Restricted Credential.

6. The selected Dynamic Applications will now use the manually selected credential when collecting data from
this device. You should see your change reflected in the Credential column in the Dynamic Application
Collections page.
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Specifying Credentials in a Device Template

You can specify the primary SNMP credentials in a device template. Then, when you use the device template to
create a new device or when you apply the device template to a device group, the primary credentials are
automatically applied to each device and appear in the Device Properties page, in the SNMP Read field.

If you include a device template during discovery or re-discovery, SL1 will discover devices first and then apply the
device template to each discovered device. During discovery, SL1 automatically assigns a default SNMP
credential to each discovered device (thatis not a pingable device) and then applies the device template.

If you include a primary SNMP credential in a device template and then apply that device
template during discovery, you might overwrite the default SNMP credential assigned by SL1. In
some cases, this could prevent SL1 from communicating further with the device.

For more details on device templates and device groups, see the manual Device Groups and Device
Templates.

How SL1 Uses Credentials During Discovery

During initial discovery, nightly discovery, discovery associated with device policies, and any manually triggered
discovery, SL1 uses credentials in the following order:

1.

For devices that have not yet been discovered, SL1 uses the credentials supplied in the Discovery Session
Editor page to collect both SNMP data and Dynamic Application data.

For devices that have already been discovered at least once, SL1 uses the SNMP credentials specified in
the Device Properties page.

For devices that have already been discovered at least once, SL1 uses the secondary credentials defined in

the Device Properties page if the primary credentials don't work.

For devices that have already been discovered at least once, SL1 will use the credentials defined in the
Dynamic Application Collections page for specific Dynamic Applications.

Aligning One or More Organizations With a Credential

To support multi-tenancy, SL1 allows you to align each credential with one, multiple or all organizations in SL1.
You can also align a credential with no organizations.

When you align an organization with a credential, you control who can view details about the credential, who can
view the name of the credential, and who can apply the credential in SL1.
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NOTE: When you align an organization with a credential, you are restricting only the users who can view and
assign the credential. You are not restricting the devices and actions that can be associated with the
credential. For example, you can align a credential only with the organization "Operations" but assign
the credential to a device in the "Finance" organization.

If you have an account of type "User" and are a member of only one organization, the Organization column will
not appear in the Credential Management page. The Credential Management page will display only
credentials that are aligned with your organization.

Credential Management | Credentials Found [62] Actions Reset Guide
Profie Name - Orqanization Tupe Credential User Host Port Timeout(ms) 1D Last Egteg Editea B
( ) ) CC_ I m wm
1.2 Amazon Web Services Credentil FySystem 'SOAPIXL Host [ AWS Account Access Key ] example.com B 200 1 2010518174231 emTadmin
2. B Aaure Credential- SOAPIUIL Fmatorgs] ~  ~  ~ SOAPIXNLHost <AD_USER> Toginvindours.net 443 60000 60 2050514113156 em7admn
5.2 Azure Credential- SSHiKey ol orgs] = - ssHKey <SUBSCRIPTION_ID_HERE- %D 2 1000 S 2010514113156 emadmin
4. B Cisco SNMPY2 - Example: tat orgs] -~ - s = 611500 3 2050514112500 em7admin
5. B Cisco SNMPY - Example Ftatoras] - - - s IUSER_GOES_HERE] — 611500 2 0150514112500 em7admin
6. 4 Gisco: AGH famatorgs] ~ - 125 Bascsnppet  aimin 17336.219.4 “3 0 62 2015014150524 emTadmin
7. Cisco: ACH Credential Ftat orgs] = = - Casciuppet  admin 185.18.133.200 w0 51 2015.0514163220  em7admin
&. 2 Cloudkick - Example @tat oras] ~  — - CasciSppet  [SECURITYKEY GOESHERE] 127001 43 S0 8 2050514112531 em7admn
o3 CUCM PermonService 8.0 Example gmatorgs] ~ = - SOAPXMLHost = %D B3 200 4 2DS0S14112512  emTadmin
10. B EM7 CentralDatabase 1ot oras] ~ - Database oot locahost 06 0 1 2010514112641 emTacmin
1. B EMT Collector Database. Ftat orgs] = = = Database oot %D o o 14 2150514112543 emTadmin
12 BEMTDB @tat oras] -~ - Database oot %D L 35 2015014112632 emTacmin
13. B EMT DB- DB Info Fymaios] == = SOAPKXMLHOst root %D B0 38 0150514112632 enadmin
14. B EMT DB~ My.cof tat oras] ~  —  ~  SOAPXMLHost root %D @ 30 37 050514112632 emiadmn
15. B EMT DB - Sio.cont Ftat orgs] ~ = = SOAPXMLHst root %D B0 3 2010514112632 enadmin
16. B EMT Defaut V2 @htat oras] -~ - s = = 61 1500 10 2050514112542 em7admin
17, B ENT Defaut V3 Fymators] - - - swe endefauty3 = 1 50 11 20150514112542  emadmin
18. B EMC - Example Ftat oras] -~ - EasiciSmppet  root %D 43 10000 15 2050514112547  em7admin
19, B GoGrd- Example Ftat orgs] = = - EasciSnppet  [SECURITYKEY GOES HERE] 127001 43500 16 2015051411251 emadmin
2. B IPSLAExample ot oras] -~ - s = = 611500 5 0IS0514112518  emiadmin
21, B Lieste: Endpoint SNIP filat oras] - = - s control = 6100 18 150514112558 em7admin
22 B LieSte: Encpoint SSHCLI tat orgs] -~ - Bascsuppet  auo %D 2 3 17 2010514112558 emTacmin
23. | Blocaispl Ftat orgs] = = - Eascsuppet  en7admin 10.00.180 B S0 22 2010514112611 emTadmin
24. B Netapp 7-mode gtatorgs] -~ - Eascismppet  root %D 43 300 24 IS0514112620  emdaimn
25|  Netapp wisSL Opton Ftatoras] = = = SOAPXMLHost root %D 43300 26 20150514112620  emadmin
2. B Netapp wiSSL Opton O Ftat oras] ~  —  —  SOAPXMLHost root %D 443 10000 25 2050514112620  em7admin
27, | Biekus nekear lanorgs] = -~ Basicsnipet = %D 2 0000 5 2015051412516 emTacmin
28, B News somp o] - - - s = = 110000 7 2050514112516 emdaimin
29 B Polycom- Advanced Ftatoras] = = = SOAPXMLHost admin %D B 2000 28 20150514112624  emadmin
30.  Poycom- COR Ftat oras] ~  ~  — SOAPXMLHost admin %D @ 20000 31 2050514112624 em7admin
31,3 Polycom- Interface Fital orgs] == = SOAPXMLHost admin ) B 000 28 20544112624 enadmin
32. B Polycom - Network Faratorgs] ~  —  ~ SOAPXMLHost aumin %D 8 20000 30 20150514112624  emadmin
5.3 Polycom- System Ftat orgs] == = SOAPXMLHost admin %D 2000 27 2150514112624 emTadmin
34. B Polycom DMA CDR Example @tat oras] ~ - EasiiSuppet  usemame %D es3 30 33 2010514112628 emTacmin
35. B Polycom RIX Fyiatos] ==~ SOAPIXMLHost sciencelogic %D 80000 32 2010814112628 emTadmin
3. B Rackspace - Example lat orgs] ~  — - CasciSppet  [USERNAMEGOES HERE] 127001 43 S0 34 2050514112630 em7admin
57,3 SNMP Pubie V1 Ftat orgs] - - - e = = 11500 12 0150514112542 em7admin
38, B SNUP Puble V2 ylanoros] -~ - swwe = = 1150 13 2050514112542 emvadmn
39§ Tandberg Endpoint - Config oyl orgs] = = = SOAPIXNLHost USERNAVE HERE %D 80000 40 2015051411263  emTadmin
40. B Tandberg Endpoin - History tatoras] ~  ~  — SOAPIXNLHost USERNAVE HERE %D @ 10000 41 2050514112636 em7admin
41| B Tandberg Endpoin - Status Ftat orgs] == = SOAPIXNLHost USERNAVE HERE %D B 0000 38 2015051411263 emadmin
42. B Tandberg: TCS Cluster Status dhtat orgs] ~ - SOAPXMLHost admin %D 43 2000 42 NS0514112638  en7admin
42, Tandberg: TCS Configuration Fmaiorgs] ~ =~ SOAPXMLHost admin %0 43 200 46 2015051411263 enadmin >
[MevingPager i 7] [EEET—— co |

Credentials that are aligned with an organization have the following behavior:

o Foreach credential that is aligned with an organization, only administrators and users who are members of
the aligned organization will be able to see the credential in the Credential Management page.

e InSLT, in anyfield or column that displays the name of the credential, users who are not members of the
aligned organization will not see the credential name. Instead, these users will see either a dash character (-)
or the text "Restricted Credential".

o InSLT, in any listfrom which users can select a credential, users who are not members of the aligned
organization will not see the credential as an entry in the list.

e InSLT, in any page where the credential has already been assigned, users who are not members of the
aligned organization will see only the name "Restricted Credential".

o InSL1,in any page where the credential has already been assigned, users who are not members of the
aligned organization can save the page and maintain the credential. The credential will still appear to that
user as "Restricted Credential".
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e InSL1, in any page where the credential has already been assigned, users who are not members of the
aligned organization can change the credential fo a credential aligned with their organization(s). However,
those users cannot change the credential again and re-assign the "Restricted Credential". The entry for
"Restricted Credential" is removed from the list of possible credentials.

To understand the behavior of a credential aligned with an organization, consider the following example:

« Suppose you have a user account of type "Administrator”. Suppose you create an SNMP credential called
"ops_cred". Suppose you align that credential with the organization "Operations".

« Inthe Credential Management page, only administrators and users who are members of the organization
"Operations" will be able to see the credential "ops_cred" in SL1.

e InSL1, in anyfield or column that displays the name of the credential (for example, in the SNMP Credential
column in the Device Manager page), users who are not members of the organization "Operations" will not
see the "ops_cred" name displayed. Instead, these users will see either a dash character (-) or the text
"Restricted Credential".

o InSL1, in any list from which users can select a credential (for example, in the SNMP Read field, in the
Device Properties page), users who are not members of the organization "Operations" will not see the "ops
cred" credential as an entry in the field.

e InSL1, in any page where the credential "ops_cred" has already been assigned, users who are not members
of the organization "Operations" will see only the name "Restricted Credential".

e InSLT1, in any page where the credential "ops_cred" has already been assigned (for example, in the SNMP
Read field, in the Device Properties page), users who are not members of the organization "Operations"
can save the page and maintain the "ops_cred" credential. The credential will still appear to that user as
"Restricted Credential".

e InSLT, in any page where the credential "ops cred" has already been assigned, (for example, in the SNMP
Read field, in the Device Properties page), users who are not members of the organization "Operations"
can change the credential to a credential aligned with their organization. However, that user cannot change
the credential again and re-assign the "Restricted Credential". The entry for "Restricted Credential" is
removed from the list of possible credentials.

Default Organizations Aligned with a Credential

When you create a new credential, SL1 automatically aligns the credential with all your organizations. For
example:

Account Tvpe Organization(s) Aligned with the Default Organizations Aligned
untiyp Sciencelogic Account with Credential
Administrator All All
User Primary Organization = NOC All

Ad(ditional Organization Memberships
= All organizations
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Organization(s) Aligned with the Default Organizations Aligned

Account Type Sciencelogic Account with Credential
User Primary Organization = NOC NOC, Sales
Additional Organization Memberships
= Sales
User Primary Organization = NOC NOC

Additional Organization Memberships
= None

After you save the credential, you can edit the organization(s) aligned with the credential.
Editing the Organizations Aligned with a Credential

After a credential has been created, you change the default organizations aligned with a credential. To edit the
organization alignment on a credential:

1. Gotothe Credential Management page (System > Manage > Credentials).
2. Inthe Credential Management page, find the credential for which you want to edit the organization. In the

Organization column, click its org icon (‘Nﬂ}).
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3. The Align Organizations modal page appears. In this page, provide values in the following fields:

Credential: c0sm0s Close | Esc

Align Organizations

Credential Availablity
Aligned Organizations Only El
Aligned Organizations
Acme Comporation -
DC - Servers
DC - Switches
Engineering
MNOC
QA
System

« Credential Availability. Specifies whether you want to align all organizations with the credentials or

manually select one, multiple, or no organizations to align with the credential. Choices are:

o Aligned Organizations Only. Selecting this option will make the Aligned Organizations pane
available. You can select one or multiple organizations to be aligned with the credential.

o System (All Organizations). This option is only available if you are a system administrator or a

member of all organizations in SL1. All organizations will be aligned with the credential. If another

organization is created, it will be aligned to the credential, by default.

NOTE: The Credential Availability field appears only for users who are Administrators and users who are
members of all organizations.

« Aligned Organizations. Displays a list of all organizations to which you belong. Select one, multiple,

or no organizations fo align with the credential.

o Toselecta single organization, highlight it and left-click.
o Tounselect a single organization, highlight it and left-click.

o Toselect multiple organizations, hold down the CTRL key and select the entries by left-clicking.

o Tounselect multiple organizations, hold down the CTRL key and select the entries by left-clicking.

NOTE: Only users who are Administrators and users who are members of all organizations can unselect all
organizations in the Aligned Organizations list.
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4. Tosave the new organization alignment, click the [Save] button.

Restricted Credentials in the Discovery Session Editor Page

The Discovery Session Editor page allows you to select multiple credentials to align with a discovery session.

In the SNMP Credentials field and the Other Credentials field, the Discovery Session Editor page might
include credentials that have been aligned with one or more organizations. If one of these credentials has been

previously selected, users who are not members of the aligned organization(s) will see "Restricted Credential"
appear in the SNMP Credentials field or the Other Credentials field.

If multiple aligned credentials have been previously selected for a discovery session, users who are not members
of the aligned organization(s) will see only a single "Restricted Credential entry appear in the SNMP Credentials
field or the Other Credentials field. This single entry of Restricted Credential represents all restricted credentials. If

a user who is not a member of the aligned organization(s) removes the entry Restricted Credential from the
discovery session, all restricted credentials are removed. That user cannot change the credential again and re-
assign Restricted Credential. The entry for Restricted Credential is removed from the list of possible credentials.

Editing a Credential

The Credential Management page allows you to edit credentials from SL1. To do so:

1. Gotothe Credential Management page (System > Manage > Credentials).

. o)
2. Inthe Credential Management page, click the wrench icon (“" ) for the credential you want fo edit.

3. The Credential Editor modal page will appear.

Credential Editor [28] Close | Esc

Edit SNMP Credential #28 | new |  Reset |
Baszic Settings
Profile Name SNMP Version
|chrnDs | |[SNMF‘ V2] El
Port Timeout({ms) Retries

[181 | [1500 | [ |
SHMP V1V2 Settings

SNMP Community (Read-Only) SHMP Community (Read/\rite)
[c0smis | |

SHMP V3 Settings
Security Name

Authentication Protocol

Context Name

Privacy Protocol

Save

Security Level

Security Pagsphrase

SNMP v3 Engine ID

Privacy Protocol Pass Phrase
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4. After editing the fields in the Credential Editor, click the [Save] button. If you want to save your changes as a
new credential, click the [Save As] button.

Deleting a Credential

The Credential Management page allows you to delete one or more credentials from SL1. To do so:

NOTE: You cannot delete a credential until all aligned devices, Dynamic Applications, proxied web services,
backup settings, LDAP/AD settings, and discovery sessions that use the credential are aligned with
another credential.

1. Gotothe Credential Management page (System > Manage > Credentials).
2. Inthe Credential Management page, select the checkbox for each credential you want to delete.

3. Gotothe Select Actions menu (in the lower right). Select DELETE Credential Policy. Click the [Go] button.
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4. The selected credentials will be deleted.
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Chapter

Managing Credential Tests

Overview

This chapter describes how to create, run, and manage Credential Tests in SL1.
Use the following menu options to navigate the SL1 user interface:
« Toview a pop-out list of menu options, click the menu icon (E)
« Toview a page containing all of the menu options, click the Advanced menuicon ( ).

This chapter includes the following topics:

What are Credential Testse il 47
Sciencelogic Default Credential Tests ... . . 47
AWS Credential Test . . 48
Azure Credential Test - L 48
Basic/Snippet Credential Test - 48
Database Credential Test ... L 48
PowerShell Credential Test .. . L 49
SNMP Credential Test .. 49
SOAP/XML Credential Test .. e 49
Softlayer Credential Test ...l 50
SSH/Key Credential Test ... 50
VMware Credential Test ... L 50
Viewing Information About Credential Tests ... . il 51
Filtering the List of Credential Tests ... ... L 52



Testing a Credential from the Credential Management Page ... ... ... . .. . .i....... 53

Running a Credential Test from the Credential Test Management Page .............. ... ................ 54
Creating a Credential Test .. ... L 55
Editing a Credential Test ... 57
Deleting Credential Tests . 57
Available Step FUNCHONS . il 58
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What are Credential Tests?

Credential Tests define a series of steps that SL1 can execute on-demand to validate whether a credential works
as expected. This chapter describes how to manage existing credential tests and create new credential tests. For
information about executing a credential test, see the Credentials section.

Credential Tests can be included in PowerPacks. For information about including a credential test in a PowerPack,
see the PowerPacks manual.

Sciencelogic Default Credential Tests

This section describes the credential tests supplied by Sciencelogic in the default installation.
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AWS Credential Test

The AWS Credential Test can be used to test a SOAP/XML credential for monitoring AWS using the Dynamic
Applications in the Amazon Web Services PowerPack. The AWS Credential Test performs the following steps:

« Test Reachability. Performs an ICMP ping request to the URL for the EC2 service in the region specified in
the credential. If a region is not specified in the credential, the us-east-1 region is used.

« Test Port Availability. Performs an NMAP requestto TCP port 443 on the URL for the EC2 service in the
region specified in the credential. If a region is not specified in the credential, the us-east-1 region is used.

o Test Name Resolution. Performs an nslookup request on the URL for the EC2 service in the region specified
in the credential. If a region is not specified in the credential, the us-east-1 region is used.

o Make connection to AWS account. Attempts to connect to the AWS service using the account specified in
the credential.

« Scan AWS services. Verifies that the account specified in the credential has access to the services.

Azure Credential Test

The Azure Credential Test can be used to test a SOAP/XML credential for monitoring Microsoft Azure using the
Dynamic Applications in the Microsoft: Azure PowerPack. The Azure Credential Test performs the following steps:
« Test Port Availability. Performs an NMAP requestto TCP port 443 on management.azure.com.
o Test Name Resolution. Performs an nslookup request on management.azure.com.

« Make connection to Azure account. Attempts fo connect fo the Azure service using the account specified
in the credential.

o Make Azure Active Directory Request. Verifies that the account specified in the credential has the
permissions required to discover the Azure account.

Basic/Snippet Credential Test

The Basic/Snippet Credential Test can be used to test a Basic/Snippet credential for connectivity. The
Basic/Snippet Credential Test performs the following steps:

o Test Reachability. Performs an ICMP ping request fo the host specified in the credential.

« Test Port Availability. Performs an NMAP request to the TCP port specified in the credential on the host
specified in the credential.

o Test Name Resolution. Performs an nslookup request on the host specified in the credential.

Database Credential Test

The Database Credential Test can be used to test a Database credential for connectivity. The Database Credential
Test performs the following steps:
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o Test Reachability. Performs an ICMP ping request to the host specified in the credential.

o Test Port Availability. Performs an NMAP request to the TCP port specified in the credential on the host
specified in the credential.

o Test Name Resolution. Performs an nslookup request on the host specified in the credential.

« Make DB Connection. Attempts to make a database connection using the credential and executes the
query "SELECT 1;".

« Verify Table Existance. Attempts to make a database connection using the credential and executes the
query "SELECT * FROM master.system_settings_core;".

PowerShell Credential Test

The PowerShell Credential Test can be used to test a PowerShell credential for connectivity. The PowerShell
Credential Test performs the following steps:
« Test Reachability. Performs an ICMP ping request to the host specified in the credential.

o Test Port Availability. Performs an NMAP request to the TCP port specified in the credential on the host
specified in the credential.

o Test Name Resolution. Performs an nslookup request on the host specified in the credential.

o Test Kerberos. If the credential does not specify local authentication, attempts to acquire a kerberos ticket
using the credential.

o Test WinRM Connection. Attempts a WinRM connection using the credential.

o Execute PowerShell Cmdlet. Attempts to execute the 'Get-WmiObject Win32 Process | Select Name'
PowerShell Cmdlet using the credential.

SNMP Credential Test

The SNMP Credential Test can be used to test an SNMP credential for connectivity. The SNMP Credential Test
performs the following steps:
o Test Reachability. Performs an ICMP ping request fo the host specified in the credential.

o Test Port Availability. Performs an NMAP request to the UDP port specified in the credential on the host
specified in the credential.

o Test SNMP Availability. Attempts an SNMP getnext requestto .1.3.6.1 using the credential.

SOAP/XML Credential Test

The SOAP/XML Credential Test can be used to test a SOAP/XML credential for connectivity. The SOAP/XML
Credential Test performs the following steps:
o Test Reachability. Performs an ICMP ping request to the host specified in the credential.

« Test Port Availability. Performs an NMAP request to the TCP port specified in the credential on the host
specified in the credential.

o Test Name Resolution. Performs an nslookup request on the host specified in the credential.
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o Make cURL Request. Attempts to make a cURL request connection using the credential.

« Verify Content. Attempts to make a cURL request connection using the credential and verifies whether
"discovery session" appears in the response.

SoftLayer Credential Test

The SoftLayer Credential Test can be used to test a SOAP/XML credential for monitoring SoftLayer using the
Dynamic Applications in the SoftLayer: Cloud PowerPack. The SoftLayer Credential Test performs the following
steps:

« Test Reachability. Performs an ICMP ping request to api.softlayer.com.

o Test Port Availability. Performs an NMAP request to TCP port 443 on api.softlayer.com.

o Test Name Resolution. Performs an nslookup request on api.softlayer.com.

« Make connection to SoftLayer account. Attempts to connect to the Softlayer Account endpoint using the
account specified in the credential.

o Query SoftLayer Resource. Performs a getDatacenters request to the Softlayer Location endpoint using the
account specified in the credential.

SSH/Key Credential Test

The SSH/Key Credential Test can be used to test a SSH/Key credential for connectivity. The SSH/Key Credential
Test performs the following steps:
o Test Reachability. Performs an ICMP ping request fo the host specified in the credential.

« Test Port Availability. Performs an NMAP request to the TCP port specified in the credential on the host
specified in the credential. If no port is specified in the credential, port 22 is used.

« Test Name Resolution. Performs an nslookup request on the host specified in the credential.
o Make SSH Connection. Attempts to make an SSH connection using the credential.

« Execute Command via SSH. Attempts o make an SSH connection using the credential and executes the
command "ping localhost -c1".

VMware Credential Test

The VMware Credential Test can be used to test a SOAP/XML credential for monitoring VMware using the
Dynamic Applications in the VMware: vSphere Base Pack PowerPack. The VMware Credential Test performs the
following steps:

o Test Reachability. Attempts to reach the vCenter server using ICMP.

« Attempt VMware Connection. Attempts to connect to the VMware service using the account specified in
the credential.

Sciencelogic Default Credential Tests 50



Viewing Information About Credential Tests

The Credential Test Management page allows you to view a list of all credential tests. From this page, you can
also create, edit, run, and delete credential tests.

Credential Test Management [BETA] | Credential Tests Found [9] Create Reset Guide
Test Name ~ Type PowerPack D Last Edited Edited By
( J( It ) =) J

1. 3 AWS Credential Test SOAP/XML Hos EM7 Credential '3 2017-04-24 13:56:58 em7admin S| m
2. 9Azure Credential Test SOAP/XML Hos EM7 Credential 4 2017-04-24 13:56:58 em7admin y o
3. [ Basic/Snippet Credential Test Basic/Snippet EM7 Credential 9 2017-04-24 13:56:58 em7admin S| m
4. Database Credential Test Database EM7 Credential ' 7 2017-04-24 13:56:58 em7admin Jy o
5. PowerShell Credential Test PowerShell EM7 Credential 2 2017-04-24 13:56:58 em7admin S |m
6. # SNMP Credential Test SNMP EM7 Credential "1 2017-04-24 13:56:58 em7admin y 0
7. SOAP/XML Credential Test SOAP/XML Hos EM7 Credential 6 2017-04-24 13:56:58 em7admin |
8. & SoftLayer Credential Test SOAP/XML Hos' EM7 Credential 5 2017-04-24 13:56:58 em7admin y o
9. }SSHIKey Credential Test SSH/Key EMT Credential '8 2017-04-24 13:56:58 em7admin / |

([Select Action]

TIP: To sort the list of credential tests, click on a column heading. The list will be sorted by the column value, in
ascending order. To sort by descending order, click the column heading again. The Last Edited column
sorts by descending order on the first click; to sort by ascending order, click the column heading again.

For each credential test, the page displays:

o Test Name. Name of the credential test.

« Type. The type of credential that can be tested using this credential test. Possible types are SNMP, Database,
SOAP/XML, LDAP/AD, Basic/Snippet, SSH/Key, and Powershell.

o PowerPack. The PowerPack that contains the credential test.
o ID. Unique numeric ID, automatically assigned by SL1 to each credential test.
o Last Edited. Date and time the credential test was created or last edited.

« Edited By. The username of the user who created or last edited the credential test.
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Filtering the List of Credential Tests

Tofilter the list of credentials in the Credential Test Management page, use the search fields at the top of each
column. The search fields are find-as-you-type filters; as you type, the page is filtered to match the text in the
search field, including partial matches. Text matches are not case-sensitive. Additionally, you can use the following
special characters in each filter:

e , (comma). Specifies an "or" operation. For example:
"dell, micro" would match all values that contain the string "dell" OR the string "micro".
o & (ampersand). Specifies an "and" operation. For example:
"dell & micro" would match all values that contain the string "dell" AND the string "micro".
o | (exclamation mark). Specifies a "not" operation. For example:
"Idell" would match all values that do not contain the string "dell".
o~ (caret mark). Specifies "starts with." For example:
" micro" would match all strings that start with "micro”, like "microsoft'.

A\

will include all rows that have a value in the column.
"I~"will include all rows that have no value in the column.
o $ (dollar sign). Specifies "ends with." For example:
"$ware" would match all strings that end with "ware", like "VMware".
"$" will include all rows that have a value in the column.

"1$" will include all rows that have no value in the column.

« min-max. Matches numeric values only. Specifies any value between the minimum value and the maximum
value, including the minimum and the maximum. For example:

"1-5"would match 1, 2, 3, 4, and 5.

o - (dash). Matches numeric values only. A "half open" range. Specifies values including the minimum and
greater or including the maximum and lesser. For example:

"1-"matches 1 and greater, so it would match 1, 2, 6, 345, etc.
"-5" matches 5 and less, so it would match 5, 3, 1, O, efc.
o > (greater than). Matches numeric values only. Specifies any value "greater than." For example:

">7" would match all values greater than 7.
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o < (lessthan). Matches numeric values only. Specifies any value "less than." For example:
"< 12" would match all values less than 12.

o >= (greaterthan or equal to). Matches numeric values only. Specifies any value "greater than or equal to."
Forexample:

"=>7"would match all values 7 and greater.

o <= (lessthan or equal to). Matches numeric values only. Specifies any value "less than or equal to." For
example:

"=<12"would match all values 12 and less.

o = (equal). Matches numeric values only. For numeric values, allows you to match a negative value. For
example:

"=-5"would match "-5" instead of being evaluated as the "half open range" as described above.

Testing a Credential from the Credential Management Page

You can test a credential from the Credential Management page using a predefined credential fest.
To run a credential test from the Credential Management page:

1. Gotothe Credential Management page (System > Manage > Credentials).

2. Click the [Actions] menu, and then select Test Credential. The Credential Tester modal page appears:

Credential Tester [BETA]

Test Type [[ SNMP Credential Test ] E]
[ EM7 Default V2 g
Hostname/IP [ ]

[

Credential

em7ao D

Collector

3. Supply values in the following fields:

o Test Type. Select a credential test to run. This list includes the ScienceLogic Default Credential
Tests, credential tests included in any PowerPacks that have been optionally installed on your system,
and credential fests that users have created on your system.

o Credential. Selectthe credential fo test. This drop-down list includes only credentials that you have
access to that can be tested using the selected credential test.

« Hostname/IP. Enter a hostname or IP address that will be used during the test. For example, if you
are testing an SNMP credential, the hostname/IP address you supply will be used to perform a test
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SNMP request.

o Collector. Select the All-In-One Appliance or Data Collector that will run the test.

4. Click the [Run Test] button to run the credential test. The Test Credential window appears:

Tost Credential | Test

Step.
1 Test Reachabllity

2 Test Port Avallabiliy
3 Test SNMP Availability

age response time Is 0.397ms

oo0

e
Check to see If the SNMP port is open
Check to see if a walk of SNMP will eturn results

The SNMP SysName is ScienceLogic EM7 G3 - All-In-One

The Test Credential window displays a log entry for each step in the credential test. The steps performed
are different for each credential test. The log entry for each step includes the following information:

o Step. The name of the step.

o Description. A description of the action performed during the step.

« Log Message. The result of the step for this execution of the credential test.

« Status. Whether the result of this step indicates the credential and/or the network environment is

configured correctly (Passed) or incorrectly (Failed).

« Step Tip. Mouse over the question mark icon (E) to display the tip text. The tip text recommends
whatto do to change the credential and/or the network environment if the step has a status of "Failed".

5. Optionally, you can click the [Execute Discovery Session] button to run a discovery session using the
Credential, Hostname/IP, and Collector you selected in the Credential Tester modal page.

Running a Credential Test from the Credential Test
Management Page

The Credential Test Management page allows you to run a credential fest to validate that a credential works as
expected. To do so:

1. Gotothe Credential Test Management page (System > Customize > Credential Tests).

2. Find the credential test that you want to run and click its lightning bolticon (# ). The Credential Tester

modal page appears:

Credential Tester [BETA]

Test Type [[SNMP Credential Test ] D

Credential [ EM7 Default V2 R
Hostname/IP [ ]

Collector [em7ao D

3. Supply values in the following fields:

o Test Type. This field is pre-populated with the credential fest you selected.
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o Credential. Select the credential to test. This drop-down list includes only credentials that you have
access to that can be tested using the selected credential test.

o Hostname/IP. Enter a hostname or IP address that will be used during the test. For example, if you

are festing an SNMP credential, the hostname/IP address you supply will be used to perform a test
SNMP request.

o Collector. Select which All-In-One Appliance or Data Collector will run the test from the drop-down
list.

4. Click the [Run Test] button to run the credential test. The Test Credential window appears:

Test Credential | Test execution complete

Log Messag
achable using ICMP. The average response time is

Step
1 Test Reachabilty Check to see if the le using ICMP  The device
2 Test Port Availability Check to see ifthe. n Port 161 is
3 Test SNMP Availability Check to see ifa walk of SNMP will retumn results  The SNMP SysName is ScienceLogic EM7 G3 - All-in-One Passed

The Test Credential window displays a log entry for each step in the credential test. The steps performed
are different for each credential test. The log entry for each step includes the following information:

« Step. The name of the step.

o Description. A description of the action performed during the step.

« Log Message. The result of the step for this execution of the credential test.

« Status. Whether the result of this step indicates the credential and/or the network environment is

configured correctly (Passed) or incorrectly (Failed).

« Step Tip. Mouse over the question mark icon (G) to display the tip text. The tip text recommends
what to do to change the credential and/or the network environment if the step has a status of "Failed".

5. Optionally, you can click the [Execute Discovery Session] button to run a discovery session using the
Credential, Hostname/IP, and Collector you selected in the Credential Tester modal page.

Creating a Credential Test

The Credential Test Management page allows you to create a new credential test. To do so:

1. Gotothe Credential Test Management page (System > Customize > Credential Tests).

2. Click the [Create] button. The Add Credential Test modal page appears:
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Add Credential Test | Create New Reset

Test Name Credential Type Execution Environment
[ | [SNMP v | [~ Default Environment v

Edit User Edit Date

lem7admin

Steps

3. Supply values in the following fields:
o Test Name. Enter a name for the credential test.

« Credential Type. Select the type of credential that can be used with this test. Possible types are
SNMP, Database, SOAP/XML, LDAP/AD, Basic/Snippet, SSH/Key, and PowerShell.

o Execution Environment. Select the execution environment fo which you want to align the credential
test. An execution environment contains the supporting modules, code, scripts, directories, and files
(packaged in Sciencelogic Libraries) for the credential test. An execution environment includes its
own installation directories, doesn’t share libraries with other environments, and allows granular
control of dependencies, versions, and permissions. The default execution environment is "EM7
Credential Tests". For more information, see the Sciencelogic Libraries manual.

o Steps. Enterthe JSON structure that defines how each step in the credential test will be executed. The
JSON structure must specify an array (square-bracket notation) of objects (curly-braces notation). Each
object in the list defines a step o be executed by the credential test. The object for a step must include
the following keys:

o name. The name of the step. This text will be displayed in the Step column in the credential test
results.

o description. A description of the step. This text will be displayed in the Description column in
the credential test results.

o pass_message. The log message to display when the success criteria of the specified function

are met. To use the output from a function in the log message, you can include substitutions in
this field.

o fail_message. The log message to display when the success criteria of the specified function
are not met. To use the output from a function in the log message, you can include substitutions

in this field.
o step_tip. Information for the user to froubleshoot their credential if this step fails. This text will be

displayed if the user hovers over the information icon (ﬁ) in the credential test results.
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4.

o function. The name of the function that will be called by SL1 to execute the step. For a list of
available functions, see the Available Step Functions section.

For step functions that accept additional arguments, add an additional key/value pair in the object for
that step to specify additional arguments.

The pass_message and fail_message can include substitutions. Substitutions are specified using the
following format:

% ([Return Value Name])s

Where [Return Value Name] is the name of the return value you want to substitute in to the pass
message and fail_message. For example, the ping function returns the latency in milliseconds in the
variable "result". Suppose your step uses the ping function with the following pass message:

Latency 1is %(result)s ms

Suppose that when a user runs the credential test, the ping function returns "10" in the variable
"result". The following log message is displayed to the user:

Latency is 10 ms

Click the [Save] button to save your changes to the credential test.

Editing a Credential Test

The Credential Test Management page allows you to edit an existing credential test. To do so:

1.

2.

Go to the Credential Test Management page (System > Customize > Credential Tests).

A . .
Find the credential test that you want to edit and click its wrench icon (% ). The Edit_Credential_Test
modal page appears.

Edit one or more parameters for the credential test. For a description of each field, see the Creating a
Credential Test section.

Click the [Save] button to save your changes to the credential test.

Deleting Credential Tests

The Credential Test Management page allows you to delete one or more credential tests from SL1. To do so:
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1.
2.
3.

Gotothe Credential Test Management page (System > Customize > Credential Tests).
Select the checkbox for each credential test you want fo delete.

Click the Select Actions menu (in the lower right) and select DELETE Credential Test, then click the [Go]
button.

In the pop-up window that appears, click [OK]. The selected credential tests will be deleted.
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Available Step Functions

ping
This function executes the following ping command using the provided IP address or hostname:

sudo /bin/ping -cl [IP address/Hostname]

« Success/Failure Criteria. Successful if a response is received.
« Arguments. None.
o Return values on success:

o success. Returns True.

o result. Returns the response time, in ms.

e Return values on failure:

o success. Returns False.

nmap_udp

This function executes the following nmap command using the provided IP address or hostname and the port in
the provided credential:

sudo /usr/bin/nmap -sU -p [port] [IP address/Hostname]
o Success/Failure Criteria. Successful if the NMAP command returns "open" or "open | filtered" as the state of
the port.
« Arguments. None.
o Return values on success:
o port. Returns the port number from the credential.
o success. Returns True.

o result. Returns the state of the port from the NMAP output.

o Return values on failure:

o port. Returns the port number from the credential or "Undefined" if no port is specified in the
credential.

o success. Returns False.

o result. Returns the state of the port from the NMAP output.
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nmap_tcp

This function executes the following nmap command using the provided IP address or hostname and the port in
the provided credential:

sudo /usr/bin/nmap -PO -p [port] [IP address/Hostname]
o Success/Failure Criteria. Successful if the NMAP command returns "open" or "open | filtered" as the state of
the port.
« Arguments. None.
o Return values on success:
o port. Returns the port number from the credential.
o success. Returns True.

o result. Returns the state of the port from the NMAP output.

e Return values on failure:

o port. Returns the port number from the credential or "Undefined" if no port is specified in the
credential.

o success. Returns False.

o result. Returns the state of the port from the NMAP output.
nslookup_forward

This function executes the nslookup command-line utility using the provided hostname.

« Success/Failure Criteria. Successful if the forward lookup returns one or more results.

« Arguments. None.

o Return values on success:
o success. Returns True.

o result. Returns a string in the following format: Forward returned [number] result[s]

« Return values on failure:
o success. Returns False.

o result. Returns "Forward Failed".
nslookup

Ifthe user provides a hostname, this function:

1. Executes the nslookup command-line utility using the provided hostname.

2. Executes the nslookup command-line utility using the IP address returned by the first nslookup command.
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If the user provides an IP address, this function:

1. Executes the nslookup command-line utility using the provided IP address.

2. Executes the nslookup command-line utility using the hostname returned by the first nslookup command.

o Success/Failure Criteria. Successful if both the forward and reverse lookups return one or more results.
« Arguments. None.
o Return values on success:

o success. Returns True.
o result. Returns a string in the following format: [direction] returned [number] result[s], [direction]
returned [number] result[s]
o Return values on failure:
o success. Returns False.
o result. Returns a string in one of the following formats:
m [direction] failed, [direction] returned [number] result[s]
m [direction] returned [number] result[s], [direction] failed

m [direction] failed, [direction] failed

dynapp_execute

This function performs collection of a specified Dynamic Application using the credential and IP/hostname
provided by the user.

« Success/Failure Criteria. Successful if Dynamic Application collection is successful.

o Arguments. One of the following arguments is required. If both are specified, only app_id is used:
o app_id. Integer. The ID of the Dynamic Application fo execute.
o app_guid. String. The GUID of the Dynamic Application to execute.

o Return values on success:

o success. Returns True.

« Return values on failure:

o success. Returns False.

snmp_getnext

This function executes an SNMP getnext requeston .1.3.6.1 using the credential and IP/hostname provided by
the user. This function works only with SNMP credentials.

o Success/Failure Criteria. Successful if a value is returned by the getnext request.

« Arguments. None.
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e Return values on success:
o success. Returns True.

o result. Returns the value returned by the request (typically the System Name).

« Return values on failure:

o success. Returns False.

ssh_request

This function attempts to make an SSH connection using the following values:

o The IP address/hostname from the provided Credential. The host to use for the SSH connection.

o The SSH Key from the provided SSH/Key Credential. The private key to use for the SSH connection.
o The Username from the provided Credential. The username for the SSH connection.

o The Password from the provided Credential. The password for the SSH connection.

o The Port from the provided Credential. The port for the SSH connection. If no port is supplied, port 22 is
used.

« The command argument supplied to the function. The command that is executed using the

SSH connection. Ifthe command argument is not supplied, no command is executed.

If the connection is successful and the command argument is supplied to the function, the function executes the
command specified in the command argument.

o Success/Failure Criteria. If a command is not specified in the arguments, successful if an SSH connection is
established. If a command is specified in the arguments, successful if the an SSH connection is established
and the command returns an exit code of 0.

« Arguments. The following argument is optional:

o command. String. SSH command to execute.

o Return values on success:

o success. Returns True.

o Return values on failure:
o success. Returns False.

o result. Returns an error message.

db_query

This function aftempts to make a database connection and execute a query using the credential and IP/hostname
provided by the user. This function works only with Database credentials.

« Success/Failure Criteria. Successful if the database query returns rows.

o Arguments. The following argument is optional:
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o query. String. Database query fo execute. If no query is supplied, "SELECT 1;" is executed.

o Return values on success:

o success. Returns True.

e Return values on failure:
o success. Returns False.

o result. Returns an error message.
curl

This function executes a cURL request using the credential and IP/hostname provided by the user. Optionally, this
function can perform an expression match on the returned content. This function works only with SOAP/XML
credentials.

o Success/Failure Criteria. lf match fext is not specified in the arguments, successful if the cURL request
returns an HTTP status code that does not begin with a 4 or 5. If match text is specified in the arguments,
successful if the cURL request returns an HTTP status code that does not begin with a 4 or 5 and the supplied
expression match is included in the response.

« Arguments. The following argument is optional:

o match_tfext. String. Text to match to the response.

o Return values on success:
o success. Returns True.
o result. Returns one of the following:
m |f no match text is specified, the string "HTTP [Status Code]" is returned.

m | match text is specified, the string "Match text found" is returned.

o Return values on failure:
o success. Returns False.
o result. Returns one of the following:

m [fno match text is specified and the HTTP request returned a 400-series or 500-series status
code, the string "HTTP [Status Code]" is returned.

m [fmatch text is specified and the HTTP request was successful, the string "Match text not found"
is returned.

m |fan erroris encountered executing the cURL request, an error message is returned.
aws_connect

Using the boto3 library, this function creates an IAM client object using the following values:

o Username from the provided credential. Used as the AWS Access Key ID.

o Password from the provided credential. Used as the AWS Secret Access Key.
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e %1 value from the provided SOAP/XML Credential. Used as the AWS region. If the region is not supplied
in the credential, "us-east-1" is used.

After creating the object, the function calls the get user() request using the object.

o Success/Failure Criteria. Successful if the get user() request is successful.
« Arguments. None
« Return values on success:

o success. Returns True.

e Return values on failure:
o success. Returns False.

o result. Returns an error message.
aws_service_scan

Using the boto3 library, this function creates an AWS session object using the following values:

o Username from the provided credential. Used as the AWS Access Key ID.
o Password from the provided credential. Used as the AWS Secret Access Key.
e %1 value from the provided SOAP/XML Credential. Used as the AWS region. If the region is not supplied

in the credential, "us-east-1" is used.

After creating the object, the function iterates through the list of services specified in the expected_services
argument. For each expected_services argument, the function attempts to connect to the service using the AWS
session object.

o Success/Failure Criteria. Successful if the connection to every service in the expected _services argument
was successful.
« Arguments. The following argument is required:

o expected services. Specify a list of service names. The service names must match the possible service
names refurned by the get available resources() function for an AWS session object.

o Return values on success:

o success. Returns True.

o Return values on failure:
o success. Returns False.
o result. Returns one of the following:
m Ifaclient error occurs creating the AWS session object, returns an error message.

m |fthe AWS session object was created successfully, returns the following string: "cannot access
the following services: [comma-separated list of failed services]"
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nmap_aws

This function performs a port scan of port 443 on the URL of a specific AWS service and region. The function uses
the following values to build the URL:

e %1 value from the provided SOAP/XML Credential. Used as the AWS region. If the region is not supplied
in the credential, "us-east-1"is used.
« The service argument supplied to the function. Used as the AWS service. If the service argument is not

supplied, "ec2" is used.

For services that do not use regions, this function executes the following nmap command:

sudo /usr/bin/nmap -P0 -p 443 [service].[region].amazonaws.com

For services that use regions, this function executes the following nmap command:

sudo /usr/bin/nmap -PO -p 443 [service].amazonaws.com

« Success/Failure Criteria. Successful if the NMAP command returns "open" or "open | filtered" as the state of
the port.

« Arguments. The following argument is optional:

o service. The service to use in the URL. If the service argument is not supplied, "ec2" is used.

o Return values on success:
o port. Returns "443".
o success. Returns True.

o result. Returns the state of the port from the NMAP output.

o Return values on failure:
o port. Returns "443".
o success. Returns False.

o result. Returns the state of the port from the NMAP output.

nslookup _aws

This function executes the nslookup command-line utility URL of a specific AWS service and region. The function
uses the following values to build the URL:

e %1 value form the provided SOAP/XML Credential. Used as the AWS region. If the region is not supplied
in the credential, "us-east-1" is used.

« The service argument supplied to the function. Used as the AWS service. If the service argument is not
supplied, "ec2" is used.

For services that do not use regions, the URL is in the following format:
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[service]. [region].amazonaws.com

For services that use regions, the URL is in the following format:
[service].amazonaws.com
« Success/Failure Criteria. Successful if the forward lookup returns one or more results.

« Arguments. The following argument is optional:

o service. The service to use in the URL. If the service argument is not supplied, "ec2" is used.

e Return values on success:
o success. Returns True.

o result. Returns a string in the following format: Forward returned [number] result]s]

« Return values on failure:
o success. Returns False.

o result. Returns "Forward Failed".
ping_aws

This function executes a ping command to the URL of a specific AWS service and region. The function uses the
following values to build the URL:

e %1 value form the provided SOAP/XML Credential. Used as the AWS region. If the region is not supplied
in the credential, "us-east-1"is used.

« The service argument supplied to the function. Used as the AWS service. If the service argument is not
supplied, "ec2" is used.

For services that do not use regions, the ping command is in the following format:
sudo /bin/ping -cl [service].[region].amazonaws.com
For services that use regions, the ping command is in the following format:

sudo /bin/ping -cl [service].amazonaws.com

o Success/Failure Criteria. Successful if a response is received.
« Arguments. The following argument is optional:

o service. The service to use in the URL. If the service argument is not supplied, "ec2" is used.

e Return values on success:
o success. Returns True.

o result. Returns the response time, in ms.

o Return values on failure:

o success. Returns False.
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Chapter

Discovery

Overview

This chapter provides and overview of the device discovery process in SL1. It includes the following topics:

WHhat is DiSCOVEIY2 ... e 66
What Happens During DiSCOVEry2 ... .. e 67

What Happens During Discovery when the SL1 Agent s Installed? ... . ... 69
Whatis a Dynamic Application@ ... L 69

How Does SLT Align Dynamic Applications During Discovery@ ... ... . oo 70
Before You RUN DiSCOVEIY ... ... L 71
System Settings that Affect DiscoVery . ... . 72
Device Settings that Affect Auto-Discovery and Re-Discovery ... ... .. ... ... ... .. ................... 76

How File Systems are Hidden During Discovery

What is Discovery?

Discovery is the tool that automatically finds all the hardware-based devices, hardware components, and software
applications in your network. You must provide the discovery tool with a range or list of IP addresses and/or a list of
fully-qualified domain names (hostnames), and the discovery tool determines if a device, hardware component, or
software application exists at each IP address. For each device, hardware component, or software application the
discovery tool "discovers", the discovery tool can collect a list of open ports, DNS information, SSL certificates, list of
network interfaces, device classes to align with the device, topology information, and basic SNMP information
about the device.
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The discovery tool also determines which (if any) Dynamic Applications to align with the device. [f the discovery tool
finds Dynamic Applications to align with the device, the discovery tool triggers collection for each aligned Dynamic
Application.

SL1 also uses discovery fo update existing information about a device and to add fo existing information about a
device. This type of discovery is called auto-discovery. For each existing device, SL1 automatically runs auto-
discovery every night, to keep device data up-to-date.

You can manually trigger discovery at any time and update the data for one device or multiple devices.

What Happens During Discovery?

Discovery is executed:

o During the initial discovery of network devices and applications. This is called initial discovery.
« Automatically runs once a day to update the data on each discovered device. This is called auto-discovery.

o Ondemand, when a user manually asks SL1 to rediscover a group of IP addresses or a list of fully-qualified
domain names, rediscover a single device, or rediscover all devices to find those that should align with @
selected Dynamic Application. This is called re-discovery.
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Discovery uses the following processes:

Discovery: Auto (discover_iprange.py). This process examines one or more IP addresses or fully-qualified
domain names and determines which IP addresses or fully-qualified domain names are aligned with a
device. For each device, this process retrieves basic information about the device.

Discovery: Detail (discover_detail.py). This process is triggered by the Discovery: Auto process and
refrieves details about each discovered device.

Discovery: Dynamic App (discover_app.py). This process is triggered manually from the Dynamic
Applications Manager page and checks all existing devices against the selected Dynamic Application.

Discovery: Nightly Update (discover_update.py). SL1 runs this process each night for already discovered
devices. This process updates the information collected during initial discovery.

During discovery of an IP address range (the Discovery: Auto process), SL1 does the following:

1.

Performs a DNS lookup to determine the IP address for each fully-qualified domain name supplied in the
discovery session. These IP addresses are added to the list of IP addresses supplied in the discovery session.

Pings each IP address to determine which are in use.

Based on the seftings in the discovery session, runs nmap on each IP address to determine which are in use
and which ports are open.

Searches DNS records to determine the fully qualified domain name at each IP address in range.

Tries each selected credential on each IP address to determine if each device is manageable (supports
SNMP) or will be a device of type "pingable".

For devices that support SNMP, retrieves a system description, SysObject ID, system uptime, system contact,
system name, and system location.

Assigns a device class to each device.

For devices that can be managed (supports SNMP or if non-SNMP discovery is enabled), assigns a device
ID, device name, a primary IP address for use in SL1, and a primary credential.

For each device discovered by the Discovery: Auto process, the Discovery: Detail process does the following:

1.
2.

If interface discovery is enabled, finds all network interfaces for devices that support SNMP.

If the discovery scan level is set to Initial Population of Apps or higher, SL1 checks each discovered device
(both those that support SNMP and those that don't) against the list of already-defined Dynamic Applications.
SL1 searches each discovered device to find "discovery objects" and aligns devices with the appropriate
Dynamic Application(s). For details about Dynamic Applications and discovery objects, see the section in this
chapter on How Does SL1 Align Dynamic Applications During Discovery?.

If the discovery scan level is set to Discover SSL Certificates or higher, checks for SSL certificates on port 443
(HTTPS).

If the discovery scan level is set to Discover Open Ports, Advanced Port Discovery, or Deep Discovery, SL1
performs a port scan using the settings appropriate for the scan level to determine the open ports for the
device.

Immediately after the initial discovery session is completed, SL1 will use the aligned Dynamic Applications to collect
additional data from devices. For more information about collection processes, see the manual Monitoring Device

Infrastructure Health.
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What Happens During Discovery when the SL1 Agent is Installed?

If a device is monitored using the agent and is discovered as a SNMP or pingable device using the Discovery tool,
the following default data collection methods, data display seftings, and monitoring policies are applied during
discovery:

o The method SL1 uses to monitor availability of the device is determined by the first method of discovery:

o Ifthe agentis installed and creates a device record before the device is discovered as an SNMP or
pingable device, availability is based on whether the agent is reporting data to SL1.

o Ifthe device is discovered as an SNMP or pingable device before the agent is installed, availability is
based on the method used to discover the device (SNMP, ICMP, or TCP).
o Forlinuxdevices, the [TCP/UDP Ports] tab in the Device Reports panel will display open ports detected by
the agent and open ports detected by the discovery process (using the NMAP command).

o The [Processes] tab in the Device Reports panel will display running processes detected by the agent and
processes collected using SNMP.

« Port monitoring policies specify whether the policy will be executed using the agent or by a Data Collector
using NMAP.

« Process monitoring policies are always executed using the agent.

o Data precedence settings specify whether Dynamic Applications that use data collected by the agent or
Dynamic Applications that poll devices for data are used to represent CPU and memory utilization for
devices.

For more information about configuring data precedence setftings on the agent, or about monitoring ports,
processes, and device availability with the agent, see the Monitoring with the SL1 agent manual.

What is a Dynamic Application?

Dynamic Applications are the customizable policies that tell SL1 what data to collect from devices and
applications. For example, suppose you want to monitor a MySQL database running on a device in your network.
Suppose you want to know how many insert operations are performed on the MySQL database. You can create or
edit a Dynamic Application that monitors inserts. Every five minutes (for example), SL1 could check the number of
insert operations performed on the MySQL database. SL1 can use the retrieved data to trigger events and/or to
create performance reports.

SL1 includes Dynamic Applications for the most common hardware and software. You can customize these default
Dynamic Applications to suit your environment. You can also create custom Dynamic Applications.

Dynamic Applications in SL1 support a variety of protocols to ensure that SL1 can always communicate with the

devices and applications in your network and retrieve information from them. Dynamic Applications can use the
following protocols to communicate with devices:

o SNMP
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SQL

XML

SOAP

XSLT (uses SOAP and XSLT to convert XML data to a new format)

WMI (Windows Management Instrumentation), including WMI and WBEM
Windows PowerShell

Custom Python applications (called "snippets") for proprietary or more complex data retrieval

How Does SL1 Align Dynamic Applications During Discovery?

Most Dynamic Applications include a discovery object. A discovery object enables SL1 to determine which devices
to align with a Dynamic Application.

During discovery, SL1:

1.
2.

Searches the list of Dynamic Applications.

If a Dynamic Application includes a discovery object, SL1 adds that Dynamic Application to the list of Dynamic
Applications to try to align during discovery.

For each Dynamic Application that includes a discovery object, SL1 checks the current discovery session for
an appropriate credential. For example, for each database Dynamic Application, SL1 would look for one or
more database credentials that have been selected for the discovery session.

For each discovered device, both those that support SNMP and those that don't, discovery tries to determine
which Dynamic Applications to align. For each discovered device, SL1 tries to align each Dynamic
Application in the list of Dynamic Applications to try during discovery. For each Dynamic Application in the list,
SL1 tries to connect to each device with each of the appropriate credentials (until SL1 finds a working
credential) and then tries to find the discovery object. If SL1 is able to connect to a device with one of the
credentials and can then retrieve the discovery object, SL1 will align the Dynamic Application with the
device.

NOTE: SL1 also includes more sophisticated logic that allows you to define multiple discovery objects,

validate the value of the discovery object, and to align the Dynamic Application if a discovery object is
not available. However, the most common use of a discovery object is as described above (discovery
object exists).

5.

If discovery aligns a Dynamic Application with a device, immediately after discovery completes SL1 will start
the first collection from that device using the aligned Dynamic Application. This step is not performed for
Dynamic Applications that meet all of the following three criteria:

o Has a collection frequency of 1 minute, 2 minutes, 3 minutes or 5 minutes.

o Does not have component mapping enabled (does not discover component devices).

o Is aligned with a component device.

What is a Dynamic Application? 70



NOTE: During discovery, SL1 tries each SNMP credential specified in the discovery session on each
discovered device, to determine if SLT can collect SNMP details from the device. Later in the
discovery session, during alignment of Dynamic Applications, discovery again tries each SNMP
credential specified in the discovery session. If one of the SNMP credentials times out three times
without any response, discovery will stop trying to use that SNMP credential to align SNMP Dynamic
Applications. Note that "no response" means that a device did not respond at all. Note that if a device
reports that "no OID was found" or "the end of the OID tree was reached", these are considered a
legitimate response and would not cause SL1 to abandon the credential.

For details on Dynamic Applications, see the appropriate manual for each type of Dynamic Application.

Before You Run Discovery

To make your initial discovery session as productive as possible, you might want to perform these configuration
tasks before running discovery:

o Determine the SNMP credentials for the devices and applications in your network. Define correlating
credentials in SL1, to allow discovery to retrieve as much information as possible.

o Ifyou wantSL1 to immediately start collecting data from devices using Dynamic Applications, you should
make sure that each of those Dynamic Applications includes a discovery object.

o Ifyou want SL1 to immediately start collecting data from devices using Dynamic Applications, you should also
define any additional credentials required for those Dynamic Applications. For example, if you want SL1 to
immediately start monitoring all MySQL databases in your network, you should define credentials that allow
SL1 to communicate with each MySQL database in your network. During discovery, SL1 will determine
which devices can be monitored with a Dynamic Application for MySQL. After discovery, SL1 will use the
database credential to collect data about each MySQL database in your network.

o Defining the global Behavior Settings that affect discovery and auto-discovery. For a description of the
Behavior Settings that affect discovery, see the section System Settings that Affect Discovery. For a detailed
description of all the Behavior Settings, see the manual System Administration.

o Define one or more organizations. During discovery, all discovered devices will be placed into a single
organization. If you do not define an organization, SL1 will place all devices in the System organization.
However, you can later assign one or more devices to another organization after discovery.

« Ifyou want to perform bulk configuration of discovered devices by using device groups, device templates, or
both, you should define device groups and device templates before performing discovery. However, you can
apply device groups, device templates or both to one or more devices after initial discovery. For details on
device groups and device templates, see the manual Device Groups and Device Templates.
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System Settings that Affect Discovery

Some of the parameters in the Behavior Settings page affect discovery functionality (discovery, auto-discovery,
and re-discovery) in SL1.

NOTE: You can define global parameters for auto-discovery in this page, but you can always override those
parameters on a per-device basis by editing the device settings in a device's Device Properties page.
For details on configuring a device, see the manual Device Management.

To define or edit the settings that affect discovery in the Behavior Settings page:

1. Gotothe Behavior Settings page (System > Settings > Behavior).
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2. Inthe Behavior Settings page, edit the values in one or more of the following fields:

o Ping & Poll Timeout (Msec.). This field specifies the number of milliseconds both the discovery tool
and availability checks will wait for a response after pinging a device. After the specified number of

milliseconds have elapsed without a response, the poll will timeout. The choices are from 100 to
5000 milliseconds.
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o SNMP Poll Timeout (Msec.). This field specifies the number of milliseconds the discovery tool will
wait for a response affer sending an SNMP query to a device. After the specified number of

milliseconds have elapsed without a response, the SNMP poll will timeout. The choices are from 100
to 5000 milliseconds.

o SNMP Failure Retries. This field specifies the number of times the discovery tool will try to
communicate with a device after a timeout or failure. After that number of times has been met, the
discovery tool will not retry unless the user manually restarts the discovery process. The choices are 0—

6.

o DHCP Community Strings. SNMP "read only" community string, to use during discovery. This is
required only if DHCP servers and devices use a different SNMP community string than other devices
in the network. If the community string specified in the Discovery Control Panel (System > Manage
> Classic Discovery) page does not work for DHCP devices, SL1 will automatically use the community
string specified in this field.

« NFS Detection Disable. If selected, this checkbox prevents SL1 from monitoring and reporting on
NFS "shared" hard drives. SL1 will monitor and report only on local hard drives.

« Port Polling Type. Specifies how SL1 should poll devices to discover open ports. The choices are:

o Half Open. Uses a faster TCP/IP connection method and does not appear on device's logs.

o Full Connect. Uses the standard TCP/IP connection to detect open ports.

« Initial Discovery Scan Level. Specifies the data to be gathered during the initial discovery session.
The options are:

NOTE: You can override this setting for a single discovery session in the Discovery Session Editor modal
page.

(e}

0. Model Device Only. Discovery tool will discover if device is up and running and if so, collect the
make and model of the device. SL1 will then generate a device ID for the device, so it can be
managed by SL1.

o 1. Initial Population of Apps. Discovery tool will search for Dynamic Applications to associate with
the device. Discovery tool will attempt o collect data for the aligned Dynamic Applications.
Discovery will also perform 0. Model Device Only discovery.

o 2. Discover SSL Certificates. Discovery tool will search for SSL certificates and retrieve SSL data.
Discovery tool will also perform 1. Initial Population of Apps and 0. Model Device Only.

o 3. Discover Open Ports. Discovery tool will search for open ports. Discovery tool will also perform 2.
Discover SSL Certificates, 1. Initial Population of Apps, and 0. Model Device Only.

NOTE: If your system includes a firewall and you select 3. Discover Open Ports, discovery might be blocked
and/or might be taxing fo your network.
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o 4. Advanced Port Discovery. Discovery tool will search for open ports, using a faster TCP/IP
connection method. Discovery tool will also perform 2. Discover SSL Certificates, 1. Initial
Population of Apps, and 0. Model Device Only.

NOTE: If your system includes a firewall and you select 4. Advanced Port Discovery, some auto-discovered
devices might remain in a pending state (purple icon) for some time after discovery. These devices
will achieve a healthy status, but this might take several hours.

o 5. Deep Discovery. Discovery tool will use nmap to refrieve operating system name and version.
Discovery will also scan for services running on each open port and can use this information to
match devices to device classes. Discovery tool will search for open ports, using a faster TCP/IP
connection method. Discovery tool will also perform 2. Discover SSL Certificates, 1. Initial
Population of Apps, and 0. Model Device Only.

NOTE: For devices that don't support SNMP, option 5. Deep Discovery allows you to discover devices that
don't support SNMP and then align those devices with a device class other than "pingable".

Option 5. Deep Discovery is compute-intensive and might significantly tax your network if used as
the default setting. Sciencelogic recommends that you use this option on a per-discovery basis by
selecting it in the Discovery Session Editor page.

« Rediscovery Scan Level (Nightly). Specifies the data to be gathered/updated each night during auto-
discovery. The auto-discovery process will find any changes to previously discovered devices and will
also find any new devices added to the network. The options are the same as for Initial Discovery
Scan Level.

« Discovery Scan Throttle. Specifies the amount of time a discovery process should pause between
each IP address or hostname in a discovery session. (You specify the list of IP addresses or hosthames
for a discovery session in the IP Address/Hostname Discovery List field in the Discovery Session
Editor page.) Pausing discovery processes between IP addresses or hostnames spreads the amount of
network traffic generated by discovery over a longer period of time. The choices are:

o Disabled. Discovery processes will not pause.

o 1000 Msec to 10000 Msec. A discovery process will pause for a random amount of time between
half the selected value and the selected value.
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Port Scan All IPs. Specifies whether SL1 should scan all IP addresses on a device for open ports. The
choices are:

NOTE: You can override this setting for a single discovery session in the Discovery Session
Editor modal page.

o 0. Disabled. SL1 will scan only the primary IP address (the one used to communicate with SL1) for
open ports.

o 1. Enabled. SL1 will scan all discovered IP addresses for open ports.

Port Scan Timeout. Length of time, in milliseconds, after which SL1 should stop trying to scan an
IP address for open ports and begin scanning the next IP address (if applicable). Choices are between

60,000 and 1,800,000 milliseconds.

NOTE: You can override this setting for a single discovery session in the Discovery Session
Editor modal page.

Hostname Precedence. Specifies which name SL1 will use for each discovered device. Choices are:

o 0. SNMP System Name. Use the device name specified in the device's MIB.

o 1. DNS Reverse Lookup. Use the device name specified in the device's reverse-lookup record.
DNS Hostnames. Specifies which DNS name SL1 will use for each discovered device. Choices are:

o 0. Strip Device Name. SL1 will use the DNS hosthname as the device name for each device.

o 1. Use Full Domain Name (FQD). SL1 will use the fully-qualified domain name as the device
name for each device.

3. Click the [Save] button to save changes in this page.
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Device Settings that Affect Auto-Discovery and Re-Discovery

For each discovered device, the following settings in the Device Properties page affect how auto-discovery and
rediscovery behaves for that device. These settings override any global settings defined in the Behavior Settings
page (System > Settings > Behavior).
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SNMP Read Only. The community string for read-only access to SNMP information on the device. The
community string is a password that allows SL1 to gather information from the device.

SNMP Write. The community string for read-and-write access to SNMP information on the device. The
community string is a password that allows SL1 to gather information from the device and send information to
the device.

Availability Port. Specifies the protocol and specific port SL1 should monitor to determine if the device is
available. The list of ports will contain all the ports discovered by SL1. The data collected from this port will be
used in device availability reports.

Latency Port. Specifies the protocol and specific port SL1 should monitor to determine latency for the device.
The list of ports will contain all the ports discovered by SL1. The data collected from this port will be used in
device latency reports.
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Collection State. Specifies (among other things) if the device will be automatically updated each night with
SL1's auto-discovery tool. To edit this field, select one of the following from the drop-down list:

o Enabled. Device will be polled by the auto-discovery tool.
o Disabled. Device will not be polled by the auto-discovery tool.

o Maintenance. Manually turn off polling for the device. Until you unselect this checkbox and select the
Enabled checkbox, the device will not be polled by the auto-discovery tool. Note that Service Action
and System Action (part of service policies) will not be executed while the device is in Maintenance
state.

Collector Group. Specifies which collector group will gather data from the device. You can select from a list
of available collector groups.

Coll. Type. Specifies how SL1 should perform auto-discovery. The choices are:

o Standard. SL1 will perform auto-discovery of each device based on the device's IP address. This
method is appropriate for devices using standard DNS.

o DHCP. SL1 will perform auto-discovery of each device based on the device's MAC address. This
method is appropriate for devices using DHCP.

Daily Port Scans. This checkbox specifies whether or not you want SL1 to perform a daily scan of the device
for open ports.

Auto-Update. This checkbox specifies whether or not you want SL1 to perform auto-discovery of the device
and update records with changes to the device. If this field is unchecked, SL1 will not perform auto-discovery.
Changes to the device, including newly opened ports, will not be recorded by SL1.

Scan All IPs. If the device uses multiple IP Addresses, SL1 will scan for open ports on all IPs during auto-
discovery.

Dynamic Discovery. If selected, SL1 will automatically assign the appropriate Dynamic Applications to the
device during auto-discovery.

Preserve Hostname. If selected, the name of the device in SL1 will remain the same, even if the name of
the actual device is changed. If unselected, the name for the device will be updated if the name of the actual
device is changed.

Disable Asset Update. If selected, during nightly auto-discovery, SL1 will not update the asset record
associated with the device. For the single device, this checkbox overrides any seftings defined in the Asset
Automation page (System > Settings > Assets).

How File Systems are Hidden During Discovery

When you hide afile system, SL1 stops collecting information about the file system. When you hide a file system:
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SL1 does not generate events about the file system.

SL1 does not monitor the file system for thresholds (defined in the Device Thresholds and Global
Threshold Settings pages).
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o SL1 does notinclude the file system in the Device Summary page.

o SL1 does notinclude the file system in file system reports in the Device Performance page.
The following rules are applied during discovery to automatically hide file systems:
« [ftheNFS Detection Disablecheckbox is selected in the Behavior Settings page (System > Settings >
Behavior), NFS file systems are automatically hidden during discovery.

« File systems of type "is09660" are automatically hidden during discovery.

« File systems for which the storage size is not reported or the storage size is less than 1024 KB are
automatically hidden during discovery.

« File systems of type "Other" are automatically hidden during discovery.

NOTE: Ifthe type of a discovered file system changes, the auto-hide rules are re-applied to that file system.
Forexample, suppose a Windows drive letter is initially discovered as a removable disk and auto-
hidden. If that drive-letter is later re-used for a fixed drive, this change will cause the file system to be
automatically un-hidden.

To manually hide one or more file systems:

1. Gotothe Device Hardware page (Devices > Hardware).

Filter the list to display only Comp Type of "file system".

Select the checkbox for one or more file systems you would like to hide.
From the Select Actions field (in the lower right), select Hide File Systems.
Click the [Go] button.

Each selected file system will be hidden in SL1.

I

To manually unhide one or more file systems:

1. Gotothe Device Hardware page (Devices > Hardware).

Filter the list to display only Comp Type of "file system".

Select the checkbox for one or more file systems you would like to unhide.
From the Select Actions field (in the lower right), select Unhide File Systems.
Click the [Go] button.

SL1 will resume collection for each selected file system and will include each selected file system in the
Device Summary and Device Performance pages.

o AL

How File Systems are Hidden During Discovery
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Chapter

Managing Discovery Sessions

Overview

This chapter describes how to use discovery in SL1 to find devices on your network. You can use the [Add
Devices] button on the Devices page to start a discovery process, or you can run a "Classic Discovery" from the
Discovery Control Panel page (System > Manage > Discovery).
Use the following menu options to navigate the SL1 user interface:

o Toview a pop-out list of menu options, click the menu icon (E)

o Toview a page containing all of the menu options, click the Advanced menuicon ().

This chapter includes the following fopics:

Prerequisites for Discovering Devices on the Devices Page ... .. ... . . .. .. ... ... 80
Adding Devices Using Universal or Guided Discovery ... ... ... ... 80
Adding Devices Using Unguided Discovery ........... ... ... i i 84
Working with DiScovery SESSIONS ... . 92
Viewing Information about a Classic Discovery Session ... ... ... 92
Running a Classic Discovery Session ... .. ... . il 95
Viewing Information about Classic DiSCOVErY .. ... ... ... i 103
Creating a New Classic Discovery Session with the "Save As" Button ... ... ................ 104
Editing a Classic Discovery Session .. ... .. ... .. .. 104
Scheduling a Classic Discovery Session ... .. ... . . i 105

Viewing the Schedule Manager ... . L 105

Defining a Scheduled or Recurring Discovery Session ... .. .. 106
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Enabling or Disabling One or More Scheduled Discovery Sessions ... ... ..o, 108

Deleting One or More Scheduled Discovery Sessions ... .. ..o 109
Manually Re-Running Classic Discovery for a Dynamic Application ... ... . ... .................... 110
Manually Re-Running Classic Discovery for a Device ........... ... i, 111

Prerequisites for Discovering Devices on the Devices Page

To discover all of the devices on your network:

1.

Make a note of the range of IP addresses used on your network. If your device does not have an IP address,
make a note of the name of the root device. If you need help, ask your network administrator.

An Organization must exist in SL1 for the new devices. If you need to create an Organization go to
the Organizations page (Registry > Accounts > Organizations).

A Collector Group must exist in SL1 that can reach the target device using a valid network path for the
needed protocol. For example, UDP 161 for SNMP and general ICMP traffic for Ping. If you don’t know what
Collector Group to use, consult an SL1Architecture diagram or ask your SL1 System Administrator. You can
access collector information on the Collector Group Management page (System > Settings > Collector
Groups).

. You must create or use an existing credential in the classic user interface. You can access credential

information on the Credential Management page (System > Manage > Credentials). Because credential
problems are the most common cause for discovery failure, you can test any credential that you create on the
Credential Tests page (System > Customize > Credential Tests).

Similarly, if you want to use a device template with a discovery session, you must use an existing template in
SL1. You can access device femplates on the Configuration Templates page (Devices > Templates).

The Grant All user needs fo be used to access new discovery workflow, as the SYS_SETTINGS LICENSES
PAGE and SYS_SETTINGS CUGS PAGE access keys are needed to get collector or collector group
information. For more information, see the Access Keys page (System > Manage > Access Keys).

Adding Devices Using Universal or Guided Discovery

On the Devices page, you can add or "discover" new devices for monitoring in SL1. You add devices by creating a
discovery session, which searches for devices on the network you specify.

You can use the Universal Discovery Framework process in SL1 that guides you through a variety of existing
discovery types in additional to traditional SNMP discovery. This process, which is also called "guided discovery",
lets you pick a discovery type based on the type of devices you want to monitor. The Universal Discovery workflow
includes buttons for the following discovery types: Alibaba Cloud, Amazon Web Services, Microsoft Azure, Citrix,
and IBM Cloud.

NOTE: The following procedure uses Amazon Web Services as an example of the discovery type. Some steps

and fields will vary depending on the discovery type.
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To run a guided or Universal Discovery:

1. On the Devices page, click the [Add Devices] button. The Select page appears:

Select the type of devices you want to monitor X
General Information
o
€ Alibaba Cloud B Microsoft Azure cl'l'k!x
Other ways to add devices:
Unguided
Network
Discovery
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2. Select adiscovery type for the devices you want to discover, such as Amazon Web Services. Additional
information about the requirements for device discovery appears in the General Information pane to the
right.

NOTE: If you wantto do a more general discovery, you can select one of the options in the Other ways to
add devices pane, such as Unguided Network Discovery. For more information, see Adding
Devices Using Unguided Discovery.

3. Click [Select]. The first Create Guided Discovery Session page displays the following list of requirements
for Discovery (in this example, the requirements are for Amazon Web Services):
o The name of the root device

o The credentials you need to access the API

4. Click [Next]. The second Create Guided Discovery Session page appears.
5. Complete the following fields:
o Name. Type a unique name for this discovery session. This name is displayed in the list of discovery
sessions on the Discovery Sessions page (Devices > Discovery Sessions).

« Description. Type a short description of the discovery session. You can use the text in this description
to search for the discovery session on the Discovery Sessions page. Optional.

« Select the organization to add discovered devices to. Select the name of the organization to which
you want to add the discovered devices.

6. Click [Next]. The Credentials page of the Create Guided Discovery Session process appears:

Create Guided Discovery Session =
Choose credentials that connect your devices
= &
o NAME TvPE LasTEDIT
1test SOAP/XML Wed Jun 26 2019 20:21:28 GMT+0000 (UTC) )
AppDynamics Example SOAP/XML Tue Apr 23 2019 15:50:59 GMT+0000 (UTC)
AWS Credential SOAP/XML Tue Apr 23 2019 15:49:34 GMT+0000 (UTC)
/AWS Credential - Proxy SOAP/XML Tue Apr 23 2019 15:49:34 GMT+0000 (UTC)
AWS Credential - Specific Region SOAP/XML Tue Apr 23 2019 15:49:34 GMT+0000 (UTC)
Azure Classic Credential SOAP SOAP/XML Tue Apr 23 2019 15:49:23 GMT+0000 (UTC)
Azure Credential - China SOAP/XML Tue Apr 23 2019 15:50:16 GMT+0000 (UTC) v
«—Back
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7. Ifthe credential you need is not in the list, click the [Create New] button to open the Create Credential
window, where you can specify the name and organization for the credential, the third-party username and
password, and other data such as Cloud Type and Proxy information. Click [Save] to save the credential and
return to the Credentials page of the Create Guided Discovery Session page.

8. Toeditacredential on the Credentials page, click the [Actions] button (=) for the credential, select Edit,
and edit that credential as needed. Click the [Save] button on the Edit Credential window to save your
updates.

9. Totesta credential on the Credentials page, click the [Test Credentials] button. On the Credential Test
Form window, specify the test type, credential, hostname or IP, and collector, and then click the [Run Test]
button.

10. On the Credentials page of the Create Guided Discovery Session process, select a credential to allow SL1
to access a device and click [Next]. The Root Device Details page appears:

Create Guided Discovery Session ESC

Root Device Details

Root Device Name
AWSRootDevice

Collector Group Name

CUG1 | fh-sl1-ranch-cu-37: 10.2.18.37

—Back

11. Complete the following fields:

« Root Device Name. Type the name of the root device for the application you want o monitor (in this
case, an Amazon Web Services root device).

o Collector Group Name. Select an existing collector group to communicate with the discovered
devices. Required.

NOTE: The contents of this page might vary depending on the discovery type you selected at the start of the
Guided Discovery.
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12. Click the [Create Discovery Session] button. A summary of the new discovery session appears on this page.
13. Click [Close€].

NOTE: The results of a guided discovery do not display on the Discovery Sessions page (Devices >
Discovery Sessions).

Adding Devices Using Unguided Discovery

Instead of running a Universal Discovery for a specific discovery type, you can run an "unguided" discovery to find a
range of devices using core credentials such as SNMP, Database, SOAP/XML, Basic/Snippet, SSH/Key, or
PowerShell credentials.

To run an unguided discovery:

1. Onthe Devices page, click the [Add Devices] button. The Select page appears:

Select the type of devices you want to monitor x

General Information

This wort discover and begin monitori
Database, SOAP/XML, Basic/

ials.

€ AlbabaCloud amazon E% Microsoft Azure CiTRIX’
.

webservices

core credentials suc

5SH/Key, or Powershell cre

Before you begin determine that you have these prerequisites in place;
d to create an Oy i

- ACollector Group that can reach the target device using a valid network
path for the needed protocol. For example, DP 161 for SNMP
and general ICMP traffic for Ping. If you don't know what Collector Group to
use consult an SL1 Architecture diagram or ask your SL1 System
Administrator.

Use the Select button below to continue the Discovery workflow.

Other ways to add devices:
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2. Click the [Unguided Network Discovery] button. Additional information about the requirements for
discovery appears in the General Information pane to the right.

3. Click [Select]. The Add Devices page appears:
4. Complete the following fields:
« Name. Type a unique name for this discovery session. This name is displayed in the list of discovery
sessions on the [Discovery Sessions] tab.

o Description. Type a short description of the discovery session. You can use the text in this description
to search for the discovery session on the [Discovery Sessions] tab. Optional.

« Select the organization to add discovered devices to. Select the name of the organization to which
you want to add the discovered devices.

5. Click [Next]. The Credentials page of the Add Devices wizard appears:

Add Devices X
Choose credentials that connect your devices jfestCredentials
= @
o NAvE Tvee wasTeDIT
Azure Credential - Proxy SOAP/XML Tue Apr 23 2019 15:50:16 GMT+0000 (UTC)
Azure Credential - SOAP/XML SOAP/XML Tue Apr 23 2019 15:50:16 GMT+0000 (UTC)
Cisco CE Series Configuration SOAP/XML Tue Apr 232019 15:50:29 GMT+0000 (UTC)
Cisco CE Series History SOAP/XML Tue Apr 23 2019 15:50:29 GMT+0000 (UTC)
Cisco CE Series Status SOAP/XML Tue Apr 23 2019 15:50:29 GMT+0000 (UTC)
Cisco CUCM Example Basic/Snippet Tue Apr 23 2019 15:49:26 GMT+0000 (UTC)
Cisco Meeting Server Example Basic/Snippet Tue Apr 232019 15:49:41 GMT+0000 (UTC)
Cisco SNMPv2 - Example SNMP Tue Apr 232019 15:50:10 GMT+0000 (UTC)
Cisco SNMPv3 - Example SNMP Tue Apr 23 2019 15:50:10 GMT+0000 (UTC)
Cisco VOS CUC Cluster Status Basic/Snippet Tue Apr 23 2019 15:49:07 GMT+0000 (UTC)
Cisco VOS IM&P Cluster Status Basic/Snippet Tue Apr 23 2019 15:49:07 GMT+0000 (UTC) "
o Back “

6. Ifthe credential you need is not in the list, click the [Create New] button to open the Create Credential
window, where you can specify the name and organization for the credential, the third-party username and
password, and other data such as Cloud Type and Proxy information. Click [Save] to save the credential and
return to the Credentials page of the Add Devices wizard.

7. Toedita credential on the Credentials page, click the [Actions] button (=) for the credential, select Edit,
and edit that credential as needed. Click the [Save] button on the Edit Credential window to save your
updates.

8. Totesta credential on the Credentials page, click the [Test Credentials] button. On the Credential Test
Form window, specify the test type, credential, hostname or IP, and collector, and then click the [Run Test]
button.
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9. Onthe Credentials page of the Add Devices wizard, select one or more credentials to allow SL1 to access
a device's SNMP data and click [Next]. The Discovery Session Details page of the Add Devices wizard

Add Devices X

Enter basic discovery session details

List of IPs/Hostnames

Upload File ‘

‘Which collector will monitor these devices?

recommended)]

Scan Throttle

[ System Default (recommended) ]

Port Scan All IPs

[ System Default (recommended) ]

Port Scan Timeout

[ System Default (recommended) ]

10. Complete the following fields:

86

List of IPs/Hostnames. Provide a list of IP addresses, hostnames, or fully-qualified domain names for
SL1 to scan during discovery. This field is required. In this field, you can enter a combination of one or
more of the following:

One or more single IPv4 addresses separated by commas and a new line. Each IP address must be

in standard IP notation and cannot exceed 15 characters. For example, "10.20.30.1,
10.20.30.2,10.20."

One or more ranges of IPv4 addresses with "-" (dash) characters between the beginning of the
range and the end of the range. Separate each range with a comma. For example, "10.20.30.1 —

10.20.30.254".

One or more IP address ranges in IPv4 CIDR notation. Separate each item in the list with a comma.

Forexample, "192.168.168.0/24".

One or more ranges of IPvé addresses with "-" (dash) characters between the beginning of the

range and the end of the range. Separate each range with a comma. For example,
"2001:DB8:0:0:0:0:0:0-2001:DB8:0:0:0:0:0:0003".

One or more IP address ranges in IPv6 CIDR notation. Separate each item in the list with a comma.
Forexample, "2001:DB8:0:0:0:0:0:0/117".

One or more hostnames (fully-qualified domain names). Separate each item in the list with a
comma.
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TIP: You can also click the [Upload File] button to upload a comma-separated list of IPs.

» Which collector will monitor these devices?. Select an existing collector to monitor the discovered
devices. Required.

« Run after save. Select this option to run this discovery session as soon as you click [Save and Close].

« Advanced options. Click the down arrow icon ( © ) to access additional discovery options.
In the Advanced options section, complete the following fields as needed:

o Initial Scan Level. For this discovery session only, specifies the data to be gathered during the
initial discovery session. The options are:

m System Default (recommended). Use the value defined in the Behavior Settings page (System
> Seftings > Behavior) in the classic user interface of SL1.

m |. Model Device Only. Discovery will discover if the device is up and running and if so, collect
the make and model of the device. SL1 will then generate a device ID for the device so it can
be managed by SL1.

m 2. Initial Population of Apps. Discovery will search for Dynamic Applications to associate with
the device. The discovery tool will attempt to collect data for the aligned Dynamic Applications.
Discovery will later retrieve full sets of data from each Dynamic Application. Discovery will also
perform 1. Model Device Only discovery.

m 3. Discover SSL Certificates. Discovery will search for SSL certificates and retrieve SSL data.
Discovery will also perform 2. Initial Population of Apps and 1. Model Device Only.

m 4. Discover Open Ports. Discovery will search for open ports. Discovery will also perform 3.
Discover SSL Certificates, 2. Initial Population of Apps, and 1. Model Device Only.

NOTE: If your system includes a firewall and you select 4. Discover Open Ports, discovery might be blocked
and/or might be taxing to your network.

m 5. Advanced Port Discovery. Discovery will search for open ports, using a faster TCP/IP
connection method. Discovery will also perform 3. Discover SSL Certificates, 2. Initial
Population of Apps, and 1. Model Device Only.

NOTE: If your system includes a firewall and you select 5. Advanced Port Discovery, some devices might
remain in a pending state (purple icon) for some time after discovery. These devices will achieve a
healthy status, but this might take several hours.

m 6. Deep Discovery. Discovery will use nmap to retrieve the operating system name and
version. Discovery will also scan for services running on each open port and can use this
information to match devices to device classes. Discovery will search for open ports, using a
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faster TCP/IP connection method. Discovery will also perform 3. Discover SSL Certificates, 2.
Initial Population of Apps, and 1. Model Device Only.

NOTE: For devices that don't support SNMP, option é. Deep Discovery allows you to discover devices that
don't support SNMP and then align those devices with a device class other than "pingable". Note that
option 6. Deep Discovery is compute-intensive.

o Scan Throttle. Specifies the amount of time a discovery process should pause between each
specified IP address (specified in the IP Address/Hostname Discovery List field). Pausing

discovery processes between IP addresses spreads the amount of network traffic generated by
discovery over a longer period of time. The choices are:

m System Default (recommended). Use the value defined in the Behavior Settings page (System
> Seftings > Behavior) in the classic user interface for SL1.

m Disabled. Discovery processes will not pause.
m 1000 Msec to 10000 Msec. A discovery process will pause for a random amount of time

between half the selected value and the selected value.

o Port Scan All IPs. For the initial discovery session only, specifies whether SL1 should scan all IP
addresses on a device for open ports. The choices are:

m System Default (recommended). Use the value defined in the Behavior Settings page (System
> Seftings > Behavior) in the classic user interface for SL1.

m Enabled. SL1 will scan all discovered IP addresses for open ports.

m Disabled. SL1 will scan only the primary IP address (the one used to communicate with SL1) for
open ports.

o Port Scan Timeout. For the initial discovery session only, specifies the length of ime, in

milliseconds, after which SL1 should stop trying to scan an IP address for open ports and begin
scanning the next IP address (if applicable). Choices are:

m System Default (recommended). Use the value defined in the Behavior Settings page (System
> Settings > Behavior).

m  Choices between 60 to 1,800 seconds.
o Scan Ports. Specify a list of ports to scan, separated by colons (:). The default is 21:22:25:80:136.

o Interface Inventory Timeout (ms). Specifies the maximum amount of time that the discovery
processes will spend polling a device for the list of interfaces. After the specified time, SL1 will stop
polling the device, will not model the device, and will continue with discovery. The default value is

600,000 ms (10 minutes).

m During the execution of this discovery session, SL1 uses the value in this field first. If you delete
the default values and do not specify another value in this field, SL1 uses the value in the
Global Threshold Settings page (System > Seftings > Thresholds).
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m Ifyou specify a value in this field and do not apply a device template to this discovery session,
the Interface Inventory Timeout setting in the Device Thresholds page (Registry > Devices
> Device Manager > wrench icon > Thresholds) is set to this value for each discovered
device. Ifthere is no device template applied to the discovery session and no value is supplied
in this field, SL1 uses the value in the Global Threshold Settings page (System > Settings >
Thresholds).

o Maximum Allowed Interfaces. Specifies the maximum number of interfaces per devices. If a
device exceeds this number of interfaces, SL1 will stop scanning the device, will not model the
device, and will continue with discovery. The default value is 10,000.

m During the execution of this discovery session, SL1 uses the value in this field first. If you delete
the default values and do not specify another value in this field, SL1 uses the value in the
Global Threshold Settings page.

m Ifyou specify a value in this field and do not apply a device template to this discovery session,
the Maximum Allowed Interfaces setting in the Device Thresholds page is set to this value
for each discovered device. [f there is no device template applied to the discovery session and
no value is supplied in this field, SL1 uses the value in the Global Threshold Settings page.

o Bypass Interface Inventory. Specifies whether or not the discovery session should discover
network interfaces.

m Selected. SL1 will not attempt to discover interfaces for each device in the discovery session.
For each discovered device, the Bypass Interface Inventory checkbox on the Device
Investigator [Settings] tab will be selected.

m Not Selected. SL1 will attempt to discover network interfaces, using the Interface Inventory
Timeout value and Maximum Allowed Interfaces value.

o Discover Non-SNMP. Specifies whether or not SL1 should discover devices that don't respond to
SNMP requests.

m Selected. SL1 will discover devices that don't respond to the SNMP credentials selected in the
SNMP Credentials field. These devices will be discovered as "pingable" devices.

m Not Selected. SL1 will not discover devices that don't respond to the SNMP credentials selected
in the SNMP Credentials fields.

o Model Devices. Determines whether or not the devices that are discovered with this discovery
session can be managed through SL1. Choices are:

m Enabled. When a device is modeled, SL1 creates a device ID for the device; you can then
access the device through the Device Manager page and manage the device in SL1.

m Disabled. If a device is not modeled, you cannot access the device through the Device
Manager page, and you cannot manage the device in SL1. However, each discovered
device will still appear in the Discovery Session logs. For each discovered device, the discovery
logs will display the IP address and device class for the device. This option is useful when
performing an initial discovery of your network, to determine which devices you want to monitor
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and manage with SL1. Forthe amount of fime specified in the Device Model Cache TTL (h)
field, a user can manually model the device from the Discovery Session window.

Enable DHCP. Specifies whether or not the specified range of IPs and hostnames use DHCP.

m Selected. SL1 will perform a DNS lookup for the device during discovery and each time SL1
retrieves information from the device.

m Noft Selected. SL1 will perform normal discovery.

Device Model Cache TTL (h). Amount of ime, in hours, that SL1 stores information about devices
that are discovered but not modeled, either because the Model Devices option is not enabled or
because SL1 cannot determine whether a duplicate device already exists. The cached data can be
used to manually model the device from the Discovery Session window.

Log All. Specifies whether or not the discovery session should use verbose logging. When you
select verbose logging, SL1 logs details about each IP address or hostname specified in the IP
Address/Hostname Discovery List field, even if the results are "No device found at this address."

m Selected. This discovery session will use verbose logging.

m Noft Selected. This discovery session will not use verbose logging.
Apply Device Template. As SL1 discovers a device in the IP discovery list, that device is configured
with the selected device template. You can select from a list of all device templates in SL1. For

more information on device templates, see the manual on Device Groups and Device
Templates.

Adding Devices Using Unguided Discovery



11. Click [Save and Close] to save the discovery session. The Discovery Sessions page (Devices > Discovery
Sessions) displays the new discovery session.

12. Ifyou selected the Run after save option on this page, the discovery session runs, and the Discovery Logs

page displays any relevant log messages. If the discovery session locates and adds any devices, the
Discovery Logs page includes a link to the Device Investigator page for the discovered device:

Discovery Logs

] DATE
Oct 11,2019, 2:59 PM
Oct 11,2019, 259 PM
Oct 1,2019,2:59 PM

Oct1,2019,2:59 PM

IP ADDRESS

10.64.68.17 ["IP)

10.64.68.16 "IP)

DISCOVERY LOG MESSAGE

DEVICE

Beginning auto-discovery session -

Discovered and modeled new de.

Discovered and modeled new de.

em7ao0

em7ao0

Auto-discovery session completed -
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Working with Discovery Sessions

The Discovery Sessions page (Devices > Discovery Sessions) displays a list of all the existing discovery sessions,
which are previous attempts to add devices using discovery:

Q Type to search discovery X Advanced
nAmE IP/HOSTNAMELIST couecTor ORGANIZATION UPDATEDBY LasT EDIT
10646816 10646816 ayoung-dist-cu-251 System em7admin
127001 127001 ayoung-d System em7admin
127001 ayoung-d System em7admin
cucm ayoung-d System em7admin
ayoung-d System em7admin
633255 ayoung-dist-cu-251 System em7admin
SAC_Hostname - ayoung-d System em7admin
SAC_SNMP._Device_Discovery.Sessi 102073 ayoung-d System em7admin
scrumfu pandas 102141-10214.128 ayoung-d System em7admin
severe consequences 102151-10215126 ayoung-d System em7admin
test ayoung-d System em7admin Oct 24,2018, 5:48PM
test 833255 ayoung-d System em7admin Oct 24,2018, 5:51PM
ayoung-d System em7admin Oct 24,2018, 5:47 PM
ayoung-d System em7admin Oct 24,2018, 6:14PM
topo1 10200135, 10200142, 10200133, 10...  ayoung-dist-cu-251 System em7admin Sep 25,2018, 917 AM

On this page you can click the [Actions] button (=) for a session and select one of the following actions:

o Edit. Run the Add Device wizard again so you can make changes to the selected discovery session.

o Delete. Delete the selected discovery session. You do not get a confirmation window after you click Delete;
the session isimmediately deleted.

o Start. Run the selected discovery session again. The Discovery Logs page appears when discovery
completes.

o Show logs. The Discovery Logs page for the selected discovery session displays data about the most recent
run of a discovery session.

Viewing Information about a Classic Discovery Session

The Session Register pane in the Discovery Control Panel (System > Manage > Classic Discovery) page
displays information about all discovery sessions defined in SL1.

92 Working with Discovery Sessions



Discovery Control Panel | Sessions Found [6]

Session Name * 1PHogtname List Collector Organization Pings Rediscovery User Egit Last Edit

I Il I I Il I J(Ar v
= 10.100.100.7

173.36.219.45
10.100.100.48
10.100.100.35
- 10.100.100.72
10.100.100.29

o Disabled emTadmin 0150514103534 (3 9/ F
o5 Disabed em7admin 0150514133529 Q4@ 7 B
o Disabled emTadmin 2015.05.18 123057 o
7 Bl
45
7 Bl

s s v ie
I

ER SN

N
%
N

System Yes  Disabled emTadmin 2015-05-16 12:31:48
No  Disabled ‘emTadmin 20150518 12:32:12
No  Disabled emTadmin 2015-05-18 12:32:39

T a—] co ]

TIP: To sort the list of discovery sessions, click on a column heading. The list will be sorted by the column
value, in ascending order. To sort by descending order, click the column heading again. The Last Edit

column sorts by descending order on the first click; to sort by ascending order, click the column heading
again.

For each session, the Session Register displays:

« Session Name. Name of the discovery session. This field is optional.

o IP/Hostname List. The range of IP addresses and/or hostnames for SL1 to scan during discovery. This field
can contain a combination of one or more of the following:

o One or more single IPv4 addresses separated by commas. Each IP address must be in standard IP
notation and cannot exceed 15 characters. Forexample, "10.20.30.1, 10.20.30.2, 10.20.30.3".

o One or more ranges of IPv4 addresses with "-" (dash) characters between the beginning of the range
and the end of the range. Separate each range with a comma. For example, "10.20.30.1 —

10.20.30.254".

o One or more IP address ranges in IPv4 CIDR notation. Separate each item in the list with a comma.

Forexample, "192.168.168.0/24".

o One or more ranges of IPv6 addresses with "-" (dash) characters between the beginning of the range
and the end of the range. Separate each range with a comma. For example,
"2001:DB8:0:0:0:0:0:0-2001:DB8:0:0:0:0:0:0003".

o One or more IP address ranges in IPvé CIDR notation. Separate each item in the list with a comma.
Forexample, "2001:DB8:0:0:0:0:0:0/117".

o One or more fully-qualified domain names or hostnames.
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NOTE: The following types of notation are not supported: IPv4 netmask with comma notation

(192.168.168.0,24); a list of single IPv6 addresses, separated by comma.

Collector. Data Collector used for the discovery session.
Organization. The organization to which devices discovered during the discovery session will be assigned.
Pings. This field specifies whether or not SL1 should discover devices that don't respond to the selected
SNMP credentials. The possible values are:
o Yes. SL1 will discover devices that don't respond to the SNMP credentials selected in the SNMP
Credentials field for the discovery session. These devices will be discovered as "pingable" devices.
o No. SL1 will not discover devices that don't respond to the SNMP credentials selected in the SNMP
Credentials field for this discovery session.
Rediscovery. Specifies whether or not SL1 is scheduled to run this discovery session, and if so, the frequency
and time specified in the schedule.
User Edit. Name of user who created or last edited the discovery session.

Last Edit. Date and time discovery session was created or last edited.

Tofilter the list of discovery sessions in the Session Register, use the search fields at the top of each column. The
search fields are find-as-you-type filters; as you type, the page is filtlered to match the text in the search field,
including partial matches. Text matches are not case-sensitive. Additionally, you can use the following special
characters in each filter:
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, (comma). Specifies an "or" operation. For example:
"dell, micro" would match all values that contain the string "dell" OR the string "micro".
& (ampersand). Specifies an "and" operation. For example:
"dell & micro" would match all values that contain the string "dell" AND the string "micro".
I (exclamation mark). Specifies a "not" operation. For example:
"Idell" would match all values that do not contain the string "dell".
~ (caret mark). Specifies "starts with." For example:
" micro" would match all strings that start with "micro”, like "microsoft'.

[N}

will include all rows that have a value in the column.

eyl

will include all rows that have no value in the column.
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o 3 (dollarsign). Specifies "ends with." For example:
"$ware" would match all strings that end with "ware", like "VMware".
"$" will include all rows that have a value in the column.
"1$" will include all rows that have no value in the column.

o min-max. Mafches numeric values only. Specifies any value between the minimum value and the maximum
value, including the minimum and the maximum. For example:

"1-5"would match 1,2, 3,4, and 5.

o - (dash). Matches numeric values only. A "half open" range. Specifies values including the minimum and
greater or including the maximum and lesser. For example:

"1-"matches 1 and greater, so itwould match 1, 2, 6, 345, etc.
"-5" matches 5 and less, so it would match 5, 3, 1, O, efc.
« > (greater than). Matches numeric values only. Specifies any value "greater than." For example:
">7"would match all values greater than 7.
o < (lessthan). Matches numeric values only. Specifies any value "less than." For example:
"< 12" would match all values less than 12.

o >= (greater than or equal to). Matches numeric values only. Specifies any value "greater than or equal to."
Forexample:

"=>7"would match all values 7 and greater.

o <= (less than or equal to). Matches numeric values only. Specifies any value "less than or equal to." For
example:

"=<12"would match all values 12 and less.

o = (equal). Matches numeric values only. For numeric values, allows you fo match a negative value. For
example:

"=-5"would match "-5" instead of being evaluated as the "half open range" as described above.

Running a Classic Discovery Session

To perform a discovery session for one IP address, multiple IP addresses, or a range of IP addresses on the Classic
Discovery page:
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NOTE: To discover all the devices in your network, you must first know the range of IP addresses used in your
network. If you need help, ask your network administrator.
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1. Gotothe Discovery Control Panel page (System > Manage > Classic Discovery).

2. Inthe Discovery Control Panel, click [Create]. The Discovery Session Editor page appears:

Discovery Session Editor | Create New New
Identification Information
Name [ | 7] Description [ ] [7]
IP and Credentials Detection and Scanning Basic Settings
IP Address/Hostname Discovery List Initial Scan Level Discover Model
[#] [ System Default (recommended) v] @ NumamP Demas DHCPG
Scan Throttle U % U
[ System Default (recommended) w ] 9 o Mogel Cacne TTL (n
i evice Model Cache )
[—”%_ Port Scan All Ps z )@
B scifogbic™ Browsz.. 7] [ System Default (recommended) v] (7]
Port Scan Timeout Collection Server PID:
SHMP Credentials [ system Default (recommended) ] @ ((ayoung-dist-cu-251 ~] @
( ] @
Detection Method & Port Organization

SNMP -

cOsmis 9 [ [ System] V ] Q

Cisco SNMPVZ - Example Default Method -

Cizco SNMPV3 - Example UDP: 1581 SNMP )

Cisca: CEP SNMP Port 161 Example TCP 1 - topmux ( Add Devices 1o Davice Group(s) @

Cisco: CSP SNMP Port 1610 Exampl TCP. 2 - compresenet

Del EMC: Isilon SHMPvZ Example TCP: 3 - compressneat None

Demo Labk TCP: 5-rie Servers

EM7 Defautt V2 TCP 7 - echo

EM7 Defautt V3 TCP: 9_ discard

IPSLA Example & TCP: 11 - systat

Other Credentials ¥EE 1?: g:}:{:ﬁ

[ ] (2] TCP: 17 - gotd
Basic/Snippet ~ TEP: 18- msp

Cizco CUCH Example TCP: 19 - chargen

Cisco YOS CUC Cluster Status TCP: 20 - ftp-data &

Cisco VOS IM&P Cluster Status Interface Inventory Timeout (ms)

Cisco: ACl Sample Credential 1

Cizco: ACI Sample Credential 2 (G000 g

Cisco: CSP Example Maximum Allowed Interfaces

Citrix XenServer - Example [1DDDD ]9

CUCM Lab

EMC SMI-S Example Bypass Interface Inventory Apply Device Template

EIC VIIAX Fxamnle v ([ Choose a Template ] ~ @

= Log All
Save oe

3. Supply values in the following fields:

o Name. Type a name for the discovery session. This name is displayed in the list of discovery sessions
in the Discovery Control Panel page.

« Description. Optionally, type a description of the discovery session.
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« IP Address/Hostname Discovery List. Provide a list of IP addresses or fully-qualified domain names
for SL1 to scan during discovery. In this field, you can enter a combination of one or more of the
following:

NOTE: Instead of manually entering a list of IP addresses and hostnames, you can upload a file that contains
the list of IP addresses and hostnames. See the description of the Upload File field.

o One or more single IPv4 addresses separated by commas. Each IP address must be in standard IP
notation and cannot exceed 15 characters. For example, "10.20.30.1, 10.20.30.2,
10.20.30.3".

o One or more ranges of IPv4 addresses with "-" (dash) characters between the beginning of the
range and the end of the range. Separate each range with a comma. For example, "10.20.30.1 —

10.20.30.254".

o One or more IP address ranges in IPv4 CIDR notation. Separate each item in the list with a comma.
Forexample, "192.168.168.0/24".

o One or more ranges of IPv6 addresses with "-" (dash) characters between the beginning of the
range and the end of the range. Separate each range with a comma. For example,

"2001:DB8:0:0:0:0:0:0-2001:DB8:0:0:0:0:0:0003".

o One ormore IP address ranges in IPvé CIDR notation. Separate each item in the list with a comma.
Forexample, "2001:DB8:0:0:0:0:0:0/117".

o One or more hostnames (fully-qualified domain names). Separate each item in the list with a
comma.

If you enter both the hostname and IP address of the same devices, SL1 will discover two
duplicate devices.

NOTE: The following types of notation are not supported: IPv4 netmask with comma notation (e.g.,
192.168.168.0,24); a list of single IPvé addresses, separated by comma.

NOTE: SL1 will display an error if your discovery session exceeds the maximum size for optimum
performance. SL1 will display a warning message if your discovery session includes 100 or more
IP addresses. The warning message will tell you that discovery with more than 100 IP addresses might
"take a long time to discover".
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« Upload File. Instead of manually entering a list of IP addresses and hosthames in the
IP Address/Hostname Discovery List field, you can upload a file that contains a list of IP addresses
and hostnames. The IP addresses and hostnames in the file must be in a format that is allowed for the
IP Address/Hostname Discovery List field. Each address or range of addresses in the file must be
separated by a newline character instead of a comma. You can browse to the file and then select it.
After uploading the file, the IP Address/Hostname Discovery List field will display the IP addresses
and hostnames from the file.

o SNMP Credentials. A community string that allows SL1 to access a device's SNMP data. SNMP
credentials are defined in the Credential Management page (System > Manage > Credentials). If
you want fo retrieve SNMP data from one or more devices, you must select one or more working
SNMP credentials in this field. You can select multiple credentials from this field. SL1 will fry each
selected credential when discovering devices and retrieving device data.

« Other Credentials. A username and password pair (among other fields) that allows SL1 to access a
device's database data, SOAP data, XML data, WMI data, WBEM data, or data that is monitored with
a Snippet Dynamic Application. These credentials are defined in the Credential Management page
(System > Manage > Credentials). You can select multiple credentials from this field. SLT will try
each selected credential when searching for Dynamic Applications to align with each discovered
device.

NOTE: You can use the field at the top of the SNMP Credentials field and the Other Credentials field to
filter the list of credentials. If you enter an alpha-numeric string in the field, the SNMP Credentials
field or the Other Credentials field will include only credentials that match the string.

NOTE: Your organization membership(s) might affect the list of credentials you can see in the
SNMP Credentials field and the Other Credentials field.
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« Initial Scan Level. For this discovery session only, specifies the data to be gathered during the initial
discovery session. The options are:

o System Default (recommended). Use the value defined in the Behavior Settings page (System >
Settings > Behavior).

o 0. Model Device Only. Discovery will discover if the device is up and running and if so, collect the
make and model of the device. SL1 will then generate a device ID for the device so it can be
managed by SL1.

o 1. Initial Population of Apps. Discovery will search for Dynamic Applications to associate with the
device. The discovery tool will attempt to collect data for the aligned Dynamic Applications.
Discovery will later retrieve full sets of data from each Dynamic Application. Discovery will also
perform 0. Model Device Only discovery.

o 2. Discover SSL Certificates. Discovery will search for SSL certificates and retrieve SSL data.
Discovery will also perform 1. Initial Population of Apps and 0. Model Device Only.

o 3. Discover Open Ports. Discovery will search for open ports. Discovery will also perform 2.
Discover SSL Certificates, 1. Initial Population of Apps, and 0. Model Device Only.
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NOTE: If your system includes a firewall and you select 3. Discover Open Ports, discovery might be blocked
and/or might be taxing to your network.

o 4. Advanced Port Discovery. Discovery will search for open ports, using a faster TCP/IP connection
method. Discovery will also perform 2. Discover SSL Certificates, 1. Initial Population of Apps, and
0. Model Device Only.

NOTE: If your system includes a firewall and you select 4. Advanced Port Discovery, some devices might
remain in a pending state (purple icon) for some time after discovery. These devices will achieve a
healthy status, but this might take several hours.

o 5. Deep Discovery. Discovery will use nmap to retrieve the operating system name and version.
Discovery will also scan for services running on each open port and can use this information to
match devices to device classes. Discovery will search for open ports, using a faster TCP/IP
connection method. Discovery will also perform 2. Discover SSL Certificates, 1. Initial Population of
Apps, and 0. Model Device Only.

NOTE: For devices that don't support SNMP, option 5. Deep Discovery allows you to discover devices that
don't support SNMP and then align those devices with a device class other than "pingable". Note that
option 5. Deep Discovery is compute-intensive.

« Scan Throttle. Specifies the amount of time a discovery process should pause between each
specified IP address (specified in the IP Address/Hostname Discovery List field). Pausing discovery
processes between IP addresses spreads the amount of network traffic generated by discovery over a
longer period of time. The choices are:

o System Default (recommended). Use the value defined in the Behavior Settings page (System >
Settings > Behavior).

o Disabled. Discovery processes will not pause.

o 1000 Msec to 10000 Msec. A discovery process will pause for a random amount of time between

half the selected value and the selected value.

o Port Scan All IPs. For the initial discovery session only, specifies whether SL1 should scan all IP
addresses on a device for open ports. The choices are:

o System Default (recommended). Use the value defined in the Behavior Settings page (System >
Seftings > Behavior).

o 0. Disabled. SL1 will scan only the primary IP address (the one used to communicate with SL1) for
open ports.

o 1. Enabled. SL1 will scan all discovered IP addresses for open ports.
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« Port Scan Timeout. For the initial discovery session only, specifies the length of time, in milliseconds,

after which SL1 should stop trying to scan an IP address for open ports and begin scanning the next [P
address (if applicable). Choices are:

o System Default (recommended). Use the value defined in the Behavior Settings page (System >
Settings > Behavior).

o Choices between 60,000 to 1,800,000 milliseconds.

Detection Method & Port. During discovery, SL1 will scan the list of ports selected in this field to
determine if the range of devices is up and running and which ports are open on each discovered
device. If a device does not respond to SNMP or ICMP, SL1 uses an open port to collect availability

data for that device. If you are not sure which ports are used by the range of devices, select the entry
Default Method. SL1 will check ICMP (ping), FTP, SSH, Telnet, SMTP, and HTTP ports.

NOTE: You can use the field at the top of the Detection Method & Port field to filter the list of ports. If you
enter an alpha-numeric string in the field, the Detection Method & Port field will include only ports
that match the string.
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« Interface Inventory Timeout (ms). Specifies the maximum amount of time that the discovery

processes will spend polling a device for the list of interfaces. After the specified time, SL1 will stop
polling the device, will not model the device, and will continue with discovery. The default value is

600,000 ms (10 minutes).

o During the execution of this discovery session, SL1 uses the value in this field first. If you delete the
default values and do not specify another value in this field, SL1 uses the value in the Global
Threshold Settings page (System > Settings > Thresholds).

o Ifyou specify a value in this field and do not apply a device template to this discovery session, the
Interface Inventory Timeout setting in the Device Thresholds page (Registry > Devices >
Device Manager > wrench icon > Thresholds) is set to this value for each discovered device. If
there is no device template applied to the discovery session and no value is supplied in this field,
SL1 uses the value in the Global Threshold Settings page (System > Settings > Thresholds).

o Maximum Allowed Interfaces. Specifies the maximum number of interfaces per devices. If a device

exceeds this number of interfaces, SL1 will stop scanning the device, will not model the device, and
will continue with discovery. The default value is 10,000.

o During the execution of this discovery session, SL1 uses the value in this field first. If you delete the
default values and do not specify another value in this field, SL1 uses the value in the Global
Threshold Settings page.

o Ifyou specify a value in this field and do not apply a device template to this discovery session, the
Maximum Allowed Interfaces setting in the Device Thresholds page is set to this value for each
discovered device. If there is no device template applied to the discovery session and no value is
supplied in this field, SL1 uses the value in the Global Threshold Settings page.
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« Bypass Interface Inventory. Specifies whether or not the discovery session should discover network
interfaces.

o Selected. SL1 will not attempt to discover interfaces for each device in the discovery session. For
each discovered device, the Bypass Interface Inventory checkbox in the Device Properties page
will be selected.

o Not Selected. SL1 will attempt to discover network interfaces, using the Interface Inventory
Timeout value and Maximum Allowed Interfaces value.

NOTE: Ifa device has already been discovered and then is rediscovered through the Discovery Session
Editor page, the Bypass Interface Inventory. checkbox in the Device Properties page will retain its
previous value, regardless of what is selected in the Discovery Session Editor page.

« Discover Non-SNMP Devices. Specifies whether or not SL1 should discover devices that don't
respond to SNMP requests.

o Selected. SL1 will discover devices that don't respond to the SNMP credentials selected in the
SNMP Credentials field. These devices will be discovered as "pingable" devices.

o Not Selected. SL1 will not discover devices that don't respond to the SNMP credentials selected in

the SNMP Credentials fields.

« Model Devices. Determines whether or not the devices that are discovered with this discovery session
can be managed through SL1. Choices are:

o Enabled. When a device is modeled, SL1 creates a device ID for the device; you can then access
the device through the Device Manager page and manage the device in SL1.

o Disabled. If a device is not modeled, you cannot access the device through the Device Manager
page, and you cannot manage the device in SL1. However, each discovered device will still
appear in the Discovery Session logs. For each discovered device, the discovery logs will display
the IP address and device class for the device. This option is useful when performing an initial
discovery of your network, to determine which devices you want to monitor and manage with SL1.
For the amount of ime specified in the Device Model Cache TTL (h) field, a user can manually
model the device from the Discovery Session window.

« DHCP. Specifies whether or not the specified range of IPs and hosthames use DHCP.

o Selected. SL1 will perform a DNS lookup for the device during discovery and each time SL1
retrieves information from the device.

o Not Selected. SL1 will perform normal discovery.
« Device Model Cache TTL (h). Amount of time, in hours, that SL1 stores information about devices
that are discovered but not modeled, either because the Model Devices option is not enabled or

because SL1 cannot determine whether a duplicate device already exists. The cached data can be
used to manually model the device from the Discovery Session window.
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« Collection Server PID. This field contains a list of all Data Collectors on the network. Select the Data

Collector that is local or closet to the devices to be discovered.

o ForSL1 appliances, only the name of the appliance will appear in this field.

NOTE:

After initial discovery, each device will use the collector group that contains this Data Collector for
collection and rediscovery.

« Organization. This field contains a list of all organizations defined in SL1. Devices discovered during

the discovery session will be assigned to the selected organization.

NOTE:

Make sure you have the desired organization created and selected before running the discovery
process. This field assigns all devices and networks in the specified IP range to a single organization.
However, you can later assign individual devices and networks to different organizations.

« Add Devices to Device Group(s). When SL1 discovers a device in the IP discovery list, that device is

added to each selected device group. You can select one or more device groups from a list of device
groups in SL1 that have "Discovery" selected in the Visibility field. For more information on device
groups, see the manual on Device Groups and Device Templates.

NOTE:

You can use the field at the top of the Add Devices to Device Group(s) field to filter the list of device
groups. If you enter an alpha-numeric string in the field, the Add Devices to Device Group(s) field
will include only device groups that match the string.

o Apply Device Template. As SL1 discovers a device in the IP discovery list, that device is configured

with the selected device template. You can select from a list of all device templates in SL1. For more
information on device templates, see the manual on Device Groups and Device Templates.

e Log All. Specifies whether or not the discovery session should use verbose logging. When you select

verbose logging, SL1 logs details about each IP address or hostname specified in the IP
Address/Hostname Discovery List field, even if the results are "No device found at this address."

o Selected. This discovery session will use verbose logging.

o Not Selected. This discovery session will not use verbose logging.

4. Click the [Save] button to save the discovery session. Close the Discovery Session Editor page.

5. Inthe Discovery Control Panel page, click the [Reset] button. The new discovery session will appear in the
Session Register pane.

6. Tolaunch the new discovery session, click its Queue this Session icon ().

7. lfno other discovery sessions are currently running, the session will be executed immediately. If another
discovery session is currently running, your discovery session will be queued for execution.
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Viewing Information about Classic Discovery

To view information about a discovery session that has already run:

1. Gotothe Discovery Control Panel page (System > Manage > Classic Discovery).

2. Inthe Discovery Control Panel page, in the Session Register, find the discovery session you are inferested

in. Click its magnifying glass icon (@)

3. The Discovery Session modal page appears. This page provides details on the discovery session.

Discovery Session| Discovery Session Complet
Date Time Discovery Log Message Class Type
1. 2012-03-02 17:08:20  Beginning auto-dizcovery session - -
2. 2012-03-02 17:08:36  10.40.40.6 (*IP) Discovered and modeled new device Microsoft Windows 2003 Server :
3. 2012-03-02 17:08:36  10.40.40.7 (*IP) Discovered and modeled new device Microsoft Windows 2003 Server ﬁ
4. 2012-03-02 17:08:52  10.40.40.4 (*IP) Discovered and modeled new device Microsoft Windows 2003 Server ﬁ
5. 2012-03-02 17:08:53 10.40.40.5 (*IP) Discovered and modeled new device Microsoft Windows 2003 Server ﬁ
6. 2012-03-02 17:09:06  10.40.40.2 (*IP) Discovered and modeled new device Cizco Systems Catalyst 2912XL ﬁ
T. 2012-03-02 17:09:10 10.40.40.3 (*IP) Discovered and modeled new device Cizco Systems Catahyst 291231 =
8. 2012-03-0217:0%:11 Auto-discovery session completed - -

4. The Discovery Session page includes an entry for each action performed during the discovery session. Each

entry in the Discovery Session page contains:

o Date Time. Date and time the action was executed.

« Discovery Log Message. When applicable, starts with the IP address of the discovered device. Also
includes a description of the action that was executed by the discovery session.

NOTE: If you did not select Auto-Update in the Device Properties page for one or more devices, when the

discovery process tries to discover one of those devices, the log will display the message "Auto-Update
is disabled and prevents discovery from updating any device properties."

Viewing Information about Classic Discovery

o Class Type. The device class for each discovered device. SL1 will determine the device class for each

device, even if a device will not be modeled by SL1.
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o Checkbox. If a device was discovered but not modeled, you can select this checkbox and click the
[Model] button to model the device. If this device is a potential duplicate, the Discovery Sessionpage
displays the message "Not modeled, potential duplicate device". If you are certain that the device is
not a duplicate, you can choose to model the device.

5. Tosave the log to the local computer, go to the Discovery Control Panel page (System > Manage >

Classic Discovery), and click the Export icon ( -) for the session.

Creating a New Classic Discovery Session with the "Save As"
Button

You can edit an existing discovery session, make one or more changes, and then save the edited discovery session
as a new session. The previous session still exists, unedited. To do this:
1. Inthe Discovery Control Panelpage (System > Manage > Classic Discovery), in theSession Registry

pane, find the discovery session you want to edit. Click its wrench icon (“" ). The Discovery Session Editor
page appears.

2. On the Discovery Session Editor page, you can edit one or more values listed in the Running a Discovery
Session section.

3. Click the [Save As] button fo save the discovery session as a new session. The new session appears in the
Discovery Control Panelpage (System > Manage > Classic Discovery).

Editing a Classic Discovery Session

You can edit the parameters of a discovery session in the Discovery Control Panel page. To do this:
1. Goto the Discovery Control Panel page (System > Manage > Classic Discovery).

2. Find the discovery session you want to edit. Click its wrench icon (& ).

3. The Discovery Session Editor page appears with the values from the previous discovery session. You can
edit any of the fields described in the section Running a Discovery Session.

4. Click the [Save] button to save your changes. To save the edited discovery session as a new session (the
previous session will still exist), click the [Save As] button. Close the Discovery Session Editor page.

5. Tomanually run discovery using the edited session, find the edited session in the Session Register pane and

click its Queue this Session icon (' ). If no other discovery sessions are currently running, the session will
be executed immediately. If another discovery session is currently running, your discovery session will be
gueued for execution.
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Scheduling a Classic Discovery Session

You can schedule one-time and recurring re-execution of a selected discovery session. You can use the Schedule
Manager page (System > Manage > Classic Discovery > calendar icon) to:

o Specify regularly recurring discovery of a specific IP range. This is helpful when you want to monitor an IP
range where new devices are frequently added.

« Specify one-time re-discovery of a specific IP range. This is helpful when you are aware of hardware or
software changes within that IP range that you want SL1 to monitor.

NOTE: Scheduled re-execution of a discovery session is slightly different than SL1's automatic, nightly
rediscovery. Nightly rediscovery is applied only to already discovered devices and uses the policies
and configuration applied to each device. Re-execution of a discovery session can discover new
devices within an IP range and uses only the settings specified in the Discovery Control Panel page.

NOTE: You can also view and manage all scheduled processes from the Schedule Manager page (Registry
> Schedules > Schedule Manager). For more information, see the System Administration manual.

Viewing the Schedule Manager

The Schedule Manager page (System > Manage > Classic Discovery > calendar icon) displays the following
information about each scheduled or recurring discovery session:

Schedule Manager | Schedules Found [2]

Create Reset
Durstio  Recurrence
Schedule Summary ~ Schedule Description  Event D sch id Context Timezone Start Time n Interval End Date Lest Run Owner Organization Visibility Enabled
( I I I J( It I I It I I I J( I ) ]
1 PODB»UNE Discovery One-time test discovery 177 o Discovery AmericaMew_Y 2017-01-20 00:00:00 minu. - - banderton System World  Yes
2. fRecuring Discovery Recurring Test Discover 178 0 Discovery America/New_Y 2017-01-18 03:00:00 80 minu Every 1 Week banderton System Qrganiz Yes
[Seect Astion] 2] co |

o Schedule Summary. Displays the name assigned to the scheduled process.

o Schedule Description. Displays a description of the scheduled process.

Scheduling a Classic Discovery Session
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o Event ID. Displays a unique, numeric ID for the scheduled process. SL1 automatically created this ID for
each scheduled process.

« schid. Displays a unique, numeric ID for the schedule. SL1 automatically created this ID for each schedule.
o Context. Displays the area of SL1 upon which the schedule works.

« Timezone. Displays the time zone associated with the scheduled process.

« Start Time. Displays the date and time at which the scheduled process will begin.

o Duration. Displays the duration, in minutes, which the scheduled process occurs.

o Recurrence Interval. If applicable, displays the interval at which the scheduled process recurs.

o End Date. If applicable, displays the date and time on which the scheduled process will recur.

o Last Run. f applicable, displays the date and time the scheduled process most recently ran.

« Owner. Displays the username of the owner of the scheduled process.

o Organization. Displays the organization to which the scheduled process is assigned.

« Visibility. Displays the visibility level for the scheduled process. Possible values are "Private”, "Organization",
or "World".

o Enabled. Specifies if the scheduled process is enabled. Possible values are "Yes" or "No".

To edit a scheduled or recurring discovery session, click its wrench icon ( -ﬁ) and update the discovery session as
needed on the Schedule Editor modal page. (For more information, see the section Defining a Scheduled or
Recurring Discovery Session.)

Defining a Scheduled or Recurring Discovery Session

You can schedule a discovery session in SL1 from the Schedule Manager page. SL1 will automatically run the
discovery session at the scheduled time.

To define a scheduled or recurring discovery session:

1. Gotothe Schedule Manager page (System > Manage > Classic Discovery > calendar icon).

2. Click [Create]. The Schedule Editor modal page appears.
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3. Onthe Schedule Editor modal page, make entries in the following fields:

Schedule Editor | Creating New schedulz m

Basic Seftings
Schedulz Mams Schedule Typs

‘isibility Organizstion Cwiner
[[Organization ¥ | [[System] ¥ | [emiadmin ¥ |
Description
Time Settings
Start Time Time Zone
Fecursncs
[Hene v

Action Settings

Report Job

[ ¥])

Basic Settings

e Schedule Name. Type a name for the scheduled process.
o Schedule Type. Indicates the scheduled process type (such as Tickets, Reports, or Devices).

« Visibility. Select the visibility for the scheduled process. You can select one of the following:

o Private. The scheduled process is visible only to the owner selected in the Owner field.

o Organization. The scheduled process is visible only o the organization selected in the
Organization field.

o World. The scheduled process is visible to all users.

« Organization. Select the organization to which you want to assign the scheduled process.

« Owner. Select the owner of the scheduled process. The default value is the username of the user who

created the scheduled process.

« Description. Type a description of the scheduled process.

Time Settings

« Start Time. Click in the field and select the date and time you want the scheduled process to start.

« Time Zone. Select the region or time zone for the scheduled start time.

NOTE: If you want SL1 to automatically adjust for daylight savings time (if applicable), then you must select a

named region (such as America/New York) in the Time Zone field. If you select a specific time zone

(such as EST) or a specific time offset (such as GMT-5), then SL1 will not automatically adjust for
daylight savings time.
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o Recurrence. Select whether you want the scheduled process to occur once or on a recurring basis.
You can select one of the following:
o None. The scheduled process occurs only once.

o By Interval. The scheduled process recurs at a specific interval.
If you select By Inferval, the following additional fields appear:

« Interval. In the firstfield, enter a number representing the frequency of the scheduled process, then
selectthe time inferval in the second field. Choices are Minutes, Hours, Days, Weeks, or Months. For
example:

o Ifyou specify "6 Hours", then the scheduled process recurs every six hours from the time listed in the
Start Date field.

o Ifyou specify"10 Days", then the scheduled process recurs every 10 days from the date listed in the
Start Date field.

o Ifyou specify "2 Weeks", then the scheduled process recurs every two weeks, on the same day of
the week as the Start Date.

o Ifyou specify "3 Months" the ticket recurs every three months, on the same day of the month as the
Start Date.

e Recur Until. Specifies when the scheduled process stops recurring. You can select one of the
following:

o No Limit. The scheduled process recurs indefinitely until it is disabled.

o Specified Date. The scheduled process recurs until a specific date and time. If you select Specified
Date, you must enter a date and time in the Last Recurrence field.

o Last Recurrence. Click in the field and select the date and time you want the scheduled process to
stop recurring.

4. Click [Save].
Enabling or Disabling One or More Scheduled Discovery Sessions

You can enable or disable one or more scheduled or recurring discovery sessions from the Schedule Manager
page (System > Manage > Classic Discovery > calendar icon). To do this:

1. Gotothe Schedule Manager page (System > Manage > Classic Discovery > calendar icon).
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Schedule Manager | Schedules Found [2] Create Reset

Durstic  Recurrence
Sthedule Summary - Schedule Destription EventlD schid  Contest Timezone Start Time n Interval End Date Last Run Ouner Organization  Visibilty Enabled
( ) ]| S — I Il | — Il Il Il i
. One-fime test discovery 177 [0 [Discovery | Amerealew Y2017-01-20000000 [g0mind  — [ = [ = [banderon System |Word Yfes |«
2. Recurring Discovery Recurring Test Discover 178 0 Discovery ~ America/New_Y 2017-01-18 030000 60 minu Every 1 Week = = benderton  System OrganizYes [ |
[Select Action] v I
[Select Action]
|_DELETE Schedules
|_ENABLE Schedules
|_DISABLE Scheduies

2. Selectthe checkbox icon for each scheduled process you want to enable or disable.
3. Click the Select Action menu and choose Enable Schedules or Disable Schedules.
4. Click the [Go] button.

Deleting One or More Scheduled Discovery Sessions

You can delete one or more scheduled or recurring discovery sessions from the Schedule Manager page (System
> Manage > Discovery > calendaricon). To do this:

1. Gotothe Schedule Manager page (System > Manage > Classic Discovery > calendar icon).

Schedule Manager | Schedules Found [2] Greate Reset

Duratio  Returrence
n

Schedule Summary ~  Schedule Description  Event|D sch id Context Timezone Start Time Interval End Date Last Run Owner Organization  Visibility Enabled

( I [ w—] )t ) [ — )L I )l )0 [m—]
1| POne-tme Discovery (One-tme testdscovery 177 0 Discovery | AmericaiNew ¥|2017-01-2000:0000  [80mind|  — 1= = |eandeton Sysem  Werd Yes v

2. P Recurring Discovery Recurring Test Discover 178 0 Discovery America/New_Y 2017-01-18 03:00:00 60 minu Every 1 Week banderton System OrganizYes [ |

[Select Action] ¥ I

{ (Seict Acton] ;

DELETE Schedules

|_ENABLE Schedules
|_DISABLE Schedules

2. Selectthe checkbox icon for each scheduled process you want to delete.

3. Click the Select Action menu and choose Delete Schedules.
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4. Click the [Go] button.

Manually Re-Running Classic Discovery for a Dynamic
Application

From the Dynamic Applications Manager page, you can manually run the Dynamic Application alignment
portion of discovery for all existing devices in the system. That is, you can ask SL1 to check each Dynamic
Application and each existing device and align each device with each appropriate Dynamic Application.

For each Dynamic Application you select for re-discovery, SL1 tries to connect to each existing device using the
credentials already aligned with each device. IfSL1 is able to connect to a device with one of the credentials and
can then retrieve the discovery object associated with the Dynamic Application, SL1 will align the Dynamic
Application with the device.

To manually run discovery for a single Dynamic Application:

1. Gotothe Dynamic Applications Manager page (System > Manage > Dynamic Applications).
2. Inthe Dynamic Applications Manager page, find the Dynamic Application you want to use for network-

wide discovery. Click its lightning bolticon (¥ ).

Dynamic Applications™ Manager | Total Found (443
[Application Type Fiter]
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3. Ifno other discovery tasks are currently running, SL1 will immediately perform discovery of the entire network,
using the selected Dynamic Application.

4. Ifother discovery tasks are currently running, SL1 will add the request to the discovery queue.
To manually run discovery for multiple Dynamic Applications:

1. Gotothe Dynamic Applications Manager page (System > Manage > Dynamic Applications).

2. Inthe Dynamic Applications Manager page, find the Dynamic Applications you want to use for network-
wide discovery. Select the checkbox for each Dynamic Application.
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Dynamic Applications ™ Manager | Total Found [443] | Actions [ Reset [ Guide |
[Goveaonmoerten 7] \
Dynam e v Pol Raie Tice D Subscrbers Collects _lerts__Events_Thvash, E La
© [ Testdoural Appicaton | 1SmnSnipetdournal | = = [ | Lot JemTadmin [2012-04-12182248 |
L[ATestGobal [ fmn SHNPPerformence | N I | | Eem7admin 20120327 11.40.35 |
o [ZADCScalrAsset [ 1440 mn SKAP Configuration | | = ADcBasePsck P2 - | em7admin  [201202-221515:36 |
4. PADIC: Scalar Status 350 min. SNMP Configuration Enabled 1.1 69 —  ADK Base Pack 24 gk —  em7admin 2012-02-22 15:19:36
5 _BAtteon: Configuration 120 min. SNMP Configuration Enabled 12 318 - Altzon Base Pack Zh 2l 2k —  em7admin 2012-02-22 15:20:27
& @Alteon: Load Trending 15 min. SNMP Performance  Enabled 1.4 317 —  Ateon Base Fack 26 = | = ~  em7admin 2012-02-22 15:20:27
7. PAteon: Performance 15min. SNMP Performance  Enabled 27 319 —  Ateon Base Pack Zk = | = —  em7admin 2012-02-22 15:20:27 =
8 ARC: Environmental TH Smin. SNMP Performance Enabled 6.1 118 —  APCBase Pack B gl @R gh em7admin 2012-02-22 15:19:41 &
9. BAPC: Asset Tracking 1440 min. SNMP Configuration  Enabled 1.1 110 - APC Base Pack Zin - - —  em7admin 2012-02-22 15:19:40 |
10, BAPC: Battery Performance 15 min. SNMP Performance  Enabled 1.4 111 —  APCBase Pack v —  em7admin 2012-02-22 15:19:40 &
11, PAPC: Battery Status 15 min. SNMP Configuration  Enabled 1.1 12 — AP Base Pack 2k ghz ghz ZR  envadmin 2012.02.22 15:19:40 a
12, BAPC: Configuration 360 min. SNMP Configuration Enabled 1.4 M3 - APC Base Pack Z2ro gls gl - em7admin 2012-02-22 15:19:41
13, BAPC: Environmental Asset 1440 min. SNMP Configuration Enabled 61 117 — AP Base Pack gz == —  em7admin 2012.02.22 15:19:41
14. BAPC: POU Performance 15min. SNMP Performance  Enabled 12 115 —  APCBase Pack b = = —  em7admin 2012-02-22 15:19:41
15, BAPC: SmarlUPS Power Output Smin. SNMPPerformance  Enabled 61 18 — AP Base Pack 2k = | = —  em7admin 2012.02.22 15:19:41
16. BAPC: UPS Testing 1440 min. SNMP Configuration Enabled 12 114 - APC Base Pack 2k gk gb —  em7admin 2012-02-22 15:19:41
17, BAruba: Asset 1440 min. SNMP Configuration Enabled 28 405 ~  Anba Base Pack Zhs - - - =
18 BAruba: Voice Counters. Smin. SNMP Performance Enabled 2.8 406 - Aruba Base Pack zhs - - —  emiadmi| Administration:
19, PAruba: Wircless Users Smin. SNMP Performance  Enabled 27 407 - Aruba Base Pack Zp - - — | emiadmij | L DELETE Appiication
20, BAvocent: Active Sessions: ACS 15 min, SNMP Performance Enabled 12 409 —  Avocent ACS Pack 2B = = —  emvadmif |LCLEAR Appication
21, BAvocent Asset 1840 min. SNMP Configuration Enabled 61 130 - AAvocent Base Pack s - - —  emiadmi D“mms
22 PAvocent Asset ACS 350 min. SNMP Configuration Enabled 1.2 408 —  Avocent ACS Pack 2r = [ = ~  em7admil |Grange Type-
23, PAvocent Serial Port Config 60 min. SNMP Configuration.  Enabled 6.1 131 —~  Avocent Base Pack - [ = ~  em7admi| | CHANGE to Database Configuration
24, PAvocent Serial Port Config: ACS 0 min. SNMP Configuration  Enabled 12 410 —  Avocent ACS Pack s - - —  em7admif | [ CHANGE to Database Performance.
25 BAvecent: Serial Port Performance. 5min. SNMP Performance  Enabled 6 132 - Avocent Base Pack - - —  emiadmij | CHANGE to IT Service
26, @Avocent: Serial Port Performance: ACS 15 min. SNMP Performance Enabled 12 411 = Avocent ACS Pack Zk = = —  emiadmif AL CHANGE to Snippet Configuration
27, BBlue Coat: Configuration 15min. SNMP Configuration  Enabled 1.1 433 —  BlueCoat Base Pack Zh gk gk ~  emv7admi I[E::xgé :g :::W: Jp :‘:;;:mu
28, PBlucCat DHCP Leases 15 min. SNMP Configuraion  Enabled 27 106 —~  BlueCat Base Pack 73 - = - emtodmil | "Clance 1 A e
29, PBlueCat DNS Performance Smin. SNWPPerformance  Enabled 27 107 ~  BlueCat Base Pack = ~  em7admi| | |"CHANGE to SNMP Performance
30. PBrocade HA: Configuration 15 min. SNMP Configuraion  Enabled 1.4 416 —  Brocade Base Pack e - - —  em7admi{ | | CHANGE to SOAP Configuration
1. BBrocade Ports: Configuration 15 min. SNMP Configuration  Enabled 1.1 417 —  Brocade Base Pack e = —  em7admif | [ CHANGE to SOAP Performance
32 PBrocade Ports: Performance Smin. SNMP Performance  Enabled 1.1 413 —  Brocade Base Pack 2 - - ~  em7admi] | LCHANGE to WMI Config
33, PBrocade: Asset 1440 min. SNMP Configuration Enabled 1.5 419 — Brocade Base Pack Zks  Zlz - —~  emvadmi tg::xg; :g m‘: Z”"‘;;T:;
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L DELETE Application

3. Inthe Select Actions menu (in the lower right of the page), select DISCOVER Applications.
4. Click the [Go] button.

5. Ifno other discovery tasks are currently running, SL1 will immediately perform discovery of the entire network,
using the selected Dynamic Application.

6. Ifother discovery tasks are currently running, SL1 will add the request to the discovery queue.

Manually Re-Running Classic Discovery for a Device

You can manually re-discover a device, using the settings and configuration in the Device Properties page for the
device.

Remember that the credentials and settings defined in the Device Properties page override:

« Settings in the Behavior Settings page (System > Settings > Behavior).

« Credentials and settings in the Discovery Control Panel page () from the initial discovery of the device.

SL1 will update the device with the data from the discovery session. The discovery session does not change,
overwrite, or affect the existing, historical data associated with the device.

To re-discover a device:
1. Gotothe Device Manager page (Devices > Device Manager).
2. Inthe Device Manager page, find the device you want to re-discover. Click its wrench icon (% ).

3. Inthe Device Properties page, click the Rediscover icon ('ﬁ)
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Close Properties Thresholds Collections Monitors
[ Relationships | _ Tickets [ Redirects | Notes |
Device Name  10.168.44.205 Manzged Typz  Physical Device
|F Addres= /1D 10.168.44.205 | 44 Cotegory  Servers l'”
Clzs= Microsoft Suc-Clzzz Windows Cluster Point l.
Grganaston  Acme Corporation Uztme 0 days, 00:00:00 )
Collestion Mod=  Active Colestion Time  2012-05-01 12:27:00
Description Group | Collzstor CUG | emi_ao
Devin Propertes
T e T
Identification
Device Name IP Address. Organization
10.168.44.205 4 | [70.168.44.205 - verfied] =) [Acme Coporation] =y
Menitoring & Management Preferences
Device Class [Microsoft Windows Cluster Point | 2 Auto-Clear Events
SNMP Readitirte | clsmis [=] [[Mone] =] Accept AllLogs
i
Availabilty Port
wallabilty Port [[IEMP] [=] [TCWP] =7 Daily Port Scans
Latency Fort [TCHF] T[Tl =l
Auto-Update
AvaitLatency Alert [ [Disable] =]
Collection  [[Enabled] [+][cuGr [«] Scan AllIP's
Coll Type  [[Standard] -
Dynamic Discovery
Criical Ping [ [Disabled] =]
Preserve Hostname
Event Mask [[Group in blocks every 10minutes] |+
Disable Asset Update

4. lfno other discovery tasks are currently running, SL1 will immediately perform discovery of the selected
device.

5. Ifother discovery tasks are currently running, SL1 will add the request to the discovery queue.
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Chapter

Collection

Overview

This chapter describes collection and collection processes in SL1.
Use the following menu options to navigate the SL1 user interface:
o Toview a pop-out list of menu options, click the menu icon (E)

« Toview a page containing all of the menu options, click the Advanced menuicon ( ).

This chapter includes the following topics:

Whatis Collechion? . 113

Collection Processes

What is Collection?

Collection is the tool that retrieves policy-based information and Dynamic Application-based information from a
device. After a device is discovered, you can define monitoring policies for that device in SL1. For example, if you
define a policy fo monitor a system process, the collection tool retrieves that information.

« Dynamic Applications use collection processes to collect data.

« Monitoring Policies for devices also trigger collection. These polices include:

o Domain Name Policies
o Email Round-Trip policies

o SOAP/XML Transaction policies
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o System Process Policies
TCP/IP Port Policies

o Web Content Policies

(o}

o Windows Services Policies

o SL1 automatically collects the following about each managed device:

o Device availability and device latency
o Network topology

o File system information, if available

o Alist of open ports

o Bandwidth usage

o The SL1 agent automatically collects the following about each device on which it is installed:

o Device availability

o Device performance and configuration metrics
o Alist of open ports

o Log information

o System processes

Collection Processes

Unlike discovery, collection tasks run at scheduled intervals throughout the day. Collection tasks collect the types of
data described below. The interval specified is the default interval and can be modified.
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Device availability and device latency (based on the port through which SL1 communicates), every five
minutes.

CDP relationships between devices, every two hours.
LLDP relationships between devices, every two hours.

Critical device availability (if enabled, based on ping to specified port), every 5 seconds, 30 seconds, 60
seconds or 120 seconds (defined by user).

Critical port availability (if enabled, based on ping to specified port), every 5 seconds, 30 seconds, 60
seconds or 120 seconds (defined by user).

DNS availability based on DNS-monitoring policies, every five minutes.

Data specified in Dynamic Applications. Collection tasks retrieve data from each aligned device, at the
frequency specified in the Dynamic Application.

Email round-trip statistics based on Email-monitoring policies, every five minutes.
File system information, every five minutes.

File system inventory, every two hours.
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o Bandwidth usage on managed interfaces, every minute, 5 minutes, 10 minutes, 15 minutes, 30 minutes,

60 minutes, or 120 minutes (defined by user).
o Layer-3 relationships between devices, every two hours.
o List of all discovered system processes on all discovered devices, every two hours.
« Availability of system processes based on process-monitoring policies, every five minutes.
o List of all discovered Windows services on all discovered devices, every two hours.
o Availability of Windows services based on service-monitoring policies, every five minutes.
o Events forinclusion in RSS feed, every 10 minutes.
o SNMP details for each discovered device, every five minutes.
« Auvailability of ports based on port-monitoring policies, every five minutes.
o Layer-2 relationships between devices, every hour.
o Virtual machine relationships between devices, every hour.
o Availability of web content based on web content-monitoring policies, every five minutes.
o Web-transaction statistics based on a SOAP/XML-monitoring policy, every five minutes.

o Ifthe SL1 agentisinstalled, SL1 collects a list of all processes running on a device, every five minutes.

For details on collection processes, go to the Process Manager page (System > Settings > Admin Processes) and

look for processes with names that start with "Data Collection".

Collection Processes
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Chapter

7

Duplication Protection During Discovery

Overview

This chapter describes the duplication protection features that SL1 employs during discovery. It includes the
following topics:

Duplicate IP Addresses and Duplicate MAC Addresses During Discovery ................................ 116
Duplicate MAC Addresses for Component Devices .......... ... oo, 118
Managing MAC Vendor Records ... 119
Viewing the List of MAC Vendor Records . ...... ..o 119
Filtering the List of MAC Vendor Records . ...... ..o e 120
Editing the Virtual Setting for MAC Vendor Records ... . e 121

Duplicate IP Addresses and Duplicate MAC Addresses During
Discovery

NOTE: Component devices are discovered using Dynamic Applications instead of using a discovery session.
The description in this section does not apply to component devices. For details on how SL1 handles
duplicate MAC addresses for component devices, see the section Duplicate MAC Addresses for
Component Devices.

During discovery, SL1 compares the IP addresses and MAC addresses of a newly discovered device with the IP
addresses and MAC addresses of devices that have already been discovered to ensure that devices are not
duplicated and IP conflicts do not occur. There are three possible outcomes of this comparison:
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o The newly discovered device is considered a duplicate of an existing device and the information collected

during discovery is used to update that existing device record.

The newly discovered device is not a duplicate of an existing device and the information collected during
discovery is used to create a new device record.

The newly discovered device could be considered a duplicate of an existing device. SL1 does not
automatically use the information collected during discovery to either create or update a device record. The
Discovery Session Logs page includes an option for a user to manually create a new device record using
the information collected during discovery.

NOTE: fSL1 discovers an existing MAC address that is not is part of a range of MAC addresses that are

marked as "virtual", it will be considered a duplicate of an existing device, regardless of its collector
group.

Each managed device in SL1 can have three types of IP addresses:

o Admin Primary. This is the IP address that SL1 uses o communicate with a device. This IP address is always

a primary address and cannot be demoted to a secondary address. Within a single Collector Group, devices
cannot have duplicate Admin Primary IP addresses.

o Primary. One or more IP addresses that SL1 uses to match incoming log messages (traps and syslog

messages) with a device. You can define a primary IP address in the Device Properties page for a device.

« Secondary. SL1 gathers information about this IP address, but does not use this IP address to match

incoming messages (fraps and syslog messages) with a device. You can define a secondary IP address in the
Device Properties page for a device.

If any of the following conditions are true, the newly discovered device is considered a duplicate of an existing
device and the information collected during discovery is used to update that existing device record:

o The primary IP address of the newly discovered device is not unique to the Collector Group that discovered

the device.

o The primary IP address of the newly discovered device is not unique within the system and the primary IP

address is in a public address space.

o Asecondary IP address of the newly discovered device is not unique within the system and that secondary IP

address is in a public address space.

If any of the following conditions are true, the newly discovered device could be considered a duplicate of an
existing device. SL1 does not automatically use the information collected during discovery to either create or
update a device record. The Discovery Session Logs page includes an option for a user to manually create @
new device record using the information collected during discovery:
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o The primary IP address of the newly discovered device is unique within the system; the secondary IP

addresses associated with the newly discovered device are either unique within the system or are in a private

address space; and the MAC addresses associated with the device match the MAC addresses associated
with an existing device.
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o The primary IP address of the newly discovered device is not unique within the system; the primary IP address
is in a private address space; the secondary IP addresses associated with the newly discovered device are
either unique within the system or are in a private address space; and the MAC addresses associated with the
device match the MAC addresses associated with an existing device.

o The primary IP address of the newly discovered device is not unique within the system; the primary IP address
is in a private address space; and no secondary IP address information has been discovered for the device.

o The primary IP address of the newly discovered device is not unique within the system; the primary IP address
is in a private address space; the secondary IP addresses associated with the newly discovered device are
either unique within the system or are in a private address space; and no MAC address information has been
discovered for the device.

NOTE: For more information about configuring virtual MAC addresses, see the section Managing
MAC Vendor Records.

Duplicate MAC Addresses for Component Devices

SL1 handles duplicate MACs for component devices differently than duplicate MACs for physical devices. When a
component device is assigned a MAC address, SL1 does not enforce uniqueness and will allow a component
device to be created with the same MAC address as existing physical devices and/or existing component devices.

Unlike how SL1 discovers physical devices, SL1 uses Dynamic Applications to retrieve data from a management
device and "discover" each entity managed by that management device as a component device. SL1 then uses
that retrieved data fo create a device for each managed entity. In some cases, the managed entities are nested. In
SL1, physical devices are identified by IP address and MAC address. In SL1, component devices are identified by a
device name, a unique identifier, and a device class. A Dynamic Application that creates component devices can
assign a MAC address to each component device, but is not required to.

e InSL1, a managed entity is called a component device. A component device is an entity that runs under the
control of a physical management device.

o InSLT, the root device is the physical device that manages one or more component devices.

o InSL1, aparent device is a device that has associated entities modeled as component devices. A parent
device can be either a root device or another component device.

For example, in a Cisco UCS system, SL1 might discover a physical server that hosts the UCS manager. This
physical server is the root device. SL1 might discover a chassis on the root device. The chassis is a component
device. The chassis is a child device to the physical server. SL1 might also discover a blade as a component
device that is part of the chassis. The blade is a child device to the chassis. The chassis is the parent device.

SL1 does not automatically combine new component devices with any existing device record using the MAC
address of the new component device. A component device can be combined with an existing device record
under the following conditions:

o Dynamic Applications that create component devices can assign a globally unique identifier (GUID) to each

component device. When SL1 performs collection for a Dynamic Application, and the Dynamic Application
includes a collection object with a GUID component identifier, SL1 compares the collected values for that
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collection object with all GUID values for all component devices discovered in the system. If a newly collected
value matches a GUID value for an existing component device, the device from which SL1 collected the new
value will become the parent of the existing component device. The existing component device will no
longer be associated with its previous parent device. No new component device will be created.

o You can merge a physical device and a component device. You can do this in the [Actions] menu in the
Device Properties page (Devices> Device Manager > wrench icon) for either the physical device or the
component device. When you merge a physical device and a component device, the device record for the
component device is no longer displayed in the user interface; the device record for the physical device is
displayed in user interface pages that previously displayed the component device. For example, the physical
device is displayed in lieu of the component device in the Device Components page and the Component
Map page. All existing and future data for both devices will be associated with the physical device. You can
unmerge a component device from a physical device in the [Actions] menu in the Device Properties page
for the physical device (Devices> Device Manager > wrench icon).

Managing MAC Vendor Records

The MAC Vendor Records page (System > Customize > MAC Vendors) allows you to view and edit the list of
MAC Vendor Records in SL1. MAC Vendor Records include vendor information about each MAC address prefix. A
MAC address prefix is the first three groups of hexadecimal digits in a MAC address. The MAC Address prefix
uniquely identifies the vendor of the network interface. Some vendors use multiple MAC Address prefixes, but
each vendor's MAC Address prefixes are unique to that vendor and are not used by other vendors.

Viewing the List of MAC Vendor Records

The MAC Vendor Records page (System > Customize > MAC Vendors) displays information about each MAC
Vendor Record in SL1. The MAC Vendor Records page displays the following for each MAC Vendor Record:

MAC Vendor Records | MAC Hex Records Found [10255] | Reset | Guide |
80 Hex Yendor Vendor Notes Vicwsl -
IL Il IL ]

1. 08:00:24 0netCommu 10NET COMMUNICATIONS DCA o0

2z 00:08:10 t1weaveTech ‘1wave Technonlogy Co. Lid o [

3. 00:50:29 1394Printe 1394 PRINTER WORKING GROUP o[

4 0DAG2D  1394TradeA 1384 Trade Association o [

5. 00:30:70 net INet Corporation o[

& 00:1162 2001Techno 2001 Technology Inc. |

7. 00:13:87 27niTechnol 27M Technologies AB o [0

8. 00:16:A9 2ei - o []

9. 00:18:20 2m2blontad 2M28 Montadora de Maquinas Bahia Brasil LTDA. o[
10. 00:1B:BA  2mElectron 2M Electronic A S S|

11, 00:41:98 2wcom 2w com GmoH o [C] =
12. 00:12:88 2wire. 2Wire Inc o []
13 004BSB 2wire Wi Inc. o[
14, D01ACE 2wire 2Wire Inc o []
15. DOAGES 2wire 2Wire Inc o[
16. 00DOSE  2wire 2WRE INC. |
17. 00:14:95 2wire 2Wire Inc. o []
18, 00:AB3F 2wire e ne: o [0
19. 00:00:72 2wire 2Wire Inc o []
20. 00:05:56 360 350 Systems. o [
21. 0006560 360sunDigi 3605UN Digtal Broadband Corporation [0
22. 00:0F.05 3bSystem 38 SYSTEM NC. o [
23. 00:40:5A 3com 3COM CORPORATION o[
24 00:10:48 3com 3COM CORPORATION |
25. D00ASE 3com 3COM Corporation |
26. 00:20:AF 3com 3COM CORPORATION |
27, 00:20:85 3tom — o [0
28. 00:26:54 3com 3Com Corporation no ]
29, 00:01:03 3com 3COM CORPORATION o[
30. 00:01:02 3com 3COM CORPORATION o [
31. 00:026C 3com = o[
32 000475 3com 3 Gom Corporation |
33, 00:04:76 3tom 3 Com Corporation o [
34. 0060:08 3com 3COM CORPORATION |
35. 00:50:DA 3com 3COM CORPORATION no Fl~
[MewngPagen  [+] [Select Aclion] B _co |

o MAC Hex. The MAC address prefix for the vendor record.
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« Vendor. The name of the vendor of the network interfaces that use the MAC address prefix.
« Vendor Notes. Additional information about the vendor.
« Virtual. Indicates whether the vendor associated with this MAC address prefix allows the same MAC address

to be re-used on multiple devices:

o Yes. The vendor allows the same MAC address to be re-used on multiple devices. If a new interface is
discovered during nightly discovery and that interface has a MAC address with this prefix that is already
associated with an inferface record in the system, SL1 will create a new interface record for the newly
discovered interface.

o No. The vendor does not allow the same MAC address to be re-used on multiple devices. If a new
interface is discovered during nightly discovery and that interface has a MAC address with this prefix
that is already associated with an interface record in the system, SL1 will NOT create a new interface
record for the newly discovered interface.

Filtering the List of MAC Vendor Records

The MAC Vendor Records page includes four filters, in the top row in the list of MAC Vendor Records. You can
specify one or more parameters fo filter the display of MAC Vendor Records. Only MAC Vendor Records that meet
all the filter criteria will be displayed in the MAC Vendor Records page.

You can filter by one or more of the following parameters. The list of MAC Vendor Records is dynamically updated
as you select each filter.

o Foreach filter, you must enter text to match against. SL1 will search for MAC Vendor Records that match the
text, including partial matches. Text matches are not case sensitive. You can use the following special
characters in each filter:

o, (comma). Specifies an "or" operation. For example:
"dell, micro" would match all values that contain the string "dell' OR the string "micro".
o | (exclamation mark). Specifies a "not" operation. For example:

"ldell" would match all values that do not contain the string "dell".

o MAC Hex. You can enter text to match, including special characters, and the MAC Vendor Records page
will display only MAC Vendor Records that have a matching prefix.

« Vendor. You can enter text to match, including special characters, and the MAC Vendor Records page will
display only MAC Vendor Records that have a matching vendor name.

Vendor Notes. You can enfer text to match, including special characters, and the MAC Vendor Records
page will display only MAC Vendor Records that have a matching vendor note.

Virtual. You can enter text to match, including special characters, and the MAC Vendor Records page will
display only MAC Vendor Records that have a matching virtual sefting.
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Editing the Virtual Setting for MAC Vendor Records

The MAC Vendor Records page contains a drop-down field in the lower right called Select Action. This field
allows you to apply an action to multiple MAC Vendor Records simultaneously.

To apply an action to multiple MAC Vendor Records:

1. Gotothe MAC Vendor Records page (System > Customize > MAC Vendors).

2. Inthe MAC Vendor Records page, select the checkbox for each MAC Vendor Record you want to apply the
action fo. To select all checkboxes for all MAC Vendor Records, select the red checkbox (E]) at the top of the

page.

3. Inthe Select Action drop-down list, select one of the following actions:

« Set Virtual Flag To: Yes. Sets the virtual sefting for the Mac Vendor Record to "yes".

« SetVirtual Flag To: No. Sets the virtual setting for the Mac Vendor Record to "no".

4. Click the [Go] button to apply the selected action to the selected MAC Vendor Records.

MAC Vendor Records | MAC Hex Records Found [10255] | Reset | Guide |
MAC Hex Aendor + e s Vil -
[ Il Il I[ ]
| GBOERe G JRONETCORMNGATOSDGA
ShotsioMwsemen  [wselewewsyCols o w
3 00:50:28 1394Printe 1394 PRINTER WORKING GROUP o [
4 00:ADZD  1394TradeA 1394 Trade Association o [
5. 003070 net ANt Corporation a
6. 00:11:62 2001Techno 2001 Technology inc. w [
7. 004387 27miTechnol 271 Technologies AB o [
& 001649 2ei - o [
9. 001929 2mz2bMontad 2M2B Montadora de Maquinas Bahia Brasil LTDA &
10 00:AB:BA  2mElectron ZM Electronic A 5 o [
11, 00:11:99 2weom 2wcom GmbH o [
12 00:12:88 2wire 2Wire Inc o [
13 00ABEB  2wie Wi Inc, (=
14, 00:1A:C4 2wire 2Wire Inc o [
15. DOAGES 2wire Ziire Inc. o [
16. 00:00:9E 2wire 2WRE INC. n [
17, 00:14:95 2wire 2Wire Inc. o [
18, 00:ABIF Zwire ZiWire Inc [
19 00:0D:72 2wire 2Wire Inc o [
20. 00:05:56 360 350 Systems o [
21, [00:0EB0 260sunDigi '360SUN Digital Broadband Corporation o[
22 00:0F05 3bSystem 38 SYSTEM INC. w [
23 00:405A  3com 3COM CORPORATION o
24 00:10:48 3com 3COM CORPORATION w [
25. 00:0A5E 3com 3COM Corporation no |
26 0020AF  3com 3COM CORPORATION [
27. 00:20:85 3com - o |-
28, 00:26:58 3com 3Com Carporation o [
29, 00:01:03 3com ‘3COM CORPORATION [
30. 00:01:02 3com 3COM CORPORATION w [
31. 00:029C 3com = o [
32. 00:0475 3com 3 Gom Corporation w [
33. 00:04:76 3Com 3 Com Corporation no |
34, 00:60:08 3com 3COM CORPORATION o [
35 0050DA  3com 3COM CORPORATION [Select Action] &
36. 00:50:04 3com 3C0M CORPORATION Set Virtual ]
37. 00:60:97 3com 3COM CORPORATION L:’? [F| .
EEETa— - |
————
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Chapter

Troubleshooting Discovery

Overview

If discovery is not working as you expected, you can try these troubleshooting steps to try to fix any problems. If
problems persist, please contact Sciencelogic Customer Care.

To perform the troubleshooting steps in this manual, you must be allowed root-level access to SL1 appliances from
a shell session.

This chapter includes the following topics:

Checking Network SecUrity ... L 122
Debugging the Discovery ProCeSSesS ......... ... oo 123
Checking Communication between Data Collectors and the Database Server ......................... 125

Checking Network Security

Your network security and network configuration can prevent SL1 from communicating with each device in your
network. To ensure that discovery can access each device in your network, check the following:

« Todiscover a device as a "pingable" device, SL1 must be able to either:

o Pingthe device (access through ICMP).

o Access at least one of the ports selected in the Discovery Control Panel page.

o Todiscover adevice as "manageable” (that is, the device supports SNMP), SLT must be able to access the
UDP port defined in the working SNMP credential for that device.

o On each DNS server(s) for your network, SL1 must access UDP port 53.
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o [fthere are firewalls between the Data Collectors and devices to be monitored, make sure that the firewalls
are configured to allow SL1 access to those devices.

Debugging the Discovery Processes

When you debug a process, you tell SL1 to use verbose logging for that process. You can then view the log file to
view detailed log files. If discovery is not performing as you would expect, you might find it helpful to debug one or
more of the discovery processes.

In general:

o IfSL1 is not discovering one or more devices that you know exist, debug the process Discovery: Auto.

o IfSL1 is discovering devices but not retrieving the appropriate information, debug the process Discovery:
Detail.

o IfSL1 is not aligning Dynamic Applications with devices during discovery, debug the process Discovery:
Dynamic App.

WARNING: Sciencelogic recommends that you enable the debug option only while troubleshooting a
problem and that you immediately turn off debugging when you have completed
troubleshooting. Don't leave the debug option enabled during normal operation of SL1. When
you turn on debugging, SL1 will run significantly more slowly.

To enable the debug option for a discovery process:
1. Gotothe Process Manager page (System > Seftings > Admin Processes).

2. Inthe Process Manager page, find the process you want to debug and click its wrench icon (= ).

Process Manager T T
E o Sy e e Swe Den D sy sseoae
[ 1l Il | I D Il I I[a [-]

1. BApplcation & Report Server: Remote diagnostic em7_httpd_admin [} — = = = _ Enabled Disabled S¢ enadmn  2009-05.29 1406:59

2. PApplication & Report Server: Scheduled Report Runner Scheduled_report_run py 1 - — 15 15  Enabled Disabled 53 em7admin  2009-07-14 12:20:00

3. Applcation & Report Server: Secure em7_httpsd. [} - — — _ Enabled Disabled 53 em7admin  2009-06-29 14:06:59

4. BApplication & Report Server: Standard e _nttpd o — -~ —  —  _ Enabed Disabled S2 em7admn  2009-05-29 1406:59

5. #Data Collecton: Async Dynamic App Collection async_dynarmic_collect py 1 — 2 _ 15 15  Enabled Disabled 129 em7admin  2010-03-08 11:53:41

6. 2Data Collecton: Availabiity avaiabity_colectpy 5 2 — 30 S 30 Enabled Disabled 10 em7admin  2009-06-29 14:06:59

7. _#Data Collecton: COP Colecion cdp_colkctpy 20 - 3 0 120 Ensbed Diabled 33 envadmin  2010-03:26 103739

6. #Data Collecton: Cricl Avaiabify en?_cavaid 0 — -~~~ Enabed Dscbled 47 enfadmn  2009-0629 140659

5. ®Data Collection: riical Port en?_pole ) — = = =~ Enabed Dscbld 48 enfadmn  2009-0629 140659

10. #Data Collecton: DS Polcy Monioring ans_colectpy 5 2 — 30 5 30 Encbed Diabled 29 onvadmn 2009052914059 |-
1. 2Data Collection: Dynaric: App dynamic_collectpy. i 0 ~ 20 15 16 Enabled Enabled 1 em7admn  2012-04-09 17:19:55

12. #Data Collection: Dynamic Refresh dynanic_checkpy 1440 200 - 30 0 1440 Enabled Disabled 28 em7admn  2003-06-28 14:06:59

13. PData Gollsction: E-Hail Round-Trip emailrt_colctpy 5 3 ~ 3 0 5  Enabed Disabled 30 em7admn  2009-06-29 1406159

14. #Data Collction: Flesysiem siafisics flesystem_stafs_collctpy 50 ~ 3 0 5  Enobed Disabed 32 cnvadmin 20030629 140659
15._#Data Colletion: Host Fiesystem Inventory flesystem_nvenfory_colectpy 120 44— 30 0 120 FEnabled Disabled 31 emiadmn 20090629 140659

16. #Data Colletion: nferface Bandwidin if_colectpy 1 0 ~ 2 10 11 Enobed Daabled 12 enadmin 20030629 140659

7. #Data Colletion: L3 Topology Colecton lopology_colectpy 20 % = 30 1 240 Enabed Disabed 34 cnfadmn  2010-032510:3739

18. #Data Collecton: 05 Process. process_colectpy 2 0 ~ 2 0 120 Enobed Daabld 14 enadmin 20090629 140659

19, #Data Collection: 05 Process Check process_checkpy 5 - 2 2 15 Enobed Daabled 15 enadmin  2009-06:29 140659

20, @Daia Colecton: 05 Service senvice_colectpy 20 20 - 20 0 120 Enabld Disabled 16 emTadmn  2009-0629 140659

21, BDaia Colecton: OS Service Check service_checkpy 50 ~ 30 2 15 Ensbed Diabled 17 envadmin 2009069 140659

22, @Dala Colecton: RSS Event Feed rss_colectpy 00 — 30 0 10 Ensbed Diabed 23 envadmin 2000629140659 | |
23. BData Collection: SNHP Detail ‘snmp_detail_collect py. 5 0 — 30 0 5  Enabled Disabled 24 em7admn  2008-06-29 1406159

2. 8Dala Collection: TCP Port onior port._colectpy ) — 3 0 5 Ensbed Deabed 20 enfadmn 20090629 140650

2. BDala Colection: Topology topolagy_colect py 8 12— 30 0 60 FEnabed Disabled 25 em7admn  2000-06-20 140650

26. BDala Collection: irual Topobgy m_topogy_collect py 8 4  — 30 0 60 FEnabed Disabled 26 emfadmn  2000-06-20 140659

27, BDala Collection: Web Content Verifier content_veriication_colectpy 5 1 ~ 3 0 5  Ensbed Deabled 18 enadmn 20090629 140650

28, 8Dala Collecion: Web Transacion Verier ransacion_verification_colectpy 5 0 — 3 0 5 Ensbed Deabled 19 enadmn 20090629 140650

20, BDiscovery: Auto discover_iprange py ] =Nz — %0 %0 Enabled Disabled 133 enfadmn  2000.06-20 140659

30, BDiscovery: Deta discover_detaipy ] =B — 60 60 Enabled Disabled 130 em7admn  2000.06-20 140659

31 BDiscovery: Dynamic App discover_app.py A = | — 30 360 Enabled Disabled 131 em7admin  2009-06-29 14:06:50

32 PDiscovery: Nightly Update discover_update.py 14480 0 — 30 0 1440 Enabled Enabled 90 em7admin  2012-03-05 12:46:28

33, BENT Core: Async Devioe Dekfion main_delete_device.py El = 12 — 5 5 Enabled Disabled 135 en7admn  2000.06-20 140659

34 BENT Core: Async aintenance async_maitpy E] — — 10 10 Enabled Disabled 140 en7admn 2001012133284

3. The Process Editor modal page appears.
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4. Editthe following field:

« Debug Mode. Enables or disables debugging information for a process. Select Enabled.

Process Editor | Editing Process [54] mm

Process Name Frequency Appliance Types &@

|#pplication & Report Server: Remate diagnost] [[Aways] EI Alldn-One Server [1]

Program File Database [2]

[em7_httpd_admin |'a Administration Portal [3] [

Operating State Customer Portal [4] |:|

[[Enabled ] =@ Data Collection Unit [5] [

Debug Mode Message Collection Unit [6] D

[[Disabled] =]e Integration Server [71 [

[ Disabled ]

| Save

Click the [Reset] button.

6. Gotothe Discovery Control Panel page (System > Manage > Classic Discovery) and run the discovery
session again.

7. Logintothe console of the SL1 appliance where the process is running. Alternately, you can use SSH to open
a shell session on the SL1 appliance. In most cases, you will log in as "root".
o Ifyou are using a SL1 system, log in fo the current SL1 appliance.

o Ifyou are using a distributed SL1 system, log in to the Data Collector associated with the discovery
session.

NOTE: For details on enabling and using SSH with SL1, information about root access, and instructions on
making root access secure, see the manual Security.

TIP: To view a list of IP addresses for all SL1 appliances in your network, go to the Appliance Manager page
(System > Settings > Appliances).

8. Navigate to the directory /data/logs. View the file silo.log. The most recent entries will be posted at the end
of the file.

9. After you have finished troubleshooting the process, remember to disable debugging.
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Checking Communication between Data Collectors and the
Database Server

For distributed SL1 systems, discovery can fail if the Data Collectors and the Database Server cannot communicate
with each other.

To check communication between the Database Server and a Data Collector:

1. Logintothe console of the SL1 appliance where the process is running. Alternately, you can use SSH to open
a shell session on the SL1 appliance. Log in as em7admin.

o Ifyou are using a SL1 system, log in to the current SL1 appliance.

« Ifyou are using a distributed SL1 system, log in to the Database Server.

TIP: To view a list of IP addresses for all SL1 appliances in your network, go to the Appliance Manager page
(System > Settings > Appliances).

NOTE: For details on enabling and using SSH, see the manual Security.

2. From the command line, enter the following:

silo mysql -P 7707 -h <IP address of the Data Collection Server associated with
the discovery session> -u root -p

You will be prompted to enter the MySQL root password.
3. Ifyou can successfully execute this command from the Database Server, this means that the Database Server
is successfully communicating with the Data Collector.
4. lIfyou cannot successfully execute this command from the Database Server:
« Gotothe Appliance Manager page (System > Seftings > Appliances) and ensure that the settings
forthe Database Server and the Data Collector server are correct.

o Ensure that a network firewall is not preventing the Database Server and the Data Collector from
communicating with each other.

e Logintothe console of the Data Collector. Alternately, you can use SSH to open a shell session on the
Data Collector. Log in as emZadmin. To ensure that MySQL is running on the Data Collector, enter
the following at the command line:

silo mysgladmin -u root -p status
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You will be prompted for the password.

o Ifthe database is running, the command will return statistics about the database.

o Ifthe database is not running, the command will return an error message. To restart the database,
enter the following at the command line:

sudo service em7 db start
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