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Chapter

What is an Event?

Overview

This chapter describes how to use SL1 to manage events that appear on the Events page.
Use the following menu options to navigate the SL1 user interface:
« Toview a pop-out list of menu options, click the menu icon (E)
« Toview a page containing all of the menu options, click the Advanced menuicon ( ).

This chapter includes the following topics:

What is an Evente il 2
How Are Events Triggered? il 2
Viewing Events L 3
Event Correlation ... il 4
Defining Events . . 5
Event States .. 5

What is an Event? 1



What is an Event?2

One of the quickest ways to monitor the health of your network is to look at events. You can view events on the
Events page in SL1.

Events are messages that are triggered when a specific condition is met. For example, an event can signal ifa
server has gone down, if a device is exceeding CPU or disk-space thresholds, or if communication with a device
has failed. Alternately, an event can simply display the status of a managed element.

SL1 generates log messages from incoming trap and syslog data, and also when SL1 executes user-defined
policies. SL1 then uses these log messages to generate events. SL1 examines each log message and compares it
to each event definition. If a log message matches an event's definition, SL1 generates an event instance and
displays the event on the Events page.

Each eventincludes a description of the problem, where the problem occurred (device, network hardware,
software, policy violation), a pre-defined severity, the time of first occurrence, the time of most recent occurrence,
and the age of the event.

SL1 includes pre-defined events for the most commonly encountered conditions in the most common
environments. You can also create custom events for your specific environment or edit the pre-defined events to
better fit your specific environment.

How Are Events Triggered?

SL1 examines log messages to generate instances of events. When SL1 monitors a system, SL1 generates log
messages when the collected data meets user-defined thresholds. Additionally, a monitored system can send log
messages to SL1 asynchronously. SL1 examines each log message and compares it to each existing event
definition. If a log message matches an event's definition, SL1 generates an event instance and displays the event
on the Events page.

SL1 includes logic that correlates and groups (rolls-up) related logs and messages into a single event. SL1
includes pre-defined events for many syslog, internal, trap, and dynamic messages.

SL1 generates events by collecting log messages from the following sources:

o Syslog. Message is generated by the syslog protocol. Syslogs can be sent by devices and proxy devices like
MoMs. A syslog is an unsolicited message from a device to SL1. Syslog is a standard log format supported by
most networking and UNIX-based devices and applications. Windows log files can be converted to syslog
format using conversion tools. For more information on sylogs, see the manual Syslogs and Traps.

« Internal. Message is generated by a Sciencelogic process. The message is about the SL1 system itself,
instead of the devices that the SL1 system monitors.

o Trap. Message is generated by an SNMP trap. SNMP traps can be sent by devices and proxy devices like
MoMs. An SNMP trap is an unsolicited message from a device to SL1. A trap indicates that an emergency
condition or a condition that merits immediate attention has occurred on the device. For more information on
traps, see the manual Syslogs and Traps.
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« Dynamic. Message is generated by a Dynamic Application alert. Dynamic Applications are customizable
policies that fell SLT how to monitor applications and devices. Users can define alerts in Dynamic
Applications. An alert can trigger events based on the data collected by the Dynamic Application. Alerts allow
users fo examine and manipulate values refrieved by Dynamic Applications. When an alert evaluates to
TRUE, the alert inserts a message in the associated device's device log. SL1 examines each new message in
the device log and determines if the message matches an event definition. If it does, SL1 generates an
instance of that event. For example, an alert might be defined to evaluate to TRUE if the femperature of a
chassis exceeds 100 degrees F. If the chassis temperature exceeds 100 degrees F, the alert evaluates to
TRUE, the SL1 system inserts a message in the associated device's log files, and the SL1 system matches that
message with an existing event and then triggers the event. For more information on defining and using
alerts, see the Dynamic Application Development manual.

o Email. Message is generated by an email message sentto SL1. For more information on generating events
with email messages, see the Events from Email chapter.

o APIl. Message was generated by inserting a message into the main database. These messages can be
inserted by a snippet automation action, a snippet Dynamic Application, or by a request to the Sciencelogic
API. For more information on snippet automation actions, see the manual Run Book Automation. For more
information on snippet Dynamic Applications, see the manual Snippet Dynamic Application
Development. For more information on the Sciencelogic API, see the manual Using the Sciencelogic
API.

Viewing Events

The [Events] page displays a list of currently active events, from critical to healthy. From this tab you can
acknowledge, clear, and view more information about an event. You can also view events by organization to focus
on only the events that are relevant to you.

P e

® o

B name TYPE MEAUH  AVALABUT.. RISK System @ Major 10 days 3 hour

v 80 : System ® Major

®

®

.
[ v 80% System @ Major
. v 75% System @ Major
.

®

v % v System Minor

®

v System Minor

(E2]

@ Healthy

®

@ Healthy

®

@ Healthy

2]

What is an Event? 3



For an event that is aligned or associated with a device, you can click the down-arrow icon ( ) for that event to
open the Event Drawer. The Event Drawer is a drop-down panel that displays additional data about that event,
including a Vitals widget, Tools, and Logs.

In the Message column, you can click the linked text to view the Event Investigator page for an event aligned
with a device. The Event Investigator page includes sections for Probable Cause & Resolution, Tools, Logs,
Notes, Assets, a Vitals widget, and a list of masked events. All events have corresponding Event Investigator

pages.

In the Name column, you can click the linked fext to view the Device Investigator page for the device aligned
with the event. If the event does not have a device aligned with it, the link goes to the Organization page aligned
with the event.

In the Organization column, you can click the linked text to view the Organization page aligned with this event.
Similarly, you can click the linked text in the Ticket ID column to view a ticket aligned with an event.

TIP: To adjust the time inferval for updating the list of events, click the View menu, select Enable auto-refresh,
and select the refresh interval. You can also manually update the list of events by clicking the Refresh icon

( Q ) at the fop right of the list of events.

Event Correlation

In SL1, event correlation means the ability to build parent-child relationships between devices and between
events. When events are correlated, only the parent event is displayed on the Events page. The child events are
rolled up under the parent event and are not displayed on the Events page. For the parent event, the value in the
Count column will be incremented to indicate the number of correlated child events. In addition to creating
parent-child relationships between devices and between events, you can define event categories that allow SL1 to
more efficiently align events.

SL1 performs some event correlation automatically. You can also manually configure devices and events so that
SL1 treats specified events as parent events and specified events as child events. For more details, see the chapter
on event correlation.
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Defining Events

The Event Policy Manager page (Events > Event Policies) displays a list of all event policies in SL1. This page
also allows you to define new event definitions and edit existing event definitions.

Event Policy Manager | Policies Found [3730] Create Reset Guide.
Event Policy Name * Tupe Slate  PPack Severly Weont D  Ewiv  Time  Thiesh Edited By Last Egited EdernallD  Category -
( [ | o | || | — | — ) (& v]( ) D
Dynamic  Enabled  Yes -n 2 90 Min. 0 Min. 0 ‘em7admin 2015-05-14 11:24:53 - - J
Dynamic  Enabled  Yes 0 4 15Min. 0 Min. 0 ‘em7admin 2015-05-14 11:24:53 o
Dynamic  Enabled  Yes -u 3 30Min. 0 Min. L] ‘em7admin 2015-05-14 11:24:53 - - .
DIC Tape Library Degraded Dynamic  Enabled  Yes Miner D 1 60Mn.  OMin. 0 em7admin 2015-05-14 11:24:53 [m]
(CP: AC Voltage sensor detects no current Syslog. Enabled  Yes L] 1288 90Min. 0 Min 0 ‘emTadmin 2015-05-14 11:25:44 — — J
KCP: AC Voltage sensor now reporting Mormal Status Syslg  Enabled  Yes  |CIIOE0 1284 15Mn.  OMin. 0 emTadmin 2015-05-14 11:25:44 0]
CP: DC Voltage High Warning Sysiog Enabled  Yes  [Major 0 1299 90Min. OMin. 0 ‘em7admin 2015-05-14 11:25:44 - - ]
P KCP: DG Voltage sensor High Critical Sysiog Enabled  Yes 0 1297  90Min.  OMin 0 em7admin 2015-05-14 11:25:44. a
B (CP: DC Vottage sensor Low Critical Syslog Enabled  Yes | Criical ) 1298 90Min. 0 Min. 0 ‘emTadmin 2015-05-14 11:25:44 - - I
0, KCP: DC Voltage sensor Low Warning Syslog Enabled  Yes - 0 1300 90Min. 0 Min. 0 ‘em7admin 2015-05-14 11:25:44 o
" CP: DC Voltage sensor refurned to Normal Status Syslog  Enabled  Yes Healthy [} 1301 15Mn. OMin 0 em7admin 2015-05-14 11:25:44 - - ]
2 KCP: Dry Contact Sensor Low Critical Syslog  Enabled  Yes 0 1287 90Min. OMin. 0 emTadmin 2015-05-14 11:25:44 [m]
13 (CP: Dry contact sensor nows Normal Syslog. Enabled  Yes m 2 1292 15Min. 0 Min. 0 ‘em7admin 2015-05-14 11:25.44 — — J
o KCP: Humidity High Warning Sysbg  Enabled  Yes [imiori O 1295  90Min. OMin. 0 emTadmin 2015-05-14 11:25:44 [|]
15. Syslog Enabled  Yes  [Major |0 1296 90Min. OMin. 0 emTadmin 2015-05-14 11:25:44 - - ]
16 Sysiog Enabled  Yes 1 1293 90Min. 0 Min 0 ‘em7admin 2015-05-14 11:25:44. a
17, Syslog Enabled  Yes 4 1289 15Min. 0 Min. 0 emTadmin 2015-05-14 1125:44 - - LI
18 Sysiog Enabled  Yes 0 1291  90Mn. OMn. 0 emTadmin 2015-05-14 11:25:44 (]
19 Sysiog Enabled  Yes 0 1290 15Min. 0 Min. 0 em7admin 2015-05-14 11:25:44 - - J
20 Dynamic  Enabled  Yes - 0 36 30Min. 0 Min. 0 ‘em7admin 2015-05-14 11:24:54 o
21 Dynamic  Enabed  Yes  |Majer |0 32 90Mn.  OMn 0 em7admin 2015-05-14 11:24:54 - - L]
2 Dynamic  Enabed  Yes  [[PRTTORN 0 33 15Min. 0 Min 0 emT7admin 2015-05-14 11:24:54 a
23 Dynamic  Enabled Yes -u 34 90 Min. 0 Min. 0 ‘emTadmin 2015-05-14 11:24:54 — - (Il
EIN teon: Riedundant Power Supply Healthy Dynamic  Enabled  Yes 0 3  15Mn. OMn. 0 emTadmin 2015-05-14 11:24:54 0]
25, APC: Batteries Do Not Need Replacement Dynamic  Enabled  Yes | Heamny [} 8 15Min. 0 Min. 0 ‘em7admin 2015-05-14 11:24:53 - - J
26, PC: Batlery Gharge Nermal Dynamic  Enabled  Yes 0 16 15Min. 0 Min 0 em7admin 2015-05-14 11:24:53 a
27, APG: Battery Run Time Remaining No Longer Gritical Dynamic  Enabled  Yes 0 10 15Min.  OMin. 0 em7admin 2015-05-14 11:24:53 - - ]
28, PC: Battery Status Dynamic  Enabled  ‘Yes [ajor ] 0 15 90Min. O Min 0 emTadmin 2015-05-14 11:24:53 (W]
29, APC: Calibration Test Completed Dynamic  Enabled  Yes 0 29 15Min. 0 Min. 0 ‘em7admin 2015-05-14 11:24:54 - - [
30 PC: Calbration Test Did Not Complete: Dynamic  Enabled  Yes Miner D 27 60Mn. OMn 0O emTadmin 2015-05-14 11:24:54 = o~
ikt s .

SL1 includes pre-defined events for the most commonly encountered conditions on the most common platforms.
SL1 allows you to customize these events and also to define new events. You do this in the Event Policy Manager

page.

If your organization requires SL1 to monitor a condition for which SL1 does not already include an event policy, you
can define a custom event policy to meet your needs.

For more details, see the chapter on defining and editing events.

Event States

Although not displayed on the Events page, events have four distinct states:

o Active. SL1 has created an event record. The event might appear on the Events page, or it might be masked
or nested as a topology event, and therefore not appear on the Events page.

o Masked. The event record is Active and appears on the Events page as a masked event. On the Events
page, masked events can be caused by event masks or topology events. Masked events are nested under the

event with the highest severity or under the parent event. The magnifying-glass icon (ﬁl) appears to the left
of the event with the highest severity or the parent event. When you click on the magnifying-glass icon, the
nested events appear.
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o Cleared. The event has been removed from the Events page. When you clear an event, you remove only a
single instance of the event from the current display on the Events page. If the event occurs again on the
same entity, it will reappear on the Events page.

o Prepending. An alert triggered the event, but additional criteria must be met before SL1 creates an event

record.

What is an Event?



Chapter

Viewing Events

Overview

You can view a list of all events in SL1 or view a list of events for a single device. This section describes how to
perform both tasks.

Use the following menu options to navigate the SL1 user interface:
o Toview a pop-out list of menu options, click the menu icon (E)

« Toview a page containing all of the menu options, click the Advanced menuicon ( ~ ).
This chapter includes the following topics:

Searching and Filtering the List of Events
Event Throttling

Searching and Filtering the List of Events

This section explains how to filter the list of events so you can quickly locate and respond to address any potential
problems in your environment.

Viewing Events by Organization and Business Service

You can view events from all organizations or business services, or filter down to just the organizations or business
services you want to monitor for events.

Viewing Events




To view events by organization or business service:

1.

On the [Events] page, click the View menu.

v Wiew

Group by organization .

I Group by business service .

Enable auto-refresh .
Refresh interval 1minute ¥

2. Click the Group by organization toggle to turn it blue. The Organizations panel appears on the [Events]

page with a list of events sorted by severity for each organization.
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TIP: To hide the Organizations panel, click the left arrow icon ("fE ) Click the right arrow icon ( V1o

i A

expand the panel again.

On the Organizations panel, click the check mark icon () for each organization you want to monitor.

To group by business service, click the Group by business service toggle fo turn it blue. The Business
Service panel appears on the [Events] page with a list of services.

Click the check mark icon () next to a business service to view events related to that business service.
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Filtering Events by Severity

The [Events] page displays a list of currently active events, which can be sorted by any column, such as severity
from critical to healthy. You can filter the list of events by severity by clicking one or more of the five colored buttons
near the top of the [Events] page:

Em7admin v

. o 4 4 2 o 10 Events
) Critical Meajor Minor Notice Healthy | viewa

. el Basie

o oncanizATION seveny NavE wessace ce counr evenThOTE evenrio AcknowEDGE aear
v System Minor em7z0 Physical % h 167 9160

When you click a severity, the list displays only events with the severity you selected. The severity button you clicked
remains in color, while the other buttons turn gray.

TIP: To clear a severity filter, click the View All link next to the severity buttons.

The following color codes are used throughout SL1:
o Red elements have a status of Critical. Critical conditions are those that can seriously impair or curtail service
and require immediate attention (such as service or system outages).

« Orange elements have a status of Major. Major conditions indicate a condition that is service impacting and
requires immediate investigation.

. elements have a status of Minor. Minor conditions dictate a condition that does not currently impair
service, but needs to be corrected before it becomes more severe.

« Blue elements have a status of Notice. Notice conditions indicate a condition that does not affect service but
about which users should be aware.

« Green elements have a status of Healthy. Healthy conditions indicate that a device or service is operating
under normal conditions. Frequently, a healthy condition occurs after a problem has been fixed.
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Filtering for Masked Events

When a device uses the event mask setting, events that occur on a single device within a specified span of time

are grouped together, and only the event with the highest severity is displayed in the Events page. This allows
related events that occur in quick succession on a single device to be rolled-up and posted together under one
event description. For example, if a device cannot connect to the network, multiple other services on the device
will raise events. SL1 would display the event with the highest severity and roll up all the other events.

To view masked events:

1. Onthe Events page, click the link in the Message column for the relevant event. The Event Investigator

page for that event appears.

2. Scroll down to the Masked events section of the Event Investigator page to view a list of masked events:

Masked events

o | orcanzanon SEVERITY NAME MESSAGE AGE

NetApp C-Mode Org Minor SILO_iSCSI/vol/CMode.i... Mo current snapshot for this volume 1month7 days

TICKETID

CouNT

3671

EveNTNOTE AckNoWLEDGE cuear ]

Refreshing the Events Page

You can refresh the Events page manually or set it to auto-refresh.

~u
L

).

To refresh the Events page manually, click the refresh icon (

o) 0 39 7 1 4 51 Events

Critical Major Minor Notice Healthy

s ORGANIZATION SeveRTy NAME « MESSAGE AGE + nokeTID

AIO-9-80 evice

DRBD: This node

RED: This nod

2]

To set up auto-refresh:

10
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1. Onthe Events page, click the View menu.

Group by organization

Group by business service

Enable auto-refresh

Refresh interval 1 minute ¥

2. Click the Enable auto-refresh toggle to turn it blue. The Refresh interval drop-down appears.

3. Inthe Refresh interval drop-down, select the refresh interval for the page. Options range from 10 seconds
to 60 minutes.

Customizing the Events Page

You can deselect columns that you do not want to see in the [Events] page, and select additional columns
including custom attributes.

To select columns:

1. Click on the gearicon (‘,:’I ) in the top left of the [Events] page.

2. Inthe Columns menu, selectthe columns you want to add or deselect columns you want to hide. If you can't
find a column, use the search field to find it by name. If you have created any Custom Attributes, these will
appear in this list as well:
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D

0000000

umns Reset

Age

Clear

Count

Event Note
Message
Name
Qrganization
Severity

Ticket ID

Arlbnmdlados

NOTE: For more information about Custom Attributes, see the Device Management manual.

Viewing Automation Actions

3. When you have finished making your selections, click outside the Columns menu to close it.

To view a log of automations that have occurred for an event, click the [Actions] button (=) for the event and
select View Automation Actions.

" emyadmin ® Clear

View Event

Edit Event Mote

Edit Ticket

View Automation Actions

Click the [Automation] tab in the Ticket Editor page that appears. The [Automation] tab displays a history of all

automation actions that SL1 executed in response to the event associated with the ticket.

Each entry in the Event Actions Log page includes:
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o The date and time when the action was executed.
o The automation policy that triggered the action.
o The name of the action policy.

o The result of the action.

Event Throttling

When SL1 detects syslog messages or traps coming from a single device at a rate greater than 100 messages per
second, SL1 throttles the messages.

When SL1 throttles messages from a single IP address, those messages are deleted from the Sciencelogic
database. The messages are not passed to the event engine, are not logged, and are not processed as events.

When SL1 throttles messages, SL1 also triggers events:

« Event with a Severity of Critical and the message "Inbound Message Flood". This event is triggered
when a single IP exceeds the threshold of syslog messages or trap messages at least once per minute for the
last ten minutes. The default threshold is 100 messages per second.

« Event with a Severity of Notice and the message "Inbound Message Spikes". This event is triggered
when asingle IP exceeds the threshold of syslog messages or trap message. The default threshold is 100
messages per second.

Message throttling is enabled by default. To disable message throttling, contact SciencelLogic Customer Support.
To adjust the threshold for message throttling, contact Sciencelogic Customer Support.

To whitelist an IP address so that message throftling does not apply to that IP, contact Sciencelogic Customer
Support.

NOTE: SL1 does not support message throttling on IPvé devices monitored by CentOS5 Data Collectors.

Viewing Events 13



Chapter

Responding to Events

Overview

This chapter describes the different ways in which you can respond to eventsin SL1,
Use the following menu options to navigate the SL1 user interface:
« Toview a pop-out list of menu options, click the menu icon (E)
« Toview a page containing all of the menu options, click the Advanced menuicon ( ).

This chapter includes the following topics:

Responding 10 EVents ... o 15
Working wWith EVents . 15
Selecting Multiple Events . 15
Acknowledging and Clearing Events 16
Viewing and Editing Event Notes . 16
Using the Event Drawer . . . 17
Working with the Tools Pane . ... o e 18
Creating a TiCket . oo 19
Using the Event Investigator . . 20
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Responding to Events

When events occur, there are multiple ways you can respond to them:

o Acknowledge. Lets other users know that you are aware of an event and are working on a response.

o Add a Note. Adds additional text o an event. Notes can be displayed in the Event Console page and can
be included in automation actions.

o Clear. Removes an instance of an event from the Event Console. The cleared instance is no longer
displayed.

Working with Events

This section describes how to acknowledge and clear events in SL1, how to learn more about events, and how to
use the Event Tools.

Selecting Multiple Events

On the Events page, you can use the checkboxes to the left of the event to select more than one event at a time.
After you select the events, you can click the [Acknowledge] or [Clear] button in the blue bar at the bottom of the
window to acknowledge or clear those events simultaneously.

If you do not want to acknowledge or clear the selected events, click the [Clear] button to deselect the checkboxes.

If you want to select all of the events that are currently showing on the tab, click the [Select All Visible] button.

7 414 38 4 18 481 Events
Critical Major Minor Notice  Healthy  view

Y NAvE - ORGANIZATION +  SEVERITY +  MESSAGE TCKETID+  COUN.. EVENTNOTE TICKETEXIERNA. EVENTID  AGE AckowLEDGE 2
22

®

®
<

2 Events Selected Acknowledge  Clear Deselect All Select All Visible
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Acknowledging and Clearing Events

When you acknowledge an event, you let other users know that you are aware of that event, and you are working
on a response.

When you clear an event, you let other users know that this event has been addressed. Clearing an event

removes a single instance of the event from the Events page. Ifthe event occurs again on the same device, it will
reappear in the Events page.

NOTE: Ifthe same event occurs again on the same device, it will appear in the [Events] tab, even if you have
previously cleared that event.

To acknowledge and clear events:

1. Toacknowledge an event, find the event on the [Events] page and click the [Acknowledge] button for that
event. Your user name replaces the [Acknowledge] button for that event:

+ em7admin

You can also click the [Acknowledge] button in a specific event's Investigator page.
2. Tosee when an event was acknowledged and who acknowledged it, hover your mouse over an
acknowledged field.

3. Ifaneventwas acknowledged by another user and you have the relevant permissions, you can click the
[Reacknowledge ]button to acknowledge that event.

4. Toclearan event, click the [Clear] button vent. The event is removed from the Events page.

TIP: If you want to hide the [Acknowledge] or [Clear] buttons on the Events page, click the Choose

Columns icon (‘ﬁ) and deselect those columns.

Viewing and Editing Event Notes

From the Events page, you can access event notes, which contain event definitions, probable causes, and
resolutions for the event, along with a text field where you can add more information about the event or the device
you are monitoring. If event notes already exist for that event, the opening text of that note appears in the

Event Note column of the Events page.
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To view or edit an event note:

1. On the Events page, click the Note icon (= ) for that event. The Edit Event Note window appears:

Edit Event Note ESC

Poller: File system usage exceeded (major) threshold
Device: CUCM10-01.qa.sciencelogic.local

Event Definition: A file system on the server has exceeded its usage threshold.

Action: Review file system usage on the hardware tab for this device and to confirm which filesystem(s) are getting full. Take appropriate
application action to reduce the load on these filesystems.

128 of 128 characters remaining

Cancel Save

TIP: You can also edit an event note on the Events page by clicking the [Actions] button () for that event and
selecting Edit Event Note. This is helpful if you have hidden the Event Note column on the Events page.

2. Type your additional text for the event note and then click [Save]. The event note is updated.

Using the Event Drawer

On the Events page, you can click the down-arrow icon () next fo the name of an event to open a drop-down
panel called the Event Drawer. The Event Drawer contains additional data about that event:

~ System Minor fhsit-ranch-cb-30 Physical Memory ha

rently (94.971884852 9 days 18 hours 2819

fh-sl1-ranch-db-30 Vitals

5 A AN A g [N A

600 2000 20.May

NOTE: The Event Drawer displays only for events that are aligned with devices.
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On the Event Drawer, you can access the following panes:

« Vitals. A widget displaying the past 24 hours of CPU and memory usage for the device related to the event.
You can zoom in on a shorter time frame by clicking and dragging, and you can go back to the original time
span by clicking the [Reset zoom] button.

o Tools. A set of network tools that you can run on the device associated with the event. These tools can help
with tfroubleshooting and diagnostics.

o Logs. Alist of the log entries from the device's log file, sorted from newest to oldest by default.

Working with the Tools Pane

The Tools pane provides access to a set of network tools. The Tools pane lets you fo run diagnostics on a device
associated with an event without leaving SL1.

Awvailability Ping Whols PortScan  Deep Port Scan ARP Lookup  ARP Ping Trace Route
=

Process Started on Collector

Process Started on Collector

Awailability Collection Started

*** First collection pass

Using ICMP for latency measurement

TIP: These tools are the same tools in the Device Toolbox found in the classic user interface.

You can access the following tools from the Event Drawer on the Events page, the Devices page, and the
Device Investigator page for a specific device:

« Availability. Displays the results of an availability check of the device, using the port and protocol specified in
the Availability Port and Availability Protocol fields in the Device Settings page.

« Ping. Displays statistics returned by the ping tool. The ping tool sends a packet to the device's IP address (the
one used by SL1 to communicate with the device) and waits for a reply. SL1 then displays the number of
seconds it took to receive a reply from the device and the number of bytes returned from the device. If the
device has an IPv6 address, the SL1 uses the appropriate IPvé ping command.

o Whols. Displays information about the device's IP, including the organization that registered the IP and
contacts within that organization.

o Port Scan. Displays a list of all open ports on the device at the time of the scan.

o Deep Port Scan. Displays a list of all open ports and as much detail about each open port as the deep port
scanner can retfrieve.
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o ARP Lookup. Displays a list of IP addresses for the device and the resolved Ethernet physical address (MAC
address) for each IP address.

« ARP Ping. Displays the results from the ARP Ping tool. The ARP Ping tool is similar in function to ping, but it
uses the ARP protocol instead of ICMP. The ARP Ping tool can be used only on the local network.

« Trace Route. Displays the network route between SL1 and the device. The tool provides details on each hop
to the endpoint. If the device has an IPvé address, SL1 uses the appropriate IPvé traceroute command.

Creating a Ticket

On the Events page, you can create a ticket from an event by clicking the [Actions] button (=) for that event and

selecting Create Ticket. The Ticket Editor appears. For more information about creating a ticket from the Events
page, see the Creating a Ticket from the List of Events section.

Ticket Editor | New Ticket | Actions Reset Guide
| properties | Logs | Automation | Mcssage |
Descripfion (New Ticket)

Organization aI[Dynalrar.e customer] ¥ |[105]
Element

Aligned Event

Ticket Properties

Ticket Descriplion Ticket State Status

|Device Failed Availability Check: Component device 1451 is not available (v i 80); Reason: Availd | v | | open v
Sevarity Category Sourcs Cusus Assigned Ussr

[15ev 2/ Major ] v | [Abuse v |+ | Automated ¥ |+ | Asset Management ¥ | [[em7admin] v

Notes & Attachments [ Maximize | Descending | New Note

#1) Cloak: (¢ Enabled / Note Type: [HTML _ v | > @ -

B- " B I USA-TI-8-9- /- E- EEEEBE — SLNrsr
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Using the Event Investigator

The Event Investigator page provides details about the event as well as the device associated with the event,

where relevant. The Event Investigator page includes sections for Probable Cause & Resolution, Tools, Logs,

Notes, Assets, a Vitals widget, and a list of masked events:

Poller: Availability Check Failed
@ Maior 20 hours 56 minutes Ago 332 Occurrences First seen 2 days Ago
Device Failed Availability Check: UDP - SNMP

Probable Cause
&Resolution | Event Definition: An Availability message sent to the device by the EM7 Availability poller timed-out.

Probable Cause: The device may be down, or the network connection to the device may be malfunctioning.

fthomsenDevAIO

Tools Logs

Availability Ping Who Is Port Scan Deep Port Scan ARP Lookup ARP Ping Trace Route Zace

Note

SeveRiTy

v Acknowledge || X Clear | =

MESSAGE

TIP: To getto the Event Investigator page, click the linked text in the Message column of the Events page,
or click the [Actions] button (=) for the event and select View Event.

The top pane of the Event Investigator page contains basic event details. From this pane, you can also
acknowledge the event, clear the event, or click the [Actions] button (=) and select Create Ticket to create a ticket

for that event. You can hover your mouse over an acknowledged field to see when the event was acknowledged

and who acknowledged it. Also, if an event was acknowledged by another user and you have the relevant
permissions, you can click the [Reacknowledge ]button to acknowledge that event.

Responding to Events
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The Event Investigator page includes the following sections:

21

Probable Cause & Resolution. Displays additional information about the event, based on the event policy.

Tools. A set of network tools that you can run on the device associated with the event. This pane is the same
as the Tools pane of the Event Drawer. For more information, see Working with the Tools Pane.

Logs. A list of log entries from the device's log, sorted from newest to oldest by default.

Note. Atext field where you can add new text and edit existing text related to the event and the device
associated with the event. For more information, see Viewing and Editing Event Notes.

Assets. One or more asset records associated with the device, such as a piece of equipment owned by an
organization. The asset record includes contact information for the technician, administrator, and vendor for
that device. You can click the name of an asset to view an Asset page for more information.

Vitals. A widget that displays the past 24 hours of CPU and memory usage for the device related to the event.
You can zoom in on a shorter time frame by clicking and dragging, and you can go back to the original time
span by clicking the [Reset zoom] button.

Masked events. A list of all masked events for the device. When a device uses the event mask sefting,
events that occur on a single device within a specified span of time are grouped together, and only the event
with the highest severity is displayed in the Events page. This allows related events that occur in quick
succession on a single device to be rolled-up and posted together under one event description.
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Chapter

Events and Tickets

Overview

This chapter describes how to create tickets from events in SL1.
Use the following menu options to navigate the SL1 user interface:
« Toview a pop-out list of menu options, click the menu icon (E)

« Toview a page containing all of the menu options, click the Advanced menuicon ( ).

This chapter includes the following topics:

Creating a Ticket from an Event 23
Event Ticket Behavior SeHNGS ... ... 26
22
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Creating a Ticket from an Event

Aticket is a request for work that can be tracked in SL1. This request can be in response to a problem that needs to
be fixed, for routine maintenance, or for any type of work required by your enterprise. A ficket can be created
manually or created based on an event. For example, if an event occurs that says that a device is using 99 percent

of disk space, you might want fo create a ficket that tasks a co-worker with adding additional disk space to the
device.

If a ticket is created from the Events page, based on a selected event, most of the ticket fields are populated
automatically by SLT.

NOTE: To create a ticket from an event, accounts of type "user" must be granted one or more access keys that
include the following access hooks: Events/Event:View, Ticketing/Ticket:View, and Ticket:Create.
Accounts of type "user" will then be able to create and save tickets from the Events page page. For
more information on Access Keys, see the manual Acess Permissions.

1. On the Events page or the Event Investigator page for a specific event, click the [Actions] button (=) for

the event and select Create Ticket. The Ticket Editor page appears:

Ticket Editor | New Ticket |

Actions Reset Guide
Properties
Descripfion (New Ticket)
Organization gy [[Dynatrace customer ] ¥ |12:2]
Element
Ticket Properties
Ticket Description Ticket State Status
|Dewce Failed Availability Check: Component device 1451 is not available (v jie.com:80); Reason A\raild v | Open v |
Severity Category Source Queue Assigned User
| [ Sev 2/ Major | v | |Abusa A H— | Automated v |+ |Assel Management A \ |[emfadm|n] A |
Notes & Attachments [ Maxinize_| Desconding | New Note_]
#1) Cloak: @ Enabled / Note Type: [ATML ¥ | % @ -
B- /B I USA-T- 8-9- /- EEEZE=ZB — % LMrp

Save

2. Depending on the Event Console Ticket Life Ring Button Behavior setting in the Behavior Settings page
(System > Settings > Behavior), SL1 creates an SL1 ticket or an external ticket. See the Event Ticket
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Behavior Settings section for more information.

3. Most of the fields are already populated with values from the event. You can accept these values or edit
them. The following fields display:

o Description. A brief description of the problem or ticket. If you create a ticket from an eventin the
Events page, this field is populated automatically by SLT.

« Organization. Select the organization with which the ticket will be associated in the drop-down

menu. f you create a ticket from an event in the Events page, this field is populated automatically by
SLT.

o Element. By default, this field includes the element associated with this the event. Can be an
organization, device, device group, asset record, IP network, interface, vendor, or user account. To

change the element or find another element, select the binoculars icon (é'a) The Finder page
appears, where you can search for another element.

« Aligned Event. If applicable, the event that is associated with the ticket. Clicking on the icon displays
read-only details about the event.

« Ticket Description. Description of the problem or ticket. By default, this field includes the Event
Message from the event. You can edit this field to suit your business requirements.

« Alternate Location. This field appears only if the selected organization has one or more alternate
locations. If the selected organization has one or more alternate locations, you can select one of those
locations in this field.

o Ticket State. Custom parameter, defined in the Ticket States page (Registry > Ticketing > Custom
States). Allows you to add additional workflow restrictions to a ticket. For more information, see the
chapter on Custom Ticket States in the Ticketing manual.

o Status. Status of the ticket. The choices are:

(e}

Open. Ticket has been created.

(e}

Pending. Ticket has been acknowledged.

(e}

Working. Someone is working on the ticket.

(e}

Resolved. Issue has been resolved.

o Severity. The severity of the problem. When a ticket is created from an event in the Events page, this
field is populated automatically by SL1 with the event's severity. The choices are:
o Severity 5/Healthy
o Severity 4/Notice
o Severity 3/Minor
o Severity 2/Major
o Severity 1/Critical

o Category. Descriptive category assigned to the ticket. You can use the Select Objects Editor page
(System > Customize > Select Objects) to customize the list of possible categories.
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5.

« Source. Original source for the ticket. You can use the Select Objects Editor page (System
> Customize > Selected Objects) fo customize the list of possible sources. The default choices are:

o Automated. Ticket was created automatically when an event occurred. An administrator has
configured SL1 to behave this way.

o Email. An email about an issue prompted this ticket.

o External. An external source created this ticket.

o Infernal. This ticket was created in SL1.

o Phone. A phone call about an issue prompted this ticket.

o Quevue. Ticket Queue to which the ticket will be assigned. When you select a Ticket Queue, SL1 will
populate the Assigned User field with a list of members from the specified queue.

« Assigned User. User who is responsible for resolving the ticket. This drop-down list contains entries for
each user assigned to the specified Ticket Queue and who has a Login State of Active. When a ficket
is assigned to a user, SL1 automatically sends the user an email message as notification.

o Custom Fields. If your SL1 system includes embedded custom fields for tickets, you can supply a value

in those fields. For more information on custom fields, see the chapter on Form Fields in the manual
Customizing User Experience.

To add a note fo the ticket, click the [New Note] button. A new instance of the Notepad Editor will appear
in the Notes & Attachments pane. In the Notepad Editor, you can format the text and include links and
images in a note.

Click [Save] to save the ticket.

For more information on creating fickets, see the chapter on Creating and Editing Tickets in the Ticketing manual.

25
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Event Ticket Behavior Settings

The behavior of the Create Ticket option on the Events page is determined in the Behavior Settings page
(System > Settings > Behavior). To change this behavior:

1. Gotothe Behavior Settings page (System > Settings > Behavior).

Behavior Settings | Reset | Guide |
Interface URL [.mp Jiem7 mydomain.com ] Enable COP Topology Enable LLDP Topolegy [BETA]  [] 2
Force Secure HTTRS [ Enable Community String indexing (VLAN Topolegy) [
Defaull Country ([ United States | -]
Password Expiration [[ms“m] 24 ]
System Timezone  [[|_uTc) ]
Password Reset interval [[None ] ]
NFE Detection Disable
Password Hash Method [u.u)s (legacy)] i ]
Port Polling Type ([ Half Open ] -]
Password Minimum Length [s ]
Initial Discovery Scan Level [[4. Advanced Port Discovery ] "]
Account Lockeut Type [[anknm by Username (defautt} ] s ]
Rediscovery Scan Level (Nightly) [[4. Advanced Port Discovery ] v]
Account Lockout Attempts [ [3 attempts ] ]
Discovery Scan Throttle [[Dsamm] VI
Login Delay | [ Disabled ] v
[ ] Port Scan All Ps [[1 Enabled ] "]
Single Instance Login (Admins) ([ Disabled ] v ] Fort Sean Tmeout | |
ort Scan Tmeout (120000 Msec. ] 2
Single hstance Login (Users) ([ Disabled ] - |
Restart Windowrs Services (Agent required) (0. Disabled ] ]
Account Lockout Duration [ 1 hour] -]
Hostname Frecedence ([ SNMP System Hame ) -]
Lockout Contact Information  [500-SCHLOGIC ]
[ ] Event Interface Name Format  [inamey | @
Login Header Title
v enter | ] DHS Hostnames ([ Strip Domain Name (Hostname) ] ]
ystem Wentifier
) Event Clearing Mode [[C\earml in Group ] VI
Ping & Pol Timeout (Wsec.)  ([1000] -]
Maintenance Minimum Severty [[n Healthy ] v]
SNWP Pol Timeout (Msec.) ([1000] ]
Patch Maintenance Minimum Severity [[n Healthy | v]
SNIP Faiure Retries [[1] ]
SSL Certificate Expiry Soon [ [ 4 months | 2 ]
Inttially Discovered Interface Poll Rate [[5 minutes | ~ ]
SSL Certificate Expiry Imminent ([ 1 week ) -]
DHCP Community Strings  [public
(Comma seperated) Assel Warranty Expiry ([ 1 month ] ]
Stfp FGDN From Inbound EmailDevice Name ([ Enabled ] 3 Domain Hame Expiry ([ month ] <]
Inbound Email Alert liessage | Emai Message Body Only | 7| Validate Phone Humber ([ Disabled ] v]
. " =
I Event Console Ticket Life Ring Button Behavior [ Create / View EMT Ticket] ] I Dashboerd Wasirum Sern Count Per g (3] ]
Automatic Tickeling Emails | [ Enabled ] ~| Frefer Gobaleviee Summery Dz::‘:::;;:: O
Force Chid Tickst State and Status inhertance [
Enable CBQoS Collection
Prevent Browser Saved Credentials [ ] Display Previous Login In Footer ]
Enable Variable Rate Interface Counters
Prevent Loading Interface in External Frames [ lanore trap agent-addr varbind [
Enhanced OID Transiation
Hide Perpetual License Usage Enable Selective PowerPack Fiekd Frotection ] 0
Hide “New” button on the Ticket Edior [ ] Hide “Create a Ticket" in Tookos menu ]
Hide "other” flesystem type
v

2. Selectfrom the following options in the Event Console Ticket Life Ring Button Behavior field:

o Create/View EM7 Ticket. When you select the Create Ticket option for an event, SL1 displays the
Ticket Editor page, where you can define an SL1 ticket and automatically associate it with the
selected event. This is the default behavior.

o Create/View External Ticket. If an external ticket is aligned with an event, when you select the
Create Ticket option for that event, SL1 spawns a new window and displays the external ticket (as
specified in the force_ticket urifield). If an external ticket is not yet aligned with an event, when you
selectthe Create Ticket option for that event, SL1 sets a "request" flag for the ticket and displays an
acknowledgment that a new ticket has been requested. You can then use the "request" in run book
logic to create the ticket on the external system.

3. Click [Save] to save your changes.
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NOTE: For more details on events and external tickets, see the section on infegrating events and external
tickets.
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Event Correlation and Parent and Child Events

Overview

This chapter describes Topology Events, which is also called Event Correlation.
Use the following menu options to navigate the SL1 user interface:
o Toview a pop-out list of menu options, click the menu icon (E)
« Toview a page containing all of the menu options, click the Advanced menuicon ( ).

This chapter includes the following topics:

Event Correlation . il 29
Defining Parent and Child Devices .. ... . 30

Device Categories that Don't Support Children Devices ... .. .. . ... 31
Defining Suppressing and Suppressible Events ... . ... 32
Event Categories ... L 35
Assigning an Event Category to an Event L 36
Creating an Event Category ... ... 37
Editing an Event CategQory . ... 38
Viewing the List of Event Categories .. ... ... L 39
Filtering the List of Event Categories ... ... ..o 40

Special Characters ... L 47
Deleting One or More Event Categories ... ... ... ... ... .. 45
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Event Correlation

In SL1, there are four types of events that might not appear on the Events page:

o Rolled-up events. Multiple occurrences of the same event on the same device. When the same event

occurs multiple times on a single device, SL1 does not display each occurrence on the Events page. Instead,
SL1 displays a single entry and notes the number of occurrences in the Count column.

o Suppressed Events. Suppressed events do not appear on theEvents page. For details on suppressing events

for a single device, see the chapter on Responding to Events.

Topology Events. In SL1, event correlation or topology suppression means the ability to build parent-child
relationships between devices and between events. When events are correlated, only the parent event is

displayed on the Events page. The magnifying-glass icon (""-) appears to the left of the parent event. When
you click on the magnifying-glass icon, the list of child events is displayed. The child events are rolled up
under the parent event and are not displayed on the Events page. For the parent event, the count column
will be incremented to indicate the number of correlated child events. Optionally, you can define event
categories that allow SL1 to more efficiently align suppressing events with suppressible events. When you
align an event category fo a suppressing or suppressible event, that event will be correlated with only events
that are aligned with the same event category.

Event Masks. When a device uses the Event Mask setting, events that occur on a single device within a
specified span of time are grouped together. On the Events page, masked events are displayed under a
single event, the one with the highest severity. . For details on events masks, see the chapter on Viewing
Events.

This chapter describes Topology Events, also called Event Correlation.

SL1 performs two types of event correlation:

« Automatic Event-Correlation. During discovery, SL1 automatically discovers and defines parent-child

relationships between devices.

o Manual Event Correlation. In SL1, you can configure devices and events so that events that are associated

with child devices will be rolled-up under the parent device's events on the Events page. For example,
suppose a switch fails. Instead of seeing an event for the failed switch and seeing events about failed
communication for each device connected to the switch, only a single event would appear on the Events
page. The single event would describe the switch failure. When you manually define a hierarchy between
events, you can also include an event category. An event category allows SL1 to more efficiently align
suppressing events with suppressible events.

To manually define event correlation, you must perform two tasks:

29

o Define parent and child devices. SL1 does this automatically when it discovers Layer-2, CDP, LLDP, Layer-3,

and VMware topology. For example, if SL1 automatically discovers a switch and its clients, SL1 automatically
defines the switch as the parent device and its clients as the children devices. You can also do this manually
when you create Layer-2 Links, Layer-3 Links, CDP Links, LLDP Links, or Event Correlation Override links in
the Maps > Classic Maps >Topology Mapspages or the Maps > Classic Maps > My Customized Maps
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pages. For more information about creating parent-child relationships in views, see the Views manual.

o Define a hierarchy between events—that is, define parent events (called suppressing events) and child
events (called suppressible events).

This chapter describes the required tasks for manual event correlation.

Defining Parent and Child Devices

The Device Children modal page allows users o select one or more devices to become children of the currently
selected device.

To add children to a device:
1. Gotothe Device Manager page (Devices > Device Manager).

2. Inthe Device Manager page, select the wrench icon ( P) for the device for which you want to add children
devices.

3. The Device Properties page appears:

NOTE: You cannot create parent-child relationships for devices with a Device Category of Virtual.

o= Nam= | Cisco_10.0.8.32 yourdomain.com Physical Device [
I C 10.0.9.32] 1800 Network Router Iélls'::t;‘
= Cisco Systems 2811 Rout
- System 21 days, 03:28:31 outer
Active 2012-12-04 16:35:00
« Cisco 03 Softwars, 2800 Software (C2800NM-SPSERVICESKS-M), ) o CUG|em7_ao
Device Properties
—— Wy Bookmarks (Clri-Alt=B) o
Identification
Add IP Address
Device Nams P Address
[Cisco_10.0.9.32 yourdomain.com_| 34 [[10.0.32 -verfied] + [[Evetpmi| Select Primary P Addresses
Clear Device Cache ——
Wonitoring & Management Create a Ticket (Cri+Alt=Enter)
Device Class [Cisco Systems 2811 | 2] Custom Navigation
Device Class
SNMP Read/rte [ [SNMP Public V2] [=][[Nene ] =] feeme
Avalabiry Port [[0BF] =] s =7 Device Groups (Ctri=AR=D)
Notepad Editor
Latency Port [TICMP] [=] [CWF] = Product Catalog
Avail+Latency Alert | [Disable] [=] Report Creator
Cotecton  [[Erabied] EliEE = Resource Usage (CirkAltsU)
Secondary Credentials
Coll. Type  [[Standard] =] o
Critical Ping [ [Disabled] [=] 7]
Preserve Hostname
Event Mask [ [Group in blocks every 10minutes] [+ ]
Disable Asset Update
Save

4. Inthe Device Properties page, in the [Actions] drop-down list, select Device Children.

5. The Device Children modal page appears:
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Device Children Close /Esc

For Device [ 1500 ]

Available Children

|
& ifVeolEMT/un0

& tiflvolNetappOSSiun
= fivolNetAppOSSiund
aﬂ1ﬂ.ﬂ.12.50
a.ﬂ1ﬂ.ﬂ.12.51

[T oo
=fi10.0.9.11
Eaffi10.0.9.110
10,0917

. Eafl10.0.9.118

. Eaffl10.0.9.121

. Eif10.0.8.125

. Effl10.0.9.126

. Eaffl10.0.9.127

. woffi10.0.9.152

Device Nams

E
¥
lam | »

[ I o

hRwNEDw

5 5 5 5 o oo o = o o o o

6. Inthe Device Children page, select one or more devices to be children of the current device.

7. Click [Save].
Device Categories that Don't Support Children Devices

A device category is a logical categorization of a device by primary function. SL1 uses device categories to group
related devices in reports and views.

Device categories are paired with device classes to organize and describe discovered devices. The device class
usually describes the manufacturer and model of a device. The device category describes the function of the
hardware.

Devices that are members of the following device categories cannot be assigned children devices:

o Office Printers, Device Category #4

o Workstations, Device Category #6

o Environmental.Utility, Device Category #8
o Environmental.HVAC, Device Category #9
o Environmental.Security, Device Category #10
o System.Tape, Device Category #17

« Office.Copiers, Device Category #22

o Office.Facsimiles, Device Category #23

o Telephony.Phone, Device Category #36

o Office.Plotter, Device Category #40

o Pingable, Device Category #98

« Virtual, Device Category #97
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To determine a device's device category, look at the Category field on the Info menu of the Device Investigator
page.

Defining Suppressing and Suppressible Events

To manually configure event correlation, you must define two types of events:

o Suppressing events. If this event occurs on a parent device, SL1 will search all related children devices for
suppressible events. On the children devices, all suppressible events will be suppressed. Only the
suppressing event will appear in the Events page. The suppressible events will not appear in the Events
page.

« Suppressible events. This type of event is suppressed on a child device only when a suppressing event
occurs on the parent device.

NOTE: If you configure event categories, the suppressing and suppressible events must be associated with the
same category for correlation to occur. If you do not configure event categories, each and every
suppressing event that occurs on a parent device will cause SL1 1o suppress all suppressible events
on the associated children devices.

To define an event as a suppressing event:
1. Gotothe Event Policy Manager page (Events > Event Policies).

. &
2. Onthe Event Policy Manager page, select the wrench icon (©+ ) of the event that you want to define as the
suppressing event. The Event Policy Editor page appears.

3. On the Event Policy Editor page, click the [Advanced] tab.
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Event Policy Editor | Editing Event Policy [1425] | Mew | Reset | Guide |
T YTy p——"
Occurrence Count First Match String
[[Disabied ] ==Y @
Occurrence Time Second Match String
[[Dwasied] Ee| @
Ex| Del
| [Thour] piry Delay E| 0 Identifier Pattern Override Yiype
| | @ [[Nene] -l
Detection Weight
Stecton e Identifier Format
| (V=[] El [T} | | @
Link-Alert
| |_[ Cisco (Tandberg C Series): HDMI Input is ] Auto-Clear Topology Suppression
Component Type Healthy: AKCP: AC Voltage sensor now reporting Nomal Status [1523] | i |Suppressing B @
| [N/A] EI Healthy: AKCP: DC Voltage sensor retumed to Normal Status [1530] 7 —
Healthy: AKCP: Dry contact sensor now Nomal [1521] . ALegory
Healthy: AKCP: Smolee detector now Mommal Status [1518] [ None Selected | &
External Event id Healthy: AKCP: Water sensor now Nomal [1519]
[ | @ | [Healthy: Alteon: Primary Power Supply Heakhy [1403]
Healthy: Alteon: Redundant Power Supply Healthy [1410]
Extarnal Category Healthy: APC: Batteries Do Not Need Replacement [346]
[ | @ ||Healthy: APC: Battery Charge Nomal [345]
Healthy: APC: Battery Fun Time Remaining No Longer Critical [342]
Match Logic Hesalthy: APC: Calibration Test Completed [954]
Healthy: APC: Communication Status Olay [545]
[[Text Search] -l@ Healthy: APC: Diagnostic Test Passed [353]
[[] use Mutti-match Healthy: APC: Diagnostics Schedule Set [955]
Healthy: APC: Percent Battery Remaining Mo Longer Critical [344]
[T] use Message-match & Healthy: APC: Temperaturs has retumed to normal [961]
Healthy: APC: UPS Mot on Batteny [950]
Healthy: APC: UPS Mot Running on Battery [347]
Healthy: APC: Zero Defective Battery Packs [943]
Healthy: Blue Coat: attack status nomal [1577]
Healthy: Brocade Switch: Admin Status Online [1936]
Healthy: Brocade Switch: Operational Status Online [1937]
Healthy: Brocade Switch: POST Retumed Embed Port Ckay [1938]
Healthy: Cisco (Tandberg C Series): Auto Answer Mode is now On [1418]
Healthy: Cisco (Tandberg C Series): DV Input is now connected [1428] j
Healthy: Cisco (Tandberg C Series): H.323 Gatekeeper is now enabled an/
[ Healthy: Cisco (Tandberg C Series): HDMI Input is now connected [1426{j
Save

4. Inthe Topology Suppression field, select Suppressing.

5. Click [Save]. In the future, when this event occurs on a device, SL1 will check if the device is a parent device.
If the device is a parent device, specified events (suppressible events) with the same category will be
suppressed on the children devices.

To define an event as a suppressible event:

1. Gotothe Event Policy Manager page (Events > Event Policies).

2. On the Event Policy Manager page , select the wrench icon ( »P) of the event that you want to define as the
Suppressible event. The Event Policy Editor page appears.

3. On the Event Policy Editor page, select the [Advanced] tab.

33 Event Correlation and Parent and Child Events



Event Policy Editor | Editing Event Policy [1425] | Mew | Reset | Guide |
T Ty p—

Occurrence Count First Match String
[[Disabied ] ==Y @
Occurrence Time Second Match String
=) Ee| @
Ex| Del
| [Thour] piry Delay E| 0 Identifier Pattern Override Yiype
| | @ [[Nene] -l
Detection Weight
Stecton e Identifier Format
| [0-First ] El 7] | | @
Link-Alert
| |_[Cisco (Tandberg C Series): HDMI Input is [*] Auto-Clear Topology Suppression
Component Type Healthy: AKCP: AC Voltage sensor now reporting Nomal Status [1523] - | i |Suppressib\e B @
| [N/A] EI Healthy: AKCP: DC Voltage sensor retumed to Normal Status [1530] B
Healthy: AKCP: Dry contact sensor now Nomal [1521] . TRy
Healthy: AKCP: Smolee detector now Mommal Status [1518] [ None Selected | &
External Event id Healthy: AKCP: Water sensor now Nomal [1519]

[ | @ | [Healthy: Alteon: Primary Power Supply Heakhy [1403]

Healthy: Alteon: Redundant Power Supply Healthy [1410]

External Category Healthy: APC: Batteries Do Not Need Replacement [945]

[ | @ ||Healthy: APC: Battery Charge Nomal [345]

Healthy: APC: Battery Fun Time Remaining No Longer Critical [342]

Match Logic Hesalthy: APC: Calibration Test Completed [954]
Healthy: APC: Communication Status Olay [545]
[[Text Search] -l@ Healthy: APC: Diagnostic Test Passed [353]
[[] use Mutti-match Healthy: APC: Diagnostics Schedule Set [955]
Healthy: APC: Percent Battery Remaining Mo Longer Critical [344]
[T] use Message-match & Healthy: APC: Temperaturs has retumed to normal [961]

Healthy: APC: UPS Mot on Batteny [950]

Healthy: APC: UPS Mot Running on Battery [347]

Healthy: APC: Zero Defective Battery Packs [943]
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[ Healthy: Cisco (Tandberg C Series): HDMI Input is now connected [1426{j
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4. Inthe Topology Suppression field, select Suppressible.

5. Click [Save]. In the future, when this event occurs on a device, SL1 will check if the device is a child device. If
the device is a child device, SL1 will check to see if a suppressing event with the same category has occurred
on the parent device. If a suppressing event has occurred on the parent device, the specified event will be
suppressed on the child device.

For example:

o Suppose you have a device named Boise-DMZ. Suppose this device is a Cisco Catalyst switch. Suppose we
define this switch as a parent device.

o Suppose we have a device named HQ-W2K3-VCOT. Suppose this device is a server. Suppose we define this
server as a child device to Boise-DMZ.

« Suppose we define the event"Poller: Interface operationally down" as a suppressing event.

o Suppose we define the event "Poller: Device not responding" as a suppressible event.

« Suppose we associate both events with the same event category.

o Ifan interface goes down on the switch Boise-DMZ, SL1 will not be able to communicate with the server, HQ-

W2K3-VCO1, attached to the switch.

« Soifthe event"Poller: Interface operationally down" occurs on Boise-DMZ, the event "Poller: Device not
responding" will be suppressed on the server HQ-W2K3-VCOT. On the Events page, only the event "Poller:
Interface operationally down" on the device Boise-DMZ will appear.
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Event Categories

Event categories allow SL1 to more efficiently align suppressing events. When you align an event category to a
suppressing or suppressible event, that event will be correlated only with events that are aligned with the same
event category. An event can be aligned to multiple event categories; for event correlation to occur, the
suppressing event and the suppressible event must both be aligned with a common event category.

Before defining suppressing events and suppressible events, you can define event categories to streamline event
suppression.
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« Ifyou do not define any event categories, SL1 handles suppressing events and suppressible events like this:

If a suppressing event occurs on a parent device, SL1 will search all related children devices for
suppressible events. On each child device, each occurrence of any event defined as suppressible will
be suppressed. Only the suppressing event and the parent device will appear on theEvents page. The
suppressible events will be nested under the suppressing event and will not be displayed by default.

For example, suppose you have a parent device that is a chassis and a child device that is a blade.

Suppose you define two suppressing events: one for when SL1 can't collect data with a Dynamic
Application (Dynamic App Collection Problem) and one for when a fan fails (Fan critical).

Suppose you define three suppressible events: one for when collection with a Dynamic Application
times out (Dynamic Application taking too long to collect), one for when a device exceeds the
recommended femperature (Temperature critical), and one for when a device is not available via
SNMP (Availability check failed).

Suppose on the parent device (the chassis), the suppressing event "Dynamic App Collection Problem"
occurs.

SL1 will search for all child devices associated with the chassis and then search for all suppressible
events.

Suppose on the child device (the blade) two suppressible events occur: "Temperature Critical' and

"Availability Check Failed".

On the Events page, SL1 will nest these two suppressible events under the parent event, even though
there is no relationship between the parent event and the child events.
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« Now suppose we define two event categories. Suppose we define "Environment. Temperature" and
"Dynamic Applications.Collection":

o Suppose you have a parent device that is a chassis and a child device that is a blade.

o Suppose you define two suppressing events: one for when SL1 can't collect data with a Dynamic
Application (Dynamic App Collection Problem) and one for when a fan fails (Fan critical).

o Suppose you define three suppressible events: one for when collection for a Dynamic Application is
timing out (Dynamic Application taking too long to collect), one for when a device exceeds the
recommended femperature (Temperature critical), and one for when a device is not available via

SNMP (Availability check failed).

o Suppose when you define each event as suppressing or suppressible, you align event categories like

this:
Event Name Event Hierarchy Event Category
Dynamic App Collection Problem | Suppressing Dynamic Applications.Collection
Dynamic Application taking too Suppressible Dynamic Applications.Collection
long to collect
Availability check failed Suppressible Dynamic Applications.Collection
Fan critical Suppressing Environment.Temperature
Temperature critical Suppressible Environment. Temperature

o Suppose on the parent device (the chassis) the suppressing event "Dynamic App Collection Problem"
occurs.

o SL1 will search for all child devices and then search for all suppressible events that have the same
event category, Dynamic Applications.Collection.

o Suppose on the child device (the blade) two suppressible events occur: "Temperature Critical' and
"Dynamic application taking too long to collect".

o On the Events page, SL1 will display the event "Dynamic application taking too long fo collect" under
the parent event "Dynamic App collection problem", because both events belong to the same event
category.

o The Events page will not nest the event "Temperature critical", under the parent event "Dynamic App
collection problem", because the two events do not have the same event category.

Assigning an Event Category to an Event

You can assign an event category to an event in the Event Policy Editor page, in the [Advanced] tab.
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If you define an event as suppressing and assign an event category to the event, when the event occurs, SL1 will
suppress only events that meet all of these criteria:

o Occuron achild device

o Are defined as suppressible

« Are aligned with the same event category
If you define an event as suppressible and assign an event category to the event, when the event occurs, SLT will
suppress the event only if all the following occur:

o The event occurs on a child device.

« Asuppressing event occurs on the parent device.

o The suppressing event and the suppressible event are aligned with the same event category.

NOTE: If you assign an event category to an event that is neither suppressing nor suppressible, SL1 does not
use the event category. The event category will have no effect.

Creating an Event Category

From the Event Category Manager page, you can define a new event category. This allows you o customize
event categories to meet your business requirements.

To create an event category:

1. Gotothe Event Category Manager page (Events > Categories).
2. Inthe Event Category Manager page, select the [Create] button.
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3. The Event Category Editor page is displayed. In this page, you can define a new event category. Supply a
value in the following fields:

Creating New Category Reset

General Settings

[

Category Name

Correlation Time (minutes) Event Occurrence

[ ] First @ Last

Save

« Category Name. The name of the event category. This can be any combination of numbers, letters,
and symbols.

o Correlation Time. You can specify an integer value of zero ("0") or greater in this field. This value can
be used in custom Run Book Actions, where Action Type is Run a Snippet. For details on Run Book
Actions, see the Run Book Automation manual.

o Event Occurrence. Specifies whether Correlation Time should start after first occurrence of the event
or after most recent occurrence of the event. Possible values are First or Last.

4. Click [Save] to save your new event category.

Editing an Event Category

From the Event Category Manager page, you can edit the definition of an event category. This allows you to
adjust or customize an existing category to meet your business requirements.

To edit an event category:
1. Gotothe Event Category Manager page (Events > Categories).

2. Inthe Event Category Manager page, select the wrench icon ( P) ofthe event category you want to edit.

3. The Event Category Editor page is displayed.
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4. Inthe Event Category Editor, you can edit the following fields:

Edit Event Categories X

Editing Category [7] New Reset

General Settings
Category Name

[Category 1

Correlation Time (minutes) Event Occurrence
[6 ] First @ Last

« Category Name. The name of the event category. This can be any combination of numbers, letters,

and symbols.

o Correlation Time. You can specify an integer value of zero ("0") or greater in this field. This value can
be used in custom Run Book Actions, where Action Type is Run a Snippet. For details on Run Book

Actions, see the Run Book Automation manual.

o Event Occurrence. Specifies whether Correlation Time should start after first occurrence of the event
or after most recent occurrence of the event. Possible values are First or Last.

5. Click [Save] to save your changes.

6. You can also click [Save As] to save your changes as a new event category with a different name.

Viewing the List of Event Categories

The Event Category Manager page displays the following about each event category:
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TIP: To sort the list of event categories, click on a column heading. The list will be sorted by the column value,
in ascending order. To sort by descending order, click the column heading again. The Last Edited
column sorts by descending order on the first click; to sort by ascending order, click the column heading
again.

« Event Category Name. The name of the event category.
« Event Count. Number of events that are aligned with the event category.
o ID. Unique numeric ID for the event category, generated by SL1.

o Correlation Time. You can specify an integer value of zero ("0") or greater in this field. This value can be
used in custom Run Book Actions, where Action Type is Run a Snippet. For details on Run Book Actions, see
the Run Book Automation manual.

o Event Occurrence. Specifies whether Correlation Time should start after first occurrence of the event or after
most recent occurrence of the event. Possible values are First or Last.

« Edited By. Name of the user who created or last edited the event category.

« Last Edited. Date and time the event category was created, imported into SL1, or last edited.

Filtering the List of Event Categories

The Filter-While-You-Type fields appear as a row of blank fields at the top of the list. These fields allow you to filter
the items that appear in the list.

The list is dynamically updated as you select each filter. For each filter, you must make a selection from a drop-
down menu or type text to match against. SL1 will search for entries that match the text, including partial matches.
Text matches are not case-sensitive, and you can use special characters in each text field.

By default, the cursor is placed in the first Filter-While-You-Type field. You can use the <Tab> key or your mouse
to move your cursor through the fields.

You can filter by one or more of the following parameters. Only items that meet all of the filter criteria are displayed
on the page.

The following describes each filter on the Event Category Manager page:
« Event Category Name. You can enter text to match, including special characters, and the Event Category

Manager page will display only event categories that have a matching category name.

o Event Count. You can enter text to match, including special characters, and the Event Category Manager
page will display only event categories that have a matching event count.

o ID. You can enter text fo match, including special characters, and the Event Category Manager page will
display only event categories that have a matching event category ID.

« Correlation Time. You can enter an integer fo match, including special characters, and the Event
Category Manager page will display only event categories that have a matching correlation time.
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o Event Occurrence. You can enter text to match, including special characters, and the Event Category
Manager page will display only event categories that have a matching value in the Event Occurrence field.

« Edited By. You can enter text to match, including special characters, and the Event Category Manager

page will display only event categories that have been created or edited by a matching user.

o Last Edited. Only those event categories that match all the previously selected fields and have the specified
last edit date will be displayed. The choices are:
o All. Display all event categories that match the other filters.
o Last Minute. Display only event categories that have been created within the last minute.
o Last Hour. Display only event categories that have been created within the last hour.
o Last Day. Display only event categories that have been created within the last day.
o Last Week. Display only event categories that have been created within the last week.
o Last Month. Display only event categories that have been created within the last month.

o Last Year. Display only event categories that have been created within the last year.
Special Characters

You can include the following special characters to filter by each column except those that display date and time:

NOTE: When searching for a string, SL1 will match substrings by default, even if you do notinclude any
special characters. For example, searching for "hel" will match both "hello" and "helicopter". When
searching for a numeric value, SL1 will not match a substring unless you use a special character.

String and Numeric
e , (comma). Specifies an "OR" operation. Works for string and numeric values. For example:
"dell, micro" matches all values that contain the string "dell" OR the string "micro".
o & (ampersand). Specifies an "AND " operation. Works for string and numeric values. For example:

"dell & micro" matches all values that contain both the string "dell" AND the string "micro”, in any order.

41 Event Correlation and Parent and Child Events



o | (exclamation point). Specifies a "not" operation. Works for string and numeric values. For example:
"Idell" matches all values that do not contain the string "dell".
"I ™ micro" would match all values that do not start with "micro".
"lfer$" would match all values that do not end with "fer".
"I~ $" would match all values that are not null.
"I ~" would match null values.
"1$" would match null values.
e

would match null values.

"happy, ldell" would match values that contain "happy" OR values that do not contain "dell".

NOTE: You can also use the "I" character in combination with the arithmetic special characters (min-max, >,
<, >=, <=, =) described below.

o * (asterisk). Specifies a "match zero or more" operation. Works for string and numeric values. For a string,

matches any string that matches the text before and after the asterisk. For a number, matches any number

that contains the fext. For example:
"hel*er" would match "helpers" and "helicopter" but not "hello".
"325*" would match "325","32561", and "325000".

"*000" would match "1000", "25000", and "10500000".

o 2 (question mark). Specifies "match any one character". Works for string and numeric values. For example:

"2ver" would match the strings "oliver", "levers", and "lover", but not "believer".
"1352" would match the numbers"1350", "1354", and "1359", but not"135" or"13502"

String

e

. (caret). For strings only. Specifies "match the beginning". Matches any string that begins with the specified

string. For example:
" sci' would match "scientific" and "sciencelogic”, but not "conscious".
" happy$" would match only the string "happy", with no characters before or after.
"I ™ micro" would match all values that do not start with "micro".
"1™~ $" would match all values that are not null.

e

would match null values.
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o $ (dollarsign). For strings only. Specifies "match the ending". Matches any string that ends with the specified
string. For example:

"ter$" would match the string "renter" but not the string "terrific".

"~ happy$" would match only the string "happy", with no characters before or after.
"lfer$" would match all values that do not end with "fer".

"1™ $" would match all values that are not null.

1$" would match null values.

NOTE: You can use both ™ and $ if you want to match an entire string and only that string. For example,
"~ tern$" would match the strings "tern" or "Tern" or "TERN"; it would not match the strings "terne" or
"cistern”.

Numeric

o min-max. Matches numeric values only. Specifies any value between the minimum value and the maximum
value, including the minimum and the maximum. For example:

"1-5"would match 1,2, 3,4, and 5.

o - (dash). Matches numeric values only. A "half open" range. Specifies values including the minimum and
greater or including the maximum and lesser. For example:

"1-"matches 1 and greater. Sowould match 1, 2, 6, 345, etc.
"-5" matches 5 and less. So would match 5, 3, 1, O, etc.
o > (greater than). Matches numeric values only. Specifies any value "greater than". For example:
">7"would match all values greater than 7.
e < (lessthan). Matches numeric values only. Specifies any value "less than". For example:
"< 12" would match all values less than 12.

o >= (greaterthan or equal to). Matches numeric values only. Specifies any value "greater than or equal to".
Forexample:

"=>7"would match all values 7 and greater.

o <= (less than or equal to). Matches numeric values only. Specifies any value "less than or equal to". For
example:

"=<12"would match all values 12 and less.
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« = (equal). Matches numeric values only. For numeric values, allows you to match a negative value. For
example:

"=.5"would match "-5" instead of being evaluated as the "half open range" as described above.
Additional Examples

o "aio$". Matches only text that ends with "aio".

[[I2N

. shu". Matches only text that begins with "shu'".
o ""silo$". Matches only the text "silo", with no characters before or after.
« "lsilo". Matches only text that does not contains the characters "silo".
o "l ™silo". Matches only fext that does not start with "silo".
"10$". Matches only text that does not end with "0".
o "I 5ilo$". Matches only text that is not the exact text "silo", with no characters before or after.
o "I™" Matches null values, typically represented as "--" in most pages.
o "1$". Matches null values, typically represented as "--" in most pages.
"I~ $". Matches all text that is not null.

« silo, laggr'. Matches text that contains the characters "silo" and also text that does not contain "aggr”.

o "silo, 02, laggr'. Matches text that contains "silo" and also text that contains "02" and also text that does not
contain "aggr".

o "silo, 02, laggr, |01". Matches text that contains "silo" and also text that contains "02" and also text that does
not contain "aggr' and also text that does not contain "01".

I\ non

. s*i*[*0$". Matches fext that contains the letter "s", "i", "I', "o", in that order. Other letters might lie between
these lefters. For example "sXiXIXo" would match.

o "I s*i*1*0$". Matches all text that does not that contains the lefter"s", "i", "', 0", in that order. Other letters
might lie between these letters. For example "sXiXIXo" would not match.

o "lvol&lsilo". Matches text that does not contain "vol" AND also does not contain "silo". For example, "volume"
would match, because it contains "vol" but not "silo".

o "lvol&02". Matches text that does not contain "vol" AND also contains "02". For example, "happy02" would
match, because it does not contain "vol' and it does contain "02".

o "aggr,lvol&02". Matches text that contains "aggr' OR text that does not contain "vol" AND also contains "02".

o "aggr,Ivol&linfra". Matches text that contains "aggr" OR text that does not contain "vol' AND does not contain
"infra".

"' Matches all text.
"I*". Matches null values, typically represented as "--" in most pages.
o 'silo". Matches text that contains "silo".

o "lsilo". Matches fext that does not contain "silo".

o "1™ silo$ . Matches all text except the text "silo", with no characters before or after.

".3,7-8,11,24,50-". Matches numbers 1,2, 3,7,8, 11,24, 50, and all numbers greater than 50.
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'.3,7-8,11,24,50-,a". Matches numbers 1,2, 3,7,8, 11,24, 50, and all numbers greater than 50, and
text that includes "a".

'2n". Matches text that contains any single character and the character "n". For example, this string would
mOTCh “On“, IIanI, ”Cn"’ ||'| nll, Ond |I2nll.

n*SAN". Matches text the contains "n", zero or any number of any characters and then "SAN". For example,
the string would match "nSAN", and "nhamburgerSAN'".

"~ 2n*SAN$”. Matches text that begins with any single character, is following by "n", and then zero or any
number of any characters, and ends in "SAN".

Deleting One or More Event Categories

From the Event Category Manager page, you can delete an event category. To do so:

NOTE: When you remove an event category, the category is also removed from any event policy with which it

is aligned.

>
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Go to the Event Category Manager page (Events > Categories).
In the Event Category Manager page, select the checkbox () of each event category you want fo delete.
In the Select Action drop-down list, select Delete these Event Categories, then select the [Go] button.

Each selected event category is removed from SL1.
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» Networks Event Category Name Evenl count ID  Correlation Time Evem Occunence Edited By Last Edited
b IT Services I J (Al
Gsemt o a v e e
P Assets
2. ®Category 2 0 Min. First em7admin 2016-08-15 16:23:17 ||
» Business Services
v Events 3. 2 Dynamic Applications.Collection - 3 0 Min. First em7admin 2016-07-24 17:31:09 |
Event Manager 4. Environment.Temperature 7 2 4 Min. First em7admin 2016-08-16 17:40:45 ||
Inbound Emal 5. @Example Cat 2 9 2w Last 7admin 20160817 21:57:51 | |
RSS Feeds . Example Category in. ast em7admin - :57: .

SNMP Trap Filters
Suppressions
Categories

» Run Book

» Ticketing

» Web Proxies

[Select Action]
Administration:

|_DELETE these Event Categories
| Find J4 | [Select Action] @ Go |
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Chapter

Defining and Editing Event Policies

Overview

This chapter describes how to edit and define an event policy.
Use the following menu options to navigate the SL1 user interface:
« Toview a pop-out list of menu options, click the menu icon (E)
« Toview a page containing all of the menu options, click the Advanced menuicon ( ).

This chapter includes the following topics:

How SLT Generates Events ... .. . L 47
Viewing the List of Event Policies ... .. 48
Filtering the List of Event Policies . . ... 50
Special Characters ... L 52
Defining an Event Policy . ... . 56
Defining Basic Event Parameters in the Policy Tab ... .. . ... 57
Defining Pattern Matching and Advanced Behavior in the Advanced Tab ... ... ... ... ... ... ..... 60
Defining Event Suppressions in the Suppressions Tab ... ... .. 67
Defining an Event Policy for a Specific Interface ... . . .. 69
Defining Custom Severity for an Interface ... . .. 71
Editing an Event Policy .. ... . 73
Best Practices for Event Definitions ... .. .. 75
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How SL1 Generates Events

SL1 includes pre-defined events for the most commonly encountered conditions on the most common platforms.
SL1 allows you to customize these events. If the pre-defined events do not meet the needs of your organization,
you can define new events. You can edit existing event policies and create new event policies in the Event Policy
Manager page.

SL1 monitors devices (and their applications and components). SL1 then generates log messages based on
incoming trap and syslog data, incoming email messages, and user-defined policies . Each message is associated
with a specific monitored device, organization, asset record, IP network, interface, IT service, vendor, user
account, or virtual interface. SL1 then uses these log messages to generate events. SL1 examines each incoming
log message and compares it to each event policy. If a log message matches an event policy, SL1 generates an
instance of the event and displays the instance in the Event Console page. The event instance will be associated
with the entity that triggered the original log message.

SL1 generates events by collecting logs and messages from the following:

« Syslog. Message is generated by the syslog protocol. Syslogs can be sent by devices and proxy devices like
MoMs. A syslog is an unsolicited message from a device to SL1. Syslog is a standard log format supported by
most networking and UNIX-based devices and applications. Windows log files can be converted to syslog
format using conversion tools. For more information on sylogs, see the manual Syslogs and Traps.

« Internal. Message is generated by a Sciencelogic process. The message is about the SL1 system itself,
instead of the devices that the SL1 system monitors.

o Trap. Message is generated by an SNMP trap. SNMP traps can be sent by devices and proxy devices like
MoMs. An SNMP trap is an unsolicited message from a device to SL1. A trap indicates that an emergency
condition or a condition that merits immediate attention has occurred on the device. For more information on
traps, see the manual Syslogs and Traps.

o Dynamic. Message is generated by a Dynamic Application alert. Dynamic Applications are customizable
policies that tell SLT how to monitor applications and devices. Users can define alerts in Dynamic
Applications. An alert can trigger events based on the data collected by the Dynamic Application. Alerts allow
users to examine and manipulate values retrieved by Dynamic Applications. When an alert evaluates to
TRUE, the alert inserts a message in the associated device's device log. SL1 examines each new message in
the device log and determines if the message matches an event definition. If it does, SL1 generates an
instance of that event. For example, an alert might be defined to evaluate to TRUE if the temperature of a
chassis exceeds 100 degrees F. If the chassis temperature exceeds 100 degrees F, the alert evaluates to
TRUE, the SL1 system inserts a message in the associated device's log files, and the SL1 system matches that
message with an existing event and then triggers the event. For more information on defining and using
alerts, see the Dynamic Application Development manual.

o Email. Message is generated by an email message sentto SL1. For more information on generating events
with email messages, see the Events from Email chapter.
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o APIl. Message was generated by inserting a message into the main database. These messages can be
inserfed by a snippet automation action, a snippet Dynamic Application, or by a request to the Sciencelogic
API. For more information on snippet automation actions, see the manual Run Book Automation. For more
information on snippet Dynamic Applications, see the manual Snippet Dynamic Application
Development. For more information on the Sciencelogic API, see the manual Using the Sciencelogic
API.

« SL1 agent. Message is generated by log file messages collected by the SL1 agent. For more information
about creating Log File Monitoring Policies to monitor log file messages collected by the agent, see the
Monitoring Using the SL1 agent manual.

Viewing the List of Event Policies

From the Event Policy Manager page, you can view a list of all event policies in SL1. To access the Event Policy
Manager page:

1. Gotothe Event Policy Manager page (Registry > Events > Event Manager). The Event Policy Manager
page appears:

Event Policy Manager | Policies Found [3730] Create Reset Guide
Event Policy Name * Trpe State  PPack Severty Weight D  Exiy  Time  Thresh Edited By Last Edited EdemallD  Category -
( | SN — —] S—  S—] o— | — a—  — (AT v )

1. 2) ADIC Global Status Failed Dynamic ~ Enabled  Yes  [Wajpr = 0 2 90 Min.  OMn. 0 em7admin 2015-05-14 11:2453 - - ]
2. 4 [ ADIC Global Status OK Dynamic  Enabled  Yes  [IETOg0 4 15Min.  OMn. 0 em7admin 2015-05-14 112453 = = ]
3. 2 ADIC Global Status Unknown Dynamic ~ Enabled  Yes  [Nolice 0 3 30Mn. oM. 0 em7admin 2015.05-14 11:24553 - - 0
4. [£) ADIC Tape Library Degraded Dynamic ~ Enabled  Yes Minor 0 1 60Min. OMin. 0 em7admin 2015-05-14 112453 = = m]
5. [Z) AKCP: AC Voltage sensor detects no current Syslog. Enabled  Yes ma 1288 90Min. 0 Min 0 em7admin 2015.05-14 11:25.44 - — ]
6.4 [ AKCP: AC Voltage sensor now reporting Normal Status Sysiog  Enabled  ves [ISTORO 1284 1SMin.  OMin. 0 em7admin 2015.05-14 11:25:44 = = m]
7. [ [2) AKCP: DC Voltage High Warning Syslog Enabled  Yes  [Majpr 0 1289 SOMin. OMin. 0 em7admin 2015-05-14 11:25:44 - - ]
g B [5) AKCP: DC Voltage senser High Critical Syslog Enaved  Yes [ 0 1297 90 Min. 0 Min (] em7admin 2015-05-14 112544 - - ]
9. ) AKCP: DC Voltage sensor Low Critical Sysleg Enabed  Yes [l 0 1298 SOMin. OMin. 0 em7admin 2015-05-14 112544 - - ]
10. & [E) AKCP: DC Voltage sensor Low Warning Syslog Enabled  Yes  [Waer 0 1300 90 Min.  OMin 0 em7admin 2015-05-14 11:25:44 - - ]
1. % ) AKCP: DC Voltage sensor retumned to Normal Status Sysiog  Enabled Yes  [ETT0 1301 15Min. oM. 0 em7admin 2015-05-14 11:25:44 = = I
12. £ [E) AKCP: Dry Contact Sensor Low Crilical Syslog  Enabled  Yes [0 1287 90Min. OMin. 0 em7admin 2015-05-14 11:25:44 = = ]
13, Z) AKCP: Dry contact sensor now Normal Sysleg. Enabled  Yes MZ 1292 15Min. 0 Min 0 em7admin 2015-05-14 112544 - - 7
14, 48 [2) AKCP: Humidity High Warning Sysiog  Enabled  Yes  [HAGiorin 0 1295 90Min.  OMn. 0 em7admin 2015.05-14 11:25:44 = = m]
15, B 2 AKCP: Humidity Low Warning Syslog Enabled e -n 1296 90 Min. 0 Min. 0 em7admin 2015-05-14 11:25:44 — — O
16, % [2) AKCF: Smoke Detector Aleri! Sysog  Enabled Yes [T 10 1203 0Min. OMin. 0 em7admin 2015-05-14 11:25:44 = = [m]
17. B /) AKCP: Smeke detector now Normal Status Sysieg Enaved  Yes  [ETTH 1289 1SMin.  OMin. 0 ‘em7admin 2015-05-14 11:25:44 - - ]
18. B [£) AKCP: Water Sensor has detected water Syslog Enabled  Yes [l ¢ 1291 90 Min.  0Min 0 em7admin 2015-05-14 112544 - - ]
19 Syslog Enabed  Ves [0 1290 15Min.  OMn. 0 em7admin 2015-05-14 11:25:44 - - ]
20, [2) Ateon: New Flash Enabled Dynamic  Enabled  Yes [NGHEEN 0 3 3B0Mn.  OMn. 0 em7admin 2015-05-14 11:24:54 = = ]
21, @ ) Aeon: Primary Power Supply Failure Dynamic ~ Enabled  Yes -ﬂ 32 90 Min. 0 Min. 0 em7admin 2015-05-14 11:2454 - - ]
22 8 [2) Ateon: Primary Power Supply Healthy Dynamic  Enabled  Yes  [ISCOR0 33 5Min.  OMin. 0 em7admin 2015-05-14 112454 m]
23, ) Alteon: Redundant Pouer Supply Failure Dynamic ~ Enabled  Yes -a 34 90 Min. 0 Min. 0 em7admin 2015-05-14 112454 - — 7
24 b [2) Alteon’ Redundant Povier Supply Healthy Dynamic  Enabled  Yes  [CIZTOR 0 3s A5Min.  OMin. 0 em7admin 2015.05-14 11:24:54 = = [|]
25, @ ) APC: Batleries Do Not Need Replacement Dynamic  Enabled  Yes [0 & 15Min.  OMn. 0 em7admin 2015-05-14 11:2453 - - ]
26. & [E) APC: Battery Charge Normal Dynamic ~ Enabled  Yes  [[EELCORN 0 16 1SMin.  OMin. 0 em7admin 2015-05-14 112453 - - ]
27 @ 2) APC: Battery Run Time Remaining No Longer Gritical Dynamic  Enabled  Yes [ 0 10 15Min.  OMn. 0 em7admin 2015-05-14 112453 - - ]
28. @ [2) APC: Battery Status Dynamic ~ Enapled  Yes  [Waiori 0 15 90 Min.  OMn. 0 em7admin 2015-05-14 11:2453 - - ]
29 @ 2] APC: Calibration Test Completed Dynamic  Enabled  Yes [0 2 15Min. OMin. 0 em7admin 2015.05-14 11:2454 - - 0
30. @ [g) APC: Calbration Test Did Not Complete Dynamic ~ Enabled  Yes Minor 0 E7l 60Min. OMin. 0 em7admin 2015-05-14 112454 = = -

[Select Action] v

2. The Event Policy Manager page displays the following about each event policy:

TIP: To sort the list of event policies, click on a column heading. The list will be sorted by the column value, in
ascending order. To sort by descending order, click the column heading again. The Last Edited column
sorts by descending order on the first click; to sort by ascending order, click the column heading again.

« Event Policy Name. The name of the event.

« Type. Specifies the source for the event. Possible values are:
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(o}

Syslog. Message is generated by the syslog protocol. Syslogs can be sent by devices and proxy
devices like MoMs. A syslog is an unsolicited message from a device to SL1. Syslog is a standard
log format supported by most networking and UNIX-based devices and applications. Windows log
files can be converted to syslog format using conversion tools. For more information on sylogs, see
the manual Syslogs and Traps.

e}

Internal. Message is generated by a Sciencelogic process. The message is about the SL1 system
itself, instead of the devices that the SL1 system monitors.

o

Trap. Message is generated by an SNMP trap. SNMP traps can be sent by devices and proxy
devices like MoMs. An SNMP trap is an unsolicited message from a device to SL1. A trap indicates
that an emergency condition or a condition that merits immediate attention has occurred on the
device. For more information on traps, see the manual Syslogs and Traps.

(e}

Dynamic. Message is generated by a Dynamic Application alert. Dynamic Applications are
customizable policies that tell SL1 how to monitor applications and devices. Users can define alerts
in Dynamic Applications. An alert can trigger events based on the data collected by the Dynamic
Application. Alerts allow users to examine and manipulate values retrieved by Dynamic
Applications. When an alert evaluates to TRUE, the alert inserts a message in the associated
device's device log. SL1 examines each new message in the device log and determines if the
message matches an event definition. If it does, SL1 generates an instance of that event. For
example, an alert might be defined to evaluate to TRUE if the temperature of a chassis exceeds
100 degrees F. If the chassis temperature exceeds 100 degrees F, the alert evaluates to TRUE, the
SL1 system inserts a message in the associated device's log files, and the SL1 system matches that
message with an existing event and then triggers the event. For more information on defining and
using alerts, see the Dynamic Application Development manual.

o Email. Message is generated by an email message sentto SL1. For more information on
generating events with email messages, see the Events from Email chapter.

o API. Message was generated by inserting a message into the main database. These messages can
be inserted by a snippet automation action, a snippet Dynamic Application, or by a request to the
Sciencelogic API. For more information on snippet automation actions, see the manual Run Book
Automation. For more information on snippet Dynamic Applications, see the manual Snippet
Dynamic Application Development. For more information on the Sciencelogic API, see the
manual Using the ScienceLogic API.

o SLT agent. Message is generated by log file messages collected by the SL1 agent. For more
information about creating Log File Monitoring Policies to monitor log file messages collected by
the agent, see the Monitoring Using the SL1 agent manual. Monitoring

« State. Specifies whether event is fo be operational or not. Possible values are "enabled" or "disabled."
e P-Pack. Specifies whether the event is included in a PowerPack.
« Severity. The severity of the event. Choices are:

o Healthy. Healthy events indicate that a device or condition has returned to a healthy state.

Frequently, a healthy event is generated affer a problem has been fixed.

o Notice. Notice events indicate a condition that does not affect service but about which users should
be aware.
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o Minor. Minor events indicate a condition that does not currently impair service, but the condition
needs to be corrected before it becomes more severe.

o Major. Major events indicate a condition that impacts service and requires immediate
investigation.

o Critical. Critical events indicate a condition that can seriously impair or curtail service and requires

immediate aftention (i.e., service or system outages).

o Weight. lftwo event definitions are very similar, the weight field specifies the order in which SL1
should match messages against each event definition. This field is most useful for events that use
expression matching. The event definition with the lowest weight will be matched first.

o ID. Unigue numeric ID for the event, generated by SL1.

o Expiry. If enabled, the time in which an active event will be cleared automatically if there is no
reoccurrence of the event. Choices are:

o Disabled

o 1 minute — 24 hours

« Time. lfenabled, the maximum amount of time o wait between multiple identical messages from the
same source before creating a new event message in the Event Monitor. This allows related events to
be rolled-up and posted together, under one event description. Choices are:

o Disabled

o 1 minute — 24 hours

e Thresh. [f enabled, the number of instances of an identical event from the identical source that must
occur before creating a new event message in the Event Console page. Choices are:

o Disabled
o 1-100

« Edited By. Name of the user who created or last edited the event.

« Last Edited. Date and time the event was created, imported into SL1, or last edited.

« External ID. The external event ID for the event. The external event ID is an optional field that can be
used to correlate an event policy with an event ID on another network-monitoring system or on
another SL1 system where the event has a different event ID.

« Category. The category for the event. This is an optional field. If SL1 will be sending this eventto an
external system, this field defines the event category for use by the external system.

Filtering the List of Event Policies

The Filter-While-You-Type fields appear as a row of blank fields at the top of the list. These fields allow you to filter
the items that appear in the list.
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The list is dynamically updated as you select each filter. For each filter, you must make a selection from a drop-
down menu or type text to match against. SL1 will search for entries that match the text, including partial matches.
Text matches are not case-sensitive, and you can use special characters in each text field.

By default, the cursor is placed in the first Filter-While-You-Type field. You can use the <Tab> key or your mouse

to move your cursor through the fields.

You can filter by one or more of the following parameters. Only items that meet all of the filter criteria are displayed
on the page.

The following describes each filter on the Event Policy Manager page:

51

Event Policy Name. You can enter fext to match, including special characters (comma, ampersand, and
exclamation mark), and the Event Policy Manager page will display only policies that have a matching
policy name.

Type. You can enter text fo match, including special characters (comma, ampersand, and exclamation
mark), and the Event Policy Manager page will display only policies that have a matching source.

State. You can enter text fo match, including special characters (comma, ampersand, and exclamation

mark), and the Event Policy Manager page will display only policies that have a matching state (enabled or
disabled).

P-Pack. You can enter fext to match, including special characters (comma, ampersand, and exclamation
mark), and the Event Policy Manager page will display only policies that are or are notincluded in a
PowerPack (yes or no).

Severity. You can enfer fext to match, including special characters (comma, ampersand, and exclamation
mark), and the Event Policy Manager page will display only policies that are defined with a matching
severity.

Weight. You can enter text to match, including special characters (comma, ampersand, and exclamation
mark), and the Event Policy Manager page will display only policies defined with a matching weight.

ID. You can enter text to match, including special characters (comma, ampersand, and exclamation mark),
and the Event Policy Manager page will display only policies that have a matching event policy ID.

Expiry. You can enter text to match, including special characters (comma, ampersand, and exclamation
mark), and the Event Policy Manager page will display only policies that have a matching expiry delay time.

Time. You can enter text fo match, including special characters (comma, ampersand, and exclamation
mark), and the Event Policy Manager page will display only policies that have a matching occurrence time.

Thresh. You can enfer fext to match, including special characters (comma, ampersand, and exclamation
mark), and the Event Policy Manager page will display only policies that have a matching occurrence
count.

Edited By. You can enter text to match, including special characters (comma, ampersand, and exclamation
mark), and the Event Policy Manager page will display only policies that have been created or edited by a
matching user.

Last Edited. You can enter fext to match, including special characters (comma, ampersand, and
exclamation mark), and the Event Policy Manager page will display only policies that have been created or
last edited within the matching time span. Choices are:
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o All. Display all event policies that match the other filters.
o Last Minute. Display only event policies that have been created within the last minute.
o Last Hour. Display only event policies that have been created within the last hour.
o Last Day. Display only event policies that have been created within the last day.
o Last Week. Display only event policies that have been created within the last week.
o Last Month. Display only event policies that have been created within the last month.
o Last Year. Display only event policies that have been created within the last year.
o External ID. You can enfer text to match, including special characters, and the Event Policy Manager page
will display only policies that have a matching external ID.

« Category. You can enfer fext to match, including special characters, and the Event Policy Manager page
will display only policies that have a matching category.

Special Characters

You can include the following special characters to filter by each column except those that display date and time:

NOTE: When searching for a string, SL1 will match substrings by default, even if you do notinclude any
special characters. For example, searching for "hel" will match both "hello" and "helicopter'. When
searching for a numeric value, SL1 will not match a substring unless you use a special character.

String and Numeric
e , (comma). Specifies an "OR" operation. Works for string and numeric values. For example:
"dell, micro" matches all values that contain the string "dell" OR the string "micro".
o & (ampersand). Specifies an "AND " operation. Works for string and numeric values. For example:

"dell & micro" matches all values that contain both the string "dell" AND the string "micro", in any order.
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o | (exclamation point). Specifies a "not" operation. Works for string and numeric values. For example:
"Idell" matches all values that do not contain the string "dell".
"I ™ micro" would match all values that do not start with "micro".
"lfer$" would match all values that do not end with "fer".
"1™~ $" would match all values that are not null.
"I " would match null values.
"1$" would match null values.
e

would match null values.

"happy, ldell" would match values that contain "happy" OR values that do not contain "dell".

NOTE: You can also use the "I" character in combination with the arithmetic special characters (min-max, >,
<, >=, <=, =) described below.

o * (asterisk). Specifies a "match zero or more" operation. Works for string and numeric values. For a string,
matches any string that matches the text before and after the asterisk. For a number, matches any number
that contains the fext. For example:

"hel*er" would match "helpers" and "helicopter" but not "hello".
"325*" would match "325","32561", and "325000".
000" would match "1000", "25000", and "10500000".
o 2 (question mark). Specifies "match any one character". Works for string and numeric values. For example:
"2ver" would match the strings "oliver", "levers", and "lover", but not "believer".
"1352" would match the numbers"1350", "1354", and "1359", but not"135" or"13502"
String

e

. (caret). For strings only. Specifies "match the beginning". Matches any string that begins with the specified
string. For example:

" sci' would match "scientific" and "sciencelogic”, but not "conscious".

" happy$" would match only the string "happy", with no characters before or after.
"I ™ micro" would match all values that do not start with "micro".
"1™~ $" would match all values that are not null.

e

would match null values.
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o $ (dollarsign). For strings only. Specifies "match the ending". Matches any string that ends with the specified
string. For example:

"ter$" would match the string "renter" but not the string "terrific".

"~ happy$" would match only the string "happy", with no characters before or after.
"lfer$" would match all values that do not end with "fer".

"1™ $" would match all values that are not null.

"1$" would match null values.

NOTE: You can use both ™ and $ if you want to match an entire string and only that string. For example,
"~ tern$" would match the strings "tern" or "Tern" or "TERN"; it would not match the strings "terne" or
"cistern”.

Numeric

o min-max. Matches numeric values only. Specifies any value between the minimum value and the maximum
value, including the minimum and the maximum. For example:

"1-5"would match 1,2, 3,4, and 5.

o - (dash). Matches numeric values only. A "half open" range. Specifies values including the minimum and
greater or including the maximum and lesser. For example:

"1-"matches 1 and greater. Sowould match 1, 2, 6, 345, etc.
"-5" matches 5 and less. So would match 5, 3, 1, O, etc.
o > (greater than). Matches numeric values only. Specifies any value "greater than". For example:

">7"would match all values greater than 7.

e < (lessthan). Matches numeric values only. Specifies any value "less than". For example:
"< 12" would match all values less than 12.

o >= (greaterthan or equal to). Matches numeric values only. Specifies any value "greater than or equal to".
Forexample:

"=>7"would match all values 7 and greater.

o <= (less than or equal to). Matches numeric values only. Specifies any value "less than or equal to". For
example:

"=<12"would match all values 12 and less.

Defining and Editing Event Policies 54



« = (equal). Matches numeric values only. For numeric values, allows you to match a negative value. For

example:

"=.5"would match "-5" instead of being evaluated as the "half open range" as described above.

Additional Examples
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"aio$". Matches only text that ends with "aio".

[[I2N

shu". Matches only text that begins with "shu'.
" silo$". Matches only the text "silo", with no characters before or after.

"Isilo". Matches only text that does not contains the characters "silo".

"I ~silo". Matches only fext that does not start with "silo".

"10$". Matches only text that does not end with "0".

"I~ silo$". Matches only text that is not the exact text "silo", with no characters before or after.
"I ™" Matches null values, typically represented as "--" in most pages.

"1$". Matches null values, typically represented as "--" in most pages.

"I~ $". Matches all text that is not null.

silo, laggr". Matches text that contains the characters "silo" and also text that does not contain "aggr".

"silo, 02, laggr'. Matches text that contains "silo" and also text that contains "02" and also text that does not
contain "aggr".

"silo, 02, laggr, 101". Matches text that contains "silo" and also text that contains "02" and also text that does
not contain "aggr' and also text that does not contain "01".

I\ non

s*i*[*0$". Matches fext that contains the letter "s", "i", "I', "o", in that order. Other letters might lie between
these lefters. For example "sXiXIXo" would match.

" N s*i*[*0$". Matches all text that does not that contains the letter 's", "i", "I', "0", in that order. Other lefters
might lie between these letters. For example "sXiXIXo" would not match.

"lvol&lsilo". Matches text that does not contain "vol" AND also does not contain "silo". For example, "volume'"
would match, because it contains "vol" but not "silo".

"lvol&02". Matches text that does not contain "vol' AND also contains "02". For example, "happy02" would
match, because it does not contain "vol' and it does contain "02".

"aggr,!vol&02". Matches text that contains "aggr’ OR fext that does not contain "vol" AND also contains "02".

"aggr, vol&linfra". Matches text that contains "aggr' OR text that does not contain "vol" AND does not contain
"infra".

"' Matches all text.
"I*". Matches null values, typically represented as "--" in most pages.
"silo". Matches text that contains "silo".

"Isilo". Matches fext that does not contain "silo".

"I~ silo$ . Matches all text except the text "silo", with no characters before or after.

".3,7-8,11,24,50-". Matches numbers 1,2, 3,7,8, 11,24, 50, and all numbers greater than 50.
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o "-3,7-8,11,24,50-,a". Matches numbers 1,2, 3, 7,8, 11,24, 50, and all numbers greater than 50, and
text that includes "a".

o "2n". Matches text that contains any single character and the character "'n". For example, this string would
mOTCh IIOnlll ”bn", ”Cn”, ||'| r1||, Ond ||2n||.

o "'n*SAN". Matches text the contains "n", zero or any number of any characters and then "SAN". For example,
the string would match "nSAN", and "nhamburgerSAN'".

o "7 2n*SANS$”. Matches text that begins with any single character, is following by "n"

, and then zero or any
number of any characters, and ends in "SAN".

Defining an Event Policy

SL1 includes pre-defined events for the most commonly encountered conditions on the most common platforms.

However, if the pre-defined events do not meet the needs of your organization, you can define new events that
better suit your needs.

From the Event Policy Manager page, you can define a new event. You can define custom events to meet your

business requirements. You can also define events to be triggered by any custom Dynamic Application alerts you
have created.

To create an event definition:

1. Goto Event Policy Manager page (Registry > Events > Event Manager).
2. Inthe Event Policy Manager page, click the [Create] button. The Event Policy Editor page appears:

Event Policy Editor | Create New Event Policy

Reset

Guide

Event Source Policy Mame

[Sysiog vj@|l [>]
Operational State Event Message

| [Enabled 1 @
Event Saverity

[ [ Maior ] v Use Modifier @) P

Policy Description
B-v B I USA-TI- 8-9- /- E-EE ESEB — % W&o
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3. Inthe Event Policy Editor page and set of tabs, you can define a new event. The Event Policy Editor page
confains three tabs:

« Policy. Allows you to define basic parameters for the event. This tab is described in the following
section.

« Advanced. Allows you to define pattern-matching for the event and also define event roll-ups and
suppressions.

« Suppressions. Allows you fo suppress the event on selected devices. When you suppress an event,
you are specifying that, in the future, if this event occurs again on a specific device, the event will not
appear in the Event Console page or the Viewing Events page for the device.

Defining Basic Event Parameters in the Policy Tab

In the Event Policy Editor, the [Policy] tab allows you to define or edit the basic parameters for an event. In the
[Policy] tab, you can define or edit the following fields:

Event Policy Editor | Create New Event Policy

Mew Reset Guide
[EPsEi rovances | Suppression
Event Source Pelicy Name
| Internal v | @ | [Poller: Device not responding | @
Operational State Event Message
| [Enabied | L NEE
Event Severity r
[[Major]  v] Use Modifier @ )
Policy Description
B- ./ B I USA-TI- &-9-/-SE-EEEEB — %6~

Event Definition: The poller was not able to establish SNMP communications with the referenced device.

Probable Cause: The device may be unavailable or a change may have occurred to the system’s device properties (e.g., community string or IP). This event can apply to
any device thatis being polled and is generated from the polling engine,

« Event Source. Specifies the source for the event. Choices are:

o Syslog. Message is generated by the syslog protocol. Syslogs can be sent by devices and proxy devices
like MoMs. A syslog is an unsolicited message from a device to SL1. Syslog is a standard log format
supported by most networking and UNIX-based devices and applications. Windows log files can be

converted fo syslog format using conversion tools. For more information on sylogs, see the manual
Syslogs and Traps.

o Internal. Message is generated by a Sciencelogic process. The message is about the SL1 system itself,
instead of the devices that the SL1 system monitors.
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o Trap. Message is generated by an SNMP trap. SNMP traps can be sent by devices and proxy devices
like MoMs. An SNMP trap is an unsolicited message from a device to SL1. A trap indicates that an
emergency condition or a condition that merits immediate atfention has occurred on the device. For
more information on traps, see the manual Syslogs and Traps.

o Dynamic. Message is generated by a Dynamic Application alert. Dynamic Applications are
customizable policies that fell SL1 how to monitor applications and devices. Users can define alerts in
Dynamic Applications. An alert can trigger events based on the data collected by the Dynamic
Application. Alerts allow users to examine and manipulate values retrieved by Dynamic Applications.
When an alert evaluates to TRUE, the alert inserts a message in the associated device's device log.
SL1 examines each new message in the device log and determines if the message matches an event
definition. If it does, SL1 generates an instance of that event. For example, an alert might be defined
to evaluate to TRUE if the temperature of a chassis exceeds 100 degrees F. If the chassis temperature
exceeds 100 degrees F, the alert evaluates to TRUE, the SL1 system inserts a message in the
associated device's log files, and the SL1 system matches that message with an existing event and
then triggers the event. For more information on defining and using alerts, see the Dynamic
Application Development manual.

o Email. Message is generated by an email message sentto SL1. For more information on generating
events with email messages, see the Events from Email chapter.

o APIl. Message was generated by inserting a message into the main database. These messages can be
inserted by a snippet automation action, a snippet Dynamic Application, or by a request to the
Sciencelogic API. For more information on snippet automation actions, see the manual Run Book
Automation. For more information on snippet Dynamic Applications, see the manual Snippet
Dynamic Application Development. For more information on the Sciencelogic API, see the manual
Using the SciencelLogic API.

o SL1 agent. Message is generated by log file messages collected by the SL1 agent. For more
information about creating Log File Monitoring Policies to monitor log file messages collected by the
agent, see the Monitoring Using the SL1 agent manual.

e Rules Engine. Message generated by the SL1 agent, based on a set of event rules (applies only to Pod
systems).

NOTE: Currently, users cannot create or edit an event with a Source of Rules Engine.

o Policy Name. The name of the event. Can be any combination of alphanumeric characters, up to 48
characters in length.

« Operational State. Specifies whether event is fo be operational or not. Choices are Enabled or Disabled.

o Event Message. The message that appears in the Event Console page or the Viewing Events page when
this event occurs. Can be any combination of alphanumeric and multi-byte characters. Variables include the
characters "%" (percent) and "|" (bar). You can also use regular expressions and variables that represent text
from the original log message tfo create the Event Message:

o Toinclude regular expressions in the Event Message:
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Surround the regular expression with %R and %/R. For example:
%RFilename: .*2 %/R

Would search for the first instance of the string "Filename: " (Filename-colon-space) followed by any
number of any characters up to the line break. The %R indicates the beginning of a regular
expression. The %/R indicates the end of a regular expression.

SL1 will use the regular expression to search the log message and use the matching fext in the event
message.

For details on the regular expression syntax allowed by SL1, see http://www.python.org/doc/howto/.

o You can also use the following variables in this field:

m %l ("eye"). For events with a source of "dynamic", this variable contains the index value from SNMP;
this index value will be displayed in the Event Message. For Dynamic Applications, %! maps to the
raw index that comes back from SNMP. For example, a walk of the MIB at
.1.3.6.1.4.1.999.3.2.1 might return the following OIDs:

o e
w W w
oy o Oy
© © ©

9
9
9

@LOLO
LAJ(.A)(.A)
l\)l\)l\)

.1
-1,
1.

el
.J>u>u>
|—l»—l»—\
»—'»—I»—\
wr\)»—l

In this case, %l would return .1.1,.2.1, and .3.1, respectively.
m %l ("eye"). For events with a source of "syslog" or "trap", this variable contains the value that
matches the Identifier Pattern field in the [Advanced] tab.

m %M. The full text of the log message that triggered the event will be displayed in Event Message
field.

m %Y. Data Value from log file will be displayed in the Event Message field.

m %T. Threshold value from the log file will be displayed in Event Message field.

NOTE: Events with a Source of Rules Engine contain the variable %_event_detail_uri. This variable resolves
to the URL of the incident and provides Sciencelogic users with more details about the event.

« Event Severity. Defines the severity of the event. Choices are:

o Healthy. Healthy events indicate that a device or condition has returned to a healthy state. Frequently,
a healthy event is generated after a problem has been fixed.

o Notice. Notice events indicate a condition that does not affect service but about which users should be
aware.

o Minor. Minor events indicate a condition that does not currently impair service, but the condition
needs to be corrected before it becomes more severe.

o Major. Major events indicate a condition that impacts service and requires immediate investigation.
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o Critical. Critical events indicate a condition that can seriously impair or curtail service and requires
immediate aftention (i.e., service or system outages).

o Use Modifier. If selected, when the eventis triggered, SL1 will check to see if the interface associated with
this event has a custom severity modifier. If so, the event will appear in the Event Console with that custom
severity modifier applied to the severity in the Event Severity field. For example, if an interface with an Event
Severity Adjust setting of Sev -1 triggers an event with an Event Severity of Major and that event has the Use
Modifier checkbox selected, the event will appear in the Event Console with a severity of Minor.

« Policy Description. Text that explains what the event means and what possible causes are. You can use the
editor to format the description text, insert content from a saved template, and add an attachment, link, or
image to the description. This text is displayed in the Event Console page and the Ticket Console page.

After defining the basic properties, click [Save] to save your new event.

Defining Pattern Matching and Advanced Behavior in the Advanced
Tab

The [Advanced] tab in the Event Policy Editor page allows you to define or edit pattern-matching for the event
and also define event roll-ups and suppressions. In the [Advanced] tab, you can define or edit the following fields:

Event Policy Editor | Editing Event Policy [3637] New Reset Guide
Occurrence Count First Match String
[[Disabled V@l @
Occurrence Time Second Match String
[ [isabled ] <@l @
Expiry Dela
[ [ thour] Py el ] Q Identifier Pattern Override type
== @ [[tone] V@
Detecton Weight ldentifier Format
[[o-First] @ ( ]
2]
Link-Alert
] Q Auto-Clear Topology Suppression
Cisco: [MaP Cluster Node A Error :
A Disabled ~
Cisco: IM&P Cluster Node B Error @ [ L ] /@
isco: IM&P SIP Proxy [ None Selected ] ~ Category
Cisco: IM&P SIP Proxy Mum SIPd Workers e Healthy: ADIC Global Status OK [4] @
isco: IM&P XCP Auth Component Healthy: AKCP: AC Voltage sensor now reporting Mormal Status [1399]
Cisco: % Failed SASL Credentials Exceedec Healthy: AKCP: DC Voltage sensor returned to Normal Status [1406]
Cisco: % Failed Token Credentials Exceede Healthy: AKCP: Dry contact sensor now Normal [1397]

Healthy: AKCP: Smoke detector now Mormal Status [1394]
Healthy: AKCP: Water sensor now Normal [1395]

Component Type Healthy: Alteon: Primary Power Supply Healthy [33]
[ [Nfa] v Healthy: Alteon: Redundant Power Supply Healthy [35]
Healthy: APC: Batteries Do Mot Meed Replacement []
External Event Id Healthy: APC: Battery Charge Mormal [18]

[ ]Q Healthy: APC: Battery Run Time Remaining Mo Longer Critical [10]
Healthy: APC: Calibration Test Completed [29]
External Category Healthy: APC: Communication Status Okay [20]
[ ]Q Healthy: APC: Diagnostic Test Passed [28]
Healthy: APC: Diagnostics Schedule Set [27]

Match Logic Healthy: APC: Percent Battery Remaining Mo Longer Critical [12]
[ [ Text Search] s ] @ Healthy: APC: Temperature has returned to normal [31]
Healthy: APC: UPS Mot on Battery [18]
[ Use Mutti-match & Healthy: APC: UPS Mot Running on Battery [14]
[ use Message-match @ Healthy: APC: Zero Defective Battery Packs [6]

Healthy: Automatic Windows Service is now running [35387]
Healthy: AWS: StorageGateway WorkingStorageUsed Has Returned To M
Healthy: AWS: AppELB HTTPCode_ELB_4¥_Count Errors Has Returned T ¥

o Occurrence Count. If enabled, the number of instances of an identical event from the identical source (that
is, on the same device) that must occur before creating a new event message on the Events page. Options
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include:

o Disabled
o 1-1,000 times

Occurrence Time. The time span during which the instances of an identical event (specified in the
Occurrence Count field) from the identical source must occur before SL1 will create a new event message
on the Events page. For example, if the Occurrence Count field contains the value "2" and the
Occurrence Time field contains the value "5 minutes," the event instance must occur twice in five minutes
on the same device before SL1 will generate an event message. Options include:

o Disabled

o Time periods from 1 minute - 2 days

When an event has met the Occurrence Count and Occurrence Time thresholds, SL1 will create a new
event message on the Events page. On the Events page, the Age/Elapsed column will specify the time
since the very first occurrence of the event, even though that occurrence did not appear on the Events
page. The Count column will specify the number of times the event has occurred, even though the event
does not appear on the Events page multiple times.

Expiry Delay. If enabled, the time in which an active event will be cleared automatically if there is no
reoccurrence of the event. Options include:

o Disabled

o 1 minute - 24 hours

Detection Weight. If two event definitions are very similar, the weight field specifies the order in which SL1
should match messages against the similar event definitions. The event definition with the lowest weight will
be matched first. This field is most useful for events that use expression matching. Options range from O (first)

- 20 (last).

The weight field allows users to define detailed event definitions to be used for specific log messages, while
having catch-all event definitions with less-specific matches.

Forexample, suppose SL1 receives the following log message:
2011/04/23 12:34:22 KTLD [ERROR] Message task exception 347 while handling return
Now suppose two events have been defined:
o Eventl:
Will match the expression:
KTLD [ERROR]
Has a weight of "10"
o Event2:

Will match the two expressions:
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KTLD [ERROR]
and

exception 347
Has a weight of "5"

Both event definitions match the log message. However, SL1 uses only the event definition with the lowest
weight. So SL1 would first validate the incoming message against Event 2.

o Log Policy. Select the Log File Monitoring Policy the agent will use to collect the log message.

NOTE: The Log Policy field appears only when you select SL1 agent in the Event Source field of the Policy
tab. See Defining Basic Event Parameters in the Policy Tab for more information.

o Link-Message. For events with a source of "internal," specifies the message generated by SL1.

NOTE: You can use the field at the top of the Link-Message field to filter the list of SciencelLogic messages. If
you enter an alpha-numeric string in the field, the Link-Message field will include only Sciencelogic
messages that match the string.

o Link-Alert. For events with a source of "dynamic," displays a list of alerts defined in Dynamic Applications.
Select an alert to associate with the event.

NOTE: You can use the field at the top of the Link-Alert field to filter the list of alerts from Dynamic
Applications. f you enter an alpha-numeric string in the field, the Link-Alert field will include only
alerts that match the string.

o Link-Trap. For events with a source of "trap," displays a list of trap OIDs that are included in the MIB files that
have been compiled in SL1. You can either select one of the listed trap OIDs to associate with the event or
manually enter a custom trap OID. You can use an asterisk (*) as a wildcard character at the end of the trap
OID. fyou add the wildcard character to the end of the trap OID, the event policy will match all trap OIDs
that start with the specified OID string. This is useful for creating "catch all' event policies.

NOTE: You can use the field at the top of the Link-Trap field to filter the list of SNMP traps. If you enter an
alpha-numeric string in the field, the Link-Trap field will include only traps that match the string.
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NOTE: Before selecting a trap OID, check the SNMP Trap Filters page (Registry > Events > SNMP Trap
Filters) to be sure that the trap is not being filtered out. For more information on the SNMP Trap
Filters page, see the Syslogs and Traps manual.

« Source Host Varbind. For events with a source of "trap," specifies an OID that is included in the trap. This
OID will contain the IP address to align with the event. This field allows you to align an event with a device
other than the trap's sender. For more information about traps in SL1, see the manual Syslogs and Traps.

o Ifavalue is specified in this field, SL1 examines the OID specified in this field. If the value stored in the
OID matches the primary IP address of a device in SL1, the resulting event will be aligned with that
device.

o Ifavalue is specified in this field, SL1 examines the OID specified in this field. If the value stored in the
OID does not match a primary IP address of a device in SL1, the resulting event will be aligned with
the device that sent the trap.

o Ifnovalue is specified in this field, but the trap includes the default snmpTrapAddress OID, SL1 will
examine the value stored in the snmpTrapAddress OID. If the value stored in the default
snmpTrapAddress OID matches the primary IP address of a device in SL1, the resulting event will be
aligned with that device.

o Ifnovalue is specified in this field and the trap does not include the snmpTrapAddress OID, SL1 will
align the resulting event with the device that sent the trap.
« Syslog Facility. Facility information used by syslog to match an event message.
« Syslog Severity. Severity information used by syslog to match an event message.
« Syslog Application Name. Application name used by syslog o match an event message.
o Syslog Process ID. Process ID used by syslog to match an event message.

« Syslog Message ID. Message ID used by syslog to match an event message.

NOTE: For more information on the syslog fields for events, see http://www.rfc-
archive.org/getrfc.phperfc=5424.

« Component Type. Appears for events from all sources. Optional field. If applicable, specifies the hardware
component associated with the event. Options include:
o N/A
o CPU
o Disk
o File system

o Memory

63 Defining and Editing Event Policies



o Swap

o Interface

o External Event Id. Optional. If SLT will be sending an event trap to an external system, this field helps
identify the event for the external system. If you need to correlate this event with an event ID on another
network-monitoring system or on another SL1 system where the event has a different event ID, you can
reference that external event ID in this field. For details on sending traps to external systems, see the manual
on Run Book Automation.

o External Category. Optional. If SL1 will be sending an event trap to an external system, this field helps
categorize the event for the external system. For details on sending traps to external systems, see the manual
on Run Book Automation.

« Match Logic. Specifies whether SL1 should process the First Match String field and Second Match String
as regular expressions or as simple text matches.

NOTE: If you selected Regex Match in the Match Logic field, you cannot define a "match all" expression by
leaving the First Match String and Second Match String fields empty.

o Use Multi-match. By default, SL1 will match a log message or alert to only one event policy. If a log
message or alert matches multiple event polices, SL1 will use the Detection Weight setting to determine
which event policy the log message or alert will match. If you select the Use Multi-match checkbox in all
events that can match the same log message or alert, SL1 will generate an event for every event policy that
matches that single log message or alert.

o Use Message-match. If SL1 has generated an event and then a second log message or alert matches the
same event policy for the same entity, SL1 will not generate a second event, but will increase the count
value for the original event on the Events page and in the Viewing Events page. By default, this behavior
occurs regardless of whether the two log messages or alerts contain the same message. If you select the Use
Message-match checkbox, this behavior will occur only if the log messages or alerts contain the same
message.

« First Match String. A string used to correlate the event with a log message. Can be up to 512 characters in
length. To match this event policy, the text of a log message or alert must match the value you enter in this
field. Can be any combination of alpha-numeric and multi-byte characters. SL1's expression matching is
case-sensitive. This field is required for events generated with a source of Syslog, API, and Email.

« Second Match String. A secondary string used to match against the originating log message. Can be up to
512 characters in length.Can be any combination of alpha-numeric and multi-byte characters. To match this
event policy, the text of a log message or alert must match the value you enter in this field and the value you
entered in the First Match String field. This field is optional.

NOTE: The Match Logic field specifies whether SL1 should process First Match String and Second Match
String as simple text matches or as regular expressions.
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NOTE: You can define an event so that it is triggered only when it occurs on a specific interface. You can then
include the inferface name and SL1's unique interface ID for the interface in the event message.
When defining an event, you can use the following three fields below to associate an event with an
interface.

« Identifier Pattern. A regular expression used to extract the name of a sub-entity (like the name of a network

interface ) from within the log entry. By identifying the sub-entity, SL1 can create a unique event for each sub-

entity, instead of a single event for the entire device. For an event fo auto-clear another event, both events
must have the same sub-entity name. The regular expression can be up to 512 characters in length and can
include multi-byte characters.

For example, a log message indicating a link has gone down may include the network interface name. So
the Identifier Pattern field could extract the network interface name from the log message. SL1 will assign
this value as the "yName" (sub-entity name) of the interface in the database table for interfaces. This name
tends to be more descriptive of the interface (for example ethO1, eth02, sO1, s01) and is unique on the
device, butis not unique in SLT.

NOTE: SL1's expression matching is case-sensitive.

For details on the regular-expression syntax allowed by SL1, see http://www.python.org/doc/howto/.

« Override YType. Specifies a sub-entity type (yType). A sub-entity is a hardware component (CPU, disk,
interface, etc). The "yType" value is stored as an integer in a database table; each sub-entity type is

associated with a unique integer value (e.g. Inferfaces = 7). It SL1 knows an interface's "yName'" (specified in

the Identifier Pattern field) and the "yType" (specified in the Override YType field), SL1 can determine the
unique "yID" for the interface. The "yID" is stored in the table in which all instances of a specific sub-entity are
stored. For example, for "yType" of "interface," the "yID" is a unique numeric ID for a specific interface on a
specific device. This "yID" is stored in the table of all discovered interfaces (if id in master dev.device
interfaces) and is unique within this table.

« Identifier Format. If the Identifier Pattern field returns multiple results, users can specify which results to
use and in which order. Each result is represented by a variable. This field is optional.
o %]1. First match with identifier pattern. This is the default behavior if no value is supplied in the
Identifier Format field.
o %2.Second match with identifier pattern.
o etc.

o Forexample, users could specify "%2:%1" for "Interface %2: Peer %1"

NOTE: If you used the previous three fields to associate an event with an interface, then on the Events page,
the link icon for this event will be for an interface and will lead to a performance report for the specific
interface.
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NOTE: The %Y variable (yName) and %y variable (yID) can be used in policies associated with events that use
the previous three fields. That is, Run Book Action Policies and related Ticket Templates that are
triggered by the event can use the %Y variable and the %y variable. For details on Run Book Actions
Policies and using Ticket Templates, see the section on Creating an Action Policy that Creates a New
Ticket in the manual Run Book Automation.

o Auto-Clear. If enabled, this field specifies whether an event can be cleared from the event list automatically.
You can select one or more events from the list. SL1 automatically removes the current event from the Events
page if one of the selected events occurs.

For example, suppose you have an event "Device not responding to ping". If the next polling session
produces the event "Device now responding normally to ping," the auto-clear feature could automatically
clear the original event from the Events page.

NOTE: You can use the field at the top of the Auto-Clear field to filter the list of events. If you enter an alpha-
numeric string in the field, the Auto-Clear field will include only events that match the string.

« Topology Suppression. Defines event correlation. This setting is used when events occur on devices that
have a parent/child relationship. SL1 automatically defines parent/child relationships when it discovers layer-
2, CDP, LLDP, layer-3, and VMware topology. You can also manually define parent/child relationships
between devices. For event correlation to occur, two types of events must be defined: Suppressing Events
and Suppressible Events. For more details on topology suppression, see the chapter on event correlation in
the Events manual.

The Topology Suppression field contains the following options:

o Disabled. This event is neither a parent event nor a child event.

o Suppressing. Ifthis event occurs on a parent device, SL1 will search all related children devices for
suppressible events.

m Ifyou have assigned a Category to this event, SL1 will search all the children devices and suppress
all events that have been defined as Suppressible and are assigned to the same Category. For
more details on event categories, see the chapter on event correlation in the Events manual.

m fyou have not assigned a Category to this event, SL1 will search all children devices and suppress
all events that have been defined as Suppressible and are not assigned to a Category. For more
details on event categories, see the chapter on event correlation in the Events manual.

m The suppressible events will not appear on the Events page. They will be nested under the parent
event.

o Suppressible. This type of event is suppressed on a child device only when a suppressing event occurs
on the parent device.
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m [fyou have assigned a Category to this event, SL1 will suppress this event when it occurs on a child
device and an event that has been defined as Suppressing occurs on its parent device. The
suppressing event must have the same Category as the suppressible event. For more details on
event categories, see the chapter on event correlation in the Events manual.

m Ifyou have not assigned a Category to this event, when a Suppressing event that is not assigned to
a Category occurs on the parent device SL1 will search all children devices and suppress all
events that have been defined as Suppressible and are not assigned to a Category. For more
details on event categories, see the chapter on event correlation in the Events manual.

m The suppressible events will not appear on the Events page. They will be nested under the parent
event.

o Both. Ifthis event occurs on a parent device, it behaves as a suppressing event. If this event occurs on
a child device, it behaves as a suppressible event. See the descriptions of Suppressing and
Suppressible for details on each type of event.

o Category. When you define a hierarchy between events, you can include a Category. A Category allows
SL1 to more efficiently align suppressing events with suppressible events. When you align an event category
to a suppressing or suppressible event, that event will be correlated with only events that are aligned with the
same category. An event can be aligned to multiple categories; for event correlation to occur, the
suppressing event and the suppressible event must both be aligned with a common category. For more
details on event categories, see the chapter on event correlation in the Events manual.

NOTE: You can use the field at the top of the Category field to filter the list of events. If you enter an alpha-
numeric string in the field, the Category field will include only events that match the string.

NOTE: If you assign a topology category to an event that is neither suppressing nor suppressible, SL1 does not
use the Category. The Category will have no effect.

o Ifyou have assigned a Category to a Suppressing event, SL1 will search all the children devices and
suppress all events that have been defined as Suppressible and are assigned to the same Category.

o Ifyou have not assigned a Category to a Suppressing event, when the event occurs on the parent
device SL1 will search all children devices and suppress all events that have been defined as
Suppressible and are not assigned to a Category.

Defining Event Suppressions in the Suppressions Tab

The [Suppressions] tab in the Event Policy Editor page allows you to suppress the event on selected devices or
all devices in selected device groups. When you suppress an event, you are specifying that, in the future, if this
event occurs again on a specific device, the event will not appear on the Events page.

A manually suppressed event is suppressed only for the selected devices and devices in the selected device
groups. If the event occurs on another device, the event will appear on the Events page.
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NOTE: If you want to disable an event for all devices, see the section on disabling an event in the chapter on
responding fo events.

In the [Suppressions] tab, you can define or edit the following:

Event Policy Editor | Create New Event Policy New Reset Guide
|__Policy [ Advanced [ Suppressions |
Available Device Groups Suppressed Device Groups

( ] (No groups suppressed)
(No groups defined)

Available Devices Suppressed Devices

( ) (No devices suppressed)

Cisco Systems: ACI: 173.36.219.46

Cisco Systems: ACI APIC Controller: apict

Cisco Systems: ACI APIC Controller: apic2

Cisco Systems: ACI APIC Controller: apic3

Cisco Systems: ACI Application Network Profile: access

Cisco Systems: ACI Application Network Profile: default

Cisco Systems: ACI Application Network Profile: LeoSimpleApp

Cisco Systems: ACI Application Network Profile: LeoT estwithL4L7Services n
Cisco Systems: ACI Application Network Profile: vimmMgmt
Cisco Systems: ACI Endpoint Group: default n

Cisco Systems: ACI Endpoint Group: LecEPG

Cisco Systems: ACI Endpoint Group: SecondEPG

Cisco Systems: ACI Endpoint Group: vmmEPG

Cisco Systems: ACI Pod: pod-1

Cisco Systems: ACI Tenant: ACI Fabric1::common

Cisco Systems: ACI Tenant: ACI Fabric1 :infra

Cisco Systems: ACI Tenant: ACI Fabric1::LeoSimple

Cisco Systems: ACI Tenant: ACI Fabric1::mgmt -

Save

« Avdailable Device Groups. Device groups on which you can suppress the current event. To suppress the
current event on all devices in a device group, highlight the device group and select the [>>]. button. The
device group should now appear in the Suppressed Device Groups field. To select multiple device groups,
hold down the <Shift> key and select device groups. For information on device groups, see the Device
Groups and Templates manual.

NOTE: You can use the box at the top of the Available Device Groups field to filter the list of device
groups. You can enter an alpha-numeric string in the box, and the Available Device Groups
field will include only device groups that match the string.

NOTE: Device groups that have Event/View Suppression enabled will appear in this field. For
information on creating device groups, see the Device Groups and Templates manual.
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o Suppressed Device Groups. Device groups on which the event is already suppressed. For information on
device groups, see the Device Groups and Templates manual.

« Available Devices. Devices on which you can suppress the current event. To suppress the current eventon a
device , highlight the device and selectthe [>>]. button. The device should now appear in the Suppressed
Devices field. To select multiple devices, hold down the <Shift> key and select devices.

NOTE: You can use the box at the top of the Available Devices field to filter the list of devices. You can

enter an alpha-numeric string in the box, and the Available Devices field will include only
devices that match the string.

« Suppressed Devices. Devices on which the event is already suppressed.

You can use the arrow buttons ([< <] and [>>]) to move device groups and devices from the Available and
Suppressed lists.

Defining an Event Policy for a Specific Interface

You can define an event so that it is friggered only when it occurs on a specific interface.

You can also include the interface name and SL1's unique interface ID in automation policies associated with the
event.

This section describes how to define an event policy for an interface.
There are three database fields that SL1 uses fo associate an event with an interface:
o yType. The type of sub-entity (CPU, disk, interface, etc). This value is stored as an integer; each sub-entity

type is associated with a unique integer value (e.g., Interfaces = 7).

o yID. The unique ID of the instance of a sub-entity. This value is stored in the table in which all instances of a
specific sub-entity are stored. For example, for yType of interface, the yID is a unique numeric ID for a specific
interface on a specific device. This ylID is stored in the table of all discovered interfaces (if id in master
dev.device interfaces) and is unique within this table.

o yName. The name of the sub-entity. This name tends to be more descriptive of the interface (for example
eth01, eth02, sO1, s02) and is unique on the device, but is not unique in SL1.
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When defining an event, you can use the following three fields to associate an event with an inferface:

Event Policy Editor | Create New Event Policy

New Reset Guide
Occurrence Count First Match String
[ Disabled ) @ |@
Occurrence Time Second Match String
[ Disabled ] rl@| j@
Expiy Delay Identifier Pattern Override Yiype
Disabled v
(Lt | |@ (THone] e
Detection Weight Identifier Format
| [0 First] @ ( @
Syslog Facilty
[[Match Any) va Auto-Clear Topology Suppression
Syslog Severity ( | € [ Disabled ] @
[ Motice | v | @ | [[None Selected ] Category
Healthy: ADIC Giobal Status OK [4] o] -
Syslog Appiication Name Healthy: AKCP: AC Voltage sensor now reporting Normal Status [1294] . I @
[ | @ || Heatihy: AKCP: DC Vollage sensor returned te Normal Status [1301]
Sysiog Prosess 1D Healthy: AKGP: Dry contact senser now Normal [1282]
| ‘ e Healthy: AKGP: Smoke detector now Normal Status [1289]
Healthy: AKCP: Water sensor now Normal [1290]
Syslog Message |0 Healthy: Alteon: Primary Power Supply Healthy [33]
| ‘ 9 Healthy: Atteon: Redundant Power Supply Healthy [35]
Healthy: APC: Batteries Do Not Need Replacement [8]
Compenent Type Healthy: APC: Battery Charge Mormal [16]
| NIA v \ Healthy: APC: Battery Run Time Remaining No Longer Critical [10]
Healthy: APC: Calibration Test Completed [29]
External Event Id Healthy: APC: Communication Status Okay [20]
| ‘ 9 Healthy: APC: Diagnostic Test Passed [26]
Healthy: APC: Diagnostics Schedule Set [22]
External Category Healthy: APC: Percent Battery Remaining No Longer Critical [12]
| \ Q Healthy: APC: Temperature has returned to normal [31]
Healthy: APC: UPS Mot on Battery [18]
et Log Healy APC.Zeto efocive Bty Pocke 5]
ealthy. ero Defective Battery Packs
[ Text Search e Healthy: Automatic Windowrs Service is now running [3371]
(] Use Multi-match & Healthy: AWS: StorageGateway WorkingStorageUsed Has Returned To Normal [87 -
Use 1 e Healthy: AWS: DDE SystemErrors Has Returned To Normal [42]
[ Use Message-match &) Healthy: AWS: DDE ThroftledRequests Has Returned To Normal [44]
Healthy: AWS: DDB UserErrors Has Returned To Normal [40]
Healthy: AWS: EBS VolumeQueuelength Has Returned To Normal [53]

« Identifier Pattern. A regular expression used to extract the specific sub-entity (like the name of a network
interface) within the log entry. SL1 will use this value as the yName of the interface. By identifying the sub-
entity, SL1 can create a unique event for each sub-entity, instead of a single event for the entire device. For
example, a log message indicating a link has gone down may include the network interface name. So this

field could extract the network interface name from the log message. SL1's expression matching is case-

sensitive

For details on the regular-expression syntax allowed by SL1, see http://www.python.org/doc/howto/.

Identifier Format. If the Identifier Pattern field returns multiple results, users can specify which results to

use and in which order. Each result is represented by a variable. This field is optional.

Identifier Format field.

L]
o
(o]
(o]
L]

%2. Second match with identifier pattern.

For example, users could specify "%2:%1" for "Interface %2: Peer %1".

%1. First match with identifier pattern. This is the default behavior if no value is supplied in the

Override YType. Specifies a yType for the interface (yType for interfaces is 7). f SL1 knows the device name,

the interface's yName (specified in the Identifier Pattern field) and the yType (specified in the Override
YType field), SL1 can determine the unique yID for the interface.
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If these fields are used in an event:
« Onthe Events page page, the link icon for this event will be for an interface and will lead to a pedormance
report for the specific interface.

o The %Y variable (yYName) and %y variable (yID) can be used in policies associated with this event. That is,
run book action policies and related ticket templates that are triggered by the event can include the %Y
variable and the %y variable. For details on run book action policies and using ficket templates, see the
section on Creating an Action Policy that Creates a New Ticket in the manual Run Book Automation.

Defining Custom Severity for an Interface

In the Interface Properties page, you can define a custom severity for an interface. You can then configure an
event fo use this custom severity when the event occurs for that interface. For details on the Interface Properties
page, see the chapter on Network Interfaces in the Devices manual.

For example, suppose interface Gi1/0/1 on a Cisco switch named cisco_switch_network] is part of a mission-
critical service. By default, event policies for interface events have a severity of "notice" or "major." You could define
a custom severity modifier that increases the severity of those events to "critical" when they are generated for the

Gil1/0/1 interface.

You could then edit the following events and tell them to use the custom severity for each interface that includes a
custom severity:

o Poller: Interface Admin down (usually has a default severity of "Notice").
o Poller: Interface operationally down (usually has a default severity of "Minor").
o Poller: Interface reporting discards (usually has a default severity of "Minor").

« Poller: Interface reporting packet errors (usually has a default severity of "Minor").

Now when any of those events occur on interface Gi1/0/1 on the switch cisco_switch_network1, the event will
have an increased severity.

To define a custom severity for an inferface:
1. Gotothe Network Interfaces page (Registry > Networks > Interfaces).

2. Selectthe wrench icon ( 3) for the interface for which you want to view the Interface Properties page.
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3. Supply a value in the Event Severity Adjust field. Select the [Save] button.

Prope

o erface [ 46 T Purge

[Editing: e0a] v

»

Interface Name  ela
Port Description | ela
MAC Address 00:AD:98:04.C5:4A / NetworkApp
1AMA Type  ethernetCsmaed [6]
Speed & Counter 1000 Mbps. [Counter 32]
Position & [findex (141
Admin/Oper Status  UpJd Up

TCP IP Address 10.0.0.31/255.255.255.0 [10.0.0.0] -
Interface Mame [gﬂa ] || Disable Discovery Name Update -
Naming || Set Name As: [eDa:0/1]
Interface Tags | | }
Interface Speed 1000000000 || [Bits] v | | Disable Interface Speed Update
Linked-Device [[Nong] v ]
Linked-Interface [ S ]9

Collect State / Frequency [ [Enabled]

v |1[5 Min] v &

Lo o 1

Event Severity Adjust [ [ Default Severity ] v ]

J VT [Disanica] v
Measurement / Percentile | [Mega] v |/ [Accumulative] r ]0 o

Display on Summary || | &l

Inbound % Threshold | e - . L - . [Default: B5%]
Outbound % Threshold | = - - | - [Defautt: 85%]
Inbound [ Mbps ¥ | Thresh. |4 . _ . =[] | Mbps. [Defauti: 0 Mbps.]
Outbound Thresh. |y . _ . ] | Mbps. [Defauti: 0 Mbps.] .

To edit an event policy to use custom severities for interfaces:
1. Gotothe Event Policy Manager page (Registry > Events > Event Manager).

2. Selectthe wrench icon (P) for the event policy you want to edit.

3. Selectthe [Policy] tab.
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4.

Event Policy Editor | Editing Event Policy [1301]

| Policy | Advanced | Suppressions |

Event Source

In the Event Policy Editor page, select the Use Modifier checkbox .

New Reset Guide

[I5ysiog]

Policy Name

Operational State

v ] [#] [AKGP' DC Voltage sensor returned to Mormal Status

[[Enabled] v @ |[w

Event Message

Event

n
[Heatthy ] ] J 0 use tiodier | @

B-v B I US A-Ti- - 9- 7~

B = % & o

on RJ45#5 15 100.0 %. status 1s now Normal

Definition: The voltage sensed by the DC voltage senser has returned to within the normal range. Cause: Example: DC Voltage sensor

o T o

5. Click [Save].

Editing an Event Policy

SL1 includes pre-defined events for the most commonly encountered conditions on the most common platforms.
SL1 allows you to customize these events to meet the needs of your organization. You can edit existing event

policies in the Event Policy Manager page.

CAUTION: If you edit an event policy that was imported into your SL1 system in a PowerPack, you should
remove the event policy from the PowerPack. If you do not remove the event policy from the
PowerPack and the same PowerPack is updated and re-imported into your system, any changes

you have made in the [Policy] and [Advanced] tabs for the event policy will be over-written. For
more information on PowerPacks, see the manual PowerPacks.
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To edit an existing event policy:

1. Gotothe Event Policy Manager page (Events > Event Policies).

Event Policy Manager | Policies Found [3730] Creale Reset Guide

Event Policy Name * Tupe State  P-Pack Severity MWeight D Ewiv  Time Thresh Edited By Last Edited EddernallD  Category -

( | SN S| S | S S — S— S— — ) (A LAl J( ] D
Dynamic  Enabled  Yes oM. OMin 0 emTadmin 2015-05-14 11:24:53 - - ]
Dynamic ~ Enabled  Yes 15Min. DM O emTadmin 2015-05-14 11:24:53 ]
Dynamic  Enabled  Yes 30Min.  OMin. 0 emTadmin 2015-05-14 11:24:53 - - L
4. B E) ADIC Tape Library Degraded Dynamic ~ Enabled  Yes 60Min  OMin. 0 emTadmin 2015-05-14 11:24:53 (]
5 B Z)AKCP: AC Votage sensor detects no current Sysiog  Enabled  Yes oM. DMin 0 emTadmin 2015-05-14 11:25:33 - - ]
6. B [E) AKCP: AC Voltage sensor now reporting Normal Status Sysiog  Enabled  Yes 15Min. DM O emTadmin 2015-05-14 11:25:34 (]
7. B Z) AKCP. DC Voltage High Warning Syskg  Enabled  Yes SOMin. OMin. 0 emTadmin 2015-05-14 11:25:44 - - L
8. B [E) AKGP. DG Voltage sensor High Critical Sysiog  Enabled  Yes SOMin.  OMin. 0 emTadmin 2015-05-14 11:25:34 (]
9 3 5] AKCP: DC Votage sensor Low Critical Sysiog  Enabled  Yes oM. DMin 0 emTadmin 2015-05-14 11:25:33 - - ]
10. B =) AKCP: DC Voltage sensor Low Warning Sysiog  Enabled  Yes S0Min. DM 0 emTadmin 2015-05-14 11:25:34 (]
11. B Z) AKCP: DC Voktage sensor returned to Normal Status Syskg  Enabled  Yes 15Min.  OMin. 0 emTadmin 2015-05-14 11:25:44 - - |
12 B [E) AKGP. Dry Contact Sensor Low Crilical Sysiog  Enabled  Yes SOMin.  OMin. 0 emTadmin 2015-05-14 11:25:44 (]
13 & ] AKCP: Dry contact sensor now Normal Sysiog  Enabled  Yes 15Min. OMin. 0 emTadmin 2015-05-14 11:25:33 - - ]
14 B ) AKCP: Humidity High Warning Sysiog  Enabled  Yes S0Min. DM 0 em7admin 20150514 11:25:44 = - (]
15. B Z) AKCP: Humidity Low Warning Syskg  Enabled  Yes SOMin. OMin. 0 emTadmin 2015-05-14 11:25:44 - - |
16. B =) AKCP. Smoke Detector Alert! Sysiog  Enabled  Yes SOMin.  OMin. 0 emTadmin 2015-05-14 11:25:44 (0]
17, & £] AKCP: Smoke detector now Normal Status Sysiog  Enabled  Yes 1M OMin. 0 emTadmin 2015-05-14 11:25:33 - - ]
18 @ =) AKCP: Water Sensor has detected water Sysiog  Enabled  Yes S0Min. DM 0 emTadmin 20150514 11:25:44 (]
19, B £) AKCP: Water sensor now Normal Syseg  Enabled  Yes 15Min.  OMn. 0 emTadmin 2015-05-14 11:25:44 - - |
20, ) Alteon: New Flash Enabled Dynamic ~ Enabled  Yes 30Min. OMin. 0 emTadmin 2015-05-14 11:24:54 (0]
21 ) Atteon: Primary Power Supply Faiure Dynamic  Enabled  Yes oM. DMin 0 emTadmin 2015-05-14 11:24:54 - - ]
22. 4 2) Alteon: Primary Power Supply Healthy Dynamic ~ Enabled  Yes 15Min.  OMin. 0 em7admin 20150514 11:24:54 (]
23 g) Alteon: Redundant Pover Supply Faiure Dynamic ~ Enabled  Yes SOMin.  OMin. 0 emTadmin 2015-05-14 11:24:54 - - |
24. B ) Ateon: Redundant Power Supply Healthy Dynamic  Enabled  Yes 15Min. OMn. 0 emTadmin 2015-05-14 11:24:54 (0]
25 B ) APC: Batteries Do Not Need Replacement Dynamic  Enabled  Yes 1M OMin. 0 emTadmin 2015-05-14 11:24:53 - - ]
26 8 ) APC: Baltery Charge Normal Dynamic ~ Enabled  Yes 15Min.  OMin. 0 em7admin 20150514 11:24:53 = = (]
27, g) APC: Battery Run Time Remaining o Longer Critical Dynamic ~ Enabled  Yes 15Min.  OMn. 0 emTadmin 2015-05-14 11:24:53 - - |
28 B ) APC: Battery Status Dynamic  Enabled  Yes SOMin.  OMin 0 emTadmin 2015-05-14 11:24:53 (0]
2. Dynamic  Enabled  Yes 1M OMin. 0 emTadmin 2015-05-14 11:24:54 - - ]

30. B =) APC: Calibration Test Did Not Complele Dynamic ~ Enabled  Yes 60Min.  OMn. 0 emTadmin 20150514 11:24:54 - O~
[Seeat acon] @ co |

2. Inthe Event Policy Manager page, select the wrench icon (RP) of the event policy you want to edit.

3. The selected event policy is displayed in the Event Policy Editor page, where you can edit one or more
properties of the event policy.

4. The Event Policy Editor page contains three tabs:
« Policy. Allows you to define basic parameters for the event. The fields in this tab are described in the
section Defining Basic Event Parameters in the Policy tab.

« Advanced. Allows you to define pattern-matching for the event and also define event roll-ups and
suppressions. The fields in this tab are described in the section Defining Pattern Matching and
Advanced Behavior in the Advanced Tab.

« Suppressions. Allows you fo suppress the event on selected devices. When you suppress an event,
you are specifying that, in the future, if this event occurs again on a specific device, the event will not
appear on the Events page. This tab is described in the section Defining Event Suppressions in the
Suppressions tab.

6. Click [Save] to save your changes to the event policy.
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Best Practices for Event Definitions

The Event Policy Editor page was designed to be an intuitive tool that allows technical users to quickly create
customized events from standard collection methodologies. The following best practices will help make event
definitions efficient and effective:

o Forquicker setup and consistency across platforms, you can export and import event definitions using
PowerPacks (System > Manage > PowerPacks), which allows for easy sharing and backing-up. A
PowerPack is an exportable and importable package of one or more Dynamic Applications, event policies,
device categories, device classes, device templates, device groups, reports, dashboard widgets,
dashboards, run book automations, run book actions, ticket templates, credentials, XSL transformations, Ul
themes, and/or IT Service policies. You can use PowerPacks to share customized content among SL1
systems and to download customized content from Sciencelogic. For details on creating and using
PowerPacks, see the manual PowerPacks.

o When creating new event definitions, make sure to set the Event Source field to the type of message you
will be working with.

e Regular-expression matching in SL1 is case-sensitive.

o Use care when creating regular expressions. For example, remember that variables within messages (such
as date, device name, and IP address) might differ from device to device.

o Using the "weight" function can help better qualify events and allow for greater definition of environment-
specific events. For example, suppose you created three slightly different event definitions:

o Eventl:
m First Match String = Server Down
m Second Match String = left blank
m Detection Weight = 10

m Severity = Minor

o Event2:
m First Match String = Server Down
m Second Match String = dev
m Detection Weight = 5
m Severity = Major
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o Event3:
m  First Match String = Server Down
m Second Match String = dev-mssgl-001
m Detection Weight =0

m Severity = Critical

Because it has the lowest weight, Event 3, the critical event, would always be checked first. Event 2, the
major event, would be checked second. The least specific event, Event 1, would be checked third.
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Chapter

Event Notification and Event Automation

Overview

SL1 includes automation features that allow you to define specific event conditions and the actions you want SL1 to
execute when those event conditions are met.

Use the following menu options to navigate the SL1 user interface:
o Toview a pop-out list of menu options, click the menu icon (E)
« Toview a page containing all of the menu options, click the Advanced menuicon ( ~ ).

This chapter provides an overview of these features, and it includes the following topics:

Automation Policies .. .. il 78
Action Policies ... il 79
Creating Automation Policies and Action Policies ... ... .. . . ... 79
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Automation Policies

An automation policy allows you to define automatic actions that should be executed in response to events. An
automation policy defines the event conditions that can trigger an automatic action.

When the event criteria in an automation policy is met, an action is executed. This action is defined in an action
policy. To view a list of action policies, go to the Action Policy Manager page (Registry > Run Book > Actions).

For example, an automation policy might specify: if the event "illicit process" occurs on device "mailserver01", and
the event is not cleared within five minutes, execute the action policy "Email NOC". The action policy "Email
NOC" could notify all NOC staff about the "illicit process" event.

Automation policies can describe the following criteria. One or more of these criteria must be met before an action

is executed:

« One or more specified events must have occurred.

Events must have occurred on one of the specified devices.

« Event(s) must have the specified severity (critical, major, minor, notice, or healthy).

« Events must have the specified status (event is not cleared, event is not acknowledged, ticket is not created

for event).

Specific amount of time that must elapse while the status does not change.

Automation Policy Editor | Editing Automation Policy [2]
Policy Name Policy Type Policy State Organization
[Apply Template | [rActive] [+] [(Enabed]  [+] [[5ystem] [+]
Criteria Logic Match Logic Match Syntax
[ Severity =] | = | [Heatthy, ] « | [[Textsearch] [+] | |
[euive t"'"'? rEEsiEe] z Repeat Time Align With
[ and event is NOT cleared ] - | [Only once ] EI | [ Devices | EI

|:| Include events for entities other than devices (organizations, azzets, etc.)

4, Available Devices

Aligned Devices

Deep Thought

Sciencelogic, Inc.: EMT Databaze: em7?
System

Avocent: OEM: acs-dev-001

Cigrn

17 - 2811 Cigen 10 06 32 wanrdomain com

(All devices)

4
4

Available Events

Aligned Events

Critical: AKCP: DC Voltage sensor High Critical
Critical: AKCP: DC Voltage sensor Low Critical

Critical AKCP Smoke Detector Alerd!

Critical: AKCP: AC Voltage sensor detects no current -

Critical: AKCP: Dry Contact Sensor Low Critical

Motice: Poller: Added application monitoring for device -

Available Actions

Aligned Actions

Send Email: Send Email

SNMP Trap: EMT Event Trap
Snippet: Apply Device Template
Snippet: EMT Ping Snippet

S0l Ouery Annhe Devics

1. Snippet: Apply Device Template

4 |

When the criteria are met, the automation policy triggers the execution of one or more specified action policies.
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To create an automation policy, go to the Automation Policy Manager page (Registry > Run Book >
Automation).

Action Policies

An action policy is an action that can be automatically triggered in SL1 when certain criteria are met. The triggers
are defined in an automation policy (Registry > Run Book > Automation).

An action policy can perform one of the following tasks:

« Send an email message to a pre-defined list of users.

o Send an SNMP trap from SL1 to an external device.

o Create a new ticket (using ticket templates defined in Registry > Ticketing > Templates page).
o Update an existing ticket.

o Write an SNMP value to an existing SNMP object on an external device.

« Execute a custom Snippet (Python program).

o Query a database.

To create an action policy, go to the Action Policy Manager page (Registry > Run Book > Actions).

Creating Automation Policies and Action Policies

For details on creating automation policies and action policies, see the manual Using Run Book Automation.
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Chapter

Events from Email

Overview

SL1 can generate events based on emails the system receives from external devices.

When an "Event from Email" policy matches an incoming email with a device in SL1, the Event from Email policy
creates a log entry in the device log. The log entry includes the contents of the email subject line and message
body. You can then configure SL1 to trigger events from those log entries.

Configuring Events from Email

To configure SL1 to generate an event from an incoming email, you must perform the following tasks:
« Define seftings in the Email Settings page (System > Settings > Email) that allow SL1 to receive incoming
email messages.

o Ensure that the DNS server that handles name-service for the Sciencelogic network is configured correctly to
direct email messagesto SL1.

« Inthe Emailer Redirection page (Events > Inbound Email), define an email originator policy.
« Configure the third-party system to send event messages to SL1 via email.

« Define events based on incoming email messages. In the Event Policy Editor page (Events > Event Policies
> create or edit), in the Event Source field, select Email.

For detailed instructions on how to complete each of these steps, see the chapter on Events from Email in the
manual Inbound Email.
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Chapter

RSS Feeds and Events

Overview

SL1 includes two types of RSS feeds that can be used with events:

o Custom RSS feeds that monitor events. You can define these in the Custom RSS Feeds page (Preferences
> Desktop Tools > RSS Feeds).

« RSS feeds from external web sites. You can view these feeds within SL1 and configure SL1 to create an
event each time the external RSS feed is updated.

Use the following menu options to navigate the SL1 user interface:
o Toview a pop-out list of menu options, click the menu icon (E)
« Toview a page containing all of the menu options, click the Advanced menuicon ( ).

This chapter will describe how to define and use each type of RSS feed:

Viewing Eventswith an RSS Feed ... .. . i 82
Defining a Custom RSS Feed . 82
Editing a Custom RSS Feed . 84
Viewing a Custom RSS Feed .. . 85
Defining an External RSS Feed to Trigger Events .. ... i 86
Viewing the List of Monitored RSS Feeds ... ... L 87
Defining an RSS Feed 1o MOnItor ... .. e 87
Editing a Monitored RSS Feed .. . . .. 88
Viewing Articles from an RSS Feed . ... L 89
Performing Administrative Tasks on One or More Monitored RSS Feeds ... . oo . 90

RSS Feeds and Events 81




Viewing Events with an RSS Feed

Custom RSS feeds allow you to view information about tickets and events without being logged in to SL1. Custom
RSS feeds from SL1 can be viewed through a browser or through most free and commerecially available feed
viewers.

Defining a Custom RSS Feed

You can create a custom feed that filters tickets and events, and includes only tickets and events that you are
interested in monitoring.

To define the RSS feed and specify the ticket and event criteria:

1. Gotothe Custom RSS Feeds page (Preferences > Desktop Tools > RSS Feeds).

2. Selectthe [Refresh] button to clear any values from the fields in the editor pane.

ssssssss

3. Inthe Global Settings pane, supply values in the following fields:

« Feed Name. Name of the feed. Can be any combination of alphanumeric characters, up to 64
characters in length.

4. Inthe Custom RSS Feeds page, under the Ticket Settings pane, you can specify the criteria that a ticket
must meet to be included in the RSS feed. Supply values in the following fields:

« Ticket Queues. The RSS feed will include tickets only from the selected queues. You can select from a
drop-down list of all ticket queues that you are allowed to view. By default, no queues are selected. To
enable the RSS feed, you must select at least one queue. For more information on ticket queues, see
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the chapter on Ticket Queues in the Ticketing manual.

« Assigned Only. If you select this checkbox, the RSS feed will include only tickets that have been
assigned.

o Status. The RSS feed will include only tickets with the status you select. The choices are:

o All. Tickets of all statuses will be included in the RSS feed.
o Open. Only fickets with a status of Open will be included in the RSS feed.
o Working. Only tickets with a status of Working will be included in the RSS feed.
o Pending. Only tickets with a status of Pending will be included in the RSS feed.
o Resolved. Only tickets with a status of Resolved will be included in the RSS feed.
o O/W/P. All tickets with a status of open, working, or pending will be included in the RSS feed.
o Minimum Severity. The RSS feed will include only tickets with a severity equal fo or greater than the
severity you select. Choices are:
o Severity 5/Healthy. All tickets will be included in the RSS feed.
o Severity 4/Nofice. Healthy tickets will not be included in the RSS feed.
o Severity 3/Minor. Healthy tickets and Notice tickets will not be included in the RSS feed.
o Severity 2/Major. Healthy, Notice, and Minor tickets will not be included in the RSS feed.
o Severity 1/Critical. Healthy, Notice, Minor, and Major tickets will not be included in the RSS feed.

5. Inthe Custom RSS Feeds page, under the Event Settings pane, you specify the criteria that an event must
meet o be included in the RSS feed. Supply values in the following fields:

o For Organization. This box will contain a list of all organizations about which you are allowed to view
information. Select one or more organizations for which you want to view event information. (To select
multiple organizations, hold down the <Ctrl> key while clicking.) The RSS feed will include only
events assigned to the selected organization(s). Users must select at least one organization from this
list.

o Unacknowledged Only. Select this checkbox to include only unacknowledged events in the RSS
feed. For details on acknowledging events, see the section on acknowledging events.

« Age Less Than. The RSS feed will include only events with an age equal to or less than the selected
age.

o Minimum Severity. The RSS feed will include only events with a severity equal fo or greater than the
severity you select. Choices are:
o Healthy. All tickets will be included in the RSS feed.
o Notice. Healthy tickets will not be included in the RSS feed.
o Minor. Healthy fickets and Notice tickets will not be included in the RSS feed.
o Major. Healthy, Notice, and Minor tickets will not be included in the RSS feed.
o Critical. Healthy, Notice, Minor, and Maijor tickets will not be included in the RSS feed.
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« Device Group Filter. The RSS feed will include only events associated with devices in the selected
device group. In this field, you can select a device group from a list of all device groups you are

allowed to view. For more information on Device Groups, see the manual on Device Groups and
Templates.

6. Click [Save] to save the new Custom RSS Feed.
Editing a Custom RSS Feed

You can edit an existing custom RSS feed and make changes to the criteria for tickets and events. You can also
delete an existing RSS feed.

To edit an existing RSS feed:

1. Gotothe Custom RSS Feeds page (Preferences > Desktop Tools > RSS Feeds)
2. Inthe Custom RSS Feeds page, go to the RSS Feeds registry pane at the bottom of the page.

Custom RSS Feeds

Global Settings Event Settings

Feed Name.

For Organization [T EA LS
B:

Ticket Settings

Ticket Queues.

Change Management
Documentation
Facil

Unacknowledged Only  [[]| Creck = Enaties |
Age Less than [[1 nou] =
Assigned Only [ check = £ntied] Minimum Severty [ Heakhy |
Status [[Open] = p Fiter [1A1 1 =]
Minimum Severity [[Sev 0/ Heathy] [=]
RSS Feeds
Fead Nams Feat D TewsStns Tkt Seue vy Teistpssgres  Eeeses  Euew U

3. Selectthe wrench icon ( :P) ofthe RSS feed you want to edit.

4. The top pane will be populated with values from the selected RSS feed. You can edit one or more values.

5. Click [Save] to save your changes.
To delete an existing custom RSS feed

1. Gotothe Custom RSS Feeds page (Preferences > Desktop Tools > RSS Feeds).
2. Inthe Custom RSS Feeds page, go to the RSS Feeds registry pane, at the bottom of the page.
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3. Selectthe bombicon (ﬁi) of the RSS feed you want to delete.

Custom Rss recas
Global Settings Event Settings
Fecd Name For Organization [T EAEE ]
Bar
Ti Deep Thought
a Foo
Asset Management NewlOg
Bar ScienceLogic
Change Management [EEEm

Unacknowledged Only  [[]| Creck = Enaties |

i Age Less than [[1 nou] =
Assioned 0ty | [ o= erans] Hinimum Severty [[Heakhy]
status [[Open] = pFiter [0 1 [=]
Minimum Severity [[Sev 0/ Heathy] [=]
RSS Feeds
Fead Nams Feat D Tkt Staus ket Seusnty Tiskat Azsigned Euent sen Event g Unssis Evants
1. Brest 1 open Heatny Enabled Heattny 0 Hours Disabled

4. The RSS feed will be deleted from SL1.

Viewing a Custom RSS Feed

You can view a custom RSS feed in a browser window or in a third-party viewer.
To view a RSS feed from the Custom RSS Feeds page:

1. Gotothe Custom RSS Feeds page (Preferences > Desktop Tools > RSS Feeds).
2. Inthe Custom RSS Feeds page, go to the RSS Feeds registry pane, at the bottom of the page.
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3. Selectthe RSS icon (u) of the RSS feed you want to view.

to afeed, itis added to the Common Feed List. Updated inf

Major Event [296] | File system usage exceeded (major) threshold Limit: 85% Actual: 85.26% /data.local

=3

The y of this ty [sev 3 / major]. This open] ticket was created for organization [QA] by user [1] on [Wed, 16 Jun 2010 20:50:18 +0000] and currently resides within the [3] queue and has 0 escalations
exercised. The last modification was made on [Wed, 16 Jun 2010 20:50:18 +0000] by queue member (1],

Notice Event [295] | <Test Description>

Today, lune 16, 20 —ry

The severity of this ticket is currently [sev 1/ noticel, This [open ticket was created for organization [System] by user [21] on [Wed. 16 Jun 2010 18:56:56 +0000] and currently resides within the [3] queue and has 0 escalations
exercised. The last modification was made on [Wed, 16 Jun 2010 19:59:02 +0000] by queue member (1],

Critical Event [290] | Ticket For Device: 10.20.30.131

14, 2010,60935 7M1 3
The severity of this ticket is currently [sev 4 / citcall. This [open] ticket was created for organization [system] by user [3] on [Mon, 14 Jun 2010 2209:35 +0000] and currently resides within the (3] queue and has O escalations
exercised. The last modification was made on [Mon, 14 Jun 2010 220:35 +0000] by queve member (3]

Critical Event [291] | Ticket For Device: 10.20.30.20

19

ritical). This [open] ticket was created for of stem] by user (3] on [Mon, 14 Jun 2010 22:09:35 +0000] and currently resides within the (3] queue and has 0 escalations
i [Mon, 14 Jun 2010 220935 +0000] by quel 1

rrently [sev 4 / criticall. This [open) ticket was created for organization [System] by user [3] on [Mon, 14 Jun 2010 22:09:35 +0000] and currently resides within the [3] queue and has O escalations
exercised. The last modification was made on [Mon, 14 Jun 2010 22:09:35 +0000] by queue member (3},

Critical Event [293] | Ticket For Device: 10.20.30.137

Jonday, June 14, 2010, 60935 PM b

The severity of this ticket is currently [sev 4 / citcall. This fopen] ticket was created for organization [System] by user [3] on [Mon, 14 Jun 2010 2209:35 +0000] and currently resides within the (3] queue and has O escalations
exercised. The last modification was made on [Mon, 14 Jun 2010 220:35 +0000] by queue member (3]

Displaying 205/295
ol »s
Sort by:
~ at

it

4. The RSS feed displays in a browser window.

o The window displays a list of all entries in the feed, and details on each entry (event or ticket).

« Clicking on the ticket heading displays a new window containing the Ticket Report for that ticket.

o Inthe Ticket Report, clicking on the "click here 1o login" link takes the user to the SL1 appliance where
the ticket resides. Depending upon key privileges, users can then edit the ticket. Any changes to the

ticket are dynamically updated in the RSS feed.

To view the RSS feed in a third-party viewer:

1. Perform the steps above to view the RSS feed in the Custom RSS Feeds page.

Copy the URL from the URL field in the browser window.

Launch the RSS viewer.

BN

feed from SL1.

Paste the URL into the RSS viewer. The URL includes a key for authentication, so the viewer can retrieve the

Defining an External RSS Feed to Trigger Events

You can view and monitor external RSS feeds from SL1. In SL1, you define one or more RSS feeds to monitor. You
can then view the feeds directly from SL1. When new items are added to the feed, SL1 can generate an eventto

notify users. So SL1 allows you to:

o Monitor RSS feeds for new updates
o View RSS feeds
« Trigger events based on RSS feeds

86

RSS Feeds and Events



SL1 allows you to monitor the following types of RSS feeds:

e« RSST.0+
e« RSS2.0+
« ATOM

The following sections will describe how to define and/or edit an external RSS feed to monitor, and how to view the
feed from within SL1.

Viewing the List of Monitored RSS Feeds

The RSS News Feed Manager page displays a list of existing policies for monitoring RSS feeds. For each policy,
the page displays:

TIP: To sort the list of RSS feeds, click on a column heading. The list will be sorted by the column value, in
ascending order. To sort by descending order, click the column heading again. The Edit Date column
sorts by descending order on the first click; to sort by ascending order, click the column heading again.

« Channel Name. Name of the RSS feed that is monitored by the policy.

o Feed URI. URL ofthe RSS feed.

« Organization. Organization o associate with this monitoring policy.

o Feed Count. Specifies the number of arficles in the feed.

o State. Specifies whether SL1 is currently retrieving data for the policy. Choices are Enabled or Disabled.
o Collector. Name of the Data Collector that collects data for the policy.

o Edit User. The user who created or last edited the policy.

« Edit Date. Date the policy was created or last edited.

Defining an RSS Feed to Monitor

In the RSS News Feed Manager page (Events > RSS Feeds) , you can define RSS feeds that you want to monitor
with SL1. To monitor an RSS feed:

1. Gotothe RSS News Feed Manager page (Events > RSS Feeds).
2. Inthe RSS News Feed Manager page, selectthe [Create] button.
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3. The RSS Feed Editor modal page appears.

Add RSS Feed Close [ Esc

RS5 Feed Editor

Channel Name | |
RSS URL | |
Organization |[S','stem]
Collection |[Enab|ed]
Eventing/Severity |[Nnne]

Collector | em/_ao

EEEEE

4. Inthe RSS Feed Editor modal page, supply a value in each of the following fields:

e Channel Name. Name of the RSS feed. If you choose to trigger events based on updates fo the RSS
feed, this value will appear in the Entity field of the event.
o RSS URL. URL of the RSS feed.

« Organization. Organization to associate with this monitoring policy.

o Collection. Specifies whether SL1 should retrieve data from the RSS feed. Choices are Enabled or
Disabled.

o Eventing. Specifies whether SL1 will create an event when a new article is detected in the RSS feed.
Select from the drop-down list:

o None. No event appears when new articles are defected.

o Event Console. A description of the new article appears as an event in the Event Console page.

o Severity. I new arficles will rigger an event in the Event Console page, specifies the severity of the
event. Select from the drop-down list of all event severities.

« Collector. Specifies the Data Collector that will monitor the RSS feed. Select from the available
choices in the drop-down list. For All-In-One Appliances, this field does not apply.

5. Click [Save] to save the policy and monitor the RSS feed.
Editing a Monitored RSS Feed

From the RSS News Feed Manager page (Events > RSS Feeds), you can edit an existing monitoring policy for an
RSS feed. To do this:

1. Inthe RSS News Feed Manager page, select the wrench icon ( :P) of the monitored RSS feed you want to
edit.
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The RSS Feed Editor page appears, populated with values from the monitored RSS feed you selected.

In the RSS Feed Editor, you can edit the values in one or more fields. For a description of each field, see the
previous section on Defining an RSS Feed to Monitor.

4. Click [Save] to save your changes to the policy.
Viewing Articles from an RSS Feed

From the RSS News Feed Manager page (Events > RSS Feeds), you can view a list of articles retrieved from a
monitored RSS feed. To do this:

1. Inthe RSS News Feed Manager page, select the page icon () of the monitored RSS feed you want fo

view.

RSS News Feed Manager | Feeds Found [1]

Fes UR

ChannsiName »
[ Il
1. ow

s —] o ]
— ]
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2. The Article Catalog page appears.

For Organization [ System ] | Channel: CNN | Articles Found [16]
| Search where Tile is like Ell |

Date Titie >

1. 2012-12-0523:10:00 ‘Call of Duty: Black Ops II: Disjointed but compeling 0] Qe
2. 2012-12-0523:10:00 "Gangnam to "Kony': 2012's top videos @ Q@ [
3. 2012-12-0523:10:00 10 smartphone habits to avoid 1 @@ O
4. 2012-12-0523:10:00 5 big tech issues await Obama in second term =i QO 7]
5. 2012-12-0523:10:00 Airport Wi-Fi and mobile services are lacking [ 00 D
6. 2012-12-0523:10:00 An open letter to texting-mad teenagers @ (=1« M|
7. 2012-12-0523:10:00 Five texts you should never send 0] (=1« M|
8. 2012-12-0523:10:00 How devices make us superhuman mm @@
9. 2012-12-0523:10:00 Tunes!! finally available for download 0] Qe O
10. 2012-12-0523:10:00 Le blog: All the action from LeWeb Paris 12 @ @@ [
11, 2012-12-0523:10:00 Lottery "winner a Facebook hoax M1 @@
12. 2012-12-0523:10:00 Microsoft opens a social network @ 9@ O
13. 20121205 23:10:00 OMG ... the text message turns 20 0] Qe O
14, 2012-12-0523:10:00 Post-Katrina, New Orleans startups take fiight =iyl (=1 N
15, 2012-12-0523-10:00 South Korea gaming: Skill or addiction? 11 Q@9 O
16. 2012-12-0523:10:00 Why the Pope and Obama turn to Twitter @ 9@ [

3. Inthe Article Catalog page, you can select and view articles from a monitored RSS feed. To view an article,

select its globe icon (G or n)

| News Feed Articles

Airport Wi-Fi and mobile services are lacking

Mobile technology is critical at the airport. Yet a new survey shows that most travelers are not satisfied with airport Wi-Fi
And airports are migsing opportunities to offer vital mobie services.

Ernzil this Add to delicio.us Digiy This! Share on Facehook Sturnble £l

[Copyright © 2003 - 2012 Sciencelogic, Inc. All rights reserved.

Performing Administrative Tasks on One or More Monitored RSS Feeds

SL1 allows you to edit multiple RSS feeds simultaneously. The Select Action drop-down list in the RSS News Feed
Manager page (Events > RSS Feeds) allows you to apply an action to multiple monitored RSS feeds at once.
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1. Inthe RSS News Feed Manager page (Events > RSS Feeds), select the checkbox for each RSS feed to
which you want to apply the action. To select all checkboxes for all RSS feeds, select the checkbox icon at the
top of the page.

TIP: To sort the list of RSS feeds, click on a column heading. The list will be sorted by the column value, in
ascending order. To sort by descending order, click the column heading again. The Edit Date column
sorts by descending order on the first click; to sort by ascending order, click the column heading again.

2. Inthe Select Action drop-down list, select one of the following actions:

o DELETE Feed Policy. Deletes the monitored RSS feed. SL1 no longer monitors that RSS feed.

o ENABLE Collection. SL1 will retrieve data from the selected news-feed policies.

o DISABLE Collection. SL1 will not retrieve data from the selected news-feed policies.

o ENABLE Eventing. SL1 will display an event when a new article is detected in the RSS feed.

o DISABLE Eventing. SL1 will not display an event when a new article is detected in the RSS feed.

« Move News Feed To (list of organizations). Associate selected news feed policies with selected
organization.

« Change Collector (list of collectors). Associate selected news feed policies with selected collector.

3. The selected action will be applied to each selected RSS feed.
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Chapter

10

Reports for Events

Overview

SL1 provides the following types of reports on events:

« Event Statistics report from the Device Reports panel, in Viewing Events page. This report displays
information about all events, both active and cleared, that have occurred on the selected device.

o Reportsin Reports > Quick Reports. These reports are customizable and display detailed information
about events.

« Event Overview from the System tab. This report provides a graphical overview of all events in SL1.

« Event Statistics from the System tab. This report displays a graph of the number of events processed by a
selected All-In-One appliance, Database Server, Data Collection Server, or Message Collection Server.

Use the following menu options to navigate the SL1 user interface:
« Toview a pop-out list of menu options, click the menu icon (E).
« Toview a page containing all of the menu options, click the Advanced menuicon (= ).

The following sections describe each type of event report:

Event Statistics for a Single Device ... ... ... 93
Event Reportsinthe Reports Tab .. 94
Event Overview Report .. ... 102
Event StatistiCs ... ..o 103
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Event Statistics for a Single Device

From the Device Investigator page, you can generate an Events report on that device.

SF-AIO-ERAMIREZ-25 Info v Last 24 Hours v Compare Device ~ Report | Tools v
Investigator  Configs ~ Collections  Events Interfaces Q More v

Device List Combine Charts
Logs 300f8298

SF-AIO-ERAMIREZ-25

B oz
vitas
B3 Latency (s)
CPU Utilization (%)

Physical Memory Utilization (%) x

Vitals: CPU Utilization (%)

1. On the Device Investigator page, click the [Report] button. The Device Report modal page appears.
2. Inthe Select Type drop-down, select Events.

3. Inthe Select Format drop-down, select the format for the report. Options include HTML, PDF, DOC, XLS, or
Csv.

4. Click the [Create Report] button to generate the report.

The report appears displaying events that have occurred for that device, including the event message, severity, last
occurrence, and the number of times that event has occurred.

[ . . "

i:iEESCIEﬂCCLDg C 3;uf|§§£;|;gﬁn|:or. SILO.qga.sciencelogic.local Brinibo

ActiveEvents .
Event Massags Severity Last Occurance

SEL Cerificate Has Expired: (expires On: 2016-04-27 10:10:44) Major  [2019-05-14 02:19:13 :
Metapp: Cluster Logical Interface TEST_if04" Has Moved From Itz Home Mode Or Port Minor  [2019-05-14 17:36:26 :
Metapp: Cluster Logical Interface TEST_if06" Haz Moved From It Home Mode Or Port Minor  [2019-05-14 17:36:26
Metapp: Cluster Logical Interface 'cluster_mgmit' Has Moved From lts Home Node Or Port Minor  |[2019-05-14 17:36:26

93 Reports for Events



Event Reports in the Reports Tab

The Reports page (Reports > Reports) allows you to create custom reports as well as view predefined reports. SL1
includes many predefined reports under Run Report > Events on the NavBar that are ready to be generated and
viewed. Three such reports are the Event Clear Map report, the Event Detections report, and the Unique Event
Detections report.

o The Event Clear Map report displays a list of events that are defined to auto-clear. For each event defined to
auto-clear, the report displays the correlating event that will cause the auto-clear. Auto-clear means that
when a specific event occurs, SL1 automatically removes the current event from the Events page. For
example, suppose you have an event "Device not responding to ping." You could define the event as auto-
clear when the event "Device now responding normally to ping" occurs. During the next polling session, if the
event "Device now responding normally to ping" occurs, the auto-clear feature could automatically clear the
original event "Device not responding fo ping" from the Events page.

« The Event Detections report displays the number of occurrences of one or more events during the selected
time period. The report can display either the total number of occurrences for each selected event or can
display the occurrences per device. Users can choose o group events by organization and device.

« The Unique Event Detections report displays the number of unique occurrences of one or more events
during the selected time period. The report contains two "sheets": Data and Control. The Data sheet contains
information for each event detection such as the date and number of events, device, and event type. The
Control sheet displays information such as a description, report version, date of report generation,
organizations, devices, and duration.

NOTE: For details on these event reports and event-related reports in the Reports page (Reports > Reports),
see the chapter on Default Reports in the Reports manual.

Input and Output for Quick Reports complies with multi-tenancy. That is, only users of type Administrator can
view options, devices, and policies for all devices. Users of type User can view options, devices, and policies for
their own organization(s) only, both when selecting options and in the generated report.

Event Clear Map Report

To generate and view the Event Clear Map report:

1. Gotothe Run Quick Report page for the Event Clear Map report (Reports > Run Report > Events > Event
Clear Map).
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Run Quick Report: [ Event Clear Map, version 1.4 ]

— Sort By

Severity
# Event Mame
Event ID

— Show At or Above =
Critical
Major
Minor
HMotice

® Healthy

~ Show E

# That are cleared
Including nen-cleared

— Optienal Columns:

Event Source -
Dynamic App Name

Event Source Message
Expiry Minutes

Edit Reset Guide

Qutput fermat: | ‘Web page (.html)

U | Generae |

2. Supply values in the following fields:

« Sort By. Specifies how the report will be organized. Choices are:

o Severity. Events will be grouped by severity.

o Event Name. Events will be listed alphabetically by event name. The secondary sort will be by
severity.

o EventID. Events will be listed by event policy ID. Event ID is a unique numerical ID assigned by SL1
to each event policy.

« Show At or Above. Filter the events to include in the report. Only events of the selected severity or of
a greater severity will be included in the report. Choices are:

o Critical. Has a value of "4" (four). When you select this severity, only events with the severity "4" are
included in the report.

o Major. Has a value of "3" (three). When you select this severity, events with severities 3-4 are
included in the report.

o Minor. Has a value of "2" (two). When you select this severity, events with severities 2-4 are
included in the report.

o Notice. Has a value of "1" (one). When you select this severity, events with severities 1-4 are

inclu

ded in the report.

o Healthy. Has a value of "0" (zero). So when you select this severity, events of all severities are

inclu

ded in the report.
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o Show Events. Specifies whether to include only events that are defined as auto-clear or to include
both events that are defined as auto-clear and events that are not defined as auto-clear. Choices are:
o That are cleared. The generated report will include only events that are defined as auto-clear.

o Including non-cleared. The generated report will include both events that are defined as auto-clear
and events that are not defined as auto-clear.

« Optional Columns. Specifies optional columns of event information to include in the report. If you do
not select any additional columns in this field, the report includes the following default columns:
Cleared Event, Severity, Direction, Clearing Event.

o Output Format. Select the format in which SL1 will save the generated report. Choices are:

(o}

ODF Speadsheet. Displays the output in the OpenOffice spreadsheet application.

(o}

Microsoft Excel. Displays the outputin an .xlsx file.

o Web page. Displays the output in an .html file.

(o}

Adobe Acrobat. Displays the output in a .pdffile.
« [Generate]. This button generates the report, using the parameters you specified in this page.

For each event that has been defined to auto-clear and that meets the selection criteria, the report can include the
following columns:

NOTE: If you do not select any Optional Columns in the Optional Columns field, the report will contain only
the default columns: Cleared Event, Severity, Direction, and Clearing Event.

o Cleared Event. The name of the event.
« Severity. The severity of the event. Choices are Healthy, Notice, Minor, Major, and Critical.
« Source. Specifies the source for the event. Choices are:
o Syslog. Standard log format supported by most networking and UNIX-based devices and applications.
Windows log files can be converted to syslog format using conversion tools.
o Internal. Message generated by SL1.

o Trap. SNMP trap. SNMP traps can be sent by devices and proxy devices like MoMs. An SNMP trap is
an unsolicited message from a device to SL1. A trap indicates that an emergency condition or a
condition that merits immediate aftention has occurred on the device.

o Dynamic. Message generated by SL1's Dynamic Application tool. This tool allows SL1 to monitor
applications and devices that are not monitored by SNMP or other agents.

o Email. Message was generated by an email from an external agent, for example, Microsoft
Operations Manager (MOM).

o APIl. Message was generated by another application and forwarded to SL1 with an integration API.
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« Dynamic Application Name. If applicable, the Dynamic Application that contains the alert that triggered the
original event.

o Cleared Source Text. Event messages from the event that was cleared.

o Expires. The time in which the active event will be cleared automatically if there is no reoccurrence of the

event.

« Direction. Specifies whether the two events clear each other (< ==0==2>) or whether the event to the right
clears the eventto the left (0==>).

o Clearing Event . Name of the event defined to auto-clear the event in Cleared Event.

Event Detections Report

To generate and view the Event Detections report:

1. Gotothe Run Quick Report page for the Event Detections report (Reports > Run Report > Events > Event

Detections).

Run Quick Report: [ Event Detections, version 1.6 ]

O

) All Crganizations

Organizations

r— Event Selection

| All Events

— Report Opti

Show detalls
Separated by

Event Name

org
Optional Columns

Report Sp:
Daily
Weekly
® Monthly
Starting
2015 v May ¥ 1 v
Duration

Output format: | Web page (_htmi)

Edit Reset Guide

2. Supply a value in each of the following fields:

« All Organizations. All events associated with all organizations will be included in the report.

« Organizations. This list contains an entry for each organization in SL1. Events associated with each selected
organization will be included in the report.

o Toselectall organizations, select the All Organizations checkbox.

o Toselectindividual organizations, unselect the All Organizations checkbox, then expand the
organization and select each organization's checkbox.
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o All Events. All events will be included in this report.

« Events. This list contains an entry for each eventin SL1.

o Toselectall events, select the All Events checkbox.

o Toselectan event, unselect the All Events checkbox, then highlight an entry in the list.

o Toselect multiple events, unselectthe All Events checkbox, then hold down the CTRL key while
clicking on each event that you want to select.

o Report Options. Specifies the amount of information to include in the report.

o Show Details. Displays both the summary report and a detailed report, grouped by event name or by
organization and device.

« Separated By. If you selected Show Details in the Report Options field, specifies how the report will be
organized. Choices are:
o EventName. Events will be listed alphabetically by event name.
o Org/Device. Events will be grouped first by organization and secondly by device.
« Optional Columns. Specifies optional columns of event information to include in the report. If you do not

select any additional columns in this field, the report includes the following default columns: Event Name,
Detection Count.

o Report Span. Specifies the time interval to use to select data for this report. The Duration field will use this
interval. The choices are:
o Daily
o Weekly
o Monthly
« Starting. Specifies the relative start date for the report. Data from that relative start date through the date
determined by the Duration field will be included in the report.

o From Date. Specifies the absolute start date for the report. Data from that absolute start date through the
date determined by the Duration field will be included in the report.

o Duration. Specifies the number of days, weeks, or months to include in the report. The increment displayed
in this field depends upon the value selected in the Report Span field.

o Output Format. Select the format in which SL1 will save the generated report. Choices are:

o ODF Speadsheet. Displays the output in the OpenOffice spreadsheet application.
o Microsoft Excel. Displays the output in an .xlsx file.

o Web page. Displays the output in an .html file.

o Adobe Acrobat. Displays the output in a .pdffile.

o [Generate]. This button generates the report, using the parameters you specified in this page.

For each event that has been selected to include in the report, the following is displayed:
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o Event Name. Name of the event.

« Detection Count. Number of imes the event occured.

o Device ID. The Device ID where the event occurred.

« Organization. Organization associated with the event.

o Device Name. The Device Name where the event occurred.

o IP Address. The IP address of the device where the event occurred.

« Severity. The severity (Healthy, Notice, Minor, Major, or Critical) of the event.

« Detection Count. The total number of occurrences of the event during the selected time span.

« First Occurrence. The date on which the event first occurred during the selected time span.

o Last Detected. The date on which the event last occurred during the selected time span.

Unique Event Detections Report

This report contains two "sheets": Data and Control. The Data sheet contains information for each event detection
such as the date and number of events, device, and event type. The Control sheet displays information such as a

description, report version, date of report generation, organizations, devices, and duration.

ciencelogic

Unique Event Detections

Organization: TCP
Device Event Type Jul 2015 Total
em7-Ib 1 lit [4] Net-SNMP: Physical Memory exceeded threshold 1 1
lem7-IbL.lit [4] Poller: Added application monitoring for device 2| 2|

WIN-2012-22.DOCS.LOCAL [74]

Poller. Availability Check Failed

WIN-2012-22.DOCS.LOCAL [74]

Poller. Network Latency Exceeded Threshold

Dynamic App Snippet Exception

Poller: Added application monitoring for device

em7_ao [1067
em7_ao [1067
em7_ao [1067

Poller: Device or agent recently restarted

em7_ao [1067

Poller: Network Latency Threshold

em7_ao [1067,

Poller: Network Latency Healthy

MOSS_1SO_MC [1096]

Poller. Availability Check Failed

MOSS_ISO_MC [1096]

Poller: Network Latency Exceeded Threshold

MOSS_ISO_IS [1097]

Poller: Availability Check Failed

MOSS_ISO_IS [1097]

Poller. Network Latency Exceeded Threshold

MOSS_ISO_AP [1038]

Poller: Availability Check Failed

MOSS_ISO_AP [1098]

Poller: Network Latency Threshold

MOSS_ISO_CU [1099]

Poller. Availability Check Failed

MOSS_ISO_CU [1099]

Poller: Network Latency Exceeded Threshold

[Sum for Organization: TCP

SRR RN

SRR RN
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To generate and view the Unique Event Detections report:

1. Gotothe Run Quick Report page for the Unique Event Detections report (Reports > Run Report > Events >
Unique Event Detections).

Run Quick Report: [ Unique Event Detections, version 1.2 ] Reset Guide
- Device Selection ~ Separated by Report Span
I¥ Alldevices [ Organization © Daily
Organizations I~ Device group © Weekly
AWS_temp_test [~ Device @ Monthly
AWS_temp_test Starting
AWS temp_test ~Sortb
chris_org This month -
58 Organization

ey Lo 2015/ [May 7] !

Select indvidual devices [ Device |

D by O t o
evices by Organization “Event Type: Duration
(AWS_temp_test. all devices) - =
(chris_org: all devices) [ Al events ilmonits
(em4583_org: all devices) Events Timezone
(em4583_org2- all devices) 'ADIC Global Status Failed = uTC v
(System: all devices) o e e T
(test org: all devices) obal Stas
(Test Org: all devices) j ADIC Global Status Unknown —Report Sections:
ADIC Tape Library Degraded =l
 Device Group Selector———————————————— @ Both
[ All Device Groups © Details Only
Device Groups © Totals Only
5825
Device group update might not work
Hopefully this works (IT Service)
IT Service Test (IT Service)
Test another device group laks 1
Test Device Group
Test Device group PP
Output format: (Web page ( htmi) =l

2. Supply avalue in each of the following fields:
« Device Selection: Select the devices that will appear in the report. The choices are:

o All devices. Select this checkbox if you want all devices in the system to be included in this report.

o Organizations. If the All devices checkbox is unselected, select one or more Organizations. The report
will contain only the devices in the organizations you select. You can further filter the list of devices to
include in the report by selecting devices in the Devices by Organization field.

o Selectindividual devices. If the All devices checkbox is unselected, the Select individual devices
checkbox is available. Select this checkbox if you would like to use the Devices by Organization field to
selectthe individual devices to include in the report.

o Devices by Organization. This field displays a list of all devices in the organizations selected in the
Organizations field. If the Select individual devices checkbox is selected, you can select one or more
devices fo include in the report.

« Device Group Selector: Select the device groups that will appear in the report. The choices are:

o All Device Groups. Select this checkbox if you want to include all device groups in the report.

o Device Groups. If the All Device Groups checkbox is unselected, select one or more device groups.
The report will contain only the devices in the device groups you select.
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Separated By. Group devices by Organization, Device Group, or Device.
Sort by. Select the checkboxes to sort the report by Organization or Device.

Event Types. Select the types of events that will appear in the report. The choices are:

o All events. Select this checkbox to include all event types.
o Events. Ifthe All events checkbox is unselected, select one or more event types. The report will contain

only the event types that you select.

Report Span. Specifies the time interval fo use to select data for this report. The Duration field will use this
interval. The choices are:

o Daily

o Weekly

o Monthly
Starting. Specifies the relative start date for the report. Data from that relative start date through the date
determined by the Duration field will be included in the report.

From Date. Specifies the absolute start date for the report. Data from that absolute start date through the
date determined by the Duration field will be included in the report.

Duration. Specifies the number of days, weeks, or months to include in the report. The increment displayed
in this field depends upon the value selected in the Report Span field.

Timezone. Specifies the timezone conversion for the dates and times that display in the report.

Report Sections. Specify how the report will be arranged. Select whether you want the report to display
Details Only, Totals Only, or Both.

Output Format. Select the format in which SL1 will save the generated report. Choices are:

o ODF Speadsheet. Displays the output in the OpenOffice spreadsheet application.
o Microsoft Excel. Displays the output in an .xlsx file.

o Web page. Displays the output in an .html file.

o

Adobe Acrobat. Displays the output in a .pdtfile.

[Generate]. This button generates the report, using the parameters you specified in this page.

For each unique instance of an event, the report displays:
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Device. Specifies the device name where the event occurred.

Event Type. Specifies the event description of the event.

Time Period. Specifies the number of imes the event occurred during the time period.
Total. Specifies the total number of ime the event occured on the specified Device.

Sum for Organization. Displays total number of unique events that occurred during the time period for
each organization.
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o Sum for Device Group. Display total number of unique events that occurred during the time period for each
device group.

« Sum for Device. Display total number of unique events that occurred during the time period for each device.

Event Overview Report

The Event Overview page (System > Monitor > Event Overview) provides a graphical overview of all events in
SL1. The Event Overview page displays the number of events by severity, the most common event types, and the
mean time-fo-resolution.

Setting the Date for Reports

The Event Overview page includes a Select Date drop-down listin the upper right of the page. This drop-down
allows you to define the date for the reports on this page.

o Select Date. Allows you to select a date. SL1 will generate the reports on this page using the selected date as
the current date. If you do not select a value in this field, the default date is today's current date.

NOTE: When you select a date, SL1 uses that date as "today's date" to generate reports. So results for
"24 hours" are for the 24-hours of the selected date. Results for "7 Days" are for the selected
date and the six days preceding it, efc.

Number of Events by Severity

This graph displays event distribution by severity for the last 24 hours and for the last 7 days.
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o The y-axis displays number of events.

o The x-axis displays severity.

o The blue line represents events in the last 24 hours.

o The blue solid aread represents events in the last 7 days.

o Mousing over a data point in the red line displays the number of events of the specified severity in the last 24
hours.

« Mousing over the blue solid area displays the number of events of the specified severity in the last 7 days.
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Most Common Event Types

This pie graph displays the tfen most frequently occurring events for the last seven days.

o Eachslice of the pie represents an event type. The legend on the left maps slice color to event and lists the
actual number of events of that type.

« The graph displays percent. Compared to the total number of occurrences for the top ten events, each slice
displays the percent that belong to a specific event.

Mean Time-to-Resolution

This bar graph displays the number of events generated in the last 24 hours, 7 days, 14 days, and 30 days and
their average resolution time.

< <&

o The y-axis displays number of events.
o The x-axis displays the time span. There is a bar for 24 hours, 7 days, 14 days, and 30 days.
o The bars represent the average number of events associated with the time-to-resolution.

« Mousing over a bar displays the number of events associated with the time-to-resolution.

Event Statistics

The Event Statistics page (System > Monitor > Event Statistics) displays a graph of the number of events
processed by a selected All-In-One Appliance, Database Server, Data Collector, or Message Collector. To
generate the report, you select from a list of Sciencelogic servers and then select an event type from a list of event

types.
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Defining the Date Range

o [Presets]. Allows you to select from a list of pre-defined time spans for the report.

Fields

To generate the report, supply values in the following fields:
o EM7 Server. This field does not appear on All-In-One Appliances. Select from the list of all Database
Servers, Data Collectors, and Message Collectors.

o Event Type. Select from the list of event types. The choices are:

o Syslog. Event was generated from a system log generated by a monitored device.
o Infernal. Event was generated by SL1.

o Trap. Eventwas generated by an SNMP trap.

o Dynamic. Event was generated by a Dynamic Application alert.

o API. The event was generated by an external API.

o Email. The event was generated by an incoming email.
The Graph

The graph displays the average number of events processed by the selected Sciencelogic server, for the selected
duration.
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o The y-axis displays the average number of events.

o The x-axis displays time. The increments vary, depending upon the selected date range (from the Preset
buttons).

o Mousing over any point in any line displays the high, low, and average value at that time-point in the Data
Table pane.

o You can use your mouse to scroll the report fo the left and right.
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Chapter

11

Settings that Affect Events

Overview

SL1 allows you to define default behavior for all events. You can do this by defining data retention settings and
system settings.

Use the following menu options to navigate the SL1 user interface:

o Toview a pop-out list of menu options, click the menu icon (E)

« Toview a page containing all of the menu options, click the Advanced menuicon ( ).
This chapter includes the following topics:

Data Retention Settings that Affect Events . L 107
System Settings that Affect Events . il 107
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Data Retention Settings that Affect Events

To define data retention settings for events:

1. Gotothe Data Retention Settings page (System > Settings > Data Retention).

2. Inthe Data Retention Settings page, the system settings described below affect events:

Data Retention Settings
System Data Retention -
Audit Logs = - al
Event Logs | s - i
Access Logs
System Logs - '
Collector Unit Data Buffer s - 3
Collection Data Retention
Raw Performance Data = i
Hourly Rollup Performance Data = . - 1
Daily Rollup Performance Data < - '
Confiquration Data sl - i
Journal Data - '
Bandwicth Data =k i
Hourly Rollup Bandwidth Data - - |
Daily Rollup Bandwidth Data - '
Bandwidth Biling Data = - 3
Device Logs Age = - 3
Device Logs Max | =k - i
Raw TS Data = - 3
ITSM Service Metrics Data i
Hourly Rollup TSM Service Metrics Data | o - - |
Daily Rollup TSI Service Metrics Data < - il - - menths®
ITSH Key Metrics Data 8 - - - i days [C:
Hourly Rollup IT5M Key Metrics Data = - - -
Daily Rolup ITSH Key Wetrics Data - '
Subscription Data Retention
Subscriber Device Configuration Data s - at
— &

« Event Logs. You can select the number of days that SL1 should store event logs. Event history data is used to
generate the Event Overview page (System > Monitor > Event Overview).

System Settings that Affect Events

To define system settings for events:

1. Gotothe Behavior Settings page (System > Settings > Behavior).
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2. Inthe Behavior Settings page, the following system setting affects events:

Behavior Settings

Interface URL
Force Secure HTTPS

Password Expiration

Password Reset Interval

Password Hash lethod

Fassword Minimum Length

Account Lockout Type

Account Lockout Attempts.

Login Delay

Single Instance Login (Admins}

Single Instance Login (Users)

Account Lockout Duration

Lockout Contact Information

Login Header Tille

System ldentifier

Ping & Poll Tmeout (Msec.)

SNMP Poll Tmeout (Hsec.)

SNIF Falure Retries

Initially Discovered Interface Foll Rate

DHCP Community Strings

(Comma seperated)

Strip FQDN From inbound Email Device Name
Inbound Email Alert Message

Event Console Ticket Life Ring Button Behavior

Automatic Ticketing Emails
Force Child Ticket State and Status inheritance
Prevent Browser Saved Credentials

Prevent Loading Interface in External Frames
Hide Perpetual License Usage

Hide "Hew" button on the Ticket Editor

Hide "other” fiesystem type

[hitp:tiem? mydomain. com

O

[1disabiea)

(Inone]

(1wDs gegacy))

&

(1 Lockout by Usemame (defaut) ]

(13 atiempts ]

[1Disablea]

(1Dsabled]

M|

[Disabled ]

M=

(
(

11 hour ]

(soo-scrLocic

(
(
(11000
[
[
[

[1000] ~
111 ~
[ 5 minutes ~
public

[1Enaviea <)

(1 Email Message Body Oniy1

(I create / view EN7 Ticket]

[1Enabled] -]
O
D Display Previous Login In Footer D
D Ignore trap agent-addr varbind D
Enable Selective PowerPack Fieid Protecton [
O Hige "Create a Ticket' n Toobox meny [

Enable COP Topolagy
Enable Communty String indexing (VLAN Topology)
Defaut Country

System Tmezone

NFS Detection Disable

Fort Poling Type

nitial Discovery Sean Level
Rediscovery Scan Level (Nightly)
Discovery Scan Throtie

Port Scan All Ps

Port Scan Timeout

Restart Windows Services (Agent required)
Hostname Precedence

Event interface Name Format

DNS Hostnames

Enable LLDP Topology [BETA] [

O

[Tunited States |

[1Lures

[[Half Open]

=)

[ Agvancea Port Discovery )

B

(14, Agvancea Port Discovery )

B

[ Disabied ]

(1. Enabled]

(1120000 Wsec.]

(10 Disabled )

)

[[5M0P system Name |

|

[iname;

[ 1 5trip Domain Hame (Hostname) ]
SiEorEn e Hotans.

1

Event Clearing Woge

(I Clear Allin Group]

v]l

Waintenance Minimum Severty

Patch Maintenance Minimum Severity

SSL Certificate Expiry Soon

SSL Certificate Expiry Imminent

Asset Warranty Expiry

Domain Name Expiry

alidate Fhone Number

Dashboard Waxinum Series Count Per Widget

Frefer Global Device Summary Dashboard Over
CategoryiClass

Enable CBQoS Collection

Enable Variable Rate Interface Counters

Enhanced OID Translation

|10. Heakthy |

~|

[0 neatny)

=)

(12 montne]

2

(11 week]

(11 montn]

(14 montn]

)

[IDisabled )

=)

(121

=)

O

O

« Event Clearing Mode. Describes how clearing an event will affect correlated events. Options include:

o Clear Allin Group. When the parent event is cleared, clear all events correlated with the parent
event. This is the default behavior.

o Clear Selected Only. Clear only the selected events. If a parent event is cleared, the previously
suppressed, correlated events will appear on the Events page.
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