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Chapter

Getting Started

Overview

This manual is intended for new users of SL1, and it covers features in both the new user interface that was
released with version 8.12.0 of SL1 as well as the "classic " user interface of SL1 that was available before version
8.12.0.

This manual describes the key features of SL1, including how to access SL1 and get help, how to perform basic
and advanced searches, how to set user preferences, and more.

Use the following menu options to navigate the SL1 user interface:
o Toview a pop-out list of menu options, click the menu icon (E)
o Toview a page containing all of the menu options, click the Advanced menuicon ().

This chapter includes the following fopics:
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Prerequisites

This manual assumes that the initial installation and configuration (deployment) of SL1 has been completed. For
details on the initial configuration of SL1, see the Installation manual.

Logging In and Out of SL1

This topic covers how to access the different user interfaces for SL1.

NOTE: You can control access to SL1 by aligning the Admin Portal Access (AP_Access) access hook with an
existing Access Key on the Access Keys page (System > Manage > Access Keys).

TologintoSL1:

1. Inabrowser, type the URL or IP address for SL1.

2. Type /ap2 atthe end of the URL or IP address. For example, you could type
https://sl1.sciencelogic.com/ap2. The login page for SL1 appears:

2 w0 - [o|EE—)

NOTE: The "classic" user interface for SL1 still exists. You can toggle between the two user interfaces by
adding and removing "/ap2" at the end of the URL for SL1.
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3. Type the current user name and password you use with SL1 and click Log In.

4. Ifyour company uses Single Sign-On (SSO) for authentication, you will be redirected to your company's SSO
page, where you can log in to SL1 with your SSO credentials. When you log out, the logout screen redirects
you to an SSO page instead of the typical login screen.

5. Ifyou are logging in for the first time, you will be prompted to change your password. Type your username,
your old password, and type your new password twice in the New Password and Confirm Password fields.
Click [Reset Password].

Tologoutof SL1:

1. Click your user name in the navigation bar in the top-right corner of any SL1 page.

2. Click Log off. The login page appears.

Using the Navigation Menus

Starting with the 8.12.0 release, the user interface for SL1 was upgraded to include content from both the "new"
user interface (also called "ap2") and the "classic" user interface. This "unified" user interface provides a more
streamlined method of navigation that uses two menus: a basic menu and an Advanced menu.

Use the following menu options to navigate the SL1 user interface:

o Toview a pop-out list of menu options, click the menu icon (E) atthe top left of any SL1 page. Use the up

and down arrow buttons (” ) to expand and contract the menu options.

« Toview a page containing all of the menu options, click the Advanced menuicon () atthe bottom left of
any SL1 page.

Using Basic Search

On many pages and lists in SL1, you can use the Search field to search for specific elements on that page or list.

The Search field contains a magnifying glass icon (“*) next to the words "Type to search" or "Search". You can
access the field above the list of elements on a page orin a list.

TIP: To use the Advanced Search, click the gear icon (%) to the right of the Search field and select Advanced.
For more information, see Advanced Search.

The main Search field is similar to the Filter-While-You-Type field. As you type text in the Search field, SL1 filters
the list of elements. However, searches in SL1 use all relevant columns for the search, unlike the Filter-While-You-
Type field, which only used the columns that were visible on that page.
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To use the Search field:

1. Click the Search field and start typing search text. As you type, SL1 provides potential matching values in a
drop-down menu and starts filtering the list with your search text. For example, if you start searching for
"government" by typing gov, a drop-down list appears with a list of columns that might contain that word, and
the list is filtered by items that have "gov" in one of their fields:

Q gov
ANY
EVENT
message: gov
resourceMName: Bov
DEVICE
device.name: gov

device.hostname: gov

organization.company: gov
COLLECTOR GROUP
device.collectorGroup.id: gov

device.collectorGroup.name: gov

vendor: gov

model: gov

device.deviceClass.type: gov
device.deviceClass.logicalName: gov
DEVICE GROUP

device deviceGroup.id: gov

2. Ifyou select one of the suggested fields from the list, such as resourceName, a criteria button displays under
the Search field. You can click the criteria button and type more search text under the button:

resourceMame

contains v

Zov
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TIP: If you select the ANY field from the drop-down menu, the search looks through all relevant columns for
matches to your search fext.

3. You can add more search criteria to an existing search by typing additional text in the Search field, and then
selecting additional fields from the drop-down list:

resourceName

contains
.u. 'ORGANIZAT]
system
v System

@ Major

~ System

@ Major

v System

organization.company

MESSAGE

Device Failed Availability Check: Component

Device Failed Availability Check: Component

Device Failed Availability Checl: Component ...

AGE

7 hours 28 mir

7 hours 28 mir

7 hours 28 mir

TICKETID

cou...

%0

20

20

EVENT NOTE ACKNOWLEDGE CLEAR Fa

v Acknowledge
v Acknowledge
v Acknowledge

4. Alternately, you can click the menu icon ( = ) to the right of the Search field to select a search criteria, and
then you can type additional search information in the criteria button that appears under the Search field:

deviceName

5|1

5. You can remove a search criteria by clicking the Close icon (

field.

) on the criteria button under the Search

6. To quickly clear a search, click the gear icon (%) to the right of the Search field and select Clear.

Managing New Features on the Content Management Page

You can use the Content Management page to install and upgrade various features of SL1, such as new
versions of the user interface (ap2) and new widget components for dashboards. These features are delivered in
content packages, which you can find on the [Content Management] page (Manage > Content

Management).

Content package names follow packaging rules for NPM, the package manager for JavaScript. Content packages
created by Sciencelogic include @sciencelogic in the package name.
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TIP: You can update more than one content package at a time, and you do not need to wait for one package
to install before installing another package. Also, you can navigate away from this page and the package
or packages will continue to install.

To install or upgrade a content package:

1. Gotothe [Content Management] page (Manage > Content Management).
2. Click the [Install/Upgrade Packages] button. The Install Packages page appears.

Content Management em7admin v .'ﬁl

LI sl (sl Upgrade Packages

@sciencelogic/default-dashboards v119.0 Uninstall

#dashboards
defaultinstalled dashboards

@sciencelogic/extension-examples V13146 Uninstall

#extensions

Example extensions

@sciencelogic/extension-sdk v17.155
#extension

EM7 Extension SDK

@sciencelogic/example-widgets v23212 Uninstall
#widget

Sample widget library

@sciencelogic/widget-sdk v260.16 | Uninstall
#widget

EM7 Widget SDK

@sciencelogic/widget-components v2167.1 Uninstall
#widget

‘Common dashboard widget library

@sciencelogic/ap2 v5.1102

Admin Portal 2, the next generation user interface and data API for the Sciencelogic platform.

3. Click the [Install] button for the content package you want to install. The button changes to [Installed] when
the package finishes installing. Larger content packages might take longer than usual to install.

NOTE: If you are updating the @sciencelogic/ap2 content package, allow the package to run for a few
minutes, and ignore any "Install Failed" messages.

4. Asa best practice, clear the cache for your browser after the installation, and also clear the cache in the
current or "classic" interface by clicking the [Toolbox] or "hamburger” button (= ) and selecting Clear SLT
System Cache.

Getting Started 10



TIP: To access the classic SL1 interface, type /em7 at the end of the URL or IP address, such as
http://sl1.sciencelogic.com/em7.

To view more information about a content package, including a short description and a Readme file, where
relevant, click the name of the package.

Press the [ESC] button fo return to the [Content Management] page. You can leave the Install Packages
page before a content packages finishes installing.

To uninstall a content package, click the [Uninstall] button for that package.

Getting Help and More Information

For documentation about any page in SL1, click your user name in the blue navigation bar in the top right of any
SL1 page and select Help from the menu. A Help topic specific to the current page appears in a new browser

window:

'ScienceLogic

+d| Section |. General Information
4 Introduction to the ScienceL ogic Platform
J Architecture
4 ScienceLogic Mobile Access
Security Features
ad| Using the New User Interface
Introduction to the New User Interface
J| Using Advanced Search
|| Performing an Advanced Search
[} components of an Agvanced Search

itional Components of an A

anced Search

5] Aqditional Examples of Advanced Searches
 Viewing Dashboards
4 Creating Dashboards
4 Wanaging Events
Wanaging Devices

Discove

and Credentials
Wonitoring Business Senvices

4 Section Il Installation and Configuration

4 Section lll Administration and Accounts

4 Section IV. Monitaring Tools

4 Section V. Events and Automation

4 Section V1. Data Visu

alion and Reporting

4 Section VIl Business Management Tools

4 Section Vil Content Development and Systems Integration
4 Section IX. Vendor-specific PowerPacks

4 Section X. Best Practices and Examples

Section XI. Beta PowerPacks and Features

e A

Performing an Advanced Search

SL1 includes an Advanced Search option that lets you use custom search commands to search for data. To enable an Advanced Search, click the Advanced link at the top of any tab or
listin the new user interface

SL1 includes an Advanced Search option thatlets you use custom search commands to search for data. To enable an Advanced Search, click the Advanced link at the top of any tab or
listin the new user interface

To create an Advanced Search

1. Click the Advanced link to the right of a Search field. The search type changes from Basic to Advanced (note the change in font style).
2. Atthe minimum, an Advanced Search requires the fallowing components, in the following order.

« Afield. The general type of data for which you are searching, sUCh &5 a device Name or an event message

« An operator. Aword or symbol that specifies the relationship between the field and the value, such as equals or less than
« Avalue. A Specific aspect or version of the field, such as a name or an amount

NOTE: For more information about fields, operators, and values, see Components of an Advanced Search

3. Start typing a field name for your search. As you type, the new user interface displays a list of available fields in a drop-down menu.

ne]

alignedResourceame

TIP: Toview alist of all possiole search commands atany pointin an Advanced Search, press [Ctri+Space]

4. Select or type a field name and then start typing an operator. Again, the new user interface provides a list of available options.

‘ neszage cor|

T1P: A5 you type your search command, a red exclamation mark icon (B) appears atthe end ofthe text Neld fyour command is Incorrectl formatted or incomplete. Click e red
icon to view additional details.

5. Type avalue to complete your search, and type additional search commands as needed. When your search is complete and fermatted correctly, a green check markicon (
E) appears atthe end of the text field

The online Help includes a Search field at the top right of the page that you can use to find additional topics
related to SL1 and the "classic" user interface.
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For more information about the components used by SL1, click your user name in the blue navigation bar in the
top right of any SL1 page and select About. The About Sciencelogic page appears:

emZadmin v

About Sciencelogic
Q Find a component by name, version, lice x
Sciencelogic
About Sciencel ogic ~
about 2.3.1
~ Open Source Components 746 advanced-search  2.90.2
~ agent-inventory 2.26.46
abbrev 111
ap2 5.105.11
acorn 521
ap2-client 2.0.0
agent-base 411 .
application-management 0.13.26
agentkeepalive 330 application-map  2.79.3
aiv 530 avatar 3.10
amdefine 1.01 browser-tests  1.16.5
animatecss 452 business-application-services 0.32.1
charts 22446
ansi-align 200
components  2.157.1
ansi-regex 211
components-live  1.9.1
- 300
ansiresex content-management 0.15.49
ansi-styles 221 dashboards  2.221.20
ansi-styles 320 data-analysis 0.5.13
ansi-styles 321 data-analysis-worker 1.4.13
ansicolors 032 default-dashboards 1.19.0 .
ansistyles 013
Copyright © 2003-2019 ScienceLogic, Inc. - Al rights reserved.
aproba 120
EM?7 and technologies contained herein are patent pending. ScienceLogic and EM7 are registered trademarks of Sciencelogic, Inc.
archv. 100 ¥

TIP: To identify the version of SL1 you have installed, click About Sciencelogic in the left-hand pane and
locate the ap2 value in the list of SciencelLogic components in the right-hand pane.

In the left-hand navigation pane, click any of the components in the Open Source Components pane to view
licensing information about those components, along with links to relevant websites where relevant. To search for
a specific open-source component, type the name of that component in the Search field at the top of the

page. The list of components is filtlered by your search terms.

Configuring Communication with the Sciencelogic API

To avoid communication errors between SL1 and the Sciencelogic API, configure the em7_limits.conf file to limit
the number of connections per IP on all SL1 appliances that communicate with the Sciencelogic API. Use this
configuration if you are using a version of SL1 that is lower than 8.9.0, or if you used the patch to upgrade 10 8.9.0
instead of using the ISO version of 8.9.0.

To configure communication on a SL1 appliance:
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1. Either goto the console of the SL1 server or use SSH to access the SL1 appliance.
2. Login as userem7admin.

3. Open the file /etc/nginx/conf.d/em7 _limits.conf with vi or another text editor:

sudo vi /etc/nginx/conf.d/em7 limits.conf

4. Tolimitthe number of connections per IP, add the following line to the file:

limit conn perip 200

5. Save your changes and exit the file (:wq).

6. Restartthe SL1 appliance by executing the following command:

sudo systemctl restart nginx

7. Runsteps 1-6 on all SL1 appliances that communicate with the Sciencelogic API.

Filtering the ltems on a Page

Many pages in SL1 that display data in tabular format include a "filter-while-you-type" filter above each table
column. For example, the following filters appear on the Device Manager page (Devices > Device Manager):

Coliection Colection SNIP SNIP
Group Stale niia

e e e E
B ) ) [ I

You can filter the list of items on a page by entering values in one or more filters. The list of items is dynamically
updated as you enter values. By default, the cursor is placed in the first Filter-While-You-Type field. You can use
the <Tab> key or your mouse to move your cursor through the fields. There are two general types of filter:

o Textfilters, where you enter text to match against. SL1 will search for the items that contain the text you
entered, including partial matches. For example, if you enter "server" in the Device Name filter in the Device
Manager page, the list of devices will be filtered to include only the devices that include "server" in the
device name. Most text filters support the following special characters:

o, (comma). Specifies an "or" operation. For example:

"dell, micro" would match all values that contain the string "dell' OR the string "micro".
o & (ampersand). Specifies an "and" operation. For example:

"dell & micro" would match all values that contain the string "dell" AND the string "micro".
o | (exclamation mark). Specifies a "not" operation. For example:

"Idell" would match all values that do not contain the string "dell".
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~

caret mark). Specifies "starts with." For example:
" micro" would match all strings that start with "micro," like "microsoft'.

[N

will include all rows that have a value in the column.
"I~ will include all rows that have no value in the column.
$ (dollar sign). Specifies "ends with." For example:

"$ware" would match all strings that end with "ware", like "VMware".

"$" will include all rows that have a value in the column.

"1$" will include all rows that have no value in the column.

min-max. Matches numeric values only. Specifies any value between the minimum value and the
maximum value, including the minimum and the maximum. For example:

"1-5"would match 1, 2, 3, 4, and 5.

- (dash). Matches numeric values only. A "half open" range. Specifies values including the minimum

and greater or including the maximum and lesser. For example:
"1-"matches 1 and greater, so itwould match 1, 2, 6, 345, efc.

"-5" matches 5 and less, so it would match 5, 3, 1, O, etc.

> (greater than). Matches numeric values only. Specifies any value "greater than." For example:

">7" would match all values greater than 7.

< (less than). Matches numeric values only. Specifies any value "less than." For example:

"< 12" would match all values less than 12.

> = (greater than or equal o). Matches numeric values only. Specifies any value "greater than or

equal to". For example:

"=>7"would match all values 7 and greater.

<= (less than or equal to). Matches numeric values only. Specifies any value "less than or equal to".

For example:

"=<12"would match all values 12 and less.

= (equal). Matches numeric values only. For numeric values, allows you to match a negative value.

For example:

"=-.5"would match "-5" instead of being evaluated as the "half open range" as described above.
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o Drop-down listfilters, where you select a value from a list of pre-defined values. SL1 will search the items that
match the value you selected. For example, if you select">=Nofice" in the Current State filter in the Device

Manager page, the list of devices will be filtered to include only the devices that have a current state of
"Notice" or above.

If you select multiple filters, the list of values will be filtered to include only items that meet all the filter criteria.

NOTE: Notall pages include "filter-while-you-type" filters and not all filters support all special characters. For
information about the filter and search options on a specific page, click the [Guide] button.

Tool Tips

Some pages in SL1 include question-mark icons next fo one or more fields. These question-mark icons are called
Tool Tips. When you move your mouse over a Tool Tip, SL1 displays a brief description of the corresponding field.

Discovery Session Editor | Editing Session [1] New Reset
Identification Information
Name [MOSS Systems ] @  Description l (7]
P
IP and Credentials Detection and Scanning Basic Settings
IP Address/Hostname Discovery List Initial Scan Level Discover Model Duplicaticn
[10.0.2.59, 10.0.2.57, 10.0.2.58, 10.0.2.60, 10.0.2.61, stem Default (recommended Mon-SHMP  Devices DHCP Protection
10.0.2.51, 10.0.2.54, 10.0.2.55, 10.0.2.52, 10.0.2.53, 7 @ @ v @
10.0.2.56 10.0.2.50 IP Address Discovery List
A
A list of IPv4 addresses, IPv4 address ranges, IPv4 address bloecks in ; .
Upload File CIDR format, PV address ranges, andior IPv6 address blocks in Collection Server PID: & _
Brovise for file... CIDR format. Each address or range in the list must be with [fm7_cu_58] ) @
a comma even if starfing on the next fine. Address ranges are two IPvd
or IPv6 addresses separated by a dash (-). Organization
SNMP Credentials T N—tcm | v @
SHIE - Q Add Devices to Device Group(s)
|_cOsmis Detection Method & Port None .| @
|_cOsm0s (Longer Timeout) [ Default Method ] - Q : i "
- yayy this device group works
[|_Cisco SNIMPV2 - Example ] UDP: 161 SNMP
[ |_Cisco SNMPv3 - Example | TCP: 1 - tcpmux
[ |_EMT Default V2] TCP: 2 - compressnet
[ |_EMT Default V3] TCP: 3 - compressnet
[ |_IPSLA Example ] TCP: 5 - 1jg
[ |_LifeSize: Endpoint SNMP | TCP: 7 - echo
[ |_Mexus snmp ] i TCP: 9 - discard
TCP: 11 - systat
Cther Credentials TCP: 13 - daytime
Basic/Snippet .| @ TGP 17 - gotd
|_Cisco: ACI Credential TCP: 18 - msp
|_Cloudkick - Example TCP: 19 - chargen
|_EMC - Example TCP: 20 - ftp-data
|_GoGrid - Example TCP: 21 - ftp
|_LifeSize: Endpoint SSHI/CLI TCP: 22 - ssh
|_Local API TCP: 23 - telnet -
|_Metipp 7-mode TCP: 24 - priv-mail
|_Mexus netconf TCP: 25 - smtp Device Template
Polvcom DMA CDR Examole v TCP: 27 - nsw-fe T [ Choose a Template ] v @
Log Al
[“soe | saens | =2
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Creating and Using Bookmarks

The Administer Bookmarks page (Misc > Bookmarks) allows you to create bookmarks in the classic user
interface and quickly navigate to a selected page or to a selected result.

Bookmarks x
Administer Bookmarks Detach Reset
Save Current Page My Preferences | ssvwe
Bookmark Mame Arza Tanget Date
1. ¢ Registry Registry Main Window 2015-05-22 13:25:01 g

You can bookmark:

o The current page (classic user interface only)

o The results of a search, such as a search for all devices where the name begins with "cisco" (classic user
interface only)

o Afiltered list, such as a list of all tickets in the "Engineering" queue (classic user interface only)

« An editor page, with drop-down lists already selected. For example, you could bookmark the Dynamic
Applications Create New Application page, with the Application Type of "XML Performance" already
selected. The selected drop-down determines the other fields that appear in the subsequent pages.

To create a new bookmark:

1. InSLT, navigate to the page and/or results you want to bookmark (classic user interface only).
2. Use the shortcut keys Cirl + Alt + B to display the Administer Bookmarks page.

3. Inthe Administer Bookmarks page (Misc > Bookmarks), supply a value in the Save Current Page field.
SL1 automatically supplies the page name in this field. You can edit the field to include more descriptive fext.
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4. Click the [Save] button to save the new bookmark.

5. The new bookmark appears at the bottom of the Administer Bookmarks page.

To access an existing bookmark, click its star icon (#7 ). SL1 will display the bookmarked page.

To delete a bookmark, click its bomb icon (& ).

The Finder Tool

You can access the Finder tool from any place in SL1 by entering the following key combinations:
o Ctrl+Alt+F

The Finder tool allows you fo easily find one or multiple elements in SL1. This prevents you from having to
navigate through multiple pages to find the element you are interested in. The Finder tool allows you to search for
one or more of the following types of elements:

« Organizations

o Devices

o Assets

o P networks

o Interfaces

« Vendors

o User Accounts

o Virtual Interfaces

NOTE: To access the Finder tool, accounts of type "user" must be granted one or more access keys that
includes the following access hook: Finder. Accounts of type "user" will then be able to view the
Finder tool.

« Tosearch organizations, the user must be granted the access hook Org:View.

« Tosearch for device, the user must be granted the access hook Dev:View.

o Tosearch asset records, the user must be granted the access hook Asset:View.

o Tosearch IPv4 Networks, the user must be granted the access hook Networks:IPv4:View.
o Tosearch interfaces, the user must be granted the access hook networks:Interfaces:View.
« Top search vendor records, the user must be granted the access hook Vendor:View.

« Tosearch user accounts, the user must be granted the access hook User:View.

o Tosearch virtual inferfaces, the user must be granted the access hook Networks:Inferfaces:View.
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NOTE: When you associate a bandwidth billing-policy with a network interface, SL1 creates a virtual interface.
The virtual inferface represents a specific instance of the bandwidth billing policy. For example,
suppose you create a bandwidth billing-policy. Suppose you apply the policy to the interface "ethQ" on
the device "cisco_router1" and to interface "eth1" on device "cisco_switch". SL1 will create a virtual
interface for "eth0" and "eth1".

Searching for One or More Elements

To use the Finder tool to search for one or more elements:

1. From any page in SL1, press Ctrl + Alt + F. The Finder tool appears:

Oy Dev |+ IF Network ||
""" |+ Virtual Interface [
D
Farg .
Name Type 1D
1. hg-lin-vmware(1 sciencelogic.loc {10.20.0.9) Device 76 el XY
2. HQ-PT-Del1720n (10.20.0.3) Device a0 ﬁm@
3. HQ-PT-Dell2335 (10.20.0.5) Device 78 all Xy
4. HO-W2K3-JUMPO1 {10.20.0.187) Device 3 ﬁ!ﬂ@
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2. Inthe Finder modal page, select the checkboxes for the element types you want to search. Choices are:

« Organizations
o Devices

o Assefs

o IP networks

« Interfaces

« Vendors

o UserAccounts

o Virtual Interfaces

3. Inthe Search field, type the whole string of text or a partial string of text for which you want to search.

4. You can include the asterisk (*) wildcard in the Search field.

o Ifplaced at the beginning of a string, the asterisk says "match on this string, preceded by any number of
any characters".

o [fplaced atthe end of a string, the asterisk says "match on this string, followed by any number of any
characters."

5. Click the [Search] button.

6. The elements that match the search requirements are displayed at the bottom of the Finder page.
Viewing a List of All Elements in SL1

To use the Finder page to view a list of all elementsin SL1:
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1. From anypage in SL1, enter Cirl + Alt + F.

Device |« IF Network o]
endor o) rtual | |+
& | v
Nams Typs 0 -~
1. ge-30.27 (SHS-PHX-MDC1-Texas) Interface 21040 W E
2. tap2981.2 (xdxensrv134) Interface 9325 W Q
3. wif5589.2 (xdxensri134) Interface 14093 W XY
4. As1/26 (mt_lagw1.massivetelecom.com) Interface 2086 W @
5. wif2502.2 (xdxensrv134) Interface 8481 W I}
6. wif5115.2 (xdxensrv134) Interface 13249 W Q
7. tap977.2 (xdxensrvi34) Interface 5747 W Q
8. tap2032.2 (xdxensrv134) Interface 7637 W @
9. tap630.2 (xdxensrv134) Interface 5120 W Q
10. tap8884.2 (xdxensrv134) Interface 20150 W Q
11. Eth0 TEST UPDATE (10.20.0.147) Interface 272 W X
12. tap8412.2 (xdxensrv134) Interface 19306 W @
13. tap7291.2 (xdxensrvi34) Interface 17266 W Q
14, wif7f241.2 (xdxensrv134) Interface 18462 W Q
15. tap1468.2 (xdxensrvi3d) Interface 6591 W Q
16. wif4206.2 (xdxensrv134) Interface 11566 W @
17. tap6826.2 (xdxensrvi34) Interface 16422 W Q
18. wif7484.2 (xdxensrv134) Interface 17618 W Q
19. ATM1/0.1001272-atm subif (adsl-bg-01.wcnet.org) Interface 2244 W Q
20. tap515.2 (xdxensrvi134) Interface 4911 W @
21, wif3724.2 (xdxensrvi3d) Interface 1w W
22. tap6366.2 (xdxensrv134) Interface 15578 W Q
23. tap33.2 (xdxensrvi34) Interface 4067 W Q
24, Wif3258.2 (xdxensrvi34) Interface 9859 W I
25. if5898.2 (xdxensrvi3d) Interface W o~

2. Onthe Finder page, select all the checkboxes.
3. Inthe Search field, type "%" (percent).
4. Click the [Search] button. A list of all elements in SL1 is displayed at the bottom of the Finder page.

Viewing the Results Table

After clicking the [Search] button, SL1 will display a list of elements that match the selected element type and
search string.

From this list of results, you can:

« View an element's properties. To do this, click on its icon (the icon will vary, depending upon the element).
« View reports for some elements. To do this, click on the bar graph icon (rlﬂ).

« Create a ticket about an element. To do this, click on the life ring icon (:tr;')
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Getting Help from Guides

Each main page in SL1 contains a [Guide] button. Clicking this button displays help text in @ modal page. In SL1,
this online help is called a "guide". Guides provide detailed explanations of the function and fields in each page.

Viewing the List of Guides

The Guide Browser page displays a list of all guides in SL1. To get to the Guide Browser page, go to System
> Tools > Guide Browser.

NOTE: To access the Guide Browser page, accounts of fype "user' must be granted one or more access keys
that includes the following access hook: System, System >Tools>Guide Browser. Accounts of type
"user" will then be able to view and search guides in the Guide Browser page.

Searching for a Guide by Title

The Guide Browser page includes a tool for searching the list of guides.The search field at the top of the page
allows you to search for guides by guide title. Each guide has the same name as its corresponding page in SL1.

To search for a guide by guide fitle:

1. Goto System > Tools > Guide Browser.

2. Inthe Guide Browser page, enter the following in the search field in the upper right:

« Guide Title. Will search for all guides with a guide title like the one entered in this field. In this field, you must
manually enfer the text to search for. You can use the following special characters in this field.

o * Match zero or more characters preceding the asterisk. For example:
"dell*" would match "dell", "dell2650", "dell7250" and "dell1 700N".
"*dell*" would match "mydell", "dell", "dell2650", "dell7250" and "dell1 700N".

o % Match zero or more characters preceding the asterisk. This special character behaves in the same
way as the asterisk.

3. When you click the [Filter] button, the Guide Browser page will be refreshed and will display only guides
that match the search parameters.
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Viewing a Guide from the Guide Browser

From the Guide Browser page, you can view the contents of a guide.

Guide Browser | Guides Found [237]

4 10.100.100.

60681 - Google Chrome.

[ 10.100.100.7/em7/index.em7?exec=guideségid=606&rand=40993701

Reconcle | Resel Guide

T

Guide THle Access Key Guide D EditDate B
1. %, Access Hooks na 176 20141027 18:02:35
2% AccessKeys Reading Guide [Article Editor] [606] wa T 20141027 180235
3. %, Access Sessions — T na 200027 18029
4. %, Account Permissions a 2005 20141027 18:0230
s ¥ ARTICLE EDITOR = na S0 20141077 180232
6. % AccountPreferences wa 2006 20141027 18:0230
7. %, Account Properties The Article Editor page allows you to create new articles in the Knowledge Base o edit existing articles. 0 2001 2014-10-27 18:0230
8 %, AccountSchedule This guide includes details on: nia 2002 2014-10-27 18:02:30
S|, Action Policy Manager Buttons. Tools. and lcons na 261 20141027 18:02:34
0. %, Alert Objects Dt e Aicts Propetes na 405 20141027 180231
1. | Appliance Manager fetninahe Alide Fopeties a 166 2014027 180236
12, Appication Confguration Ector Controling Access tothe Arcle = W00 20141027 180231

13 "%, Appication Forms ‘Adding Content to the Article nia 181 2014-10-27 18:0235
. TR

15 %, Arcle Reader na 609 20141027 180232
16. %, Articles Found Buttons, Tools, and Icons nia 604 2014-10-27 18:02:32

17 %, Asset Auomation wa 12 20141027 180236
18 %, Asset Components Function Description na 2305 20141027 18:0230
19, |%, Asset Configuration na 202 20141027 180230 |
20. %, AssetIp Networks Reset button Clecrs all values from the search fields and updates the page with any new information. na 2304 20141027 180230
21, |%) Asse Licenses na 203 20141027 180230
2 N save bution SEE  [Saves anewarticle or saves changes to an existing aricle. B ESC T T - 00]
23 %, AssetManager na 200 20141027 180233
24 %, Asset Notes Atiachments na 206 2014-10-27 180230
25 %, AssetPropertes na 200 201410.27 180230
26 %, AudtLogs Defining or Editing the Article Properties = 65 20141027 18:0236
27. %, Automation Poicy Manager ‘Thetop pane of the Article Editor page contains fields. These fields define the article's properties. it =2 BN
28 %, Backup Management . na 14 20141027 180236
25 %, Sanciih Bl Pl To define a new article, you must supply values in = s
30 %, Behavior Settings na 1383 20141027 180236

Viewng Page: 1] v ]

To view a guide:

1. GotoSystem > Tools > Guide Browser.

2. Inthe Guide Browser page, in the list of guides, find the guide for which you want to view the content. Click

its flashlight icon (“;)_

3. The Reading Guide modal page appears and displays the contents of the guide.

Viewing a Guide from a Page in the Sciencelogic Platform

« Toview a guide in a page in SL1, click the [Guide] button.

o Todetach the guide from the current page in SL1 and view the guide in its own browser page, click the
[Detach] button.
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Navigating Within a Guide

Each guide is displayed in the Reading Guide modal page. In the Reading Guide modal page, you can
navigate back and forth through linked guides by:

23

Reading Guide [Access Keys] [177]
Sear | [ seeer ]
KEY [ HOOK ALIGNMENT EDITOR
The Key / Hook Alignment Editor modal page allows you to define a new access key or edit an existing access key.
« Anaccess hook is a granular privilege.
- ) ) Back Alt+Left Armow
« Togrant that privilege to a user, the access hook must be includedinan a
Forward Alt+Right Arrc
« Access keys are groups of access hooks that are granted to users. ) .
Reload “trl+F
Save as... Ctrl+ S
Buttons, Tools, and lcons
Print... “trl+F
Function Description Translate to English
View page source Ctrl+L
New button INew Clears values fi View page info
Generates a rej Reload frame nt
Report button epor Access Key. S| T,
'whiere you can § View frame source
View frame info
Reset button [Reset Rewverts any un:
Inspect element “trl+Shift+]
To search for aimenTry 1 INe ACCesS Keys pane, enter 8 smnginthe
search field and select the [T button. EMT will automatically expand ong|
Find Find or more parent links as necessary and display the search results,
highlighted in blue. -

« Right-clicking and selecting Back from the pop-up menu

« Right-clicking and selecting Forward from the pop-up menu
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Searching All Guides

After you have opened a guide and are in the Reading Guide modal page, you can search for all guides that
contain a specified fext string.

Matches Found [19] Detach
Search: [pandwidth Search

Guide Title [ Description ) anking

Bandwidth Biling Policies 100%
Metwork Bandwidth Biling Report 100%
3. Alert Objects 0%
4. Data Retention Settings 50%
Z.  Device Interfaces 50%
Device Manager 50%
Device Performance 50%
Device Properties 50%
Device Summary 50%
Device Template Editor 50%
Device Thresholds 50%
Dynamic Application Collections 30%
3. Glebal Threshold Settings 50%
‘4. Interfaces Found 50%
5. Metwork Interfaces 50%
Organizational Account Administration 50%
Organizational Logs 50%
Organizational Summary 50%
Virtual Interfaces 50%

To search all guides for those that contain a text string:

1. Gotoanypage in SL1. Click the [Guide] button.

The Reading Guide modal page appears and displays the contents of the guide.

The Reading Guide modal page contains a Search field and a [Search] button.

Enter a string in the Search field and click the [Search] button.

The Reading Guide page will be cleared of text and will display a list of guides that contain the text string.

Clicking on one of the guides in the search results displays the selected guide in the Reading Guide page.

N o AW

Right-clicking and selecting Back from the pop-up menu returns you to the list of search results.

The Toolbox

The Toolbox appears in the upper right of the window in the classic user interface of SL1:
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& Logged in as em7admin =

Find&r[ ]

The Toolbox displays the following:

« Logged in. Displays the name of the current user. When you hover over the username, the IP address for the
current session appears.

« Finder. If you enter a string in this field and click the [Go] button, SL1 uses the Finder tool to search all
possible element types. The results are returned in the Finder tool page.

« Toolbox. Clicking on the [Toolbox] button displays a set of links to commonly accessed pages and the
shortcut keys for those pages. The [Toolbox] button also displays links for License Information and SL1
Version Information.

o The License Information link leads to a pop-up page with a list of all third-party licenses included in
SLT.

o The SL1 Information link leads to a pop-up page with information about the current version of SLT.

& Logged in as em7admin E

Bookmarks (Ctrl+Alt+B)

Create a Ticket (Ctri+Alt+Enter)
Finder (Ctrl+Alt+F)

Guides (Ctrl+Alt+G)

Home (Ctri+Alt+H)

My Preferences (Ctrl+Alt+P)

My Tickets (Ctri+Alt+M)

Regular Expression Tester

Clear SL1 System Cache

Auto-Discovery (Ctrl+Alt+A)
Organizational Management (Ctrl+Alt+0)

Device Management (Ctrl+Alt+1)

Asset Management (Ctri+Alt+2)

Network IP Management (Ctrl+Ali+3)
User Accounts (Ctrl+Alt+4)
Vendor Management (Ctrl+Alt+5)

External Contact Management (Ctrl+Alt+6)

License Information

SL1 Version Information

LOG OFF
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You can also access the following Toolbox options from the menu bar on the left (E) and from the Advanced

menu (  ):

o Bookmarks (Misc > Bookmarks)

o Finder (Misc > Finder)

o Guides (Misc > Guides)

o Clear SL1 Cache (Misc > Clear SL1 Cache)

o Regular Expression Tester (Misc > Regular Expression Tester)

o SLI License Info (Misc > SL1 License Info)
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Chapter

2

Overview of SL1 Features

Overview

This chapter provides an overview of the features and tferminology in SL1.
Use the following menu options to navigate the SL1 user interface:
« Toview a pop-out list of menu options, click the menu icon (E)
« Toview a page containing all of the menu options, click the Advanced menuicon ( ).

This chapter includes the following topics:

ArchiteCtUre . 29
SLT Appliance FUNCHONS ... o e 29
Message Collechion . . 30

Organizations and Users ... L 30
Organizations ... 30
USBIS e e 30

Credentials il 31

DiSCOVEIY .. ... 32

Device Administration ... .. . il 32
Virtual DevICe .. ..o 32
Component Device ... 33

Events L 33

AUtoMatioN .. 33
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BUSINESS SEIVICES - - 34

Application Health . 34
Dynamic Applications .. . 35
PowerPacks ... 35
MOPS 36
Dashboards ... .. .. 37
Re POt L 38

CUSIOM REPOITS - il 38

Embedded Reports . . . . 38
TiCke NG L 39
Asset Management . 39
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Architecture

There are two types of SL1 systems:

o All-In-One. In this type of system, a single appliance, such as a server, handles all the functions of SL1. The
monitoring capacity of an All-In-One system cannot be increased by adding additional appliances.

« Distributed. The functions of SL1 are divided between multiple appliances. A Distributed system can be as
small as two appliances, or can include multiple instances of each type of appliance.

SL1 Appliance Functions

There are five general functions that a SL1 appliance can perform. In large SL1 systems, a dedicated appliance
performs each function. In smaller systems, some appliances perform several functions. This section describes
each function and the SL1 appliances that can perform each function.

User Interface

Administrators and users access the user interface through a web browser session. In the user interface, you can
view collected data and reports, define organizations and user accounts, define policies, view events, and create
and view fickets, among other tasks. The appliance that provides the user interface function also generates all
scheduled reports.

NOTE: The Administration Portal appliance communicates only with the Database Server appliance and no
other SL1 appliance. All connections between the Administration Portal and the Database Server are
encrypted in both directions.

Database

The appliance that provides the database function is responsible for:

« Storing all configuration data and data collected from managed devices.

o Inadistributed system, pushing data to and retrieving data from the appliances responsible for collecting
data.

o Processing and normalizing collected data.

« Allocating tasks to the other appliances in the SL1 system.
« Executing automation actions in response to events.

« Sending all Email generated by the system.

o Receiving all inbound Email for events, ticketing, and round-trip Email monitoring.
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Data Collection

The SL1 appliances that perform the data collection function retrieve data from monitored devices and
applications in your network at regularly scheduled intervals. In a distributed system, appliances that perform the
data collection function also perform some pre-processing of collected data and execute automation actions in
response to events.

Message Collection

The SL1 appliances that perform the message collection function receive and process inbound, asynchronous
syslog and trap messages from monitored devices. When installed on a device, the SL1 agent also sends
asynchronous messages to the appliance performing message collection.

API

SL1 provides a REST-based APl that external systems can use to configure SL1 and access collected data. For
example, the APl can be used to automate the provisioning of devices in SL1.

The APl is available through the Administration Portal, the All-In-One Appliance, and the Database Server.

For more information about SL1 architecture, see the Architecture manual.

Organizations and Users

All policies, events, tickets, users, and other elements in SL1 are associated with an organization. An
organization is a group for managing elements and user accounts.

Organizations

The basic characteristics of an organization are:

« Aunique name (required).

o Users who are members of the organization.

o Elements (for example, devices) associated with the organization.
Organizations can be defined by geographic areas, departments, types of devices, or any structure that works best
for your needs. For example, for a business with multiple locations, an administrator might create organizations

named Boston, New York, and DC. Another administrator might create organizations named for departments, like
Finance, Sales, Marketing, and Engineering.

Users

In SL1, there are two broad types of user accounts:

o Administrators. By default, users of type "administrator' are granted all permissions available in SLT.
Administrators can access all tabs and pages, and perform all actions and tasks on all entities, regardless of
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organization.

o Users. Accounts of type "user" are assigned key privileges. Key privileges are customizable by the
administrator and grant users access to pages and tabs and permit users to view information and perform
tasks in SL1. These key privileges are defined by the SL1 system administrator from the Access Keys page
(System > Manage > Access Keys).

NOTE: To learn more about Access Keys and how they affect user accounts, see the Access Permissions
manual.

For more information about Organizations and Users, see the Organizations and Users manual.

Credentials

Credentials are access profiles (usually username, password, and any additional information required for access)
that allow SL1 to retrieve information from devices and from software applications on devices. Discovery uses
SNMP credentials to retrieve SNMP information during initial discovery and nightly auto-discovery. If SL1 can
connectto a device with an SNMP credential, SL1 deems that device "manageable" in SL1.

Dynamic Applications use credentials to retrieve SNMP information, database information, SOAP information,
XML information, XSLT information, and WMI information. Proxied Web Services use SOAP/XML Host credentials
to pass authentication information to external web services.

SL1 includes a type of credential called "Basic/Snippet" that is not bound to a specific authentication protocol. You
can use this type of credential for Dynamic Applications of type "WMI", of type "snippet", and when defining system
backups. "Basic/Snippet" credentials can also be used for monitoring Windows devices using PowerShell.

SL1 includes a type of credential that allows Dynamic Applications of type "Snippet" to use SSH to communicate
with a remote device. To use these Dynamic Applications, you must define an SSH credential.

SL1 includes a type of credential that allows Dynamic Applications to refrieve data from Windows devices. If you
align a Dynamic Application for PowerShell with a PowerShell credential, SL1 assumes that you want to use its
built-in agentless transport to communicate with Windows devices.

NOTE: If necessary, a single device can use multiple credentials. If more than one agent or application is
running on the device, each agent or application can be associated with its own credential. During
discovery, SL1 will use the appropriate credential for each agent.

For more information Credentials, see the Discovery and Credentials manual.
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Discovery

Discovery is the tool that automatically finds all the hardware-based devices, hardware components, and software
applications in your network. You must provide the discovery tool with a range or list of IP addresses and/or a list of
fully-qualified domain names (hostnames), and the discovery tool determines if a device, hardware component, or
software application exists at each IP address. For each device, hardware component, or software application the
discovery tool "discovers", the discovery tool can collect a list of open ports, DNS information, SSL certificates, list of
network interfaces, device classes to align with the device, topology information, and basic SNMP information
about the device.

The Discovery tool also determines which (if any) Dynamic Applications to align with the device. If the discovery
tool finds Dynamic Applications to align with the device, the discovery tool triggers collection for each aligned
Dynamic Application.

For more information Discovery, see the Discovery and Credentialsmanual.

Device Administration

As part of monitoring your network, SL1 collects data using common networking protocols. Most collected data is
associated with a device in SL1. A device in SL1 is a record that can represent:

o Physical network hardware, for example, servers, switches, routers, printers, efc.
o Acomponent of a larger system, for example, a data store in a hypervisor system, a blade server, efc.

« Any other entity about which you want to collect data, but want or need to associate that data with a container
that does not correspond directly to a physical device or a component. For example, you might configure a
device record that represents a web site or a cloud service.

SL1 allows you to monitor and manage hardware and applications within your network. SL1 provides a network-
wide view through a "single pane of glass." This means that you can monitor status, create policies, define
thresholds, and receive nofifications, all through a single, browser-based application.

Virtual Device

Avirtual device is a container for collected data. A virtual device can be used when you want to:

« Monitor a device or application that doesn't support TCP/IP, SNMP, or both. The device's data can be
pushedto SL1 via another method (for example, email) and stored in a virtual device.

« Monitor multiple SNMP agents on a single device. In such a case, one of the SNMP agents (for example, a
hardware agent) can be associated with the device and another SNMP agent (for example, an agent that
monitors a software application) can be associated with a virtual device.

« Isolate and monitor specific parameters separately from their originating device. For example, you might
want to monitor a database and keep its data separate from the hardware data you are collecting from the
host device.
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Component Device

SL1 uses Dynamic Applications to retrieve data from a management device and discover each entity managed by
that management device. SL1 then uses that refrieved data to create a device for each managed entity. In some
cases, the managed entities are nested.

o InSL1 a managed entity is called a component device. A component device is an entity that runs under the
control of a physical management device.

o InSLT, the root device is the physical device that manages one or more component devices.

o InSL1, aparent device is a device that has associated entities modeled as component devices. A parent
device can be either a root device or another component device.

For more information about Devices, see the Device Management manual.

Events

One of the quickest ways to monitor the health of your network is to look at events. You can view events on the
Events page in SL1.

Events are messages that are triggered when a specific condition is met. For example, an event can signal ifa
server has gone down, if a device is exceeding CPU or disk-space thresholds, or if communication with a device
has failed. Alternately, an event can simply display the status of a managed element.

SL1 generates log messages from incoming trap and syslog data, and also when SL1 executes user-defined
policies. SL1 then uses these log messages to generate events. SL1 examines each log message and compares it
to each event definition. If a log message matches an event's definition, SL1 generates an event instance and
displays the event on the Events page.

Each event includes a description of the problem, where the problem occurred (device, network hardware,
software, policy violation), a pre-defined severity, the time of first occurrence, the time of most recent occurrence,
and the age of the event.

SL1 includes pre-defined events for the most commonly encountered conditions in the most common
environments. You can also create custom events for your specific environment or edit the pre-defined events to
better fit your specific environment.

For more information about Events, see the Events manual.

Automation

SL1 includes automation features that allow you to specify actions you want SL1 to execute automatically when
specific event conditions are met. Automation in SL1 is divided into two parts:
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« An automation policy defines the event conditions that can trigger an automatic action.

« An action policy defines an action that can be triggered by an automation policy. An action policy can
perform one of the following tasks:

Send an email message to a pre-defined list of users and/or external contacts.
Send an SNMP trap from SL1 to an external device.
Create a new ficket.

Update an existing ticket. An action policy can change the status and/or severity of an existing ticket
and/or add a note fo an existing ticket. For this action policy fo trigger successfully, a ticket must be
associated with the event that friggered the action.

Write an SNMP value to an existing SNMP object on an external device.
Query a database.
Run a custom python script, called a snippet.

Send an SNS Message to a Topic ARN (Amazon Resource Name). All subscribers to the Topic ARN
will receive the message.

For more information about Automation, see the Run Book Automation manual.

Business Services

A business service includes one or more fechnical services that provide value to internal or external customers.

Some examples of business services include verifying Infernet access or website hosting, online banking, remote
backups, and remote storage. Usually a business service includes an associated Service Level Agreement (SLA)
that specifies the terms of the service.

Create the following types of services on the Business Services page, in the following order:

1.
2.

Device Service. Monitors a set of related devices, such as all devices from a specific region.

IT Service. Monitors a service that IT provides to your organization. An IT service is made up of one or more
device services.

Business Service. Monitors a service your organization provides to your customers. A business service is
made up of one or more IT services.

For more information about Business Services, see the Business Services manual.

Application Health

An application is a collection of one or more devices running a similar set of software or processes. You can
monitor the application health of that set of devices in SL1 to ensure that the software running on the devices is
performing the actions the software is supposed to be performing. If you are using the SL1 agent or an agent-
related PowerPack to collect data, you can monitor the system processes for a dynamic list of devices.

An application is made up of application components and a status policy:
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« An application component is a specific group of devices running the software or process you want to
monitor with SL1. An application component has process rules for matching processes reported by an SL1
agent. These process rules act as a filter, and an SL1 agent device is only considered to be part of an
application component if at least one process rule is currently matching. An application can contain more
than one application component, depending on your monitoring needs.

« Astatus policy contains a set of rules that define the health, availability, and risk criteria for the devices want
fo monitor.

For more information about Application Health, see the Application Healthmanual.

Dynamic Applications

Dynamic Applications are the customizable policies that tell SL1 what data to collect from devices and
applications. For example, suppose you want to monitor a MySQL database running on a device in your network.
Suppose you want to know how many insert operations are performed on the MySQL database. You can create or
edit a Dynamic Application that monitors inserts. Every five minutes (for example), SL1 could check the number of
insert operations performed on the MySQL database. SL1 can use the retrieved data to trigger events and/or to
create performance reports.

SL1 includes Dynamic Applications for the most common hardware and software. You can customize these default
Dynamic Applications fo suit your environment. You can also create custom Dynamic Applications.

Dynamic Applications in SL1 support a variety of protocols to ensure that SL1 can always communicate with the
devices and applications in your network and retrieve information from them. Dynamic Applications can use the
following protocols to communicate with devices:

o SNMP

. SQL

o XML

« SOAP

o XSLT (uses SOAP and XSLT to convert XML data to a new format)

o WMI (Windows Management Instrumentation), including WMI and WBEM
o Windows PowerShell

o Custom Python applications (called "snippets") for proprietary or more complex data retrieval

For more information about Automation, see the Run Book Automation manual.

PowerPacks

A PowerPack is an exportable and importable package of one or more Dynamic Applications, device classes,
device tfemplates, event policies, custom reports, dashboard widgets, dashboards, run book policies, run book
actions, ticket templates, credentials, proxy XML transformations, themes, device categories, device dashboards,
and/or IT service policies.

Overview of SL1 Features 35



You can use PowerPacks to share customized content among SL1 systems and to download customized content
from Sciencelogic.

You can create a PowerPack on a SL1 system to export one or more Dynamic Applications, device classes, device
templates, event policies, custom reports, dashboard widgets, dashboards, run book policies, run book actions,
ticket templates, credentials, proxy XML transformations, themes, device categories, device dashboards, and/or IT
service policies. You can then import that PowerPack on another SL1 system to install the Dynamic Applications,
device classes, device templates, event policies, custom reports, dashboard widgets, dashboards, run book
policies, run book actions, ticket templates, credentials, proxy XML Transformation, themes, device categories,
device dashboards, and/or IT service policies.

For more information about PowerPacks, see the PowerPacks manual.

Maps
A Map is a visual representation of the various devices and related elements, also called Nodes, in your
environment that have been discovered by SL1. A map displays the important details and relationships associated

with those nodes.

&
To navigate to the Maps page, click the Maps icon (255). The following is an example of a map:

CU Business Service Map 419 Shared ¥ Edit Query Design Selections (0) Filters Reset Save Map

a0 on

Device Service

Device

Concorent — Componer c Conperent rocrent corvore | | comonee | | commnen
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A map contains include the following graphical elements:

« Nodes. Shapes that represent Devices, Topology Elements, Applications, Application Components, and
Services defined in SL1. The shape of the node represents its type.

« Edges. Lines with or without arrows that represent the relationships between nodes.

For more information about Maps, see the Maps manual.

Dashboards

Adashboard is a page that displays one or more graphical reports, called widgets. These widgets appear in their
own pane, and display charts, tables, and text. Access to dashboards is based on your login credentials, so you can
view only dashboard data for which you have access. Also, some dashboards might be private instead of public.

To define a widget, you first select from a list of pre-defined widget definitions, and then customize what will be
displayed by the selected widget by supplying values in the option fields provided by that widget.

NOTE: If an animated blue line appears under a widget name, the widget is in the process of updating its
data. When the line disappears, the widget is done updating.

TIP: If an item name displays as a hyperlink in a dashboard, you can click that link to go to the relevant detail or
Investigator page for that item. You can click dashboard links to the Investigator pages for devices, events,
and services.

All v Dashboards Events Inventory Settings

Basic Service Last24Hours v AllFilters Print  Edit

Cpu Utilization Leaderboard CPU % Memory % and Swap %

an
oo

76095-NPES.cisco.com

®cru Low S Hih v

Memory % Availability == event Table

® Memory ® Availability

For more information about Dashboards, see the Dashboards manual.
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Reports

Custom Reports

A custom report in SL1 provides users with a collection of information from one or more tables in the
Sciencelogic database. This information is populated and generated in different formats, as defined by the user.
Users can select from default custom reports provided by Sciencelogic, edit these default reports, or create their
own reports. Users can also schedule reports, view a list of archived reports, and Email reports to other users.

A report includes three components:

o Aninputform where the user selects options and data to include in the report.
o An .ods output template that specifies the format of the generated report.
o Gluecode, the code that specifies how to handle the user's input, which data to retrieve, and any processing

that needs to be performed on the data.

SL1 includes predefined reports, with defined forms, output templates, and the gluecode. These predefined
reports can be modified, and users can create their own custom reports.

Embedded Reports

Several pages in SL1 allow you to generate a report that contains the information displayed in the page. Reports
that are specific to a page are called embedded reports. The embedded reports cover the following elements:

o Devices

o Device Interfaces

o System Processes

o Windows Services

o Hardware Components

o Installed Software

« Organizations

o User Accounts

o Access Keys

o Tickets

o AssetRecords

o Product Subscriptions

« Vendors

For more information about Reports, see the Reports manual.

38 Overview of SL1 Features



Ticketing

Aticket is a request for work. This request can be in response to a problem that needs to be fixed, for routine
maintenance, or for any type of work you require. Tickets are assigned a severity based on the severity of the issue
that needs to be fixed or worked on. For example, a server going down might require a critical ticket, whereas a
routine maintenance issue might require only a minor ficket. These severities range from healthy to notfice, minor,
major, and critical.

Aticket can be created manually, or created based on an event. If a ticket is created based on a selected event,
most of the ticket fields are populated automatically by SL1. The SL1 can also automatically create a ticket, using
Run Book Automation and user-defined parameters.

In SL1 you can view a list of active tickets, create new tickets, edit one or more existing tickets, and generate
reports for one or more tickets, among other features.

For more information about Ticketing, see the Ticketing manual.

Asset Management

An asset is a piece of equipment owned by an organization. An asset record is a collection of information about
that asset. In SL1, asset records are usually created for hardware devices, with some of the information populated
automatically from collected data. Users can also manually enter information into an asset record.

In SLT, asset records can contain information about:

e The name, make, and model of a device.

o The serial number of a device.

« Function and status of a device.

o Networking information, like host ID, IP address, or DNS server for the device.

« Physical location of the device.

« Description of the network interface.

« Vendor information for the device, including PO or check number, warranty policy, and service policy.
o Hardware information like the amount of memory, CPU, and BIOS or EPROM version.

« Description of each hardware component (if applicable).

« Description of installed software (if applicable).

When possible, SL1 can automatically populate fields in each asset record. SL1 also allows users to create their
own tabs and form fields in addition to the ones provided by default.

For more information about Assets, see the Asset Management manual.
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Chapter

User Preferences

Overview

This chapter describes the different tools in SL1 that allow you to manage a restricted set of properties for your own
account.

Use the following menu options to navigate the SL1 user interface:
o Toview a pop-out list of menu options, click the menu icon (E)
« Toview a page containing all of the menu options, click the Advanced menuicon ( ~ ).

This chapter explains how fo use these tools to manage your own account:

Account Preferences

_____________________________________________________________________________________________ 41
Schedule Manager .. ... .. 45
Viewing the Schedule Manager .. . 45
Defining a Scheduled or Recurring Calendar ltem ... ... 47
Enabling or Disabling One or More Scheduled Calendar ltems ... ... ... . .. . . .. .. ... 49
Deleting One or More Scheduled Calendar ltems .. ... ... 49
My Contact Information ... il 50

User Preferences
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Account Preferences

The Account Preferences page allows you to change your SL1 password and customize some of the behavior and
appearance of SL1. The customizations that you choose will appear each time you log in to SL1. They will not
affect how SL1 appears to other users.

NOTE: To access the Account Preferences page, accounts of type "user" must be granted one or more
access keys that includes the following access hook: MyPreferences. Accounts of type "user" will then
be able to view and edit the seftings in the Account Preferences page.

To access the Account Preferences page:

1. Goto Preferences > Account > Preferences.

2. Inthe Account Preferences page, you can edit one or more of the following fields:

Account Preferences | For [ System Administrator ] Reset Guide
Change Password
Existing Passuord Hew Passuord Confirm New Passuord
Interface Settings
Event Console Columns
= Defautt Page e Disable Navbar Auto-hide | | | Gheck = Ensbies | e
(Timbox] ) ool
[Acknowledged / User Name]
Uiz View Assigned Tickets Only ||| | Ghesk = Enatled | [Ticket 1D / Link]
[ StienceLogic: Whits + Biue Tilsbars | v e [Event Age / Elapse Time]
[Last Detected / Date]
Page Refresh Rate Show Masked Events || { Gheck = Enatled ] [EID / Event ID]
= [Message Source]
(1Mo} ) [Detection Gount]
Page Resul Count Organizational Grouping Events | ¥ | Gheck = Ensbied ] [Severty] -
Ticket Console Columns
(11 L[] [Organzation]
e Colapse Organization Events ||| | Gheck = Enatid ] [Description]
@ [Severty]
[1Sman] v [Queue]
Show Severty Badges [ Check = Enabled ] [TID]
Defaut Severity Fiter State
(THeatthy ] v @ Ticket Age.
Ticket Comment Reverse Sort ||| { Ghek = Enabied ] [Element Name]
Preferred IF Label Element Type
[[Interface Alas] @ [Status]
Disabled Ticket Comment Cloaking ||_| | Gheek = ensbied ) Device Manager Columns
Defautt Interface Graph Display [Device Name]
o) Device Hostname
[Cinterface Defaut | Scale Percent Graphs to 100% | Gheck = Enabled] 1P Address]
[Device Catego
Defaut Date Format [Devie Class | Sub-cass]
(261052015 v [[150559] )@ Code Highightng | '#|  hesk = Enables | [DID]
[Organization]
Date Format String {g“";’“ = .
B = o Hide Empty Networks Check = Enabled ollection Group]
V-m-d Hiis |E0T5-05-26 150558 | @ 1 nabied ] s .

3. The Change Password pane allows you to change your password. The following fields appear:

« Existing Password. Your current password. This value must be at least four characters in length and
can be up to 64 characters in length.

o New Password. The new password. This value must be at least four characters in length and can be
up to 64 characters in length.

« Confirm Password. The new password again. This value must be at least four characters in length
and can be up o 64 characters in length.

« [Save]. Click this button to save changes in the Change Password pane.
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4. The Interface Settings pane allows a you to define the appearance and behavior of some pages. The
Interface Settings pane contains the following fields:

« Default Page. Displays a drop-down list of pages. The selected page will automatically appear when
you log in. If you select None, the default page (the Views tab) will appear when you log in.

o Theme. Backgrounds, colors, graphics, and music that will appear when you log in. Theme entries
are defined in the [System] tab.

o Page Refresh Rate. Specifies how often Event, Ticket, and Views pages in SL1 will be refreshed. The
possible choices are from 15 seconds to 60 minutes.

« Page Result Count. Specifies the number of results to be displayed on each page. The choices are
5010 500.

o Table Row Height. Affects the row height of all pages that display a table in the main content pane.
You can also change this setting in the Event Console Preferences page, the Ticket Console
Preferences page, and the system Account Preferences page. Changing the setting for row height
in this page, the Event Console Preferences page, the Ticket Console Preferences page, or the
system Account Preferences page affects the row height in all pages that display a table in the main
content pane. Choices are:

o Small. Sets row heightto 17 px and font size to 11 px.
o Medium. Sets row heightto 27 px and font size to 12 px.
o large. Sets row height to 35 px and font size to 13 px.
« Default Severity Filter. When a severity is selected, you will see only events of the selected severity
and greater in the Event Console page.
o Healthy. Will display all events, including events with a severity of Healthy.
o Notice. Will display all events with a severity of Notice, Major, Minor, and Critical.
o Minor. Will display all events with a severity of Minor, Major, and Critical.
o Major. Will display all events with a severity of Major and Critical.
o Critical. Will display all events with a severity of Critical
« Preferred IF Label. Specifies how interfaces will be labeled in all pages and reports that reference
network interfaces.
o Interface Alias. Easy-to-remember, human-readable name for the network interface.
o Interface Name. The name of the network interface.
o Default Interface Graph Display. Specifies the default unit of measure for the Hourly Interface
Usage graph in the Device Summary page. Choices are:

o Interface Default. The Hourly Interface Usage graph displays the amount traffic in the unit of
measure specified in the Measurement field in the Interface Properties page for the
interface.

o 9% Utilization. The Hourly Interface Usage graph displays utilization in percent.
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5.
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« Device Summary and Performance Graph Engine. Specifies the graphing engine the user

interfaceshould use on the Device Summary page and the Device Performance graphs. Choices are
HTML5 Graphs (newest format) and Flash Graphs (legacy format).

Default Date Format. Specifies the default date format that will be used throughout SL1. You can
select from a list of possible formats.

Date Format String. Specifies a user-defined date format that will be used throughout SL1. If
defined, this date format overrides the default date format. Any date variables supported by the PHP
date function can be used.

In the Checkboxes pane, you can configure features that are toggled on and off.

Disable Navbar Auto-hide. If you select this checkbox, the NavBar pane persists after you click a
link. This option is selected by default.

View Assigned Tickets Only. If you select this checkbox, by default, only tickets assigned to you are
displayed in the Ticket Console page.

Show Masked Events. If you select this checkbox, all events that have been grouped together under
a single event description will be displayed in the Event Console page. The default behavior of SL1 is
to roll up related events under a single description.

Organizational Grouping Events. If you select this checkbox, events will be grouped by
organization in the Event Console page. The filter-while-you-type fields and the advanced filter tool
will appear for each organization grouping and will act only on the events in that organization
grouping. You will not be able to apply a single filter to events in multiple organizations.

Collapse Organization Events. If you select this checkbox, all organizations with assigned events will
be displayed but will be contracted; the Event Console page will display only a list of contracted
organizations, which can be expanded by clicking on the plus sign (+). The default behavior of SL1 is
to expand each organization and display the list of events for each organization.

Show Severity Badges. If you select this checkbox:

o The value in the Severity column will be displayed as a color-coded badge in the Event Console
page and the Ticket Console page.

o The value in the Current State column will be displayed as a color-coded badge in the Device
Manager page.
If you do not select the Show Severity Badges checkbox:

o Inthe Event Console page, the value in the Event Message column and the value in the Severity
column will be painted with the severity color.

o Inthe Ticket Console page, the value in the Description column and the Severity column will be
painted with the severity color.

o Inthe Device Manager page, the value in the Device Name column and the value in the
Current State column will be painted with the severity color.

Ticket Comment Reverse Sort. In the Notes section of a ticket, sort notes by newest first. If you do not
select this checkbox, the user interface displays ticket notes from oldest to newest, with oldest displayed
first.
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« Disabled Ticket Comment Cloaking. When you add comments to a ticket, by default the comments
are viewable by all (not cloaked).

« Scale Percent Graphsto 100%. Graphs that display percentage on the y-axis will display from 0% to

100%, regardless of the highest actual value. Default behavior is to display from 0% to highest actual
value.

« Code Highlighting. If selected, enables syntax highlighting in areas of SL1 that display HTML, PHP,
Python, and SQL code. If selected, syntax highlighting appears in:

o The Snippet Editor & Registry page for Dynamic Applications of type "snippet" (System >
Manage > Applications > create/edit > Snippets).

o The Dashboard Widget Editor page (System > Customize > Dashboards > Widgets >
create/edit).

o The Database Tool page (System > Tools > DB Tool).

o The Action Policy Editor page for actions of type "Snippet" and "SQL Query" (Registry > Run
Book > Actions > create/edit).

o The Report Template Editor page (Reports > Management > Report Manager >
create/edit).

« Hide Empty Networks. If you select this checkbox, the IPv4 Networks page hides networks that do
not include any devices or interfaces.

6. Inthe Event Console Columns pane and the Ticket Console Columns pane, you specify the columns that
will be displayed by default in the Event Console page and the Ticket Console page.

« Event Console Columns. In this list, you can select the default columns to be displayed in the Event
Console page.

NOTE: From the Event Console page, you can also go to the Event Console Preferences modal page and
edit the list of columns to be displayed in the Event Console page. When you edit the list of columns
in the Event Console Preferencespage, the selected list of columns in the Account Preferences
page is automatically updated. When you edit the list of columns in the Account Preferences page,
the selected list of columns in the Event Console Preferences page is updated.

« Ticket Console Columns. In this list, you can select the default columns to be displayed in the Ticket
Console page.

NOTE: From the Ticket Console page, you can also go to the Ticket Console Preferences modal page
and edit the list of columns to be displayed in the Ticket Console page. When you edit the list of
columns in the Ticket Console Preferences page, the selected list of columns in the Account
Preferences page is automatically updated. When you edit the list of columns in the Account
Preferences page, the selected list of columns in the Ticket Console Preferences page is updated.
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Schedule Manager

The Schedule Manager page allows you to enter one-time or recurring appointments, meetings, and vacation
leave. You can use the Schedule Manager page to specify the following:

L]

L]

L]

Your normal work schedule (for example, in the office on Monday — Friday, but out of the office on Saturday

and Sunday)
Vacation time
Recurring meetings and appointments (for example, a weekly status meeting that occurs every Tuesday)

One-time meetings and appointments (for example, a doctor's appointment)

The schedule information you enter in the Schedule Manager page is then visible to other users when they click
the View User Account Details icon (£5) for your account and then click the [Schedule] tab.

NOTE: To access the Schedule Manager page, accounts of type "user" must be granted one or more

access keys that includes the following access hook: ACT MY _SCHEDULE PAGE. Accounts of type
"user" will then be able to view and edit the settings in the Schedule Manager page.

NOTE: You can also view and manage all scheduled processes from the Schedule Manager page (Registry

> Schedules > Schedule Manager). For more information, see the System Administration manual.

Viewing the Schedule Manager

The Schedule Manager page (Preferences > Account > Schedule) displays the following information about
each scheduled or recurring calendar item:
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Schedule Manager | Schedules Found [2] Create Reset

Recurrence
Schegdule Summary *  Sthedule Description  EventID sch id Context Timezone Start Time Duration  Interval End Date Last Run Owmer Organization \sibiity Enabled

[ I ]| ——] il Il || —] il I Il§
1. @Team Meeting Team hiesting 79 0 Users AmericalNew_Y(2017-01-2015:00:00 30 minu Every 1 Week  2017-12-29 13:00:00 = ‘bangerton System Organizves | |
2. @ Vecation Vacation 180 0 Users America/New_Vc 2017-01-21 0.00:00 10080 n = = - banderton System Word Yes [ ]

[Select Action] v m

o Schedule Summary. Displays the name assigned to the scheduled process.
o Schedule Description. Displays a description of the scheduled process.

« EventID. Displays a unique, numeric ID for the scheduled process. SL1 automatically created this ID for
each scheduled process.

o schid. Displays a unique, numeric ID for the schedule. SL1 automatically created this ID for each schedule.
o Context. Displays the area of SL1 upon which the schedule works.

« Timezone. Displays the time zone associated with the scheduled process.

« Start Time. Displays the date and time at which the scheduled process will begin.

o Duration. Displays the duration, in minutes, which the scheduled process occurs.

o Recurrence Interval. If applicable, displays the interval at which the scheduled process recurs.

« End Date. If applicable, displays the date and time on which the scheduled process will recur.

o Last Run. If applicable, displays the date and time the scheduled process most recently ran.

o Owner. Displays the username of the owner of the scheduled process.

« Organization. Displays the organization to which the scheduled process is assigned.

« Visibility. Displays the visibility level for the scheduled process. Possible values are "Private", "Organization",
or"World".

o Enabled. Specifies if the scheduled process is enabled. Possible values are "Yes" or "No".

To edit a scheduled or recurring calendar item, click its wrench icon ( 5') and update the calendar item as needed
on the Schedule Editor modal page.
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Defining a Scheduled or Recurring Calendar Item

You can add a scheduled or recurring meeting, appointment, vacation, or other calendar item for the user in SL1
from the Schedule Manager page.

To define a scheduled or recurring calendar item:

1. Gotothe Schedule Manager page (Preferences > Account > Schedule).

2. Click [Create]. The Schedule Editor modal page appears.

3. Onthe Schedule Editor modal page, make entries in the following fields:

Schedule Editor | Creating New schedule Reset

Basic Settings
Schedule Name Schedule Type
| | [Users
isibility O Cwner
| [world ] ¥ | [[System] ¥ | [[ banderton ] v |
DCrescription

[ J
Time Settings

Start Time End Time Time Zone All Day
[ | | [ [ AmericaMew_ ¥

Returrence Interval
| By Interval v| [o | | Hours v

Recur Until Last Recurrence
| [ Specified Date ] v |

Basic Settings

e Schedule Name. Type a name for the scheduled process.

« Schedule Type. Indicates the scheduled process type (such as Tickets, Reports, or Devices).

« Visibility. Select the visibility for the scheduled process. You can select one of the following:

o Private. The scheduled process is visible only to the owner selected in the Owner field.

o Organization. The scheduled process is visible only o the organization selected in the
Organization field.

o World. The scheduled process is visible to all users.

« Organization. Select the organization to which you want to assign the scheduled process.

« Owner. Select the owner of the scheduled process. The default value is the username of the user who
created the scheduled process.

o Description. Type a description of the scheduled process.
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Time Settings

« Start Time. Click in the field and select the date and time you want the scheduled process to start.
e End Time. Click in the field and select the date and time you want the scheduled process to end.

« Time Zone. Select the region or time zone for the scheduled start time.

NOTE: If you want SL1 to automatically adjust for daylight savings time (if applicable), then you must select a
named region (such as America/New York) in the Time Zone field. If you select a specific time zone
(such as EST) or a specific time offset (such as GMT-5), then SL1 will not automatically adjust for
daylight savings time.

o AllDay. Select this checkbox if the scheduled process occurs all day rather than during a specific
period of time. If you do so, the End Time field becomes disabled.

e Recurrence. Select whether you want the scheduled process to occur once or on a recurring basis.
You can select one of the following:

o None. The scheduled process occurs only once.

o By Interval. The scheduled process recurs at a specific interval.
If you select By Interval, the following additional fields appear:

« Interval. In the firstfield, enter a number representing the frequency of the scheduled process, then
select the time interval in the second field. Choices are Minutes, Hours, Days, Weeks, or Months. For
example:

o Ifyou specify "6 Hours", then the scheduled process recurs every six hours from the time listed in the
Start Time field.

o Ifyou specify"10 Days', then the scheduled process recurs every 10 days from the date listed in the
Start Time field.

o Ifyou specify "2 Weeks", then the scheduled process recurs every two weeks, on the same day of
the week as the Start Time.

o Ifyou specify "3 Months" the ticket recurs every three months, on the same day of the month as the
Start Time.

o Recur Until. Specifies when the scheduled process stops recurring. You can select one of the
following:

o No Limit. The scheduled process recurs indefinitely until it is disabled.

o Specified Date. The scheduled process recurs until a specific date and time. If you select Specified
Date, you must select a date and time in the Last Recurrence field.

« Last Recurrence. Click in the field and select the date and time you want the scheduled process to
stop recurring.

4. Click [Save].
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Enabling or Disabling One or More Scheduled Calendar Items

You can enable or disable one or more scheduled or recurring calendar items from the Schedule Manager page
(Preferences > Account > Schedule). To do this:

1. Gotothe Schedule Manager page (Preferences > Account > Schedule).

Schedule Manager | Schedules Found [2] Create Reset
Returrence
Schedule Summery©  Schedule Description  Event!D schid  Contest Timezone Start Time Durstion  Interval End Date Last Run Qwner Organization visibilty Ensbled
( I ) (] I I | — I I I ] | —
I pTeamMestng  TeamMesing 780 Users  AmeralNew V2017020150000 30mhu ey |Wesk 2071228120000 -~ banderon  Syslem  Organies 4
2. Vacation Vacation 180 0 Users America/New_Y 2017-01-21 00:00:00 100800 = = = banderton System Word Yes [
[Select Action] k2
L Inc. Al rights reserved Previous Login: 2016-11-22 15:36:02 from: 10,128.36.164 - | [Select Action] : 10.128.34 64
Administration:
|_DELETE Schedules
|_ENABLE Schedukes
L DISABLE Schedules

2. Selectthe checkbox icon for each scheduled process you want to enable or disable.
3. Click the Select Action menu and choose Enable Schedules or Disable Schedules.
4. Click the [Go] button.

Deleting One or More Scheduled Calendar Items

You can delefe one or more scheduled or recurring calendar items from the Schedule Manager page
(Preferences > Account > Schedule). To do this:

1. Gotothe Schedule Manager page (Preferences > Account > Schedule).
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Schedule Manager | Schedules Found [2]

Greate Reset
Recurrence
Sthedule Summery *  Schedule Description  EventD sch id  Context Timezone Stert Time Duration  Interval End Date Lest Run Ouner Orgenization  \isibiity Enabled
( [ ] [—] I I [ — I I ]
L FTeamiestng  TeamMestng 179 0 Users  AmerkalNew (20170120 150000 0mnuEvery1Wesk 2017229130000 - bandemen  Sysem  OrgwEYes 4
2 favacation \acation 180 0 Users AmericalNew_Y2017-01-21 00:00.00 100800 = = = banderton System Word Yes [
[Select Action] L4 Gu I
, Inc. Al rights reserved. Previous Login: 2016-11-22 15:36:02 from: 10.128.36.16q]- | [Select Action] : 10.428.30 64
Administration:
| DELETE Schedules
|_ENABLE Schedules
|_DISABLE Schedules

2. Selectthe checkbox icon for each scheduled process you want to delete.
3. Click the Select Action menu and choose Delete Schedules.
4. Click the [Go] button.

My Contact Information

The My Contact Information page allows you to define or edit your contact information. The contact information
you enter in this page is then visible fo other users when they click the View User Account Details icon (&)
associated with your account anywhere in SL1.

By default, the following fields will be automatically populated with values from your parent organization (if the
values have been defined for your parent organization):

o Fax

o Address

o City

o State

o Postal Code
o Country

o Toll Free

e Time Zone

User Preferences 50



NOTE: To access the My Contact Information page, accounts of type "user" must be granted one or more
access keys that includes the following access hook: Mylnfo. Accounts of type "user" will then be able
to view and edit the settings in the My Contact Information page.

To access the My Contact Information page and define or edit your contact information:
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1. Goto Preferences > Account > Information.

2. Inthe My Contact Information page, position your cursor in the field you want to define or edit.

My Contact Information | For [System Administrator] Gude | Reset

[What s your favorite color v)

3. You can edit one, multiple, or all of the following fields:

« First Name. Your first name.

o Last Name. Your last name.

« Title. Your title. This field can be up to 32 characters in length.

o Department. Your department. This field can be up to 36 characters in length.

e Phone. Your phone number at work. This field can be up to 24 characters in length.

o Fax. Your fax number. This field can be up to 24 characters in length.

o Mobile. Your cell phone number. This field can be up to 24 characters in length.

o Pager. Any other phone numbers for contacting you. This field can be up to 24 characters in length.
e Primary Email. Your primary email address. This field can be up to 64 characters in length.

« Secondary Email. Your mobile email address, for contacting you via cell-phone or mobile device.
This field can be up to 64 characters in length.

« Alternate Email. Additional email address for contacting you. This field can be up to 64 characters in
length.

o Pass Phrase. Questions that verify your account if you forget your password. SL1 does not use this

field.

o Answer. This field contains the answer fo the question selected in the Pass Phrase field. This field can
be up to 64 characters in length.

« Street Address. Your street address at work. This field can be up to 64 characters in length.
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« Suite/Building. Suite/Building for your location at work. This field can be up to 64 characters in
length.

« City. City where you work. This field can be up to 64 characters in length.

« State. State where you work. You can select from a list of states.

o Postal Code. Postal code where you work. This field can be up to 12 characters in length.
« Country. Country where you work. You can select from a list of countries.

« Toll Free. Toll-free phone number for your work address. This field can be up to 24 characters in
length.

« Time Zone. Time zone associated with your work address. Select from a list of time zones.

4. Click the [Save] button to save your changes.
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Chapter

Using Advanced Search

Overview

This chapter describes how to create advanced searches in SL1.
Use the following menu options to navigate the SL1 user interface:
« Toview a pop-out list of menu options, click the menu icon (E)
« Toview a page containing all of the menu options, click the Advanced menuicon ( ).

This chapter includes the following topics:

Performing an Advanced Search ... L 54
Componentsof an Advanced Search ... . ... 55
Fields 56
OPEIATOLS .. oo oL 58
ValUES 60
Additional Components of an Advanced Search ... . ... 60
R 7gTe 60
Escape characters ..l 61
Examples of Advanced Searches . ... . . il 62
Advanced Search Examples on the Devices Page ... ... ..o i 62
Advanced Search Examples on the Events Page ....... ... ... i 63
Advanced Search Examples on the Services Page ...... ... ..o i 63
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Performing an Advanced Search

SL1 includes an Advanced Search option that lets you use custom search commands to search for data.
To create an Advanced Search:

1. Click the gearicon (%) to the right of the Search field and select Advanced. The search type changes from
Basic to Advanced (note the change in font style).

2. Alternately, you can click the menu icon ( = ) to the right of the Search field to select a search criteria, and
then you can filter that search criteria even further by clicking the criteria button and typing additional search
information:

deviceMame

511

3. Atthe minimum, an Advanced Search requires the following components, in the following order:

o Afield. The general type of data for which you are searching, such as a device name or an event
message.

« Anoperator. Aword or symbol that specifies the relationship between the field and the value, such as

equals or less than.

« Avalue. A specific aspect or version of the field, such as a name or an amount.

NOTE: For more information about fields, operators, and values, see Components of an Advanced
Search.

4. Starttyping a field name for your search. As you type, SL1 displays a list of available fields in a drop-down

menu.
o) mEI
message field _
alignedResourcelame field

TIP: To view a list of all possible search commands at any pointin an Advanced Search, press [Ctrl+Space].
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5. Selectortype afield name and then start typing an operator. Again, SL1 provides a list of available options.

'
‘. message CDFII

contains operator |
doesNotContain operator

TIP: As you type your search command, a red exclamation mark icon (n) appears at the end of the text field if
your command is incorrectly formatted or incomplete. Click the red icon to view additional details.

6. Type a value to complete your search, and type additional search commands as needed. When your search

is complete and formatted correctly, a green check mark icon () appears at the end of the text field:

‘ () message contains “problem” I x ‘

6. Click the [Search] button. The results of your search appear.

7. Toclearasearch, click the gearicon (%*) to the right of a Search field and select Clear Search.

TIP: You can type search commands in the Basic Search field, and then click the gear icon (%) and select
Advanced to "translate" your basic search into an Advanced Search.

Components of an Advanced Search

Atthe minimum, an Advanced Search requires the following components, in the following order:

o Afield. The general type of data for which you are searching, such as a device name or event message.

« Anoperator. Aword or symbol that specifies the relationship between the field and the value, such as
equals or less than.

o Avalue. A specific aspect or version of the field, such as a name or an amount.

The following table contains examples of Advanced Search commands (the quotation marks signify a string of text):

field operator | value

— " H n
name = dewce-nome
counter | > 10

message | contains | 'Error
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In the Advanced Search field, you would type these three searches in the following way:

name = "device-name"
counter > 10
message contains 'Error'

You can also include the operators "and" or "or" to your search command. Basic Search in SLT uses only "and"
searches, unless you specify "Any" in your Basic Search.

NOTE: When SL1 evaluates an Advanced Search command, it evaluates the "or" expressions first, followed
by the "and" filters.

For example, the following search command looks for events that have occurred more than ten times and contain
a message with the word "Error" (or "error") :

counter > 10 and message contains 'Error'

The following search command looks for devices with a name of "device-name" or messages containing the word
"Error" (or "error"):

name = "device-name" or message contains "Error"

You can use parentheses () to group expressions and to ensure that the expressions are evaluated in the correct
order. The following search command looks for either critical events that have only occurred ten times or major
events that have occurred more than 50 times:

(counter > 10 and status = Critical) or (counter > 50 and status = Major)

TIP: Searchesin SL1 are not case-sensitive, so you can use any combination of upper-case and lower-case
letters.

Fields

For most searches, you start your search command with a field name. When you start typing in an Advanced
Search field, SL1 provides a list of potential fields in a drop-down menu that you can select for your search
command:

naI

name field
hostname field
organization field |
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The list of potential fields depends upon the page you are currently on in SL1. The example above is from the
Advanced Search field on the Devices page. If you typed the same letters in the Advanced Search field on the
Events page, the drop-down menu would look like this:

nal
crganization

alignedResourceName

The following table lists some of the more common fields, along with how to use them and examples of search

commands that use those fields:

Field name

alignedResourceName

Purpose

Search for the name of a
device aligned with a device.

alignedResourceName contains
" labll

have not been acknowledged.

asset Search for an asset aligned asset has (assetTag contains 1)
with a device.

dateCreated Search forthe date and time a dateCreated isNotNull
device was created.

deviceClass Search for devices belonging deviceClass has (class contains
to a device class. 'Cisco’)

deviceGroup Search for devices belonging deviceGroup has (name contains
to a device group. "Network")

hostname Search for a device hostname device has (hostname = "srv")

id Search for the unique numeric | id contains "10"
ID assigned by SL1.

isAcknowledged Seorch for events fhcn‘ hove or isAcknowledged = true
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Field name Purpose Example
message Search for details about an message contains "problem"
event message.
name Search for the name of the name = "server"
device
organization Search for the organization to organization has (company =
which the device is assigned "System")
severity Search for the severity of an severity in 3,4
event; severities range from O
to 4, from Healthy to Crifical. Searches for all Major and Critical events.
state Search for the state of a state in 0,1,2
device; states range from 0 to
4: Healthy, Notice, Minor, Searches for all devices with a state of
Maior, and Critical. Healthy, Notice, and Minor.
suppressGroup Hide data related to the suppressGroup = sciencelogic
specified group.
Operators

For most searches, you follow a field with an operator. The operator establishes a relationship between the field
and the value that comes after the operator.

The following table lists some of the more common operators, along with how to use them and examples of search

commands that use those operators:

Operator name

Purpose

Example

and Include two or more search counter > 10 and message contains
. . . " "
criteria before producing error
search results
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Operator name

or

Purpose

Include at least one of multiple

search criteria.

Example

name = "server" or message
contains "error"

:I ::I eql EQI Eq

The field and the value are
equal.

name = "server"

contains The field includes a specific message contains "primary"
string.
has The field contains a specific organization has (tollfree
value. The value following contains '8007)
"has" must be enclosed in
parentheses.
in The field must be part of a severity in 2,3,4
specific set of values.
not Opposite values; this operator | not field = abc
precedes the field name.
<>, !=, neq The field and the search value | field != abc
are equal.
>y gt The field is greater than the severity > 3
search value.
< 1t The field is less than the search | state < 2
value.
>=, gte The field is greater than or severity gte 3
equal to the search value.
<=, lte The field is less than or equal state lte 2

to the search value.

Using Advanced Search

59




Operator name Purpose Example

isNull The field is empty. extTicketRef isNull
isNotNull The field is not empty. counter isNotNull
Values

The value you type at the end of a search command depends on the field name and the operator you use. For
most searches, you can type the value instead of picking it from the drop-down menu that lists possible search
options.

In the following example, the first search value is a string (red text) and the second search value is a numeric value
(blue text):

name contains 'np' and ip beginsWith 192.163

Additional Components of an Advanced Search

In SL1, you can also search for a specific set of words or characters in a string, or search for calculated sets of data.
Strings

You can create a search command that searches for a specific set of words in a string. You can use "quotation
marks" or 'apostrophes' for your search strings, and strings are not case-sensitive.

The following table lists some of the more common string operators, along with how to use them and examples of
search commands that use those string operators:

String operator name Purpose

beginsWith Search for strings beginning message beginsWith "Host
with a specified value Resource™
endsWith Search for strings ending with message endsWith 'shutdown'

a specified value
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String operator name Purpose Example

contains Search for strings containing a message contains "problem"
specified value

doesNotBeginWith Search for strings that do not message doesNotBeginWith "front"

begin with a specified value

doesNotEndWith Seomhforﬁﬂngsﬂmfdonof message doesNotEndWith 'warning'
end with a specified value

doesNotContain Seomhforﬁﬁngsﬂmfdonof message doesNotContain "codec"

contain a specified value

Escape characters

In double-quoted strings (strings surrounded by quotation marks), you can include quotation marks in the search by
escaping the quotation marks. To escape those characters, add a backslash before each quotation mark, such as
\".

For example:

"Error in \"process x\""
In single-quoted strings, you can include the single-quote character by escaping it with a backslash, such as \ '.
Forexample:

'Eric\'s Laptop'
'Error in "process x"'

TIP: You do not need to add quotes around strings in your search commands. However, if your string contains
only numbers, you might want to add quotes around it to ensure that SL1 interprets it as a string.

If you do not include quotes around strings in your search commands, you must escape the following characters
with a backslash:

« all empty spaces or white spaces
e comma

« end parenthesis
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Examples:
Eric's\ Laptop
Error\ in\ "process\ x"

devices\ \ (system\,\ server))

Other than the escape characters mentioned above, you can escape any character. You must escape the
backslash character if you want to use it in a string, such as \\.

The normal whitespace escape sequences can be used: \t (fab), \n (new line), \b (backspace), \r (carriage
return), and \ £ (form feed).

You can also use four-digit Unicode hex escape codes in the form \uxxxx.

Examples of Advanced Searches

Because the search commands differ for each page in SL1, this section contains a set of search examples based on
context.

Advanced Search Examples on the Devices Page

Search for all devices with a Device IDof 1, 2, or 3:
id in 1,2,3

Search for all devices with an IP Address that starts with 192.168:
ip beginsWith '192.168'

Search for all devices with "np" in the Device Name or an IP Address that starts with 192.168:
name contains 'np' or ip beginsWith 192.168

Search for all mail servers based on the organization's naming conventions (all US-based devices start with the
prefix of "us-"):

name beginsWith "us-" and name contains "mail" or name contains "smtp"
Search for all devices with "01" in the Device Name that belong to the Sciencelogic organization:
name contains '0Ol' and organization has (company = sciencelogic)
Search for all devices with a Device Category of "Server" or "System":

deviceClass has (deviceCategory has (name contains "server")) or deviceClass has
(deviceCategory has (name contains "system"))
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Advanced Search Examples on the Events Page

Search for events on devices by Device IDof 1, 2, or 3:
device has (id in 1,2,3)
Search for all events that are errors that have occurred at least 100 times:

message beginsWith "Error" and counter >= 100

TIP: You can copy a working Advanced Search from one tab and include those search commands in an
Advanced Search on another tab. Using this approach, you can now filter events based on any data about
a device or any other event-related field.

For example, you created the following Advanced Search on the Devices page to search for critical devices within
a specific IP address:

name contains 'rtp' and ip beginsWith '192'

On the Events page, you could use that search 1o find events related to that particular set of devices:

device has (name contains 'rtp') and device has (ip beginsWith '192")
For another example, you created the following Advanced Search on the Devices page:
deviceClass has (deviceCategory has (name contains 'xtremio'))
The corresponding Events page search enables you to see events related to that particular set of devices:

device has (deviceClass has (deviceCategory has (name contains 'xtremio')))

Advanced Search Examples on the Services Page

Search for Services related to "Network":

( name contains 'network' or description contains 'network') or organization has
(company contains 'network')

Search for devices with a Device Class of "network.router":
deviceClass has (deviceCategory has (name contains 'network.router'))
Search for devices with a Device Class or Sub-class of "'media":

deviceClass has (deviceCategory has (name contains 'media')) and deviceClass has
(description contains 'media')
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contained herein.
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