»

Sciencelogic

Integration Service: ServiceNow
Incident Synchronization PowerPack

Version 3.0.0



Table of Contents

Introduction to the ServiceNow Incident Synchronization PowerPack ... ... ... ... ... ... 7
Architecture Overview for ServiceNow Synchronization PowerPacks ... ... .. ... 8
SLT and ServiceNow Terminology . . ... 9
Dependency Map for ServiceNow Synchronization PowerPacks ... ... ... ... 9
Prerequisites for ServiceNow Synchronization PowerPacks ... .. ... ... 9
Integration Applications Included in the Synchronization PowerPack ... . . ... ... ... ... .. ... ... 11

Integration ApPlICAtiONS . . . oo 11
Integration Application (Internal) ... o 11

Installing and Configuring the Incident Synchronization PowerPack ... .. .. ... ... ... 12

Downloading, Importing, and Installing the ServiceNow Incident Synchronization PowerPack ............_.. 13
Downloading the Synchronization PowerPack .. ... . 13
Importing the Synchronization PowerPack . .. o . 13
Installing the Synchronization PowerPack . ... . 14

Allowing Cross-Scoped Access in ServiceNow ... 14

Installing the Sciencelogic SL1: CMDB & Incident Automation Application in ServiceNow _................. 16

Installing the ServiceNow Base Pack PowerPack in SLT . . 17

Validating Network Communications . .. ... 18
Checking DN L 18
Checking HTTPS and JSON i 19
HTTP COES - e e e 19

Creating a ServiceNow Group .. 20

Creating a ServiceNow User . .. 22

Configuring Integrations for the Incident Synchronization PowerPack ... ... . ... 24

Event Data Flow Between Integration Service and ServiceNow ... ... 26
Event Data Flow: Infegration Service to ServiceNow ... ... 26
Event Data Flow: SLT to Integration SErvice ... ... o 28

Overview of the Run Book Automation for Incident Sync ... . 29

Configuring Incident SYNC _ ..o 31

Creating and Aligning a Configuration Object . ... 31
Creating a Configuration Object ... .. 32
Aligning a Configuration Object ... . 34

Creating a ServiceNow Credential in SLT . 36

Enabling the Run Book Automation Policies . . ... o 38

Enabling and Customizing the Run Book Action Policy . ... ... . 39
Customizing the Snippet Code in the Input Parameters Pane ... ... .. . 40
Customizing Logging in the Run Book Action . . ... 43

Sending Custom Data to ServiceNow Using the Passthrough Option ... .. 43
Passing Custom Data to ServiceNow ... 44
Snippet Code Example .. 46

Configuring the "ServiceNow: Click to Create Incident' Automation Policy ... ... ................... 47

Viewing Incidents and Events .o o 49

Incident Topology SUPPIessiON . ... 50

Hyperlinking EVents oo 56
ServiceNow Hyperlinking 57

Viewing the Incident Import Table in ServiceNow ... . 57

ServiceNow, Sciencelogic Event, and Incident Priority Matrix ... ..o o . 59

Adding Additional Fields to the Transform Map . ... 60

Troubleshooting the Incident Synchronization PowerPack ... ... ... ... 66
Initial Troubleshooting STeps . . ... ..o 67

INtE IOt ON SEIVICE L 67



SVICEN OW - o 67

Resources for Troubleshooting . ..o L 67
Useful Infegration Service Ports ... 67
Helpful Docker Commands .. ... ..o e 68

Viewing Container Versions and StatUS ... .l 68
ReStaring O SEIVICE oo 68
Stopping all Infegration Service Services ... . 68
Restarting Docker . . ... 68
Viewing Logs for a Specific Service ... ..o L 69
Clearing RabbitMQ Volume ... . 69
Viewing the Process Status of All Senvices ... ... o 70
Deploying Services from a Defined Docker Compose File ... ... .. .. .. . ... 70
Dynamically Scaling for More Workers . ..o oo 70
Completely Removing Services from Running ... oo o 70
DIagnosis TOOIS . . ...l 70
Retrieving Additional Debug Information (Debug Mode) ... ... . 71

Frequently Asked QuUestioNs ... . L 72
Why are Incidents not getting created in ServiceNow? ... ... 72
What if my Incident does nothave a Cl2 ... 73
What if the Integration Service user interface is unresponsive and Incidents are not being generated in
SeVICEN OW 74
Why are Incident numbers not populated in SL1 on Incident creation in ServiceNow? ... .......... 74
Why am | not getting any Incidents after disabling the firewall2 ... ... . . ... ... 74

Checklists for Deployment ... 75
CMDB-Only ServiceNow Integration with Single SL1, no Domain Separation in ServiceNow _.............. 76
Sync Devices from SL1 to ServiceNow ...l 76
Discover Devices from ServiceNow in SLT .. . 77
Sync Business Services from SL1 to ServiceNow ... .. 77
Sync File Systems from SL1 1o ServiceNow ... . 77
Sync Network Interfaces from SL1 to ServiceNow ... ... ... 77
Sync Installed Software from SL1 to ServiceNow ... .. 78
Sync Maintenance Schedules from ServiceNow to SLT ... ... 78
Sync Advanced Topology from SL1 to ServiceNow ... .. 78
CMDB-Only ServiceNow Integration with Single SL1 and Domain-Separated ServiceNow ................. 79
Sync Devices from SL1 to ServiceNow ... . 79
Discover Devices from ServiceNow in SLT .. . 80
Sync Business Services from SL1 to ServiceNow ... .. 80
Sync File Systems from SL1 1o ServiceNow ... . 81
Sync Network Interfaces from SL1 to ServiceNow ... ... ... 81
Sync Installed Software from SL1 to ServiceNow ... ... 81
Sync Maintenance Schedules from ServiceNow to SLT ... ... 81
Sync Advanced Topology from SL1 to ServiceNow ... . .. 82
CMDB-Only ServiceNow Integration with Multiple SL1 Systems, no Domain-Separated ServiceNow ... .. 83
Sync Devices from SL1 to ServiceNow ... . 84
Discover Devices from ServiceNow in SLT .. . 84
Sync Business Services from SL1 to ServiceNow ... .. 85
Sync File Systems from SL1 to ServiceNow ... . 85
Sync Network Interfaces from SL1 to ServiceNow .. ... ... 85
Sync Installed Software from SL1 to ServiceNow ... ... 86
Sync Maintenance Schedules from ServiceNow to SLT ... ... 86
Sync Advanced Topology from SL1 to ServiceNow ... . .. 86

Incident-Only ServiceNow Integration with Single SL1, no Domain Separation in ServiceNow _.........._. 87



ROl L 89
Tab S o 90
Table Columns (emdb Qi) o 90
Table Columns (core compPany) . ... o L 91
Table Columns (cmdb group) ... . 91
ScriptIncludes .o 91
BVt RegiStY il 91
Seripted ACHONS 92
Data Lookup Definitions . . . ... e 92
System Properties ..l 92
Catalog Hem L 93
Catalog UIPoliCIEs ... e 93
Vaniable Sets 93
Catalog Client Scripts - 94
W OTKI OW S 94
Scripted REST ReSOUICES . .o 95
Transtorm MapPs . . .ol 97
TraNSIOrmM S CriplS - oL 97
ServiceNow APl ENdpoints ... ..o o 98
BUSINESS SEIVICES . . - . 100
HT TP Method . .. 100

P OGNt ON L 100
ResoUrCe Path .. 100
Default Resource Path . L 100
Example (Request URL) . L 100
Example (Response) . ... . L 101
Change ReqUests ... . 102
HT TP Method . .. 102
ResoUrCe Path .. 102
Default Resource Poth . 102
Fixed Infernal QuUery ... L 103
EXOMIPlE 103
Example (Response) . ... . L 103
Classification Version 1 . 104
HT TP Method . .. 104

P OGNt ON L 104
ResOUrCe Path .. 104
Default Resource Path . 104
Fixed Infernal QuUery ... L 105
EXOMIPlE 105
Example (Response) . ... . L 105
Classification VErsion 2 . 107
HT TP Method . .. 107

P OGNt ON L 107
ResOUrCe Path .. 107
Default Resource Path . L 107
Fixed Infernal QuUery ... L 108
EXOMIPlE 108
Example (Response) . ... . L 108

CM DB GroUD ool 110

HT TP Method ..o e e 110



P OGNt ON L 110

Resource Path ol 110
Default Resource Poth . 110
Example (Request URL 110
Example (Body) . ..o L 110
Example (Response) . ... . L 111
oM O S il 112
HT TP Method . ..o e 112
P OGNt ON L 112
RESOUICE Path o 112
Default Resource Path . 112
Fixed Infernal QuUery ... L 113
EXOMIPlE 113
Example (Response) . ... . L 113
Device Identification Engine . . ... 115
HT TP Method . ..o e 115
P agiNat ON 115
Resource Path ol 115
Default Resource Path . 115
Example (Request URL) . L 115
Example (Body) ... oL 115
Example Business Service (Body) ... L 116
Example (Response) . ... . L 117
Discovery Dependents ... . L 118
HT TP Method . .. 118
P OGNt ON L 118
Resource Path ol 118
Default Resource Poth . 118
Fixed Infernal QuUery ... L 119
EXOMIPlE 119
Example (Response) . ... . L 119
File Sy OIS 120
HT TP Method . .. 120
P OGNt ON L 120
Resource Path ol 120
Default Resource Path . 120
Fixed Infernal QuUery ... L 121
EXOMIPlE 121
Example (Response) . ... . L 121
I PO St il 122
HT TP Method . .. 122
RESOUICE Path o 122
Default Resource Path . 122
Example (Request URL) . L 122
Example (Body) ..ol 122
IS e 124
HT TP Method . .o 124
P OGNt ON L 124
RESOUICE Path Lo 124
Default Resource Path . 124
Fixed Infernal QuUery ... L 125

EXOMIPlE 125



Example (Response) . ... . L 125

Installed SofWare . L 127
HT TP Method . .o 127
P OGNt ON L 127
ResoUrCe Path . 127
Default Resource Poth .. 127
Fixed Infernal QuUery ... L 128
Example (Request URL) . L 128
MaNUIG T L 130
HT TP Method . ..o e 130
P OGNt ON L 130
ResOUrCE Path . . 130
Default Resource Path . L 130
Example (Request URL) . L 130
Example (Body) ... oL 130
Example (Response) . ... . L 131
Model . 132
HT TP Method . ..o e 132
ResOUrCe Path . . 132
Default Resource Path . 132
Example (Request URL) . L 132
Example (Body) ... oL 132
Example (Response) . ... . L 133
Network Adapters 134
HT TP Method . .. 134
P OGNt ON L 134
ResoUrCe Path .. 134
Default Resource Poth . 134
Fixed Infernal QuUery ... L 135
Example (Request URL) . L 135
Example (Response) . ... . L 135
Service ReqUESTS _ . il 136
HT TP Method . .. 136
P OGNt ON L 136
ResOUrCe Path .. 136
Default Resource Path . L 136
Fixed Infernal QuUery ... L 137
EXOMIPlE 137
Example (Response) . ... . L 137



Chapter

Introduction to the ServiceNow Incident
Synchronization PowerPack

Overview

This chapter describes the ServiceNow Incident Synchronization PowerPack, which is the Sciencelogic integration
with the ServiceNow Incident Management Module.

This Synchronization PowerPack automatically logs, de-duplicates, correlates, updates, and appends ServiceNow
Incidents, reducing the amount of time to resolve critical service issues. This Synchronization PowerPack covers the
entire Incident life cycle, providing a bi-directional integration between SL1 events and ServiceNow Incidents,
while providing a granular view into both the event and the associated Incident.

NOTE: The label "SyncPack" is used in place of "Synchronization PowerPack" in the Integration Service user
interface.

This chapter covers the following topics:

Architecture Overview for ServiceNow Synchronization PowerPacks ................. ... ................ 8
SL1 and ServiceNow Terminology ... 9
Dependency Map for ServiceNow Synchronization PowerPacks .. .. ... . ... ... ... ............ 9

Prerequisites for ServiceNow Synchronization PowerPacks

Integration Applications Included in the Synchronization PowerPack ..................................... 11



Architecture Overview for ServiceNow Synchronization
PowerPacks

The following diagram details the various elements that are contained in SL1 and the Integration Service, and how
the Integration Service sits between the core SL1 platform and an external data platform:

SL1 ServiceNow

Database Integration Service Scoped Application

ServiceNow Base ServiceNow SyncPack Groups and Roles
PowerPack

Run Book Action =39 Incident Integrations 7 API Endpoints
Automations 4—— CMDB Integrations Transform Maps
Dynamic Apps Configuration Object Import Tables

Dashboard ServiceNow Steps Rules and Settings

The following diagram provides an example of the high-level architecture of an Integration Service system with
High Availability, Disaster Recovery, and a proxy configured:

Integration Service

[Hosted/Cn-Prem) SEI’ViCENOW

Load Balancer

Scoped Application
REST API

80/443

GraphQL

Connection made
via HTTRHTTRS

Connection made
viaSCP. Port 22

o Disaster Recovery
<— Direction of dataflow




SL1 and ServiceNow Terminology

The following table lists the different names for the shared elements in SL1 and ServiceNow:

N ServiceNow

Device ClI (Configuration ltem)
Discovery Session Service Catalog Request
Event Incident

Organization Company/Domain
Schedule Maintenance Schedule
Topology Dependency

Dependency Map for ServiceNow Synchronization
PowerPacks

The following graphic describes which Synchronization PowerPacks depend on other Synchronization PowerPacks:

ServiceNow Base

ServiceNow CMDB ServiceNow Incident ServiceNow Events

¥

ServiceNow Change Management

TIP: For more information about the Standard Base Steps Synchronization PowerPack, see the Integration
Service Platform manual.

Prerequisites for ServiceNow Synchronization PowerPacks

This section describes the prerequisites for the ServiceNow Synchronization PowerPacks. For more information
about the specific software versions required by a ServiceNow Synchronization PowerPack, see the release notes
for that Synchronization PowerPack.



To install any of the Sciencelogic ServiceNow Synchronization PowerPacks, you must have administrator access to
both SL1 and ServiceNow. Specifically, you will need:

o Sciencelogic root SSH access
o SSH access to the Integration Service
o Sciencelogic administrator access to the Administration Portal

e ServiceNow administrator access

Additional information related to uploading, installing, and upgrading the ServiceNow Synchronization
PowerPacks:

« Ifyou wantto upload and install multiple ServiceNow Synchronization PowerPacks at the same time, you
should upload all of the Synchronization PowerPacks first, and then install them to address any dependencies
between the Synchronization PowerPacks.

o Ifyou are upgrading from version 1.8.4 of the Integration Service, you can first move to version 2.5.0 of the
ServiceNow Synchronization PowerPack, then upgrade to version 2.0 of the Integration Service, and finally
move fo version 3.0.0 or later of the relevant ServiceNow Synchronization PowerPacks.

o Ifyou made customizations to version 2.5.0 or earlier of the ServiceNow Synchronization PowerPack, you
must make a copy of that Synchronization PowerPack and save it as a new Synchronization PowerPack to
keep your customizations. For more information, see the Integration Service for Developers manual.

o Ifyou are starting out with version 2.0.0 of the Integration Service platform, you should skip version 2.5.0 of
the ServiceNow Synchronization PowerPack and instead install version 3.0.0 of the relevant ServiceNow
Synchronization PowerPacks.

o There is no backwards compatibility after you upgrade a ServiceNow Synchronization PowerPack from
version 2.5.0 t0 3.0.0.

NOTE: Sciencelogic highly recommends that you disable all firewall session-limiting policies. Firewalls will
drop HTTPS requests, which results in data loss.

The following table lists the port access required by the Integration Service and this Synchronization PowerPack:

Source IP Integration Service  Integration Service Destination Port Requirement
Destination Source Port
Integration Service | SLT API Any TCP 443 SL1 API Access
Integration Service | ServiceNow API Any TCP 443 ServiceNow
APl Access
SL1 Run Book Action | Integration Service | Any TCP 443 Send SL1 data to

Integration Service

Integration Service | SL1 Database Any TCP 7706 SL1
Database Access




Integration Applications Included in the Synchronization
PowerPack

This section lists the contents of the ServiceNow Incident Synchronization PowerPack.
Integration Applications

The following infegration applications are included with the ServiceNow Incident Synchronization PowerPack:

« Create or Update ServiceNow Incident from SL1 Event. Reads SL1 events and creates or updates the
corresponding ServiceNow Incident.

o SyncIncident State from ServiceNow to SL1 Event. Clears or updates SL1 events when the related
ServiceNow Incident is updated.

« Update ServiceNow Incident when SL1 Event is Acknowledged. Updates the synced ServiceNow
incident when the corresponding SL1 event is acknowledged.

« Update ServiceNow Incident when SL1 Event is Cleared. Updates the synced ServiceNow Incident when
the corresponding SL1 event is cleared.

Integration Application (Internal)

To view the internal integration application, click the Filtericon ( = ) on the Integrations page and select
Show Hidden Integrations. Internal integration applications are hidden by default. The following integration
application is "internal' and should not be run directly. Instead, it is automatically run by applications from the
previous list:

o Bulk Update SL1 Events. Bulk updates SL1 events with a given payload.



Chapter

Installing and Configuring the Incident
Synchronization PowerPack

Overview

This chapter describes the how to install and configure the ServiceNow Incident Synchronization PowerPack and
the components used by the Synchronization PowerPack.

The following workflow covers how to install and configure this Synchronization PowerPack:
1. Inthe Infegration Service, download, import, and install the ServiceNow Incident Synchronization

PowerPack.

2. InServiceNow, enable cross-scoped access and install the "Sciencelogic SL1: CMDB & Incident
Automation" application.

3. InSL1, install the ServiceNow Base Pack PowerPack.
4. Validate network communications.
5. Create a ServiceNow group and user account.

These installation and configuration steps are covered in the following topics:

Downloading, Importing, and Installing the ServiceNow Incident Synchronization PowerPack ... .. 13
Allowing Cross-Scoped Access in ServiceNow ... ... il 14
Installing the Sciencelogic SL1: CMDB & Incident Automation Application in ServiceNow __......_.._. 16
Installing the ServiceNow Base Pack PowerPack in SLT .. ... 17
Validating Network Communications .. ... ... 18
Creating a ServiceNow Group . 20

Creating a ServiceNow User .. 22



Downloading, Importing, and Installing the ServiceNow
Incident Synchronization PowerPack

A Synchronization PowerPack file has the .whl file extension type. You can download the Synchronization
PowerPack file from the Sciencelogic Support site.

WARNING: If you are upgrading to this version of the Synchronization PowerPack from a previous version,
make a note of any settings you made on the Configuration pane of the various integration
applications in this Synchronization PowerPack, as these settings are not retained when you
upgrade.

Downloading the Synchronization PowerPack

A Synchronization PowerPack file has the .whl file extension type. You can download the Synchronization
PowerPack file from the Sciencelogic Support site.

To locate and download the Synchronization PowerPack:

1. Goto the Sciencelogic Support site at https://support.sciencelogic.com/s/.

2. Click the Product Downloads tab, select PowerPacks, and then click the "Synchronization" link. The
Synchronization PowerPack Downloads page appears.

3. Click the name of the Synchronization PowerPack you want to install. The PowerPack page appears.

4. Inthe Files list, locate the Synchronization PowerPack .whlfile, click the down arrow button, and select

Download.

NOTE: Synchronization PowerPacks do not require a specific license. After you download a Synchronization
PowerPack, you can import it to your Infegration Service using the Integration Service user interface.

Importing the Synchronization PowerPack

NOTE: You mustimport and install the ServiceNow Base Synchronization PowerPack before uploading and
installing any of the other ServiceNow Synchronization PowerPacks.

To import a Synchronization PowerPack in the Integration Service user interface:

1. Onthe SyncPacks page of the Integration Service user interface, click [Import SyncPack]. The Import
SyncPack page appears.

2. Click [Browse] and select the .whl file for the Synchronization PowerPack you want to install.


https://support.sciencelogic.com/s/

TIP: You can also drag and drop a .whl file to the SyncPacks page.

3. Click [Import]. The Integration Service registers and uploads the Synchronization PowerPack. The
Synchronization PowerPack is added to the SyncPacks page.

NOTE: You cannot edit the content package in a Synchronization PowerPack published by Sciencelogic. You
must make a copy of a SciencelLogic Synchronization PowerPack and save your changes to the new
Synchronization PowerPack to prevent overwriting any information in the original Synchronization
PowerPack when upgrading.

Installing the Synchronization PowerPack

To install a Synchronization PowerPack in the Integration Service user inferface:
1. Onthe SyncPacks page of the Integration Service user interface, click the [Actions] button ( : ) for the

Synchronization PowerPack you want to install and select Activate & Install. The Activate & Install SyncPack
modal appears.

TIP: By default, the SyncPacks page displays only activated and installed PowerPacks. If you do not see the
PowerPack that you want to install, click the toggle icon ( = ) on the SyncPacks page and select Show All
SyncPacks to see a list of the uninstalled PowerPacks.

2. Click [Yes] to confirm the actfivation and installation. When the Synchronization PowerPack is activated, the
SyncPacks page displays a green check mark icon (@') for that Synchronization PowerPack. If the activation

or installation failed, then a red exclamation mark icon (o) appears.

3. Formore information about the activation and installation process, click the check mark icon (a) or the

exclamation mark icon (o) in the Activated column for that Synchronization PowerPack. For a successful

installation, the "Activate & Install SyncPack" integration application appears, and you can view the Step Log
for the steps. For a failed installation, the Error Logs window appears.

Allowing Cross-Scoped Access in ServiceNow

When using custom fables that are extended from the cmdb_ci table, you must configure cross-scope access for
any custom tables created outside of the base ServiceNow deployment.

The following examples contain errors that might occur when cross-scope access is required.



Example of an APl response:

{"results":[{"error":

{"message":"com.glide.script.fencing.access.ScopeAccessNotGrantedException: read

access to ui_ test hardware not granted","detail":""},"status":"failure"}

Example of navigating to a URL directly from a web browser when cross-scope access is required:

This page contains the following errors:

error on line 1 at column 1: Document is empty

Below is a rendering of the page up to the first error.

In this example, the table requires that you grant access to the Sciencelogic Scope to allow the APl call to run

correctly. In the above example, the targettable is u_test_hardware.

NOTE: A ServiceNow account with System Administrator is required.

To grant access fo the Sciencelogic Scope in ServiceNow:

1. Log in to your ServiceNow instance.

o .
2. Click the Settings icon () and select the Developer tab. The Developer System Settings window

appears:
System Settings Developer switchtounls | 3¢
@ General =3 Application Sciencelogic ServiceNow Integratio | ® EE C
=1 Theme Show application picker in header |
Update Set Default [Sciencelogic ServiceNow Ir |~ ® EE C

Lists
Show update set picker in header [

;ﬂ Forms JavaScript Log and Field Watcher |

£\ Notifications

>= Developer

3. From the Application drop-down list, select Sciencelogic ServiceNow Integration.




4. Close the Developer System Settings window and navigate to the Cross scope privileges page (System
Applications > Application Cross-Scope Access).

NOTE: Make sure you are in the Sciencelogic ServiceNow Application scope and track these updates in an
update set.

5. Click the [New] button to create a new record on the Cross scope privileges page:

= Cross scope privilege -—
< | = Newrecord & =
Source Scope Sciencelogic ServiceNow Integration Application Sciencelogic ServiceNow Integration @
Target Scope Global *HING] Operation Read e
Target Name cmd_ci_endpoint_storage fc Status Allowed e
Target Type Table it

6. Verify that the Source Scope and Application fields are set to Sciencelogic ServiceNow Integration. If they
are not, repeats steps 2-3.

7. Complete the following fields:
« Target Scope. Specify the scope of the target table, such as Global.
o Operation. Select Read.
« Target Name. Specify the name of the target table.
« Status. Select Allowed.

« Target Type. Select Table.
8. Click the [Submit] button.

For more information, see https://docs.servicenow.com/bundle/madrid-application-
development/page/build/applications/reference/c CrossScopePrivilegeRecord.html.

Installing the SciencelLogic SL1: CMDB & Incident Automation
Application in ServiceNow

The ServiceNow Incident Synchronization PowerPack uses the "Sciencelogic SL1: CMDB & Incident Automation
Application" to sync incident status update from ServiceNow back to SL1.

You must install the "Sciencelogic SLT: CMDB & Incident Automation" application on your ServiceNow instance to
enable this Synchronization PowerPack. The "Sciencelogic SL1: CMDB & Incident Automation” application is also
known as the "Certified Application" or the "Scoped Application".


https://docs.servicenow.com/bundle/madrid-application-development/page/build/applications/reference/c_CrossScopePrivilegeRecord.html
https://docs.servicenow.com/bundle/madrid-application-development/page/build/applications/reference/c_CrossScopePrivilegeRecord.html

NOTE: You must have a ServiceNow HI Service Account to request this application and download it onfo your

ServiceNow instance.

WARNING: Integration Service instances running version 2.0.0 or later of the ServiceNow integration

applications are not backwards-compatible with the previous ServiceNow update sets or with
SyncServer. After you install the "Sciencelogic SL1: CMDB & Incident Automation" application
on your ServiceNow instance, you need to upgrade your ServiceNow infegration applications to
version 2.0.0 or later on all Integration Service instances. The "Sciencelogic SL1: CMDB &
Incident Automation" application is also not backwards-compatible with SyncServer. This change
cannot be reverted.

You must first request the "Sciencelogic SL1: CMDB & Incident Automation" application from the ServiceNow
Store, and then you can install it.

To request and install the Certified Application:

1.
2.

Gotothe ServiceNow Store at https://store.servicenow.com and search for "Sciencelogic SL1".

Selectthe "Sciencelogic SL1: CMDB & Incident Automation" application. The detail page for the application
appears.

Click the [Get] button and log in with your HI credentials.

After the request is approved, log in fo ServiceNow as an administrator and navigate to Application
Manager (System Applications > Applications or My Company Applications).

Click [Downloads] in the menu header or search for "Sciencelogic".

Click the version drop-down for the "Sciencelogic ServiceNow Integration" application listing to make sure
you are using the correct version of the application that is compatible with your version of this Synchronization
PowerPack.

Click the [Install] button for the "Sciencelogic ServiceNow Integration" application. The installation is
complete when the button changes to [Installed].

In the filter navigator, search for "Sciencelogic' and locate the application in the left-hand navigation menu
to verify that the application was installed.

Installing the ServiceNow Base Pack PowerPack in SL1

The ServiceNow Base Pack PowerPack monitors the ServiceNow Incident and CMDB tables, and it returns
information about Incident types, priorities, and states, displaying the information in an easy-to-consume
dashboard. The PowerPack also returns information about the Cl records that are actively being synced between
SL1 and ServiceNow via the Integration Service, including basic Cl metadata as well as an overall count.

Also, this PowerPack is a critical component of the Incident Sync Integration with ServiceNow, using Run Book
Automations fo integrate with the ServiceNow Incident Management module.


https://store.servicenow.com/sn_appstore_store.do#!/store/application/7f88f311db7c2300dc44f00fbf961996/

TIP: By default, installing a new version of a PowerPack overwrites all content in that PowerPack that has
already been installed on the farget system. You can use the Enable Selective PowerPack Field
Protection setting in the Behavior Settings page (System > Settings > Behavior) to prevent new
PowerPacks from overwriting local changes for some commonly customized fields. For more information,
see the System Administration manual.

To install the ServiceNow Base Pack PowerPack:

1. Download the latest version of the PowerPack from the Customer Portal to a local computer.
In SLT1, log in and go to the PowerPack Manager page (System > Manage > PowerPacks).
Click [Actions] and select Import PowerPack.

Click [Browse] and navigate to the ServiceNow Base Pack PowerPack file from step 1.

oA N

Select the PowerPack file and click [Import]. The PowerPack Installer modal page displays a list of the
PowerPack contents.

6. Click [Install]. After the installation is complete, the ServiceNow Base Pack PowerPack appears on the
PowerPack Manager page.

Validating Network Communications

All communication between SL1 and ServiceNow is done through TCP port 443. To allow communication
between SL1 and ServiceNow, the SL1 Database Server, Data Collector, or All-In-One Appliance must have
external access fo the ServiceNow instance. No inbound TCP ports are required to be open to the SL1 server.
Outbound communication may use NAT or be direct.

NOTE: All firewall session-limiting policies must be disabled. f firewall session-limiting policies are enabled,
HTTPS requests might be dropped by the firewall, resulting in data loss. Check with your security or
firewall administrator to make sure there are no session limiting policies on TCP port 443 for your SL1
servers.

Checking DNS

Because ServiceNow is a cloud-based service, DNS must be configured on all SL1 servers that communicate with
your ServiceNow instance.

NOTE: ServiceNow instances are generally named as: your-instance.service-now.com, where your-
instance is the name of your ServiceNow server. The examples below use mycompany.service-
now.com. Your instance name will be unique to your subscription.

To validate that your SL1 server has proper DNS name resolution configured, test network connectivity and name
resolution using the nmap command, which is available from the command line of any SL1 server:



nmap -sT -p 443 mycompany.service-now.com
If the test was successful, you will see a message similar to the following:
Starting Nmap 5.51 ( http://nmap.org ) at 2013-11-12 20:22 UTC
Nmap scan report for mycompany.service-now.com (199.91.136.100)
Host is up (0.067s latency).
PORT STATE SERVICE
443/tcp open https

If domain name resolution fails, you will see a message similar to:

Failed to resolve given hostname/IP: mycompany.sService-now.com.

Checking HTTPS and JSON

You can administer a simple test fo determine if the ServiceNow JSON Plug-in web service is configured and
operating using the Basic Authentication method on your ServiceNow instance. To do so, run the following
command from the Sciencelogic Central Database or All-In-One Appliance:

NOTE: In the example below, replace the admin:admin username and password key/value pair with your
ServiceNow administrator username and password and mycompany . service-now. com with your
ServiceNow instance name.

curl --location -vu admin:admin -H "Accept: application/json" -H "Content-Type:
application/json"
'"https://mycompany.service-now.com/api/now/table/incident’
If not successful, the following message appears:
HTTP/1.1 401 Unauthorized

If successful, a JSON encoded string starting with the "result" variable appears:

{"result":[{"upon approval”:"","location":"1083361cc611227501b682158cabf646", ...

HTTP Codes

HTTP codes are necessary for identifying specific problems. The following table lists typical HTTP codes that might
occur when testing the ServiceNow JSON Web Service.

Code Definition
401 Unauthorized. Check that the username and password are correct and properly formatted.
403 Forbidden. ServiceNow understood the request, but either the URL is incorrect, or the user account

does not have permission to see the requested object.




Code Definition

404 The ServiceNow server has not found anything matching the requested URL. Check to make sure there
is data in the target table.

200 Success.

201 Success. Data is posted.

TIP: For more information about the ServiceNow JSON Web Service and the Table API, see

http://wiki.servicenow.com/index.php?title =Table API. If you continue to have problems, please contact
either Sciencelogic or ServiceNow customer support.

Creating a ServiceNow Group

For best practice and security, create a dedicated ServiceNow account that has restricted access to only the
groups, access control lists (ACLs), and roles needed for Sciencelogic incident management.

To create a ServiceNow Account for Sciencelogic Incident management:

1.
2.

4.

In ServiceNow, search in the filter navigator for "groups".
On the Groups page (System Security > Groups), click [New]. A New record page appears.

In the New record page, type the group name and any additional information. Name is the only required

field.

== Group - i
< = Newrecord @ = ooo | Submit

Name Sciencelogic Service Accounts Group email =

Manager | System Administrator| o ® Parent

Description

0

Submit

Right-click the gray header and click Save to save the record.

¢ | = Grow @ = coo  Submit

T Mewreeord ETN

Configure >
Name Sciencelogic Service Accounts Group email =
Export >

jel

Manager | System Administrator Q || @ create Favorite Parent
Copy URL
Description
Copy sys_id

Reload form



http://wiki.servicenow.com/index.php?title=Table_API

5. Atthe bottom of the Group form, select the [Roles] tab and click [Edit].

Roles

Group Members

Roles m Goto | Created v

Groups

Group = Sciencelogic Service Accounts

3% (o} = Created = Role = Granted by = Inherits

No records to display

6. Search forx_sclo_scilogic.Admin and move it fo the Roles List column using the arrow buttons.

Add Filter || Runfilter (%)

-- choose field --

Collection

Q,

v

-- oper -

Roles List

v

--value --

1S4 - Service Accounts

~

action_designer

activity_admin

activity_creator

admin

agent_admin

announcement_admin

api_analytics_read >
app_service_admin

app_service_user <
approval_admin

approver_user

assessment_admin

asset

assignment_rule_admin

atf_test_admin

atf_test_designer

I x_sclo_scilogic.Admin I

Cancel




7. Click [Save]. Your ServiceNow Group now has an assigned Role:

= Group -—
€ = 54 service Accounts .@ +— oco  Update Delete 'T‘ J,
Name 154 - Service Accounts Group email =
Manager Q. Parent Q

Description

Update Delete

Roles (1) | Group Members (1)  Groups

=  Roles m Goto Created v 44 4 1 twlofl P Pk [
? Group =154 - Service Accounts
T‘E‘s O\ = Created = Role = Granted by = Inherits
@ 2019-01-15 12:09:31 ¥ sclo_scilogic.Admin (empty) true
Actions on selected rows... ¥ 4‘ ‘ 1 tolofl ’ ”

8. Next, create a ServiceNow user to use with this Group. See the following procedure for the defails.

Creating a ServiceNow User

NOTE: The ServiceNow user you create in this procedure will not be able to log into the ServiceNow user
interface with the username and password you give this user. However, you will use the username
and password in the relevant configuration objects in the Integration Service user interface to run
integration applications. For more information about configuration objects, see Creating and
Aligning a Configuration Object.

To create a ServiceNow Account for Sciencelogic Incident management:

1. In ServiceNow, search in the filter navigator for "users".

2. Onthe Users page (System Security > Users), click [New]. A New record page appears.
3. Complete the following fields:

e UserID. Type a user ID. Required.

o First Name. Type the user's first name.
o Last Name. Type the user's last name.
e Password. Type a password. Required.
« Active. Select this checkbox. Required.

o Web Service Access Only. Select this checkbox. Required.



o Time Zone. Select GMT. Required.
o Date Format. Select System (yyyy-MM-dd).
4. Right-click the gray header and click Save to save the user.

5. Selectthe [Groups] tab at the bottom of the record and click the [Edit] button:

Roles = Groups | Delegates = Subscriptions = Manage Subscriptions

= Groupsm Goto Group v =]

6. Find the group you created previously and move the group to the right-hand column using the arrow buttons.

Collection Groups List

O\ sciencelogic Service Account

--None-- Sciencelogic Service Accounts

Name Sciencelogic Service Accounts

7. Click [Save]. After the user has been added to the group, you can see their Roles and Groups at bottom of
the record:

‘Roles(l&) Groups (1) = Delegates ipti Manage

= Roles Goto  Role v <4< « 1 [to180f18 P PP

NOTE: As a best practice, you should use a non-administrator ServiceNow user for the Integration Service
configuration object.




Chapter

Configuring Integrations for the Incident
Synchronization PowerPack

Overview

This chapter describes the how to configure and run the various Integration Service integration applications and
Run Book Automations contained in the ServiceNow Incident Synchronization PowerPack.

An integration application is a JSON object that includes all the information required for executing an
integration on the Infegration Service platform. In this Synchronization PowerPack, the integration applications are
aligned with an SL1Run Book Automation that you can configure to ensure that whenever SL1 detfects a new,
acknowledged, or cleared Event, a corresponding Incident is created or updated in ServiceNow.

This chapter covers the following topics:

Event Data Flow Between Integration Service and ServiceNow ... .. . .. .. ... 26
Overview of the Run Book Automation for Incident Sync .. ... ... ... 29
Configuring INCident SYNC ... 31
Creating and Aligning a Configuration Object ... .. . 31
Creating a ServiceNow Credentialin SLT . 36
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Configuring the "ServiceNow: Click to Create Incident" Automation Policy ... ... ... ................ 47
Viewing Incidents and EVents ... .. 49
Incident Topology Suppression .. . .. 50

Hyperlinking Events ... 56



Viewing the Incident Import Table in ServiceNow __..._....._.

ServiceNow, Sciencelogic Event, and Incident Priority Matrix

Adding Additional Fields to the TransformMap ................



Event Data Flow Between Integration Service and ServiceNow

Event Data Flow: Integration Service to ServiceNow

The following chart and steps illustrate the event data flow from the Integration Service to a ServiceNow instance:

1S
: IS Steprunner - IS
Queue (rabbitmq) - integration task ServiceNow RestAPI
Queue persistently executor
saved to disk

L

publish event sync task to worker POST incident
statusCode
< ..................................
ExpectedStatusCode == stausCode
Acknowledge message

Event Message Removed from Queue

- - e e - - - - -

1
w ServiceNow endpoint not available/expected status code not met
)
1
publish event sync task to worker Lr:.l POST incident
o e statusCode . i
1
1
1 Place Message back on queue for later retry ExpectedStatusCode != statusCode :
- 1
i .
1
! 1
I L
w IS stack/Worker crashes while handling event
publish event sync task to worker Worker
) crashes
............. Disconnects fom Queve .
«--n.... Je:deliver message to active worker . POST incident
statusCode
< ..................................
Event Message Removed from Queue




1. Workers are subscribed fo the Integration Service task queue.

2. When anew eventto be synced is placed in the Integration Service task queue, it is assigned and pushed to a
worker.

3. The worker processes and transforms the necessary SL1 event data into a ServiceNow incident and POSTs
the incident to the ServiceNow endpoint.

o Ifthe resulting status code matches the expected status code for the request, the original message is
acknowledged and removed from the queue.

« [fthe worker crashes while processing the event, the queue senses the unexpected disconnect, and

the same event message is re-delivered to a new worker.

NOTE: The above results are performed through the "late acknowledgment" of tasks. With this setfting
enabled, an Integration Service worker will not remove a message from the queue until the message
has been fully processed by the worker. This sefting can be enabled or disabled with the environment

variable "task_acks late".

4. If ServiceNow responds with an unexpected status code when POSTing the incident, the message will be
placed back in the queue with specified re-try parameters.

NOTE: You can configure re-try parameters on a per-task basis. You may want to manually alter your re-try
parameters for tasks depending on the action the task is taking. The configuration of retries includes
the maximum number of times a task is retried after consistently failing, and the delay length between

retries.




Event Data Flow: SL1 to Integration Service

The following chart and steps illustrate the event data flow from SL1 to the Integration Service:

1S
Queue (rabbitmq) -
: IS Steprunner - IS
SL1 DB - SL1 Mysql database, used for : : Queue persistently i i
temporarily storing any events that were SL1 Automation Engine - 5 saved to disk integration task
tailed to send to EM7 Triggers RBAs for events REST API executor
Event ‘/é \ ]_/ x C‘ _>
Found, 4 \ 4 —r
- Trigger -
. RBA ! ! '
i i
! » POST New Event SaveToChese
! -
. statusCode == 200 P EventQueved |
] e PR E LT EEEE I
I " 1
i I i
i | I i
] 1 ] I
x I . I
ion fai _ I I
opt / API Communication failure, statusCode !=200 | .
' New Event X '
- »
] 1
A - 1 I
). SaheCodel=200 1 "
I 1
SaveEvent To DB 5 : :
1 1 1
] 1 1
1 1 I
1 1 |
| L A
1 ] 1
par ' ] I
1 I I
: Query For missed‘ Events (on schedule) : .
___________________________ eeeeionne.....MissedBvenmtsfound 1
: K iy SaveToQueue
| A R Success . 3
N ! Remove missed events from SL1 !

1. Through a Run Book Automation, SL1 identifies an event that should be synced to ServiceNow.

2. ARun Book Action executes a POST action to the Integration Service APl to let the Integration Service know
that an integration should be run to sync the event.

o Ifthe Run Book Action is successful and the POST responds with a 200, then the event data is stored in
the Integration Service queue for syncing.

o [fthe POST does not respond with a 200, then the Run Book Action inserts the missed event into a
table in the SL1 database so that it can be retrieved later.

3. Inparallel, a scheduled Integration Service event continuously checks the SL1 database for any missed
events. [f any missed events are found, they will be pulled from the database and inserted into the Integration
Service queue.

NOTE: The Integration Service queue is persistently saved to disk, so if the service stops, any events that
existed in the queue before 1o the failure will still exist in the queue after the service is running again.

4. Missed events are not removed from the SL1 database until after they are inserted into the queue.



Overview of the Run Book Automation for Incident Sync

You can configure a Run Book Automation to ensure that whenever SL1 detects a new, acknowledged, or cleared
event, a corresponding incident is created or updated in ServiceNow:

RBA -ServiceMNow
AddfUpdate/Cear
Incdent

¥ g Skip Record

State Severity
Conversion

Tramsform Map: ScienotLogic Incident

Coalesce ] Pt Incicrt

Update Inadent

No—i Insart Event

Transfrom Map: S cienozLogic Event




The "ServiceNow: Add/Update/Clear Incident' Run Book Action policy is responsible for sending the SL1 payload
to the Integration Service. The Integration Service then sends that payload to ServiceNow and creates, updates,
acknowledges, or clears an incident, as needed.

SL1 features three Run Book Automation policies that facilitate this process:

o ServiceNow: Add/Update Incident
o ServiceNow: Event Acknowledged

o ServiceNow: Event Cleared

NOTE: A fourth Run Book Automation policy, "ServiceNow: Click to Create Incident" lets you manually create
an incident in ServiceNow by clicking the life-preserver icon (I_;') in SL1. For more information, see
Configuring the "ServiceNow: Click to Create Incident" Automation Policy.

NOTE: The "Sync Incident State from ServiceNow to SL1 Event" infegration application does not have an
associated Run Book Action that triggers Incident Sync. You must schedule this integration application
to run every minute, or to a time suitable for your requirements. You can use a cron job to trigger this
schedule, or you can use the Integration Service user inferface o schedule the application. For more
information about scheduling, see .

Each Run Book Automation policy calls a single action in SL1. Ensure that the integration application in the
Integration Service points fo the relevant SL1 system and ServiceNow instance. The action then calls an integration
application on the Integration Service that determines the workflow to execute.

Events in SL1 frequently occur and resolve due to fluctuations in the network and other changing conditions.
However, the Run Book Automation policies above use a de-duplication algorithm to ensure that only a single
open ServiceNow incident exists per device. As a result, if a device already has an existing ServiceNow incident,
the following updates are made to the ServiceNow incident record:

o The "Work Notes" activity log in the incident record is updated with information about the secondary event(s).

« Ifasecondary eventis of a higher severity than the event that originally created the ServiceNow incident, then
the Impact, Urgency, and Priority fields are updated automatically in the ServiceNow incident record. If the
secondary event is of a lesser severity, those fields are not updated.

o Ifaneventisclearedin SL1 and then later reoccurs before the incident has been "Closed" in ServiceNow,
then the subsequent events appear in the original ServiceNow incident record for that device. If an incident

record has been "Closed," then ServiceNow will create a new incident record when a cleared event reoccurs
in SL1.

o Bydefault, if an event is acknowledged in SL1, the ServiceNow incident record will be updated with the work
notes and the acknowledging user. Clearing an SL1 event will move the ServiceNow incident record state to
"Resolved". If all SL1 events associated with a ServiceNow incident record are clear, the ServiceNow incident
record will, by default, move to a "Resolved" state.



NOTE: You can edit the Run Book Action Snippet code to adjust the behavior for changing states when an
SL1 event is acknowledged or cleared.

Configuring Incident Sync

This workflow covers how to set up the Run Book Automation to run Incident Sync:

1. Create a configuration object in the Integration Service user interface

2. Align the new configuration file with the following integration applications:
o "Create or Update ServiceNow Incident from SL1 Event"
o "Sync Incident State from ServiceNow to SL1 Event"
o "Update ServiceNow Incident when SL1 Event is Acknowledged"

o "Update ServiceNow Incident when SL1 Event is Cleared"

3. Create a ServiceNow credential in SL1

4. Enable the following Run Book Automation Policies:
o "ServiceNow: Add/Update Incident"
o "ServiceNow: Event Acknowledged"
o "ServiceNow: Event Cleared

3. Enable and customize the "ServiceNow: Add/Update/Clear Incident" Run Book Action Policy

N

Optionally, send custom data to ServiceNow using the Passthrough Option

o

Optionally, enable and configure the "ServiceNow: Click to Create Incident" Policy

Creating and Aligning a Configuration Object

A configuration object supplies the login credentials and other required information needed to execute the steps

for an infegration application in the Integration Service. The Configurations page | ¢) of the Integration Service
user inferface lists all available configuration objects for that system.

You can create as many configuration objects as you need. An integration can only use one configuration object at
a time, but you can use (or "align") the same configuration object with multiple integration applications.

To use the ServiceNow Incident Synchronization PowerPack, you will need to create a new configuration object in
the Integration Service user interface and align that configuration object to the relevant integration applications that
are triggered by the Run Book Actions in SL1.

TIP: Depending on your SL1 and ServiceNow environments, you might be able o use the same configuration
object with other Integration Service: ServiceNow Synchronization PowerPacks.




Creating a Configuration Object

For this Synchronization PowerPack, you can make a copy of the "ServiceNow SyncPack" configuration object,
which is the sample configuration file that was installed with the ServiceNow Base Synchronization PowerPack.

To create a configuration object based on the "ServiceNow SyncPack” configuration object:

1. Inthe Infegration Service user interface, go to the Configurations page (¢ ).

2. Click the [Actions] button ( * ) for the "ServiceNow SyncPack" configuration object and select Edit.

The Configuration pane appears:

Configurations

ServiceNow SyncPack

Description

Sample Configuration file for the ServiceNow SyncPack

isadmin v @;m Logic

~

X

Toggle JSON Editor

Version

110

Configuration Data
BT

expects typerjson

"encrypted”: false,
“name" |_host™
value": “en7.sciencelogic.com"
encrypte true,
et

1_password”,
"value": "d4TUX0jeDs+9bylhkOpBDeLngxcooh2dBfuunT6X6eks="

"encrypted”: false,
"name”: "sl1_user",
"value": "em7admin®

"encrypted”: false,
“name": "s11_db_host",
"value": "${config.sll host}"

"encrypted”: false,
"name”: "s11_db_user",
"value®: "root"

"encrypted®: true,
"name": "sl1_db_password”,
“value”: "X3Wz66e/MMwhiWHDjgXX86bTLNPFpdFQ/SZc2rCCYNY="

"encrypted”: false,
"name”: "snow_host®,
"value": "sciencelogic.service-now.com”

"encrypted”: false,
“name”: "snow_user”,

:




3. Click [Copy as]. The Create Configuration pane appears:

Create Configuration X

Togsle JSON Editor

Friendly Name

Description

Author Version

Configuration Data Values

s11_host em7.sciencelogic.com O Encrypted X
Name Value %
511_password SVh9nTCUEffefledepEljW8Nrgk Encrypted

Name Value

sI1_user em7admin O Encrypted X
Name Value %
511_db_host $fconfig.sl1_host} O enc rypted

Name Value

sl1_db_user root O Encrypted X
Name Value %
511_db_password IDPX5IWLIXSHOQzsg6nilL 4FpSge Encrypted

Name Value

snow_host sciencelogicservice-now.com O Encrypted X

4. Complete the following fields:
« Friendly Name. Name of the configuration object that will display on the Configurations page.
« Description. A brief description of the configuration object.
o Author. User or organization that created the configuration object.

o Version. Version of the configuration object.

5. Click [Toggle JSON Editor] to show the JSSON code.

6. Inthe Configuration Data field, be sure to include the required block of code to ensure that the integration
applications aligned to this configuration object do not fail:

"encrypted": false,
"name": "sl11 db host",
"value": "S${config.sll host}"

Forexample:

{
"encrypted": false,
"name": "sll db host",
"value": "10.2.11.42"



NOTE: If you are using SL1 with an External Database (SL1 Extended architecture or a cloud-based
architecture), update the "value" of that block of code to be the host of your database. This field
accepts IP addresses. For example: "value": "db.sciencelogic.com". [fyou are not using the
SL1 Extended architecture or a cloud-based architecture, you do not need to make any changes to
the block of code other than pasting the code into the configuration object.

7. Inthe Configuration Data field, update the default variable definitions to match your Integration Service
configuration.

TIP: The "ServiceNow SyncPack" configuration object contains all of the required variables. Simply update the
variables from that object to match your SL1 and ServiceNow settings.

NOTE: The region value is a user-defined variable that will identifies your SL1 instance within ServiceNow.

8. To create a configuration variable, define the following keys:

« encrypted. Specifies whether the value will appear in plain text or encrypted in this JSON file. If you
set this to "true", when the value is uploaded, the Integration Service encrypts the value of the variable.
The plain text value cannot be retrieved again by an end user. The encryption key is unique o each
Integration Service system. The value is followed by a comma.

« name. Specifies the name of the configuration file, without the JSON suffix. This value appears in the
user interface. The value is surrounded by double-quotes and followed by a comma.

« value. Specifies the value to assign to the variable. The value is surrounded by double-quotes and
followed by a comma.

9. Click [Save]. You can now align this configuration object with one or more integration applications.
Aligning a Configuration Object
To run Incident Sync, you must "align" the configuration object to run with the following integration applications:

o "Create or Update ServiceNow Incident from SL1 Event"
o "Update ServiceNow Incident when SL1 Event is Acknowledged"
o "Update ServiceNow Incident when SL1 Eventis Cleared"

o "Sync Incident State from ServiceNow to SL1 Event"

NOTE: The "Sync Incident State from ServiceNow to SL1 Event" infegration application is the only application
for Incident Sync that can be run manually or scheduled. The other three applications should only be
triggered by Run Book Automations.




To align the configuration object with the relevant integration applications:

1. Onthe Integrations page of the Integration Service user interface, open an "incident" integration

application and click [Configure] (E]) The Configurations pane for that application appears:

Create or Update ServiceNow Incident from SL1 Event Cancel

Align configuration and save

Configuration

scopped-app-conf -

me SNow_user snaw_password

venOlOSé.service—noﬂ is4Userl a .

ssesssssen: a 1(;.2.11.41 &

Slconfig snow host] $ico

ser Lleonfizsi1 hostl

sl1_user sl1_pas d
em7admin ﬂ LTI Y YT Y] a

Siconfiz sl1 user

eventDetails
1

expects type: json
region snow_state

QARegion10 g 2

passthrough
1

expects type: json

5 -

D discard assignmentGroup 0

From the Configurations drop-down, select the configuration object you want o use.
Click [Save] to align that configuration with the integration application.

Wait until you see the "App & Confg modifications saved" pop-up message before proceeding.

o~ N

Repeat this process for every integration application you want to use.

NOTE: The values for eventDetails and the other parameters that appear in the Configuration pane with a

padlock icon (ﬂ) are populated either by the configuration object you aligned with the integration
application or by the Run Book Action. Do not modify these values. If you encounter an error, make
sure your Run Book Action is configured properly.




Creating a ServiceNow Credential in SL1

To configure SL1 to communicate with ServiceNow, you must first create a SOAP/XML credential. This credential
allows the Run Book Automation scripts and the Dynamic Applications in the ServiceNow Base Pack PowerPack to
connect with your ServiceNow instance. These Run Book Automations are responsible for sending the SL1 event
data to the Integration Service, which ultimately sends the data to a ServiceNow Incident.

The ServiceNow RBA - Example credential from the ServiceNow Base Pack PowerPack is an example
SOAP/XML credential that you can configure for your own use.

To configure the ServiceNow RBA - Example credential:

1. InSL1, goto the Credential Management page (System > Manage > Credentials).

2. Locate the ServiceNow RBA - Example credential and click its wrench icon ( ?) The Edit SOAP/XML
Credential page appears:

Credential Editor [85] x

Edit SOAPXML Credential #55 New Resat

Basic Settings Soap Options
Profile Hame Content Encoding Methed HTTP Verszion Embedded Password [3:P]
|ServiceMow REA - Example | | [ texctixmi ] v | [[POST] v | [[HTTP11] ¥ | | |

URL [ hitp{s}./fHost:Port/Path | %D = Aligned Device Address | %M = Aligned Device Host Name | Embed Value [%1] Embed Value [%:2]
|https:MINTEGRATIONSERVICEHOSTNAME | | | |

HTTP Auth User HTTP Auth Password Timeout (seconds) Embed Value [%:3] Embed Value [F24]
[UsERNAME === | s '] | I J

Proxy Settings “ || HTTP Headers
Hostname/IP Port User + Add 3 header

[ J o I

CURL Options

CAINFO -
CAPATH

CLOSEPOLICY
CONNECTTIMEOUT

COOKIE

COOKIEFILE

COOKIEJAR

COOKIELIST

CRLF

CUSTOMREQUEST .
DNSCACHETIMEOUT |

3. Complete the following fields:
« Profile Name. Type a new name for the ServiceNow credential.
« Content Encoding. Make sure fext/xml is selected.
o Method. Make sure POST is selected.
e HTTP Version. Select HTTP/1.1.
o URL. Type the URL for your Integration Service instance.

o HTTP Auth User. Type the username of your Integration Service instance.



e HTTP Auth Password. Type the password of your Integration Service instance.

« Timeout. Type "5".

Click [Save As].
When the confirmation message appears, click [OK].

On the Credential Management page (System > Manage > Credentials), make a note of the value in the
ID column for the credential you just created:

(Credential Management | Credentials Found [1] Actions. Reset

Profie Name - Oroanization Tvpe Credential User Host Port Timeout (m:
servicenow rbal ) ( Il Il —)

1. #SeniceNow RBA- Example #ylall orgs] ‘SOAPIXNL Host USERNAME INTEGRATIONSERVICEHOSTNAME 443 5000

You will use this value with the "sI1_credential_id" parameter when you enable and customize the
snippet code of the "ServiceNow: Add/Update/Clear Incident" Run Book Action:

Policy Editor | Editing Action [50]

Action Name Action State
[ServioeNow: Add/Update/Clear Incident ] [ Enabled ]

Description
[adds and Updates Incidents in ServiceNow. ]
Organization Action Type
[ [ System ] E] [ServiceNow: Create, Update, Clear Incident (1.0) ]
Execution Environment Action Run Context
[ -- Default: ServiceMow Base Pack | s ] [ Database ] s
B —
Input Parameters
{ A
"sll credential id": "",
"debug": -
"configuration™: "",
"gueusT: ",

"discard if no ci": -
"is app name new": "incident sync update create",
"is_app name ack": "event_ acknowledged",

"is_app name clear": "event cleared",
"servicenow state_ new": "1",
"servicenow state_ack": "",
"servicenow state_clear": "&",
"correlation type": "5",
"assignment group new": "",

"as=imment oroun AckT: T W




Enabling the Run Book Automation Policies

Before you can run the "ServiceNow: Add/Update/Clear Incident" Run Book Action, you must enable the three
related Run Book Automation policies in SL1:

o ServiceNow: Add/Update Incident
o ServiceNow: Event Acknowledged

o ServiceNow: Event Cleared
To enable the three ServiceNow Run Book Automation policies:

1. InSL1, goto the Automation Policy Manager page (Registry > Run Book > Automation).

2. Locate the "ServiceNow: Add/Update Incident" automation policy and click its wrench icon (5‘) The
Automation Policy Editor page appears:

Automation Policy Editor | Editing Automation Policy [43]

Policy Mame Policy Type Policy State Policy Priority Organization
[serviceNow: AddiUpdate Incident | 1 Active Events ]~ | i [ Enabled ] « Wl High] « N[ 15ystem] v

Criteria Logic Match Logic Match Syntax
[ [ Severity ==] ~ [ [ Motice, ] ~ ] [ [ Text search] |« ]
[x and no time has elapsed] v Repeat Time Align With
[[smcethe first occurrence, ] v] [[Onry once ] v] [[Devices] v]
[ [ and event is NOT cleared ] e
[ [ and al times are valid | o ] [ include events for entities other than devices (organizations, assets, etc.)
Trigger on Child Rellup
Available Devices Aligned Devices
[ ] (All devices)

System

Sciencelogic, Inc.: EMT Al-n-One: auto-test
Sciencelogic, Inc.: EM7 AlHn-One: em7-aio-40
Sciencelogic, Inc.: EMT Al-In-One: em7-ao-37
Sciencelogic, Inc.: EM7 Al-In-One: em7-ao-3%

En

Available Events Aligned Events

[ | (All events)
[35689] Critical. AKCP: AC Voltage sensor detects no current &

[3578] Critical: AKCP: DC Voltage sensor High Critical H
[3579] Critical. AKCP: DC Voltage sensor Low Critical
[35588] Critical. AKCP: Dry Contact Sensor Low Critical
[3574] Critical. AKCP: Smoke Detector Alert!

[3572] Critical. AKCP; Water Sensor has detected water v

Available Actions Aligned Actions

I | 1. ServiceNow: Create, Update, Clear Incident [100]: St

SNMP Trap [1]: EMT Event Trap M
Snippet [5]: AWS: Dizable Instance By Tag a
Snippet [3]: AWS: Discover from ECZ IP

Snippet [5]: AWS: Get EC2 Instance Configuration
Snippet [5]: AWS: Merge Physical with Component

Snippet [5]: AWS: Vanish Terminated EC2 Instances v
Cni Dol

AIE): Pincn: AC] Do O

]




3. Update the following fields:
« Policy State. Select Enabled.

o Policy Priority. Select High to ensure that this Integration Service automation policy is added to the top
ofthe queuve.

o Available Actions. If itis not already selected, select the corresponding ServiceNow Run Book Action
policy.

TIP: By default, the "ServiceNow: Add/Update Incident" automation policy will create ServiceNow incidents for
all devices. You can limit the devices affected by making changes to the Organization, Severity, Match
Logic, Aligned Devices, and/or Aligned Events fields.

WARNING: Sciencelogic highly recommends that you do not make changes to the Policy Type, Repeat
Time, or Align With fields or the And event is NOT acknowledged setting.

4. Click [Save].

5. Repeat steps 2-4 for the "ServiceNow: Event Acknowledged" and "ServiceNow: Event Cleared" Run Book
Automation policies.

Enabling and Customizing the Run Book Action Policy

The "ServiceNow: Add/Update/Clear Incident' Run Book Action policy contains several default values in the
snippet code for the policy that you can customize for Incident Sync. You can edit these values in the Input
Parameters pane of the Action Policy Editor page for this policy.

For example, the Correlation Type is a value that you can use to correlate an SL1 event with a

ServiceNow incident. For the Correlation Type, which is also called the "Correlation ID", you can choose a
number of different ways in which an incident can be created. The default setting is "correlation type": "5",
which means that this Run Book Action correlates all events by device ID and event policy ID, and if the event
matches and the state is active, the Action updates the existing incident. The Action creates a new incident if the
event does not match by device ID and event policy ID. As a result, the Correlation Type helps determine which
events get rolled up under an incident. All Run Book Action scripts should use the same Correlation Type value,
otherwise correlation will fail.



To enable and customize the Run Book Automation policies:

1. InSL1, goto the Action Policy Manager page (Registry > Run Book > Actions).

2. Locate the ServiceNow: Add/Update/Clear Incident policy and click its wrench icon ( 9). The Action
Policy Editor page appears:

Action Editor x

Policy Editor | Editing Action [50]
Action Name Action State
[Ser\-'iceNow: Add/Update/Clear Incident ] [ Enabled ] ~
Description
[Adds and Updates Inddents in ServiceMNow. ]
Organization Action Type
[[Sysbem] v] [ServiceNo;\': Create, Update, Clear Incident (1.0) ]
Execution Environment Action Run Context
[ -- Default: ServiceMow Base Pack | | |[Database ] i
Input Parameters
{ ~
"s1l credential_id": "",
"debug": ,
"configuration™: "V,
"gqueue™: "w,
"discard if no ci™: -

"is app name new":
"is app name ack":
"is app name clear":

"incident_sync update_create",
"event acknowledged”,

"event cleared",

"servicenow state_new":
"servicenow state_ack":
"servicenow state_clear":
"correlation type": "5",
"assignment group new":
Mam=immment mroun ack

LA

mn
[

mgm,

5
oo v

EETEREETYYR

For the Action State filed select Enabled.

In the Input Parameters pane, edit the snippet code as necessary, using the information in the
Customizing the Snippet Code in the Input Parameters Pane section, below. When you are finished,
click [Save].

Customizing the Snippet Code in the Input Parameters Pane
SL1 Run Book Action snippets are written in Python. In the event of a syntax error, the policies will no longer run. As a

result, you must ensure that all edits adhere to Python standards. True and False options are case-sensitive and must
not contain quotes.

NOTE: Previous SyncServer users had three separate Run Book Action scripts for add/update, acknowledge,
and clear. These have been rolled info a single Run Book Action in the Infegration Service, but there
are still three Automation policies.




You can customize the following values in the "ServiceNow: Add/Update/Clear Incident' Run Book Action snippet
code:

« sl1_credential_id. Specifies the ID of the credential object. You can find this value in the ID column of the
Credentials page (System > Manage > Credentials of SL1.

o debug. Atrue/false value that determines if the action is logged in SL1 and if the application is run in Debug
Mode on the Integration Service. Troubleshooting logs are written to /data/tmp/servicenow_rba.log.

« configuration. Specifies the ID of the configuration object used on the Integration Service. The configuration
ID is all lower-case, with spaces in the configuration object "friendly' name replaced by underscores. For
exomp|e: "configuration": "servicenow syncpack configs"

NOTE: To find the configuration ID with the API, make a GET request on this endpoint:

https://<Integration Service hostname>/api/vl/configurations.

« queue. Specifies the worker queue on which the application runs. Leave this as default.

« discard_if_no_ci. Specifies whether the Integration Service should create incidents in ServiceNow for
devices that do not have a matching Cl record. The default is false. Your options include:

« frue. Ifa device is not mapped to a Cl, the Integration Service will not create an incident in
ServiceNow, and SL1 is not updated. The following log message appears: "No Cl found".

« false. If a device is not mapped to a Cl, the Integration Service will create an incident in ServiceNow
and update SL1.

« servicenow_state_new:

o 1. Incident state is "New". This is the default value.
o 2. Incident state is "In Progress".

o 3. Incident state is "On Hold".

o 6. Incident state is "Resolved".

o 7. Incident state is "Closed".

o 8. Incident state is "Canceled".
« servicenow_state_ack:

o 1. Incident state is "New". There is no default value.
o 2. Incident state is "In Progress".

o 3. Incident state is "On Hold".

o 6. Incident stafe is "Resolved".

o 7. Incident state is "Closed".

o 8. Incident state is "Canceled".



« servicenow_state_clear:

o 1. Incident state is "New".

o 2. Incident state is "In Progress".

o 3. Incident state is "On Hold".

o 6. Incident state is "Resolved". This is the default value.
o 7. Incident state is "Closed".

o 8. Incident state is "Canceled".

« correlation_type. Correlates an SL1 event with a ServiceNow incident. For this value, which is also called
the "Correlation ID", you can choose a number of different ways in which an incident can be created. The
default setting is "correlation type": "5", which means thatthis Run Book Action correlates all events
by device ID and event policy ID, and if the event matches and the state is active, the Action updates the
existing incident. The Action creates a new incident if the event does not match by device ID and event policy
ID. As a result, the Correlation Type helps determine which events get rolled up under an incident. All Run
Book Action scripts should use the same Correlation Type value, otherwise correlation will fail.

The possible Correlation Type values include the following:

o 1. Correlate all duplicate incidents by SL1 ID only.
o 2. Correlate all duplicate incidents by event policy ID only.
o 3. Correlate all duplicate incidents by device ID only.

o 4. Correlate all duplicate incidents by Interface ID only. This correlation requires that the SL1 event
has an interface aligned. If there is no interface aligned fo the event, the returned Interface ID will be

0.

o 5. Correlate all duplicate incidents by device ID and event policy ID. This is the default Correlation
Type value.

o 6. Correlate all duplicate incidents by device ID, event policy ID, and event sub entity ID.

o 7. Correlate all duplicate incidents by device ID, event policy ID, region, and event ID. Please note
that using this correlation type will result in all events triggering new incidents.

o 8. Correlate all events to the root device ID of the component device info one incident. Please note
that using this correlation type might lead to undesirable behavior, as not all events generated on @
child device indicate a problem on the root device. As a result, Sciencelogic recommends that you
only use this correlation type against specific event policies.

« You can assign the assignment group o one of the new, acknowledged, or cleared incidents that are
mapped. To disable this feature, ensure that no values are set. After an incident is created, the assignment
group value will not be changed by the Run Book Action. To assign an assignment group, set the variable
value to the sys_id of the ServiceNow Assignment Group. In the following example, the assignment group is
assigned to incidents that are cleared:

"assignment group new": "",
"assignment group ack": "",
"assignment group clear": "sys id"



Customizing Logging in the Run Book Action

You can customize the following logging-related items in the "ServiceNow: Add/Update/Clear Incident' Run Book
Action snippet code:

e logfile = /data/tmp/ServiceNow add update clear incident.log

o Location for logging output.
o Will be created if it does not exist.
o Will be appended with each Run Book job.

o s case-sensitive.

e do debug logging = True

o Trueis on, False is off.
o Is case-sensitive.
o Fortroubleshooting, these can be enabled or changed.

o Writes logs fo /data/tmp/servicenow_rba.log.

Sending Custom Data to ServiceNow Using the Passthrough
Option

You can use the "ServiceNow: Add/Update Incident" Run Book Automation and the

"ServiceNow: Add/Update/Clear Incident" Run Book Action to "pass through" custom data to ServiceNow. For
example, you might want to use the passthrough functionality to overwrite the impact and urgency of a
ServiceNow Incident, which is the only way to change the priority of the Incident.

To pass custom data to ServiceNow:

« Create a new Run Book Action that pulls the relevant data and adds it to a dictionary called EM7 RESULT.

o Add the new Run Book Action to the "ServiceNow: Add/Update Incident' Run Book Automation Policy, ahead
ofthe "ServiceNow: Add/Update/Clear Incident" Run Book Action so that the new Action runs first, and then
is consumed by the ServiceNow Action.

The following procedure describes how to configure the passthrough functionality.



Passing Custom Data to ServiceNow

To pass custom data to ServiceNow:

1. InSL1, gotothe Action Policy Manager page (Registry > Run Book > Actions) and click [Create] to create
a new Run Book Action policy:

Policy Editor | Creating New Action Reset

Action Name Action State
[Example Passthrough EM7_RESULT ] [[Enabled] )

Description
[Passthrough data using EM7_RESULT disctionary ]

Organization Action Type
[ [ System ] o ] [Run a Snippet o ]
Snippet Credential Action Run Context Execution Environment
[(None) ™| [IZ‘ I v [[—Default Environment ] |
Snippet Code
EM7 RESULT = {"work_notes": "This is a new note"
T

2. Complete the following fields:

o Action Name. Type a unique name for the Action.

« Action State. Select Enabled.

« Action Type. Select Run a Snippet.

« Execution Environment. Select ServiceNow Base Pack.

« Complete the other fields as needed.



3. Inthe Snippet Code pane, add the snippet code you want to include for the EM7 RESULT dictionary. For
example, the following snippet code lets you override the ServiceNow Incident work notes with a hardcoded

note:

EM7 RESULT = {"work notes": "This is a new note"}

Additional notes about the structure of the EM7 _RESULT dictionary:

EM7 RESULT =is required for the dictionary, and the formatting of the keys should match the example
above.

All keys defined in the EM7 RESULT dictionary need to map to field IDs on the Sciencelogic Events
table in ServiceNow.

You can hard-code the values in the EM7 RESULT dictionary, or you can use variables and functions,
like the "Snippet Code Example", below.

As a best practice, avoid sending null passthrough values to ServiceNow. If you must send 'null' or
'NULL' values to ServiceNow, pass through that value as an empty string, such as "location":"".
Also, only pass through values that you need. For example, instead of sending {"location": "™,
"work notes": "stuff"},simplysend {"work notes": "stuff"}.

A long snippet might delay the ticket being created

4. Click [Save].

5. Gotothe Automation Policy Manager page (Registry > Run Book > Automation) and open the
"ServiceNow: Add/Update Incident" Run Book Automation Policy.



6. Inthe Available Actions section, add the new Run Book Action before the "ServiceNow: Create, Update,
Clear Incident" Run Book Action:

Automation Policy Editor | Editing Automation Policy [43] Reset
Pobcy Hame ) Pobcy Type Poiicy State Pobicy Prionty _ Organizabon

Servicehiow AddUpdate Incident [Actve Events] v | [[Enabled] v | [[Hgh) v | [System) v
Coberia Logic Madch Logc Match Symitax

[Seventy>=] ¥ |[Major ] v | |[Testsearch] v

[ and no teme has elapsed | L Repeat Time Align With

[ since the fust accumence. | v [ Onty once | v | [[Devices] vl|

[ and event is NOT cleared | b

[ and all tmes are vl | v Include events for entifes ofher Than cevices (organcalions assels el |

¥ Trgger on Chid Rolup

Avalable Devces Abgried Devices
| (Al devices)

Avalabie Events ~dgned Events

System
Sendcehiow Instance vend 1054

(Al events)
[3569] Crmcal AKCP. AC Voitage sensor delects no Cument
[3578] Critcal AXCP: DC Voillage sensor High Criscal u
[3579] Crilcal AKCP: DC Vollage sensor Low Cribcal
[3568] Criscal AKCP: Dry Contact Sensor Low Criscal u
[3574] Criteal AKCP: Smoke Debecior Alert
[3572] Ceicat. AKCP: Water Sensor has detected water v

Avalable Actons AbGhed Attong

1. Snippet [5} Example Passtwough EM7_RESULT N
T - 1
Sovppet [S] Gaco: VOS Component 1o Physical Merge | g |2 Servicebiow: Create, Update, Clear Incicent [100) Se
Soippet [S1 Caco VOS Node Classiication and Cluster Crea
Seippet [S]: Dall EMC: Unity Class#y Root Device Class

Seippet [S] Dell EMC: VMAX Unisphere Classifty Root Device
Snippet [S] EMT Ping Snippet

Snippet [§] Exampie Passthrough EMT_RESULT >

.
[ save | Savers ]

NOTE: The output of this new Run Book Action will be consumed by the "ServiceNow: Create, Update, Clear
Incident" Run Book Action, ensuring that the EM7 RESULT dictionary is passed through to
ServiceNow. The "ServiceNow: Create, Update, Clear Incident" Run Book Action automatically
populates the passthrough values with any values from EM7 _LAST RESULT. The passthrough
overwrites any other previously defined fields, such as assignment group.

7. You can add additional Run Book Actions to the Run Book Automation Policy for any additional workflows that
you might want to run. The Automation Policy execute these Actions in a sequential, top-down order.
However, the "ServiceNow: Create, Update, Clear Incident' Run Book Action only consumes the EM7
RESULT dictionary from the Run Book Action directly above it.

Snippet Code Example

The following snippet code example shows how to pull additional information and make it available for
passthrough. All of the additional information that is going to be sent is contained in a dictionary variable called
EM7 RESULT. You can pass through multiple items through in a single Run Book Action by adding additional keys
tothe EM7 RESULT dictionary.



This example lets you assign assignment groups to an Incident based on certain criteria, such as event policy IDs:

from future.utils import iteritems

def invert mappings (mappings) :

miin
Invert received one-to-many mappings and converts it into a one-to-one
mapping.

Args:
mappings (dict): Dictionary of mapped values

Returns:
dict: inverted dictionary.

inverted mappings = dict()
for key, values in iteritems (mappings) :
for sub value in values:
invert mappings[sub value] = key
return inverted mappings

# Example of assignment group to list of event policy ids mapping.
assignment groups to event policies = {

"sys id 1": [1, 2, 3, 4, 5],

"sys id 2": [6, 7, 8, 9, 10],
}
# which sys id to use if the current event policy id isn't mapped
default sys id = "sys id 3"

# invert the mappings
event policy to assignment group = invert mappings (assignment groups to event
policies)

# Send assignment group sys_id to IS RBA
EM7 RESULT = {
"assignment group": event policy to assignment group.get (
EM7 VALUES["%3"], default sys id

Configuring the "ServiceNow: Click to Create Incident"
Automation Policy

The "ServiceNow: Click to Create Incident" Run Book Automation policy lets you manually create an incident in
ServiceNow by clicking the life-preservericon (I}) in SL1. This policy is available in the ServiceNow Base Pack
PowerPack.



To configure the "ServiceNow: Click to Create Incident" policy:
1. InSL1, goto the Behavior Settings page (System > Settings > Behavior) and set the Event Console Ticket
Life Ring Button Behavior option to Create/View External Ticket.
2. Click [Save] to save your changes.
3. Gotothe Automation Policy Manager page (Registry > Run Book > Automation).

4. Locate the ServiceNow: Click to Create Incident policy and click its wrench icon ( 5"). The Automation
Policy Editor page appears:

Automation Policy Editor | Editing Automation Policy [59] Reset

Policy Name Policy Type Policy State Paolicy Pricrity Organization
[ServiceNow: Click to Create incident | [ Active Events ]« Jf [ Enabled < || [ Defautt] < | [[System] ]
Criteria Logic Match Logic Match Syntax

[[Sever'rty »=] v[[Minnr,] v] [ Text search ] v] ]
(Land no fime has elapsed v Repeat Time Align With

[[5\nce thelfirstDeoaTEnce | vll Every 1 minute until satis fied “ I[ [ Devices ] v]
[ [ and external ticket IS requested | v]

[ [ and alltimes are valid | v] D Include events for entities other than devices (organizations, aszets, efc.)

D Trigger on Child Rollup

Avvailable Devices Aligned Devices

[ ] (All devices)

Bananaquit ~

AWS: Service: JEM-Virtual

Cardinal

Wicrosoft: Windows Server 2008 R2Z Domain Controller: VPN

NET-SHMP: Linux: sctest

NET-SMMP: Linux: sdtools.sciencelegic.local v

Afickan Nasinn: Domain Mama: CalfTemia

Available Events Aligned Events
[ | (All events)

[3188] Critical: AKCP: AC Votage sensor detects no current »

[3195] Critical: AKCP: DC Voltage sensor High Critical

[3196] Critical: AKCP: DC Voliage sensor Low Critical

[3185] Critical: AKCP: Dry Contact Sensor Low Critical

[3191] Critical: AKCP: Smoke Detector Alert!

[3188] Critical: AKCP: Water Sensor has detected water v

[4£241 Frkinal &0 D fin Tant Cailad
Available Actions Aligned Actions
[ ] 1. ServiceNow: Create, Update, Clear Incident [106]: S

SNMP Trap [1]: EMT Event Trap ~

Snippet [5]: AWS: Disable Instance By Tag

Snippet [5]: AWS: Discover from EC2 IP

Snippet [5]: AWS: Get EC2 Instance Configuration
Snippet [5]: AWS: Merge Physical with Component

Snippet [5]: AWS: Vanish Terminated EC2 Instances
- Denli

4 IC1: Pinan: A0 Dasdes O

]

5. Update the following fields:
« Policy State. Select Enabled.

« Repeat Time. Specify the frequency at which SL1 should execute the automation policy while the
conditions are still met. The choices range from "every 30 seconds until satisfied" to "every 2 hours
until satisfied", or "only once". By default, the policy only runs once.

« Avdilable Actions. If itis not already selected, select the corresponding ServiceNow Run Book Action
policy to add it to the Aligned Actions field.

6. Click [Save].



Viewing Incidents and Events

Toview SL1-created incidents in ServiceNow, go to the Incidents page (Incident > Open) in ServiceNow:

= ServicCenvww: s 8- @
Welcome: em7 admin X & Logout | g
gl =" = incidens [ oo tumer AR Todoia b pp
Incident
7 Create New
= Caller = Shortdescription = Category =Corelation 1D = Priority =sute =Assignmentgroup = Assigned to
It-esxi-demo3.sciencelogic local: evenTs ating Evidence
INCO01677 e ooteced On . Monitoring EMTSEVENTH07 3 Moderate Avaiing Evid
) TCPREPLAY: Device Failed Avaiabilty Check " R . .
1 honiesTe Component Device 209 Is Not Availab. oot ERISEVEN 1208 &Rz L
- TCPREPLAY: Device Failed Availabiity Check evenTe i
@  incooers AR Monitoring EMT+EVENT+208 @ 2-High Awaiing Evidence
Change P PlixerSCILOBD: Device Failed Availabilty Check . .
! @  incootoszs e Monitoring EMT+EVENT+206 @ 2-High Avaiing Evidence
Configuration
- JPLDemoTest: Device Failed Availabity Check evenTe ating Evidence
@  incooers e e ot Monitoring EMTSEVENT+205  ® 2-High Avaiing Evid
P Lab-xen01.acme.com: Filesystem Unavailable: . v odrate T
@  mcootos2 Pemls s et Monitoring EMT+EVENT+88  3- Moderat Awaiing Evidenc
o CUCM10-01.qa sciencelogic local: Device Failed SEVE " i
72 Tomeat Q/ — Availability Check: UDP - SNMP Monitoring EMTHEVENT+204 2-High
. ® mcwien Sxchondane s el Moayias Exceond BT EMT+EVENT+164  3- Moderate Avaiing Evidence
(@) Threshald: (0%) Curently (31%) ? e
- - Svcnowdemo_col: Physical Memory Hs Exceeded R )
JBoss @  incooiese e e Monitoring EMTSEVENT+163  3- Moderate Awaiing Evidence
¥ Domino
A NTNX-15SM65260085-C-CVM: Nut: CVM Exceeded
¥ Web Servers @  INCD010668 High Memory Threshold. 100% tanix xceedd Monitoring EM7+EVENT+191 3 - Moderate New
- Servers
*al ®  mcossr Dc2bhntclst01: Nutanix Cluster Alert [Waring]: Vil -y EMTSEVENT+165 3~ Moderats Awaiing Evidence
A Linoe Clock Time Has Drifted By
w ws o NTNX-15SM65260085-A-CVM: Nutanix: CVM Exceeded o - N
x @  incootosss R Monitoring EMT+EVENT+187  3- Moderate New
KESX A NTNX-155M65260085-B-CVM: Nutanix: CVM Exceeded
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o) (CS420GX23XX acme.com: Device Failed Availability o ‘ .
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05X Ge ter-XeroX3210-2: D Failed Availabili
e © oo e rtar XeoX32102 Deic Pl VSISO B -

All SL1 incidents use the event message from the SL1 Events page as the incident description in ServiceNow. The
SL1 Events page also links to the Incident record if you click the life-preservericon (r;) under the External Ticket
column. Note that you might need to enable the External Ticket column by modifying the Console preferences.

SL1 and ServiceNow use slightly different methods for designating the severity or priority of an event or incident. A
custom data lookup table handles the conversion by translating the SL1 event severity into ServiceNow Impact,
Urgency, and Priority fields. This severity data lookup table for automatically deploys with the "Sciencelogic SL1:
CMDB & Incident Automation Application", also called the Scoped or Certified Application:

= Severity = Impact = Urgency

Search Search Search
1 1 2
2 2 2
3 2 3
4 3 3

If a second event for the same incident occurs, that event will update the Impact and Urgency values, based on
the severity lookup table.

When the SL1 Run Book Automation creates a ServiceNow incident, the action taken depends on the Correlation
Type you specified in the "ServiceNow Add/Update/Clear Incident' Run Book Action. If one or more events are
aligned to the same incident, those events will show up in the [Events] tabs at the bottom of the Incident record in
ServiceNow. All event-specific information for an incident is listed on this page:



TaskSlAs  AfflectedCls  Impacted Services/Cls  Childincidents  Events (13}

= mmsu Seah | Ewatcrested v Search 1 wieln B
= -
& Q = Action policy = Active = Automation policy = Cosrelation = Device = Event count Shwetceated ¥ = Event 1D = Event policy = Hypertink.
(@ EokHANUREE g, SereeNow AR foundemosouDev T EVENTITS(empty) 1 90919092316 . ettt e . .
@ xns:m‘u_mm fakse o AUPItE e emaBODEV-2ISTAEVENTAITOS fempty) 1 2019091908281 . i "'"”";"" pe—— eceeelek
O R ————— | msmuotas o Pleboetidmy ool s mcse
@ ksl mmmmupﬂm FUndemouS I0EV+21STHEVENF 175 fempty) 1 2010.0819073017 . mmmm\’d o
DKM A e SO AN ponemogOHORV TS EVENTITOS fompty) 1 2019.0919071316 . Pujenineuk ey bl nsaai .
® xﬁ;fw&'&ﬂ false m"”“’u“’“" IsundemolS DEV-21STsEVENTSITES  fempty) 1 30150918 070018 . et L — -

TIP: f the [Events] tab does not display at the bottom of the Incident record, you can add it by opening the

Incident record, clicking the Additional actions icon ( = ), and selecting Configure > Related Lists. Add
Event > Incident to the Selected column and click [Save].

For more information about ServiceNow incident management, see
https://docs.servicenow.com/bundle/newyork-it-service-management/page/product/incident-
management/concept/c IncidentManagement.html.

Incident Topology Suppression

Incident topology suppression is used when ServiceNow incidents that have been synced with SL1 devices
occur on devices that have a parent/child relationship. If you choose to enable incident fopology suppression in
SL1, child events synced with ServiceNow incidents do not appear in the SL1 Event Console as separate events.
Instead, the child events are nested under the parent event.

NOTE: The steps in this process use the Classic user interface for SL1.



https://docs.servicenow.com/bundle/newyork-it-service-management/page/product/incident-management/concept/c_IncidentManagement.html
https://docs.servicenow.com/bundle/newyork-it-service-management/page/product/incident-management/concept/c_IncidentManagement.html

To enable incident fopology suppression:

1. InSLT, navigate o the Event Policy Manager page (Registry > Events > Event Manager) and click the

[Create] button. The Event Policy Editor modal appears:

Event Policy Editor | Editing Event Policy [4395]

New Reset Guide
Event Source Policy Name

[ar1 ~| @ |[Topology Suppress (7]
Operational State Event Message

[ [Enabled] +| @ |[Chila events were suppressed for this device.| [#}
Event Severity

Critical ~| [ Use Modifier @

Policy Description
B- 7 B I US A-TI- 8- 9- /- E-EEEEEBE — @7

[ sove | sevens ]

2. On the [Policy] tab, update the following fields:

o Event Source: Select API.
« Operational State: Select Enabled.
o Event Severity: Select Critical as the severity of the event.

« Policy Name. Type the name of the event. Can be any combination of alphanumeric characters, up
to 48 characters in length

« Event Message. Type the message that will appear when this event occurs.



3. Click the [Advanced] tab.

Event Policy Editor | Policy Successfully Saved [4895] | Editing Event Policy [4595]

QOccurrence Count First Regular Expression
[ Disabled ] +| @ |[crrrcal @
Occurrence Time Second Regular Expression
[ Disabled ] v@l|l @
Expiry Dela
- oy & Identifier Pattern Override Ytype
[[Disabled ] @ ( @ (Tere] Je
Detection Weight N
s Jle identifier Format
[ @
Component Type
[ [n/Ad ~] Auto-Clear Topology Suppression
Both
External Event Id 10[ d Vle
[ @ None Selected ~ Category
Healthy: AKCP: AC Voltage sensor now reporting Normal Status [3152] @

External Category Healthy: AKCP: DC Voltage sensor returned to Mormal Status [3199]
[ ]g Healthy: AKCP: Dry contact sensor now Normal [3190]
Healthy: AKCP: Smoke detector now MNormal Status [3157]
Healthy: AKCP: Water sensor now Normal [3138]

Match Logic Healthy: Alteon: Primary Power Supply Healthy [3013]
[Regex Match = | @ || Healthy: Alton: Redundant Power Supply Healthy [3015]
Healthy: AMQP: RabbitMQ Device Running [4889]
[ use mutt-match & Healthy: APC: Batteries Do Mot Meed Replacement [15168]
Use Message-malch @ Healthy: APC: Battery Charge Normal [1524]

Healthy: APC: Battery Run Time Remaining No Longer Critical [1518]
Healthy: APC: Calibration Test Completed [1537]

Healthy: APC: Communication Status Ckay [1528]

Healthy: APC: Diagnostic Test Passed [1534]

Healthy: APC: Diagnostics Schedule Set [1530]

Healthy: APC: Percent Battery Remaining No Longer Critical [1520]
Healthy: APC: Temperature has returned to normal [1539]

Healthy: APC: UPS Mot on Battery [1526]

Healthy: APC: UPS Mot Running on Battery [1522]

Healthy: APC: Zero Defective Battery Packs [1514]

Healthy: Automatic Windows Service is now running [3508]

Healthy: AWS: StorageGateway WorkingStorageUsed Has Returned To M
Healthy: APT %xx Error Has Returned To Normal [4658]
Healthy: AWS: AP 5xx Error Has Returned To Mormal [4660]
Healthy: AWS: APT Count Has Returned Tn Normal [2664]

e

4. On the [Advanced] tab, update the following fields:

o Detection Weight. Select 20 - Last. If two event definitions are very similar, the weight field specifies
the order in which SL1 should match messages against the similar event definitions. The event
definition with the lowest weight will be matched first. This field is most useful for events that use

expression matching. Options range from O (first) - 20 (last).

« Match Logic. Select Regex Match. Specifies whether SL1should process the First Match String field
and Second Match String as regular expressions or as simple text matches. Because you selected
Regex Match, you cannot define a "match all" expression by leaving the First Match String and Second

Match String fields empty.

o Use Message-match. Select this option. If SL1 has generated an event and then a second log
message or alert matches the same event policy for the same entity, SL1 will not generate a second
event, but will increase the count value for the original event. This behavior will occur only if the log

messages or alerts contain the same message.

o First Regular Expression. Type "CRITICAL" as the string used to correlate the event with a log
message.

« Topology Suppression. Select Both. If this event occurs on a parent device, it behaves as a
suppressing event. Ifthis event occurs on a child device, it behaves as a suppressible event.



5. Click [Save] and close the Event Policy Editor modal.

6. Next, goto the Device Groups page (Registry > Device Groups) and click the [Create] button. A Device
Group Editor page appears:

Device Group Editor | Creating new group | Click Save to commit changes

Device Group Name Force Child Visibility? Sharing Permissions
[anDevices ] (o1 ] [[Private (visible to you oniy} ] V]
leon Visibilty Permission Keys.
EM7 System Administration ~
Grant All
i Basic User Privileges
Discovery PowerPack Administration
Device Schedules. Provisioning Access
o Event Suppression Admin Portal Ul Access

RSS Feeds Subscription Management
IT Services
IT Services - View
T Services - v

Static Devices and Groups | Devices [0] | Groups [0] Poen sda |
Device Name = Class | Sub-class D Oraganization Device Group Hame + 0  Devices Groups  Rules
No devices in current device group. No sub-groups in current device group.
Dynamic Rules | Rules Found [1] | Adding rules [1] I
Selector Type Selector Targets. Matched Devs.
11 PDevice Name = 8
Devices matched for rule 1: 8
Matched
Save

7. Complete the following fields, and leave the default settings for the remaining fields:

« Template Name. Specify the name of the new device group.

« Force Child Visibility. Select"No".

« Visibility. Select Config Policies/Bulk Edit to let you configure all the devices in the new device group
using a device template.



8. Click the [Save] button and then click the [Add] button in the Dynamic Rules pane to add dynamic rules to
the new device group. The Device Group Rule Editor modal page appears:

Device Group Rule Editor | Active Selection Reset

Active Selectors Selector Definitions

[ oroanizatien ~ Device Name
[] Device Class il

[ Device Category Operators allowed

Device Name term* Begins with "term”
D Device P *term Ends with "term”
te?m Is “term”, “team”, “teem”.
[ pevice State tterm s not "term”
[ collection State term1, term2  Is "term1” or "term2”

[ colector Group

[] open TCP Ports

D Running Process

[] windows Service
[] Subscribed Product
[] Active Event

™1 Alinnad Mvnamin Ann

Matched Devices [9]

Collection ~
Device Name ~ Category Class | Sub-class o Organization State
hN . 10.211.66 Unknown Ping | Generic Linux £ System Active
b 1021168 Unknown Ping | Generic Linux 10 System Active
3. MELLES Unknown Ping | Generic Linux " System Active
4. gffj Azure Device Senice  Microsoft | Azure Services 3 System Active
Sciencelogic, Inc. | EMT All-In-t 1 System Active
Sciencelogic, Inc. | EM7 Al-In-( 2 System Active
Sciencelogic | Integration Serv 5 System Active

W

Select related devices.

In the Active Selectors pane, select Device Name.

10. Optionally, in the Selector Definitions pane, type an asterisk (*) in the Device Name field. Using the *
includes all devices by Device Name. In the Matched Devices pane, a list of all devices appears.

11. Click [OK] to close the modal page.
12. On the Device Group Editor modal page, click [Save] and close the page.



13. Next, create a Device Group Template that will disable Event Masking for all devices in the new Device
Group. Click the building blocks icon (i) for the new device group. A Device Template Editor page

appears:

Device Template Editor | Applying Template to Devices | Click [Save] to commit changes | Config Template Sef

| Template New / One-off Template [~]  saveWhen Applied & Confirmed ] Template Name |

Access & Monitoring

Device Preferences

Device Organization | Acme Inc Auto-Clear Events Scan AllIPs
SHMP Read | Cisco SNMPv2 - Example SNMP Virite | None
Availability Protocol [ TCP Avail Port | 1CMP Accept AllLogs Dynamic Discovery
Latency Protocol | TCP Latency Port | ICMP
Daity Port Scans Preserve Hostname

Avail+Latency Alert | Disabled

Collection | Enabled Collector Grp | CUG
- Auto-Update Disable Asset Update
Coll. Type | Standard

Critical Fing | Disabled
Bypass Interface

I Event Mask | Disabled ] I Inventory
Device Retention & Basic Thresholds
System Latency [ - | | Daity Rollup Bandwidth [ 4 | | A
o ———————— Data —— ——
Hourly Rellup [« | f on| dav:
Bandwidth Data | ==l oS
Axailability Packet Size - R R 56| bytes Raw Performance [ - | L 7| d
o ———————— 7| days
Data
Availability Ping Count [ « | f -
] —— 1| pings Daily Rollup [ ; |
Performance Data f— 4

Interface Inventory Settings

alnwed g . 1 interfs

Interface inventory | e




14. Because all of the fields are disabled (grayed-out) by default, click the Event Mask field name to enable the
field. Use the default sefting of Disabled.

15. Click [Apply] and click [Confirm] on the Device Template Editor page.

16. Next, turn off the Trigger on Child Rollup option on the "ServiceNow: Add/Update Incident' Run Book
Automation. Go to the Automation Policy Manager page (Registry > Run Book > Automation) and click

the wrench icon (-}') for the "ServiceNow: Add/Update Incident' Run Book Automation. The Automation
Policy Editor page appears:

Device Template Editor | Applying Template to Devices | Click [Save] to commit changes | Config Template Settings (Click field labels to enable/dis: Reset

Template | New / One-off Template e Save When Applied & Confirmed ] Template Name | ]

Access & Monitoring Device Preferences
Device Organization | Acme Inc Auto-Clear Events Scan All IPs
SHMP Read | Cisco SNMPy 2 - Example SNMP Write | None
Availability Protocol | TP Awvail Port | 1cMP Accept AllLogs Dynamic Discovery
Latency Protocol | TCP Latency Port | ICMP
AvaiLatency Alert | Disabled Daily Port Scans Preserve Hostname
Collection | Enabled Collector Grp | cuG
Auto-Update Disable Asset Update

Coll. Type | Standard

Critical Ping | Disabled
Bypass Interface

I Event Mask [ Disabled ] I Inventory
Device Retention & Basic Thresholds

System Latency = | f 100] me Daity Rollup Bandwidth [ 4 . f 720| days S

— 100| me Data __L_ 730| days

Hourly Rellup [ f i 190 dawe:

Bandvidth Data | ™= e—— 120| days

Availability Packet Size - | o 56| byles Raw Performance [ i = e

Dt | — —

Availability Ping Count K | f 1| pings Daily Rollup [ i = e
i —— 730| days v

Performance Data

Interface Inventory Settings
Interface loventony | - e S00000 s Jaximum Slowed | - - o000 iotecfs

17. Make sure the Trigger on Child Rollup option is not selected and click [Save]. Close the Automation Policy
Editor page.

Hyperlinking Events

Both ServiceNow and SL1 provide mechanisms for hyperlinking to multiple active events and incidents. This
section describes those processes.



ServiceNow Hyperlinking

Each incident in ServiceNow will have one or more events aligned with it through the Related List of events, which
you can view in the [Events] tab at the bottom of the Incident record.

By default the Hyperlink field appears on the custom event fable provided with the Certified application (x_sclo_
scilogic_event). Each event shown in the [Events] tab at the bottom of the Incident record will have its own URL
associated. The following image shows the Event record for an event aligned with an Incident:

= g\lnsant # = ooo Update  Delete J
Incident INC0010020 Q, 0] Device emT-ao-47
Region | region6341 Organization | System =}
Event ID 315 Severity Minor kS
Event policy Dynamic App Snippet Exception Event created 2019-10-30 13:00:19 =]
Automation policy ServiceNow: Click to Create Incident Last detected 2019-10-30 13:00:19 =]
Action policy | ServiceNow: Add/Update/Clear Inciden Event count 1
Message | emT-ao-47: App: 90, Snippet: 110 reported a collection problem (Explanation: SNMP error returned: Timeout. Location: Using
walkbulk to query .1.3.6.1.2.1.25.2.3.1.2)
I Hyperlink  http://em7.mydomain.com/em7/index.em7?exec-events&q type=aid&q_arg=315&q_sev=1&q_sort=0&q_oper=0 I &
Update Delete
@

TIP: f the [Events] tab does not display at the bottom of the Incident record, you can add it by opening the

Incident record, clicking the Additional actions icon ( = ), and selecting Configure > Related Lists. Add
Event->Incident to the Selected column and click [Save].

Viewing the Incident Import Table in ServiceNow

Each time SL1 creates or changes an incident in ServiceNow, data is inserted into a temporary import table on the
ServiceNow system. This table displays all inbound data from SL1 and is a useful tool to determine what data is
being sent and imported. The incident import table is created automatically when you install the Sciencelogic
Certified (Scoped) Application.



To view the data and the status of the import process, go to the Import Incidents page (Sciencelogic > Event >
Events) in ServiceNow:

Import incidents ﬂ Search  Updated ¥ | Search 1 oleellie b BF
Al

Q  Seemo = Crosted = Comelation 10 = incident =cmoea = updated ¥ = Target record = mcdontstate = Croatedby = mport et rn
searech search search search seach search search search Search
LTG5 290919083321 undemoSOEV-2SEVENTS LIS INCOOLZITE fempty) 009019053321 Brent: LlEse Updated Fesobed Eun fempty)
@ urssss SOOI femgty) 090919053321 kI INCOOLIITS  Updated Fescbnd En fempty)
- ® UTESS 2190319082827 bundemoSSuDEV21SEVENTo 1105 NCOOIAITE fempty) 0190919052827 Brent LTES nssted InProgres: b fempty)
—— ® n7esss eOOIITS {empty) WI94519092827  lncident: NCODIIYTE  Updated InProgress b lempty)
@ AUTESR 0150910092826  fsundemodS+DEV21ST+EVENTH 1105 INCOOLIITT fempty) 0190919082826 ndent; INCONLTITT Updated Rescbad tsun lemptyl
® LUISR 150919092526 undemosnDEVs21STAEVENTHIIDS  NEOOLITT femty) W190919092826  Event: LIGER Updated Resct fsn fempty)
LTSS MIG0S1909737)  undemosiDEVSISTAEVENTHITIS  BEOOITITT femgty) MBI et 1w sested Inprogress fsun, (empty)
TSR MIG0HI9030  undemosDE21THEVENT LIS | NCOOLITT fempty) 090919092322 Indent NCODIINTT  Updated Progress fsun fempty)
@ UTSTT 019031903031 fsundemosIwDEV21SHEVENT- 1705 BCOOIITTG fempty) 009319050 Event: L1TGSTT Updated Fesolved fsun fempty)
® LITSTT 010091909031 fsundemoSOwDEV21SAEVENT- 1705 MCODIZTTE fempty) 00908190903 Incdent; NCOTTE  Updated Fesolved fsun fempty)
(6] LITSTT 201909.19085830  fsundemoBSeDEV+2196+EVENT+1705. INCOOLXITE femgty) 0190919085830 ncdent: INCOOL 3376 Updated In Progress. fsun lempty)
® ST 003376 femgty) W90 19mmssI  peeen TR wsestod nProgress fsn fempty)
o] Lrsm Moo fempty) W90 198533 modentmcooraiTe  updated Resobved faun fempry)
S @ LTG™ 0190919085335 undemosoiDEV2196HEVENTH U5 INCOOLTITG fempny) 9019085335 Event: LTGsTO updated Resold fsun fempty)
s P ® LUTESTD MISUSIN0AEIN  FundemosIORVZIGHEVENTHITES NCOOLIIT: fempty) WIWIIWABI mOdentNCOOLIITE  Updated nProgress Fun fempty)
¥ Suppocting mports @ s mE00L3 fempty) 090519084831 Event LTGSTO nted nProgress fan fempty)
Organization ® LTSS WIG0IIN0EIET  udemoSHDEV-IIGHEVENTHITIS  MCOOIZIM fompty) W9H19EIBT Incdenk: INCOOLTITS Updated Fesobed fan fempty)

You can view a complete audit of all import data and transforms by going to the Transform Histories page
(System Import Sets > Advanced > Transform History):

= Transform Histories Goto  Started v 4d < 1| to 100 of 20440 p BB
T Al
% O =Started =Stte =Completed SRuntme = Set = Import set table Totsl  Sinsets  SUpdates  lgnored = Skipped ~ =Erors = Transform Map
S 2016-09-04 ScienceLogic File System Sciencelogic File
O Complete 10050 0 Seconds ISETO0I329 | seiencelogic. file_system] ! v 0 ! v 0 System T-Map
o 20160901 2016-09-01 SciencaLogic Network Interfaces Sciencelogic Adapter
© Lo Complete 1) 0927 DEz=rs LSETO0139T5 " Cciencelogic_adapters] L L C L 9 0 TMap
‘ ) . Sciencel ogic
¢ delR Complete 2015:03-02 0 Seconds |SET001327g ScienceLogic Hardware Models 1 0 0 1 0 0 Hardware Model T-
14:00-12 140012 [u_sciencelogic_hardware_models]
- - - Map
2016-09-01 2016-09-01 Sciencelogic File System Sciencel ogic File
16:00:44 Complete 0044 USscond ISETOUISRTE | eiencelogic. file_system] g £ L d L 0 System T-Map
20160831 2016-08-31 ScienceLogic File System Sciencelogic File
@ goris Complete J5.01-15 0 Seconds ISETOOIRT | seiencelogic. file_system] ! v 0 ! v 0 System T-Map
S 2016-09-02 SciencaLogic File System Sciencelogic File
@ Bz Complete 130028 DEz=ris [SET0013280 " Ciencelogic. file system] L L C L U 0 System T-Map
20160901 2016-09-01 ScienceLogic File System Sciencelogic File
@ Sooi; Complete 5y.01.03 0 Seconds (SETOO0I3278 (s ciencelogic_file_system] 1 0 0 ! 0 9 System T-Map
20160903 2016-09-03 ScienceLogic File System Sciencelogic File
@ pon Complete ) 0199 iSeconds ISETO013286 "< ciencelogic._file_system] L C U L 8 O
20160901 2016-03-01 ScienceLogic Network Interfaces Sciencel ogic Adapter
@ Los Complete - 0059 0 Seconds [SETO0ISITE " Cciencelogic_adapters] ! 0 0 ! 0 0 TMap
; Sciencelogic
@ Leiln e SO e 0 Seconds ST R 1 0 0 1 0 0 Hardware Model T-
12:00:12 120012 [u_sciencelogic_hardware_models]
Map
01 2016-09-04 ScienceLogic Network Interfaces Sciencelogic Adapter
D Hum Complete ) 0g-33 0 Seconds (SETO013990 1 S ciencelogic_adapters] 1 0 0 ! 0 0 IMap
20160901 2016-09-01 ScienceLogic File System Sciencelogic File
@ Yeorir Complete 45 01.17 0 Seconds EEMIEIE | ot 2 cpepem) ! 0 0 ! 0 0 System TMap




ServiceNow, Sciencelogic Event, and Incident Priority Matrix

By default, when SL1 triggers an event, it is sentto ServiceNow through the Integration Service. The following
mappings are currently in place for mapping an SL1 Event to a ServiceNow Incident (Sciencelogic > Event >
Severity Lookup Rules):

= Severity = Impact = Urgency

Search Search Search
1 1 2
2 2 2
3 2 3
4 3 3

NOTE: This severity lookup table handles all Severity conversions.

Atransformation script that franslates the SL1 event severity into the ServiceNow Impact, Urgency, and Priority
fields automatically deploys with the Sciencelogic Certified (Scoped) Application.

By default, the Priority field is read-only and must be set by selecting the Impact and Urgency values.

Priority is calculated according to the following data lookup rules:

Urgency Priority

1 - High 1 - High 1 - Critical

1 - High 2 - Medium 2 - High

1 - High 3 - Low 3 - Moderate

2 - Medium 1 - High 2 - High

2 - Medium 2 - Medium 3 - Moderate

2 - Medium 3 - Low 4 - Low

3 - Low 1 - High 3 - Moderate

3 - Low 2 - Medium 4 - Low

3 - Low 3 - Low 5 - Planning




Adding Additional Fields to the Transform Map

If you require additional mandatory fields to be filled out to resolve an incident, you can add those fields to the
transform map in ServiceNow.

For example, if you require four mandatory fields in the ServiceNow Incident—Assignment Group, IT Service,
Service Component, and Description—to be filled out before that incident can be resolved in SL1, you would
perform the following steps.

Main Details* | Notes | Related Records | Resolution Information | Admin

Caller Science Logic Qo ||| ® Contact type web B

Behalf of user Q Impact Some Users s

Company Motorpoint Limited @ Urgency 3-Low 4

Location (o} Priority @ 4-Low
Xk IT service Q Major incident state
>k Service component o, Owning group o,
Symptom e} Assignment group Q
Configuration item o, Assigned to o,
Short description mp-sql-2014-01: Host Resource: Storage Utilization (E:\ Label:Data Serial Number d01ef7f2) has exceeded threshold 90%, currently 90.02% Q

Related Search Results >

>k Description




To add an assignment group:

1. Navigate to User Administration > Groups and select the assignment group you want to add. The Group
record appears.

2. Right-click the gray task bar at the top and select Copy sys_id.

<l = Group
=== Access Requests Save
Insert E
Name AccessReql  |nsertand Stay
Manager Configure > o,
Export > L
Group email support@n  View > =
Parent Create Favorite o,
Copy URL E
Updated 04-05-2018 e ES L]
Show XML ]
Type
yP @ History >
Description Access Reqt et

3. InSL71, opentothe "ServiceNow: Add/Update/Clear Incident' Run Book Action (Registry > Run Book
> Actions).

4. Editthe Input Parameters of the Run Book Action to add the sys_id to the relevant parameter or parameters
to assign the assignment group fo one of the new, acknowledged, or cleared incidents that are mapped.
After an incident is created, the assignment group value will not be changed by the Run Book Action.

In the following example, the assignment group is assigned to incidents that are cleared:

"assignment group new": "",
"assignment group ack":
"assignment group clear": "sys id"

nn
4

The IT Service, Service Component, and Description fields in our example must be filled in before an Incident
can be closed. To do this, changes must be made in the transform maps that are provided in the form of update
sets from Sciencelogic.

TIP: For more information about mapping new fields and other mappings options, see
https://docs.servicenow.com/bundle/newyork-platform-administration/page/script/server-
scripting/concept/c MappingOptions.html.

To add the Description field:

1. In ServiceNow, search for "transform map" in the filter navigator. Click Transform Maps.

2. Inthe list of transform maps, search for "Sciencelogic" in the field above the Name column.


https://docs.servicenow.com/bundle/newyork-platform-administration/page/script/server-scripting/concept/c_MappingOptions.html
https://docs.servicenow.com/bundle/newyork-platform-administration/page/script/server-scripting/concept/c_MappingOptions.html

3.

7.
8.

Open the "Sciencelogic Incident' map:

Servlce Service Management a System Administrator O, (7 @ 92

(7 transformmap Wl = TableTransform Maps m Goto  Order v l:] 4 « 1 w8ofs B PP
<
— ¥ Al
=
b Q, = Name = Source table = Target table = Run business rules =order o = Active = Updated
System Import Sets
Create Transform Map
- - — e
® ciencelogic ScienceLogic Incident Import ncidant fincident] wve 10 tre 2018-05-18
W Administration Incident [u_imp_silo_incidents] 20:44:15
Transform Maps % (D  Notification Notification [imp_notification] Incident [incident] true 100 true il
22:08:39
System LDAP ~ 2015-07-07
() User User (imp_user] User [sys_user] true 100 true o722
Transform Maps
(i)  Location Location [imp_location] Location true 100 true 2010707
! - femn_location] 07:30:52
Computer 2015-07-07
G o t 1
(O] omputer Computer [imp_computer] [emdb_ci_computer] true 00 true 07:28:10
LDAP User 2011-04-11
L m|
@® e label [Idap_import] User [sys_user] true 100 true T
- LDAP Group . Group 2009-11-12
oy R
O ot label [Idap_group_import] {ovs_user.group] true 100 true e
Sciencelogic ScienceLogic Incident Import ScienceLogic Events. — X0 o 2018-05-18
@ Event [u_imp_silo_incidents] [u_silo_events] 21:27:35

The Field Maps table at the bottom of the page allows you to edit or create mappings from the Sciencelogic
Incident Import table to the ServiceNow Incident table. Click [New] to create a new field mapping.

The Source table field should contain the Sciencelogic Incident Import and the Target table should include
the ServiceNow Incident fable:

= Field Map -+
= New record @ =
Map | Sciencelogic Incident ol ® Application | Global ®
Source table ScienceLogic Incident Import [u_imp_s... ¥ Target table Incident [incident] v
Source field Action Policy 5 Target field Active 4+
Use source script Coalesce

To create a new mapping to copy the contents of the Short description field to the Description field, select
Short description from the Source field drop-down menu.

In the Target field drop-down menu, select Description.

Click Update to save your changes.

The IT Service and Service Component fields in our example are set in the Transform Script in the "Sciencelogic
Event" transform map. To set the fields:

1.

2.

In ServiceNow, make sure you have the sys_id value for the target fields. If a field contains a magnifying
glass, it will require a sys_id. If a field has a drop-down, type in the field you wish to apply from the drop-
down. In the case of our example, the sys_id values of the two fields are required.

In your ServiceNow instance, navigate to the Transform Maps table and select "Sciencelogic Event'.



3. Inthe Sciencelogic Event transform map page, click the [Transform Script] tab and open the

"onAfter" script.

< — Table Transform Map
== Sciencelogic Event

Current View: Default (click me for other views)

Active |+
Run business rules |+
Enforce mandatory fields | No

Copy empty fields

Update Copy Delete

Related Links

Auto Map Matching Fields
Transform
Index Coalesce Fields

Source table ScienceLogic Incident Import [u_imp_s... ¥

Application

Created

Target table

Order

Run seript

& E ooo  Update = Copy

ScienceLogic (0]
2018-05-18 21:27:35
Sciencelogic Events [u_silo_events] v

200

Delete ¢

Field Maps (16) ‘ Transform Scripts (2) [

= ‘I'linsiomsmplsm Goto Order v

? Map = ScienceLogic Event

b1 (o} = When = Script

@ onAfter (function runTransformScript{source, map...

@ onBefore (function runTransformScript(source, map...

<44 « 1 | to20f2

= Order a = Active

100 true

100 true

> b G




4. Add the following under the "//Update target record when the Event was cleared from Sciencelogic' text:

sl INT. (target field) = '[sys id of the source field]'; //(IT service field)
sl INT. (target field) = '[sys_id of the source field]'; //(Service component)

When (D [om\fber & Application | ScienceLogic ®
Active |+
Order 100
f this script and the globals available to it vary depending on when the script is set to run. For more information, see the Wiki. See also the article about the recommended for
Script® | € DE |8 38]|Q v & |7 @ H %6
1+ (function runTransformScript(source, map, log, target /+undefined onStarts/ ) {
2
=} event_state_management();
4
5v rfunction event_state_management(J{ A
6 //Check ScienceLogic Events to see, if the Incident can be closed.
7 var sl_events = new GlideRecord('u_silo_events');
8 s1_events.addEncodedQuery('u_active=true®u_silo_task=" + source.u_task);
9 sl_events.query();
10 v if(sl_events.getRowCount() == @8){
11 var s1_INT = new GlideRecord('incident');
12 s1_INT.get(target.u_silo_task);
13« if(source.u_incident_state == 6 && s1_INT.close_code.nil()){
14 //Update target record when the Event was cleared from Sciencelogic.
15 s1_INT.close_code='Closed/Resolved by Caller';
16 s1_INT.close_notes=source.u_work_notes;
17 s1_INT.state= 6;
18 v }else if(source.u_incident_state ==6 && !s1_INT.close_code.nil()){
19 //Update target record when Event was cleared From ServiceNow.
20 s1_INT.close_notes= sl_INT.close_notes + " (" + source.u_work_notes + ")}";
21 }
22 s1_INT.update();
23 b
24 return;
25 J
26
27 })(source, map, log, target);




5. Tofind the target field, make a temporary mapping to see what the target field is. This mapping can be

deleted once you know the target field.

Field Maps (14) | Transform Scripts (3) ’Versions (1)

= | Field Maps m

32 = Source field
(i) u_short description

@ u_contact type

u_active

(i) u_short description

u_assignment_group

u_correlation_id

sys_updated by

Uu_urgency.
u_cmdb ci
u_work_notes
u_impact
u_impact

[Script]

@ e e oo

[Script]

Actions on selected rows... 4

Target field

sl

brt_description

a
[=]

htact_type
active

degcription
asgignment_group
corfelation_id

caller_id

urggncy
cmdb_ci

work_notes

u_service_component

impact
company

location

6. Click [Update] to save your changes. The selected fields will be added into an Incident on

closure.
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Troubleshooting the Incident Synchronization
PowerPack

Overview

This chapter contains troubleshooting resources, procedures, and the answers to frequently asked questions to use
with the ServiceNow Incident Synchronization PowerPack.

This chapter covers the following topics:

Initial Troubleshooting Steps
Resources for Troubleshooting

Frequently Asked Questions



Initial Troubleshooting Steps

The Integration Service acts as a middle server between data platforms. For this reason, the first steps should
always be to ensure that there are no issues with the data platforms with which the Integration Service is talking.
There might be additional configurations or actions enabled on ServiceNow or SL1 that result in unexpected
behavior. For detailed information about how to perform the steps below, see Resources for Troubleshooting.

Integration Service

1. Run the following command:

docker service 1ls

2. Note the Docker container version, and verify that the Docker services are running.
3. Ifacertain service is failing, make a note the service name and version.

4. Ifa certain service is failing, run docker service ps <service name> to see the historical state of the
service and make a note of this information. For example: docker service ps iservices contentapi.

5. Make a note of any logs impacting the service by running docker service logs <service name>. For
example: docker service logs iservices couchbase.

ServiceNow

1. Make a note of the ServiceNow version and Synchronization PowerPack version, if applicable.

2. Make a note of whether the user is running an update set or the Certified Application (also called the
"Sciencelogic SL1: CMDB & Incident Automation" application).

3. Make a note of the ServiceNow integration application that is failing on the Integration Service.

4. Mcake a note of what step is failing in the infegration application, try running the application in debug mode,
and capture any traceback or error messages that occur in the step log.

Resources for Troubleshooting

This section confains port information for the Integration Service and troubleshooting commands for Docker,
Couchbase, and the Integration Service API.

Useful Integration Service Ports

o http://<IP of Integration Service>:8081. Provides access to Docker Visualizer, a visualizer for Docker
Swarm.

o https://<IP of Integration Service>:8091. Provides access to Couchbase, a NoSQL database for storage
and data refrieval.

o https://<IP of Integration Service>:15672. Provides access to the RabbitMQ Dashboard, which you can
use to monitor the service that distributes tasks to be executed by Integration Service workers.



« https://<IP of Integration Service>/flower. Provides access to Flower, a tool for monitoring and
administrating Celery clusters.

Helpful Docker Commands

The Integration Service is a set of services that are containerized using Docker. For more information about
Docker, see the Docker tutorial.

Use the following Docker commands for troubleshooting and diagnosing issues with the Integration Service:

Viewing Container Versions and Status

To view the Integration Service version, SSH to your Integration Service instance and run the following command:

docker service 1ls

In the results, you can see the container ID, name, mode, status (see the replicas column), and version (see the
image column) for all the services that make up the Integration Service:

Restarting a Service

Run the following command to restart a single service:

docker service update --force <service name>
Stopping all Integration Service Services

Run the following command to stop all Integration Service services:

docker stack rm iservices
Restarting Docker

Run the following command to restart Docker:

systemctl restart docker

NOTE: Restarting Docker does not clear the queue.



https://docs.docker.com/get-started/

Viewing Logs for a Specific Service

You can use the Docker command line to view the logs of any current running service in the Integration Service
cluster. To view the logs of any service, run the following command:

docker service logs -f iservices <service name>
Some common examples include the following:
docker service logs —f iservices_ couchbase
docker service logs —-f iservices steprunner

docker service logs —f iservices contentapi

NOTE: Application logs are stored on the central database as well as on all of the Docker hosts in a clustered
environment. These logs are stored at /var/log/iservices for both single-node or clustered
environments. However, the logs on each Docker host only relate to the services running on that host.
For this reason, using the Docker service logs is the best way to get logs from all hosts at once.

Clearing RabbitMQ Volume

RabbitMQ is a service that distributes tasks to be executed by Integration Service workers. This section covers how
to handle potential issues with RabbitMQ.

The following error message might appear if you try fo run an integration application via the API:
Internal error occurred: Traceback (most recent call last):\n File \"./content
api.py\", line 199, in kickoff application\n task status = ... line 623, in on
close\n (class_id, method id), ConnectionError)\nInternalError: Connection.open: (541)

INTERNAL ERROR - access to vhost '/' refused for user 'guest': vhost '/' is down

First, verify that your services are up. If there is an issue with your RabbitMQ volume, you can clear the volume with
the following commands:

docker service rm iservices rabbitmg
docker volume rm iservices rabbitdb

If you get a message stating that the volume s in use, run the following command:
docker rm <id of container using volume>
Re-deploy the Integration Service by running the following command:

docker stack deploy -c /opt/iservices/scripts/docker-compose.yml iservices

NOTE: Restarting Docker does not clear the queue, because the queue is persistent. However, clearing the
gueue with the commands above might result in data loss due to the tasks being removed from the
queue.




Viewing the Process Status of All Services

Run the following command:

docker ps
Deploying Services from a Defined Docker Compose File

Run the following command:

docker stack deploy -c <compose-file> iservices
Dynamically Scaling for More Workers

Run the following command:

docker service scale iservices steprunner=10
Completely Removing Services from Running

Run the following command:

docker stack rm iservices

Diagnosis Tools

Multiple diagnosis tools exist to assist in troubleshooting issues with the Integration Service platform:

o Docker PowerPack. This PowerPack monitors your Linux-based Integration Service server with SSH (the
Integration Service ISO is built on top of an Oracle Linux Operating System). This PowerPack provides key
performance indicators about how your Integration Service server is performing. For more information on the
Docker PowerPack and other PowerPacks that you can use to monitor the Integration Service, see the "Using
SL1 to Monitor the Integration Service" chapter in the Integration Service Platform manual.

o Flower. This web interface tool can be found at the /flower endpoint. It provides a dashboard displaying the
number of tasks in various states as well as an overview of the state of each worker. This tool shows the
current number of active, processed, failed, succeeded, and retried tasks on the Integration Service platform.
This tool also shows detailed information about each of the tasks that have been executed on the platform.
This data includes the UUID, the state, the arguments that were passed to it, as well as the worker and the
time of execution. Flower also provides a performance chart that shows the number of tasks running on each
individual worker.

« Debug Mode. All applications can be run in "debug" mode via the Integration Service API. Running
applications in debug mode may slow down the platform, but they will result in much more detailed logging
information that is helpful for troubleshooting issues. For more information on running applications in Debug
Mode, see Retrieving Additional Debug Information.

« Application Logs. All applications generate a log file specific to that application. These log files can be found
at /var/log/iservices and each log file will match the ID of the application. These log files combine all the log
messages of all previous runs of an application up to a certain point. These log files roll over and will get
auto-cleared after a certain point.



« Step Logs. Step logs display the log output for a specific step in the application. These step logs can be
accessed via the Integration Service user interface by clicking on a step in an integration application and
bringing up the Step Log tab. These step logs display just the log output for the latest run of that step.

« Service Logs. Each Docker service has its own log. These can be accessed via SSH by running the following
command:

docker service logs -f <service name>

Retrieving Additional Debug Information (Debug Mode)

The logs in the Integration Service use the following loglevel settings, from most verbose fo least verbose:

o 10. Debug Mode.

e 20. Informational.

« 30. Warning. This is the default settings if you do not specify a loglevel.
e 40. Error.

WARNING: If you run infegration applications with "loglevel": 10, those infegration applications will take
longer to run because of increased I/O requirements. Enabling debug logging using the
following process is the only recommended method. Sciencelogic does not recommend sefting
"loglevel": 10 for the whole stack with the docker-compose file.

To run an application in Debug Mode, POST the following to the APl endpoint:

https://<integration service>/api/vl/applications/run

Request body:
{
"name": "<application name>",
"params": {

"loglevel": 10
}
}

After running the infegration application in Debug Mode, go back to the Integration Service user interface and
review the step logs to see detailed debug output for each step in the integration application. When run in Debug
Mode, the step log output shows additional debug statements such as "Saved data for next step", which displays the
data being sent from one step to the next.



This information is especially helpful when trying fo understand why an integration application or step failed:
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You can also run an integration in debug using curl via SSH:

1. SSH o the Integration Service instance.

2. Run the following command:

curl -v -k -u isadmin:em7admin -X POST "https://<your
hostname>/api/vl/applications/run" -H 'Content-Type: application/json' -H 'cache-
control: no-cache' -d '{"name": "interface sync sciencelogic to

servicenow", "params": {"loglevel": 10}}"'

Frequently Asked Questions

This section contains a set of frequently asked questions (FAQs) and the answers to address those situations.

Why are Incidents not getting created in ServiceNow?

1. InSL7, gotothe [Events Console] (Classic user interface) or the Events page (SL1 user interface) and
locate the event that was created.

o Inthe SL1 userinterface, click the [Actions] button ( **") for that event and select View Automation
Actions.

o Inthe Classic user interface, click the View Notification Log mailbox icon (él-_j) for that event.



The Event Actions Log window appears:

Event Actions Log | For Event [421671] Refrash Guide

2020-02-06 10:53:25

Autemation Policy ServiceMow: Event Cleared action ServiceNow: Add/Update/Clear Incident ran Successfully

Message:CustomActionType (46) executed without incident

Result:{i=_response” "Post to Integration Service Succeeded

Writn

WriinResolution\}, utread_timeout”: 20, uV'discardy: False, uVretry_backoffi: Falze, uvsnow_user\: uVS{cenfig.snow_user}\, uvassignmentGroupt: ui"}, uvtriggered_by\: [{uVtriggered_by\": uYUSERY,
uVapplication_id\": uVisapp-1575a304-c338-42c8-a79d-274a8d8fBd f11]], uVstart_time\" 1581004405, uV'queuet: None, uV'state\: uWPEMDINGY, utvhref: ul/api'v1/tasksiisapp-1575a304-c338-42c8-
a78d-274a3dEBd 1V, uVstepsV: [{uV'statel: uVPENDINGY, uVhref': u\iapiiv1 Tb-53a5-4328-bdB0-d4bZ2 ", uVtracebackV: None, uVidV: uV48bfB07b-53a5-4328-bdB0-d4b22438559aV,
uV'namel” uVUnknown}, {uVstatel: 0WPENDINGY, uVhrefi": uV/apifvitasks/041edeS4e-ceel-454a-a0f5-0071cBb191eaV, ultraceback\ None, uVid\: uv041edeSd-eee0-454a-a0f5-0071cBb191eaV, uVname\:
uVUnknown\}, {uVstate: ULWPENDINGY, uVhref\": ul/apifv1/itasks/04518016-cBeb-43dS-b103-88d467h57e63V, ultraceback\: None, uVid\': uV'045180f5-c6eb-43d8-b103-88d467b57e63V, uVname\:
uVUnknowni}, {uVstatel. UWPENDINGY, uVhrefl: ut/apifv1/tasks/90eebe f5-594f-40a%-afal-6dfbcbealfSEV, uVtracebacky: None, uVid\: uV'S0ecbefs-5941-40a5-afal-GdfbcbealfSay, uVnamet uvUnknown\y,
{uVstateV: UYPENDINGY, uVhrefl: u\/api'v1/tasks/1575a304-c338-42c8-a79d-274a8d6 8df1V, uVtracebacky: None, uVidV: u\'1575a304-c338-42c8-a70d-274a8d6f8d 1V, uVnameY: uVUnknownh}],
uVcenfigurationV: uvdocs_servicenow_syncpackV, uVidV: uVisapp-1575a304-c338-42c8-a79d-274a8d6f6d 1V}, "success” True}

2020-02-06 10:50:35

Autemation Policy ServiceMow: Add/Update Incident action ServiceMow: Add/Update/Clear Incident ran Successfully
Message:CustomActionType (45) executed without incident

Result:{is_response” ‘Post to Integration Service Succeeded

Wrin

wriinResolution\}, utread_timeout\” 20, ut'discardy: False, uVretry_backoff\: False, uvsi1_yge Gesll useryy, uvsll_hostname\: uvS{config.sl1_host}V, uVsnow_user\ uvS{config.snow_userjy,
uV'assignmentGroupy: ul\}, uvtriggered_by\: [{uvtriggered_by\': uVUSERY, uvapplication_id\| bdb 44c0 3338 580343685cd5VY, uvstart_timeV: 1581004234, uVqueusy: None, uvstatey:
UVPENDINGY, u¥hrefV: uk/apifv1itasksiisapp-a7805e58-1bdb-44c0-aa38-58d343685cdEY, UTEIE UVPENDINGY, uvhref\: u\fapifv1/tasks/1baaSfd9-8dSe-441 BDDE e3be6edgbalal’,
uVtracebackl None, uVid\: uV'1baaS{d9-8d5e-4141-Sbb: ', unamel’; uv'll ¥8 {u\state\ UVPENDINGY, u\hreﬂ ul/apifvlftasks/d fdcB40e-bT50-4123-8172-94f30d3b6175Y,
uVtracebackl None, uVid\: uV4fdc840e-b750-4123-8f72-94f30d3b5175V, uVname\: uvUnknown'}, {uVstatel: uVPENDINGY, uthrefi: u\Vapi'v1/tasks/b31f00dd-262b-42c5-ada2-be039c3fdeael’,
uVtracebackl None, uVid\": uVb31fl0dd-262b-42c5-adaZ-be03%c3fdeael, unamel” uvUnknown\}, {uV'statel" u\'PENDING\', uVhrefi" u\'.iapifv1Masks!ﬁSDdddBT—QS&Z—dbD&-Bf?ﬁ-ﬁDBd39905696\"
uVtraceback! None, uVid\": uV63cdd457-9582-4b0B-9176 , uVname\: uvl '}, {ul'state\ uWPENDINGY, uvhrefi: u\Vapiv1litasks/cc083alc-e717-4f38-bS70-0ab12cabdfcsV,
uVtracebackl: None, uVid\: u¥cc083alc-e717-4f35-b570-0ab12cabdfcsY, uVnamel’ uUnknown\], {uVstatel: UVPENDINGY, uVhref\"; uv/apitv1Aasks/77 fe3b15-68fd-490b-b5a7-b91c34bd6 17,
uVtracebackl: None, uVid\: uN77fe3b15-68fd-490b-b5a7-b91c34bdE17 ', uVname: uVUnknown'}, {uV'state\: uVPENDINGY, utvhrefi: u\/apitv1/tasks/a7805e58-1bdb-44c0-aa38-58d343685cd5V,
uVtracebackl: None, uVid\: u¥a7805e58-1bdb-44c0-aa38-58d343685cd5V, uvnamel’; uvUnknownV}], u¥configuration\: uV'docs_servicenow_syncpackl, uVid\, u\isapp-a7805e58-1bdb-44c0-
a8a38-58d343685cdS\}, ‘success” True}

On the Event Actions Log window, verify that the Run Book Action was triggered, and that the Run Book
Action successfully posted to the Integration Service.

In the "Add/Update Incident action" pane, locate the Integration Service run ID, which is the first six or seven

characters of the "isapp" integration ID associated with that run of the integration. For example: isapp-
a/7805e58.

In the Integration Service user interface, go to the Integrations page and open the "Create or Update
ServiceNow Incident from SL1 Event" integration application.
Click the [Timeline] button () to locate the run that contains the Integration Service run ID associated with

that run of the integration (from step 3, above).

Click [View Run] for that run on the Timeline and review the logs in the Step Log panel o see where the
integration application failed.

What if my Incident does not have a CI?

For an incident with an active event:

1.

In SL1, gotothe [Events Console] (classic user interface) or the Events page (new user interface) and
locate the event that was created.

o Inthe SL1 userinterface, click the [Actions] button ( ***) for that event and select View Automation
Actions.



o Inthe Classic user interface, click the View Notification Log mailbox icon (.@) for that event.
The Event Actions Log window appears

2. On the Event Actions Log window, locate the Integration Service run ID, which is the first six or seven
characters of the "isapp" integration ID associated with that run of the integration. For example: isapp-

a7805e58.

3. Inthe Integration Service user interface, go o the Integrations page and open the integration application
that used that run.

4. Review the Step Log and confirm that the device class was mapped in the "Sync Devices from SL1 to
ServiceNow" integration application.

5. Confirm that the "Sync Devices from SL1 to ServiceNow" integration application is running at least every 24
hours, and that the "Sync Devices from SL1 to ServiceNow" integration application has run within 24 hours of
that event sync run.

What if the Integration Service user interface is unresponsive and
Incidents are not being generated in ServiceNow?

If the Integration Service user interface is unresponsive, and Incidents are not being generated in ServiceNow, this
might mean that during the deployment process, a change to the firewall rules for monitoring broke the ingress
network for Docker.

To address this issue, run the following command to restart Docker every time you make a firewall or network
configuration change:

systemctl restart docker

Why are Incident numbers not populated in SL1 on Incident creation
in ServiceNow?

If an incident exists in ServiceNow, but incident data is not gefting back to SL1, and the "Sync ServiceNow Incident

State to SL1 Event" integration application fails on the "Get Incident" step (with a 404 error) and eventually times
out, the issue might be because the ServiceNow APl is overloaded.

Why am | not getting any Incidents after disabling the firewall?

If you disabled the firewall to enable SNMP monitoring on the Integration Service, but were not able to connect,
you should add the additional rule you need.



Appendix

Checklists for Deployment

Overview

This appendix describes the checklists for deploying the Integration Service and the ServiceNow Synchronization
PowerPacks, based on your environment and configuration.

This appendix includes the following fopics:

CMDB-Only ServiceNow Integration with Single SL1, no Domain Separation in ServiceNow ....._._. 76
CMDB-Only ServiceNow Integration with Single SLT and Domain-Separated ServiceNow ............ 79
CMDB-Only ServiceNow Integration with Multiple SL1 Systems, no Domain-Separated ServiceNow .83

Incident-Only ServiceNow Integration with Single SL1, no Domain Separation in ServiceNow



CMDB-Only ServiceNow Integration with Single SL1, no
Domain Separation in ServiceNow

1. Deploy the Integration Service I1SO:

o IP address, Netmask, Gateway, DNS, Hosthame provided
o Root password provided (this is the root user for the OS)

o Start Docker services after installation:

/opt/iservices/scripts/pull start iservices.sh

o

Validate that iservices are running:
docker service ls

2. Activate the Configuration Management For Scoped Apps (CMDB) Plugin.

3. Install the Sciencelogic Certified Application and create a ServiceNow group and user account:

o Usermname

o Password

o Web Service Access Only
o GMT Time Zone

o x_sclo_scilogic.Admin role assigned

4. Install the ServiceNow Synchronization PowerPacks on the Integration Service.

5. Create the Integration Service configuration object using the "ServiceNow SyncPack" configuration object as
atemplate.

Sync Devices from SL1 to ServiceNow

1. Align the configuration object to the following integration applications:

o Cache ServiceNow Cls and SL1 Device Classes
o Sync Devices from SL1 to ServiceNow
2. Run"Cache ServiceNow Cls and SL1 Device Classes" to retrieve all device class information from SL1 and

ServiceNow. This will populate the device class mapping in the following step. This integration should be run
at least every 23 hours.

3. Configure class and attribute mappings in "Sync Devices from SL1 to ServiceNow".

4. Run "Generate Required Cl Relations for ServiceNow" 1o see if you are missing any service rules or class
mappings and create any required maps, containment rules, and hosting rules.

5. Run "Sync Devices from SL1 to ServiceNow" either manually or on a schedule. This integration should be run
atleast every 23 hours. See documentation for more information.



Discover Devices from ServiceNow in SL1

1. Align the configuration object to the following integration applications:

o Sync Discovery Requirements
o Sync Discovery Session Requests from ServiceNow to SL1
o Sync Discovery Session Status from SL1 to ServiceNow
2. Set additional configuration variables for each of the integrations applications above in the respective
Configuration pane.
3. Run"Sync Discovery Requirements" to sync all discovery-dependent information from SL1 to ServiceNow.

4. Make sure that the Discovery request RITM is successfully created and approved in ServiceNow using the
provided Service Catalogs.

5. Run "Sync Discovery Session Requests from ServiceNow to SL1" either manually or on a schedule to create
and execute the discovery session in SL1.

6. Afterthe discovery session has completed in SLT, run "Sync Discovery Session Status from SL1 to
ServiceNow" either manually or on a schedule to update the status of the RITM in ServiceNow.

NOTE: The following integration applications only sync Cls that are aligned with the devices that are already
synced with ServiceNow. Before syncing any of the Cls below, you must first sync devices between
SL1 and ServiceNow.

Sync Business Services from SL1 to ServiceNow

1. Align the configuration object to the following integration application:
o Sync Business Services from SL1 to ServiceNow

2. Configure the service classification mappings in "Sync Business Services from SL1 to ServiceNow". These are
defined in the Configuration pane.

3. Run"Sync Business Services from SL1 to ServiceNow" either manually or on a schedule.
Sync File Systems from SL1 to ServiceNow
1. Align the configuration object to the following integration application:
o Sync File Systems from SL1 to ServiceNow

2. The parent Cl must be synced in order to see these related Cls.

3. Run"Sync File Systems from SL1 to ServiceNow" either manually or on a schedule.
Sync Network Interfaces from SL1 to ServiceNow

1. Align the configuration object to the following integration application:



o Sync Network Interfaces from SL1 to ServiceNow

2. Determine additional filters for syncing network interfaces using the adapter_sync variable defined in the
Configuration pane.

3. The parent Cl must be synced in order to see these related Cls.

4. Run"Sync Network Interfaces from SL1 to ServiceNow" either manually or on a schedule. This integration

application should be run at least every 23 hours if you would like to sync interface-level relationships with
"Sync Advanced Topology from SL1 to ServiceNow".

Sync Installed Software from SL1 to ServiceNow

1. Align the configuration object to the following integration application:

o Sync Software Packages from SL1 to ServiceNow

o Sync Installed Software from SL1 to ServiceNow

2. The parent Cl must be synced in order to see these related Cls.
3. First, run "Sync Software Packages from SL1 to ServiceNow". Verify that the integration has run successfully.

4. Run "Sync Installed Software from SL1 to ServiceNow" either manually or on a schedule.
Sync Maintenance Schedules from ServiceNow to SL1

1. Align the configuration object to the following integration application:
o Sync Maintenance Schedules from ServiceNow to SL1

2. The parent Cl must be synced in order to see these related Cls. The affected Cl must have SLT Monitored
setto True.

3. lfneeded, configure the Request and Task state IDs in the Configuration pane. This is needed if the
customer has custom |IDs for certain change request or change task states.

4. Run"Sync Maintenance Schedules from ServiceNow to SL1" either manually or on a schedule.
Sync Advanced Topology from SL1 to ServiceNow

1. Align the configuration object to the following integration application:
o Sync Advanced Topology from SL1 to ServiceNow

2. The parent Cl must be synced in order to see these related Cls. Syncing Interface-level relationships (Layer 2,

LLDP, and CDP) will require that "Sync Network Interfaces from SL1 to ServiceNow" is set fo run at least every
23 hours.

3. Run"Sync Advanced Topology from SL1 to ServiceNow" either manually or on a schedule.



CMDB-Only ServiceNow Integration with Single SL1 and
Domain-Separated ServiceNow

1. Deploy the Integration Service I1SO:

o IP address, Netmask, Gateway, DNS, Hosthame provided
o Root password provided (this is the root user for the OS)

o Start Docker services after installation:

/opt/iservices/scripts/pull start iservices.sh

o

Validate that iservices are running:
docker service ls

2. Activate the Configuration Management For Scoped Apps (CMDB) Plugin.

3. Install the Sciencelogic Certified Application and create a ServiceNow group and user account:

o Usermname

o Password

o Web Service Access Only
o GMT Time Zone

o x_sclo_scilogic.Admin role assigned

4. Install the ServiceNow Synchronization PowerPacks on the Integration Service.

5. Create the Integration Service configuration object using the "ServiceNow SyncPack" configuration object as
atemplate.

Sync Devices from SL1 to ServiceNow

1. Align the configuration object to following integration applications:

o Sync Organizations from SL1 to ServiceNow Companies
o Cache ServiceNow Cls and SL1 Device Classes
o Sync Devices from SL1 to ServiceNow
2. In"Sync Organizations from SL1 to ServiceNow Companies" Configuration pane, set the Source_of_
Truth to ServiceNow and setthe Domain_Separation flag to True.
3. Run "Sync Organizations from SL1 to ServiceNow Companies".

4. Run"Cache ServiceNow Cls and SL1 Device Classes" to refrieve all device class information from SL1 and
ServiceNow. This will populate the device class mapping in the following step. This integration application
should be run at least every 23 hours.



5. Configure class and aftribute mappings in "Sync Devices from SL1 to ServiceNow". Set Domain_
Separation to True.

6. Run"Generate Required Cl Relations for ServiceNow" 1o see if you are missing any service rules or class
mappings, and then create any required maps, containment rules, and hosting rules.

7. Run "Sync Devices from SL1 to ServiceNow" either manually or on a schedule. This integration application
should be run at least every 23 hours.

Discover Devices from ServiceNow in SL1

1. Align Configuration Obiject to following integration applications:

o Sync Discovery Requirements
o Sync Discovery Session Requests from ServiceNow to SL1

o Sync Discovery Session Status from SL1 to ServiceNow

2. In"Sync Discovery Requirements" Configuration pane, setthe Source _of_Truth to ServiceNow. Set
Domain_Separation to True.

3. Run"Sync Discovery Requirements" to sync all discovery-dependent information from SL1 to ServiceNow and
backto SL1.

4. Setadditional configuration variables for each of the other integration applications above in the respective
Configuration pane.

5. Discovery request RITM is successfully created and approved in ServiceNow using the provided Service
Catalogs.

6. Run"Sync Discovery Session Requests from ServiceNow to SL1" either manually or on a schedule to create
and execute the discovery session in SL1.

7. Afterthe discovery session completesin SL1, run "Sync Discovery Session Status from SL1 to ServiceNow"
either manually or on a schedule to update the status of the RITM in ServiceNow.

NOTE: Domain separation requires that "Sync Organizations from SL1 to ServiceNow Companies" is
configured with Domain_Separation enabled and Source_of_Truth set to ServiceNow. In a
domain-separated ServiceNow environment, this integration application must be properly configured
and run successfully before syncing any additional Clitems. SL1 organizations that are linked to a
ServiceNow company will have the erm_id populated with the ServiceNow Company sys_id.

NOTE: The following integrations only sync Cls that are aligned with the devices that are already synced with
ServiceNow. Before syncing any of the Cls below, you must first sync devices between SL1 and
ServiceNow.

Sync Business Services from SL1 to ServiceNow

1. Align the configuration object to the following integration application:



o Sync Business Services from SL1 to ServiceNow

2. Configure the service classification mappings in "Sync Business Services from SL1 to ServiceNow". These are
defined in the Configuration pane.

3. Ensure that Domain_Separation is set to True in the Configuration pane.

4. Run "Sync Business Services from SL1 to ServiceNow" either manually or on a schedule.
Sync File Systems from SL1 to ServiceNow

1. Align the configuration object to the following integration application:
o Sync File Systems from SL1 to ServiceNow

2. Ensure that Domain_Separation is set to True in the Configuration pane.
3. The parent Cl must be synced in order to see these related Cls.

4. Run"Sync File Systems from SL1 to ServiceNow" either manually or on a schedule.
Sync Network Interfaces from SL1 to ServiceNow

1. Align the configuration object to the following integration application:
o Sync Network Interfaces from SL1 to ServiceNow

2. Determine additional filters for syncing network interfaces using the adapter_sync variable defined in the
Configuration pane.

3. Ensure that Domain_Separation is set to True in the Configuration pane.

4. The parent Cl must be synced in order to see these related Cls.

5. Run"Sync Network Interfaces from SL1 to ServiceNow" either manually or on a schedule. This integration
application should be run at least every 23 hours if you would like to sync interface-level relationships with
"Sync Advanced Topology from SL1 to ServiceNow".

Sync Installed Software from SL1 to ServiceNow

1. Align the configuration object to the following integration application:

o Sync Software Packages from SL1 to ServiceNow

o Sync Installed Software from SL1 to ServiceNow

2. The parent Cl must be synced in order to see these related Cls.
3. First, run "Sync Software Packages from SL1 to ServiceNow". Verify that the integration has run successfully.

4. Run "Sync Installed Software from SL1 to ServiceNow" either manually or on a schedule.
Sync Maintenance Schedules from ServiceNow to SL1

1. Align the configuration object to the following integration application:



o Sync Maintenance Schedules from ServiceNow to SL1

2. The parent Cl must be synced in order to see these related Cls. The affected Cl must have SLT Monitored
setto True.

3. lfneeded, configure the Request and Task state IDs in the Configuration pane. This is needed if the
customer has custom |IDs for certain change request or change task states.

4. Run"Sync Maintenance Schedules from ServiceNow to SL1" either manually or on a schedule.
Sync Advanced Topology from SL1 to ServiceNow

1. Align the configuration object to the following integration application:
o Sync Advanced Topology from SL1 to ServiceNow

2. Ensure that Domain_Separation is setto True in the Configuration pane.

3. The parent Cl must be synced in order fo see these related Cls. Syncing Interface-level relationships (Layer 2,
LLDP, and CDP) will require that "Sync Network Interfaces from SL1 to ServiceNow" is set o run at least every
23 hours.

4. Run"Sync Advanced Topology from SL1 to ServiceNow" either manually or on a schedule.



CMDB-Only ServiceNow Integration with Multiple SL1
Systems, no Domain-Separated ServiceNow

NOTE: Depending on the size of your SL1 stacks and the number of SL1 stacks you have, you may need to
consider a “multi-tenant” configured IS. This is a more advanced deployment model. Please contact
a Sciencelogic representative for more information.

1. Deploy the Integration Service ISO:

o |IP address, Netmask, Gateway, DNS, Hosthame provided
o Root password provided (this is the root user for the OS)

o Start Docker services after installation:

/opt/iservices/scripts/pull start iservices.sh

o

Validate that iservices are running:
docker service ls

2. Activate the Configuration Management For Scoped Apps (CMDB) Plugin.

3. Install the Sciencelogic Certified Application and create a ServiceNow group and user account:

o Username

o Password

o Web Service Access Only
o GMT Time Zone

o x_sclo_scilogic.Admin role assigned

4. Install the ServiceNow Synchronization PowerPacks on the Integration Service.

5. Create the Integration Service configuration object using the "ServiceNow SyncPack" configuration object as
atemplate.

NOTE: The key difference between integrating a single SL1 stack on the Integration Service and integrating
multiple SL1 stacks on the Integration Service is how you run the integration application. Running the
integration application with multiple SL1 stacks involves creating an individual configuration object for
each SL1 stack. Then, create an individual schedule for each configuration object. Each schedule
should use a configuration object that is specific to a single SL1 stack.




When creating the schedule, populate the custom parameters with the configuration object ID. For
example:

cache_cis_and_devclasses [+]
® SL1 Stack A S8 0 | [ crontab | v
® 5L1Stack B 0] ~

“23:00 every day"

Sync Devices from SL1 to ServiceNow

1.

Create a schedule for each SL1 stack for the following Integrations following the note above:

o Cache ServiceNow Cls and SL1 Device Classes

o Sync Devices from SL1 to ServiceNow

Wait for the "Cache ServiceNow Cls and SL1 Device Classes" to retrieve all device class information from
SL1 and ServiceNow. This will populate the device class mapping in the following step. This integration
should be run at least every 23 hours.

Configure class and attribute mappings in "Sync Devices from SL1 to ServiceNow". If each SL1 stack has
different class and attribute mapping requirements, you will need to specify the mappings in each schedule’s
custom parameters for this application.

Run "Generate Required Cl Relations for ServiceNow" to see if you are missing any service rules or class
mappings and create any required maps, containment rules, and hosting rules. By default, these will pull
from the mappings set in "Sync Devices from SL1 to ServiceNow". If you have defined different mappings for
each SL1 stack, you will need to also specify these mappings in each schedule’s custom parameters for this
application.

Run "Sync Devices from SL1 to ServiceNow" with a schedule where each schedule uses the configuration
object for a SL1 stack. This integration application should be run at least every 23 hours.

Discover Devices from ServiceNow in SL1

1.

Create a schedule for each SL1 stack for the following integration applications:

o Sync Discovery Requirements

o Sync Discovery Session Requests from ServiceNow to SL1



o Sync Discovery Session Status from SL1 to ServiceNow

2. Ifany additional configuration variables are needed, these will need to be set in the custom parameters
section for each schedule

3. Run "Sync Discovery Requirements" on a schedule to sync all discovery-dependent information from SL1 to
ServiceNow.

4. Verify that the discovery request RITM is successfully created and approved in ServiceNow using the provided
Service Catalogs.

5. Run "Sync Discovery Session Requests from ServiceNow to SL1"on a schedule where each schedule uses the
configuration object for a SL1 stack to create and execute the discovery session in SL1.

6. Once the discovery session has completed in SL1, run "Sync Discovery Session Status from SL1 to
ServiceNow" via schedule where each schedule uses the configuration object for a SL1 stack to update the
status of the RITM in ServiceNow.

The following integration applications only sync Cls that are aligned with the devices that are already synced
with ServiceNow. Before syncing any of the Cls below, you must first sync devices between SL1 and
ServiceNow.

Sync Business Services from SL1 to ServiceNow

1. Create a schedule for each SL1 stack for the following integration application:
o Sync Business Services from SL1 to ServiceNow

2. Configure service classification mappings in "Sync Business Services from SL1 to ServiceNow" application.
These are defined in the Configuration pane.

3. Run "Sync Business Services from SL1 to ServiceNow" on a schedule where each schedule uses the
configuration object for a SL1 stack.

Sync File Systems from SL1 to ServiceNow
1. Create a schedule for each SL1 stack for the following integration application:

o Sync File Systems from SL1 to ServiceNow

2. The parent Cl must be synced in order to see these related Cls.

3. Run"Sync File Systems from SL1 to ServiceNow" on a schedule where each schedule uses the configuration
object fora SL1 stack.

Sync Network Interfaces from SL1 to ServiceNow

1. Create a schedule for each SL1 stack for the following integration application:

o Sync Network Interfaces from SL1 to ServiceNow



2. Determine additional filters for syncing network interfaces using the adapter_sync variable defined in the
Configuration pane.

3. The parent Cl must be synced in order to see these related Cls.

4. Run "Sync Network Inferfaces from SL1 to ServiceNow" on a schedule where each schedule uses the
configuration object for a SL1 stack. This integration application should be run at least every 23 hours if you
would like to sync interface-level relationships with "Sync Advanced Topology from SL1 to ServiceNow".

Sync Installed Software from SL1 to ServiceNow

1. Create a schedule for each SL1 stack for the following integration application:

o Sync Software Packages from SL1 to ServiceNow

o Sync Installed Software from SL1 to ServiceNow

2. The parent Cl must be synced in order to see these related Cls.

3. "Sync Software Packages from SL1 to ServiceNow" must run on a schedule before "Sync Installed Software
from SL1 to ServiceNow". Verify that the software packages have been synced before continuing.

4. After the software packages have been synced, run "Sync Installed Software from SL1 to ServiceNow" on a
schedule where each schedule uses the configuration object fora SL1 stack.

Sync Maintenance Schedules from ServiceNow to SL1

1. Create a schedule for each SL1 stack for the following integration application:
o Sync Maintenance Schedules from ServiceNow to SL1
2. The parent Cl must be synced in order to see these related Cls. The affected Cl must have the SL1
Monitored field set to True.

3. Ifneeded, configure the Request and Task state IDs in the Configuration pane. This is needed if the
customer has custom |Ds for certain change request or change task states.

4. Run "Sync Maintenance Schedules from ServiceNow to SL1" on a schedule where each schedule uses the
configuration object for a SL1 stack.

Sync Advanced Topology from SL1 to ServiceNow

1. Create a schedule for each SL1 stack for the following integration application:
o Sync Advanced Topology from SL1 to ServiceNow

2. The parent Cl must be synced in order fo see these related Cls. Syncing Interface-level relationships (Layer 2,
LLDP, and CDP) will require that you set "Sync Network Interfaces from SL1 to ServiceNow" to run at least
every 23 hours.

3. Run"Sync Advanced Topology from SL1 to ServiceNow" on a schedule where each schedule uses the
configuration object for a SL1 stack.



Incident-Only ServiceNow Integration with Single SL1, no
Domain Separation in ServiceNow

1. Deploy the Integration Service I1SO:

o IP address, Netmask, Gateway, DNS, Hosthame provided
o Root password provided (this is the root user for the OS)

o Start Docker services after installation:

/opt/iservices/scripts/pull start iservices.sh

o Validate that iservices are running:

docker service 1s

2. Install the Sciencelogic Certified Application and create a ServiceNow group and user account:

o Usermname

o Password

o Web Service Access Only
o GMT Time Zone

3. Install the ServiceNow Synchronization PowerPacks on the Integration Service.

4. Create the Integration Service configuration object using the "ServiceNow SyncPack" configuration object as
atemplate:

o Align the configuration object fo the following integration applications:

o Create or Update ServiceNow Incident from SL1 Event

Update ServiceNow Incident when SL1 Event is Acknowledged

[e]

Update ServiceNow Incident when SL1 Eventis Cleared

[e]

[e]

Sync Incident State from ServiceNow to SL1 Event
o Only the following Integration should be run manually or scheduled:
o Sync Incident State from ServiceNow to SL1 Event
5. Install the ServiceNow Base PowerPack and configure SL1:

o Use the "ServiceNow RBA — Example" credential as a template to create a new credential that points to
the Integration Service instance.

o Align the newly-created credential to the "ServiceNow — Add/Update/Clear Incident" Run Book
Action.

o Ensure that all Run Book Actions and Run Book Policies are enabled.



Appendix

Certified Application Objects

Overview

This appendix describes the tables, endpoints, and roles that were created in ServiceNow as part of the
"Sciencelogic SL1: CMDB & Incident Automation" application. This application is also known as the "Certified
Application" or the "Scoped Application".

This appendix includes the following topics:

ROleS 89
TableS ol 920
Table Columns (emdb_ci) ... L 90
Table Columns (core_company) ... . . 91
Table Columns (cmdb_group) ... .. 91
ScriptIncludes . . . . 91
Event Registry 91
Scripted ACHONS . 92
Data Lookup Definitions ... 92
System Properties . il 92
Catalog Hem . 93
Catalog Ul Policies ... ... 93
Variable Sets .. 93
Catalog Client SCripts . ... 94
WOIKTIOWS . 94



Transform MAPS ..o 97

Transform Scripts

Roles

Two Roles were added with the Sciencelogic update set, Admin (x_sclo_scilogic.Admin) and User (x_sclo
scilogic.User). Both give access to SL1.

Inherited Roles  Other Inherited Roles Role Definition

x_sclo_scilogic.Admin Role for Sciencelogic Service Accounts.

itil Can perform standard actions for an ITIL
help desk technician. This is the default
"Technician" role.

Can open, update, close incidents,
problems, changes, config management
items. By default, only users with the itil role
can have tasks assigned to them

Dependency_view A special role to be applied both on the
$ngbsm Ul page and on the
BSMProcessor. This role is required to
access the dependency views module. By
default, ITIL includes this role to avoid
regressions.

cmdb_query builder Can access the CMDB Query Builder
application to create, run, and save queries

on the CMDB.
template _editor
view changer Can switch active views.
app_service_user Can view and retrieve information using

APl from application service maps
(cmdb_ci_service discovered).

certification Can work on Certification tasks.
import_ Can manage Import Set Transform Maps
transformer and run transforms.
x_sclo_scilogic.User General user account that allows read-

only accesstoSL1.




Tables

Extends

Comments

x_sclo_scilogic_event Event (empty) Eventinformation
x_sclo_scilogic_event Event Severity Data Lookup Look up table for event Severity
severity Look Rules Matcher Rules

service_request

Request

x_sclo_scilogic_incident Import Incident | Import SetRow | Import / staging events before transform to
Event and Incident

x_sclo_scilogic_import Import Installed | Import SetRow | Import / staging events before transform to

installed_software Software Software Instance

x_sclo_scilogic_org_ven Import ORG VEN | Import Set Row | Import / staging events before transform to

mfg MFG core_company

x_sclo_scilogic_import Import Discovery | Import SetRow | Import / staging events before transform to

discovery dependent Dependent Discovery Dependent table

x_sclo_scilogic_discovery | Discovery (empty) Discovery Dependent Information

dependent Dependent

x_sclo_scilogic_catalog Catalog item (empty) Templates use to fill out catalog items

item_templates Templates

x_sclo_scilogic_import Import Service Import SetRow | Import / staging events before transform to

Service Requests

Table Columns (cmdb_ci)

Type Comments
x_sclo_scilogic_id SLTID Integer Unique ID
x_sclo_scilogic_region SLT Region String Unique String of SL1 Platform
x_sclo_scilogic_url SLT URL URL URL to SL1 Platform
x_sclo scilogic_monitored | SLT Monitored | True/False | Device currently synced with SL1 Platform




Table Columns (core_company)

Type Comments
x_sclo_scilogic_id SL1ID String Unique ID
x_sclo_scilogic_region SL1 Region String Unique String of SL1 Platform
x_sclo_scilogic_monitored | SLT Monitored | True/False | Organization currently synced with SL1 Platform

Table Columns (cmdb_group)

Label Type Comments
x_sclo_scilogic_id SL1 1D String | Unique ID
x_sclo_scilogic_region | SL1 Region | String | Unique String of SL1 Platform

Script Includes

APl Name

Comments

CatalogUtils | x_sclo_scilogic.catalogUtils | Catalog Script include scripts
ChangeUtils | x_sclo_scilogic.changeUtils | Change Script include scripts
DeviceUtils | x_sclo_scilogic.DeviceUtils | Device Script include scripts
EventUtils x_sclo_scilogic.EventUtils Event Scriptinclude scripts
GeneralUtils | x_sclo_scilogic.GeneralUtils | General Scriptinclude scripts

Event Registry

Event name

Comments

device_monitoring

x_sclo_scilogic.device
monitoring

ci]

Configuration ltem [cmdb

Event for Device
Monitoring

Remove
monitoring

moniforing

x_sclo_scilogic.remove

ci]

Configuration ltem [cmdb

Event for Remove
Monitoring




Scripted Actions

Event name

Comments

item

Device Monitoring Catalog

x_sclo_scilogic.device
monitoring

Action used to submit Catalog item via
Event.

Device Removal Catalog item

x_sclo_scilogic.remove
moniforing

Action used to submit Catalog item via
Event.

Data Lookup Definitions

Name

Event
Severity

Source Table

Import Incident [x_sclo_
scilogic_incident]

Matcher Table

Event Severity Lookup Rules [x_sclo
scilogic_event severity]

Comments

Lookup for Sciencelogic Severity to
Impact and Urgency

System Properties

Comments

CatalogltemDiscovery

x_sclo
scilogic.CatalogltemDiscovery

Unique value (sys_id)

CatalogltemRemove

x_sclo_scilogic.CatalogllemRemove

Unique value (sys_id)

closeCode x_sclo_scilogic.closeCode Value to use for Close Code for Incident
Transform
Contact type x_sclo_scilogic.Contact Type Value to use for Contact type for Incident

Transform

devicelogging

x_sclo_scilogic.devicelLogging

Turn on Logging

devicelLoggingParam

x_sclo_scilogic.deviceLoggingParm

Add additional parameters beyond the default
errors

discoverySource

x_sclo_scilogic.discoverySource

Discovery Source to be used by Integration Service

notResolved

x_sclo_scilogic.notResolved

Value of Reopened Incident

stateNew

x_sclo_scilogic.stateNew

Value of New Incident

StateResolved

x_sclo_scilogic.stateResolved

Value of Resolved Incident




Catalog ltem

Comments

Device Discovery

Role for Sciencelogic Service Accounts.

Monitoring Removal

General user account that allows read only access to Sciencelogic Application.

Catalog Ul

Catalog item

Policies

Short description

Comments

Device Discovery

Catalog Template

Updates form based on Select template

Device Discovery

Create Virtual Device

Updates form based on Request type

Device Discovery

Create Virtual Device (Retired)

Device Discovery

Device Discovery

Updates form based on Request type

Device Discovery

Device Discovery (Retired)

Monitoring
Removal

Hide Overview variables not
required

Hide variables not required for the Monitoring Removal
request

Device Discovery

Port Scan

Hide scan ports that are not default

Device Discovery

Port Scan (Retired)

Device Discovery

Region

Updates form based on Organization

Device Discovery

Region (Retired)

Monitoring
Removal

Region via Organization

Updates form based on Organization

Device Discovery

Save as Template

Updates form based on Save as template

Variable Sets

Internal name Comments

Create_virtual device

create_virtual device

Discovery Overview

discovery _overview




Internal name Comments

Discovery Sesion - Basic Settings discovery sesion_basic_settings

Discovery Session - Detection and Scanning | discovery session_detection_and_scanning

Discovery Session - IP & Credentials discovery session_ip_credentials
Monitoring Removal monitoring _removal
Service Catalog item Template service_catalog_item_template

Catalog Client Scripts

Catalog item Type Comments

Hide Request Type Options | Monitoring Removal | onLoad Shared variable hide options that don’t apply

Hide Request Type Options | Device Discovery onlLoad Shared variable hide options that don’t apply

Region Monitoring Removal | onChange | Update Region field based on Company Region

Region Monitoring Removal | onChange | Update Region field based on Company Region

Workflows

Comments

SL1 Monitoring Removal | Requested ltem [sc_req_item] | Workflow for Removal of devices from SL1 process

SLT Discovery Session Requested ltem [sc_req_item] | Workflow for Discovery session process




Scripted REST Resources

Comments

Business Services | /api/x_sclo GET | This GET api will pull all
scilogic/v1/sciencelogic/business_service Sciencelogic monitored
Configuration items specific to
Business Services class from the
CMDB. It will be ordered via the
sys_id field to ensure the same order

every time.
CMDB Group /api/x_sclo_scilogic/v1/sciencelogic/cmdb | POST | Use this APl to create cmdb_groups
group & add a Cl to them.
Change Requests | /api/x_sclo GET | This GET api will pull Active
scilogic/v1/sciencelogic/change requests Change Requests or Change Tasks

based on the record_type supplied
that have Sciencelogic monitored
Cl attached. It will be ordered via
the sys_id field fo ensure the same
order every time.

Classification /api/x_sclo_ GET | This GET api will pull all required
scilogic/v1/sciencelogic/classification CMDB information to build JSON
payloads.
Companies /api/x_sclo_ GET [ This GET api will pull all Active
scilogic/v1/sciencelogic/companies Companies that are Sciencelogic

monitored. It will be ordered via the
sys_id field to ensure the same order

every fime.
Configuration ltems | /api/x_sclo GET | This GET api will pull all
scilogic/v1/sciencelogic/configuration_ltems Sciencelogic monitored

Configuration items from the
CMDB. It will be ordered via the
sys_id field to ensure the same order

every fime.
Device /api/x_sclo_ POST | Use this APl o create or update
IdentificationEngine | scilogic/v1/sciencelogic/IdentificationEngine configuration items within the

CMDB via Sciencelogic.




Comments

scilogic/v1/sciencelogic/incidents

File Systems /api/x_sclo_scilogic/v1/sciencelogic/file GET [ This GET api will pull all
systems Sciencelogic monitored
Configuration items specific to File
systems class from the CMDB. It will
be ordered via the sys_id field to
ensure the same order every time.
Import Set /api/x_sclo_ POST | This POST APl will post to the target
scilogic/v1/sciencelogic/import set import set table and create a record
for each cmdb ci.
Incidents /api/x_sclo_ GET | This GET api will pull all incidents.

It will be ordered via the sys_id field
to ensure the same order every
time.

Installed Software

/api/x_sclo_
scilogic/v1/sciencelogic/installed_software

GET

This GET api will pull all Servicenow
Software packages and installed
instances from the CMDB. It will be
ordered via the sys_id field to ensure
the same order every fime.

scilogic/v2/sciencelogic/classification

Manufacture /api/x_sclo POST | This POST APl will pull all
scilogic/v1/sciencelogic/manufactures Manufactures.
Model /api/x_sclo_scilogic/v1/sciencelogic/models | POST | This POST APl will pull all Model.
Network Adapters | /api/x_sclo GET | This GET api will pull all
scilogic/v1/sciencelogic/network adapters Sciencelogic monitored
Configuration items specific to
Network Adapter class from the
CMDB. It will be ordered via the
sys_id field to ensure the same order
every time.
Service Request /api/x_sclo GET | This GET api will pull all
scilogic/v1/sciencelogic/service _request ServiceRequest items from the
CMDB associated with Device
Discovery Catalog item. It will be
ordered via the sys_id field to ensure
the same order every fime.
Classification /api/x_sclo GET | This GET api will pull all required

CMDB information to build JSON
payloads.




Transform Maps

Source Table Target Table Comments
Sciencelogic Discovery Import Discovery Discovery Import / staging table for Catalog
Dependent Dependent Dependent Dependents
Sciencelogic Event Import Incident Event Import / staging table for Events.
Sciencelogic Incident Import Incident Incident [incident] Import / staging table for Incident
Sciencelogic Organization | Import ORG VEN Company [core Import / staging table for

MFG ] company] Organization
Sciencelogic Service Import Service Request ltem [sc_ Import / staging table for Request
Request Request [| req_item) item

Transform Scripts

Name Transform Map Order Comments

onBefore | Sciencelogic Event 100 Check Action

onAfter | Sciencelogic Event | 100 Check Action; Get Resolved Validation script include

onBefore | Sciencelogic Incident | 100 Check Action, event workflow script include

onAfter [ Sciencelogic Incident | 100 Check Action, Affected Cl script include




Appendix

ServiceNow API Endpoints

Overview

This appendix describes the customized ServiceNow APl Endpoints that were created for the Integration Service
ServiceNow Synchronization PowerPacks. These scripted endpoints reduce the amount of REST calls that the
Integration Service makes to ServiceNow.

Please note that for pagination, the following Query parameters are not required: sysparm offset and
sysparm_limit. The default seftings are:

e sysparm offset=0

e sysparm limit =ServiceNow defines the default upper limits for data export. It will check the following
properties at System Properties > Import Export: glide.json.export.limit, glide.ui.export.limit,
andthen glide.ui.export.war.threshold.

For example, if you have 200 total records and you want to pull the records in 100-record chunks, then the first
pu|| would be sysparm offset=0 & sysparm 1limit=100 and the second pu|| would be sysparm
offset=100 & sysparm_ limit=100. For more information, see the ServiceNow documentation for Export
Limits.

This appendix includes the following topics:

Business Services ... ... ... 100
Change ReQUESES ... o 102
Classification version T . 104
Classification version 2 ... . 107
CMDB GroUP ... 110
ComPaNIes - il 112
Device Identification Engine ... . . 115


https://docs.servicenow.com/bundle/madrid-platform-administration/page/administer/exporting-data/concept/c_ExportLimits.html
https://docs.servicenow.com/bundle/madrid-platform-administration/page/administer/exporting-data/concept/c_ExportLimits.html

Discovery Dependents .. 118

File Systems 120
Import St il 122
Incidents 124
Installed Software ... L 127
Manufacturer ... 130
Model L 132
Network Adaprers 134

Service REQUESTS ... .. oL 136



Business Services

HTTP Method
GET

Pagination
Enabled

Resource Path

/api/x_sclo_scilogic/vl/sciencelogic/business service

Default Resource Path

/api/x_sclo_scilogic/sciencelogic/business_service

This operation pulls all the fields from just the Business Service (cmdb_ci_service) table. The return is ordered by
sys_id, so the results display in the same order every time. The results are filtered by the SLT monitored and SL1

ID field on the ServiceNow side. This operation requires the region to be supplied by the requester, and it will only

return region-supplied configuration items.

Headers

Key

Value

Confent-Type

application/json

Accept application/json
Parameters
Key Value

region (required)

Sciencelogic

sysparm_offset

0

sysparm_limit

glide.json.export.limit, glide.ui.export.limit,
glide.ui.export.war.threshold

Example (Request URL)

https://<your Instance>.service-now.com/api/x sclo scilogic/v1l/ sciencelogic/business

service




Example (Response)

"results": [

{

1,

"operational status": "1",

"sys updated on": "2019-02-06 19:32:34",
"discovery source": "Other Automated",

"first discovered": "2019-02-06 19:31:19",
"sys updated by": "admin",

"sys created on": "2019-02-06 19:31:19",

"sys domain": "global",

"used for": "Production",

"sys created by": "isduserl",

"sys_domain path": "/",

"install status": "1",

"name": "One Service to rule them",
"subcategory": "Service",

"busines criticality": "1 - most critical",
"last discovered": "2019-02-06 19:31:19",
"sys class name": "cmdb ci service",
"sys_id": "52da95dcdb6323009£7dd7a0cf961918",
"sys_class_path": "/!!/#C",

"comments": "Postman",

"sys mod count": "1",

"x sclo scilogic_id": "1570",

"model id": "e8aaeb3£3763100044e0bfc8bcbe5d20",
"cost_cc": "USD",

"x sclo scilogic monitored": "true",
"category": "Business Service",

"service classification”: "Technical Service",
"x sclo scilogic region": "ScienceLogic"

"sysparm offset": O,
"sysparm limit": 100,
"return count": 1,
"total count": 1



Change Requests

HTTP Method
GET

Resource Path

/api/x_sclo _scilogic/vl/sciencelogic/change requests?record type=change
requesté&state=l&region=Sciencelogic

Default Resource Path

/api/x_sclo _scilogic/vl/sciencelogic/change requests?record type=change
requesté&state=l&region=Sciencelogic

This scripted APl was built for pulling Change Requests or Change Tasks and formatting a JSON object response
with the required information to create a maintenance schedule in SL1. The GET queries the task_ci table to find
configuration items that are monitored by SL1 and are the correct record type. The GET operation returns all
records with their configuration items in formatted JSON strings that include planned start and end time.

Headers
Key Value
Content-Type application/json
Accept application/json
Parameters
Key Value
record type (required) change request
state -5
region (required) Sciencelogic
sysparm_offset 0

- glide.json.export.limit, glide.ui.export.limit,
sysparm_limit glide.ui.export.war.threshold
HTTP Status




Code Value

200 OK

400 Query parameter \'region\'is not defined and is required.

Fixed Internal Query

State:
‘task.sys class name=’ + recordType + ‘task.state=’ + state + ‘"ci item.x sclo
scilogic_monitored=true”ci item.x sclo scilogic region=’ + region

Non-State:

‘task.active=true“task.sys class name=’ + recordType + ‘ci item.x sclo scilogic
monitored=true”ci item.x sclo scilogic region=’ + region

Example

https://<your Instance>.service-now.com/api/x_sclo_scilogic/vl/sciencelogic/change_
requests?record type=change request&state=-5&region=SciencelLogic

Example (Response)

"results": [
{
"sys id": "48ebabal0db962f00dc44£f00fb£f961961",
"number": "CHG0030001",

"state value": "-5",
"state": "New",
"short description": "Test Change",

"planned start date": "2019-01-01 06:00:01",
"planned end date": "2019-01-01 18:00:01",
"device": [
{

"sys id": "d83dacOadb4dab00dc44£00£fb£f961919",

"name": "Postman Test Server 11",

"id": "11",

"region": "ScienceLogic"



Classification version 1

NOTE: This APl Endpoint has been deprecated. The last version of the "Sciencelogic SL1: CMDB & Incident
Automation" application" (also called the Certified or Scoped application), that used this endpoint was
version 1.0.18.

HTTP Method
GET

Pagination
Enabled

Resource Path

/api/x_sclo _scilogic/vl/sciencelogic/classification

Default Resource Path
/api/x_sclo_scilogic/sciencelogic/classification

To support the identification and reconciliation framework, SL1 requires a large amount of information to know
how to correctly fill outthe JSSON formatted string defined by the Identification Engine documentation. This
operation uses the getTableExtension() function to find all the tables extended from the emdb_ci table and then
goes through each table one by one. This operation collects information about each class, such as which fields are
required to identify and if it is considers another class to help find uniqueness. This operation then finds all the
associated metadata. Finally, the operation pulls a list of all field names from the table. By default the criterion_
attributes and attributes are not included and require "action=attributes" as a parameter in the API call to be

passed.

Headers

Key Valve
Confent-Type application/json
Accept application/json
Parameters

Key Value

action attributes




Attributes require x_sclo_scilogic.Admin be added to sys_dictionary.* (read) ACL to allow the APl to access field
names on each class table.

Fixed Internal Query

Example

https://<your Instance>.service-now.com/api/x_sclo_scilogic/sciencelogic/
classification

Example (Response)

"results": [
{
"class label": "Storage Area Network",
"class table": "cmdb ci san",

"criterion attributes": [
1,

"independent": "false",
"containment rule": [

1y

"hosting rule": [

1y

"reference rule": [

] 4

"attributes": [
"asset",
"asset tag",
"assigned",
"assigned to",
"assignment group",
"attributes",
"can print",
"category",
"change control",
"checked in",
"checked out",
"comments",
"company",
"correlation id",
"cost",
"cost cc",
"cost center",
"delivery date",
"department",
"discovery source",
"dns domain",
"due",
"due in",
"fault count",



"first discovered",
"fqdn",

"gl account",
"install date",
"install status",
"invoice number",

"ip address",
"justification",
"last discovered",
"lease id",
"location",
"mac_address",
"maintenance schedule",
"managed by",
"manufacturer",
"model id",

"model number",
"monitor",

"name",

"operational status",
"order date",

"owned by",

"po number",
"purchase date",

"san id",

"schedule",

"serial number",
"short description",
"skip_ sync",

"start date",
"subcategory",
"supported by",
"support group",

"sys class name",
"sys class path",
"sys created by",
"sys created on",
"sys domain",

"sys domain path",
"sys id",

"sys mod count",

"sys updated by",
"sys updated on",
"unverified",
"vendor",

"warranty expiration",
"x sclo scilogic id",
"x sclo scilogic monitored",
"x sclo scilogic region",
"x sclo scilogic url"



Classification version 2

HTTP Method
GET

Pagination
Enabled

Resource Path

/api/x_sclo_scilogic/v2/sciencelogic/classification

Default Resource Path
/api/x_sclo_scilogic/sciencelogic/classification

To support the identification and reconciliation framework, SL1 requires a large amount of information to know
how to correctly fill outthe JSSON formatted string defined by the Identification Engine documentation. This
operation uses the getTableExtension() function to find all the tables extended from the ecmdb_ci table and then
goes through each table one by one. This operation collects information about each class, such as which fields are
required to identify and if it is considers another class to help find uniqueness. This operation then finds all the
associated metadata. Finally, the operation pulls a list of all field names from the table. By default the criterion_
attributes and attributes are not included and require "action=attributes" as a parameter in the API call to be
passed.

Headers
Key Value
Content-Type application/json
Accept application/json
Parameters
Key Valve
action aftributes
sysparm_offset 0
lide.json.export.limit, glide.ui.export.limit
|. .1_ g 7 ’
sysparm_iimt glide.ui.export.war.threshold

Attributes require x_sclo_scilogic.Admin be added to sys_dictionary.* (read) ACL to allow the APl to access field
names on each class table.



Fixed Internal Query

Example

https://<your Instance>.service-now.com/api/x_sclo _scilogic/v2/sciencelogic/
classification

Example (Response)

"results": [
{
"class label": "Storage Area Network",
"class table": "cmdb ci san",

"criterion attributes": [
1,

"independent": "false",
"containment rule": |

1y

"hosting rule": [

1y

"reference rule": [

J 4

"attributes": [
"asset",
"asset tag",
"assigned",
"assigned to",
"assignment group",
"attributes",
"can print",
"category",
"change control",
"checked in",
"checked out",
"comments",
"company",
"correlation id",
"cost",
"cost cc",
"cost center",
"delivery date",
"department",
"discovery source",
"dns domain",
"due",
"due in",
"fault count",
"first discovered",
"fqgdn",
"gl account",



"install date",
"install status",
"invoice number",

"ip address",
"justification",
"last discovered",
"lease id",
"location",

"mac address",
"maintenance schedule",
"managed by",
"manufacturer",
"model id",

"model number",
"monitor",

"name",

"operational status",
"order date",

"owned by",
"po_number",
"purchase date",
"san_id",

"schedule",

"serial number",
"short description",
"skip sync",

"start date",
"subcategory",
"supported by",
"support group",

"sys class name",
"sys class path",
"sys created by",
"sys created on",
"sys_domain",
"sys_domain_path",
"sys_ id",
"sys mod count",

"sys updated by",
"sys updated on",
"unverified",
"vendor",

"warranty expiration",
"x sclo scilogic_id",
"x sclo scilogic monitored",
"x sclo scilogic region",
"x sclo scilogic url"



CMDB Group

HTTP Method
POST
Pagination
Enabled
Resource Path
/api/x_sclo_scilogic/vl/sciencelogic/cmdb_group
Default Resource Path

/api/x_sclo_scilogic/sciencelogic/cmdb_group

This operation handles the intake of groups of devices from SL1 and converts the device groups to CMDB groups.
This operation uses a standard formatted JSON string, and it checks for a sys_id of the group first by searching for a
matching group. This process creates a group if a group is not supplied or found, and then it passes the JSON
object to the ServiceNow CMDBGroupAPI, which sets the manual Cl list of the group.

Headers

Key Value
Content-Type application/json
Accept application/json

Example (Request URL

https://<your Instance>.service-now.com/api/x sclo scilogic/vl/sciencelogic/cmdb group

Example (Body)

"items": [
{
"name": "test",
"description": "",
"group": "",

"manualCIList": "d83dac0adb4dab00dc44£f00£fb£f961919,2e6b7046db8dab00dc44f00fbf
961929, 7fb39667dbal2380dc44£f00£fb£961901, 77b39667dbal2380dc44£00fb£f961917, 7bb
39667dbal2380dc44f00fb£f96191c",

"region": "Cisco",

"id". "iv



Example (Response)

"result": [

{

"idList": [

I

"partialCIListDueToACLFlag": false,
"nextBatchStart": 0,

"result": true

"idList": [

I

"partialCIListDueToACLFlag": false,
"nextBatchStart": 0,

"result": true



Companies

HTTP Method
GET
Pagination
Enabled
Resource Path
/api/x_sclo_scilogic/vl/sciencelogic/companies
Default Resource Path

/api/x_sclo_scilogic/sciencelogic/companies

This operation supports Domain Separation enabled or not enabled. This operation pulls all the fields for from the
company table that are not NULL values. The return is ordered by sys_id, so the results display in the same order
everytime. The results are filtered by the SLT Monitored and region values. The region mus be supplied by the
requester, and it will only return region-specific companies.

Headers

Key Valve

Confent-Type application/json

Accept application/json

Parameters

Key Value

region (required) Sciencelogic

domainSep false

sysparm_offset 0
o lide.json.export.limit, glide.ui.export.limit
| t g ’ ’

sysparm_fimt glide.ui.export.war.threshold

HTTP Status




Code | Value

200 OK

400 Query parameter \'region\'is not defined and is required.

Fixed Internal Query

Domain:

'x _sclo scilogic region=’ + region + ‘"x sclo scilogic monitored=true”sys
domain!=global’

Non-Domain:
'x' sclo scilogic monitored=true”x sclo scilogic 1dISNOTEMPTY"x sclo scilogic region'’
+ region

Example

https://<your instance>.service-now.com/api/x_sclo_scilogic/vl/sciencelogic/
companies?region=SciencelLogicé&sysparm offset=0&sysparm 1imit=100

Example (Response)

"results": [
{
"country": "USA",
"notes": "What's on your digital horizon?",
"city": "San Jose",
"sys updated on": "2018-11-30 16:03:45",
"sys class name": "core company",

"sys id": "1lac84£95dbce2700dc44£f00fb£f9619c8",
"sys updated by": "isduserl",
"market cap": "O0",
"street": "170 West Tasman Dr.",
"sys created on": "2018-11-27 16:32:33",
"state": "CA",
"sys created by": "admin",
"zip": "95134",
"profits": "0",
"revenue per year": "0",
"sys mod count": "4",
"x sclo scilogic_id": "1",
"x sclo scilogic monitored": "true",
"phone": "18005532447",
"name": "Cisco Systems, Inc.",
"x sclo scilogic region": "Cisco"
}

]I

"sysparm offset": 0,

"sysparm limit": 1,

"return count": 1,

"total count": 1






Device ldentification Engine

HTTP Method
POST
Pagination
Enabled
Resource Path
/api/x_sclo scilogic/vl/sciencelogic/IdentificationEngine

Default Resource Path
/api/x_sclo_scilogic/sciencelogic/IdentificationEngine

This operation handles all creates and updates to the CMDB. This operation incorporates Identification Engine
and uses the |dentification and Reconciliation framework to properly import devices into the CMDB as a
configurable discovery source. SL1 uses the classification GET to populate the JSSON object.

Headers

Key Value
Content-Type application/json
Accept application/json
Parameters

Key Value

test frue

Example (Request URL)

https://<your Instance>.service-now.com/api/x sclo scilogic/vl/sciencelogic/
IdentificationEngine?test=true

Example (Body)

[
{
"items": [
{

"className": "cmdb ci linux server",



"values": {
"name": "Postman Test Server 1",
"serial number": "9876EFGH",
"mac address": "BF:D4:D6:6E:56:F1",
"ip address": "10.10.10.4",
"ram": "16000",
"x sclo scilogic region": "ScienceLogic",
"x sclo scilogic id": "1"

]
b

"items": [
{

"className": "cmdb ci linux server",

"values": {
"name": "Postman Test Server 2",
"serial number": "HGFE6789",
"mac address": "87:54:3C:8C:2A:A3",
"ip address": "10.10.10.5",
"ram": "16000",
"x sclo scilogic region": "ScienceLogic",
"x sclo scilogic id": "2"

Example Business Service (Body)

[
{

"items": [

{

"className": "cmdb ci service",

"values": {

"name": "Integration Service",

"busines criticality": "1 - most critical",
"used for": "Production",

"operational status": "1",

"service classification": "Technical Service",
"comments": "Postman",

"x sclo scilogic region": "ScienceLogic",
"x sclo scilogic id": "1570"

}

}I

{

"className": "cmdb ci linux server",
"values": {

"name": "Postman Test Server",

"serial number": "7MDvqrSNyd",
"manufacturer": "Sciencelogic, Inc.",
"model id": "",

"mac address": "EE:D6:0B:79:32:C7",



"ip address": "10.10.10.224",
"ram": "16000",

"x sclo scilogic region": "ScienceLogic",
"x sclo scilogic id": "10"

}

}

]I

"relations": [

{

"type": "Depends on::Used by",
"parent": 0,

"child": 1

}

]
}
]

Example (Response)

"result": [
{
"items": [
{
"className": "cmdb ci linux server",
"operation": "NO CHANGE",
"sysId": "7fb39667dbal2380dc44£f00fb£f961936",
"identifierEntrySysId": "fb27£69cc3000200d8d4beal92d3ae67",
"identificationAttempts": [
{
"identifierName": "Hardware Rule",
"attemptResult": "SKIPPED",
"attributes": [
"serial number",
"serial number type"
}I
"searchOnTable": "cmdb serial number"
}I
{
"identifierName": "Hardware Rule",
"attemptResult": "MATCHED",
"attributes": [
"serial number"
}I
"searchOnTable": "cmdb ci hardware"
}
]
}
JV
"relations": [



Discovery Dependents

HTTP Method
GET

Pagination
Enabled

Resource Path

/api/x_sclo_scilogic/vl/sciencelogic/discovery dependent

Default Resource Path

/api/x_sclo_scilogic/sciencelogic/discovery dependent

This operation pulls all Discovery-dependent records that are tied to the region value, which is used for the
catalog request process. Based on the request type, this operation returns a formatted JSSON object. This operation
pulls all the required information for both SL1 processes: Discovery Session and Create Virtual Device. Both

requests require different information and are formatted accordingly.

The basic catalog item Device Discovery is set up as information collection to support the process within SL1. The
Service Catalog has been simplified to its most basic form. The Service Catalog moves the request into the correct
state to be picked up by the GET Request and then waits for its return before completing the workflow.

Headers

Key

Value

Content-Type

application/json

Accept application/json
Parameters
Key Value

region (required)

Sciencelogic

sysparm_offset

0

sysparm_limit

glide.json.export.limit, glide.ui.export.limit,
glide.ui.export.war.threshold




HTTP Status

Code Value
200 OK
400 Query parameter \'region\'is not defined and is required.

Fixed Internal Query
Region Specific: 'region="'+ region
Example

https://<your instance>.service-now.com/api/x_sclo_scilogic/vl/sciencelogic/discovery
dependent?region=del testé&sysparm offset=0&sysparm 1imit=100

Example (Response)

"results": [
{
"sys updated on": "2019-08-28 18:03:50",
"type": "credential",
"type label": "Credentials",
"sys id": "0491aae51b273£0045c8dbldcd4bcbc2”,
"hostname": "example.com",
"sys updated by": "isduserl",
"sys created on": "2019-08-28 18:03:50",
"name": "AppDynamics Example",
"id": "93",
"category": "soapCredentials",
"region": "del test",
"sys created by": "isduserl"

]I

"sysparm offset": 0,
"sysparm limit": 1,
"return count": 1,
"total count": 150



File Systems

HTTP Method
GET
Pagination
Enabled
Resource Path
/api/x_sclo scilogic/vl/sciencelogic/file systems
Default Resource Path
/api/x_sclo_scilogic/sciencelogic/file systems
This operation pulls all the fields from the File System table. The return is ordered by sys_id, so the results display
in the same order every time. The results are filtlered by the SL1 monitored and SL1 ID field on the ServiceNow

side. This operation requires the region to be supplied by the requester, it returns only region-supplied
configuration items.

Headers

Key Value

Content-Type application/json

Accept application/json

Parameters

Key Value

region (required) Sciencelogic

sysparm_offset 0

sysparm_limit gl?de.]s.on.exporr.limif, glide.ui.export.limit,
glide.ui.export.war.threshold

HTTP Status

Code | Value




200 OK

400 Query Parameter \'region\'is not defined and is required.

Fixed Internal Query

‘x sclo_scilogic monitored=true”x sclo scilogic_ idISNOTEMPTY"x sclo scilogic region=’'
+ region

Example

https://<your Instance>.service-now.com/api/x_sclo_scilogic/vl/sciencelogic/file
systems?region=SciencelLogicé&sysparm offset=0&sysparm 1imit=100

Example (Response)

"results": [
{
"operational status": "1",
"sys updated on": "2018-11-12 21:59:52",
"media type": "fixed",
"sys created by": "admin",
"sys_domain path": "/",
"sys class name": "cmdb ci file system",
"computer": "d83daclOadb4dab00dc44f00fb£f961919",
"x sclo scilogic monitored": "true",
"x sclo scilogic_region": "ScienceLogic",

"sys updated by": "admin",
"sys created on": "2018-11-12 21:59:06",
"sys domain": "global",
"install status": "1",
"name": "/root",
"subcategory": "File Share",
"sys id": "afd30ba0dbf5a380dc44f00fb£f961951",
"file system": "ntfs",
"sys_class_path": "/!II/IK/!!",
"mount point": "/root",
"sys mod count": "3",
"x sclo scilogic id": "31",
"label": "/root",
"cost cc": "USD",
"category": "Resource"
}

]I

"sysparm offset": 0,

"sysparm limit": 100,

"return count": 1,

"total count": 1



Import Set

HTTP Method
POST
Resource Path
/api/x_sclo_scilogic/vl/sciencelogic/import set
Default Resource Path
/api/x_sclo _scilogic/sciencelogic/import set
This operation handles the custom intake of import sets before it reaches the transform map staging table, such as

x_sclo_scilogic_import installed_software. This operations is currently only used for importing installed software (x
sclo_scilogic_import_installed software).

Headers

Key Value

Accept application/json

Content-Type application/json

Parameters

Key Value

record type (required) x_sclo_scilogic_import_installed software

Example (Request URL)

https://<your Instance>.service-now.com/api/x_sclo_scilogic/vl/sciencelogic/import set

Example (Body)

{

"records": [
{
"name": "acl-2.2.51-12.el7",
"software": "671bafd8dbal3700dc44f00fbf961953",
"cmdb ci": [

"ff01la8ledbldf300dc44£f00fbf961947",
"4011a81ledbldf300dc44£f00£fbf961958",
"£f301a81edb1df300dc44£00£fb£f96193d",
"7p01a8ledbldf300dc44£00fb£f961942",



"c411a81edbldf300dc44£00£fb£f961954",

"7701a81edbldf300dc44£00£fb£961922",

"7001681ledbldf300dc44£00£fb£f9619e7",

"fb01a8ledbldf300dc44£f00£fbf961927"
} ’

"active": true



Incidents

HTTP Method
GET
Pagination
Enabled
Resource Path
/api/x_sclo_scilogic/vl/sciencelogic/incidents
Default Resource Path

/api/x_sclo_scilogic/sciencelogic/incidents

This operation pulls all records from the incident table that are created by a specific user_id and its related events.
The results are ordered by the sys_id of the incident, so the results display in the same order every time. This
operation is also based on the incident being in an active state. This operation returns a pre-set of data and does
not return everything on the Incident and Event (x_sclo_scilogic_event) tables.

Headers

Key Value

Content-Type application/json

Accept application/json

Parameters

Key Value

user _id (required) is4user]

sysparm_offset 0

sysparm_limit gl?de.]s.on.exporr.limif, glide.ui.export.limit,
glide.ui.export.war.threshold

HTTP Status

Code | Value




200 OK

400 Query Parameter \user id\'is not defined and is required

Fixed Internal Query
‘sys created by=’ + wuser id + ‘active=true’
Example

https://<your Instance>.service-now.com/api/x_sclo
scilogic/vl/sciencelogic/incidents?user id=isduserlé&sysparm offset=0&sysparm 1imit=100

Example (Response)

"results": [

{
"sys id": "0141807bdbbl6300dc44£f00fb£f9619£fc",

"number": "INC0010135",
"State": "2",

"state label": "In Progress",
"events": [

{
"event id": "16908",
"device": {
"sys_id": {

"event id": "16874",
"device": {
"sys_id": {

"event id": "16865",
"device": {
"sys_id": {

"sysparm offset": 0,
"sysparm limit": 1,
"return count": 1,



"total count": 44



Installed Software

HTTP Method
GET
Pagination
Enabled
Resource Path
/api/x_sclo scilogic/vl/sciencelogic/installed software

Default Resource Path
/api/x_sclo_scilogic/sciencelogic/installed software

This operation pulls all the fields from the software (cmdb_ci_spkg) table. The return is ordered by sys_id, so the
results display in the same order every time. The results are filtered by the SLT monitored field on the ServiceNow
side. This operation requires the region fo filter the installed software on devices.

Headers
Key Value
Content-Type application/json
Accept application/json
Parameters
Key Value
region Sciencelogic
sysparm_offset 0
. glide.json.export.limit, glide.ui.export.limit,
sysparm_limit glide.ui.export.war.threshold

HTTP Status

Code Value

200 OK




Query parameter \'region\'is not defined and are

400 required.

Fixed Internal Query
'x_sclo_scilogic_monitored=frue'
Example (Request URL)

https://<your Instance>.service-now.com/api/x_sclo_scilogic/vl/sciencelogic/installed
software?sysparm offset=0&sysparm limit=100&region=Sciencelogic

Example (Response) {

"results": [

{

"operational status": "1",

"operational status_label": "Operational",
"sys updated on": "2019-05-01 06:00:09",
"install count": "2",

"sys updated by": "system",
"sys created on": "2019-03-29 19:42:58",

"sys domain": "global",

"sys created by": "admin",

"sys domain path": "/",

"install status": "1",

"install status label": "Installed",

"name": "Test 31",

"subcategory": "Package",

"sys class name": "cmdb ci spkg",

"sys class name label": "Software",

"sys id": "1e9608fcdb2cb740dc44£00fbf961949",
"sys class path": "/!!l/#$",

"key": "Test 31 ::: NULL",

"license available": "-2",

"sys mod count": "1",

"x sclo scilogic id": "31",

"model id": "2cl146728dbe8b740dc44£f00fbf9619c6",
"model id label": "Unknown",

"cost cc": "USD",

"cost cc label": "USD",

"x sclo scilogic monitored": "true",

"package name": "Test 31",

"category": "Software",

"x sclo scilogic region": "AutoGenerateClass",
"installed on": [

{
"sys id": "5a271407dbfe6300dc44£f00fb£f96190£f",

"id": "10"’
"region": "Sciencelogic",
"monitored": "true"

by
{
"sys id": "5a271407dbfe6300dc44f00fbfo96190f",



"id": "10",
"region": "Sciencelogic",
"monitored": "true"

}

}

]I

"sysparm offset": 0,
"sysparm limit": 100,
"return count": 4,
"total count": 4

}



Manufacturer

HTTP Method
POST
Pagination
Enabled
Resource Path
/api/x_sclo_scilogic/vl/sciencelogic/manufacture
Default Resource Path
/api/x_sclo_scilogic/sciencelogic/manufactures
This operation does not populate any data into ServiceNow. Instead, this operation takes an array of manufacturer
names and aftempts to line them up with manufacturers already in ServiceNow. Then the operation returns the sys_
id of manufacturers it was able find based on matching name. If the Normalization Data Services Client is active on

the target instance, this operation uses those tables to find a matching company record; otherwise the operation will
match on whether name and manufacturer is true on the core_company table.

Headers

Key Value
Content-Type application/json
Accept application/json
Parameters

Key Value

region (required) Sciencelogic

Example (Request URL)

https://<your Instance>.service-now.com/api/x sclo scilogic/vl/sciencelogic/
manufacture

Example (Body)

{
"manufactures": [
"Cisco Systems Inc",



"Cisco Systems, Incorporated",
"CiscoSystems",

"American Power Conversion Inc.",
"APC Corp",

"Apc",

"IBM",

"IBM CORP",

"International Business Machines",
"Juniper Systems",

"Juniper Networks, Inc",

"Juniper Solutions"

Example (Response)

{

"result": {

"Cisco Systems Inc": "",

"Cisco Systems, Incorporated": "",
"CiscoSystems": "",

"American Power Conversion Inc.": "",
"APC Corp": "",

"Apc": "",

"IBM": "™,

"IBM CORP": "™,

"International Business Machines": "",
"Juniper Systems": "",

"Juniper Networks,Inc": "",

"Juniper Solutions": ""

}

}



Model

HTTP Method
POST

Resource Path

/api/x_sclo_scilogic/vl/sciencelogic/model

Default Resource Path

/api/x_sclo scilogic/sciencelogic/models

This operation does not populate any data into ServiceNow. Instead, this operation takes an array of model names
and attempts fo line them up with models already in ServiceNow and returns the sys_id of models it was able o

find based on matching name.

Headers

Key

Value

Confent-Type

application/json

Accept application/json
Parameters
Key Value

region (required)

Sciencelogic

Example (Request URL)

https://<your Instance>.service-now.com/api/x_sclo_scilogic/vl/sciencelogic/models

Example (Body)

{

"models": [

"4331 ISR",

"7206VXR",

"76093",

"AS5300",

"ASR5000",

"Catalyst 3560G-24TS",
"Catalyst 4948",
"Catalyst 6509-Cat0Os",
"BIG-IP Viprion B4300",




"F5 BIG-IP DNS",

"BIG-IP Wide IP Container",
"BIG-IP Data Center Container"
]

}

Example (Response)

{

"result": {

"4331 ISR": "",

"7206VXR": "",

"7609s": "",

"AS5300": "",

"ASR5000": "",

"Catalyst 3560G-24TsS": "",
"Catalyst 4948": "",
"Catalyst 6509-CatoOsS": "",
"BIG-IP Viprion B4300": "",
"F5 BIG-IP DNS": "',
"BIG-IP Wide IP Container": "",

"BIG-IP Data Center Container": ""
}
}



Network Adapters

HTTP Method

GET

Pagination

Enabled

Resource Path
/api/x_sclo_scilogic/vl/sciencelogic/network adapters

Default Resource Path

/api/x_sclo_scilogic/sciencelogic/network adapters

This operation pulls all the fields from the network adapter table. The return is ordered by sys_id, so the results
display in the same order every time. The results are filtered by the SLT monitored and SL1 ID field on the
ServiceNow side. This operation requires the region to be supplied by the requester, and it only returns region-
supplied configuration items.

Headers

Key Value

Content-Type application/json

Accept application/json

Parameters

Key Value

region (required) Sciencelogic

sysparm_offset 0

sysparm_limit gl?de.]s.on.exporr.limif, glide.ui.export.limit,
glide.ui.export.war.threshold

HTTP Status

Code | Value




200 OK

400 Query Parameter \'region\'is not defined and is required.

Fixed Internal Query

‘x sclo_scilogic monitored=true”x sclo scilogic_ idISNOTEMPTY"x sclo scilogic region=’'
+ region

Example (Request URL)

https://<your Instance>.service-now.com/api/x sclo scilogic/vl/sciencelogic/network
adapters?region=Sciencelogicé&sysparm offset=0&sysparm 1imit=100

Example (Response)

"results": [
{
"operational status": "1",
"sys updated on": "2018-11-12 21:29:23",
"sys updated by": "admin",
"sys created on": "2018-11-12 21:27:48",

"sys domain": "global",

"sys created by": "admin",

"cmdb ci": "d83dacOadb4dab00dc44f00fb£f961919",
"sys domain path": "/",

"install status": "1",

"name": "ethO",

"subcategory": "Network",

"sys class name": "cmdb ci network adapter",

"sys_1id": "33ac36acdbb5a380dc44f00fb£f961963",
"netmask": "255.255.255.0",
"sys class path": "/!l/!8",
"mac_address": "BF:D4:D6:6E:56:F1",
"sys mod count": "3",
"x sclo scilogic id": "20",
"ip address": "10.10.10.4",
"cost cc": "USD",
"x sclo scilogic monitored": "true",
"category": "Hardware",
"x sclo scilogic region": "ScienceLogic"
}

]I

"sysparm offset": 0,

"sysparm limit": 1,

"return count": 1,

"total count": 5



Service Requests

HTTP Method
GET

Pagination
Enabled

Resource Path

/api/x_sclo_scilogic/vl/sciencelogic/service request

Default Resource Path
/api/x_sclo_scilogic/sciencelogic/service request

This operation pulls all service requests that are tied to specific catalog item. Based on the request type it returns a
formatted JSON object. It pulls all the required information for an SL1 Discovery session and creating a virtual
device in SL1. Both requests require different information and are formatted accordingly.

The basic catalog item Device Discovery is set up as information collection to support the process within SL1. The
Service Catalog has been simplified to its most basic form. The workflow moves the request into the correct state to
be picked up by the GET request and then waits for its return before completing the workflow.

Headers

Key Value

Content-Type application/json

Accept application/json

Parameters

Key Value

region (required) Sciencelogic

state 2

sysparm_offset 0

hi o smonl, e g




HTTP Status

Code | Value

200 OK

400 Query Parameter \'region\'is not defined and is required.

Fixed Internal Query

State:

‘request item.active=true”request item.cat item=’ + catalog + ‘"sc_item option.item
option new.name=Region”sc item option.value=’ + region

Non-State:
‘request item.active=true”request item.cat item=’ + catalog + ‘“sc_item option.item
option new.name=Region”sc item option.value=’ + region + ‘“request item.state=" +
state

Example

https://<your Instance>.service-now.com/api/x_sclo_scilogic/vl/sciencelogic/ service
request?region=Cisco

Example (Response)

"results": [
{
"number": "RITM0010018",
"sysid": "00365de2dbla2340dc44£f00fb£f961941",

"state": "2",
"request type": "Discover Device",
"region": "Cisco",
"log all": "false",
"ip hostname list": "167.132.14.15",
"credentials": [

{

"Category": "Linux",
"ID": "1"

1
J!
"discover non snmp": "false",
"model devices": "true",
"dhcp": "false",
"device model cache ttl h": "2",
"collection server": "1",
"organization": "1",
"add devices to device groups": |

"test"
]!
"device template": "1",

"initial scan level": "System Default (Recommended)",



"scan throttle": "System Default (Recommended)",

"scan ports": "21,22,23,25,80",

"port scan all": "System Default (Recommended)",
"portiscanitimeout": "System Default (Recommended)",
"interface inventory timeout": "600000",
"maximum allowed interfaces": "10000",

"bypass_ interface inventory": "false"

"number": "RITM001001l6",

"sysid": "194447e8dbl162£f00dc44£f00fb£f96195b",
"State": "2"’

"request type": "Discover Device",
"region": "Cisco",
"log all": "false",
"ip hostname list": "192.168.1.1",
"credentials": [
{
"Category": "Linux",
"IDp": "1"
}
} 4
"discover non snmp": "false",
"model devices": "false",
"dhcp": "false",
"device model cache ttl h": "2",
"collection server": "1",
"organization": "1",

"add devices to device groups": [

1y

"device template": "1",

"initial scan level": "System Default (Recommended)",
"scan_ throttle": "System Default (Recommended)",
"scan ports": "21,22,23,25,80",

"port scan all": "System Default (Recommended)",
"port_scan_timeout": "System Default (Recommended)",
"interface inventory timeout": "600000",
"maximum allowed interfaces": "10000",

"bypass interface inventory": "false"

"number": "RITM0010014",
"sysid": "250dae2cdbd22£00dc44£f00fb£f961954",
"State": "2",

"request type": "create virtual device",
"region": "Cisco",
"collection server": "1",

"virtual device class": "1"
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