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Chapter

New Features in the SL1 User Interface

Overview

This guide is intended for SL1 users who are migrating from the "classic " user interface for SL1 to the new user
interface for SL1.

This chapter provides an overview of the features that are only available in the new SL1 user interface, and how
those new features compare to features in the previous version of the user interface, where relevant. The topics in
this chapter also contain links to the chapters of this guide that provide more information and procedures to help
you make the transition from the "classic" user interface to the "new" user interface for SL1.

Use the following menu options to navigate the SL1 user interface:
« To view a pop-out list of menu options, click the menu icon [&).

» Toview a page containing all the menu options, click the Advanced menu icon ( «+ ).

This chapter includes the following topics:
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About This Guide

This guide assumes that the initial installation and configuration (deployment) of SL1 version 8.12.0 or later has
been completed. SL1 8.12.0 was the first version of the that included content from both the "new" user interface
and the "classic" user inferface. For details on the initial configuration of SL1, see the Installation manual.

For the purpose of this guide and the SL1 product documentation in general, the new user interface for SL1 is
called the SLT user interface. The new user interface is also sometimes called ap2, which is short for "Admin

Portal version 2". The previous version of the user interface is called the classic user interface in the SL1 product
documentation.

New Features in the SL1 User Interface

The following sub-topics provide a very brief overview of each of the new features available in the SL1 user
interface. Follow the links for detailed information and procedures for each new feature.

Login Process

In a browser, type the URL or IP address for your SL1 system, and then type the current user name and password
you use with SL1. Click Log In

TIP: After you log in, if you can still see the horizontal NavBar or other features of the classic user interface in
the SL1 user interface, click [Refresh] in your browser.

For more information, see Logging In and Out of the SL1 User Interface.
Navigation Menus

Starting with the 8.12.0 release of SL1, the SL1 user interface was upgraded to include content from both the
"new" user interface (also called "ap2") and the "classic" user interface. This "unified" user interface provides a
more streamlined method of navigation that uses two menus: a basic menu and an Advanced menu.

Use the following menu options to navigate the SL1 user interface:

« To view a pop-out list of menu options, click the menu icon [B) at the top left of any SL1 page. Use the up
and down arrow buttons (~ ~ ) to expand and contract the menu options.

» To view the Advanced Menu page, which contains links to all of the menu options, click the Advanced
menu icon ( «+ ) at the bottom left of any SL1 page. Use [Ctrl]+[F] in your browser to quickly find a page.
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TIP: If you are familiar with the classic user interface, the Advanced Menu page will help you get used to the
structure of the SL1 user interface.

TIP: The name of the SL1 page appears in the title bar of your browser, and the page title also appears in
your browsing history to help you navigate through the pages you have visited.

Icons on the Left Navigation Bar

By default, the SL1 user interface displays the following icons, in the following order, on the left navigation bar:

« Dashboards (38). Clicking this icon displays the Dashboards page, where you can view and define custom
dashboard views. A dashboard view is a page that displays one or more graphical reports, called widgets.
Each widget is displayed in its own customizable pane.

o Events (A). Clicking this icon displays the Events page, which displays a list of all active events. An event is
a message that is triggered when a specified condition is met. Among other things, an event can signal that
a server has gone down, that a device is exceeding CPU or disk-space thresholds, that communication with
a device has failed, or simply display the status of @ managed entity.

o Devices ([<8). Clicking this icon displays the Devices page, which allows you to view all of your managed
devices in SL1 and also run a discovery to find more devices to monitor. You can select a device from the list
on the Devices page to view detailed data on the Device Investigator page for that device.

o Business Services (8). Clicking this icon displays the Business Services page, where you can create and
manage business services for your company. Business services let you gauge the availability, health, and
risk of your services and the devices that provide those services.

« Machine Learning (). Clicking this icon displays the Machine Learning page, which lets you enable
anomaly detection. You can use machine learning-based anomaly detection to trigger events and
automations in SL1. Machine learning-based anomaly detection is available only in SL1 Premium solutions;
to upgrade, contact Sciencelogic Customer Support. You might not see this icon if your SL1 system is not
configured for anomaly detection.

e Maps (¢&). Clicking this icon displays the Maps page, where you can view, create, and manage
relationship maps for the various elements in your SL1 environment.

TIP: To view a pop-out list of additional menu items on the left navigation bar, click the menu icon (E)
Click the left arrow icon (< ) to close the list of menu items.
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lcons

The user interface includes many icons for quick and easy access to information. The SL1 user interface uses
some of the same icons from the classic user interface along with a set of new icons.

The most common icons in the SL1 user interface include the following:

New User Interface Icons Classic User Interface Icons
= Expand the menu of options in the left e Edit an object or policy
navigation bar
Open the Advanced Menu page, which ) Delete an object
contains links to all pages
Expand an item in a list or a menu, such as o) Access the Device Reports tools
the Event Drawer or the More menu for the
Device Investigator page
~ Close or collapse an item in a list or a = Access the Device Administration tools
menu
= Open a context-sensitive menu or set of ! View information about an event
options
e Open a context-sensitive set of options for (T View information about an object
a specific item or widget
0 When found on the top left of a list page, & View the Notification Log
open the Select Column menu, where you
can add or remove columns from the view
When found at the end of a row, open a o Access Ticketing tools (often called the "life
context-sensitive menu or set of options ring")
O Select one or more items in a list Execute (usually Discovery)
Q View masked events on the Event = View a report
Investigator page
1 Create an event note = Print a report
] Refresh the contents of a list E View log entries
Close an item or a widget ) View the calendar and define or edit a
schedule
1| Shows that a command or search is = Export an object or policy
incorrectly formatted or incomplete
" Shows that a command or search is £ View raw logs
complete and formatted correctly

8 New Features in the SL1 User Interface



Filtering the Tables on Inventory Pages

In SL1, an inventory page is any page (or tab) that contains a table with a list of items that you work with, like
the Events page or the Devices page. At the top of most inventory pages in the SL1 user interface are a set of
filters for the columns in the table on that page.

On an inventory page, you can start typing filter text or select filter options in one or more of these filters to narrow
down the items in the list to just the items you want to view.

As you type text in the Filter field at the top of a column, SL1 starts to filter the list to include only those elements
that include your search terms.

For more information, see Filtering Inventory Pages.

Basic Search

At the top of most lists in the SL1 user interface, the Search field lets you look for specific elements in that list. The
Search field contains a magnifying glass icon (“* ) next to the words "Type to search" or "Search".

As you type text in the Search field, SL1 filters the list to include only those elements that include your search
terms. When searching, SL1 considers all relevant columns for the search, including those that are not currently
displayed on the page.

SL1 retains your search criteria on pages in the SL1 user interface even after you refresh the browser or navigate
to another page and then return to the search page using the [Back] button in the browser.

For more information, see Using Basic Search.

Advanced Search

The SL1 user interface includes an Advanced Search option that lets you use customized search commands to
search for data. The syntax for these Advanced Searches can be much more complex than a Basic Search,
enabling you to find exactly what you need from a list of items.

Also, because the Basic Search only uses "AND" for multiple search criteria, you need to use an Advanced Search
for an "OR" search using multiple search criteria, or if you want to create more complicated searches using
Boolean Algebra.

At a minimum, an Advanced Search requires the following components, in the following order:

o Afield. The general type of data for which you are searching, such as a device name or an event message.

o An operator. A word or symbol that specifies the relationship between the field and the value, such as
equals or less than.

« Avalue. A specific aspect or version of the field, such as a name or an amount. If a value is a string, it
should be surrounded by "quotation marks" or 'apostrophes'.
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TIP: As you type your Advanced Search, a red icon (JfJ}) or a green icon () appears at the end of the text

field to show that your search is incorrectly or correctly formatted.

TIP: To view a list of all possible search commands in an Advanced Search, press [Ctrl] + [Space].

Below are simple examples of Advanced Search syntax:

message contains 'risk is high'

organization has (company contains 'system')

attribute has (id = year and value = 2021)

name contains 'web tier' and deviceClass has (description contains 'AppDynamics')

deviceClass has (description contains 'em7 admin portal')

TIP: You can type search commands in the Basic Search field and then click the gear icon (%) and select
Advanced to "translate" your basic search into an Advanced Search. You cannot go from an Advanced
Search back to a Basic Search, however, without losing your search criteria.

For more information, see Performing an Advanced Search.

Bulk Actions in a List View

If a page in SL1 displays a list of items, and that page contains a checkbox (J) to the left of each item in the list,
you can select two or more items to perform bulk actions on all of the selected items at the same time.

To select all of the items on a page, click the checkbox at the top of the list. To clear all of the selected items, click
the checkbox at the top again.

TIP: Pages that contain lists use "infinite scrolling”, where the list continues to populate as you scroll toward
the bottom of the list. The scrolling stops when you reach the end of the list.

For more information, see Performing Bulk Actions.

Custom Themes for the SL1 User Interface

You can customize the look and feel of your SL1 system by creating new themes. For example, you could create a
theme that replaces the SL1 logo with your company's logo and updates the colors used in the user interface to
match those used in your company's branding. You can also choose between a light theme or a dark theme.

For more information, see Customizing the SL1 User Inferface.
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New About and Help Pages

For more information about the components used by SL1, click your user name in the navigation bar at the top of
any SL1 page and select About. The About Sciencelogic page appears, displaying the latest version numbers of
the components used by SL1.

For product documentation about any page in SL1, click the [Help] button at the top right of any page in SL1. A
product documentation topic specific to the current page appears in a new browser window:

NOTE: As of version 8.12.2 of SL1, Sciencelogic no longer updates the help content that appears when you
click the [Guide] button in the classic the user interface. All help content is maintained in the online
help, which is located at https://docs.sciencelogic.com.

TIP: Click the [Feedback] button on the right side of the window to send comments directly to the
Sciencelogic Documentation team, such as reporting typos, inaccuracies, questions, or other comments
about that specific page in the Product Documentation.

For more information, see Getting Help and More Information.

Events

The Events page in the SL1 user interface displays a list of currently active events, from critical to healthy. From
this page you can acknowledge, clear, and view more information about an event. You can also view events by
organization to focus on only the events that are relevant to you.
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To navigate to the Events page, click the Events icon (&) on the navigation bar:

= Events
o Organizations ®
A [ ' Organization Severity
O system 06200 |
=il 0 enssauomation« @@ D Q@
O  appwiz_automation_¢ °‘ o o‘ G
=]

Business Services

Name Type Health

Dashboards_automatii Device Service

Dashboards_automatic IT Service

o o o o

Dashboards_automatii Business Service

48 Events @ critical: 2

00O 0O O0OO0OO0OO0OOODOoOOoOOoOODo

® Major: 27
ents
Organization Severity
Filter

System ® Major
System Minor
System Minor
System @ Critical
pandas_automation Minor
pandas_automation Minor
pandas_automation Minor
pandas_automation Minor
pandas_automation Minor
pandas_automation Minor
pandas_automation Minor
System @ Major

Minor: 15

@ Notice: 0

Name

Filter

panderp-dist-c

AWSRootDevi

panderp-dist-c

SF-AIO-SSAG!

panderp-dist-:

Dashboards_a

Dashboards_a

Dashboeards_a

Dashboards_a

Dashboards_a

Dashboards_a

SF-AIO-AFLO

@ Help
©® Healthy:a  View Al
Message Count
Filter

panderp-dist-cug1-discy 25470
IncompleteSignature 40 18601
Physical Memory has ex 13756
The SL1 license expires 56899
Physical Memory has ex 850
Device Service Risk is M 289
Device Service Health is 289
IT Service Risk is Mediur 289
IT Service Health is Min« 269
Business Service Risk is 289
Business Service Health 289
The SL1 license expires 1348

W, Activity ~ Em7admin SC|énceLOgiC

C) Auto Refresh: 5 Minutes v €% Grid Settings

Event Type

Device

Device

Device

Device

Device

Device Service

Device Service

IT Service

IT Service

Business Servi

Business Servi

Device

Event So...

Dynamic

Internal

Dynamic

Dynamic

Dynamic

Internal

Internal

Internal

Internal

Internal

Internal

Dynamic

v View

Acknowledge

v Acknowledge

v Acknowledge

v Acknowledge

w Acknowledge

v Acknowledge

v Acknowledge

v Acknowledge

v Acknowledge

w Acknowledge

v Acknowledge

v Acknowledge

v Acknowledge

&

Each event includes a description of the problem, where the problem occurred (device, network hardware,
software, policy violation), a pre-defined severity, the time of first occurrence, the time of most recent occurrence,

and the age of the event.

For more information, see the Events chapter.

Devices

As part of monitoring your network, SL1 collects data using common networking protocols. Most collected data is
associated with a device in SL1. A device in SL1 is a record that can represent physical network hardware, a

component of a larger system, or any other entity about which you want to collect data. For example, you might
configure a device record that represents a web site or a cloud service.
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To navigate to the Devices page, click the Devices icon (i8) on the navigation bar:

Devices @ Help A Activity  Em7admin V. SuénceLogic

v panderp-dist-ap-discvm-70 1021470 SystemEM7 Sciencelogic, Inc. EM7 Admin  pandss_automation_org. 5 Minor active

@ O DeviceName 1P Address Category Class Organization o state 2 Collectionstate

& - -
g v appwiz-35 102235 SystemEM7 Sciencelogic, Inc. EM7 All-In-_ System 1 @ Critical active
o v SF-AIO-ATULACHAN-1022326 1022326 SystemEM7 Sciencelogic,Inc. EM7 All-In- System 9 @ Critical active
o v SF-AIO-SSAGLAM-1022329 1022329 System.EM7 Sciencelogic, Inc. EM7 All-In-(  System 10 @ Critical active
o v 1021472 System.EM7 Sciencelogic, Inc.EM7 DataC  pandas_automation_org 6 ® Healthy active
o v 1021473 SystemEM7 Sciencelogic, Inc. EM7 DataC  pandas_automation_org. 7 ® Healthy active
o v SF-AI0-1022332 10.2.2332 SystemEM7 ScienceLogic, Inc. EM7 All-In-(  System 12 ® Healthy active
o v SF-AIO-AFLORES-1022328 1022328 SystemEM7 ScienceLogic, Inc. EM7 All-In-( System 13 ® Healthy active
o v sppwiz-21 102221 SystemEM7 ScienceLogic, Inc. EM7 All-In-(  System 2 ® Major active
o v appwiz-70 10.2.2.70 SystemEM7 ScienceLogic, Inc. EM7 All-In-(  System 3 ® Major active
o v panderp-dist-db-discvm-71 1021471 SystemEM7 Sciencelogic, Inc. EM7 Databz ~ System 4 ® Major active
o v SF-PATCH-AIO-JTERCEROS-36 10.2.23.36 SystemEM7 ScienceLogic, Inc. EM7 All-In-( System 1 ® Major active
O
O

v AWSRootDevice - CloudService AWS Service System 8 Minor active

SL1 allows you to monitor and manage hardware and applications within your network. SL1 provides a network-
wide view through a "single pane of glass." This means that you can monitor status, create policies, define
thresholds, and receive notifications, all through a single, browser-based application.

For more information, see the Devices chapter.

Discovery and Credentials

Discovery is the tool that automatically finds all the hardware-based devices, hardware components, and
software applications in your network.

You can use the Universal Discovery Framework process in SL1 that guides you through a variety of existing
discovery types in additional to traditional SNMP discovery. This process, which is also called "guided discovery",
lets you pick a discovery type based on the type of devices you want to monitor. The Universal Discovery workflow
includes buttons for the following discovery types: Alibaba Cloud, Amazon Web Services, Microsoft Azure, Citrix,
and IBM Cloud. The SNMP Discovery used in the classic user interface is also available, and is sometimes called
"unguided" Discovery.

To run a Universal Discovery or an "unguided" Discovery, go to the Devices page (18) and click the
[Add Devices] button to start the Discovery wizard.

Credentials are access profiles (usually username, password, and any additional information required for
access) that allow SL1 to retrieve information from devices and from software applications on devices. Discovery
uses SNMP credentials to retrieve SNMP information during initial discovery and nightly auto-discovery. If SL1
can connect to a device with an SNMP credential, SL1 deems that device "manageable" in SL1.
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To navigate to the Credentials page, go to Manage > Credentials:

Credentials

(:) Help

X Activity ~ Em7admin v Saéncel.ogic

B0 Q, Type tosearcha
& ¢l.R.'fI'EDI'I'

Oct 12,2021, 10:13 AM
=i}

Oct 11,2021, 12:30 P
[==] Aug 23,2021, 9:06 AM

Aug 23,2021,9:06 AM

.
.
g

Sep9,2021, 2234 PM

Sep1,2021, 11:03 AM

Aug 20,2021,5:27 AM

Aug 20,2021, 8:27 AM

Aug 20,2021,8:27 AM

Aug 20,2021, 8:27 AM

Augz 20,2021, 8:29 AM

Aug 20,2021,58:29 AM

Aug 20,2021, 8:29 AM

Aug 20,2021, 8:29 AM

Aug 20,2021,5:29 AM

Aug 31,2021, 2:40PM

Aug 20,2021,58:29 AM

Aug 20,2021, 8:29 AM

Augz 20,2021, 8:29 AM

Aug 20,2021,8:28 AM

Aug 20,2021, 8:27 AM

NAME =

Whiware web service

vSphere

Bryan's IBM Credential

Bryan's Xen Credntial

azz

Alibaba Cloud: Aliyun Credential

AWS Credential

AWS Credential - Proxy

AWS Credential - Specific Region

Azure Classic Credential SOAP

Azure Credential - China

Azure Credential - Germany

Azure Credential Example

Azure Credential Gov Example

Azure Credential Proxy Example

bryan_example _sozp

Cisco CE Series Configuration

Cisco CE Series History

Cisco CE Series Status

Cisco CUCM Example

Cisco Meeting Server Example

TIMEOUT (MS}

1500

1500

1500

1500

1500

20000

2000

2000

2000

&0000

120000

120000

120000

120000

120000

1500

15000

15000

15000

30000

15000

TYPE

SOAPAML

SOAPHML

Basic/snippet

Easic/Snippet

Basic/Snippet

SDAPAML

SOAPHML

SOAPXML

SDAPAML

SOAPXML

SOAPAIMIL

SDAPAML

SOAPMML

SDAPAMML

SOAPHML

SOAPAIIL

SDAPAML

SOAPMML

SOAPAIMIL

Basic/Snippet

Basic/Snippet

-]

SUBTYPE ~
Vmware
Vmware
Ibm

CitrixXen

W Create New

c

For each device, hardware component, or software application the discovery tool "discovers", the discovery tool
can collect a list of open ports, DNS information, SSL certificates, list of network interfaces, device classes to align
with the device, topology information, and basic SNMP information about the device.

For more information, see the Discovery and Credentials manual.

Dashboards

A dashboard is a page that displays one or more graphical reports, called widgets. These widgets appear in
their own pane, and display charts, tables, and text. To define a widget, you first select from a list of pre-defined
widget definitions, and then customize what will be displayed by the selected widget by supplying values in the
option fields provided by that widget.
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To navigate to the Dashboards page, click the Dashboards icon (88) on the navigation bar. The following is an
example of a dashboard:

Dashboards @ Help A Activity  Em7admin v SdénceLogic

LN ¢ Server Hotsheet Public Last24HoursToNow v AllFilters  Print Edit
A e Vitals (avg) 22 Latency (avg) FH
@ Name (3 State. cpPu Memory  Swap 100 14 100
SEAIOSSAGLAV 1022329 @ Citial 12% A 1% v 20 2022, 619510
O sraoanomes 122 @Giel o W « SF-AIO-SSAGLAM-1022329: Avaiiabity: 100% B
L o 102235 @Major [169% 15% 0
o 102270 eMior ZE EEA 0
& o w2232 omi- EZ EZ3 E3 LY 2w
o 102221 @Major 24% (EEA o
o istdb-d 1021471 @ Major (1405 9%
5
O SFAOATULACH 1022326 @ Major (EZE) (A o 2
O SFPATCHAIOJ 1022336 @Major 13x  ([EE 5%
o @ Healthy 7 [51% | 0 0 i 1
T 2000 2m o400 oso0 1200 1600 o —I
o oHalth 14x EED e 2000 21 0400 0500 1200 1600
Health 169 5% -
o O [e==a —_ 5t 2 — SF-AIO-SSAGLAM-1022329: Latency
Events B
Message Name Seve. | Age Last Detected  Count
The SL1 lcense expires in 118 days SF-AIO-SSAGLAM-1022329 @ Critcal — Mar21,2022,5: 64197
Low C—
Top 5 - Interface Utilization (avg) 22 Selected Interface Utilization (avg) 22 Selected Interface Statistics (avg) g=
10 2500k

Access to dashboards is based on your login credentials, so you can view only dashboard data for which you
have access. Also, some dashboards might be private instead of public.

TIP: If an item name displays as a hyperlink in a dashboard, you can click that link to go to the relevant detail
or Investigator page for that item. You can click dashboard links to the Investigator pages for devices,
events, and services.

NOTE: You cannot use dashboards and widgets that were created in the classic user interface in the SL1
user interface.

For more information, see the Dashboards manual.

Business Services

A business service includes one or more technical services that provide value to internal or external customers.
Some examples of business services include verifying Internet access or website hosting, online banking, remote
backups, and remote storage. Usually a business service includes an associated Service Level Agreement (SLA)
that specifies the terms of the service.

NOTE: Business Services are only available in the SL1 user interface.
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To navigate to the Business Services page, click the Business Services icon (8) on the navigation bar:

Business Services A vy enzaamin v Sciencelogic
S = ©
A

= D Name 1 Description Service Type ‘Organization Contact User Availability Health Risk Policy

=]

(m] Dashboards_automation_GQL_BS Pandas Automation BS  Business Service pandas_automation_org - v Avai @ Healt 0%  Business Service Policy [

(m] Dashboards_automation_GQL_DS Pandas Automacion DS Device Service pandas_automation_org - v Ava @ Healthy %

Device Service Policy I

[0  Dashboards automation GQL_IT Pandas Automation IT T Service pandas._automation_org - v Ava ® He 0% T Service Policy

You create the following types of services on the Business Services page, in the following order:

1. Device Service. Monitors a set of related devices, such as all devices from a specific region.

2. IT Service. Monitors a service that IT provides to your organization. An IT service is made up of one or more
device services.

3. Business Service. Monitors a service your organization provides to your customers. A business service is
made up of one or more IT services.

NOTE: Business Services and IT Services created in the classic SL1 user interface are not included in the new
Business Services, and "classic" Business Services and IT Services are not related in any way to the
new business services, IT services, and device services. For more information about the classic
versions, see the Service Provider Utilities (formerly Business Services) and IT Services (Classic)
manuals.

For more information, see the Business Services manual.

Machine Learning-based Anomaly Detection

Anomaly detection is a technique that uses machine learning to identify unusual patterns that do not conform to
expected behavior.

SL1 does this by collecting data for a particular metric over a period of time, learning the patterns of that
particular device metric, and then choosing the best possible algorithm to analyze that data.
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SL1 uses the resulting combination of collected data and the auto-selected algorithm to build a model that is
unique to that specific device and metric. That model is then used to anticipate the expected behavior for that
device metric. Anomalies are detected when the actual collected data value falls outside the boundaries of the
expected value range.

SL1 then continuously refines the model as it collects more data.

TIP: Anomalies do not necessarily represent problems or events to be concerned about; rather, they
represent unexpected behavior that you might want to investigate.

To navigate to the Machine Learning page, click the Machine Learning icon (€2) on the navigation bar:

Machine Learning A Activity ~Em7admin v @Sdencelogic
A & oevicenave - ANOMAIYDETECTION  METRICTYPE MLENABLEDBYUSER  cuass cateGoRY
O  AsimovsandboxcDB &2 Enabled cPu em7admin ScienceLogic, Inc. EM7 Database System.EM7
=]
O  AsmovsandboxcDB & Enabled Internal - 0 em7admin ScienceLogic, Inc. EM7 Database System.EM7
& ] &2 Enabled Aggregate Behind Medium - 1 em7admin Sciencelogic, Inc. EM7 Database System.EM7
O AsimovSandboxCDB &2 Enabled Average IOPS - sda em7admin Sciencelogic, Inc. EM7 Database System.EM7
@ \:\ AsimovSandboxCDB &2 Enabled Average IOPS - sda1 em7admin ScienceLogic, Inc. EM7 Database System.EM7
[0  AsimovsandboxcDB &2 Enabled Load Avg - Load-1 em7admin Sciencelogic, Inc. EM7 Database System.EM7
2] O  AsimovsandboxcDB &2 Enabled Load Avg - Load-5 em7admin ScienceLogic, Inc. EM7 Database System.EM7
\:\ AsimovSandboxCDB &2 Enabled Overall CPU - 0 em7admin Sciencelogic, Inc. EM7 Database System.EM7
O  AsmovsandboxcDB &2 Enabled Free Swap Size - 0 em7admin Sciencelogic, Inc. EM7 Database System.EM7
[0  AsimovsandboxcDB &2 Enabled Swap Utilization - O em7admin ScienceLogic, Inc. EM7 Database System.EM7
O  AsimovsandboxcDB &2 Enabled Processed - 0 em7admin ScienceLogic, Inc. EM7 Database System EM7
O  AsmovsandboxcDB &2 Enabled Processed -0 em7admin Sciencelogic, Inc. EM7 Database System.EM7
O  AsimovsandboxCDB &2 Enabled Aggregate Megabytes Pulled - O em7admin ScienceLogic, Inc. EM7 Database System.EM7
O  AsimovsandboxcDB &2 Enabled % Storage Used - / em7admin ScienceLogic, Inc. EM7 Database System EM7
O &3 Enabled Storage Size - /var em7admin Sciencelogic, Inc. EM7 Database System.EM7
O  AsimovsandboxcDB &2 Enabled % Total Storage Used - 0 em7admin ScienceLogic, Inc. EM7 Database System.EM7

NOTE: Anomaly detection and the Machine Learning page are only available in the SL1 user interface.

For more information, see the Machine Learning-based Anomaly Detection manual.

Maps

A map is a visual representation of the various devices and related elements, also called nodes, in your
environment that have been discovered by SL1. A map displays the important details about the nodes, their
hierarchy, and the relationships associated with those nodes.
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To view a map, click the Maps icon () on the navigation bar, and then click the name of the map from the
Maps page. The following is an example of a map that displays device components and business services:

DCM BS Map /  Public v EditQuery  AddNode

A AT A AT A1

Maps can display business services, component maps (DCM, DCM+R), CDP topology, LLDP topology, Layer-2
topology, Layer-3 topology, and Virtual Infrastructure (VMware and virtual machines). You can also create your
own maps with your most important devices, and add images, text, and shapes to customize your maps.

NOTE: Maps are only available in the SL1 user interface. They are directly related to "Classic Maps", which
were called "Views" in the classic user interface. You can view HTML (non-Flash) versions of these
Maps on the Classic Maps page (Maps > Classic Maps).

For more information, see the Maps manual.
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Chapter

Using the SL1 User Interface

Overview

This chapter describes the key features of the SL1 user interface, including how to access SL1 and get help, how
to perform basic and advanced searches, how to set user preferences, and more.

For more an overview of the SL1 user interface, view the video at
https://sciencelogic.com/product/resources/navigate-the-sl1-ui.

Use the following menu options to navigate the SL1 user interface:

« To view a pop-out list of menu options, click the menu icon [&).

« Toview a page containing all the menu options, click the Advanced menu icon ( «+ ).

This chapter includes the following topics:

Logging In and Out of the SL1 User Interface ... 20
Using the Navigation Menus ... ... 22
Filtering Inventory Pages ... 22
Using Basic Search ... 23
Performing an Advanced Search ... .. 27
Performing Bulk ACHONS ... 43
Customizing the SL1 User Interface ... 44
Getting Help and More Information ... .. 44


https://sciencelogic.com/product/resources/navigate-the-sl1-ui

Logging In and Out of the SL1 User Interface

This topic covers how to access the different user interfaces for SL1: the "new" SL1 user interface and the "classic"

user interface.

Starting with SL1 version 11.1.0, the SL1 user interface is the default user interface, not the classic.

NOTE: If your 11.1.0 or later SL1 system was installed using an ISO, the SL1 user interface is set as the
default, but if your SL1 system was upgraded with a patch, the classic user interface will still be set as
the default user interface. To change the default user interface (Ul), edit the New Ul Default option
on to the Behavior Settings page (System > Settings > Behavior).

The SL1 User Interface

Starting with SL1 version 11.1.0, you no longer need to type /ap2 at the end of the URL or IP address, such as
https://sl1.sciencelogic.com/ap2, to get to the SL1 user interface. The /ap2 is added to the IP address by

default.
To log in to the SL1 user interface:

1. Inabrowser, type the URL or IP address for your SL1 system. The login page for SL1 appears:

Sciencelogic | SL1 Sciencelogic

Username *

Password*

2. Type the current user name and password you use with SL1 and click Log In. The SL1 login button displays
a spinning status icon while you are being logged in.
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If your company uses Single Sign-On (SSO) for authentication, you will be redirected to your company's
SSO page, where you can log in to SL1 with your SSO credentials. When you log out, the logout screen
redirects you to an SSO page instead of the typical login screen.

If you are logging in for the first time, you will be prompted to change your password. Type your username,
your old password, and type your new password twice in the New Password and Confirm Password fields.
Click [Reset Password].

5. Ifyour SL1 system is a Military Unique Deployment (MUD) system, a Disclaimer modal appears, and you will
need to click [OK] after reading the text to use SL1.

6. For an Administrator user, the End User License Agreement (EULA) appears the first time the Administrator
user logs in to SL1. The user must agree to the terms before using SL1.

TIP: If you can still see the horizontal NavBar or other features of the classic user interface in the SL1 user

interface, click [Refresh] in your browser.

NOTE: A number of classic user interface pages exist within a frame in the new SL1 user interface, and these

pages have the same appearance and functionality in both user interfaces. These pages will
eventually be integrated into the SL1 user interface, and the corresponding GraphQL APIs for those
feature are not yet available. If you navigated to a classic (framed) page in the SL1 user interface by
typing /em7 in the URL to go to the classic user interface, the top navigation might be missing from
the classic user interface. To address this issue, navigate back to the new user interface, log out, and
then log in to the classic user interface.

To log out of the SL1 user interface:

1.
2.

The

Click your user name in the navigation bar at the top of any SL1 page.

Click Log off. You are logged out, and a logoff page appears with the option to log in again.

Classic User Interface

To log in to the classic user interface for SL1:

1.

In a browser, type the URL or IP address for your SL1 system, followed by /em7. The login page for the
classic user interface appears.

Type the current user name and password you use with SL1 and click Log In.

TIP: You can log out of the classic user interface by typing /em7/logout.em7 at the end of the URL or
IP address.

To switch to the SL1 user interface while you are using the classic user interface, type / at the end of the URL
or IP address for your SL1 system and press [Enter]. The login page of the SL1 user interface appears.
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4. To switch to the classic user interface while you are using the SL1 user interface, type /em7 at the end of
the URL or IP address for your SL1 system and press [Enter]. The login page for the classic user interface
appears.

5. To make the classic user interface the default interface, go to the Behavior Settings page (System
> Settings > Behavior) and unselect the New Ul Default option.

TIP: If you need to run both the classic and SL1 user interfaces simultaneously, you can open the classic and
the SL1 version in two different browsers, or you can open private or incognito browser windows and
then log in to the two user interfaces.

Using the Navigation Menus

Starting with the 8.12.0 release of SL1, the SL1 user interface was upgraded to include content from both the
"new" user interface (also called "ap2") and the "classic" user interface. This "unified" user interface provides a
more streamlined method of navigation that uses two menus: a basic menu and an Advanced menu.

Use the following menu options to navigate the SL1 user interface:

« To view a pop-out list of menu options, click the menu icon (&) at the top left of any SL1 page. Use the up
and down arrow buttons (~ ~ ) to expand and contract the menu options.

* To view the Advanced Menu page, which contains links to all of the menu options, click the Advanced
menu icon ( *+ ) at the bottom left of any SL1 page. Use [Ctrl]+[F] in your browser to quickly find a page.

TIP: If you are familiar with the classic user interface, the Advanced Menu page will help you get used to the
structure of the SL1 user interface.

TIP: The name of the SL1 page appears in the title bar of your browser, and the page title also appears in
your browsing history to help you navigate through the pages you have visited.

Filtering Inventory Pages

In SL1, an inventory page is any page (or tab) that contains a table with a list of items that you work with, like
the Events page or the Devices page. At the top of most inventory pages in the SL1 user interface are a set of
filters for the columns in the table on that page.

On an inventory page, you can start typing filter text or select filter options in one or more of these filters to narrow
down the items in the list to just the items you want to view.

In the following image, the user is filtering the Devices inventory page by typing part of an IP address in the filter
for the IP Address column:
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As you type text in the Filter field at the top of a column, SL1 starts to filter the list to include only those elements
that include your search terms.

Some filters, like the State filter, let you click a drop-down arrow to select search options from a drop-down
menu. Also, any filters related to date and time let you click a calendar icon () to select a date or a date range,
and a clock icon (D), where relevant, to select a time or a time range.

NOTE: If you were using a version of SL1 from before version 11.2.0, any list and column preferences you
had configured will not be retained with the new features for inventory pages after you upgrade to
11.2.0 or later. This includes customizations such as which columns are visible, column widths,
column order, and other customizations.

SL1 retains your search filters on pages in the SL1 user interface even after you refresh the browser or navigate to
another page and then return to the page where you created your search.

For more information, see the Introduction to SL1 manual

Using Basic Search

At the top of most lists in the SL1 user interface, the Search field lets you look for specific elements in that list. The
Search field contains a magnifying glass icon (“*) next to the words "Type to search" or "Search'".

As you type text in the Search field, SL1 filters the list to include only those elements that include your search
terms. When searching, SL1 considers all relevant columns for the search, including those that are not currently
displayed on the page.
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SL1 retains your search criteria on pages in the SL1 user interface even after you refresh the browser or navigate
to another page and then return to the search page using the [Back] button in the browser.

TIP: After you type search commands in the Search field, you can click the gear icon (%) and select
Advanced to "translate" your basic search into an Advanced Search. For more information, see

Performing an Advanced Search.

To use the Search field:

Click the Search field and start typing search text. As you type, SL1 provides potential matching values in a

1.
drop-down menu and starts filtering the list with your search text.

TIP: For example, if you start searching for "database" by typing data, a drop-down list appears with a
list of columns that might contain that word, and the list is filtered by items that have "data" in one

of their fields.

If you select one of the suggested search criteria from the list, such as message, a criteria button displays

2.
under the Search field. You can click the criteria button and edit the search text under the button, if needed:

m
T

Message: data

contains

data

TIP: If you select the ANY option from the drop-down menu, the search looks through all relevant
columns for matches to your search text. SL1 uses different search criteria for an "ANY" search,
depending on the page you are currently on in SL1. For more information, see Fields Used by an

"ANY" Basic Search.

NOTE: If you are unable to paste a copied string of text in the Search field, make sure that your
copied text does not contain any hidden special characters.
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3. To edit the search criteria for your current search even further, click the criteria button and click the contains

5.

8.
9.

field. You can choose from additional search operators in the drop-down that appears, such as begins with,
is null, equal to, and not equal to.

You can add another set of search criteria to an existing search by typing additional text in the Search field,
and then selecting additional fields from the drop-down list. The new search terms are added to a second
criteria button:

Message: data Severity: major
o] D ORGANL... majori MESSAGE AGE =
W D System ® Major AsimovsandboxCD  Support: 3 appliances arenot onthe same pa... 4 months 8 da

TIP: The search criteria button under the Search field also displays the search operator and value for
the search as hovertext.

Alternately, you can click the menu icon ( = ) to the right of the Search field to open a menu containing

related search criteria. Select an element from the list of criteria and type additional search information in
the criteria button that appears under the Search field:

name: sl

contains -

51|

TIP: If you select a date-related search criteria from the list of criteria, you can use a drop-down
calendar to select a specific date and time.

To remove a search criteria, click the close icon (.7 ) on the criteria button under the Search field.
To switch to an Advanced Search, click the gear icon (%) to the right of the Search field and select
Advanced. For more information, see Advanced Search.

To quickly clear a search, click the gear icon (#) to the right of the Search field and select Clear.

To save a search so you can use it again, see Saving a Basic Search.

Fields Used by an "ANY" Basic Search

If you type search criteria into a Search field at the top of a page in SL1 and then select the ANY option from the

drop-down menu, the search looks through all relevant columns for matches to your search text.
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SL1 uses different search criteria for an "ANY" search, depending on the page you are currently onin SL1. For
example, an "ANY" search on the Dashboards page searches for the search criteria in the Dashboard ID or
Dashboard Name fields, while an "ANY" search on the Devices page searches for the search criteria in the
Device Name, Hostname, Device Class, Collector Group, Organization, and additional fields. See the table

below for details.

To see which fields SL1 is using for a search, click the gear icon () to the right of the Search field and select
Advanced. The syntax of the Basic Search is converted into an Advanced Search, which lists the relevant fields

being searched by SL1.

The following table lists the fields that are used by an "ANY" search, based on the page you are on in SL1:

Page in SL1 user interface

Fields searched by SL1 for that page

Main Pages
Dashboards Dashboard ID, Dashboard Name
Events Event Message, Aligned Resource Name, Aligned Organization, Aligned

Sub-entity Name, Device Name, Hostname, Device Class Logical Name,
Device Class Description, Device Collector Group, Device Class, Device
Group ID, Device Group Name, Device Class Category

Devices, Machine Learning,
Device Services

Device Name, Hostname, Device Class Logical Name,

Device Class Description, Device Class, Device Group, Device

Class Category Name, Collector Group ID, Collector Group Name, Aligned
Organization, Machine Learning Policy

Business Services and IT Services

Service Type, Service ID, Service Name, Service Label, Service Policy Name,
Aligned Organization

Maps Map Name, Map Description
Secondary Pages
Agents Agent Nickname, Agent Operating System, Hostname

Business Service Templates

Business Service Template Name, Business Service Template Descriptions

Credentials

Credential Name

Custom Attributes

Custom Attribute Label, Custom Attribute Name

Device Categories

Device Category Name

Device Classes

Device Class Name, Device Class Description, Virtual Type, Logical Name,
Device Category Name

Discovery Sessions

Discovery Session Name, Aligned Collector Name, Aligned Organization

Event Policies

Event Policy Name

Subscription Usage (Current
License Usage)

License Type, Device Name, Aligned Organization, Device Class Category
Name

If a page from the SL1 user interface is not listed in the above table, then SL1 only uses the relevant Name field on

that page for an "ANY" search.
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Saving a Search

If you are creating a complicated search using Basic Search or Advanced Search, or if you have a search that you
use on a regular basis, you can save that search criteria so you can quickly use it again later.

To save a search:

1. After you have created a Basic or Advanced Search, click the gear icon (%) to the right of the Search field
and select Save. A Save Search window appears.

2. Inthe Search Name field, type the name of your search and click [Save]. The search is added to the list of
saved searches.

To use a saved search:

1. Click the gear icon (%) to the right of the Search field and select Saved Searches. An Apply Search
window appears.

2. From the Select a search drop-down, select the search you want to use and click [Apply]. That search is
applied to the current list.

NOTE: By default, saved searches apply only to your user profile, and they are not shared with other users.

To share a saved search:
1. Create a Basic Search and change it to an Advanced Search by clicking the gear icon (%) to the right of the
Search field and selecting Advanced.

2. Copy the Advanced Search code from the Search field and paste it into the relevant documentation so you
can share the search with other users.

Performing an Advanced Search

The SL1 user interface includes an Advanced Search option that lets you use customized search commands to
search for data. The syntax for these Advanced Searches can be much more complex than a Basic Search,
enabling you to find exactly what you need from a list of items.

Also, because the Basic Search only uses "AND" for multiple search criteria, you need to use an Advanced Search
for an "OR" search using multiple search criteria, or if you want to create more complicated searches using
Boolean Algebra.

At a minimum, an Advanced Search requires the following components, in the following order:

o Afield. The general type of data for which you are searching, such as a device name or an event message.

o An operator. A word or symbol that specifies the relationship between the field and the value, such as
equals or less than.
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¢ Avalue. A specific aspect or version of the field, such as a name or an amount. If a value is a string, it
should be surrounded by "quotation marks" or 'apostrophes'.

TIP: As you type your Advanced Search, a red icon ([} or a green icon () appears at the end of the text

field to show that your search is incorrectly or correctly formatted.

TIP: To view a list of all possible search commands in an Advanced Search, press [Ctrl] + [Space].

The Advanced Search fields and values vary based on the page you are on in the SL1 user interface. For more
information about fields, operators, and values, see Components of an Advanced Search.

Below are simple examples of Advanced Search syntax:

message contains 'risk is high'

organization has (company contains 'system')

attribute has (id = year and value = 2021)

name contains 'web tier' and deviceClass has (description contains 'AppDynamics')

deviceClass has (description contains 'em7 admin portal')

For additional examples, including examples with more complex syntax, see Examples of Advanced Searches.

TIP: You can type search commands in the Search field for a Basic Search, and then click the gear icon (%)
and select Advanced to "translate" your basic search into an Advanced Search. You cannot go from
an Advanced Search back to a Basic Search, however, without losing your search criteria.

To create an Advanced Search:

1. Click the gearicon (%) to the right of the Search field and select Advanced. The search type changes from
Basic to Advanced (note the change in font style).
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2. Starttyping a field name for your search. As you type, SL1 displays a list of available fields in a drop-down

menu:
me:
message field
alignedEntitylame field
alignedResourcelame field ||
alignedSubEntityName field

3. Select ortype a field name.

4. To view a list of all possible search commands at any point in an Advanced Search, press [Ctrl+Space].
For example, the following operator options appear if you press [Ctrl+Space] after typing "message" and
inserting a space:

message

contains operat m
beginsWith operat
endskith operat g
doesNotContain operat
doesNotBeginkith operat
doesNotEndkith operat

== operat

= operat ¥ 7

5. Select ortype an operator name. If you are typing, SL1 provides a list of available options.

. message conl
contains operator _

doesNotContain operator

TIP: As you type your search command, a red icon ([fl}) appears at the end of the text field if your

command is incorrectly formatted or incomplete. Click the red icon to view additional details.

6. Type avalue to complete your search, and type additional search commands as needed. When your search
is complete and formatted correctly, a green icon ([#2) appears at the end of the text field:

_l message contains “problem” | x

7. Click the [Search] button. The results of your search appear.

NOTE: Even if you have correct search syntax, SL1 will save your search query only affer you click
[Search]. For example, some pages, such as a Device Service search, might not show all of
the search results until you click [Search].
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8. To clear a search, click the gear icon (#) to the right of the Search field and select Clear.

9. You can save an Advanced Search to use later. By default, saved searches apply only to your user profile,
and they are not shared with other users. For more information, see Saving a Search.

Components of an Advanced Search

At the minimum, an Advanced Search requires the following components, in the following order:

o Afield. The general type of data for which you are searching, such as a device name or event message.

o An operator. A word or symbol that specifies the relationship between the field and the value, such as
equals or less than.

» Avalue. A specific aspect or version of the field, such as a name or an amount. You must use either

"quotation marks" or 'apostrophes' for your search strings, and strings are not case-sensitive.

You can also include the operators "and" or "or" to your search command. Basic Search in SL1 uses only "AND"
searches, unless you specify "Any" in your Basic Search.

NOTE: When SL1 evaluates an Advanced Search command, it evaluates the "OR" expressions first, followed

by the "AND" filters.

For example, the following search command looks for events that have a status of Critical and contain a message
with the word "error":

status = critical and message contains 'error'

The following search command looks for devices with a name of "device-name" or messages containing the word
n I
error":

name = "device-name" or message contains "error"

You can use parentheses () to group expressions and fo ensure that the expressions are evaluated in the correct
order. The following search command looks for either devices with a name of "device-name" and a status of
Critical, or devices with a name of "device-name" and a status of Major:

= vice- us = iti = vice- us =
(name "device—-name" and status critical) or (name "device—-name" and status
Major)

TIP: Searchesin SL1 are not case-sensitive, so you can use any combination of upper-case and lower-case
letters.
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Fields

For most searches, you start your search command with a field name. When you start typing in an Advanced
Search field, SL1 provides a list of potential fields in a drop-down menu that you can select for your search

command:

na

name field
hostname field
organization field
alignedDynamicApplication field
componentAncestor field
machinelLearningPolicy field
componentParent field

The list of potential fields depends upon the page you are currently on in SL1. The example above is from the
Advanced Search field on the Devices page. If you typed the same letters in the Advanced Search field on the
Events page, the drop-down menu would look like this:

na

organization
alignedEntitylame
alignedRezourcehlame

alignedsubEntityName

field
field
field
field

The following table lists some of the more common fields, along with how to use them and examples of search

commands that use those fields:

Field name

alignedResourceName

Purpose

Search for the name of a device
aligned with an event.

Example

alignedResourceName contains
"w lab "w

asset Search for an asset aligned with |asset has (assetTag contains 1)
a device.

attribute Search for devices based on attribute has (id = year and
custom attributes. In the value = 2021)
example, the custom attribute is
"vear" and the value is "2021".

dateCreated Search for the date and time a dateCreated isNotNull
device was created.

deviceClass Search for devices belonging to |deviceClass has (class contains
a device class. 'Cisco')

deviceGroup Search for devices belonging to |deviceGroup has (name contains
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Field name Purpose Example

a device group. "Network™)
hostname Search for a device hosthame device has (hostname = "srv")
id Search for the unique numeric ID|1d contains "10"

assigned by SL1.

isAcknowledged Search for events that have or isAcknowledged = true
have not been acknowledged.

message Search for details about an event|message contains "problem"
message.

name Search for the name of the name = "server"
device.

organization Search for the organization to organization has (company =
which the device is assigned. "System")

organization has (company
doesNotContain 'ABC Systems')

severity Search for the severity of an severity in 3,4
event; severities range from O to | Searches for all Major and Critical events.

4, from Healthy to Critical.

state Search for the state of a device; |state in 0,1,2
states range from 0 to 4: Searches for all devices with a state of
Healthy, Notice, Minor, Major, | Healthy, Notice, and Minor.
and Ciritical.

suppressGroup Hide data related to the suppressGroup = sciencelogic

specified group.

Operators

For most searches, you follow a field with an operator. The operator establishes a relationship between the field
and the value that comes after the operator.

TIP: The list of available operators changes based on the page where you are making your search.

The following table lists some of the more common operators, along with how to use them and examples of
search commands that use those operators:

Operator name Purpose Example

and Include two or more search deviceClass has (description
criteria before producing search [contains 'rds instance') and
results name contains 'wordpress'

or Include at least one of multiple  |name = "server" or message
search criteria. contains "error"

= ==, &q The field and the value are name == 'ECS 23' and ip
equal. doesNotContain '.'
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Operator name Purpose Example
<>, !=, neq The field and the search value field != abc
are not equal.
<, 1t The field is less than the search  |state < 2
value.
>, gt The field is greater than the severity > 3
search value.
<=, lte The field is less than orequal to  [state lte 2
the search value.
>=, gte The field is greater than or equal |severity gte 3
to the search value.
contains The field includes the specified | deviceClass has (description
string. contains 'em7 admin portal')
doesNotContain The field does not include the name contains 'SL1l Classic' or
specified string. (description contains
'PowerFlow' and description
doesNotContain 'Not Deployed')
or (description contains
'Extended Architecture' and
description doesNotContain 'Not
Deployed')
has The field contains a specific deviceClass has (deviceCategory
value. The value following "has" |has (name contains 'Server'))
must be enclosed in and deviceClass has
parentheses. (description doesNotContain
'vcenter')
in The field must be part of a severity in 2,3,4
specific set of values.
not Opposite values; this operator |not field = abc
precedes the field name.
isNull The field is empfy extTicketRef isNull
isNotNull The field is not empfy counter isNotNull
Values

The value you type at the end of a search command depends on the field name and the operator you use. For

most searches, you can type the value instead of picking it from the drop-down menu that lists possible search

options.
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In the following example, the first search value is a string (red text) and the second search value is a numeric value
(blue text):

name contains 'np' and ip beginsWith ;FE.'_-EEI

You must use either "quotation marks" or 'apostrophes' for search strings, and strings are not case-sensitive.
Strings

You can create a search command that searches for a specific set of words in a string. You must use either
"quotation marks" or 'apostrophes' for your search strings, and strings are not case-sensitive.

The following table lists some of the more common string operators, along with how to use them and examples of
search commands that use those string operators:

String operator name Purpose Example

beginsWith Search for strings beginning with |message beginsWith "Host
a specified value Resource™

endsWith Search for strings ending witha |message endsWith 'shutdown'
specified value

contains Search for strings containing a message contains "problem"
specified value

doesNotBeginWith Search for strings that do not message doesNotBeginWith
begin with a specified value "front™

doesNotEndWith Search for strings that do not end |message doesNotEndWith
with a specified value 'warning'

doesNotContain Search for strings that do not message doesNotContain "codec"
contain a specified value

Escape characters

In double-quoted strings (strings surrounded by quotation marks), you can include quotation marks in the search
by escaping the quotation marks. To escape those characters, add a backslash before each quotation mark, such
as\".

For example:

"Error in \"process x\""

In single-quoted strings, you can include the single-quote character by escaping it with a backslash, such as \ '.

For example:

'Eric\'s Laptop'

'Error in "process x"'
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TIP: You do not need to add quotes around strings in your search commands. However, if your string
contains only numbers, you might want to add quotes around it to ensure that SL1 interprets it as a string.

If you do not include quotes around strings in your search commands, you must escape the following characters
with a backslash:

* all empty spaces or white spaces
* comma

* end parenthesis

Examples:

Eric's\ Laptop
Error\ in\ "process\ x"

devices\ \ (system\,\ server)\)

Other than the escape characters mentioned above, you can escape any character. You must escape the
backslash character if you want to use it in a string, such as \\.

The normal whitespace escape sequences can be used: \t (tab), \n (new line), \b (backspace), \r (carriage
return), and \ £ (form feed).

You can also use four-digit Unicode hex escape codes in the form \uxxxx.

Examples of Advanced Searches

Because the search commands differ for each page in SL1, this section contains a set of search examples based
on context.

TIP: To view a list of all possible search commands at any point in an Advanced Search, press [Ctrl+Space].

Advanced Search Examples on the Devices Page

When you run a search in the SL1 user interface, SL1 exposes how the data is stored, which is not always obvious in
how this translates to Basic and Advanced searches.
For example, if you have the following device on the Device Manager page in the classic user interface:

Device
Device MName * P Address ategaory Device Class | Sub-class

B I J | jucs man
1. }m1?2.22.101.1?1 w172.22.101.171 Servers Cisco Systems | UCS Manager

|l_1
@

You would use the following Basic and Advanced searches to find the following device data:

Performing an Advanced Search 35



Classic User Interface Field Basic Search Selections Advanced Search Syntax

Device Category deviceClass has
(deviceCategory has (name

DeviceCategory.name: servers contains 'servers'))

! contains -

servers|

Device Class deviceClass has (logicalName
contains 'cisco systems')

DeviceClass.logicalMame: cis...

| contains -

cisco systems|

Sub-class deviceClass has (description

contains 'ucs manager')
SubClass: ucs manager

! contains -

ucs manager

The following table contains additional examples of Advanced Searches for the Devices page:

Purpose of Advanced Search on Devices

Advanced Search Syntax
Page

Search for all devices with a Device IDof 1, [id in 1,2,3
2,or3.
Search for all devices with "rtp" in the Device |[name contains 'rtp' and ip beginsWith '192.168'
Name and an IP Address that starts with
192.168.

Search for all devices with a custom attribute [attribute has (id = year and value = 2021)
of "year" and the custom attribute value of
"2021"

Search for all devices with a custom attribute [attribute has (id = model and value = server)

of "model" and the custom atiribute value of |and name contains "cn"

"server" that have "CN" in the Device Name.

Search for all devices that meet the attribute has (id eq 'SLlComponentType' and
following criteria: value eq 'DC') and attribute has (id eq
e g custom attribute of 'SL1stack' and value eq 'BigBen') and

deviceClass has (logicalName contains 'EM7 Data
Collector')

"SL1ComponentType" and the
custom attribute value of "DC"
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Purpose of Advanced Search on Devices
Page

Advanced Search Syntax

e o custom attribute of "SL1Stack" and
the custom attribute value of "BigBen"

 and a Logical Name of "EM7 Data

Collector".
Search for all devices that meet the organization has (company contains 'Onprem') and
following criteria: deviceClass has (description contains 'windows
* aligned with the "Onprem" server 2') and ip beginsWith '172'

organization
¢ a Device Class of "Windows Server 2"

e and an IP Address that starts with
H'l 72“.

Search for all mail servers based on the name beginsWith "us-" and name contains "mail"

organization's naming conventions (all US- [or name contains "smtp"
based devices start with the prefix of "us-").

Search for all devices aligned with any organization has (company doesNotContain System

organization except for the System and and company doesNotContain 'Smart Tech

Smart Tech Business organizations. Business')

Search for all devices with "01" in the Device |name contains '0l' and organization has (company
Name that belong to the Sciencelogic = sciencelogic)

organization.

Search for all devices with a Device deviceClass has (deviceCategory has (name
Category of "Server" or "System". contains "server")) or deviceClass has
(deviceCategory has (name contains "system"))

Advanced Search Examples on the Events Page
The following table contains a set of sample Advanced Searches for the Events page:

Purpose of Advanced Search on Events

Advanced Search Syntax

Page

Search for events on devices by Device ID of |device has (id in 1,2,3)

1,2,0r3.

Search for all events that contains the word [message contains "error™

"error"

Search for all events on devices with a device has (deviceClass has (deviceCategory has
Device Category Name of "xtremio". (name contains 'xtremio')))
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Advanced Search Examples for Dynamic Component Mapping (DCM) Scenarios

Dynamic Component Mapping (DCM) allows SL1 to collect data from a single management system, such as a
VMware ESX server, and then use that data to create multiple device records for the entities managed by that
single management system. For example, the managed entities for a VMware ESX server would be the Guest VMs

hosted by that ESX server.

The following table contains a set of sample Advanced Searches for DCM devices on the Devices page:

Purpose of Advanced Search Advanced Search Syntax

(name contains

Search for all host devices from a specific
vCenter and add those devices to a Device
Service

componentRoot has
(componentParent has

(description contains
componentParent has

(deviceClass has

"VCSA") and
(deviceClass has

'Host Server')) or

(description contains 'ESX')))
Search for SQL servers than run as the deviceClass has (description contains 'SQL
master. Instance') and componentRoot has (attribute has
'Master'))

(id == 'DB_Role'and value contains

The following sections contain more details about these two Advanced Searches and how they work.

Scenario 1: vCenters

An SL1 system has multiple vCenters, each of which has multiple host servers. You want to include in a Device
Service all Virtual Machines (VMs) from just one of the vCenters. This scenario includes the following elements:

* The vCenter has a host name of VCSA hayward-hq.loc

e One of the hosts has a Device Class of Host Server, and it contains four VMs

e One of the hosts has a Device Class of ESX, and it contains 16 VMs
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Device Name *

»17222101.116 Vhware.

VMWare | vCenter Server Appliance

mgm Device Class | Sub class

5181 Hayward HHQ

e R

Current Callection Collection

m

]:l[

Srovo Stale

1P Address. Eﬂgnq Device Ciass | Sub-class.

——_-_—_nt

Device Name = DiD Organization

u sm.

M&E

C

Servers. Linux | Cent0S

Viware VMWare | ESX(i)

Search 1a

componentRoot has

"Virtual Machine")

(name contains

"VCSA") and deviceClass has

(description contains

This search works, but it only returns seven devices instead of the 16 devices you might have expected:

O componentioot has (nase containg

~ Preview: 7 Devices
q NAME -«
GNS3VM
HHQ-Collector-2
HHQ-Collector-Betad
Lin-HHQ-Mail01
test-delete
U=1)

Win-HHOQ-SRv2

Query for the right set of devices.

STATE «
@ Healthy
@ Healthy
@ Major

@ Healthy
@ Major

@ Healthy
@ Healthy

“VESA") and deviceClass has (description containg

IP ADDRESS

“Virtual Machine")

CATEGORY

Wirtual Guest

Wirtual Guest

Wirtual Guest

Wirtual Guest

Wirtual Guest

Virtual Guest

WVirtual Guest

CLASS

Wiiware

VMware

VMware

VMware

VMware

VMware

VMware

SUB-CLASS

Virtual Machine

Virtual Machine

Virtual Machine

Virtual Machine

Virtual Machine

Virtual Machine

Wirtual Machine

How the query works:

componentRoot has

(name contains

"YCSA")

This part of the query returns a list of all devices that have a root with a name that includes VCSA.

and deviceClass has
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This part of the query filters the results of the first part of the query to isolate the devices with Device Class of
Virtual Machine

NOTE: The reason why this Advanced Search does not result in the 16 VMs that we can see are hosted by
both hosts is that some of the VMs have been merged. As a result, their Device Class has been reset
to that of the operating system they are running.

Search 1b

componentRoot has (name contains "VCSA") and (componentParent has (deviceClass has
(description contains 'Host Server')) or componentParent has (deviceClass has
(description contains 'ESX')))

This search successfully returns all 16 VMs:

tomponentRoot has (nase contsins “vi34") and (componentParent has (deviceClass has (description conteins ‘ost Server’)) or componentParent has (deviceClass has (description contains 'E5X°')))

I v Preview: 16 Devices

o NAME = STATE = 1P ADDRESS CATEGORY CLASS SUB-CLASS
@ Healthy
@ Healthy

b Healthy

How the query works:

componentRoot has (name contains "VCSA")

This part of the query returns a list of all devices that have a root with a name that includes VCSA.

and (componentParent has (deviceClass has (description contains 'Host Server'))

This part of the query filters the results of the first part of the query to isolate the devices that have a parent of the
Device Class Host Server.

or componentParent has (deviceClass has (description contains 'ESX')))

This part of the query then does a second search of the results of the first query, looking for devices with parents
that have a Device Class of ESX.

Scenario 2: SQL Servers

A DB Cluster has two SQL Servers than run as the master and two SQL servers that run as the slave:
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Device Components | Devices Found [4]

Device

Device Name ~ |P Address Category Device Class | Sub-class DD Organization
¥ C [ I )| —| JI
LA /- ;i db-labd-ha phx3.linw.net w10.12.217.4 Pingable Ping | ICMP 3649 LLNW |
Device
Device Name * IP Address Category Device Class | Sub-class DID Organization
[ 1 || ] )

( )(
- TR - e G o |
PARS +° 1. db-lab5-ha phx3.linw.net w10.12217.7 Pingable Ping | ICMP 3663 LLNW |

Device
Device Name * IP Address Category Device Class | Sub-class DID Organization
( ) 1[I I )| —] )
I | ysOL Server - = Software Oracle | MySQL Server 3664 LLNW ‘
ENES 5 ... db-linw34-ha_phx3.lInw.net W10.1261.56 Pingable Ping | ICMP 4668  LLNW |
Device
Device Name ~ IP Address Category Device Class | Sub-class DID Organization
[ I | —] )

[ J(
1+ e - = Software Oracle | MySQL Server 4670 LLNW ‘
4 - w10.14205.42 Pingable Ping | ICMP 4672 LLNW |

Device
Device Name = IP Address Category Device Class | Sub-class DID Organization

( I i ] [ —] ]

LR - | MySOL Server - = Software Oracle | MySQL Server 4676  LLNW ‘

Four times a year the master and slave is swapped between the two pairs. As this is a planned, infrequent, and

manual activity, you can manually swap a custom attribute on the four hosting devices to designate if a device is

acting as master or slave:

| properies | Threshoias | _Colectins | montors__| _ Schedue |
[ Rewstonsnips | viokets | _Redrects | Notes | tiibutes |

db-1abé-ha ph3.linvenet Vianzged Type [Physical Device

10.12217.4 3649 Caizgor | Pingable

Ping Su ICMP.

Onganizaton LI Upime |0 days, 00:00:00 Ping Device
Collection Mose | Active Colleztion Tme. | 2020-07-03 1222:00 B,
Description Group ! Collestor Deviet Collector Group | sidc-2.devnet linvnet — =

Devioe Hostrame
Attributes Sarage
Latelk Vaue Type vaue Arbute Type
1. # DB_Role String Master Extended &
([Please Select] V) =k [ String ] (optional | Extended

[ ios | Toobox | imeriaoes | Bottonsps | Tiokes | momwsms | hotes | swutes |

N: db-linw35-ha_phx7 limv.net Manzged Tyce | Physical Device
10.14205.42 | 4672 Catzgory | Pingable
< [Ping Sun-Clzss ICMP
Grganization | LLNW upime |0 days, 00:00:00 Ping Device
Collection Mode |Active Collection Time | 2020-07-03 12:27:00
Dascrption Groug /Collectsr Americas Collector Group | side-1.vm iad invenet
Device Hostrame

Attributes Mansge Reset Guide

Atrbute Type

Labeld Value Type

1. # DB_Roke String Slave Extended <

f
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NOTE: For production or higher frequency and automated swapping, making the switch of the custom
attributes could be embedded into a switching script and use the APl or GQL interfaces to change
the value of the custom attributes.

Searches

deviceClass has (description contains 'SQL Instance') and componentRoot has
(attribute has (id == 'DB Role'and value contains 'Master'))

This search returns the two SQL instances that are running on the two SQL hosts designated as the master pair:

« Back Qverview Devices Status Policy

Query for the right set of devices.

~ Preview: 2 Devices

2 yame - STATE = IP ADDRESS CATEGORY cLASS SUB-CLASS
Percona Server (GPL), Release 1 Minor - Oracle MySQL Instance
Percona Server (GPL), Release 1 Minor - Oracle MySQL Instance

deviceClass has (description contains 'SQL Instance') and componentRoot has
(attribute has (id == 'DB Role'and value contains 'Master'))

This search returns the two SQL instances that are running on the two SQL hosts designated as the slave pair:

- DB Slave

« Back Qverview Devices Status Policy

Query for the right set of devices.

4 deviceClass has (description containg "SQL Instance’) and componentRoot has (attribute has (id == 'DE_Role'an

STATE » 1P ADDRESS CATEGORY CLASS SUB-CLASS
Percona Server (GPL), Release 2... Minor - Oracle MySQL Instance
Percona Server (GPL), Release 7... Minor - Oracle MySQL Instance
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How the query works:

deviceClass has

(description contains

'SQL Instance')

This part of the query returns a list of all devices that have a Device Class of SQL Instance.

and componentRoot has

(attribute has

(id == 'DB_Role'and value contains

'Slave'))

This second part of the query then filters the results of the first query to isolate the devices that have a root device
with a custom attribute of DB_Role set to Slave.

Performing Bulk Actions

If an inventory page in SL1 displays a list of items, and that page contains a checkbox (L) to the left of each item

in the list, you can select two or more items to perform bulk actions on all of the selected items at the same time.

For example, on the Devices page, you can select two, twenty, or all of the devices on the page, and then you

can assign an icon or align an organization with all of the selected devices.

When you use the checkbox to select one or more items in a list, a set of relevant buttons appear at the top of the
page. Click a button to run that action on all of the selected devices:

S| Q nipetosearchdevies

A | Add Devices M Assignicon " r’-\H;nOrgan\'zat\'unl

= Devices

"

@ [g]

&

a 0
D v
D v
.
v
o -~
D v
D v
v
D v
<
o -
ol v

Device Name

appwiz-21

appwiz-35

appwiz-70

. AWSRootDevice

panderp-dist-ap-discvm-70

o panderp-dist-cugl-discum-72

0 panderp-dist-cug2-discum-73

panderp-dist-db-discvm-71

SF-AI0-1022332

SF-AIO-AFLORES-1022328

SF-AIO-ATULACHAN-1022326

SF-AIO-SSAGLAM-1022329

SF-PATCH-AIO-JTERCERQS-36

1
~ IP Address

10.2.2.21
10.2.2.35

10.22.70

10.2.14.70
10.2.14.72
10.2.14.73
10.2.14.71
10.2.23.32
10.2.23.28
10.2.23.26
10.2.23.29

10.2.23.36

Category

System.EM7

System.EM7

System.EM7

Cloud.Service

System.EM7

System.EM7

System.EM7

System.EM7

System.EM7

System.EM7

System.EM7

System.EM7

System.EM7

Class. 1+

SciencelLogic, Inc. EM

ScienceLogic, Inc. EM

Sciencelogic, Inc. EM

AWS Service

Sciencelogic, Inc. EM

Sciencelogic, Inc. EM

ScienceLogic, Inc. EM

Sciencelogic, Inc. EM

Sciencelogic, Inc. EM

Sciencelogic, Inc. EM

ScienceLogic, Inc. EM

ScienceLogic, Inc. EM

Sciencelogic, Inc. EM

@ Help

Organization

System

System

System

System

pandas_automation_c

pandas_automation_c

pandas_sutomation_c

System

System

System

System

System

System

11

State

® Major

@ Critical

® Major

Minor

Minor

® Heaithy

® Heaithy

® Major

@ Healthy

@ Healthy

@ Critical

@ Critical

® Major

P

£3 GridSettings v

Collection State

active

active

active

active

active

active

active

active

active

active

active

active

active

X Activity  Em7admin v SCIénceLOgiC

o

To select all of the items on a page, click the checkbox at the top of the list. To clear all of the selected items, click
the checkbox at the top again.
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TIP: Pages that contain lists use "infinite scrolling", where the list continues to populate as you scroll toward
the bottom of the list. The scrolling stops when you reach the end of the list.

Customizing the SL1 User Interface

Atheme is a graphic template this is applied to the user interface. SL1 includes one System Default theme, but
you can completely customize the look and feel of your SL1 system by creating new themes.

For example, you could create a theme that replaces the SL1 logo with your company's logo and updates the
colors used in the user interface to match those used in your company's branding. You can also choose between
a light theme or a dark theme for the user interface.

For more information about customizing the user interface using themes, see the manual Customizing the User
Experience.

Getting Help and More Information

For product documentation about any page in SL1, click the [Help] button at the top right of any page in SL1.

The Help menu appears in a new pane on the right side of the SL1 window:

= Events @ Help | \ Activity  Em7admin v ScnenceLog IC Help Menu X Close
03 24Events ®Crcai2  ® Major:12 Minor:5 @ Notice:0 @ Healthy:5  View Al ~ View The Events Page
y _ The Events page displays  list of currently active
A Q Typeto s = o events, from critical to healthy. From this page
you can acknowledge, clear, and view more
..... e messace wsToeTEcren « TCKETID  EVENTNOTE  MASKEDEVENTS AckwowLepce amw c information about an event. You can also view
=] ~ events by organization to focus on only the events
@ Critical  SFAIO-SSAGLAM-: ThesLilic 120110,2022.7:47 AM v Admowledze | | % Clear that are relevant to you
] ® Critical  SFAIO-DHERNON. ThesL1ic 12n110,2022,7:47 AM What is an Event?
© Major  SFAOMKAMATH Deic 12010,2022.7:14 A @ Masked Events are alerts that are triggered when a
specific condition is met. For example, an event
® Major  SFAIOJBAUGH-1C Mmemory ... Jan10,2022,702AM can signalif a server has gone down, if o device is
or disk-space thresholds, or if
o 12n10,2022,702 A0 ® n with a device has failed
event can simply display the status
LRY 12010,2022,7:02AM of a managed element.
o J5010,2022,702AM Each event includes a description of the problem.
where the problem occurred (device, network
o Jan10,2022,702 A0 jedge | | x Clear | .. hardware, software, policy violation), @ pre-defined
severity, the time of first occurrence, the time of
o s mi.. Jsn10,2022,702AM v Adaoviedge | | % Clear | . most recent occurrence, and the age of the event
@ Major  SFPATCHAAIOTEl VM Jn10,2022,702 A0 ® SL1 includes pre-defined events for the most
commonly encountered conditions in the most
@ Major  SFSO-AIOJTERCE VM Jen10,2022,702 A0 common environments. You can also create
custom events for your specific environment or
® Major  SFdist-ap-discvm-1 VM m Jan 10,2022, 11:02 A edit the pre-defined events to better fit your
© Major  srAOMHASELS 12010,2022,702 A1
© Major  SFAIO-DHERIION. WM 1an10,2022,702 M
SFAIGIBAUGHC Net-SNMP:CPURas 12n10,2022, 716 A1 ®
SFdistdbise . 12n10,2022.7:16 A
SFAIG-DHERNON et Jn10,2022,7:45 A x Ce
SFAIO-DHERNON. Netw 15782ms. Jan 10,2022, 744 AM v Acknowledge | | % Clear A
v [ ssem SFAIOJBAUGH-1C_ Networklatency excesded treshold:22252ms. Jan 10,2022,7:14 AM v Acknowledge | | % Clear
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If you click the View Product Documentation link at the bottom of the Help menu, a product documentation
topic specific to the current page appears in a new browser window:

SC ‘I‘.ehce I_Og ic Search (use "" with multiple words)

Performing an Advanced Search
Product Documentation
Getting Started The SL1 user interface includes an Advanced Search option that lets you use customized search commands to search for data. The syntax
for these Advanced Searches can be much more complex than a Basic Search, enabling you to find exactly what you need from a list of
Documentation Updates for SL1 items
Introduction to SL1
Also, because the Basic Search only uses "AND" for multiple search criteria, you need to use an Advanced Search for an "OR" search using
Overview of the SL1 User multiple search criteria, or if you want to create more complicated searches using Boolean Algebra.
Interface
Prerequisites At a minimum, an Advanced Search requires the following components, in the following order:
Logging In and Out of SL1 * A field The general type of data for which you are searching, such as a device name or an event message.
Using the Navigation * An operator. A word or symbol that specifies the relationship between the field and the value, such as equals or less than. E
Menus =
Using Basic Search * A value. A specific aspect or version of the field, such as a name or an amount. If a value is a string, it should be surrounded by frd
"quotation marks" or ‘apostrophes’. ) -]
Performing an Advanced
Search
- =
Customizing the SL1 User TIP: As you type your Advanced Search, a red icon (Il or a green icon () appears at the end of the text field to show that your search
is incorrectly or correctly formatted
Interface
Performing Bulk Actions
Getting Help and More TIP: To view a list of all possible search commands in an Advanced Search, press [Ctrl] + [Space].
Information
Filtering the ltems on a The Advanced Search fields and values vary based on the page you are on in the SL1 user interface. For more information about fields,
Classic Page operators, and values, see Components of an Advanced Search
Tool Tips
Below are simple examples of Advanced Search syntax:
Creating and Using
Bookmarks message contains 'risk is high'
The Finder Tool organization has (company contains 'system')
The Toolbox attribute has (id = year and value = 2021)
Overview of SL1 Features name contains 'web_tier' and deviceClass has (description contains 'AppDynamics')
User Preferences deviceClass has (description contains 'em7 admin portal')

The product documentation includes a Search field at the top of the page that you can use to find additional
topics related to the SL1 user interface. To find a specific topic that is longer than one word, enclose all of the key
words in parentheses, such as "business services".

TIP: Click the [Feedback] button on the right side of the product documentation window to send comments
directly to the Sciencelogic Documentation team, such as reporting typos, inaccuracies, questions, or
other comments about that specific page in the Product Documentation.

NOTE: As of version 8.12.2 of SL1, Sciencelogic no longer updates the content that appears when you click
the [Guide] button in the classic user interface. All help content is maintained in the Help menu and
the online product documentation, which is located at https://docs.sciencelogic.com.
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The About Page

For more information about the components used by SL1, click your user name in the navigation bar at the top of

any SL1 page and select About. The About Sciencelogic page appears:

@ Help A, Activity ~ Em7admin ¥ SCI'encel_OgiC

About Sciencelogic

80
E

Open Source Packages ()

acorn 6.4.2

ajv 6.12.6
ajv-errors 1.0.1
ajv-keywords 3.5.2
animate.css 3.7.2
ansi-regex 4.1.0
ansi-regex 5.0.0
ansi-styles 3.2.1
ansi-styles 4.3.0

anymatch 2.0.0

% About ScienceLogic
A
Q search components by name, description, license type
[ ]
Sciencelogic
&

Sciencelogic

ap2

sl-em7-gal

Platform

AO

Additional Packages

about

advanced-search
agent-inventory

aiml
ap2-automation-framework
ap2-client

ap2-performance-testing-
framework

ap2cli
apollo
app-node-config

application-map

103-2021 ScienceLogic, Inc.

6.34.0-release.91dba0Ocbc1.0
60.46.0-release.21dbalOcbc1.0

11.1.0build 4586 | sl1aiol | All In One: 10.128.68.26

2.11.118-release.91dbalOcbc1.0
2.229.3-release.21dbalcbc1.0
2.52.15-release.91dba0cbc1.0
1.21.19-release.21dba0Ocbc1.0
1.26.1-release.91dbaOcbc1.0
200
1.1.1-release.?1dba0Ochc1.0

2.40.17-release.91dbaOcbc1.0
1.3.8-release.?1dba0Ochc1.0
1.6.13-release.91dba0Ocbc1.0
2.231.0-release.91dbaOcbc1.0

Allrights reserved sL1 and technolegies contained herein are patent pending. ScienceLogic™ is a trademark of

The current version number of the SL1 user interface displays in the ap2 row at the top of the list of components in
the right-hand pane, along with the current version of GraphQL used by SL1. The Platform section lists SL1
version information for the various components in SL1, including Application Server, Collector Unit, and
Database details, and All-In-One configurations (AO) where relevant.

In the left-hand pane, click any of the components in the Open Source Components pane to view licensing
information about those components, along with links to relevant websites where relevant.

To search for a specific open-source component, type the name of that component in the Search field at the top
of the page. The list of components is filtered by your search terms.

Tips and Best Practices for Using the Product Documentation

Use the following tips and best practices when using the Sciencelogic Help menu and product documentation:

General
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» To ensure that you are always using the most recent version of the product documentation, check the URL
for this site to make sure you are using either https://docs.sciencelogic.com/latest/ or
https://docs.sciencelogic.com/<most-recent-release>/.

» The documentation at this site is the same documentation that appears when you click the [Help] button at
the top of any SL1 page. The Help topic that appears is based on your current page in SL1.

NOTE: If you are using a version of SL1 older than version 11.1.0, you can access the product
documentation by clicking your user name and selecting Help from the drop-down menu.

* The documentation at this site contains all manuals for the various features of SL1. You can click the
Download manual as PDF link at the top of each chapter to download the PDF version of the manual.

o If you use the Version dropdown to navigate to a previous version of the product documentation, the
Version dropdown on the older version might contain links to archived versions that display a 404 error.
The Version dropdown only displays links to currently supported releases of SL1.

Searching the Site

o To search for a specific item in the product documentation, type the relevant information in the Search bar
at the top of the page. After you select a document from the search results page, type the same search into
your browser's Search (Ctrl+F).

* If you are using a multiple-word search for a specific term, enclose those words in quotation marks ("). For
example: "business services".

» To quickly find a video in the product documentation, include the word "video" in your search, along with
the topic or feature you want to view. For example: video maps.

* Use the following command to search the product documentation via the SL1 API:
https://docs.sciencelogic.com/latest/#search- <your-query-here>. For example:
https://docs.sciencelogic.com/latest/#search-business services.

» After you click a link to a page from the search results, your search term or terms display as one or more
highlighted colors. To get rid of the highlights, click the Remove Highlights button ( /) on the toolbar at
top right of the Help content pane.

Links and Images

* If your browser opens the PDF in a new browser window when you click the Download manual as PDF link
(instead of downloading the PDF), any text you try to copy and paste from that version will not paste
correctly. If you need to copy and paste text from a manual, Sciencelogic recommends that you download
the PDF instead and open it in Adobe Reader, as the PDF viewer in a browser produces an image of each
page instead of the actual text, and any text you copy and paste from the viewer displays without spaces.

e Ifalinkto an external site does not open properly in a new browser window or tab, right-click the link in the
product documentation and select the option to open the link in a new tab or window.

* Animage in the product documentation might appear slightly blurry until you click that image to expand it in
a pop-up window.
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¢ Ifyou clicked to expand an image in a pop-up window, you will need to click the expanded image in its pop-
up window to return it to its regular size before you can click another image or link in the product

documentation.
* You can also right-click an image and select Open Image in New Tab from the pop-up menu to make the

image display at full size in the new browser tab.

Guides from the "Classic" User Interface

» Asofversion 8.12.2 of SL1, Sciencelogic will no longer update the help content that appears when you
click the [Guide] button in the user interface. All help content will be updated and maintained here at

https://docs.sciencelogic.com.

As always, to contact the Sciencelogic Documentation team, email us at docs@sciencelogic.com.
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Chapter

Events in the SL1 User Interface

Overview

You can view a list of all events in SL1 or view a list of events for a single device. This section describes how to
perform both tasks.

Use the following menu options to navigate the SL1 user interface:
« To view a pop-out list of menu options, click the menu icon [E).

« Toview a page containing all the menu options, click the Advanced menu icon ( === ).

This chapter includes the following topics:

Viewing the List of Events . 51
Filtering the List of Events ... .. . . 54
Filtering Events by Organization and Service ... .. 54
Filtering Events by Severity ... 56
Filtering for Masked Events ... . 58
Viewing Additional Data about an Event ... .. 60
Viewing AUtOMation ACHONS ... . oo e 61
Using the Event Investigator .. . . 62
Using the Acon RUnner . 63
Acknowledging and Clearing Events ... . 65
Viewing and Editing Event NOtes ... . 66
Viewing the Event Policy ... . .. 67
Suppressing and Unsuppressing an Event for a Device ... 68
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SUPPIessiNg an EVent . 68

Suppressing an Event on Multiple Devices ... ... 68
Unsuppressing an Event . 69
Unsuppressing All Instances of an Event ... ... 69
Enabling and Disabling Events ... ... 70
Disabling EVents ... 70
Enabling EVents .. .. 70
Event TRrottling ... 71



Viewing the List of Events

The Events page displays a list of currently active events, from critical to healthy. From this page you can

acknowledge, clear, and view more information about an event. You can also view events by organization to

focus on only the events that are relevant to you.

TIP: By default, the events listed on the Events page are sorted by severity, highest to lowest, and then
secondarily sorted by the events' last occurrences, most recent to least recent. This ensures that the most
severe and most recent events appear at the top of the page. If you prefer, you can change the sorting
preferences and SL1 will recall those changes the next time you return to the Events page.

To navigate to the Events page, click the Events icon (&):
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& Activity ~ Em7Zadmin v SCIénCELOgiC
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Minor

Minor
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Minor

Minor

Minor

Minor

Minor
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0w QO®0® G
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& [m] Organization
)
&
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For each event, the Events page displays the following information:

o Organization. The organization with which the event is associated. Click the organization hyperlink to view
more information about the organization. You can optionally filter the list of events so that only events for a
specific organization appear on the Events page; for more information, see the section Filtering Events

by Organization and Service.

o Severity. The severity of the event. Possible values are:

°  Critical. Indicates a condition that can seriously impair or curtail service and requires immediate

attention (for example, service or system outages).
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° Major. Indicates a condition that impacts service and requires immediate investigation.

° Minor. Indicates a condition that does not currently impair service, but the condition needs to be
corrected before it becomes more severe.

° Notice. Indicates a condition that users should be aware of, but the condition does not affect service.

° Healthy. Indicate that a device or condition has returned to a healthy state. Frequently, a healthy
event is generated after a problem has been fixed.

NOTE: You can optionally filter the list of events so that only events of a specific severity level
appear on the Events page; for more information, see the section Filtering Events by
Severity.

o Name. The name of the entity associated with the event. Click the name hyperlink to view more information
about the entity.

o Message. The message generated for the event. Click the message hyperlink to go to the Event
Investigator, where you can view more information about the event, including a description, its probable
cause, and possible resolutions, among other details.

NOTE: You can also view the Event Investigator page by clicking the [Actions] button (=) for the
event and selecting View Event.

o Age. The number of days, hours, and minutes since the first occurrence of the event. This is also the time
since the event occurred without the event having been cleared.

e Count. The number of times the event has occurred or the number of child events associated with the event
or the number of masked events associated with the event.

Event Note. Click the Note icon (1) to view any existing user-defined notes about the event or to create or
edit a note about the event. When you do so, the Edit Event Note modal page appears, where you can
create or edit a note and save your changes. For more information, see the topic "Viewing and Editing Event
Notes" in the Events manual.

NOTE: You can also view, create, or edit event notes by clicking the [Actions] button (=) for the event and
selecting Edit Event Note.

o Masked Events. If the event has occurred multiple times on the same device that uses the event mask
setting, click the magnifying glass icon () or the Masked hyperlink to go to the Event Investigator page,

where you can view details about the masked events. For more information, see the section Filtering for
Masked Events.

NOTE: You can also view masked events on the Event Investigator page by clicking the [Actions] button (
- ) for the event and selecting View Event.
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o Automated Actions. The number of times the event has triggered the execution of an automation policy. If
the event has triggered one or more automated actions, click the number hyperlink to go to the Event
Actions Log, where you can view a log of all automated actions that have occurred for the event. For more
information, see the section Viewing Automated Actions.

NOTE: You can also view the Event Actions Log modal page by clicking the [Actions] button (- ) for the
event and selecting View Automation Actions.

o Event ID. The unique ID for the event, generated by SL1. Click the ID hyperlink to go to the Event
Investigator.

o Event Source. The system or application that generated this event. Possible values are:

° Syslog. The event was generated from a system log generated by a device.

° Email. The event was generated by an email from an external agent. For example, Microsoft
Operations Manager (MOM).

° Internal. The event was generated by SL1.
° Trap. The event was generated by an SNMP trap.
° Dynamic. The event was generated by a Dynamic Application collecting data from the device.

° API. The event was generated by a snippet Run Book Action, a snippet Dynamic Application, a
request fo the Sciencelogic API, or by an external system.

© SLT agent. The event was generated by log file messages collected by the SL1 agent. For more
information about creating Log File Monitoring Policies to monitor log file messages collected by the
agent, see the Monitoring Device Infrastructure Health manual.

Event Type. The type of entity associated with the event. Possible values are:

° QOrganizations

° Devices

° Assets

° |P networks

° |nterfaces

° Business Service
° |T Services

° Device Services
° Vendors

° User Accounts

° Virtual Interfaces
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o Last Detected. The date and time at which the event last occurred on the entity.

o Ticket External Reference. The numeric ID associated with a ticket from an external ticketing system (that

is, a ticket that was not created in SL1). Click the ticket reference value to view the external ticket in a new
window.

NOTE: To link an external ticket to an event, you must create a custom Run Book Automation policy and a
custom Run Book Action or use the Sciencelogic APls. For help with these tasks, contact
Sciencelogic Customer Care.

o Ticket ID. The ticket ID of the ticket that has been created for the event, if applicable.

o Acknowledge. If the event has not been acknowledged, this column displays an [Acknowledge] button;
click the button to acknowledge the event. If the event has been acknowledged, this column displays a
check-mark character and specifies the user who acknowledged the event. For more information, see the
section "Acknowledging and Clearing Events" in the Events manual.

o Clear. Click the [Clear] button to clear the event. When you do so, the event is removed from the Events
page.

TIP: You can filter the items on this inventory page by typing filter text or selecting filter options in one or more
of the filters found above the columns on the page. For more information, see "Filtering Inventory Pages"
in the Introduction to SL1 manual.

TIP: To rearrange the columns in the list, click and drag the column name to a new location. You can adjust
the width of a column by clicking and dragging the right edge of the column.

Filtering the List of Events

This section explains how to filter the list of events so you can quickly locate and address any potential issues in
your environment.

Filtering Events by Organization and Service

You can view events from all organizations or services, or filter down to just the organizations or services you want
to monitor for events.

To view events by organization or service:

1. On the Events page, click the View menu:
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Group by organization

Group by business service

~ View

2. Select the Group by organization and/or the Group by business service toggle. The relevant panel
appears on the left with a list of events sorted by severity for each organization and/or service:
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arrow icon (’)ﬂ) to expand the panel again.

TIP: To hide the Organizations and Business Services panels, click the left arrow icon (‘E: ). Click the right

3. Onthe left panel, click the check mark icon (@ ) to filter the list of events based on the organization or

service you selected.

TIP: Click the name of a service to go to the Service Investigator page for that service. Click the name of an
organization to go the Organizational Summary Page for that organization.
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Filtering Events by Severity
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The [Events] page displays a list of currently active events, which can be sorted by any column, such as severity
from critical to healthy. You can filter the list of events by severity by clicking one or more of the five colored
buttons near the top of the [Events] page:

= Events @ web A Ay Envamin v Sclencelogic

o3 | 51Events ¢ Citicakl @ Major: 27 Minor: 17 Notice: 0 Healthy: 6 View All © VD
A Q Typet t = e
=) (© AutoRefresh: 5 Minutes v g8 Grid Settings v
& O Organization Sever... Name Message Count Event Type Event Source Acknowledge
. - -
)

O v system ® Major panderp-dist-db-discym-71  panderp-dist-cugl-discvm-7 25473 Device Dynamic v Acknowledge

O v  system ® Major SF-AIO-AFLORES-1022328  The SL1 license expires in 17 1365  Device Dynamic v Acknowledge

O System ® Major System EM? major event: EM7 Core 226 Organization Internal v Acknowledge

(] System ® Major System EM? major event: Messaging 231 Organization Internal v Acknowledge

(] System ® Major System EM? major event: Update Di 285  Organization Internal v Acknowledge

O System ® Major System EM? major event: EM7 Core 94 Organization Internal v Acknowledge

O System ® Major System EM? major event: EM7 Core 46 Organization Internal v Acknowledge

O System ® Major System EM7 major event: Messaging 93 Organization Internal v Acknowledge

O System ® Major System EM? major event: Update D1 165  Organization Internal v Acknowledge

O System ® Major System EM?7 major event: Enterprise 106  Organization Internal v Acknowledge

O System ® Major System EM? major event: Update D1 73 Organization Internal v Acknowledge

O System ® Major System EM?7 major event: Enterprise 54 Organization Internal v Acknowledge

When you click a severity button, the list displays only events with the severity you selected. The severity button you
clicked remains in color, while the other buttons turn gray.

TIP: To clear a severity filter, click the View All link next to the severity buttons.

The following color codes are used throughout SL1:
¢ Red elements have a status of Critical. Critical conditions are those that can seriously impair or curtail
service and require immediate atftention (such as service or system outages).

* Orange elements have a status of Major. Major conditions indicate a condition that is service impacting
and requires immediate investigation.

. elements have a status of Minor. Minor conditions dictate a condition that does not currently impair
service, but needs to be corrected before it becomes more severe.

* Blue elements have a status of Notice. Notice conditions indicate a condition that users should be aware of,
but the condition does not affect service.

» Green elements have a status of Healthy. Healthy conditions indicate that a device or service is operating
under normal conditions. Frequently, a healthy condition occurs after a problem has been fixed.
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Filtering for Masked Events

When a device uses the event mask sefting, events that occur on a single device within a specified span of time
are grouped together, and only the event with the highest severity is displayed on the Events page. This allows
related events that occur in quick succession on a single device to be rolled-up and posted together under one
event description. For example, if a device cannot connect to the network, multiple other services on the device
will raise events. SL1 would display the event with the highest severity and roll up all the other events.

On the Events page, any event that contains masked events includes a magnifying glass icon (2 ) and the word
"Masked" in the Masked Events column:

Events Hep % acwy  Ewvadnin v Sciencelogic

o3 S51Events @ Citicak2 @ Major2¢ Minor:16 @ Notice:0 @ Healthy:4  View All © View
A Q, Type to searc t: = o
=) (@) AutoRefresh: 5 Minutes v £ Grid Settings v
) O Organizat... Severity Name Message Last Dete... Age Ticket ID Count Event Note Mask... - Acknowledge Clear
& . - -

O v  System ® Major SF-AIO-ATUL. VM memoryis Mar 16,2022, 53 minutes 30 1 v Acknowledge X Clear

O v  System ® Major panderp-dist-d panderp-dist-c Mar 16,2022, 2 months 24 d; 25494 v Acknowledge x Clear

O v  System Minor panderp-dist-d Physical Meme Mar 16,2022, 1 month 16 da 13781 v Acknowledge X Clear

O ~  System @ Critical ~ SF-AIO-SSAGL  The SL1licenst  Mar 16,2022, 1 month 9 day: 57019 v Acknowledge x Clear

O v  pandas autom: Minor panderp-dist-a  Physical Meme Mar 16,2022, 3 days 5 hours 875 v Acknowledge * Clear

O ~  System ® Major SF-AIO-AFLOF  The SL1 licensc  Mar 16,2022, 1 day 1 hour 1468 v Acknowledge x Clear

O v  System ® Major SF-AI0-10223 Swap memory Mar 16,2022, 4 hours 7 minu 47 v Acknowledge x Clear

O ~  System ® Major SF-AIO-AFLOF VM memoryis Mar16,2022, 53 minutes 31 1 v Acknowledge x Clear

O v system @ Major appwiz-70 VM memoryis  Mar 16,2022, 53 |nyalid date 1 v Acknowledge % Clear

O ~  System ® Major appwiz-21 VM memoryis Mar 16,2022, 53 minutes 30 1 v Acknowledge x Clear

O «~  System ® Major SF-PATCH-AIC VM memoryis Mar16,2022, 53 minutes 30 1 v Acknowledge x Clear

TIP: Click the Select Columns icon (##) to add the Masked Events column, if it is not currently visible.
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To view more information about masked events:

1. On the Events page, click the magnifying glass icon (2 ) or the Masked link in the Masked Events column
for the relevant event. The Event Investigator page for that event appears.

2. Scroll down to the Masked events section to view the details about the masked events:

Masked events
(©) AutoRefresh: 5 Minutes v €2 Grid Settings v
[] Organiza..  Severity Name Message LastDet.. = Age Ticket ID Count EventNo.. = Masked.. = Acknowledge Clear

D System Minor SF-AIO-ATUL Net-SNMP:C  Mar 16,2022, 58 minutes 8 13 @ Masked v Acknowledge % Clear
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Viewing Additional Data about an Event

On the Events page and the Devices page, you can click the Expand icon (
open a new Device Summary modal:

) next to an event or device to

Device Summary
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300
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Dec 21, 2021, 1:39 PM
Dec 21, 2021, 1:39 PM
Dec 21, 2021, 1:39 PM

Mer 21 70191 13980

SEVERITY

® Notice

@ Notice
@ Notice
@ Notice
@ Notice

08100 08:30 09:00 09:30 10:00 10:30 11:00

Il
ke

MESSAGE

Discovered new interface: Name: ens32, Type: Ethernet Carrier Sense w/ Multiple Access & Collision Detection, Des.
Device record created (Class: ScienceLogic, Inc. | EM7 Admin Portal) ScienceLogic, Inc | EM7 Admin Portal

Started detailed discovery session

Completed filesystem inventary

Added dynamic application for device: Host Resource: Configuration

Added dynamic application for device: Host Resource: Storage

Added dynamic application for device: Support: SL1 Performance

Added dynamic application for device: Support: Viviware Performance

& ddad dunamir snnlicatinn far device: Sunnack S11 Canfienration

A

NOTE: On the Events page, the Device Summary modal displays only for events that are aligned with
devices.

The detail window for that device contains the Tools pane, the Vitals graphs, and the Logs pane:

* The Tools pane enables you to run a set of diagnostic tools or user-initiated actions in the Activity Center,

or to click on custom links that will open in a separate browser window. Click the search bar to search for
tools, actions, or custom links that are available for the device.

 The Vitals pane displays graph data for the past four hours of CPU usage, memory usage, and latency for
that device, where relevant. You can zoom in on a shorter time frame in the Vitals graph by clicking and
dragging, and you can go back to the original time span by clicking the [Reset zoom] button.

» The Logs pane displays a list of events associated with that device.
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TIP: To open the defail or Investigator page for an item, click the link for the item name at the top of the
detail window.

Viewing Automation Actions

To view a log of automated actions that have occurred for an event, on the Events page, click the [Actions]
button (=) for the event and select View Automation Actions. When you do so, the Event Actions Log modal
page appears.

NOTE: You can also view the Event Actions Log modal page by clicking the hyperlink in the Automated
Actions column for a particular event on the Events page.

" em7admin ® Clear

View Event

Edit Event Note

Edit Ticket

View Automation Actions

The Event Actions Log displays a history of all automation actions that SL1 executed in response to the event.
Each entry in the Event Actions Log modal page includes:

* The date and time when the action was executed
* The automation policy that triggered the action
* The name of the action policy

e The result of the action
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Using the Event Investigator

The Event Investigator page provides details about the event as well as the device associated with the event,
where relevant. The Event Investigator page includes sections for Probable Cause & Resolution, Tools, Logs,
Notes, Assets, a Vitals widget, and a list of masked events:

Cisco: BGP Peer State not established and Admin State is start

Minor 17 seconds Ago 2052 Occurrences First seen 7 days 3 hours Ago
Cisco: BGP Peers (11.1.2.2) Peer state is not established and Admin State is start

Description

Cisco BGP Peer state is not established and the admin state is set to start.

Probable Cause  Probable Cause
&Resolution  IP reachability
Incorrect configuration
Layer 2 problems
Resolution

Check TCP to find out what connections we are accepting.

JBS-bgp-11.1.2.10 10.2.10.130 Auto_Cisco_Base_Pack
Tools Logs
K ‘ o AGE ~ SEVERITY 'MESSAGE

16 seconds ® Major Cisco: FRU Control Configuration (NPE-G1 module name
NPE-G1 0 serial number 36542717) Operation Status for

Deep Port Scan Power ot ON' Crirrent statiss is offFnvOther

Cisco: BGP Peers (11.1.2.2) Peer state is not established

18 seconds Minor and Admin State is start

Availability ARP Lookup

e e 29 et ® M Cisco: FRU Control Configuration (NPE-G1 module name

Ping. ARP Ping minutes 29 seconds ® Major NPE-G1 0 serial number 36542717) Operation Status for
Power not ON Current statis is affFnvOther

Cisco: BGP Peers (11.1.2.2) Peer state is not established

Who Is Trace Route 5 minutes 31 seconds ® Minor and Admin State is start

Port Scan

Note 100

testing the event note

80

Cancel v Save Note

%

No asset is assigned to this event’s device 40

20

1600 20:00 22. May 04:00 08:00 12:00

Masked events

This event has no masked events.

TIP: To get to the Event Investigator page, click the linked text in the Message column of the Events page,
or click the [Actions] button (=) for the event and select View Event.
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The top pane of the Event Investigator page contains basic event details. From this pane, you can also
acknowledge the event, clear the event, or click the [Actions] button (- ) and select Create Ticket to create a
ticket for that event. If an event was acknowledged by another user and you have the relevant permissions, you
can click the [Reacknowledge] button to acknowledge that event.

TIP: On the Event Investigator page, click the name of an aligned device or service to go to the Investigator
page for that device or service.

The Event Investigator page includes the following sections:

o Probable Cause & Resolution. Displays additional information about the event, based on the event policy.

e Tools. A set of network diagnostic tools or user-initiated actions that you can run on the device associated
with the event. Click the search bar to search for a tool or action to run, or click one of the default tools or
actions that are available based on the device type and your user permissions. This pane is the same as the
Tools pane of the Event Drawer. For more information, see the section on Using the Action Runner.

o Logs. A list of log entries from the device's log, sorted from newest to oldest by default.

o Note. A text field where you can add new text and edit existing text related to the event and the device
associated with the event. For more information, see Viewing and Editing Event Notes.

o Assets. One or more asset records associated with the device, such as a piece of equipment owned by an
organization. The asset record includes contact information for the technician, administrator, and vendor
for that device. You can click the name of an asset to view an Asset page for more information.

o Vitals. A widget that displays the past 24 hours of CPU and memory usage for the device related to the
event. You can zoom in on a shorter time frame by clicking and dragging, and you can go back to the
original time span by clicking the [Reset zoom] button.

o Masked events. A list of all masked events for the device. When a device uses the event mask setting,
events that occur on a single device within a specified span of time are grouped together, and only the event
with the highest severity is displayed in the Events page. This allows related events that occur in quick
succession on a single device to be rolled-up and posted together under one event description.

Using the Action Runner

You can access the Action Runner from either the Events page or the Event Investigator page. The Action
Runner enables you to run a set of diagnostic tools or user-initiated actions, or to click on custom links that will
open related records in external systems in a separate browser window.

NOTE: The tools and actions that are available in the Action Runner are based on the device type and your
user permissions, as determined by your organization assignment and access hooks. For example, if
a device does not have an IP address, only the Availability tool will be available.

NOTE: For more information about user-initiated actions, see the chapter on "Automation Policies" in the
Run Book Automation manual.
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To use the Action Runner:

1.

2.

Access the Action Runner for events in one of the following ways:

* On the Action Runner page, open the Event Drawer for a particular event. Click the search bar in

the Tools pane.
¢ On the Action Runner page, click the search bar in the Tools pane.

* Click [Activity] in the navigation bar at the top of any page in SL1. Click the search bar.

When you click the search bar, a list displays the default tools, actions, or custom links that are available for
the selected device. Click one of these tools, actions, or custom links, or use the search bar to search for a

tool or action that is not listed. The following default tools are available in the Action Runner:

Availability. Displays the results of an availability check of the device, using the port and protocol
specified in the Availability Port and Availability Protocol fields on the [Settings] tab for this
device.

Ping. Displays statistics returned by the ping tool. The ping tool sends a packet to the device's IP
address (the one used by SL1 to communicate with the device) and waits for a reply. SL1 then displays
the number of seconds it ook to receive a reply from the device and the number of bytes returned
from the device. If the device has an IPv6 address, SL1 uses the appropriate IPvé ping command.

Who Is. Displays information about the device's IP, including the organization that registered the IP
and contacts within that organization.

Port Scan. Displays a list of all open ports on the device at the time of the scan.

Deep Port Scan. Displays a list of all open ports and as much detail about each open port as the
deep port scanner can retrieve.

ARP Lookup. Displays a list of IP addresses for the device and the resolved Ethernet physical address
(MAC address) for each IP address.

ARP Ping. Displays the results from the ARP Ping tool. The ARP Ping tool is similar in function to ping,
but it uses the ARP protocol instead of ICMP. The ARP Ping tool can be used only on the local
network.

Trace Route. Displays the network route between SL1 and the device. The tool provides details on
each hop to the endpoint. If the device has an IPvé address, SL1 uses the appropriate IPvé traceroute
command.

TIP: The tools found in the Action Runner can also be found in the Device Toolbox in the classic SL1 user

interface.
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4.

If you clicked a custom link, the link opens in a new browser window or tab. If you clicked on a tool or
action, then as it runs, its progress and results appear in a log in the Activity Center.

After the tool or action has run, if you want to run it again, click the [Run Again] button. This button
appears only for activities completed during your current session.
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Activity ~

lenny-nightly-dist-mc-10-2-

4-125

Ping C Run Again

Process Started on Collector

PING 10.2.4.125 (10.2.4.125) 56(84) bytes of data.

64 bytes from 10.2.4.125: icmp_seq=1 ttI=63 time=0.283 ms
64 bytes from 10.2.4.125: icmp_seq=2 ttI=63 time=0.254 ms
64 bytes from 10.2.4.125: icmp_seq=3 ttl=63 time=0.274 ms
64 bytes from 10.2.4.125: icmp_seq=4 ttI=63 time=0.404 ms
64 bytes from 10.2.4.125: icmp_seq=>5 ttI=63 time=0.269 ms
--- 10.2.4.125 ping statistics -—

5 packets transmitted, 5 received, 0% packet loss, time 4000ms
rtt min/avg/max/mdev = 0.254/0.296/0.404/0.058 ms
Process Completed on Collector

Deep Port Scan C Run Again

Process Started on Collector
Starting Nmap 6.40 ( http:#/nmap.org ) at 2020-05-16 18:14 UTC

NOTE: The left pane of the Activity Center displays a list of devices for which you have most recently used
the Action Runner, with the current device at the top of the list. To use the Action Runner for any of
the other recently used devices or to view historical logs for the tools or actions that have been run on
those devices, click on the device name.

Acknowledging and Clearing Events

When you acknowledge an event, you let other users know that you are aware of that event, and you are
working on a response.

When you clear an event, you let other users know that this event has been addressed. Clearing an event

removes a single instance of the event from the Events page. If the event occurs again on the same device, it will

reappear in the Events page.

NOTE: If the same event occurs again on the same device, it will appear in the [Events] tab, even if you
have previously cleared that event.

NOTE: When you acknowledge a parent event, all masked events under that parent event are also
acknowledged.

Acknowledging and Clearing Events
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To acknowledge and clear events:

1. To acknowledge an event, find the event on the [Events] page and click the [Acknowledge] button for that
event. Your user name replaces the [Acknowledge] button for that event:

+ em7admin

You can also click the [Acknowledge] button in a specific event's Investigator page.
2. To see when an event was acknowledged and who acknowledged it, hover your mouse over an
acknowledged field.

3. If an event was acknowledged by another user and you have the relevant permissions, you can click the
[Reacknowledge ]button to acknowledge that event.

4. To clear an event, click the [Clear] button. The event is removed from the Events page.

TIP: If you want to hide the [Acknowledge] or [Clear] buttons on the Events page, click the Select
Columns icon () and deselect those columns.

Viewing and Editing Event Notes

From the Events page, you can access event notes, which contain event definitions, probable causes, and
resolutions for the event, along with a text field where you can add more information about the event or the
device you are monitoring. If event notes already exist for that event, the opening text of that note appears in the
Event Note column of the Events page.

To view or edit an event note:

1. On the Events page, click the Note icon (B) forthat event. The Edit Event Note window appears:

Edit Event Note X

Support: Low Rows Behind High

Device: panderp-dist-db-discvm-71

Event Note

CanCCI m
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TIP: You can also edit an event note on the Events page by clicking the [Actions] button ( =) for that event
and selecting Edit Event Note. This is helpful if you have hidden the Event Note column on the Events

page.

2. Type your additional text for the event note and then click [Save]. The event note is updated.

Viewing the Event Policy

From the Events page, you can view the Event Policy for an event, which allows you to view a description of the

policy, enable or disable the policy, and edit policy details.
To view an Event Policy from the Events page:

1. Onthe Events page, click the Actions menu () for that event and select View Event Policy. The Event

Policy Editor page appears for that event:

Poller: File system usage exce... Enable Event Policy [ ]

Policy Description Match Logic Event Message Suppression

Event Definition: A file system on the server has exceeded its usage threshold.
Action: Review file system usage on the hardware tab for this device and to confirm which filesystem(s) are getting full. Take appropriate application action to reduce the

load on these filesystems.

2. Click the [Edit] button to edit the Event Policy. For more information, see the "Defining and Editing Event

Policies" chapter of the Events manual.
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Suppressing and Unsuppressing an Event for a Device

When you suppress an event, you are specifying that in the future, if this event occurs again on the same device,
the event will not appear in the Events page or the Events tab for a device.

If a suppressed event occurs on a different device, it will appear in the Events page and on the Events tab for that
different device.

When you suppress an event, the current instance of the event still appears in the Events. To remove the current
instance from the event console, clear the event (see the section Clearing One or More Events).

NOTE: To suppress an event, accounts of type "user" must be granted one or more access keys that include
the following access hooks: Events/Event:View and Event:Clear. Accounts of type "user" will then be
able to view and suppress events that belong to the same organization(s) as the user. For more
information on access hooks, see the manuals Access Permissions and Organizations and Users.

Suppressing an Event

To suppress an event:

1. Go to the Events page.

2. Click the Actions button () for the event you want to suppress and select Suppress Event for this Device.
In the future, if this event occurs again on the same device, the event will not appear in the Events page.

NOTE: Users of type "user" can view only suppressed events that are aligned with the same organization(s) to
which the user is aligned. Users of type "administrator" can view all suppressed events.

Suppressing an Event on Multiple Devices

When you suppress an event on multiple devices, you are specifying that, in the future, if this event occurs again
on any of those devices, the event will not appear in the Events page or in the Viewing Events page for any of
those devices.

To suppress an event on multiple devices:

1. Goto Event Policies page (Events > Event Policies).

2. Inthe Event Policies page, select the Actions menu ( *++ ) of the event policy you want to edit and select Edit.

3. The selected event policy is displayed in the Event Policy Editor page, where you can edit one or more
properties of the event policy.
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4. Click the [Suppression] tab.

5. Onthe [Suppression] tab, you can select the devices or device groups on which to suppress the event. To
do so:

* Click [Select Devices] to select one or more devices on which to suppress the event. When you click
[Select Devices], the Available Devices modal page appears. Select the checkboxes of the devices
you want to add to the suppression list, and then click [Select].

¢ Click [Select Device Groups] to select one or more device groups on which to suppress the event.
When you click [Select Device Groups], the Available Device Groups modal page appears.
Select the checkboxes of the device groups you want to add to the suppression list, and then click
[Select].

6. Click [Save].

Unsuppressing an Event

On the Event Suppression List page (Events > Suppressions), you can view a list of all suppressed events in SL1
and choose to unsuppress one or more of those events. When you unsuppress an event, if this event occurs again
on the same device, the event will appear in the Events page.

NOTE: To unsuppress an event, accounts of type "user" must be granted one or more access keys that
include the following access hooks: Registry, Registry>Events>Suppressions, and
Event:Suppressions. Accounts of type "user" will then be able to view a list of suppressed events that
belong to the same organization as the user. Accounts of type "user" will also be able to unsuppress
one or more of these suppressed events. For more information on access hooks, see the manuals
Access Permissions and Organizations and Users.

To unsuppress an event:

1. Go to the Event Suppression List page (Events > Suppressions).
Select the checkbox for each event you want to unsuppress.

In the Select Action drop-down menu, in the lower right, select DELETE Suppression.

&= L

Click [Go]. In the future, if the unsuppressed event occurs again on the same device, the event will appear
in the Events page.

Unsuppressing All Instances of an Event

You can simultaneously unsuppress all instances of an event. That is, if a single event has been suppressed for
multiple devices, you can unsuppress the event on all devices. In the future, if the unsupressed event occurs again
on any device, the event will appear in the Events page.
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NOTE: To unsuppress an event on all devices, accounts of type "user" must be granted one or more access
keys that include the following access hooks: Registry, Registry>Events>Event Manager, and
Event:Add/Rem. Accounts of type "user" will then be able to access the Event Policies page and
unsuppress one or more events on all devices. For more information on access hooks, see the
manuals Access Permissions and Organizations and Users.

To unsuppress an event on all devices:

1. Go to the Event Policies page (Events > Event Policies).
2. Select the checkbox for the event you want to unsuppress on all devices.

3. Click [Clear Suppressions]. In the future, if the unsuppressed event occurs again on any device, it will
appear in the Events page or in the Viewing Events page for the device.

Enabling and Disabling Events

You can simultaneously disable one or more events on all devices. When an event is disabled, it will no longer
appear in the Events page for any devices. You can also enable an event that has been disabled.

NOTE: To disable or enable an event on all devices, accounts of type "user" must be granted one or more
access keys that include the following access hooks: Registry, Registry>Events>Event Manager, and
Event:Add/Rem. Accounts of type "user" will then be able to access the Event Policies page and
enable one or more events on all devices. For more information on access hooks, see the manuals
Access Permissions and Organizations and Users.

Disabling Events

To disable one or more events:

1. Go to the Event Policies page (Events > Event Policies).
2. Select the checkboxes for the events you want to disable.

3. Click [Disable]. The selected events will no longer appear in SL1 for any device, application, or policy.

Enabling Events

To enable one or more events:

1. Go to the Event Policies page (Events > Event Policies).
2. Select the checkboxes for the events you want to enable.

3. Click [Enable]. The selected event(s) will once again appearin SL1.
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Event Throttling

When SL1 detects syslog messages or traps coming from a single device at a rate greater than 25 messages per
second, SL1 throftles the messages.

When SL1 throttles messages from a single IP address, those messages are deleted from the Sciencelogic
database. The messages are not passed to the event engine, are not logged, and are not processed as events.

When SL1 throttles messages, SL1 also triggers events:

» Event with a Severity of Critical and the message "Inbound Message Flood". This event is triggered

when a single IP exceeds the threshold of syslog messages or trap messages at least once per minute for the
last ten minutes. The default threshold is 25 messages per second.

» Event with a Severity of Notice and the message "Inbound Message Spikes". This event is triggered

when a single IP exceeds the threshold of syslog messages or trap message. The default threshold is 25
messages per second.

Message throttling is enabled by default. To disable message throttling, contact Sciencelogic Customer Support.
To adjust the threshold for message throttling, contact Sciencelogic Customer Support.

To whitelist an IP address so that message throttling does not apply to that IP, contact Sciencelogic Customer
Support.

NOTE: SL1 does not support message throttling on IPvé devices monitored by CentOS5 Data Collectors.
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Chapter

Devices in the SL1 User Interface

Overview

The Devices page allows you to view all of your managed devices in SL1 and also run a discovery to find more
devices to monitor. You can select a device from the list on the Devices page to view detailed data on the
Device Investigator page for that device.

NOTE: The list of devices on the Devices page matches the list of devices on the Device Manager page
(Devices > Device Manager).

Use the following menu options to navigate the SL1 user interface:

« To view a pop-out list of menu options, click the menu icon [E&).

« 1o view a page containing all the menu options, click the Advanced menu icon ( «+ ).

This chapter includes the following topics:

VieWing DeviCes ... .. 73
Adding Devices with DiSCOVery ... ... .. 76
Using the Device Investigalor ... ... . 77
Overview of the Device Investigator Tabs ... 84
Assigning 1cons 10 DeviCes ... ... 112
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Viewing Devices

The Devices page allows you to view all of your managed devices in SL1. This section explains how to gather
more information about a device from this page.

To navigate to the Devices page, click the Devices icon (&B):

—— @ Help A Activity  Em7admin v Sa'enceLogic

(]

0 0O0O0OO0OO0OO0OO0OOoOOoOOoOOoODaDo

Device Name 1P Address Category Class Organization D State 1 Collection State
v appwiz-35 102235 SystemEM7 Sciencelogic, Inc. EM7 All-In- System 1 @critial active
v SF-AIO-ATULACHAN-1022326 1022326 SystemEM7 Sciencelogic, Inc. EM7 All-In-( System 9 @ Critical active
v SF-AIO-SSAGLAM-1022329 1022329 SystemEM7 Sciencelogic, Inc. EM7 All-In-(_ System 10 @ Critical active

v @ panderp-dist-cug

iscvm-72 1021472 SystemEM7 Sciencelogic, Inc. EM7 DataC ~ pandas_automation_org. 6 @ Healthy active

v panderp-dist-cug2-discvm-73 1021473 SystemEM7 Sciencelogic, Inc.EM7 DataC  pandas_automation_org. 7 ® Healthy active
v SF-AI0-1022332 1022332 SystemEM7 Sciencelogic, Inc.EM7 All-In-_ System 12 @ Helthy active
v SF-AIO-AFLORES-1022328 1022328 SystemEM7 Sciencelogic, Inc.EM7 All-In<_ System 13 @ Heslthy active
v appwiz-21 102221 SystemEM7 Sciencelogic,Inc.EM7 All-In-(_ System 2 @Meor active
v appwiz-70 102270 SystemEM7 Sciencelogic, Inc.EM7 AllIn< System 3 @Meor active
v panderp-dist-db-discvm-71 1021471 SystemEM7 Sciencelogic, Inc.EM7 Databz  System 4 ®Meor active
v SF-PATCH-AIO-JTERCEROS-36 1022336 SystemEM7 Sciencelogic,Inc.EM7 All-In-(_ System 1 @ Maor active
v panderp-dist-ap-discvm-70 1021470 SystemEM7 Sciencelogic,Inc.EM7 Admin ~ pandas_automation_org 5 Minor active
v AWSRootDevice - Cloud Service AWS Service System 8 Minor active

TIP: You can filter the items on this inventory page by typing filter text or selecting filter options in one or more

of the filters found above the columns on the page. For more information, see "Filtering Inventory Pages"
in the Introduction to SLT manual.

For each device, the Devices page displays the following information:
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Device Name. Name of the device. For devices running SNMP or with DNS entries, the name is discovered
automatically. For devices without SNMP or DNS entries, the device's IP address will appear in this field.

IP Address. The device's IP address.

Category. The category assigned to the device. Categories include servers, routers, switches, firewalls, and
printers, among others. The category is automatically assigned during discovery, at the same time as the as
Device Class. For more information about Device Categories, see the chapter on "Managing Device
Classes and Device Categories" in the Device Management manual.

Class. The manufacturer and type of device. The Device Class is automatically assigned during discovery, at
the same time as the Category.

Organization. The Organization to which the device is assigned.

ID. The Device ID. This is a unique number that SLT automatically assigns to the device during discovery.
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« State. The current condition of the device, based upon events generated by the device. The device can have

one of the following States:

o

o

o

o

o

Critical. Device has a serious problem that requires immediate attention.
Major. Device has a problem that requires immediate attention.

Minor. Device has a less-serious problem.

Notice. Device has an informational event associated with it.

Healthy. Device is running with no problems.

o Collection State. The current condition of data collection for the device. The device can have one or more

of the following Collection States:

o

o

Active. SL1 is collecting data from the device.

Unavailable. SLT cannot connect to the device, and will not collect data from the device until the
device becomes available. A physical device falls back to executing the availability ping every five
minutes, unless you have critical ping enabled. Component devices get their availability calculated
by the component discovery Dynamic Application of the parent device.

User-Disabled. SL1 is not currently collecting data from the device because the user has disabled
collection.

System-Disabled. SL1 is not currently collecting data from the device because the system has disabled
collection.

Maintenance. SL1 is not currently collecting data from the device because it is currently in scheduled
maintenance mode.

User-Initiated-Maintenance. SL1 is not currently collecting data from the device because it has
manually been put into maintenance mode by a user.

Component Vanished. The component device has vanished, i.e. is not currently being reported by its
root device. SL1 cannot collect data from the device at this time.

NOTE: Depending on the circumstances, more than one collection state might appear for a single device.
For example, if a device is in a scheduled maintenance mode, the Collection State might be
Unavailable / Maintenance / System-Disabled.

o Hostname. The fully qualified hostname for the device, for devices that are discovered and managed by

hostname (instead of IP address). This column does not appear by default, but you can add it by clicking
Grid Settings > Column Preferences.
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Viewing Additional Data about a Device

On the Events page and the Devices page, you can click the Expand icon (™) next to an event or device to
open a new Device Summary modal:

Device Summary X

Device: SF-dist-ap-discvm-1022348

Tools

Vitals

100 /\
N\ - ™

07:30 08:00 08:30 09:00 09:30 10:00 10:30 11:00

Logs

1l
[+

& parermme seveRiry MessacE

Dec 21,2021,1:22PM ® Notice Discovered new interface: Name: ens32, Type: Ethernet Carrier Sensew/ Multiple Access & Collision Detection, Des... ™

Dec 21,2021, 1:22PM Deevice record created (Class: ScienceLogic, Inc. | EM7 Admin Portal) ScienceLogic, Inc. | EM7 Admin Partal
Dec 21,2021, 1:35 PM Started detailed discovery session
Dec 21,2021, 1:39 PM Completed filesystem inventory

Dec 21,2021,1:39PM ® Notice Added dynamic zpplication for device: Host Resource: Configuration
Dec 21,2021,1:39PM ® Notice Added dynamic application for device: Host Resource: Storage

Dec 21,2021,1:39PM ® Notice Added dynamic application for device: Support: 5L1 Performance

Dec 21,2021,1:39PM ® Notice ‘Added dynamic application for device: Support: VMware Performance

Pler 21 2021 1-39 P & Nntire Added dvnamir annlicatinn far device: Sinnart- §1 1 Canfiguration ¥

NOTE: On the Events page, the Device Summary modal displays only for events that are aligned with
devices.

The detail window for that device contains the Tools pane, the Vitals graphs, and the Logs pane:

* The Tools pane enables you to run a set of diagnostic tools or user-initiated actions in the Activity Center,
or to click on custom links that will open in a separate browser window. Click the search bar to search for
tools, actions, or custom links that are available for the device.

» The Vitals pane displays graph data for the past four hours of CPU usage, memory usage, and latency for
that device, where relevant. You can zoom in on a shorter time frame in the Vitals graph by clicking and
dragging, and you can go back to the original time span by clicking the [Reset zoom] button.

* The Logs pane displays a list of events associated with that device.
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TIP: To open the defail or Investigator page for an item, click the link for the item name at the top of the
detail window.

Aligning a Device with a Different Organization

To align a device with a different organization:

1. On the Devices page, click the Actions button () for the device and select Align Organization. The Align
to Organization window appears.

TIP: To align more than one device to an organization, select the checkboxes to the left of those devices and
click Align Organization in the blue bar at the bottom of the screen.

2. Inthe Align to Organization window, use the Organization drop-down to search for and select an
organization.

3. Click the [Align Organization] button. The organization you selected now appears in that Info drop-down
on the Device Investigator page for that device.

Adding Devices with Discovery

On the Devices page, you can click the [Add Devices] button to run a guided or unguided discovery session, a
process that searches for and adds more devices to SL1 for monitoring.

For more information about adding devices using guided or unguided discovery, see the Discovery and
Credentials manual.
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Using the Device Investigator

The Device Investigator displays a customizable, detailed set of data about a specific device.

From the Devices page, click the name of a particular device to open the Device Investigator page for that
device:

= Devices

Investigator  Settings

A
@
=]

@ Crical

Combined Charts

SF-AlO-SSAGLAM-1022329

Abers @@ © QO

Attributes Collections

10.2.23.29 - Sciencelogic, Inc. EM7 All-In-One in System

' active

Configs

Combined Charts

Events Interfaces  Journals  Logs

Events
1ofl

21667 @ Critical ‘The SL license expires n -113 days

Combined Charts

Map  Monitors

Ticket ID

@ Help

Notes

Availability (%)

Device Vitals

1800

Latency (s)

Device Vitals

Combined Charts

Ports

Processes

18

[ ‘ Tools |

Mar

Cancel

Redirects

05:00 1200

A Aty envacmin v Sciencelogic

Rel Q More v

The tabs on the Device Investigator page provide access to all of the data associated with the device.

The tabs

are similar to the tabs on the Device Administration and Device Properties panels in the classic SL1 user

interface.

Only tabs relevant to the selected device are available on the Device Investigator page. For example, the
[Agent] and [Interfaces] tabs do not display if the selected device does not use agents or interfaces. Also,
widgets on the [Investigator] tab display as "Empty" where no metrics exist for that widget.

The Device Investigator page can include the following menus and buttons:

¢ Info. This drawer on the [Investigator] tab displays additional information about the device, along with the
most recently updated values for uptime and collection time.

o Report. This button lets you generate a detailed report on the device.

e Tools. This button opens the Activity Center, where you can run a set of diagnostic tools or user-initiated

actions, or to click on custom links that will open in a separate browser window.

The Device Investigator page contains the following tabs:

« Investigator. Displays panels that provide basic information and metric data about a device. For most
devices, the default panels include an Overview panel, Events, Logs, Availability, and combined charts for
metrics such as utilization, discards, and errors. You can customize the panel layout on this page to meet

your specific business needs, including select additional metrics to display.
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Settings. Lets you manage your preferences for that device, such as whether to auto-clear events, accept all
logs, run daily port scans, and more. You can also set user maintenance preferences and disable or enable
collection on that device.

Attributes. Lists the custom descriptive fields that are currently aligned with this device. On this tab, you can
add and remove extended custom attributes to this device.

Changes. Displays active and cleared Change Events for a device.

Collections. Lets you align or un-align Dynamic Applications with this device, enable or disable collection
for the Dynamic Applications, and run a Dynamic Application. You can also change credentials and update
the poll frequency for a Dynamic Application.

Configs. Displays configuration information collected from the device by Dynamic Applications. If this
device does not have any configuration data, this tab does not appear.

Events. Displays a list of active and cleared events for the device. You can acknowledge events from this tab
and add event notes.

Interfaces. Displays information about the interfaces used by the device. If this device does not use
interfaces, this tab does not appear.

Journals. Displays journal entry information collected from the device by Dynamic Applications.
Logs. Displays all of the messages SL1 and the SL1 Agent, if applicable, have collected from the device.
Machine Learning. Displays a list of machine learning metrics that are enabled for the device.

Map. Opens a map of that device and the devices it is related to (for systems that have the Maps page
enabled).

Monitors. This tab lets you define monitoring policies for the device.

Notes. Displays notes and attachments associated with the device. You can also edit and create notes.
Ports. Displays a list of all open ports on the device.

Processes. Displays a list of system processes running on the device.

Redirects. Allows you to redirect logs entries from an IP-based device to the current device. This is most
useful when the current device is a virtual device, but you can also redirect log entries from one IP-based
device to another IP-based device.

Relationships. Displays information about parent-child relationships between devices.

Schedules. Allows you to view and manage all the scheduled processes you have defined in your system.
Software. Displays a list of all the software installed on the device.

Thresholds. Lets you define space and performance thresholds for a device.

Tickets. Displays all open, pending, or working tickets associated with the device.

More. This drop-down lets you select additional tabs to display on the Device Investigator page by
clicking the star icon next to the tab name. You can search for specific items on a tab, such as Device Class,
Uptime, or Category, and the relevant tab will appear in the search results. You can also remove a tab by
clicking the star icon again, turning it from blue to white. Your tab selections are saved and remain in place
even affer you log out:
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* Investigator

* Attributes
# Changes
#* Collections
#* Configs

* Events

* Interfaces
* Journals
* Logs

* Map

% Monitors

More

# Settings

#* Notes

* Ports

* Processes
* Redirects

# Relationships
# Schedules
* Software

% Thresholds

W Tickets

TIP: Click the forward-slash button (/) to open the More drop-down. You can highlight search results using
the Up and Down Arrow keys on your keyboard, and select a result by pressing Enter. To close the drop-
down, click the word More.

Using the Info Drawer on the Device Investigator Page

On the Device Investigator page, you can view read-only information about the device in the Info drawer:
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The Info drawer displays the following information for the device:

o Status. The status of the device.

¢ Collector. The Collector Group that was last used to collect data from the device. For All-In-One
Appliances, this field will contain the name of the default, built-in Collector Group.

« Collecting. Indicates that the device collection is "Collecting" with a green check mark icon (+# ), meaning
SL1 is periodically collecting data from the device, or "Not Collecting" with a prohibition icon (& ), meaning
the SL1 is not currently collecting data from the device.

o |P. IP address of the device.

o Organization. The organization to which this device belongs. Click the organization name to view a detail
page for the organization.

¢ Device Class. Device class for the device. A device class usually describes the manufacturer of the device.

o Category. The device category associated with the device. The device category usually describes the

primary function of the device, such as a "server", "switch", or "router".
o Device Type. Specifies whether the device is a physical device or a virtual device.
¢ Collection Time. Date and time of the most recent collection.

o Uptime. The number of days and hours that the device has been continuously up and communicating with
SLT.

e More Aftributes. This lower section lists any custom attributes that might be aligned with this device.
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Running a Device Report

On the Device Investigator page for a specific device, you can generate a detailed report on that device. You
can specify the information to include in the report and the format that SL1 will use to generate the report,
including HTML, PDF, XLS, and more.

1. Onthe Device Investigator page, click the [Report] button in the top navigation bar. The Device Report
modal page appears.

2. Inthe Type drop-down, select the type of report you want to generate. Your options include:

* [Full Report]. Includes information about device status, status of all device policies, status of all
monitors, status of hardware components, status of all thresholds defined for the device, a list of all
active events associated with the device, and information about the last collection time and last entry
to the device log.

* [Status]. Includes information about device status, status of all monitors, status of hardware
components, status of all thresholds defined for the device, and information about the last collection
time and last entry to the device log.

» [Config]. Includes status of all monitors, status of all thresholds defined for the device, and
information about the last collection time and last entry to the device log.

* [Contact]. Includes contact information for the device's organization and contact information for all
vendors and warranty or support accounts.

* [Hardware]. Includes overview of hardware components for the device.

* [Notes]. Includes all notes created in the Notepad Editor page.

* [Software]. Displays a list of software installed on the device.

 [Processes]. Displays a list of all processes running on the device.

* [Network]. Includes information about network ports and network configuration.
* [Events]. Includes a list of all active events associated with the device.

* [Health]. Includes information about device status, status of all monitors, status of all Dynamic
Applications associated with the device, status of all thresholds defined for the device, and a list of all
active events associated with the device.

3. Inthe Format drop-down, select the format for the report. Your options include:

e HTML. Create the report as an HTML document.

e PDF. Create the report as a PDF document.

e DOC. Create the report as a Microsoft Word document.
o XLS. Create the report as Microsoft Excel spreadsheet.

e CSV. Create the report using comma-separated values.

4. Click [Create Report] to generate the report.
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Using the Action Runner

On the Device Investigator page, you can click the Tools menu to display the Action Runner. The Action
Runner enables you to run a set of diagnostic tools or user-initiated actions, or to click on custom links that will
open in a separate browser window.

NOTE: The tools and actions that are available in the Action Runner are based on the device type and your
user permissions, as determined by your organization assignment and access hooks. For example, if
a device does not have an IP address, only the Availability tool will be available.

NOTE: For more information about user-initiated actions, see the chapter on "Automation Policies" in the
Run Book Automation manual. For more information about custom links, see the chapter on
"Custom Links" in the Customizing the User Experience manual.

To use the Action Runner:
1. Access the Action Runner for devices in one of the following ways:
» On the Devices page, open the Device Drawer for a particular device. Click the search bar in the
Tools pane.
» On the Device Investigator page, click the [Tools] button in the top navigation bar.
* Click [Activity] in the navigation bar at the top of any page in SL1. Click the search bar.
2. When you click the search bar, a list appears of the default tools, actions, or custom links that are available

for the selected device. Click one of these tools, actions, or custom links, or use the search bar to search for
a tool or action that is not listed. The following default tools are available in the Action Runner:

« Availability. Displays the results of an availability check of the device, using the port and protocol
specified in the Availability Port and Availability Protocol fields on the [Settings] tab for this
device.

¢ Ping. Displays statistics returned by the ping tool. The ping tool sends a packet to the device's IP
address (the one used by SL1 to communicate with the device) and waits for a reply. SL1 then displays
the number of seconds it fook to receive a reply from the device and the number of bytes returned
from the device. If the device has an IPvé address, SL1 uses the appropriate IPv6 ping command.

o Who Is. Displays information about the device's IP, including the organization that registered the IP
and contacts within that organization.

e Port Scan. Displays a list of all open ports on the device at the time of the scan.

e Deep Port Scan. Displays a list of all open ports and as much detail about each open port as the
deep port scanner can retrieve.

o ARP Lookup. Displays a list of IP addresses for the device and the resolved Ethernet physical address
(MAC address) for each IP address.
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o ARP Ping. Displays the results from the ARP Ping tool. The ARP Ping tool is similar in function to ping,
but it uses the ARP protocol instead of ICMP. The ARP Ping tool can be used only on the local

network.

o Trace Route. Displays the network route between SL1 and the device. The tool provides details on
each hop to the endpoint. If the device has an IPvé address, SL1 uses the appropriate IPvé6 traceroute

command.

TIP: The tools found in the Action Runner can also be found in the Device Toolbox in the classic SL1 user

interface.

3. Ifyou clicked a custom link, the link opens in a new browser window. If you clicked on a tool or action, then

as it runs, its progress and results appear in a log in the Activity Center.

4. After the tool or action has run, if you want to run it again, click the [Run Again] button. This button

appears only for activities completed during your current session.

Activity

lenny-nightly-dist-mc-10-2-

4-125

Ping

Process Started on Collector

PING 10.2.4.125 (10.2.4.125) 56(84) bytes of data.

64 bytes from 10.2.4.125: icmp_seq=1 ttI=63 time=0.283 ms
64 bytes from 10.2.4.125: icmp_seq=2 ttl=63 time=0.254 ms
64 bytes from 10.2.4.125: icmp_seq=3 ttI=63 time=0.274 ms
64 bytes from 10.2.4.125: icmp_seq=4 ttl=63 time=0.404 ms
64 bytes from 10.2.4.125: icmp_seq=5 ttI=63 time=0.269 ms
---10.2.4.125 ping statistics -

5 packets transmitted, 5 received, 0% packet loss, time 4000ms
rtt min/avg/max/mdev = 0.254/0.296/0.404/0.058 ms
Process Completed on Collector

Deep Port Scan

Process Started on Collector
Starting Nmap 6.40 ( http:/#/nmap.org ) at 2020-05-16 18:14 UTC

C Run Again

 Run Again

NOTE: The left pane of the Activity Center displays a list of devices for which you have most recently used
the Action Runner, with the current device at the top of the list. To use the Action Runner for any of
the other recently used devices or to view historical logs for the tools or actions that have been run on

those devices, click on the device name.
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Overview of the Device Investigator Tabs

The following section provides an overview of how to use the tabs on the Device Investigator page for a

selected device.

The Investigator Tab

The [Investigator] tab of the Device Investigator page displays a customizable set of metrics about the selected
device.

= Devices

] SF-AIO-SSAGLAM-1022329
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=]
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@ Critical Abers@@® © QO + active
Combined Charts A
100
s
% s
2
"
o
1800 16.M 0600 1200
= SR
Combined Charts WA

Configs

Events Interfaces Journals
Events
1of1
L} Severity Message

21667 @ Critical

Combined Charts

The SL1 license expires in

Logs

113 days

Map

Monitors ~ Notes  Ports  Processes  Redirects ~ Rel Q More v
E
Availability (%
ity (%) N o
Device Vitals
Tidet D ]
Unavailable 24H

@ Help W Activty  Em7admin v Scfencel_ogic

Report ‘ Tools | Cancel Save

e (D DO 00 D0 00011 O B
Unknown I LI I T I N I

1800 16 Mar 06:00 1200

Latency (s)

Device Vitals

— SFAID-SSAGLAM-1022329

Combined Charts oA

tets

Overview of the Device Investigator Tabs

84



The device type determines which metrics appear in the [Investigator] tab. For most devices, the following
panels and metrics appear by default:

Overview. Displays a panel that includes basic information about the device, including its IP address,
Device Class, organization, current state, event count, and collection status.

Events. Displays a panel with the list of events aligned with this device. In the right-hand pane, you can click
the ID or Message field to view the Event Investigator page for that event. You can also click the Events
panel heading to go to the [Events] tab for that device.

Availability. Displays a panel for the device's availability over time. Availability means a device's ability to
accept connections and data from the network.

Latency. Displays a panel for latency for the device over time, in milliseconds. Latency means the amount of
time it takes SL1 to communicate with the device.

Map. Displays a panel with a map of the device and all of the devices with which the device has
relationships. You can also click the Map panel heading to go to the [Map] tab for that device. This panel is
disabled by default, but can be enabled by clicking the [Edit] button, and then selecting the Map checkbox.

CPU Utilization, Physical Memory Utilization, and Swap Memory Utilization. Displays a combined
chart panel with the percentage of CPU, physical memory, and swap memory used by the device over time.

Utilization In and Out. Displays a combined chart panel with the percentage of utilization in and out for
the device's network interfaces.

Discards In and Out. Displays a combined chart panel with the number of discards in and out for the
device's network interfaces over time.

Errors In and Out. Displays a combined chart panel with the number of errors in and out for the device's
network interfaces over time.

Logs. Displays a panel with a list of the logs for the device, sorted from newest to oldest by default. You can
use the Search field to search device logs for specific event messages, event IDs, date ranges, source types,
and other relevant text for troubleshooting. You can also click on the column headers for Date/Time,
Source, Event ID, Severity, and Message to sort by that column.

TIP:

You can customize the look and feel of the [Investigator] tab by contracting, expanding, and resizing
panels as needed. Click the contract icon (#* ) in the panel header to display only the header or click the
expand icon (.. ) fo display the panel's full contents. Click the Actions icon (=) in the panel header and
then select Small, Medium, or Large to resize the panel.

TIP:

You can customize the appearance of leaderboard panels for interfaces, file systems, and Dynamic
Applications in the [Investigator] tab. Click the Leaderboard Bar Chart icon (<) to switch from a bar
chartto a line char, or click the Line Chart icon (~/) to switch from a line chart to a leaderboard bar
chart.
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TIP: The [Investigator] tab panel layout is responsive. Panels are automatically resized or relocated
whenever a panel is added or removed, the panels are rearranged on the page, or the browser page

increases or decreases in size.

The Device Investigator page also includes the following sidebar buttons:

o Edit. Click the [Edit] button on the right panel to edit the content that appears on the [Investigator] tab and
its layout. For example, you can add or remove metrics, edit the metric panel order, or combine charts

on the [Investigator] tab.

o Timespan. Click the timespan button on the right panel to adjust the timespan of data that appears in all of
the metric panels on the [Investigator] tab. The default timespan is Last 24 Hours.

NOTE: Select the Always display raw data checkbox at the top of the timespan selector to ensure that the
metric data that appears in the panels on the [Investigator] tab always includes the most recent
data available. If you do not select that checkbox, SLT will still display raw data when you select a
timespan of less than 2 days, but will automatically display rolled up hourly data for timespan
selections of 2-45 days and rolled up daily data for timespan selections of more than 45 days.

TIP: In the right-hand pane, you can click Expand at the bottom of a panel to make that panel bigger.

Adding and Removing Metrics on the Investigator Tab

Optionally, you can add metrics to the [Investigator] tab for Dynamic Applications, interfaces, and the SL1
Agent (if applicable), among other things. You can also remove metrics from the [Investigator] tab.

To add and remove metrics on the [Investigator] tab:

1. To add a metric panel that is not currently on the [Investigator] tab, click the [Edit] button on the right
sidebar to expand the layout panel, and then click the Add a metric field. A list of metrics appears:

Q v
Avg Transaction Count

CPU %

Disk Busy Max

Disk %

File Read Bytes

Files Accessed

2. Select a metric from the list, or type the name of a metric and select it from the list. The metric is added to the
right pane, and a corresponding widget appears in the left pane.
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3. Some metrics might require you to make additional selections, such as the network interfaces associated
with a device. Click the field and add one or more additional metrics, as needed.

NOTE: You can select up to eight additional metrics per widget.

4. To remove a metric panel from the [Investigator] tab, uncheck the corresponding box in the right panel.
The metric remains listed in the right panel, but the panel is removed from the [Investigator] tab.

5. To completely remove the metric and its corresponding panel from the [Investigator] tab, click the
[Remove from Layout] button ( * ) for that metric in the right panel.

NOTE: The [Investigator] tab retains any changes you made to the set of device metrics displayed for each
device, on a per-user basis. To reset these changes to their default settings, click the [Reset] button
at the bottom of the right panel. Optionally, you can apply these changes to other Device
Categories, Device Classes, or devices. For more information, see the section on Applying a
Custom Device Investigator Layout to Other Devices.

Editing the Metric Panel Order on the Investigator Tab

On the [Investigator] tab of the Device Investigator page, the order in which the metric panels appear in the
right panel when you click the [Edit] button mirrors the order in which the corresponding metric panel widgets
appear in the left panel. You can drag and drop the panels up or down in the right panel to edit the order in
which the metric panels appear on the left panel. This enables you to prioritize the information that appears on
the page.

To edit the order in which widgets appear on the [Investigator] tab:

1. On the [Investigator] tab of the Device Investigator page, click the [Edit] button on the right sidebar to
expand the layout panel.

2. Hover your mouse over the "Panel" heading of the panel that you want to move until you see an open hand
icon appear:
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3. Click and hold down the left button on your mouse to grab the panel, and then use your mouse to drag the
panel to a different location in the list. When you do so, the open hand icon becomes a closed hand icon,

and a blue dotted box appears around the panel.
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4. Release the left mouse button to drop the panel in your desired location. The new right-hand panel order

will be reflected in the left-hand widget panel.
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NOTE: The [Investigator] tab retains any changes you made to the set of device metrics displayed for each
device, on a per-user basis. To reset these changes to their default settings, click the [Reset] button
at the bottom of the right panel. Optionally, you can apply these changes to other Device
Categories, Device Classes, or devices. For more information, see the section on Applying a
Custom Device Investigator Layout to Other Devices.

Combining Charts on the Investigator Tab

On the [Investigator] tab of the Device Investigator page, you can combine charts for different time-series
metrics to see all of the combined data for those metrics in a single chart.

89 Overview of the Device Investigator Tabs



To combine charts:

1. On the [Investigator] tab of the Device Investigator page, click the [Edit] button on the right sidebar to

expand the layout panel.

2. Hover your mouse over a time-series metric name until you see an open hand icon appear.
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3. Click and hold down the left button on your mouse to grab the metric, and then use your mouse to drag the
metric into the panel of a different time-series metric in the list. When you do so, the open hand icon
becomes a closed hand icon, and the panel containing the combined metrics turns blue.
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4. Release the left mouse button to drop the metric into the desired panel. The newly combined metric panel
will be reflected in a "Combined Charts" widget in the left-hand widget panel.
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NOTE: The [Investigator] tab retains any changes you made to the set of device metrics displayed for each
device, on a per-user basis. To reset these changes to their default settings, click the [Reset] button
at the bottom of the right panel. Optionally, you can apply these changes to other Device
Categories, Device Classes, or devices. For more information, see the section on Applying a
Custom Device Investigator Layout to Other Devices.

Applying a Custom Device Investigator Layout to Other Devices

The device [Investigator] tab has a default layout that includes widgets such as an Overview panel, Events
panel, Logs panel, and combined chart panels for utilization, discard, and error metrics. Initially, this layout is
assigned to all devices.

You can also create custom [Investigator] tab layouts for individual devices or entire Device Classes or Device
Categories, and then apply those updates either to only yourself or to all system users.

To apply a custom device [Investigator] layout to other devices:

1. On the [Investigator] tab of the Device Investigator page, click the [Edit] button on the right sidebar to
expand the layout panel. When you do so, the [Investigator] tab name will appear at the top of the layout
panel, along with one of the following labels:

o Default. Indicates the layout has not been changed from the default settings.

 Private. Indicates the layout has been changed from the default settings but only applied to the
logged in user.

o Public. Indicates the layout has been changed from the default settings and has been applied to all

system users.
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2. Make updates to the [Investigator] layout as needed, such as by adding or removing metrics, editing
the metric panel order, or combining one or more charts into a single panel. When you do so, the
label at the top of the layout panel will change to "Private”, if it was not already labeled as such.

3. To save the custom [Investigator] layout for other devices, Device Classes, or Device Categories, and/or to
save the layout for all system users, click the [Apply To...] button, and then proceed to step 4. Otherwise,
do one of the following:

* To save the custom [Investigator] layout for only the current device and your user account, leave the
page. When you do so, SL1 automatically saves the custom layout, and will display the custom layout
when you return to the [Investigator] for that device.

» To revert your [Investigator] layout changes to the default settings, click the [Reset] button.

4. Onthe Apply "Custom Investigator" to... modal, use the following tabs and fields to specify the devices
and users to which you want to apply the custom [Investigator] layout, as well as its name:

« Categories, Classes, and Devices tabs. Click the appropriate tab(s) at the top of the modal page
and then use the search field to locate the specific Device Categories, Device Classes, or individual
devices to which you want to apply the custom [Investigator] layout. Select the checkbox for each
category, class, or device that you want to select.

o Name. Type a new name for the custom [Investigator] layout.

o Apply Investigator for. Select one of the following options:
° Myself. Applies the custom [Investigator] layout to only your user account.

o All System Users. Applies the custom [Investigator] layout to all users in your SL1 system.

5. Click [Review]. A summary of your selections appears.

6. To confirm your selections, click [Apply To Selected Types].

The Settings Tab

On the [Settings] tab of the Device Investigator page, you can manage your preferences for that device, such
as whether to auto-clear events, accept all logs, run daily port scans, and more.
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coLLecTion USER MAINTENANCE

Enable Collection Poll and collect data from this device Enable User Maintenance O Manually suppress creation of new events below your Minimum

Maintenance Severity while this device is under maintenance
Collection Poller

Choose which Collector Group will perform discovery and gather data Enable Collection During Maintenance When User Maintenance is enabled, continue to poll and collect data
cuG v from the device from this device
Collection Type Perform discovery using “Standard” (IP address using standard DNS) or
. “DHCP" (perform DNS lookup to get the latest IP address for the device
Standard eachtime ALERTS AND EVENTS
EventiMask Group together events on this device within the selected time interval,
Every 10 Minutes v rolled up under the highest severity event
MONITORING
Always Create Latency Alert (] Generate two separate alerts when both Avallability and Latency
The community string for read-only access to SNMP information on the checks fail, or suppress Latency alert and only generate Availability alert
SNMP Read M device when they both fail
- Allow Events to Auto-Clear v Disabling this option overrides an event policy's auto-clear setting on
SHMPWrite The community string for read-and-write access to SNMP information a this device
none M onthe device
Critical Ping
alabiliy Protocel Disabled . Ping the device and create an event if the device does not respond
uDP . The protocol to monitor that determines if the device is available

Availability Port

" ermi availa OTHER PREFERENCES
161 -SNMP . The port to monitor that determinesif the deviceis available

Accept All Logs Save all logs for this device, or save only logs associated with events
Latency Protacol
cmp . The protocol to monitor that determines latency for the device Daily Port Scans Scan the device for open ports every day
Preserve Device Name Force the name of the device to remain the same, even if the hostname
Latency Port onthe actual device is changed
\omp . The port to monitor that determines atency for the device
Disable Asset Update O Do not create or update an asset record for the device
Auto-Update Rediscover this device nightly and update with any changes found on Bypass Interface Inventory [J  Discovernetworkinterfaces during re-discovery and during nightly
the device auto-discovery
Scan Al IPs Scan for open ports on all IPs during initial discovery and nightly. Dynamic Discovery Automatically assign the appropriate dynamic applications to the device

discovery if the device uses multiple IP addresses during discovery

Click the [Edit] button to change your settings. When you are done making changes, click [Save].

NOTE: The Agent section appears only for agent-type devices.

Set the following Agent data collection preferences:

o Disk Space. Specify the amount of disk space in MB that the agent can use to store data. If the agent loses
connectivity to SL1, this disk space will be used to store collected data until the connection to SL1 is restored.
When connectivity is re-established, the agent uploads all of its stored data.

o Excludes. Type a list of processes and directories, separated by semi-colons, that you do not want the agent
to monitor.

« Includes. Type a list of processes and directories, separated by semi-colons, that you want the agent to
monitor. This field ensures that specific processes are monitored.

NOTE: If a process or directory is included in both the Excludes field and the Includes field, the item
in the Includes field will override the item in the Excludes field.

o Collect File Information. Select this option if you want the agent to report the names of files accessed by
each monitored process.

o Collect Named Pipe Information. Select this option if you want the agent o collect named pipe
information.

o Collect Socket Information. Select this option if you want the agent to collect socket information.
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o Collect Thread Information. Select this option if you want the agent to collect thread information.

o Collect Non-Intercepted Processes. Select this option if you want the agent to collect limited information
for processes that do not contain the agent library.

o Processes Aggregation. Specify how you want the agent to collect limited information for processes that do
not have the agent library in them, and how to aggregate short-lived processes. Your options include the
following:

o All: Aggregate every short-lived process into its parent.
° None: Do not aggregate any short-lived process.

o Without Sockets: Aggregate short-lived processes unless those processes have sockets.
o Upload Interval. Specify how often the agent should upload data. Your options include the following:

» 20 Seconds. Upload a data snapshot every 20 seconds.

» 60 Seconds. Upload a data summary every 60 seconds. This is the default setting starting with SL1
version 11.1.0, and version 174 of the Linux agent and version 133 for the Windows agent. This
option uses an improved data format that requires fewer SL1 resources. The SL1 agent continues to
internally collect and poll data every 20 seconds, but the agent summarizes and uploads that data
every 60 seconds. There is no data loss even though the data is uploaded less frequently.

Set the following Collection preferences:
o Enable Collection. Select this option to enable collection using the collector group specified in the
following field.
o Collection Poller. Select the name of collector group you want to use for collection on this device.
o Collection Type. Select the type of collection you want to use on this device. Your options include Standard
or DHCP.

Set the following Monitoring preferences:

o SNMP Read. Select the community string for read-only access to SNMP information on the device.

o SNMP Write. Select the community string for read-and-write access to SNMP information on the device.
« Avadilability Protocol. Select the protocol to monitor that determines if the device is available.

« Availability Port. Select the port to monitor that determines if the device is available.

* Latency Protocol. Select the protocol to monitor that determines latency for the device.

o Latency Port. Select the port to monitor that determines latency for the device.

o Auto-Update. This checkbox specifies whether or not you want SL1 to perform a nightly discovery of the
device and update records with changes to the device. If this field is unchecked, SL1 will not perform nightly
discovery. Changes to the device, including newly opened ports, will not be recorded by SL1.

o Scan All IPs. If the device uses multiple IP Addresses, SL1 will scan for open ports on all IPs during initial
discovery and nightly discovery.

Set the following User Maintenance preferences:
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o Enable User Maintenance. Specifies whether the device is in user maintenance mode. User maintenance
is an option that allows a user to manually put a device in to "maintenance mode". During maintenance
mode, for the selected devices, SL1 generate only events with a severity less than the system-wide
Maintenance Minimum Severity setting. If you select Enabled, the device is put in user maintenance
mode, and the device will remain in this state until you or another user disables user maintenance mode.

o Enable Collection During Maintenance . Specifies whether SL1 will poll the device when user

maintenance mode is enabled. If you select Enabled, SL1 will continue to poll and collect data from this
device during user maintenance mode.

Set the following Alerts and Events preferences:

o Event Mask. Specify the time frame for masking events. When a device uses the Event Mask setting, SL1
groups together events that occur on that device within the specified span of time.

» Always Create Latency Alert. Select this option to generate two alerts when availability and latency checks
fail. Deselect to generate only an availability alert and suppress latency alerts.

o Allow Events to Auto-Clear. Deselect this option to override an event policy's auto-clear setting for this
device.

o Critical Ping. Pings the device and creates an event if the device does not respond. When enabled you can
select between 5 and 120 seconds.

Set the following Other device preferences:

o Accept All Logs. This checkbox specifies whether or not you want to keep and save all logs for this device. If
you want to retain only logs associated with events, uncheck this field.

o Dadily Port Scans. This checkbox specifies whether or not you want SL1 to perform a daily scan of the device
for open ports.

o Preserve Device Name. If selected, the name of the device in SL1 will remain the same, even if the name of

the actual device is changed. If unselected, the SL1 name for the device will be updated if the name of the
actual device is changed.

o Disable Asset Update. If selected, SL1 will not automatically create a new asset record for the device or

update the existing asset record for the device. For the single device, this checkbox over-rides any settings
defined in the Asset Automation page (System > Settings > Assets).

 Bypass Interface Inventory. Specifies whether or not the discovery session should discover network
interfaces. Your options include:
o Selected. SL1 will not attempt to discover interfaces for this device during re-discovery and nightly

auto-discovery.

° Not Selected. SL1 will attempt to discover network interfaces for this device during re-discovery and
nightly auto-discovery using the Interface Inventory Timeout value and Maximum Allowed
Interfaces value specified in the Device Thresholds page.

« Dynamic Discovery. If selected, SL1 will automatically assign the appropriate dynamic applications to the
device during discovery.
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The Attributes Tab

On the [Attributes] tab of the Device Investigator, you can view a list of list of custom attributes that are already
aligned with that device, and you can also add and remove extended custom attributes for the device:

Devices

panderp-dist-cugi- ...

Investigator Settings

Attributes

g P

Q) Typet h reT

Display Name

3

e

Value Type

automationBase String

Collections

@ Help A Activity ~ Em7Zadmin v SClénceLogiC

Report ‘ Tools ‘

Configs Events Interfaces Journals Logs Map
Value Attribute Type
automation Base

Cancel Save

Q More v~

Monitors

.

£ Grid Settings v

NOTE: For more information about this tab, see the chapter on "Adding Custom Attributes for a Device." in
the Device Management manual.
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The Changes Tab

On the [Changes] tab of the Device Investigator, you can view a list of the active and cleared change events
for a device.

= Devices @Hp X acity  Envaamin v Sciencelogic

blcol26 [ \ Tools
A Monitors  Events  Thresholds ~ Processes  Software  Ports  Map  Tickets  Notes  Redirects  Schedules  Relationships  Journals  Attributes  Changes ~ Q More v
(=]
Cleared Events  ~ Q7 = o
=]

(© AutoRefresh: 5 Minutes v % Grid Settings v
D Severity Message External Ticket Count Acknowledged Cleared Date Cleared By

3002  @Notice Restorepoint: Change Detected in Latest Backup - 1 yes Mar 16,2022, 9:23 PM expiration

SL1 PowerFlow users can use the [Changes] tab to view a list of events that are created when PowerFlow pulls
change data from ServiceNow and Restorepoint Synchronization PowerPacks.

Based on your third-party integrations, the tab displays the following information:

¢ ServiceNow planned change events
» ServiceNow emergency change events

* Restorepoint configuration change events
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The Collections Tab

On the [Collections] tab of the Device Investigator, you can view a list of the Dynamic Applications associated
with the device.

Devices

. lenny-nightly-dist-mc-10... Info v

Investigator Settings Interfaces Configs Events Collections Monitors Thresholds Processes

& Q_ Type to search aligned dynamic appl = ]

o L] NAME + TvPE CREDENTIAL POLLFREQUENCY RUNDYNAMICAPP

(O EM7: Asset Information SNMP Configuration SNMP Credential 24 hours » Run Now

(O EM7: Event Statistics SNMP Performance SNMP Credential 5 minutes » RunNow

Host Resource: Configuration SNMP Configuration SNMP Credential 15 minutes » Run Now

) Hest Resource: Storage Snippet Performance SNMP Credential 5 minutes » Run Now

() Net-SNMP: CPU SNMP Performance SNMP Credential 5 minutes » Run Now

) Net-SNMP: Physical Memory SNMP Performance SNMP Credential 5 minutes » RunNow

Net-SNMP: Swap SNMP Performance SNMP Credential 5 minutes » Run Now

Support: File System Snippet Configuration SNMP Credential 2 hours » Run Now

Report

Software

i}

Tools

Ports

Net-SNMP: Swap

Type
Device Credential

Poll Frequency

v

<

< Qg

L3Ry

% Activity Em7admin v @Sciemeb@c

M Q More v

SNMP Performance

Collection Objects 2

Free Swap Size
Total Swap Size
Discovery Object

Presentation Objects

Swap Utilization
Found
Collecting
Precedence
Version

Group

Label

Free Swap Size
Total Swap Size

true

£

<

Associated with a Device" in the Device Management manual.

NOTE: For more information about this tab, see the chapter on "Managing the Dynamic Applications
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The Configs Tab

On the [Configs] tab of the Device Investigator, you can view configuration information that has been
collected from the device by Dynamic Applications.

7609S-NPE3.cisco.com Info v/
Investigator Interfaces Configs Events Collections
DVNAMIC APPS G}
&
ViANMTY
1500
Cisco: Environmental Status
1500
1500
Cisco: VLAN Configuration 1300
1500
13500

CollectionGroup[0]

VLAN Information

VTP Statistics

CONFIGDIGESTERRORS  CONFIGREVNUMBERERE  IN ADVERTREQUESTS

166526 169849

Cisco: FRU Control Configuration

BGP Peers

OSPF Neighbors Configuration

Cisco IPSLA Configuration

Entity Configuration I e
7600 ES+4TGIOHL

module 3

Tools v
Q More v
~
VLAN Information
VLANNAME VianTveE VLANSTATE vianiD
default ethernet operational 1 "
VLANO110 ethernet operational 110
VLANO120 ethernet operational 120
VLANO130 ethernet operational 130
fddi-default fddi operational 1002
token-ring-default tokenRing operational 1003 o
VTP Statistics
INSUBSETADVERTS  INSUMMARY ADVERTS  OUTADVERTREQUESTS  OUTSUBSETADVERTS  OUTSUMMARY ADVERTS
104338 68935 33231 168572 166330 136132
Module Status
ADMINSTATUS OPERATIONSTATUS STATECHANGEREASON  STATUSTRANSTIONTIME  SERIALNUMBER
Enabled ok 31days, 125113 JAE1340K31Q ~ v

All objects of type "config" are included on the [Configs] tab. Usually, "config" objects contain static information
about hardware and configuration settings, such as serial numbers, version numbers, and hardware status.

For more information about this tab, see the chapter on "Viewing Configuration & Journal Data" in the

Monitoring Infrastructure Health manual.
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The Events Tab

On the [Events] tab of the Device Investigator, you can view a list of events associated with the device.

appwiz-35 Info v Report ‘ Tools ‘ Cancel Save
Relationships Software Thresholds Tickets Notes Map Logs Journals Interfaces Events Configs Collections Attributes Settings Investigator Q More v
< >

ActiveEvents v O = o

© AutoRefresh: SMinutes v &8 Grid Settings v

[m ) Severity Message Age TicketID  Count Last Detected External Ticket EventNote Acknowledge Clear Event Source
[m} 26892 ® Major VM memory is not reserved or VM mer 4 days 13 hours - 110 Feb 17,2022, 2:03PM - V' Acknowledge X Clear Dynamic
[m] 28259 @ Critical The SL1 license expiresin 11 days 2days 13 hours - 3685 Feb 17,2022,2:07PM -  Acknowledge | | X Clear |  Dynamic

View Event

Edit Event Note

Create Ticket

View Event Policy

Suppress Event for this Device

NOTE: For more information about this tab, see the chapter on "Viewing Events" in the Events manual.

The Interfaces Tab

On the [Interfaces] tab of the Device Investigator, you can view information about the various interfaces used
by the device, including Port, Hardware Description, MAC Address, Connection Speed, and other details for
each interface.
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appwiz-35 Info ™ Report | Tools ‘ Cancel

Relationships Software Thresholds Tickets Notes Map Logs Journals Interfaces Events Configs Collections Attributes Q@ More v
< >
&\ T = @
£ GridSettings v
Name Alias Hardware Description Port MAC Address. Connection Speed  Collection State Admin Status Operational Stat.. = C
ens160 - ens160 2 00:50:56:85:bL:62 4294967295 v up up
docker0 - docker0 3 02:42:1c:30:14:73 0 v up down
< >

NOTE: For more information about this tab, see the chapter on "Monitoring Network Interfaces" in the
Monitoring Device Infrastructure Health manual.

The Journals Tab

On the [Journals] tab of the Device Investigator, you can view journal entry information that has been
collected from the device by journal Dynamic Applications:

Info v Report ‘
Investigator Settings Attributes Collections Configs Events Interfaces Journals Map Monitors Notes Ports Q More v
Microsoft: Windows Server Process L | Journal View | Microsoft: Windows Server Process List [15 entries] [ Acions T Reset | Guice ]
Name EID State Collected On ~
Lastweek v
1. powershell 4548 Open 2020-09-13 16:29:08
2. winrshost 4276 Open 2020-09-13 16:29:08
3 MpCmdRun 2348 Open 2020-09-13 16:29:08
4. winrshost 3760 Closed 2020-09-11 04:27:02
5. conhost 4076 Closed 2020-09-11 04:27:02
6. MpCmdRun 1952 Closed 2020-09-11 04:27:01
7. emd 4468 Closed 2020-09-11 04:27:01
8. conhost 4152 Closed 2020-09-09 06:27:56
9. emd 4116 Closed 2020-09-09 02:25:53
10. MpCmdRun 4880 Closed 2020-09-09 02:25:53
11 WmiPrvSE 5076 Closed 2020-09-09 02:25:53
12. powershell 3136 Closed 2020-09-09 02:25:53
13 winrshost 5068 Open 2020-09-09 02:25:53
14. conhost 4712 Closed 2020-09-09 02:25:53
15 winrshost 4796 Closed 2020-09-09 02:25:52
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For more information about this tab, see the chapter on "Viewing Configuration & Journal Data" in the
Monitoring Infrastructure Health manual.

The Logs Tab

You can view logs and messages for a device in the [Logs] tab of the Device Investigator page. This is the same
set of logs that display on the [Investigator] tab for this device.

Devices @ Help X Activity ~ Em7admin v SCIénceLogiC

appwiz-35 Report ‘ Tools ‘ Cancel
A Ports Redirects Relationships Software Thresholds Tickets Notes Map Logs Journals Interfaces Events Q More v
@ < >
QT = =

=}
. C) AutoRefresh: 5Minutes v % Grid Settings v
o

Date/Time Source Event ID Event Severity Syslog Severity Message

Feb 17,2022, 1:35 PM 4 28259 @ Critical - The SL1 license expiresin 11 days (message repeats 32 times) -

Feb 17,2022, 1:03 PM 4 26892 ® Major - VM memory is not reserved or VM memory limit less than reservation.

Feb 17,2022, 1:02PM 4 28259 @ Critical - The SL1license expiresin 11 days (message repeats 16 times)

Feb 17,2022, 12:46 PM 4 - - - CPU runtime contention of 43% exceeds threshold (10%) 43

Feb 17,2022, 12:45PM 4 28259 ® Critical - The SL1license expiresin 11 days (message repeats 42 times}

Feb 17,2022, 12:02PM 4 26892 ® Major - VM memory is not reserved or VM memory limit less than reservation.

Feb 17,2022, 12:02PM 4 28259 @ Critical - The SL1 license expiresin 11 days (message repeats 15 times)

Feb 17,2022, 11:46 AM 4 28259 @ Critical - The SL1license expiresin 11 days (message repeats 43 times)

Feb 17,2022, 11:46 AM 2 - - - Completed filesystem inventory

FaL 47 2N20 44.09 ARA Pl n£00n - R I A S DY (IO SN A R TR O E S N v

The Logs tab displays all of the messages SL1 and the SL1 Agent, if applicable, have collected from the device.
You might find it helpful to view these log entries during troubleshooting or to manually check on the status of a
device.
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The Machine Learning Tab

On the [Machine Learning] tab of the Device Investigator, you can view a list of machine learning metrics that
are enabled for the device:

. AsimovSandboxCDB Info v Report ‘ Tools v

re Ports Map Tickets Services Notes Redirects Schedules Relationships Journals Attributes Machine Learning Q More v
Last 24 Hours + Add ML Metric
o METRIC DATE UPDATED LAST UPDATED BY 'ANOMALY DETECTION
v cPU May 5, 2020, 3:07 PM em7admin &2 Enabled
~  Average Task Time - 0 May 5, 2020, 3:15 PM em7admin &2 Enabled
% Storage Used - /var May 5, 2020, 3:07 PM em7admin &2 Enabled
v Storage Used - / May 5,2020, 2:57 PM em7admin &2 Enabled
v Activity Log -0 May 5,2020, 3:14 PM em7admin &2 Enabled

NOTE: For more information about machine learning and anomaly detection, see the Anomaly Detection

manual. For more information about this tab, see the chapter on "Enabling Machine Learning-based
Anomaly Detection" in that manual.
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The Map Tab

On the [Map] tab in the Device Investigator, you can view a map of the selected device and all of the devices
with which the device has relationships.

VMs Info v Report ‘ Tools

tions Processes Redirects Relationships Schedules Journals Services Map Monitors Thresholds Tickets Notes Q More v

Q
Q

NOTE: For more information about maps, see the Maps manual.

The Monitors Tab

On the [Monitors] tab of the Device Investigator, you can define monitoring policies for a device.

.CSCO|119 Info v Report ‘ Tools

tions Processes Redirects Relationships Schedules Journals Services Map Monitors Thresholds Tickets Notes Q More v
Monitoring Policies Create Actions Refresh Guide
URL Content Encodn £t Date
B
1 ’,‘ 'SOAP/XML Policy htp:/iwww sciencelogic.com text/xml 2021-01-27 19:57:07 /
<
1P Address Port Number Protocol Edt Date
2 9,‘ 10.2.11.119 2 TCPAP 2021-01-27 19:56:39 é

The [Monitors] tab allows you to define policies that monitor:
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« System processes. Monitors the device and look for the specified system process. For more information,
see the chapter on "Monitoring Device Processes" in the Monitoring Device Infrastructure Health
manual.

o Domain-name availability and lookup speed. Monitors the availability and lookup time for a specific
domain-name server and a specific record on a domain name server. For more information, see the
chapter on "Monitoring Domain Servers and DNS Records" in the Monitoring Device Infrastructure
Health manual.

o Email round-trip speed. Monitor the amount of time it takes to send an email message from SL1 to an
external mail server and then back to SL1. For more information, see the chapter on "Monitoring Email
Round-Trips" in the Monitoring Device Infrastructure Health manual.

o SOAP and XML transaction speeds. Monitors any server-to-server transactions that use HTTP and can
post files or forms. (for example, SOAP/XML or email). Periodically, SL1 sends a request and some data and
then examines the result of the transaction and compares it to a specified expression match. For more
information, see the chapter on "Monitoring SOAP and XML Transactions" in the Monitoring Device
Infrastructure Health manual.

o TCP/IP port availability. Monitors ports for availability every 5 minutes. If a port is not available, SL1
creates an event. The data gathered by the port policy is used to create port-availability reports. For more
information, see the chapter on "Monitoring Ports" in the Monitoring Device Infrastructure Health
manual.

o Web-content availability. Monitors a website for specific content. SL1 will periodically check the website
for specified content. If the content cannot be found on the website, SL1 will generate an event. For more
information, see the chapter on "Monitoring Web Content" in the Monitoring Device Infrastructure
Health manual.

« Windows services. Monitors the device and look for the specified service. For more information, see the
chapter on "Monitoring Windows Services" in the Monitoring Device Infrastructure Health manual.

NOTE: All of these monitoring policies can generate events. SL1 uses the data collected by these policies to
create performance reports and graphs.

The Notes Tab

On the [Notes] tab of the Device Investigator, you can add and view notes and other attachments associated
with the device.
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cscol119 Info v Report ‘ Tools

tions Processes Redirects Relationships Schedules Journals Services Map Monitors Thresholds Tickets Notes Q More v

1) Date [2021-01-27 19:37:23] | User [banderton] | Address [10.128.39.78] s

Example Note
This is an example of a note.

To add a note to a device:

1. Go to the [Notes] tab of the Device Investigator.
2. Click the [Actions] button and then select Notepad Editor. The Notepad Editor modal page appears.

3. Inthe Notepad Editor modal page , you can entfer notes or comments about the device.

* You can format the text and include links, images, and videos in the note.
* You can also include a document template (System > Customize > Document Templates) in the

field.

4. When you are finished adding content to the note, click [Save]. The note will appear in the [Notes] tab,
along with any other notes about the device. Each note includes the username, date and time, and text of
the comment. You can perform the following on each note entry:

» To view a note's attachment, click the paperclip icon ().

* To edit the content of a note, click the wrench icon 5"). The Notepad Editor modal page
appears. You can update the note; format the text; insert content from a saved template; and add an
attachment, image, or video to the note. Click the [Save ]button to save your changes.

* To delete a note, click its bomb icon @).
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The Ports Tab

On the [Ports] tab of the Device Investigator, you can view a list of all open ports on a device:

Devices Help X Activity ~ Em7admin v SClenceLOglc
Sy p—
& Ports Processes Redirects Relationships Software Thresholds Tickets Notes Map Logs Journals Interfaces Q@ More v
= >
Qr = =
=}

80

L2 GridSettings v

Interface IP Port Number Service Protocol Certificate Issuer Certificate Expiration

102235 22 ssh TCP
102235 80 http TCP
102235 443 nttps TCP silo Nov 29,2031, 4:54 PM
102235 8008 TCP
17217.01 22 ssh TCP
17217.01 80 http TCP
17217.01 111 sunrpc TCP
17217.01 443 nttps TCP silo Nov 30,2031, 12:04 PM
17217.01 514 shell TCP

Every night, SL1 scans all the ports of each managed device. If any new ports are opened, SL1 adds the port to
the list on the [Ports] tab.

NOTE: For more information about this tab, see the chapter on "Monitoring Ports" in the Monitoring
Device Infrastructure Health manual.

The Processes Tab

A process is a program that is currently running on a monitored device or has been run in the past and is
currently idle. Sometimes a process is called a task.

On the [Processes] tab of the Device Investigator, you can view information about the processes running on
the device. The [Processes] tab displays a combined list of processes collected via SNMP and the agent, where
applicable.
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Devices

Ports

Hd

appwiz-35

Processes

Process Name
Filter

1 systemd

2 kthreadd

4 kworker/0:0H

3 ksoftirad/0

7 migration/0

8 rcu_bh

9 rcu_sched

10 Iru-add-drain

11 watchdog/O

12 watchdog/1

Redirects

Arguments

—switched-root —-system —deserialize 22

Relationships

Software

Thresholds Tickets

Path

Jusr/lib/systemd/systemd

Help

Notes Map

Logs

Run State

Runnable

Runnable

Runnable

Runnable

Runnable

Runnable

Runnable

Runnable

Runnable

Runnable

Report ‘ Tools ‘

A Activity  Em7admin v SClénceLOgiC

Cancel

Save

Journals Interfaces Q@ More v
>
= ]

£ Grid Settings ¥
Memory Moni... ¥
Filter -

3424 Disabled "

0 Disabled
0 Disabled
o Disabled
o Disabled
o Disabled
0 Disabled
0 Disabled
0 Disabled
0 Disabled

NOTE:

For more information about this tab, see the chapter on "Monitoring Device Processes" in the
Monitoring Device Infrastructure Health manual.

The Redirects Tab

On the [Redirects] tab of the Device Investigator, you can redirect log entries from one IP-based device to

another IP-based device, or from an IP-based device to a virtual device.

VMs Info v Report ‘ Tools
tions Processes Redirects Relationships Schedules Journals Services Map Monitors Thresholds Tickets Notes Q More v
Redirect Policy Editor Actions Reset Guide
Source Device [ Select Device v
Expression Match [ |
Active State [[Enabled] v ]
EETI

Redirect Policy Registry

There are no redirect policies aligned with this device.
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NOTE: For more information about this tab, see the chapter on "Viewing Device Logs" in the Monitoring
Device Infrastructure Health manual.

The Relationships Tab

On the [Relationships] tab of the Device Investigator, you can view information about parent-child
relationships between the selected device and other devices.

VMs Info v Report | Tools

tions Processes Redirects Relationships Schedules Journals Services Map Monitors Thresholds Tickets Notes Q More v

Device Relationships Actions Reset Guide

Component Mapping Component Mapping
Parent Device: g10.25.72 Child Device: ggTestFolderB

Child Device: g TestFolderC.

Child Device: ggTestFolderA

The Schedules Tab

On the [Schedules] tab of the Device Investigator, you can manage all the scheduled process you have
defined in your system. You can define scheduled tasks for a number of things, such as backup management,
dashboards, devices, and Run Book Automation policies.

0.64.172.187 Report | Tools

tions Processes Redirects Relationships Schedules Journals Services Map Monitors Thresholds Tickets Notes Q More v
Schedule Manager | Schedules Found [1] [ Reset
Enable
Schedule Summary » Schedule Description EventID sch_id Context Timezone Start Time Duration Recurrence Interval End Date Last Run Owner Organization Visibility. d
)( ) ( )( ( ( ( I( ) )( )
1. @Example Schedule = 7 ~  Devices utc 2021-01-29 12:00:00 60 minut Every 2 Weeks = = banderton System OrganizeYes ||

[Select Action] v
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The Software Tab

On the [Software] tab of the Device Investigator, you can view a list of all the software installed on the device.

cscol119 Info v Report ‘ Tools -

Investigator Settings Interfaces Configs Events Software Attributes Ports Collections Processes Redirects Rel Q More v

Q_ Type to search device softwares = f o]
£ NaE « INSTALL DATE

acl-2.2.51-14.el7 Dec 18, 2020, 8:57 AM

adwaita-cursor-theme-3.28.0-1.el7 Dec 18, 2020, 9:02 AM

adwaita-icon-theme-3.28.0-1.el7 Dec 18, 2020, 9:02 AM

alsa-lib-1.1.8-1.el7 Dec 18, 2020, 8:58 AM

at-spi2-atk-2.26.2-1.el7 Dec 18, 2020, 9:00 AM

at-spi2-core-2.28.0-1.el7 Dec 18, 2020, 9:00 AM

atk-2.28.1-1.el7 Dec 18, 2020, 8:57 AM

attr-2.4.46-13.el7 Dec 18, 2020, 8:58 AM

audit-2.8.5-4.el7 Dec 18, 2020, 9:03 AM

Devices (® Help A Activity  Em7admin v SClencel.ogic
Investigator Settings Interfaces Configs Events Software Q More v
Q, Type to search device s = o

2 Grid Setfings v

Name Install Date
at-spiz-core-228.0-1el? Dec 18, 2020, 9:00 AM
atk-2.28.1-1el7 Dec 18, 2020, 8:57 AM
attr-2.4.46-13.el7 Dec 18, 2020, 8:58 AM
audit-2.8.5-4.¢l7 Dec 18, 2020, 9:03 AM

For each installed software title, the [Software] tab displays the following information:

« Name. Name of the software.

o Install Date. Date and time the software was installed on the device.

NOTE: For more information about this tab, see the chapter on "Monitoring Hardware and Software" in the
Monitoring Device Infrastructure Health manual.
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The Thresholds Tab

On the [Thresholds] tab of the Device Investigator, you can define usage and performance thresholds and
data retention thresholds for a device:

. 10.64.172.73 Info v Report | Tools “

Aap Monitors Notes Ports Processes Redirects Relationships Schedules Services Software Thresholds Tickets Q More v

Device Thresholds Actions Reset [

Dynamic App Thresholds | Automation Remote Login

Raw Data Re(emmn‘ s . . . D 7] days ‘

Interface Inventory Thresholds

Interface Inventory T\memn‘ - - - . & (600000 ms. ‘
L
I *‘"\er'HES‘_' . - . o 10000] interfaces ‘

Operating System Thresholds

System Lalen:y‘ " - - - o 100 ms ‘
bty | & . . . 0| % |
s

Save

Data Retention Thresholds

Device Logs Max| g4 n . . o g
evice Logs Max 10000] records

Device Lgs AGe | g . . . o[ 90 days

Bandwidh Data | & . . ; o[ 31 days
Daily Rollup Bandwidth Data | gy n n - b 730| davs v

When performance thresholds are exceeded, SL1 will generate an event for the device. When space thresholds
are exceeded, SL1 will remove the oldest data from the database. For each of these thresholds, SL1 defines a
default value. You can edit the thresholds to meet your needs.

The Tickets Tab

On the [Tickets] tab of the Device Investigator, you can view all tickets associated with the device and create
new fickets to associate with the device:

Aap Monitors Notes Ports Processes Redirects Relationships Schedules Services Software Thresholds Tickets Q More v

Ticket History | Top Tickets Actions. Reset Guide

Active Tickets [Open / Pending / Working]
Organization Description / Severity Ticket ID Queve status
19 TICKET FOR DEVICE: 106417273 | 10.64.172.73 | Cisco Systems | CRS-1 165 2 AssetManagement Open

wtomated
2020-09-24 17:17:00 [banderton]

14 secs
2020-09-24 17:17:00 [banderton]
Modified Age 14 secs

1 Sev 3 / Minor
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The [Tickets] tab displays critical information about each ticket. If you require more detail, you can access the
Ticket Editor from this page by clicking on the ticketing icon (r;') for that ticket.

You can also create a new ticket from this page.

To create a new ticket for a device:

1. Go to the [Tickets] tab of the Device Investigator.
2. Click the [Actions] button and then select Create a Ticket. The Ticket Editor page appears.

3. On the Ticket Editor page that appears, define the basic parameters for the ticket. For information about
the fields on this page, see the chapter on "Creating and Editing Tickets" in the Ticketing manual.

NOTE: The Description and Element fields are automatically populated with information about the device.

4. When you are finished, click [Save].

Assigning Icons to Devices

You can customize the look and feel of the devices that appear on the Devices page by assigning an icon a
device, device class, or device category.
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To assign an icon to a device, device class, or device category:

1. On the Devices page, Device Classes page (Devices > Device Classes), or Device Categories page
(Devices > Device Categories), locate the device, class, or category for which you want to add an icon.

2. Click the Actions button (=) for that item and select Assign Icon. The Select an Icon window appears:

Select an Icon (6) E>s<c

X  Advanced Add Icon

B O

Apache Cloud Aws EC2 EBS Volume EBS VPN_GATE...

Cancel

TIP: To assign an icon to more than one device, device class, or device category, select the checkboxes to the
left of those items and click Assign Icon in the blue bar at the bottom of the screen.

3. To use an existing icon, select that icon from the list of icons and click the [Select Icon] button.

TIP: If an icon includes a tag, you can search for that icon by typing some or all of the tag text in the Search

field.

4. To upload an icon from your local drive, make sure that the image file meets the following criteria:
 The image file should be in .SVG format.
* The file should not be larger than 40 KB.
¢ The file should not be animated.

* The file should not contain bitmaps.
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5. To start the upload process, click the [Add Icon] button. The Add an Icon window appears:

Add an Icon ;5(,3

ADD TAGS

#

i Browseor |
Drop

REUSE TAGS

icons must:

i BeSVGformat

i Benomore than 40kb
i Notbe animated
i

Mot contain bitmaps

Cancel

6. Inthe Icon name field, type a name for the icon you want to upload.

7. Inthe Add Tags field, type a short descriptor for the icon, without spaces. You can use this tag for searching
later.

8. You can click the Browse or Drop area to browse for and select the icon, or you can drag and drop the
icon file onto the Add an Icon window.

Click the [Add lcon] button. The icon is added to the Select an lcon window.
10. Click the [Select Icon] button to add the icon to the selected item.
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LIMITATION OF LIABILITY AND GENERAL DISCLAIMER

ALL INFORMATION AVAILABLE IN THIS GUIDE IS PROVIDED "AS IS," WITHOUT WARRANTY OF ANY
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EXPRESS OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE OR NON-INFRINGEMENT.

Although Sciencelogic™ has attempted to provide accurate information on this Site, information on this Site
may contain inadvertent technical inaccuracies or typographical errors, and Sciencelogic™ assumes no
responsibility for the accuracy of the information. Information may be changed or updated without noftice.
Sciencelogic™ may also make improvements and / or changes in the products or services described in this
Site at any time without notice.

Copyrights and Trademarks

Sciencelogic, the Sciencelogic logo, and EM7 are trademarks of Sciencelogic, Inc. in the United States,
other countries, or both.

Below is a list of trademarks and service marks that should be credited to Sciencelogic, Inc. The ® and ™
symbols reflect the trademark registration status in the U.S. Patent and Trademark Office and may not be
appropriate for materials to be distributed outside the United States.

e Sciencelogic™

e EM7™ andem7™

o Simplify IT™

e Dynamic Application™

o Relational Infrastructure Management™

The absence of a product or service name, slogan or logo from this list does not constitute a waiver of
Sciencelogic’s frademark or other intellectual property rights concerning that name, slogan, or logo.

Please note that laws concerning use of trademarks or product names vary by country. Always consult a
local attorney for additional guidance.

Other

If any provision of this agreement shall be unlawful, void, or for any reason unenforceable, then that
provision shall be deemed severable from this agreement and shall not affect the validity and enforceability
of any remaining provisions. This is the entire agreement between the parties relating to the matters
contained herein.

In the U.S. and other jurisdictions, trademark owners have a duty to police the use of their marks. Therefore,
if you become aware of any improper use of Sciencelogic Trademarks, including infringement or
counterfeiting by third parties, report them to Science Logic’s legal department immediately. Report as much
detail as possible about the misuse, including the name of the party, contact information, and copies or
photographs of the potential misuse to: legal@sciencelogic.com
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