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Chapter

Introduction

Overview

This manual describes how to monitor VOSS Insights appliances in SL1 using the VOSS Insights: Appliance
Monitoring PowerPack.

NOTE: The LayerX Appliance Monitoring PowerPack has been rebranded as the VOSS Insights: Appliance
Monitoring PowerPack.

The following sections provide an overview of VOSS Insights appliances and the VOSS Insights: Appliance
Monitoring PowerPack.

What Does the VOSS Insights: Appliance Monitoring PowerPack Monitore .................................... 4
Installing the VOSS Insights: Appliance Monitoring PowerPack ............................................ 4

NOTE: Sciencelogic provides this documentation for the convenience of Sciencelogic customers. Some of
the configuration information contained herein pertains to third-party vendor software that is subject
to change without notice to Sciencelogic. Sciencelogic makes every attempt to maintain accurate
technical information and cannot be held responsible for defects or changes in third-party vendor
software. There is no written or implied guarantee that information contained herein will work for all
third-party variants. See the End User License Agreement (EULA) for more information.




What Does the YOSS Insights: Appliance Monitoring
PowerPack Monitor?

The VOSS Insights: Appliance Monitoring PowerPack enables you to discover, model, and collect data about
VOSS Insights appliances.

The VOSS Insights: Appliance Monitoring PowerPack includes the following features:

Dynamic Applications that discover and monitor VOSS Insights appliances
Device Classes for each type of VOSS Insights appliance monitored
Device Templates for monitoring VOSS Insights Arbitrator devices and VOSS Insights Reporter devices

Event Policies and corresponding alerts that are triggered when VOSS Insights appliances meet certain
status criteria

A sample Credential for discovering VOSS Insights appliances
A Credential Test to validate credentials

Run Book Actions and an Automation policies to create the device, test collection, check the Credential,
and apply a Device Template

Installing the VOSS Insights: Appliance Monitoring PowerPack

Before completing the steps in this manual, you must import and install the latest version of the VOSS Insights:

Appliance Monitoring PowerPack.

TIP: By default, installing a new version of a PowerPack overwrites all content from a previous version of that

PowerPack that has already been installed on the target system. You can use the Enable Selective
PowerPack Field Protection setting in the Behavior Settings page (System > Settings > Behavior) to
prevent new PowerPacks from overwriting local changes for some commonly customized fields. (For
more information, see the System Administration manual.)

To download and install a PowerPack:

1.
2.
3.

Download the PowerPack from the Sciencelogic Support Site.

Go to the PowerPack Manager page (System > Manage > PowerPacks).

In the PowerPack Manager page, click the [Actions] button, then select Import PowerPack.
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4. The Import PowerPack dialog box appears:

Import PowerPack™

[orowse. ]

[Browse far file...

License: |

5. Click the [Browse] button and navigate to the PowerPack file.
6. When the PowerPack Installer modal appears, click the [Install] button to install the PowerPack.

NOTE: If you exit the PowerPack Installer modal without installing the imported PowerPack, the imported
PowerPack will not appear in the PowerPack Manager page. However, the imported PowerPack
will appear in the Imported PowerPacks modal. This page appears when you click the [Actions]

menu and select Install PowerPack.
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Configuration and Discovery

Overview

The following sections describe how to configure and discover VOSS Insights appliances for monitoring by SL1
using the VOSS Insights: Appliance Monitoring PowerPack:

Creating a SOAP/XML Credential for VOSS Insights Appliances ................................cciiiiiiiiii. 6
Creating a SOAP/XML Credential for VOSS Insights Appliances in the SL1 Classic User Interface ............. 8
Testing the VOSS Insights Credential ... . 9
Testing the VOSS Insights Credential in the SLT Classic User Interface ... i 10
Creating the VOSS Insights Virtual Device ... ... 11
Manually Aligning and Verifying Dynamic Application Alignment ... 12
Manually Aligning VOSS Insights Dynamic Applications in the SLT Classic User Interface ....................... 14

Creating a SOAP/XML Credential for VOSS Insights
Appliances

To configure SL1 to monitor VOSS Insights appliances, you must first create a SOAP/XML credential. This
credential allows the Dynamic Applications in the VOSS Insights: Appliance Monitoring PowerPack to connect
with the VOSS Insights appliance.

The PowerPack includes an example SOAP/XML credential that you can edit for your own use.
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NOTE: If you are using an SL1 system prior to version 11.1.0, the new user interface does not include the
Duplicate option for sample credential(s). Sciencelogic recommends that you use the classic user
interface and the Save As button to create new credentials from sample credentials. This will
prevent you from overwriting the sample credential(s).

To configure the SOAP/XML credential:

1. Go to the Credentials page (Manage > Credentials).

2. Locate the VOSS Insights: Appliance Sample credential, click its [Actions] icon (- ) and select
Duplicate. A copy of the credential appears.

3. Click the [Actions] icon () for the "VOSS Insights: Appliance Sample copy" credential and select Edit. The
Edit Credential page appears:

Edit Credential

Credential Tester
VOSS Insights: Appliance Sample copy

All Organizations o Select the organizations the credential belongsto* 20000 Select Credential Test

CU | RNG-PATCH-E-CU: 10.2.10.91
ot Metho HTTP Version
text/xml POST v http/1.1

R
https:/%D

<USER NAME>

3. Complete the following fields:

o Name. Enter a name for the VOSS Insights credential.

 All Organizations. Toggle on (blue) to align the credential to all organizations, or toggle off (gray)
and then select one or more specific organizations from the Select the organizations the
credential belongs to drop-down field to align the credential with those specific organizations.

o URL. Enter the IP address of the VOSS Insights appliance you want to monitor.
o HTTP Auth User. Enter the username for a user with access to the VOSS Insights appliance.
o HTTP Auth Password. Enter the password for the VOSS Insights account username.

4. Click the [Save & Close] button.
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NOTE: If you would like to test your credential using the Credential Tester panel, click [Save & Test]. For
detailed instructions on using the Credential Tester panel, see the Testing the VOSS Insights
Credential section.

Creating a SOAP/XML Credential for VOSS Insights Appliances in the
SL1 Classic User Interface

To configure SL1 to monitor VOSS Insights appliances, you must first create a SOAP/XML credential. This
credential allows the Dynamic Applications in the VOSS Insights: Appliance Monitoring PowerPack to connect
with the VOSS Insights appliance.

The PowerPack includes an example SOAP/XML credential that you can edit for your own use.
To configure the SOAP/XML credential:
1. Go to the Credential Management page (System > Manage > Credentials).

2. Locate the YOSS Insights: Appliance Sample credential, then click its wrench icon ( ?) The Edit
SOAP/XML Credential modal page appears:

Credential Editor [75] X

Edit SOAPXML Credential #75 MNew Reset

Basic Settings Soap Optionz
Profile Mame Content Encoding Method HTTP Version Embedded Password [%:P]
|WOSS Insights: Appliance Sample | | [ tesctiami ] w | |[[POST] w | [[HTTPM1.1] w | [ |

URL [ hiip(s).Hest:Port/Path | %D = Aligned Device Address | %N = Aligned Device Host Name | Embed Value [%1] Embed Value [%22]
|https:/i%D | |False | |

HTTP Auth User HTTP Auth Paszword Timeout (seconds) Embed Value [%:3] Embed Value [%:4]
[<USER NAME= | [rrnnnsaens | [20 I 1] | J J

4 3

Proxy Settings < || HTTP Headers
Hesiname/|P Paort User + Add a header

[ ] I

| Content-Type:application/json lﬁ'

CURL Options
CAINFO -
CAPATH
CLOSEPOLICY
COMNECTTIMEOUT
COOKIE

COOKIEFILE
COOKIEJAR
COOKIELIST

CRLF
CUSTOMREQUEST
DHSCACHETIMEOUT

-

Save | Savehs

3. Complete the following fields:

e Profile Name. Enter a name for the VOSS Insights credential.

o URL. Enter the IP address of the VOSS Insights appliance you want to monitor.
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e HTTP Auth User. Enter the username for a user with access to the VOSS Insights appliance.

e HTTP Auth Password. Enter the password for the VOSS Insights account username.

4. Click the [Save As] button.

Testing the VOSS Insights Credential

SL1 includes a Credential Test for VOSS Insights. Credential Tests define a series of steps that SL1 can execute on
demand to validate whether a credential works as expected.

The VOSS Insights Rest Cred Tester can be used to test a SOAP/XML credential for monitoring VOSS Insights
using the Dynamic Applications in the VOSS Insights: Appliance Monitoring PowerPack. The "VOSS Insights Rest
Cred Tester" performs the following steps:

 Test Reachability. Checks to see if the VOSS Insights device is reachable using ICMP.

o Test Port Availability. Checks to see if the appropriate port is open.

o Test Silo Rest Pack. Attempts to collect data using the REST protocol collector using the given snippet
argument.

To test the VOSS Insights credential:

1. Go to the Credentials page (Manage > Credentials).

2. Locate the credential you wish to test, select the Actions button (=) next to it and click Edit/Test. The Edit
Credential modal page appears:

Edit Credential X
. Credential Tester
VOSS Insights: Appliance Sample
—— Select Credential Test
Al Organizations ®  Sciect the organizations the credential belongs to®  + 20000 VOSS Insights Rest Cred Tester
CU | RNG-PATCH-E-CU: 102.10.91
Content Encocing Method HTTP Version
text/xml pPOST http/1.1
; 1021092
https://%D
-
i {TTP Auth Passwo
CUSERNAME> e
xy Host o

3. Inthe Credential Tester pane on the right, supply values in the following fields:

o Select Credential Test. Select the "VOSS Insights Rest Cred Tester".
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o Select Collector. Select the All-In-One Appliance or Data Collector that will run the test
« IP or Hostname to test. Enter the IP address or hostname of your VOSS Insights appliance.

4. Click the [Run Test] button. The Test Credential window appears, displaying a log entry for each step in
the credential test. The steps performed are different for each credential test. The log entry for each step
includes the following information:

o Step. The name of the step.

o Description. A description of the action performed during the step.

e Log Message. The result of the step for this credential test.

« Status. The result of this step indicates whether the credential or the network environment is

configured correctly (Passed) or incorrectly (Failed).

Step Tip. Mouse over the question mark icon (E) to display the tip text. The tip text recommends
what to do to change the credential or the network environment if the step has a status of "Failed".

Testing the VOSS Insights Credential in the SL1 Classic User Interface

SL1 includes a Credential Test for VOSS Insights. Credential Tests define a series of steps that SL1 can execute on
demand to validate whether a credential works as expected.

The VOSS Insights Rest Cred Tester can be used to test a SOAP/XML credential for monitoring VOSS Insights
using the Dynamic Applications in the VOSS Insights: Appliance Monitoring PowerPack. The LayerX Rest Cred
Tester performs the following steps:

o Test Reachability. Checks to see if the VOSS Insights device is reachable using ICMP.
o Test Port Availability. Checks to see if the appropriate port is open.

o Test Silo Rest Pack. Attempts to collect data using the REST protocol collector using the given snippet
argument.

To test the VOSS Insights credential:
1. Goto the Credential Test Management page (System > Customize > Credential Tests).

2. Locate the VOSS Insights Rest Cred Tester and click its lightning bolt icon (# ). The Credential Tester
modal page appears:

Credential Tester [BETA] x

Test Type | [ VOSS Insights Rest Cred Tester | w |

Credenfial | AppDynamics Example |
HostnameP | |

Collector | RNG-PATCH-E-CU |
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3. Supply values in the following fields:

o Test Type. This field is pre-populated with the credential test you selected.

e Credential. Select the credential to test. This drop-down list includes only credentials that you have
access to that can be tested using the selected credential test.

¢ Hostname/IP. Leave this field blank.
« Collector. Select the All-In-One Appliance or Data Collector that will run the test.

4. Click the [Run Test] button. The Test Credential window appears, displaying a log entry for each step in
the credential test. The steps performed are different for each credential test. The log entry for each step
includes the following information:

o Step. The name of the step.

e Description. A description of the action performed during the step.

o Log Message. The result of the step for this credential test.

« Status. The result of this step indicates whether the credential or the network environment is

configured correctly (Passed) or incorrectly (Failed).

Step Tip. Mouse over the question mark icon (ﬁ) to display the tip text. The tip text recommends
what to do to change the credential or the network environment if the step has a status of "Failed".

Creating the VOSS Insights Virtual Device

To monitor your YOSS Insights appliance, you must create a virtual device that represents that appliance. A
virtual device is a user-defined container that represents a device or service that cannot be discovered by SL1.
You can use the virtual device to store information gathered by policies or Dynamic Applications.

To create a virtual device that represents your VOSS Insights appliance:

1. Go to the Device Manager page (Devices > Device Manager).

2. Click [Actions] and select Create Virtual Device from the menu. The Virtual Device modal page appears.

3. Entervalues in the following fields:

Virtual Device x

‘Create Virtual Device Reset

Device Name | VOSS Insights Arbitrator Device |

Organization | System w |
Device Class |U055Insighls VOS5 Insights: Arbitrator v|
Collector | CU ~ |

o Device Name. Enter a name for the device.
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« Organization. Select the organization for this device. The organization you associate with the device
limits the users that will be able to view and edit the device. Typically, only members of the
organization will be able to view and edit the device.

o Device Class. Select VOSS Insights | VOSS Insights: Arbitrator or VOSS Insights |
VOSS Insights: Reporter depending on the VOSS Insights appliance you are discovering.

o Collector. Select the collector group that will monitor the device.

4. Click [Add] to create the virtual device.

Manually Aligning and Verifying Dynamic Application
Alignment

After creating the VOSS Insights virtual device, you must manually align the VOSS Insights Dynamic Applications
to the VOSS Insights virtual device.

To manually align the VOSS Insights Dynamic Applications:

1. Go to the Devices page (Devices > Device Manager).

2. Locate your VOSS Insights virtual device and click its name.
3. Inthe Device Investigator, click the [Collections] tab.
4

. Click the [Edit] button at the top of the page, then click the [Align Dynamic App] button.
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5. Inthe Align Dynamic Application modal, click Choose Dynamic Application.

Select the following Dynamic Applications to a VOSS Insights Reporter appliance:

Dynamic Application

Credential Type

VOSS Insights Reporter: Configuration

Snippet Configuration

VOSS Insights Reporter: CPU

Snippet Performance

VOSS Insights Reporter: Memory

Snippet Performance

VOSS Insights: Service Status

Snippet Configuration

REST: Performance Metrics Monitor

Snippet Performance

Select the following Dynamic Applications to a VOSS Insights Arbitrator appliance:

Dynamic Application

VOSS Insights Arbitrator: Configuration

Credential Type

Snippet Configuration

VOSS Insights Arbitrator: CPU

Snippet Performance

VOSS Insights Arbitrator: Disk

Snippet Performance

VOSS Insights Arbitrator: Memory

Snippet Performance

VOSS Insights Arbitrator: Processing Rate

Snippet Performance

VOSS Insights: Service Status

Snippet Configuration

REST: Performance Metrics Monitor

Snippet Performance

6. When you have finished selecting Dynamic Applications, click [Select].

7. Inthe Align Dynamic Application modal, de-select the Use Device SNMP Credential box. Click the

Choose Credential option that appears.

8. Select the VOSS Insights credential you created and click [Select].

9. Click [Align Dynamic App] to align the Dynamic Application with the VOSS Insights virtual device.
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Manually Aligning VOSS Insights Dynamic Applications in the SL1
Classic User Interface

After creating the VOSS Insights virtual device, you must manually align the VOSS Insights Dynamic Applications
to the VOSS Insights virtual device.

To manually align the VOSS Insights Dynamic Applications:
1. Go to the Device Manager page (Devices > Device Manager).

2. Click the wrench icon ( :P) for your VOSS Insights virtual device.

3. Inthe Device Administration panel, click the [Collections] tab. The Dynamic Application Collections
page appears.

4. Click the [Actions] button and select Add Dynamic Application from the menu.

Manually Aligning and Verifying Dynamic Application Alignment 14



5. Inthe Dynamic Application Alignment modal:

Dynamic Application Alignment Reset

Dynamic Applications Credentials
|La',rerX | | |

Snippet Configuration: ElExu;mphI; = -
mm l'm Layerx Arbitrator Credential
Snlppet f‘erh_)nﬂance. Layer¥ Reporier Credential
Layer: Arbitrator: CPU i .

I ? . Layer: Appliance Sample
LayerX Arbitrator: Disk ! "

o . NetApp w/SSL Option
LayerX Arbitrator: Memory NetApp WISSL Option Off
Layers Arbifrater: Processing Rate NetApp v.':-'ESLn'TLS Option

CpenStack Admin - Example
CpenStack User - Example
Polycom - Advanced
Polycom - CDR

Polycom - Interface

Polycom - Network

Polycom - System

Polycom RMX

REST API Example

REST API POST Example
Tandberg Endpoint - Config
Tandberg Endpoint - Histary
Tandberg Endpoint - Status
Tandberg: TCS Cluster Status
Tandberg: TCS Configuration
Tandberg: TCS SOAP
Tandberg: TCS Status

« In the Dynamic Applications field, select a Dynamic Application to align. Depending on the type of
VOSS Insights appliance, align Dynamic Applications according to the tables below.

Align the following Dynamic Applications to a VOSS Insights Reporter appliance:

Dynamic Application

Credential Type

VOSS Insights Reporter: Configuration

Snippet Configuration

VOSS Insights Reporter: CPU

Snippet Performance

VOSS Insights Reporter: Memory

Snippet Performance

VOSS Insights: Service Status

Snippet Configuration

REST: Performance Metrics Monitor

Snippet Performance

Align the following Dynamic Applications to a VOSS Insights Arbitrator appliance:

Dynamic Application

VOSS Insights Arbitrator: Configuration

Credential Type

Snippet Configuration

VOSS Insights Arbitrator: CPU

Snippet Performance

VOSS Insights Arbitrator: Disk

Snippet Performance

VOSS Insights Arbitrator: Memory

Snippet Performance

VOSS Insights Arbitrator: Processing Rate

Snippet Performance
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Dynamic Application Credential Type

VOSS Insights: Service Status Snippet Configuration

REST: Performance Metrics Monitor Snippet Performance

« Inthe Credentials field, select the credential you created for your LayerX appliance.

6. Click [Save] to align the Dynamic Application with the VOSS Insights virtual device.

Manually Aligning and Verifying Dynamic Application Alignment 16
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