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Chapter

Introduction

Overview

This manual describes how to monitor Amazon Web Services using the Dynamic Applications in the Amazon Web
Services PowerPack.

This manual also describes the reports you can generate and the dashboards you can view after you collect data
from Amazon Web Services.

To view Amazon Web Services dashboards, you will first need to install the Amazon Web
Services: Dashboards PowerPack. For more information, see the AWS Dashboards chapter.

NOTE: For more information about sefting up a Sciencelogic appliance on an Amazon Web Services EC2
instance, see the Installation and Initial Configuration manual.

NOTE: Sciencelogic provides this documentation for the convenience of Sciencelogic customers. Some of
the configuration information contained herein pertains to third-party vendor software that is subject to
change without notice to Sciencelogic. Sciencelogic makes every attempt to maintain accurate
technical information and cannot be held responsible for defects or changes in third-party vendor
software. There is no written or implied guarantee that information contained herein will work for all
third-party variants. See the End User License Agreement (EULA) for more information.
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What is AWS?

Amazon Web Services (AWS) is Amazon's "Infrastructure As A Service" offering. AWS includes multiple products
(called Services) including virtual servers, DNS, private cloud, content delivery, storage, and database products.

What is an AWS Region?

An AWS region is an individual data center located in a specific geographic locale. Regions have a canonical
naming scheme of:

country/continent-direction-number

For example, the 'us-east-1' region is located in the United States, on the east coast, and itis the #1 data centerin
that region.

AWS regions are also commonly referred to by the city or state in which the data center is located. For example,
us-west-2 is commonly referred to as "Oregon", ap-northeast-1 is commonly referred to as "Tokyo", efc.

The Dynamic Applications in the Amazon Web Services PowerPack create a "region" component device for each
discovered region. The component devices for regions include both the region name and city/state description.
For example, the Dynamic Applications might discover a component device called "Oregon: us-west-2".
Component devices that represent AWS services reside under the appropriate "region" component device and
appropriate "zone" component device.

What is an AWS Zone?

All instances of an AWS service reside in one or more Zones. A zone is a physical network and power partition (air-
gap firewall) within a regional data center. Some AWS instances, like EC2 instances, are in a single zone. Other
AWS instances, like an SNS queue, exist in all zones simultaneously.
The AWS naming convention for a zone is:

region[a-z]

For example, zone 'a' for the region 'us-east-1'is named 'us-east-14d'.

When a user deploys a service instance, the user can specify a "zone preference", but the final zone for that service
instance is decided by AWS, not the user.

The Dynamic Applications in the Amazon Web Services PowerPack create a "zone" component device for each
discovered zone.

AWS services with a specific zone affinity reside under the appropriate zone component device. For example, the

Dynamic Applications in the PowerPack might discover the zone "us-west-1b" and create a component device
called ""us-west-1b".
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AWS services reside under the appropriate "region" component device and appropriate "zone" component device.
The Dynamic Applications in the PowerPack create a "multi-zoned" component device for services that are
inherently zone agnostic such as the Simple Queue Service (SQS).

Component devices that represent Zones are a named container with no associated performance metrics.

What Does the Amazon Web Services PowerPack Monitor?

To collect data from Amazon Web Services, the Sciencelogic Data Collector or All-In-One Appliance connects
via HTTPS to the URLs listed in the following AWS document:
http://docs.aws.amazon.com/general/latest/gr/rande. html.

The Amazon Web Services PowerPack includes Dynamic Applications that can monitor performance metrics and
collect configuration data for the following AWS Services and components:

o AutoScale

o CloudFront

o CloudTrail

o Direct Connect

o DynamoDB (DDB)

o ElastiCache

« Elastic Beanstalk

o Elastic Block Store (EBS)

o Elastic Compute Cloud (EC2)

o Elastic Load Balancers (ELB)

o Elastic Map Reduce (EMR)

o Glacier

o OpsWorks

o RedShift

« Relational Data Store (RDS)

o Route53

o Security Groups

« Simple Nofification Service (SNS)

« Simple Queue Service (SQS)

o Simple Storage Service (S3)

o Storage Gateways (ASG)

« Storage Gateway Volumes

« Virtual Private Cloud Service (VPC)
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NOTE: The CloudFront service is not monitored for GovCloud accounts.

NOTE: To monitor performance metrics for an AutoScale group, you must activate detailed instance
monitoring for that group. For instructions on how to perform this task, see
http://docs.aws.amazon.com/AutoScaling/latest/DeveloperGuide/as-instance-monitoring. html.

The Dynamic Applications in the PowerPack also monitor:

o The general health of each AWS service
o Current billing metrics for each service aligned with the account

o The total volume of APl calls that the Sciencelogic platform makes over time and a call-by-call breakdown of
successes, failures, and response latency

o Custom, application-specific performance metrics configured on the account

o The state of any AWS Alarms set on metrics in Cloudwatch
The Dynamic Applications in the PowerPack automatically create relationships between related instances.
Relationships are created for:

o AWS Auto Scale Groups and AWS Auto Scale Launch Configurations

o AWS EC2 Instances and AWS Auto Scale Groups

o AWS EC2 Instances and AWS EBS Volumes

o AWS EC2 Instances and AWS Elastic Beanstalk Applications

o AWS EC2 Instances and AWS ELB Instances

o AWS EC2 Instances and AWS EMR Instances

o AWS EC2 Instances and AWS OpsWorks Instances

o AWS EC2 Instances and AWS Security Groups

o AWS EC2 Instances and AWS VPC Instances

o AWS EC2 Instances and AWS VPC Subnets

o AWS EC2 Instances and the Cisco Cloud Center application

o AWS S3 Instances and AWS CloudTrail Instances

o AWS Security Groups and AWS VPC Instances

o AWS SNS Instances and AWS CloudTrail Instances

o AWS SNS Instances and AWS Glacier Instances

In addition to Dynamic Applications, the PowerPack includes the following features:

« EventPolicies and corresponding alerts that are triggered when AWS component devices meet cerfain status
criteria
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o Device Classes for each of the AWS component devices monitored
o Reports and dashboards that display information about AWS instances and component devices

o Asample credential for discovering AWS component devices

Dynamic Applications: Naming Scheme and Roles

The Dynamic Applications in the Amazon Web Services PowerPack are divided in to four types:
« Discovery. These Dynamic Applications poll AWS for new instances of services or changes to existing
instances of services.

« Instance. These Dynamic Applications retrieve configuration information about each service instance and
retrieve any changes to that configuration information.

o Performance. These Dynamic Applications poll AWS for performance metrics.
o Health. These Dynamic Applications collect the RSS status update messages from the Amazon Health Status

page (http://status.aws.amazon.com/).

Service Discovery Dynamic Applications are responsible for searching the AWS cloud for instances of specific
service. Typically, a Service Discovery Dynamic Application will then align Discovery Dynamic Applications for
each AWS service it discovers, Perfformance Dynamic Applications for each discovered service, and Configuration
Dynamic Applications for each discovered service.

For example, the Dynamic Application "AWS EC2 Service Discovery" will create a component device for the EC2
service and align the Dynamic Applications "EC2 Service Performance", "EC2 Service Health", and "EC2 Instance
Discovery" to that component device.

The Dynamic Application "EC2 Instance Discovery" will create component devices for each EC2 instance and
align the Dynamic Applications "EC2 Instance" (a Configuration Dynamic Application), "EC2 Instance
Performance", and "EBS Discovery" to that component device.

The general Dynamic Application hierarchy is:

o Account Discovery
o Region Discovery
o Zone Discovery
« Service Discovery
o Service Performance
o Service Health

o Instance Discovery

m Instance Config

m |nstance Performance
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AWS Account Discovery

The Dynamic Application "AWS Account Discovery" is the root Dynamic Application that retrieves the user's
account permissions. The "Account' component device uses the full user ID as the device name.

The "AWS Account Discovery" Dynamic Application aligns the Dynamic Applications "AWS Region Discovery" and
"AWS Region Instance" to the account component device. These Dynamic Applications discover the AWS Regions
that contain services for the user.

The "AWS Account Discovery" Dynamic Application retrieves account-specific performance statistics such as total
number of APl calls and custom (application-specific) performance metrics.

Installing the Amazon Web Services PowerPack

Before completing the steps in this manual, you must import and install version 103 of the Amazon Web Services
PowerPack.

NOTE: To install version 103 of the PowerPack, your Sciencelogic system must be upgraded to the 8.3.0
release or later.

To download and install a PowerPack:

TIP: By default, installing a new version of a PowerPack overwrites all content in that PowerPack that has
already been installed on the target system. You can use the Enable Selective PowerPack Field
Protection setting in the Behavior Settings page (System > Settings > Behavior) to prevent new
PowerPacks from overwriting local changes for some commonly customized fields. (For more information,
see the System Administration manual.)

1. Download the PowerPack from the Sciencelogic Customer Portal.

Goto the PowerPack Manager page (System > Manage > PowerPacks).

In the PowerPack Manager page, click the [Actions] button, then select Import PowerPack.

N

The Import PowerPack dialog box appears:

Import PowerPack™

[Browse for file... | Browse..

License: | |
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5. Click the [Browse] button and navigate to the PowerPack file.

6. When the PowerPack Installer modal page appears, click the [Install] button to install the PowerPack.

NOTE: Ifyou exit the PowerPack Installer modal page without installing the imported PowerPack, the
imported PowerPack will not appear in the PowerPack Manager page. However, the imported
PowerPack will appear in the Imported PowerPacks modal page. This page appears when you click
the [Actions] menu and select Install PowerPack.

Monitoring Consolidated Billing Accounts

Consolidated billing is an option provided by Amazon that allows multiple AWS accounts to be billed under a
single account. For more information about consolidated billing, see
http://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2 /consolidated-billing.html.

If a consolidated billing account is monitored by the Sciencelogic platform, the billing metrics associated with that
account include only the consolidated amounts, per service. If you use consolidated billing and want to collect
billing metrics per-account, you must discover each account separately. To monitor only the billing metrics for an
AWS account, you can create credentials that include only billing permissions.

Sciencelogic Events and AWS Alarms

In addition to the Sciencelogic platform collecting metrics for AWS instances, you can configure CloudWatch to
send alarm information to the platform via email. The platform will generate an event for each alarm.

For instructions on how configure CloudWatch and the platform to generate events based on CloudWatch alarms,
see the Configuring Inbound CloudWatch Alarms chapter.
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Chapter

Configuring AWS Monitoring

Overview

The following sections describe how to configure the the Sciencelogic platform to monitor Amazon Web Services:

« Configuring the Amazon Web Services Credential
o Creating an AWS Virtual Device

« Aligning the AWS Dynamic Applications

« Viewing AWS Component Devices

« Configuring the AWS Dashboards

o Amazon API Throttling Events

« Configuring AWS to Report Billing Metrics

Configuring the Amazon Web Services Credential

To use the AWS Dynamic Applications, you must configure a credential that allows the Sciencelogic platform to
connect to the AWS REST API. The Amazon Web Services PowerPack includes a credential template.

To use the credential template included in the PowerPack, you must download the security credentials for a user
associated with your AWS account. The user must meet the following requirements:

o The user must have read permissions in all regions and zones that you want to monitor. The default Read-
Only user policy for Amazon Web Services does not allow collection for all AWS Dynamic Applications.
Sciencelogic maintains a read-only user policy definition that specifies the permissions required for the
Dynamic Applications in the PowerPack. You can download this policy from the Sciencelogic Customer
Portal under Downloads > Miscellaneous. If you are using the Sciencelogic policy definition, you must create
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a user policy before creating a user account.

o Tocollect billing metrics, the user must have read permission in the us-east-1 zone. For instructions on how
to configure your AWS account to report billing metrics, see the Configuring AWS to Report Billing Metrics
section.

« Ifyou are using multiple users to monitor AWS, each instance of a service must be visible to only one of those
users. If an instance is visible to multiple users that are used to monitor AWS iin the Sciencelogic platform, the
device record for that instance will repeatedly switch between the component trees of the accounts that have
visibility to that instance.

To create a read-only user account, perform the following steps:

1. Open a browser session and go fo aws.amazon.com.

2. Click [My Account] and then select AWS Management Console. f you are not currently logged in to the
AWS site, you will be prompted to log in:

amazon

webservices

Sign In or Create an AWS Account
What is your e-mail or mobile number? &
/

E-mail or mobile number:

I am a new user.

«» Iam areturning user Now Available

and my password is:
Amazon Aurora

Enterprise-class database at 1/10th the cost

L Sign in using our secure server g)

Forgot your password? Learn more

Learn more about AWS Identity and Access Management and AWS Multi-Factor Authentication, features that provide
additional security for your AWS Account. View full AWS Free Usage Tier offer terms.

About Amazon.com Sign In

Amazon Web Services uses information from your Amazon.com account to identify you and allow access to Amazon Web Services. Your use
of this site is governed by our Terms of Use and Privacy Policy linked below.

Terms of Use Privacy Policy © 1996-2015, Amazon.com, Inc. or its affiliates

An amazoncom. company
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3. Inthe AWS Management Console, under the Security & Identity heading, click [Identity & Access
Management].

4. After logging in, the Identity & Access Management Dashboard page appears:

W Aws v
Dashboard

Details

Groups

Users

Roles

Policies

Identity Providers
Account Setings

Credential Report

Encryption Keys

Services v

] Welcome to Identity and Access Management

@ Feedback (@ English

1AM users sign-in link:

htitps://642636115777.signin.aws.amazon.com/console

IAM Resources

Users: 6 Roles: 0

Groups: 0 Identity Providers: 0

Customer Managed Policies: 1

Security Status
Delete your root access keys
A Activate MFA on your root account
Create individual IAM users
A Use groups to assign permissions
A Apply an IAM password policy

Customize | Copy Link

[— 2 outof 5 complete

v

v

v

Sdiencel ogic Training v Global ~

Feature Spotlight

Iniroduction to AWS 1AM <& @

- -

" §
% g |

< >
Additional Information
IAM documentation
Web Identity Federation Playground

Policy Simulator

Videos, IAM release history and additional
resources

Privacy Policy

5. Tocreate a user account for the Sciencelogic platform, click [Users] on the Dashboard menu.

N AWS -
Dashboard

Details

Groups

Users

Roles

Policies

Identity Providers
Account Setings

Credential Report

Encrypion Keys

Services v

“

@ Feedback @ English

Q
() userName % Groups Password
O emr 0
O emrrRw 0
(J  emradmin 0
[0 useastt 0
() uswestt 0
() uswest2 0

6. Click the [Create New Users] button.

Password Last Used ¢

Support ~

Terms of Use

Scencelogic Training v Global v Support v

Showing 6 results

Access Keys Creation Time %

1 active 2015-05-28 15:55 EDT
1 active 2015-06-09 13:15EDT
1 active 2015-06-08 15:16 EDT
1 active 2015-08-24 17:47 EDT
1 active 2015-08-24 17:47TEDT
1 active 2015-08-24 17:47TEDT

& e

Privacy Palicy ~ Terms ofUse

7. Enterausername forthe new user, e.g. "EM7", and make sure the Generate an access key for each user
checkbox is selected.

Configuring AWS Monitoring



8. Click the [Create] button to generate your user account. The Create User page appears:

AWS ~ Services Sciencelogic Training v  Global v Support ~

Your 1 User(s) have been created successfully.
This is the last time these User security credentials will be available for download.

You can manage and recreate these credentials any time.
» Show User Security Credentials

(MY  Download Credentials

9. Click the [Download Credentials] button to save your Access Key ID and Secret Key as a CSV (comma-
separated value) text file, and then click [Close].

10. After creating a user, you must assign it a set of permissions policies. Click the username of the user account
you created. The user's account information appears:

WF  AWS - Services v

Sdencelogic Training ~  Global ~  Support ~
Dashboard 1AM > Users > EM7-BA
¢~ Summary

Details

User ARN: amn:aws:iam:-642636115777:use/EM7-BA
Groups Has Password: No
Users Groups (for this user): ()]
Roles Path: /

Creation Time: 2015-09-02 11:32 EDT
Policies

Identity Providers
Account Settings ~ Groups

Credential Report This user does not belong to any groups.

Add User to Groups

~ Permissions

Encrypiion Keys

Managed Policies ~
There are no managed policies atiached to this user.

Attach Policy
Inline Policies &

There are no inline policies to show. To create one, click here

@ Feedback @ English

Privacy Policy  Terms of Use
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11. Underthe Permissions heading, click the [Attach Policy] button. The Attach Policy page appears:

W@ AWS v Services v SeienceLogic Training v Global v Support v
Attach Policy Attach Policy
Select one or more policies to attach. Each user can have up to 10 policies attached
Filter: Policy Type v Q Showing 150 results
Policy Name & Attached Entities & Creation Time & Edited Time ¢
\2\ ReadOnlyAccess 5 2015-02-06 13:39 EST 2015-06-15 18116 EDT
\:\ AdministratorAccess 1 2015-02-06 13:39 EST 2015-02-06 13:39 EST
\:\ AmazonAPIGatewayAdministrator 0 2015-07-09 13:34 EDT 2015-07-09 13:34 EDT
\:\ AmazonAPIGateway InvokeF ullAccess 0 2015-07-09 13:36 EDT 2015-07-09 13:36 EDT
\:\ AmazonAppStreamF ullAccess 0 2015-02-06 13:40 EST 2015-02-06 13:40 EST
:_ AmazonAppStreamReadOnlyAccess 0 2015-02-06 13:40 EST 2015-02-06 13:40 EST
\:\ ‘AmazonCognitoDeveloperAuthenticate 0 2015-03-24 13:22 EDT 2015-03-24 13:22 EDT
\:\ ‘AmazonCognitoPowerUser 0 2015-03-24 1314 EDT 2015-03-24 1314 EDT
\:\ ‘AmazonCognitoReadOnly 0 2015-03-24 13:06 EDT 2015-03-24 13:06 EDT
\:\ AmazonDRSVPCManagement 0 2015-09-01 20:09 EDT 2015-09-01 20:09 EDT
\:\ ‘AmazonDynamoDBFullAccess 0 2015-02-06 13:40 EST 2015-02-06 13:40 EST
\:\ ‘AmazonDynamoD BFullAccesswithDat. 0 2015-02-06 13:40 EST 2015-02-06 13:40 EST
,

12. Selectthe checkbox for Read Only Access or select the policy based on the definition supplied by
Sciencelogic.

NOTE: The default Read-Only user policy for Amazon Web Services does not allow collection for all AWS
Dynamic Applications. Sciencelogic maintains a read-only user policy definition that specifies the
permissions required for the Dynamic Applications in the PowerPack. You can download this policy
from the Sciencelogic Customer Portal under Downloads > Miscellaneous.

13. Click the [Attach Policy] button.

To use the Dynamic Applications in the Amazon Web Services PowerPack, you must first define an AWS credential
in the Sciencelogic platform. To define an AWS credential:

1. Gotothe Credential Management page (System > Manage > Credentials).
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2. Click the wrench icon ( ?) for the Amazon Web Services credential. The Credential Editor modal page

appears:

Credential Editor [1] X

Edit SOAP/XML Credential #1 New Reset
Basic Settings Soap Options
Profile Mame: Content Enceding Method HTTP Version Embedded Password [%F]
[Amazon Web Services Credential | | [ texthaml ] v | [[POST] v | [[HTTPMA1] ¥ | | |
URL [ hitp(s)://Host Pert/Path | %0 = Aligned Device Address | %M = Aligned Device Host Name | Embed Value [%1] Embed Value [%2]
[http: com/ [ ! J J
HTTP Auth User HTTP Auth Password Timeout (seconds) Embed Value [%3] Embed Value [%:4]
[[ AWS Account Access Key ] | [eer e | 2 | | | |
Proxy Settings “ || HTTP Headers
Hostname/P Port User + Add a header
[ | o J [
-
CURL Options
CAINFO .
CAPATH
CLOSEPOLICY
CONNECTTIMEOUT
COOKIE B
COOKIEFILE
COOKIEJAR n
COOKIELIST
CRLF
CUSTOMREQUEST
-
[ sove [ sevens ]

3. Entervalues in the following fields:

« Profile Name. Enter a name for your AWS credential.
o HTTP Auth User. Enter your Access Key ID.

e HTTP Auth Password. Enter your Secret Access Key. The characters appear as asterisks to protect
your password privacy.

« Embed Value [%1]. To monitor a GovCloud account, enter "us-gov-west-1". To monitor the Beijing
region, enfer "cn-north-1". Otherwise, leave this field blank.

4. Click the [Save As] button, and then click [OK].

Creating an AWS Virtual Device

Because the Amazon Web Service does not have a specific IP address, you cannot discover an AWS device using

discovery. Instead, you must create a virtual device that represents the Amazon Web Service. A virtual device is a
user-defined contfainer that represents a device or service that cannot be discovered by the Sciencelogic platform.
You can use the virtual device fo store information gathered by policies or Dynamic Applications.

To create a virtual device that represents your Amazon service:

1. Gotothe Device Manager page (Registry > Devices > Device Manager).
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2. Click the [Actions] button, then select Create Virtual Device. The Virtual Device modal page appears:

virtual Device X
Create Virtual Device Resat

Device Mame [»'-‘«ma.zun Cloud ]
Organization [Sy'sdem v ]
Device Class | Service | AWS Service v |
Collector | CUG v |
Add

3. Entervalues in the following fields:

o Device Name. Enter a name for the device. For example, you could enter "Amazon Cloud" in this

field.

« Organization. Select the organization for this device. The organization the device is associated with
limits the users that will be able to view and edit the device.

« Device Class. Select Service | AWS Service.

o Collector Group. Select the collector group that will monitor the device.

4. Click the [Add] button to create the virtual device.

Aligning the AWS Dynamic Applications

You must manually align the following Dynamic Applications with the AWS Virtual Device:

o AWS Health
o AWS Account Discovery

You will need to manually align only the AWS Health and AWS Account Discovery Dynamic Applications. The
other AWS applications will be automatically aligned.

To align the Dynamic Applications to your virtual device, perform the following steps:
1. Go to the Device Manager page (Registry > Devices > Device Manager).

2. Click the wrench icon ( P) for your virtual device.
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3.

In the Device Administration panel, click the [Collections] tab. The Dynamic Application Collections
page appears:

2 Typs  Virtual Device

Cloud. Service

AWS Service

0 days, 00:00:00

Group 1or CUG | em7_ao
Device Hostnam
Dynamic Application™ Collections Application Added Expand Actions Reset Guide
Dynamic Application v} il Frequenc, Type Credentia

+ AWS Account Discovery 32 5 mins ‘Snippet Configuration Amazon Web Services Credential j
+ AWS Health 137 30 mins Snippet Cenfiguration Amazon Web Services Credential

(Select Action] 3] o |

Click the [Actions] button, and then select Add Dynamic Application from the menu.

In the Dynamic Application Alignment modal page, select the AWS Health Dynamic Application in the
Dynamic Applications field.

In the Credentials field, select the credential you created for your AWS service.
Click the [Save] button to align the Dynamic Application.
Repeat steps 4 - 7 for the AWS Account Discovery Dynamic Application.

Viewing AWS Component Devices

When the Sciencelogic platform performs collection for the AWS virtual device, the platform will create

component devices that represent each element in your AWS infrastructure and align other Dynamic Applications

to those component devices. Some of the Dynamic Applications aligned to the component devices will also be
used to create additional component devices. All component devices appear in the Device Manager page just
like devices discovered using the Sciencelogic discovery process.
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In addition to the Device Manager page, you can view the AWS service and all associated component devices in
the following places in the user interface:

o The Device Components page (Registry > Devices > Device Components) displays a list of all root devices
and component devices discovered by the Sciencelogic platform in an indented view, so you can easily view
the hierarchy and relationships between child devices, parent devices, and root devices. To view the
component devices associated with an AWS service, find the AWS virtual device and click its plus icon (+):

Device Components | Devices Found [4]
Devios Glass oip Organization
AWS Service | AWS Service 84 system
AWS Service | AWS Service M9 System
o me . oo
1. + 0:ro0t w AWS Account | A 120 System
3.+ [ Byfflem7_db 73 W192.168.33.50 e ‘ScienceLogic, Inc. | EW7 Database & system
+ + PPElpor devasenceioaiceal w10 158 22 0 Viware Viware | ESXi 5.1 42 System A cuGt Active mOe [
[Select Action]
——
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o The Component Map page (Views > Device Maps > Components) allows you fo view devices by root
node and view the relationships between root nodes, parent components, and child components in a map.
This makes it easy to visualize and manage root nodes and their components. The Sciencelogic platform
automatically updates the Component Map as new component devices are discovered. The platform also
updates each map with the latest status and event information. To view the map for an AWS service, go to
Views > Device Maps > Components, and select the map from the list in the left NavBar. To learn more
about the Component Map page, see the Views manual.

Device Component Map [ Kiosk [ Resct | Guide ]

"
Fa W | = ‘ L 1
o ——

Trace Filter Screenshot

”"
N

Do)
=) e 0 T s =
= -5 &
D e O G0

Relationships Between Component Devices

In addition to the parent/child relationships between component devices, relationships are automatically created
by the Dynamic Applications in the Amazon Web Services PowerPack between the following component devices:

o AWS Auto Scale Groups and AWS Auto Scale Launch Configurations
o AWS EC2 Instances and AWS Auto Scale Groups

o AWS EC2 Instances and AWS EBS Volumes

o AWS EC2 Instances and AWS Elastic Beanstalk Applications
o AWS EC2 Instances and AWS ELB Instances

o AWS EC2 Instances and AWS EMR Instances

o AWS EC2 Instances and AWS OpsWorks Instances

o AWS EC2 Instances and AWS Security Groups

o AWS EC2 Instances and AWS VPC Instances

o AWS EC2 Instances and AWS VPC Subnets

o AWS EC2 Instances and the Cisco Cloud Center application
o AWS S3 Instances and AWS CloudTrail Instances
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o AWS Security Groups and AWS VPC Instances
o AWS SNS Instances and AWS CloudTrail Instances
o AWS SNS Instances and AWS Glacier Instances

Configuring the AWS Dashboards

The AWS Account Billing and AWS Health Status dashboards must have their (base) Custom Table widgets
manually configured to filter only AWS service-specific events. To do this:
1. Goto Dashboards > AWS Account Billing.

2. Click the down-arrow in the upper-right of the AWS Events widget, and then select Configure from the
Options menu. The Widget Configuration modal page appears.

3. Inthe Device Class filter, enter "AWS" to show only AWS device classes:

Widget Configuration

Editing: (base) Custom Table
Widget Refresh Rate

[AWS Events | [Widget defaut (1 minute)

Enty Type.

Field for Timespan'
[Last Detected]

Disabled Columns.

& en
@' Organization

WS Auto |
@' Acknowledged onfig| AW |
& Ticket D

& EdemalToket [ ] o™

&' Date Acknowledged |

[T create Template.

4. Control-click on the following items in the Device Class field:

o AWS DDB Service

o AWS EC2 Service

o AWS ELB Service

o AWS EMR Service

o AWS RDS Service

o AWS SNS Service

o AWS SQS Service

o AWS Storage Gateway Service

Configuring AWS Monitoring
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5. Click the [Save] button.
6. Repeatsteps 1 - 5 forthe AWS Health Status dashboard.

Amazon AP| Throttling Events

By default, the Sciencelogic platform will use the Collector Group aligned with the root AWS virtual device to
refrieve data from AWS devices and services.

If the platform must collect data from a large set of AWS devices and services, the platform might generate Notify
events with a message ending in the text "Retry #1- 6". The platform generates these events when the Amazon API
throttles collection in response fo a large number of requests to the API. Even though the platform is generating
Notify "Retry" events, the platform is still collecting data from AWS. This issue commonly occurs when a specific
Amazon data cenfer edge is close to capacity.

If the Sciencelogic platform generates the Minor event "Collection missed on <device > on 5 minute poll", this
indicates that the platform was unable to retrieve that specific datum from the Amazon cloud during the most
recent five-minute polling cycle. If you frequently see the "Collection missed" event across your cloud, you must
contact Amazon support to whitelist the IP address of your Data Collector. This will prevent further throttling from
occurring.

Configuring AWS to Report Billing Metrics
To use the AWS Billing Performance Percent Dynamic Application, your AWS account must meet the following

requirements:

o The user account you supplied in the AWS credential must have permission to view the us-east-1 zone.

o Your AWS account must be configured to export billing metrics to the CloudWatch service.

If your AWS account is not configured to export billing metrics to the CloudWatch service, the AWS Billing
Performance Percent Dynamic Application will generate the following event:

No billing metrics can be retrieved. Your AWS account is not configured to export
billing metrics into CloudWatch.

To configure your AWS account to export billing metrics to the CloudWatch service, perform the following steps:

1. Open a browser session and go fo aws.amazon.com.
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2. Click [My Account] and then select Billing & Cost Management. If you are not currently logged in to the AWS
site, you will be prompted to log in:

amazon

webservices

Sign In or Create an AWS Account
What is your e-mail or mobile number? &

E-mail or mobile number:

I am a new user.

» Iam a returning user Now Available

and my password is:
Amazon Aurora

Enterprise-class database at 1/10th the cost

[ Sign in using our secure server @

Forgot your password? Learn more

Learn more about AWS Identity and Access Management and AWS Multi-Factor Authentication, features that provide
additional security for your AWS Account. View full AWS Free Usage Tier offer terms.

About Amazon.com Sign In

Amazon Web Services uses information from your Amazon.com account to identify you and allow access to Amazon Web Services. Your use
of this site is governed by our Terms of Use and Privacy Policy linked below.

Terms of Use Privacy Policy & 1996-2015, Amazon.com, Inc, or its affiliates
An amazoncom. company

3. After logging in, the Billing & Cost Management Dashboard page appears. In the left navigation bar,
click [Preferences]. The Preferences page appears:

AWS ~ Services ~ it-aws-master ~  Global ~  Support ~
Dashboard Preferences )
Bills
Cost Explorer v Receive PDF Invoice By Email
Budgets Turn on this feature to receive a PDF version of your invoice by email. Invoices are generally available within the first three days of the
month.

Payment Methods

Payment History Receive Billing Alerts

Consolidated Billing Turn on this feature to monitor your AWS usage charges and recurring fees automatically, making it easier to track and manage your

Reports spending on AWS. You can set up billing alerts to receive email notifications when your charges reach a specified threshold. Once
enabled, this preference cannot be disabled. Manage Billing Alerts

Preferences

Credits

+| Receive Billing Reports

Tax Settings Turn on this feature to receive ongoing reports of your AWS charges once or more daily. AWS delivers these reports to the Amazon 53
DevPay bucket that you specify where indicated below. For consolidated billing customers, AWS generates reparts only for paying accounts.
Linked accounts cannot sign up for billing reports.

Save to 53 Bucket Verify
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4.

5.

Select the Receive Billing Alerts checkbox.

If you enable this option, this option cannot be disabled.

Click the [Save Preferences] button.

Enabling Custom Metrics Collection

By default, the Dynamic Applications that collect data for custom AWS metrics (metrics that are not in the "AWS"
cloud namespace) are disabled. To enable these Dynamic Applications:

1.

2.

21

Goto the Dynamic Applications Manager page (System > Manage > Applications).

Click the wrench icon ( &) for the AWS Custom Metrics Dynamic Application. The Dynamic Applications
Properties Editor page appears.

In the Operational State field, select Enabled.

Click the [Save] button.

Repeat steps 1 - 4 for the AWS Custom Metrics Cache Dynamic Application.
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Configuring Inbound CloudWatch Alarms

Overview

In addition to the Sciencelogic platform collecting metrics for AWS instances, you can configure CloudWatch to
send alarm information to the platform via email. The platform will generate an event for each alarm. This chapter
describes how to configure CloudWatch and the platform to generate events based on CloudWatch alarms.

The Amazon Web Services PowerPack includes three pre-defined event policies for CloudWatch alarms:

o Emails indicating an alarm state will generate a Major-severity event using the "AWS: EmailAlarmAlarm"
event policy.

o Emails indicating an insufficient data state will generate a Notice-severity event using the AWS:
"EmailAlarmNolnfo" event policy.

o Emails indicating an OK state will generate a Healthy-severity event using the "AWS: EmailAlarmOK" event

policy.
These events are aligned to devices in the following way:

o Ifthe CloudWatch alarm is generated for a specific AWS instance, the event in the Sciencelogic platform will
be aligned to the component device for that instance.

o Ifanalarm is not aligned to a specific instance, the event in the Sciencelogic platform will be aligned to the
component device for the AWS account. You can optionally specify a different device with which these events

will be aligned.

NOTE: Because the AWS services make new data points available at varying time intervals, there might be a
difference in the data points collected by the Sciencelogic platform when compared to data
presented in CloudWatch at a given time. The difference between the Sciencelogic platform and

CloudWaitch is typically less than 1%.
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Prerequisites

Before you perform the configuration steps in this chapter, you must:

« Configure the platform to receive inbound email. For instructions on how to configure inbound email, see
Chapter 2 in the Inbound Email manual.

« Configure an email alias to which AWS will send email. The recipients for this alias must include:

o The Events-from-Email address for the Sciencelogic platform. This email address is in the following
format:

notify@domain-name-of-SciecelLogic-platform

Where "domain-name-of-Sciencelogic-platform" is one of the fully qualified domain names of the
Database Server or All-In-One Appliance, i.e., one of the domain names you entered in the
Authorized Email Domains field in the Email Settings page.

o An email account to which you have access. This account will be used during the configuration steps
to confirm with Amazon that you want to receive emails. This email address can be removed from the
alias after the configuration is complete.

Configuring CloudWatch to Send Alarms for a Metric

To configure CloudWatch to send alarms to the Sciencelogic platform for a metric, perform the following steps:

1. Open a browser session and go fo aws.amazon.com.
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2. Click [My Account] and then select AWS Management Console. If you are not currently logged in to the
AWS site, you will be prompted to log in:

_ iy
ffrramazon

17 webservices

Sign In or Create an AWS Account
What is your e-mail or mobile number? &

E-mail or mobile number:

I am a new user.

» Iam a returning user Now Available

and my password is:
Amazon Aurora

Enterprise-class database at 1/10th the cost

[ Sign in using our secure server ﬁ)

Forgot your password? Learn more

Learn more about AWS Identity and Access Management and AWS Multi-Factor Authentication, features that provide
additional security for your AWS Account. View full AWS Free Usage Tier offer terms.

About Amazon.com Sign In

Amazon Web Services uses information from your Amazon.com account to identify you and allow access to Amazon Web Services. Your use
of this site is governed by our Terms of Use and Privacy Policy linked below.

Terms of Use Privacy Policy & 1996-2015, Amazon.com, Inc, or its affiliates
An amazoncom. company

In the AWS Management Console, under the Management Tools heading, click [CloudWatch].
Click the [Browse Metrics] button.

Select the metric for which you want CloudWatch to send alarms.

o AW

Select the instances for which you want CloudWatch to send alarms for this metric.

Configuring Inbound CloudWatch Alarms
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7. Click the [Create Alarm] button. The Create Alarm page is displayed:

Create Alarm

1. Select Metric 2. Define Alarm

Alarm Threshold Alarm Preview

This alarm will trigger when the blue line goes up
to or above the red line for a duration of 5 minutes

Provide the details and threshold for your alarm. Use the graph on the right to help set the
appropriate threshold.

Name:

CPUUtiization >= 0
Description:

Whenever: CPUULtilization

10
is: == v |p s
0
. o 9/03 9/03 9/03 903
for: |4 consecutive period(s) 11:00 12:00 13:00 14:00
. Namespace: AWS/EC2
Actions °
Instanceld: | 51089236
Define what actions are taken when your alarm changes state.
InstanceName: student13
Natification Delete . . —
Metric Name: | cpuutilization
Whenever this alarm: | State is ALARM v
Send notification to: | Select a notification list ¥ | Newiist Enterlist € Period:

5 Minutes v

Statistic: | Average v
+ Notification + AutoScaling Action + EC2 Action

Specify a Name and Description for the alarm.

If you have previously configured an alarm for the Sciencelogic platform, select the notification list for the
platform in the Send notification to field. Otherwise, select the [New list] link to the right of the Send
notification to field and supply values in the following fields:

« Send notification to. Enter a name for the new notification list. If you add additional alarms, you can
selectthe name you enter in this field instead of re-entering the email address.
o Email list. Enter the email alias you configured for the Sciencelogic platform email address.
Supply values in the other fields in this page as desired.
Click the [Create Alarm] button.
Log in to the email account you configured to receive email from the email alias.

Open the confirmation email from Amazon and click the [Confirm subscription] link.
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Configuring the platform to Receive CloudWatch Alarms

For each AWS account for which you want the platform to receive CloudWatch alarms, perform the following
steps:

1. Gotothe Emailer Redirection page (Registry > Events > Inbound Email).

2. Click the [Create] button. The Add Policy page is displayed:

Add Policy | Create New Reset

Criginator Address
Type
[[Ifnew:e not found, discard unmatched email | L ]
Regex Pattern
Regex Type
[ [ subject ] v

3. Supply values in the following fields:

o Originator Address. Enfer "no-reply@sns.amazonaws.com".
o Alignment Type. Select If device not found, align unmatched email with default element.
o Regex Pattern. Enter "Instanceld =".

o Regex Type. Select Body.

4. Click the binoculars icon (ﬂ) in the Default Element field. The Element Alignment page is displayed.

5. Inthe Element Alignment page, search for the component device for the AWS account.
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NOTE: Events for CloudWatch alarms that are not associated with a specific instance will be
associated with this device. If you want those events to be associated with a different device,
search for and select that device.

Click the name field for the component device for the AWS account. The Element Alignment page will
close and the component device will be displayed in the Default Element field.

Click the [Save] button.
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4

AWS Reports

Overview

This chapter describes the reports that are included in the Amazon Web Services PowerPack.
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AWS Billing

Report

This report displays service costs for Amazon Web Services. The report includes Total, Monthly, Quarterly, and

Annual costs.

8
it 44

Report Start Date: 2014/04
Report Duration: To present

iiiScienceLog ic
AWS Billing Report - Total Service Costs

* Billing data may be inaccurate due to missed polls.

AWS Billing Report - Monthly Costs

Service # Instances Total Cost
Qs 2 $0.00
EC2 72 $0.00
SNS 15 $0.00
Total for Account: AIDAJSCRUCDWAW? 89 $0.00
Overall Totals: 89 $0.00

Generated on: 2015/04/17 07:46:56
fr—r—
.s%.zi!ScienceLogic
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AWS Billing Report - Quarterly Costs

Region Service Q22014 Q32014 Q42014 Q1 2015
$0.00 $0.00 $0.00 $0.00

Region Service Q22014 Q32014 Q42014 Q1 2015
Frankfurt: eu-central-1 [14444] 505 $0.00 $0.00 $0.00 $0.00
Frankfurt: eu-central-1 [14444] EC2 $0.00 50.00 $0.00 S0.00
SNS $0.00 $0.00 $0.00 $0.00

Generated on: 2015/04/17 07:46:56

HidiSciencelogic

AWS Billing Report - Annual Costs

Region Service 2014 2015

$0.00 $0.00

Region Service 2014 2015

Frankfurt: eu-central-1 [14444] 505 $0.00 $0.00
Frankfurt: eu-central-1 [14444] EC2 $0.00 $0.00
SNS 30.00 $0.00

Generated on: 2015/04/17 07:46:56
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Sciencelogic

AWS Billing Report - Control

Description: AWS Eilling

Report Version: 11

Generated On: 2015004/17 O7:46:56
AWS Accounts: All

Start Date: 2014704

Duration: To present

Generated on: 2015/04/17 07:46:56

The following input options are available when generating the report:

o AWS Accounts. Select the AWS Account(s) for which you want to generate the report. The All Accounts

checkbox is selected by default. De-selecting this checkbox allows you to select one or more specific accounts
for which to generate a report.

o Report Span. Select a span from one to 36 months for the report, or specify a specific starting date for the
report.

This description covers the latest version of this report as shipped by Sciencelogic. This report might have been
modified on your Sciencelogic system.
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AWS Inventory Report

This report displays an inventory of AWS instance counts. The report includes the number of each kind of instance
in every zone associated with the chosen accounts. It also includes a count of each EC2 instance size in each zone.

dea o .
adiSciencelogic

AWS Inventory Report - Instance Counts

Zone Glacier  Launch COn AS GROUp  Web DIst judFront Ori| CloudTrail  ELB Subnet SNS. EC2 RDS 3 Health Chs3 Zo  s3 sQs. EBS VPG
di2tibkéght264.cloudfront.net [14150] o 0 0 1 1 o o o o o o 0 [ o
Totals for Level1: CloudFront Service [14120] o o o 1 1 o Ll L L L L L L o o Ll

Zone Glacier  Launch Con AS Group  Web Dist judFront Ori CloudTrail ELB Subnet SNS ECZ RDS 3 Health Chd3 Hosted Zo 53 sQs EBS VPC
eu-central-1 Glacier Service [14467] 1 ] ] 0 ] [ o [ 0 [ 0 0 [ 1 ]
eu-central-1 VPC Service [14447] 0 0 0 [ 0 o o F o 0 o 0 0 [ 0 1
eu-central-1a [14446] 0 o o [} o o o o 1 o 0 0 [ 0 o

Totals for Level1: Frankturt: eu-central-1 N o o o o o o 2 o 1 ° o 0 0 o 1 1

F

oo coooof§lN~ oo

Clacier  Launch Con AS Group  Web Dist sudFront Ori| GloudTrail
0

Zone
eu-west-1 Glacier Service [14129] 0 (]
euwest-1 Cloud Trail Service [14346]
euwest-1 ELB Service [14124]
euwest-1 SNS Service [14123]
euwest-1 VPC Service [14130]
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0 0
0 0
0 0
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us-east-1 Auto Scale Service [14138]
us-past-1 CloudTrail Service [14139]
us-east-1b [14133]

us-standard 53 Service [14137]
us-east-1 SQS Service [14340]
us-east-1 VPC Service [14141]

[
o
L]
L]
o

Totals for Level1: Ireland: eu-west-1 | o o Ll o L

Zone Glacier Launch Con AS Group  Web Dist sudFront Ori| CloudTrail Subnet 3 Health Chd3 Hosted Zo
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Zone Launch Con AS Group Web Dist jdFront Orl CloudTrall  ELB  Subnet  SNS RDS 3 Health Ché Hosted Zo 53 508 E88 VPG

us-west-2 Autn Scale Service [14147] 0 1 1 ) [ [ o a a ) 0 0 0 0
us-west-2 CloudTrail Service [14148] 0 ] ] o [ 1 o L] L] 0 0 o 0 [
us-west-2 S3 Service [14146] 0 [ [ o [ o o L] L] 0 3 o 6 [
us-west-2 SQS Service [14336] 0 ] [ o [ o o 4 L] 0 0 1 0 [
us-west-2 VPC Service [14149] o 0 0 ] 0 o o 3 L] a 0 0 o 0 1
Totals for Levell: us-west-2 o 1 1 L] o 1 o 3 4 o o L 3 1 6 1
Zone Glacier Launch Con AS Group  Web Dist sudFront Ori CloudTrail  ELB  Subnet  SNS RDS 3 Health Chid Hosted Zo 53 508 EBS wPC

mapmycloud.net [14121] ] [ ] ] o o a 1 1 [ o ] ]
‘Totals for Level1: Route 53 Service [14115] o L] Ll L] L] Ll Ll L] o L] 1 1 L} o Ll L]
Totelntor Aesourd: 2 3 2 1 1 a 3 E 1 3 1 1 ] 2 6 1
Totals for Pitiock 2 3 2 1 1 3 3 2 13 3 1 1 L] z 56 0
Overall Totals: 2 3 2 1 1 3 3 2 13 3 1 1 L] z 56 10

Generated on: April 17th, 2015 at 7:46am

iiSciencelogic

AWS Inventory Report - EC2 Instance Details

0 0 [) ) 1 [ 0
Ll L Ll L 1 L o o o
MLsmall Milarge Timicro TZsmall TZmicro  Cllarge  Mixdarge MI.medium MLmedium
0 1 2 ] O] O] 0 0 0
o o 2 0 0 0 ] ] ]

0 0 2 0 0 0 0 1] 1]

o 1 & L L L o o o
MLsmall M3large TLmicro  T2.Small  Tamicro  C3large  M3xdarge M3.medium MLmedium
4 4 3 1 0 4] 1] 1]

L] L] o 0 3 o 1 0 0
1 0 4 0 0 o ] ] 1
2 0 2 0 0 1 ] ] ]

7 a a9 1 a 1 1 0 1
MLsmall M3large TLmicro  T2.small  Tamicro  C3large  M3xdarge M3.medium MLmedium

0 4 0 0 0 4] 1 1]
L] L] 3 o o o 0 0 0
0 0 L] 0 0 0 ] 1 ]
L] L] 7 a L] o o 2 []
7 5 22 1n 5 1 1 2 1
7 5 2z n 5 1 1 2 1
7 5 2z n [ 1 1 2 1

‘Generated on: April 17th, 2015 at 7-d6am
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The following input options are available when generating the report:

« Organizations. Select the organization for which you want to generate the report. The All Organizations
checkbox is selected by default. De-selecting this checkbox allows you to select one or more specific
organizations for which to generate a report.

o AWS Accounts. Selectthe AWS Account(s) for which you want to generate the report. The All Accounts
checkbox is selected by default. De-selecting this checkbox allows you to select one or more specific accounts
for which to generate a report.

« Filter on EC2 Instance Config Data. Select the EC2 instances that will be included in the report based on
the configuration data reported for each EC2 instance:

o Choose up to four configuration parameters for EC2 instances.

o Foreach selected configuration parameter, enter a value to match against and select how that value
should be matched.

« Inthe Comparison Operator field, select whether an EC2 instance must match all configuration
parameters (and) or only one configuration parameter (or) to be included on the report.

o Report Options. Select the Include Terminated Instances checkbox to include all terminated instances.

This description covers the latest version of this report as shipped by Sciencelogic. This report might have been
modified on your Sciencelogic system.
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AWS Running Config Report

This report displays the running config of all AWS instances for one to all organizations across a number of AWS
billing accounts.

-
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SE80S

Sciencelogic

AWS Running Config Report

dlztibkégbt264.cloudfront.net [14150]

Key Value
e ppplication T+ AWS CloudFronl Crign Discovery =™
istinguished Mame: arm: stritiorVELKPRUBCKDYLIE

Exists: 1
Id: doudirant E1XFPRUBCHKOYUSS silockudirail 53 amasanaws.com
Mame: silodoudirail =3 amaronaes com
= ppplication === = AWS CloudFront Web Distribution ==

Mame: am L ionVELK PRUBCHIVUIE

Deedivery Method: Web
Price Class: Not dwslable
Mame: d1Aibidohl?62. cloudfrontnet
Last Modified: 2004-03-18T03:25:03. 7772
CHames:
Status:
ween ppplication ™= = AWS CloudFront Festricion Discovery ™
Exists: 1
v ppplication ™ = AWS CloudFront Eror Page Discovery =
Exists: 1
weee ppplication ™ = AWS CloudFront Befunvics Discovery ™
[Exists: 1

The following input options are available when generating the report:
« Organizations. Select one, multiple, or all organizations to include in the report.

o All Organizations. This checkbox is selected by default. De-selecting this checkbox allows you to select
one or more specific organizations for the report.
o Organizations. If you unchecked the All Organizations checkbox, select one or more organizations to
include in the report.
o AWS Accounts. Select one, multiple, or all AWS Accounts to include in the report.
o All Accounts. This checkbox is selected by default. De-selecting this checkbox allows you to select one
or more specific AWS accounts for the report.

o Accounts. If you unchecked the All Accounts checkbox, select one or more AWS Accounts to include
in the report.
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« Filter on EC2 Instance Config Data. Select the EC2 instances that will be included on the report based on
the configuration data reported for each EC2 instance:
o Choose up to four configuration parameters for EC2 instances.

o Foreach selected configuration parameter, enter a value to match against and select how that value
should be matched.

o Inthe Comparison Operator field, select whether an EC2 instance must match all configuration
parameters (and) or only one configuration parameter (or) to be included in the report.

« Report Options. Select the Include Terminated Instances checkbox to include all terminated instances.

This description covers the latest version of this report as shipped by Sciencelogic. This report might have been
modified on your Sciencelogic system.
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AWS Dashboards

Overview

The Sciencelogic platform includes several dashboards for Amazon Web Services in the Amazon Web Services:
Dashboards PowerPack. This chapter describes how fo install these dashboards and also includes a description of

each dashboard.

Installing the Amazon Web Services: Dashboards
PowerPack

To view the Amazon Web Services dashboards in the Sciencelogic platform, you must first install the Amazon Web
Services: Dashboards PowerPack. To do so:

1. Gotothe PowerPack Manager page (System > Manage > PowerPacks).

2. Click the [Actions] button, then select Install PowerPack. The Imported PowerPacks modal page appears.
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3. Use the search filter in the PowerPack Name column heading to locate the PowerPack you want to install.
To do so, enter text fo match, including special characters, and the Imported PowerPacks modal page
displays only PowerPacks that have a matching name.

PowerPack Installer x

Imported PowerPacks™ | PowerPack Files Found [298]
Revisio j
FPowerPack MName ‘ersion n GUID Last Edited Imported »
| I IC Il J A [ [~}
1. Event Association Test 1 1 DED1884762194566B870BCDA4DF3AT42 2015-12-16 08:43:072015-12-16 09:43.00 / [
2. Event Suppression Test 1 1 ECB45650CAS5E155135F91F81F44D8: 2015-12-09 07:44:172015-12-09 07:4412 7 [
3. SLPSD: Onboarding 020000287  E121312BB0972ED35BEDA19ES8D195 2015-11-12 12:14:062015-11-12 12:135C / [
4. SL_PS Cisco 3rd Party Device Support  1.3999¢151  8B78EDB2A373B2D187ECEAE2545744 2015-11-05 12:17:382015-11-05 12:16:54 7 [~
5. NetApp Base Pack 770 6273 8014D5DAD2BBCOAC3E1DDEACC227E 2015-10-21 13:31:472015-10-20 14:56:5¢ / [
6. Cisco: Contact Center Enterprise *BETA* 0.5 1119 7CCBAD933EFBAFFSDB40EFEA40FB5C 2015-12-14 13:50:5(2015-10-29 14:56:5: /7 [
7. EMT Standard Device Categories 770 255  TAT322AA30F189B42943C082EFD71212015-06-02 18:30:562015-10-29 14565 / [
8. BL Test 1 2 T4FTEB16CFOFCO153700D2AF0982C21 2015-10-29 10:56:112015-10-29 10:56:0¢ 7 [
. BL Test 1 1 T4FTEB16CFOFC153700D2AF0982C21 2015-10-29 10:56:112015-10-29 10:54:15 / [
10. Microsoft Office 365 *BETA* 05 138  BFA30FTD1FACI162DDSCT17DIEFTTS - 2015-10-20 16:44:31 7 [
11. NetApp Base Pack 770 6838 8014D5DAD2BBCIAC3E1DDBACC227E 2015-10-21 13:31:472015-10-20 16:4437 / [
12. Cisco: Contact Center Enterprise *BETA* 0.5 1109  7CCBADI33EFBAFFSD840EFEA4DFB5C 2015-12-14 13:50:5( 2015-10-20 16:44:3¢ 7 [
13. EMT Default Internal Events 770 316  BEIF353DB4BA9A10F5CEBC28931F0B 2015-10-28 13:26:262015-10-20 16:44.3¢ / [
14. F5BIG-IP *BETA* 770 3242 BFA4E6B316FD2302D913EF3BFETFFE: 2015-10-28 13:26:272015-10-20 16:44:3¢ 7 [
15. Microsoft: Office 365 *BETA* 05 136  BFA30F7DIFACS162DDBCT17DIEFTTE - 2015-10-1415:12.2: / [
16. Cisco: Contact Center Enterprise *BETA* 0.5 1022 TCCBADI33EFBAFFSD840EFEA4DFB5C 2015-12-14 13:50:5( 2015-10-14 15:12:23 /7 [
17. Microsoft Base Pack 770 868  O7460EQBE03BSDABS16F3CCCE747CE2015-10-28 13:26:262015-10-13 12475 / [
18. EMT Default Internal Events 770 315  BEIF353DB4BA9A10F5CEBC28931F0B 2015-10-28 13:26:262015-10-13 12:47:5¢ 7 [
19. NetApp Base Pack 77.0 6792 8014DSDAD2BBCOACIEIDDE4CC227E 2015-10-21 13:31:412015-10-13 12:475¢ / [T
[[select Action]

4. Click the lightning-bolticon ( y ) for the PowerPack that you want to install.

5. The Install PowerPack modal page appears. To install the PowerPack, click [Install].

Install Power-Pack™ | kates_test_pp_3 Version 1

Package Information  GUID: 9FTECF5SCBCE1D713AD94AF704FBA136C  Revision: 2 Exported From: 7.6.0.beta

Created: 2015-07-28 14:10:53 Updated: 2015-07-28 14:10:53 Compiled: 2015-07-28 14:12:21
Package Content
Theme Name GUID Action
1. kates_test_theme_3 ABDIEASBCEFAE1F35EGF0411BD79AD0  update
2. kates_test_theme_4 ADAQ2B67E3CICCAD14FEBODAZAZI1AGS update

Installation Key:
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6. The PowerPack now appears in the PowerPack Manager page. The contents of the PowerPack are
automatically installed in your Sciencelogic system.

AWS Account Billing Dashboard

The AWS Account Billing Dashboard displays:
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« A pie chart that shows the estimated billing amount for each service over the selected time period.

o A performance graph that shows the estimated billing amount for the selected service, overtime. To selecta
service, click on the pie-chart segment for that service.

o Atable that shows the currently active AWS events.

« Atime span selector that controls the amount of data shown in the pie chart and the performance graph.

« An organization selector that limits the data in the pie chart and performance graph to include only instances
associated with the selected organizations.
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AWS Health Status Dashboard

The AWS Health Status Dashboard displays:
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A traffic light widget that displays a list of AWS services. To populate the other widgets in this dashboard,

select a service.

A tear-sheet widget that displays information and links for the selected service.

A service health widget, that displays log messages about the health of the service.

Atable that displays currently active events for the service.

An organization selector and a device group selector that control which services are shown in the traffic light

widget.

AWS Service Instance Performance Dashboards

The Amazon Web Services: Dashboards PowerPack includes a dashboard for each service type. Each dashboard
displays performance metrics for instances of an AWS service. The following dashboards are included:
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AWS DDB Performance
AWS EBS Performance

AWS EC2 Performance
AWS ELB Performance

AWS EMR Performance
AWS RDS Performance
AWS SQS Performance

AWS Storage Gateway Performance
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Each performance dashboard includes:
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« Aftraffic light widget that shows the status of all instances for the service.

o Four performance graphs that show applicable metrics when you select an instance from the traffic light
widget.

« Atime span selector that controls the amount of data shown in the performance graphs.

« An organization selector and device group selector that control which instances are shown in the traffic light
widget.
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© 2003 - 2017, Sciencelogic, Inc.
All rights reserved.
LIMITATION OF LIABILITY AND GENERAL DISCLAIMER

ALL INFORMATION AVAILABLE IN THIS GUIDE IS PROVIDED "AS IS," WITHOUT WARRANTY OF ANY
KIND, EITHER EXPRESS OR IMPLIED. SCIENCELOGIC™ AND ITS SUPPLIERS DISCLAIM ALL WARRANTIES,
EXPRESS OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE OR NON-INFRINGEMENT.

Although Sciencelogic™ has attempted to provide accurate information on this Site, information on this Site
may contain inadvertent technical inaccuracies or typographical errors, and Sciencelogic™ assumes no
responsibility for the accuracy of the information. Information may be changed or updated without notice.
Sciencelogic™ may also make improvements and / or changes in the products or services described in this
Site at any time without notice.

Copyrights and Trademarks

Sciencelogic, the Sciencelogic logo, and EM7 are trademarks of Sciencelogic, Inc. in the United States,
other countries, or both.

Below is a list of frademarks and service marks that should be credited to Sciencelogic, Inc. The ® and ™
symbols reflect the trademark registration status in the U.S. Patent and Trademark Office and may not be
appropriate for materials to be distributed outside the United States.

« Sciencelogic™

e EM7™ andem7™

o Simplify IT™

o Dynamic Application™

« Relational Infrastructure Management ™

The absence of a product or service name, slogan or logo from this list does not constitute a waiver of
Sciencelogic’s frademark or other intellectual property rights concerning that name, slogan, or logo.

Please note that laws concerning use of trademarks or product names vary by country. Always consult a
local attorney for additional guidance.

Other

If any provision of this agreement shall be unlawful, void, or for any reason unenforceable, then that
provision shall be deemed severable from this agreement and shall not affect the validity and enforceability
of any remaining provisions. This is the entire agreement between the parties relating to the matters
contained herein.

In the U.S. and other jurisdictions, trademark owners have a duty to police the use of their marks. Therefore,
if you become aware of any improper use of ScienceLogic Trademarks, including infringement or
counterfeiting by third parties, report them to Science Logic’s legal department immediately. Report as much
detail as possible about the misuse, including the name of the party, contact information, and copies or
photographs of the potential misuse to: legal@sciencelogic.com



Sciencelogic

800-SCI-LOGIC (1-800-724-5644)

International: +1-703-354-1010
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