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Chapter

Introduction

Overview

This manual describes how to monitor Amazon Web Services (AWS) in the Sciencelogic platform using the
Amazon Web Services PowerPack. It also describes the reports you can generate and the dashboards you can view
after you collect data from AWS, as well as the Run Book Action and Automation policies you can use to automate
certain aspects of monitoring AWS.

The following sections provide an overview of Amazon Web Services and the Amazon Web Services PowerPack:

What is AW S 8 5
What is an AW S Region g il 5
Whatisan AWS Zone? 5
What Does the Amazon Web Services PowerPack Monitore ... ... .. .. ... . ... 6
Dynamic Applications: Naming Scheme and Roles ... ... . ... 8

AWS Account DisCovVery . il 9
Installing the Amazon Web Services PowerPack ... .. L 9
Monitoring Consolidated Billing Accounts ... 10
Sciencelogic Events and AWS Alarms il 10

NOTE: For more information about setting up a Sciencelogic appliance on an Amazon Web Services EC2
instance, see the Installation and Initial Configuration manual.
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NOTE: For more information about sefting up an AWS Elasticsearch, Logstash, and Kibana (ELK) stack, see
the Monitoring AWS ELK Stacks manual.

NOTE: Sciencelogic provides this documentation for the convenience of Sciencelogic customers. Some of
the configuration information contained herein pertains to third-party vendor software that is subject to
change without notice to Sciencelogic. Sciencelogic makes every attempt to maintain accurate
technical information and cannot be held responsible for defects or changes in third-party vendor
software. There is no written or implied guarantee that information contained herein will work for all
third-party variants. See the End User License Agreement (EULA) for more information.

What is AWS?2

Amazon Web Services is Amazon's "Infrastructure As A Service" offering. AWS includes multiple products (called
Services) including virtual servers, DNS, private cloud, content delivery, storage, and database products.

What is an AWS Region?

An AWS region is an individual data center located in a specific geographic locale. Regions have a canonical
naming scheme of:

country/continent-direction-number

For example, the 'us-east-1' region is located in the United States, on the east coast, and itis the #1 data centerin
that region.

AWS regions are also commonly referred to by the city or state in which the data center is located. For example,
us-west-2 is commonly referred to as "Oregon", ap-northeast-1 is commonly referred to as "Tokyo", efc.

The Dynamic Applications in the Amazon Web Services PowerPack create a "region" component device for each
discovered region. The component devices for regions include both the region name and city/state description.
For example, the Dynamic Applications might discover a component device called "Oregon: us-west-2".
Component devices that represent AWS services reside under the appropriate "region" component device and
appropriate "zone" component device.

What is an AWS Zone?

All instances of an AWS service reside in one or more Zones. A zone is a physical network and power partition (air-
gap firewall) within a regional data center. Some AWS instances, like EC2 instances, are in a single zone. Other
AWS instances, like an SNS queue, existin all zones simultaneously.
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The AWS naming convention for a zone is:
region|a-z]

For example, zone 'a' for the region 'us-east-1'is named 'us-east-14d'.

When a user deploys a service instance, the user can specify a "zone preference", but the final zone for that service
instance is decided by AWS, not the user.

The Dynamic Applications in the Amazon Web Services PowerPack create a "zone" component device for each
discovered zone.

AWS services with a specific zone affinity reside under the appropriate zone component device. For example, the
Dynamic Applications in the PowerPack might discover the zone "us-west-1b" and create a component device
called "us-west-1b".

AWS services reside under the appropriate "region" component device and appropriate "zone" component device.
The Dynamic Applications in the PowerPack create a "multi-zoned" component device for services that are

inherently zone agnostic such as the Simple Queue Service (SQS).

Component devices that represent Zones are a named container with no associated performance metrics.

What Does the Amazon Web Services PowerPack Monitor?

To collect data from Amazon Web Services, the Sciencelogic Data Collector or All-In-One Appliance connects
via HTTPS to the URLs listed in the following AWS document:
http://docs.aws.amazon.com/general/latest/gr/rande.html.

The Amazon Web Services PowerPack includes Dynamic Applications that can monitor performance metrics and
collect configuration data for the following AWS Services and components:

o AutoScale

o CloudFront

o CloudTrail

o CloudWatch

o Direct Connect

o DynamoDB (DDB)

o ElastiCache

o Elastic Beanstalk

o Elastic Block Store (EBS)

o Elastic Compute Cloud (EC2)

« Elastic Load Balancers (ELB)

o Elastic Map Reduce (EMR)

o Glacier
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« Lightsail

o OpsWorks

o RedShift

« Relational Data Store (RDS)

o Route53

o Security Groups

« Simple Notification Service (SNS)
« Simple Queue Service (SQS)

o Simple Storage Service (S3)

« Storage Gateways (ASG)

« Storage Gateway Volumes

« Virtual Private Cloud Service (VPC)
« Virtual Private Networks (VPN)

NOTE: The CloudFront service is not monitored for GovCloud accounts.

NOTE: To monitor performance metrics for an AutoScale group, you must activate detailed instance
monitoring for that group. For instructions on how to perform this task, see
http://docs.aws.amazon.com/AutoScaling/latest/DeveloperGuide/as-instance-monitoring. html.

The Dynamic Applications in the PowerPack also monitor:

o The general health of each AWS service
o Currentbilling metrics for each service aligned with the account
« Custom, application-specific performance metrics configured on the account
o The state of any AWS Alarms set on metrics in Cloudwatch
In addition to Dynamic Applications, the PowerPack includes the following features:
« EventPolicies and corresponding alerts that are triggered when AWS component devices meet certain status
criteria
o Device Classes for each of the AWS component devices monitored
o Sample Credentials for discovering AWS component devices
o Reports and dashboards that display information about AWS instances and component devices

o Run Book Action and Automation policies that can automate certain AWS monitoring processes
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NOTE: To view Amazon Web Services dashboards, you must first install the Amazon Web Services:
Dashboards PowerPack. For more information, see the AWS Dashboards chapter.

Dynamic Applications: Naming Scheme and Roles

The Dynamic Applications in the Amazon Web Services PowerPack are divided in to four types:
« Discovery. These Dynamic Applications poll AWS for new instances of services or changes to existing
instances of services.

« Instance. These Dynamic Applications retrieve configuration information about each service instance and
refrieve any changes to that configuration information.

o Performance. These Dynamic Applications poll AWS for performance metrics.
o Health. These Dynamic Applications collect the RSS status update messages from the Amazon Health Status

page (http://status.aws.amazon.com/).

Service Discovery Dynamic Applications are responsible for searching the AWS cloud for instances of specific
service. Typically, a Service Discovery Dynamic Application will then align Discovery Dynamic Applications for
each AWS service it discovers, Performance Dynamic Applications for each discovered service, and Configuration
Dynamic Applications for each discovered service.

For example, the Dynamic Application "AWS EC2 Service Discovery" will create a component device for the EC2
service and align the Dynamic Applications "EC2 Service Performance", "EC2 Service Health", and "EC2 Instance
Discovery" fo that component device.

The Dynamic Application "EC2 Instance Discovery" will create component devices for each EC2 instance and
align the Dynamic Applications "EC2 Instance" (a Configuration Dynamic Application), "EC2 Instance
Performance", and "EBS Discovery" to that component device.

The general Dynamic Application hierarchy is:

o Account Discovery
« Region Discovery
e Zone Discovery
« Service Discovery
o Service Perfformance
o Service Health

o Instance Discovery

m Instance Config

m Instance Performance
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AWS Account Discovery

The Dynamic Application "AWS Account Discovery" is the root Dynamic Application that retrieves the user's
account permissions. The "Account' component device uses the full user ID as the device name.

The "AWS Account Discovery" Dynamic Application aligns the Dynamic Applications "AWS Region Discovery" and
"AWS Region Instance" to the account component device. These Dynamic Applications discover the AWS Regions
that contain services for the user.

The "AWS Account Discovery" Dynamic Application retrieves account-specific performance statistics such as total
number of APl calls and custom (application-specific) performance metrics.

Installing the Amazon Web Services PowerPack

Before completing the steps in this manual, you mustimport and install the latest version of the Amazon Web
Services PowerPack.

NOTE: If you are upgrading from an earlier version of the PowerPack, see the Release Notes for the version
you are installing for upgrade instructions.

TIP: By default, installing a new version of a PowerPack overwrites all content in that PowerPack that has
already been installed on the target system. You can use the Enable Selective PowerPack Field
Protection setting in the Behavior Settings page (System > Settings > Behavior) to prevent new
PowerPacks from overwriting local changes for some commonly customized fields. (For more information,
see the System Administration manual.)

To download and install a PowerPack:

1. Download the PowerPack from the Sciencelogic Customer Portal.

Goto the PowerPack Manager page (System > Manage > PowerPacks).

In the PowerPack Manager page, click the [Actions] button, then select Import PowerPack.

N

The Import PowerPack dialog box appears:

Import PowerPack™

[Browse for file... | Browse..

License: | |
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5. Click the [Browse] button and navigate to the PowerPack file.

6. When the PowerPack Installer modal page appears, click the [Install] button to install the PowerPack.

NOTE: Ifyou exit the PowerPack Installer modal page without installing the imported PowerPack, the
imported PowerPack will not appear in the PowerPack Manager page. However, the imported
PowerPack will appear in the Imported PowerPacks modal page. This page appears when you click
the [Actions] menu and select Install PowerPack.

Monitoring Consolidated Billing Accounts

Consolidated billing is an option provided by Amazon that allows multiple AWS accounts to be billed under a
single account. For more information about consolidated billing, see
http://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2 /consolidated-billing.html.

If a consolidated billing account is monitored by the Sciencelogic platform, the billing metrics associated with that
account include only the consolidated amounts, per service. If you use consolidated billing and want to collect
billing metrics per-account, you must discover each account separately. To monitor only the billing metrics for an
AWS account, you can create credentials that include only billing permissions.

Sciencelogic Events and AWS Alarms

In addition to the Sciencelogic platform collecting metrics for AWS instances, you can configure CloudWatch to
send alarm information to the platform via API. The platform can then generate an event for each alarm.

NOTE: Itis possible that CloudWatch alarms could create events for metrics that are already covered by
existing Event Policies in the Sciencelogic platform. In this scenario, CloudWatch alarms might
generate multiple events with different descriptions. To avoid confusion and unnecessary event
duplication for the same metric, Sciencelogic recommends disabling any CloudWatch alarm Event
Policies that generate events for the same scenarios as existing Sciencelogic Event Policies.

For instructions on how configure CloudWatch and the platform to generate events based on CloudWatch alarms,
see the Configuring Inbound CloudWatch Alarms chapter.
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Chapter

Configuring AWS Monitoring

Overview

The following sections describe how to configure and discover Amazon Web Services and component devices for
monitoring by the Sciencelogic platform using the Amazon Web Services PowerPack:

Configuring Amazon Web Services for Monitoring ... .. . 11
Creating an AWS Credential . .. 15
Testing the AWS Credential ... 17
Creating an AWS Virtual Device ... ... . i 19
Aligning the AWS Dynamic Applications ... . . .. 19
Viewing AWS Component DeViICes ... e 21

Relationships Between Component Devices .. ... il 22
Configuring the AWS Dashboards ... . 23
Amazon APl Throttling Events ... 24
Configuring AWS to Report Billing Metrics ... . . 24

Configuring Amazon Web Services for Monitoring

To use the AWS Dynamic Applications, you must configure a credential that allows the Sciencelogic platform to
connect to the AWS REST API. The Amazon Web Services PowerPack includes three credential templates.
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To use the credential templates included in the PowerPack, you must download the security credentials for a user
associated with your AWS account. The user must meet the following requirements:

o The Dynamic Applications in the Amazon Web Services PowerPack require, at minimum, the actions that are
in the ReadOnlyAccess AWS Managed policy. To set this user policy, see
https://console.aws.amazon.com/iam/home2region=us-east-

1 #/policies/arn:aws:iam::aws:policy/ReadOnlyAccess$serviceLevelSummary2section=policy versions.

o Tocollect billing metrics, the user must have read permission in the us-east-1 zone. For instructions on how
to configure your AWS account to report billing metrics, see the Configuring AWS to Report Billing Metrics
section.

« Ifyou are using multiple users to monitor AWS, each instance of a service must be visible fo only one of those
users. If an instance is visible to multiple users that are used to monitor AWS iin the Sciencelogic platform, the
device record for that instance will repeatedly switch between the component trees of the accounts that have
visibility to that instance.

To create a read-only user account, perform the following steps:

1. Open a browser session and go to aws.amazon.com.

2. Click [My Account] and then select AWS Management Console. If you are not currently logged in to the
AWS site, you will be prompted to log in:

amazon

webservices

Sign In or Create an AWS Account
What is your e-mail or mobile number? &
/

E-mail or mobile number:

I am a new user.

# Iam a returning user Now Available

and my password is:
Amazon Aurora

Enterprise-class database at 1/10th the cost

l Sign in using our secure server 9)

Forgot your password? Learn more

Learn more about AWS Identity and Access Management and AWS Multi-Factor Authentication, features that provide
additional security for your AWS Account. View full AWS Free Usage Tier offer terms.

About Amazon.com Sign In

Amazon Web Services uses information from your Amazon.com account to identify you and allow access to Amazon Web Services. Your use
of this site is governed by our Terms of Use and Privacy Policy linked below.

Terms of Use Privacy Policy € 1996-2015, Amazon.com, Inc, or its affiliates

An amazoncom. company
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3. Inthe AWS Management Console, under the Security & Identity heading, click [Identity & Access
Management].

4. After logging in, the Identity & Access Management Dashboard page appears:

W Aws v
Dashboard

Details

Groups

Users

Roles

Policies

Identity Providers
Account Setings

Credential Report

Encryption Keys

Services v

] Welcome to Identity and Access Management

@ Feedback (@ English

1AM users sign-in link:

htitps://642636115777.signin.aws.amazon.com/console

IAM Resources

Users: 6 Roles: 0

Groups: 0 Identity Providers: 0

Customer Managed Policies: 1

Security Status
Delete your root access keys
A Activate MFA on your root account
Create individual IAM users
A Use groups to assign permissions
A Apply an IAM password policy

Customize | Copy Link

[— 2 outof 5 complete

v

v

v

Sdiencel ogic Training v Global ~

Feature Spotlight

Iniroduction to AWS 1AM <& @

- -

" §
% g |

< >
Additional Information
IAM documentation
Web Identity Federation Playground

Policy Simulator

Videos, IAM release history and additional
resources

Privacy Policy

5. Tocreate a user account for the Sciencelogic platform, click [Users] on the Dashboard menu.

N AWS -
Dashboard

Details

Groups

Users

Roles

Policies

Identity Providers
Account Setings

Credential Report

Encrypion Keys

Services v

“

@ Feedback @ English

Q
() userName % Groups Password
O emr 0
O emrrRw 0
(J  emradmin 0
[0 useastt 0
() uswestt 0
() uswest2 0

6. Click the [Create New Users] button.

Password Last Used ¢

Support ~

Terms of Use

Scencelogic Training v Global v Support v

Showing 6 results

Access Keys Creation Time %

1 active 2015-05-28 15:55 EDT
1 active 2015-06-09 13:15EDT
1 active 2015-06-08 15:16 EDT
1 active 2015-08-24 17:47 EDT
1 active 2015-08-24 17:47TEDT
1 active 2015-08-24 17:47TEDT

& e

Privacy Palicy ~ Terms ofUse

7. Enterausername forthe new user, e.g. "EM7", and make sure the Generate an access key for each user
checkbox is selected.
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8. Click the [Create] button to generate your user account. The Create User page appears:

AWS ~ Services Sciencelogic Training v  Global v Support ~

Your 1 User(s) have been created successfully.
This is the last time these User security credentials will be available for download.

You can manage and recreate these credentials any time.
» Show User Security Credentials

(MY  Download Credentials

9. Click the [Download Credentials] button to save your Access Key ID and Secret Key as a CSV (comma-
separated value) text file, and then click [Close].

10. After creating a user, you must assign it a set of permissions policies. Click the username of the user account
you created. The user's account information appears:

WF  AWS - Services v

Sdencelogic Training ~  Global ~  Support ~
Dashboard 1AM > Users > EM7-BA
¢~ Summary

Details

User ARN: amn:aws:iam:-642636115777:use/EM7-BA
Groups Has Password: No
Users Groups (for this user): ()]
Roles Path: /

Creation Time: 2015-09-02 11:32 EDT
Policies

Identity Providers
Account Settings ~ Groups

Credential Report This user does not belong to any groups.

Add User to Groups

~ Permissions

Encrypiion Keys

Managed Policies ~
There are no managed policies atiached to this user.

Attach Policy
Inline Policies &

There are no inline policies to show. To create one, click here

@ Feedback @ English

Privacy Policy  Terms of Use
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11. Underthe Permissions heading, click the [Attach Policy] button. The Attach Policy page appears:

W@ AWS v Services v SeienceLogic Training v Global v Support v
Attach Policy Attach Policy
Select one or more policies to attach. Each user can have up to 10 policies attached
Filter: Policy Type v Q Showing 150 results
Policy Name & Attached Entities & Creation Time & Edited Time ¢

\2\ ReadOnlyAccess 5 2015-02-06 13:39 EST 2015-06-15 18116 EDT

\:\ AdministratorAccess 1 2015-02-06 13:39 EST 2015-02-06 13:39 EST

\:\ AmazonAPIGatewayAdministrator 0 2015-07-09 13:34 EDT 2015-07-09 13:34 EDT

\:\ AmazonAPIGateway InvokeF ullAccess 0 2015-07-09 13:36 EDT 2015-07-09 13:36 EDT

\:\ AmazonAppStreamF ullAccess 0 2015-02-06 13:40 EST 2015-02-06 13:40 EST

\:\ AmazonAppStreamReadOnlyAccess 0 2015-02-06 13:40 EST 2015-02-06 13:40 EST

\:\ ‘AmazonCognitoDeveloperAuthenticate 0 2015-03-24 13:22 EDT 2015-03-24 13:22 EDT

\:\ ‘AmazonCognitoPowerUser 0 2015-03-24 1314 EDT 2015-03-24 1314 EDT

\:\ ‘AmazonCognitoReadOnly 0 2015-03-24 13:06 EDT 2015-03-24 13:06 EDT

\:\ AmazonDRSVPCManagement 0 2015-09-01 20:09 EDT 2015-09-01 20:09 EDT

\:\ ‘AmazonDynamoDBFullAccess 0 2015-02-06 13:40 EST 2015-02-06 13:40 EST

\:\ ‘AmazonDynamoD BFullAccesswithDat. 0 2015-02-06 13:40 EST 2015-02-06 13:40 EST

,

12. Selectthe checkbox for Read Only Access or select the policy based on the definition supplied by
Sciencelogic.

13. Click the [Attach Policy] button.

Creating an AWS Credential

To use the Dynamic Applications in the Amazon Web Services PowerPack, you must first define an AWS credential
in the Sciencelogic platform. The PowerPack includes the following sample credentials you can use as femplates
for creating SOAP/XML credentials for AWS:

« AWS Credential - Proxy, for users who connectto AWS through a third-party proxy server
« AWS Credential - Specific Region, for users who connectto a specific AWS region

« AWS Credential, for users who do not use a proxy server nor connect o a specific AWS region
To define an AWS credential:

1. Gotothe Credential Management page (System > Manage > Credentials).
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2. Locate the AWS Credential, AWS Credential - Proxy, or AWS Credential - Specific Region credential
and click its wrench icon ( »P). The Credential Editor modal page appears:

Credential Editor [77] x

Edit SOAP/XML Credential #77

Basic Settings Soap Options
Profile Name Content Encoding Method HTTP Wersion Embedded Password [%P]
|AWS Credential | [ [textfami ] v|(trost1  [v][rHrTRAal [~ || | |

URL [ http(s)//Host:Port/Path | %0 = Aligned Device Address | %N = Aligned Device Host Name ] Embed Value [%1] Embed Value [%2]
\http:{fexamp\e.com{ J [ I [ I

HTTP Auth User HTTP Auth Password Timeout (seconds) Embed Value [%3] Embed Value [%4]
|[ AWS Account Access Key ] J [ J [2 J | I | I

Proxy Settings HTTP Headers
Hostname/IP Port User Password

\ o J J J

CURL Options

CAINFO ~

CAPATH

CLOSEPOLICY

CONNECTTIMEOUT

COOKIE »

COOKIEFILE

COOKIEJAR «

COOKIELIST

CRLF

CUSTOMREQUEST

DNSCACHETIMEOUT v

+ Add a header

3. Entervalues in the following fields:

Basic Settings

« Profile Name. Type a new name for your AWS credential.
e HTTP Auth User. Type your Access Key ID.

e HTTP Auth Password. Type your Secret Access Key. The characters appear as asterisks to protect
your password privacy.

Proxy Settings

NOTE: The Proxy Settings fields are required only if you are discovering AWS services through a proxy
server. Otherwise, leave these fields blank.

o Hostname/IP. Type the host name or IP address of the proxy server.
o Port. Type the port on the proxy server to which you will connect.
o User. Type the username used to access the proxy server.

o Password. Type the password used fo access the proxy server.
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If you are creating a credential from the AWS Credential - Proxy example and the proxy server
does not require a username and password, then the User and Password fields must both be
blank. In that scenario, if you leave the "<Proxy User>"text in the User field, the Sciencelogic
platform cannot properly discover your AWS services.

SOAP Options

« Embed Value [%1]. To monitor a specific region, type the region name. For example, fo monitor a
GovCloud account, type "us-gov-west-1". To monitor the Beijing region, type "cn-north-1".
Otherwise, leave this field blank.

4. Click the [Save As] button, and then click [OK].

Testing the AWS Credential

The Sciencelogic platform includes a Credential Test for Amazon Web Services. Credential Tests define a series
of steps that the platform can execute on demand to validate whether a credential works as expected.

The AWS Credential Test can be used to test a SOAP/XML credential for monitoring AWS using the Dynamic
Applications in the Amazon Web Services PowerPack. The AWS Credential Test performs the following steps:

o Test Reachability. Performs an ICMP ping request to the URL for the EC2 service in the region specified in
the credential. If a region is not specified in the credential, the us-east-1 region is used.

o Test Port Availability. Performs an NMAP request to TCP port 443 on the URL for the EC2 service in the
region specified in the credential. If a region is not specified in the credential, the us-east-1 region is used.

o Test Name Resolution. Performs an nslookup request on the URL for the EC2 service in the region specified
in the credential. If a region is not specified in the credential, the us-east-1 region is used.

o Make connection to AWS account. Attempts to connect to the AWS service using the account specified in
the credential.

o Scan AWS services. Verifies that the account specified in the credential has access to the ec2, iam, and s3
services.

NOTE: The AWS Credential Test does not support the testing of credentials that connect to AWS through a
proxy server.

To testthe AWS credential:

1. Gotothe Credential Test Management page (System > Customize > Credential Tests).

Configuring AWS Monitoring 17



2. Locate the AWS Credential Test and click its lightning bolticon (#* ). The Credential Tester modal page

appears:

Credential Tester [BETA] x

Test Type | [ AWS Credential Test ] v |

Credential | Amazon Web Services Credential v |
Hostname/IP | |

Collector | [ RS-DCU-69 ] v

3. Supply values in the following fields:

o Test Type. This field is pre-populated with the credential fest you selected.

« Credential. Select the credential to test. This drop-down listincludes only credentials that you have

access to that can be tested using the selected credential test.

« Hostname/IP. Leave this field blank.

o Collector. Selectthe All-In-One Appliance or Data Collector that will run the test.

4. Click the [Run Test] button to run the credential test. The Test Credential window appears:

Test Credential | Test execution complete

Step Deseription Log Message
The EC2 sewice is reachable using ICMP. The
average response time is 3.400ms

Port 443 is open

Name resolution succeeded: Forward retuned 1
result

1 Test Reachability Check to see if the EC2 service is reachable using ICMP

2 Test Port Availability Check to see if the EC2 HTTPS port is open

3 Test Name Resolution Check to see if nslookup can resolve the EC2 Service

4 Make connection to AWS account Check to see if an AWS account can be connected to and queried. AWS connection succeeded

5 Scan AWS Services Verify services are available to specified account. AWS service scan succeeded

Status

assed
Passed

assed

o 'uﬂ'u
2
OO0 O

assed

The Test Credential window displays a log entry for each step in the credential test. The steps performed
are different for each credential test. The log entry for each step includes the following information:

o Step. The name of the step.

« Description. A description of the action performed during the step.

o Log Message. The result of the step for this credential test.

o Status. Whether the result of this step indicates the credential or the network environment is

configured correctly (Passed) or incorrectly (Failed).

« Step Tip. Mouse over the question mark icon (ﬁ) to display the tip text. The tip text recommends

what to do to change the credential or the network environment if the step has a status of "Failed".
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Creating an AWS Virtual Device

Because the Amazon Web Service does not have a specific IP address, you cannot discover an AWS device using

discovery. Instead, you must create a virtual device that represents the Amazon Web Service. A virtual device is a
user-defined contfainer that represents a device or service that cannot be discovered by the Sciencelogic platform.
You can use the virtual device to store information gathered by policies or Dynamic Applications.

To create a virtual device that represents your Amazon service:

1. Go to the Device Manager page (Registry > Devices > Device Manager).

2. Click the [Actions] button, then select Create Virtual Device. The Virtual Device modal page appears:

virtual Device X

Create Virtual Device Reset

Device Mame [»'-‘«ma.zun Cloud ]
Organization [Sy'sdem v ]
Device Class | Service | AWS Service v |
Collector | CUG v |
Add

3. Entervalues in the following fields:

o Device Name. Enter a name for the device. For example, you could enter "Amazon Cloud" in this

field.

« Organization. Select the organization for this device. The organization the device is associated with
limits the users that will be able to view and edit the device.

« Device Class. Select Service | AWS Service.

o Collector Group. Select the collector group that will monitor the device.

4. Click the [Add] button to create the virtual device.

Aligning the AWS Dynamic Applications

You must manually align the following Dynamic Applications with the AWS Virtual Device:

o AWS Health
o AWS Account Discovery
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You will need to manually align only the "AWS Health" and "AWS Account Discovery' Dynamic Applications. The
other AWS applications will be automatically aligned.

To align the Dynamic Applications to your virtual device, perform the following steps:
1. Gotothe Device Manager page (Registry > Devices > Device Manager).

2. Click the wrench icon ( P) for your virtual device.

3. Inthe Device Administration panel, click the [Collections] tab. The Dynamic Application Collections
page appears:

Properies Thresholds Collections Monitors
Schedule Hlationships
Device Namz | Amazen Cloud Managed Tyee | Virtual Device
Cloud . Service
AWS Service
0 days, 00:00:00 Service
Group | Collector |GUG | em7_ao T
Device Hostnam
Actions
+ AWS Account Discovery 3z 5 mins ‘Snippet Configuration Amazon Web Services Credential ._'/l |
+ AWS Health 137 30 mins Snippet Configuration Amazon Web Services Credential | |
[Select Action] 3] o |
Save

4. Click the [Actions] button, and then select Add Dynamic Application from the menu.

5. Inthe Dynamic Application Alignment modal page, select AWS Health in the Dynamic Applications
field.

6. Inthe Credentials field, select the credential you created for your AWS service.
7. Click the [Save] button to align the Dynamic Application.
8. Repeatsteps 4 - 7 for the "AWS Account Discovery"' Dynamic Application.
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Viewing AWS Component Devices

When the Sciencelogic platform performs collection for the AWS virtual device, the platform will create
component devices that represent each element in your AWS infrastructure and align other Dynamic Applications
to those component devices. Some of the Dynamic Applications aligned to the component devices will also be
used to create additional component devices. All component devices appear in the Device Manager page just
like devices discovered using the Sciencelogic discovery process.

In addition to the Device Manager page, you can view the AWS service and all associated component devices in
the following places in the user interface:

o The Device Components page (Registry > Devices > Device Components) displays a list of all root devices
and component devices discovered by the Sciencelogic platform in an indented view, so you can easily view
the hierarchy and relationships between child devices, parent devices, and root devices. To view the
component devices associated with an AWS service, find the AWS virtual device and click its plus icon (+):

Device Components | Devices Found [4]

Device Name + Devioe G

AW Service | AWS Serui

1.+ 2 fflamazon Cioud - 84 System T cuct

EIR . Amazon Web Services Devics L] WS Service | AWS Servics M3 System Hotice_[ST<]
Devics Hame - Dsvice: ass oo Organiation E E

1.+ e N v AWS Account ] AWS. 120 System L4l votice  [TCH

3+ Bflem7_do_73 W192.168.32.50 EM7 ScienceLogic, Inc. | EM7 Database e System \Minor  CUGH

4+ 200 W152.168.33.2 Viiware Vhiware | ESXi5.1 42 System [iSHealiyl cuct

[Select Action] -
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o The Component Map page (Views > Device Maps > Components) allows you fo view devices by root
node and view the relationships between root nodes, parent components, and child components in a map.
This makes it easy to visualize and manage root nodes and their components. The Sciencelogic platform
automatically updates the Component Map as new component devices are discovered. The platform also
updates each map with the latest status and event information. To view the map for an AWS service, go to
Views > Device Maps > Components, and select the map from the list in the left NavBar. To learn more
about the Component Map page, see the Views manual.

Device Component Map [ Kiosk [ Resct | Guide ]

"
Fa W | = ‘ L 1
o ——

Trace Filter Screenshot

”"
AN \

| Ay E3[En) )
& = HEETe e EE
= & 3
0 O & G

Relationships Between Component Devices

In addition to the parent/child relationships between component devices, relationships are automatically created
by the Dynamic Applications in the Amazon Web Services PowerPack between the following component devices:

22

o AWS Application ELBs and AWS Availability Zones

o AWS Application ELBs and AWS Security Groups

o AWS Application ELBs and AWS VPC Instances

o AWS Auto Scale Groups and AWS Auto Scale Launch Configurations
o AWS EC2 Instances and AWS Auto Scale Groups

o AWS EC2 Instances and AWS EBS Volumes

o AWS EC2 Instances and AWS Elastic Beanstalk Applications
o AWS EC2 Instances and AWS ELB Instances

o AWS EC2 Instances and AWS EMR Instances

o AWS EC2 Instances and AWS OpsWorks Instances

o AWS EC2 Instances and AWS Security Groups

o AWS EC2 Instances and AWS VPC Instances
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o AWS EC2 Instances and AWS VPC Subnets

o AWS EC2 Instances and the Cisco Cloud Center application

o AWS VPC Instances and other intra-account AWS VPC Instances
o AWS Route Tables and AWS Subnets

o AWS Route Tables and AWS Virtual Private Gateways

o AWS S3 Instances and AWS CloudTrail Instances

o AWS Security Groups and AWS VPC Instances

o AWS SNS Instances and AWS CloudTrail Instances

o AWS SNS Instances and AWS Glacier Instances

Configuring the AWS Dashboards

The AWS Account Billing and AWS Health Status dashboards must have their (base) Custom Table widgets
manually configured to filter only AWS service-specific events. To do this:
1. Goto Dashboards > AWS Account Billing.

2. Click the down-arrow in the upper-right of the AWS Events widget, and then select Configure from the
Options menu. The Widget Configuration modal page appears.

3. Inthe Device Class filter, enter "AWS" to show only AWS device classes:

Widget Configuration

Editing: (base) Custom Table

[AWS Events | [Widget defaut (1 minute)

Device Class
& [pws]

] AWS Account
@' Organization

@' Acknowledged

4. Control-click on the following items in the Device Class field:

« AWS DDB Service
o AWS EC2 Service
o AWS ELB Service
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o AWS EMR Service
« AWS RDS Service
o AWS SNS Service
o AWS SQS Service
o AWS Storage Gateway Service

5. Click the [Save] button.
6. Repeatsteps 1 - 5 forthe AWS Health Status dashboard.

Amazon API Throttling Events

By default, the Sciencelogic platform will use the Collector Group aligned with the root AWS virtual device to
refrieve data from AWS devices and services.

If the platform must collect data from a large set of AWS devices and services, the platform might generate Notify
events with a message ending in the text "Retry #1- 6". The platform generates these events when the Amazon API
throttles collection in response fo a large number of requests to the API. Even though the platform is generating
Notify "Retry" events, the platform is still collecting data from AWS. This issue commonly occurs when a specific
Amazon data cenfer edge is close to capacity.

If the Sciencelogic platform generates the Minor event "Collection missed on <device > on 5 minute poll", this
indicates that the platform was unable to retrieve that specific datum from the Amazon cloud during the most
recent five-minute polling cycle. If you frequently see the "Collection missed" event across your cloud, you must
contact Amazon support to whitelist the IP address of your Data Collector. This will prevent further throttling from
occurring.

Configuring AWS to Report Billing Metrics

To use the "AWS Billing Performance Percent" Dynamic Application, your AWS account must meet the following
requirements:

o The user account you supplied in the AWS credential must have permission to view the us-east-1 zone.

o Your AWS account must be configured to export billing metrics to the CloudWatch service.

If your AWS account is not configured to export billing metrics to the CloudWatch service, the "AWS Billing
Performance Percent' Dynamic Application will generate the following event:

No billing metrics can be retrieved. Your AWS account is not configured to export
billing metrics into CloudWatch.

To configure your AWS account to export billing metrics to the CloudWatch service, perform the following steps:

1. Open a browser session and go fo aws.amazon.com.
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http://aws.amazon.com/

2. Click [My Account] and then select Billing & Cost Management. If you are not currently logged in to the AWS
site, you will be prompted to log in:

amazon

webservices

Sign In or Create an AWS Account
What is your e-mail or mobile number? &

E-mail or mobile number:

I am a new user.

» Iam a returning user Now Available

and my password is:
Amazon Aurora

Enterprise-class database at 1/10th the cost

[ Sign in using our secure server @

Forgot your password? Learn more

Learn more about AWS Identity and Access Management and AWS Multi-Factor Authentication, features that provide
additional security for your AWS Account. View full AWS Free Usage Tier offer terms.

About Amazon.com Sign In

Amazon Web Services uses information from your Amazon.com account to identify you and allow access to Amazon Web Services. Your use
of this site is governed by our Terms of Use and Privacy Policy linked below.

Terms of Use Privacy Policy & 1996-2015, Amazon.com, Inc, or its affiliates
An amazoncom. company

3. After logging in, the Billing & Cost Management Dashboard page appears. In the left navigation bar,
click [Preferences]. The Preferences page appears:

AWS ~ Services ~ it-aws-master ~  Global ~  Support ~
Dashboard Preferences )
Bills
Cost Explorer v Receive PDF Invoice By Email
Budgets Turn on this feature to receive a PDF version of your invoice by email. Invoices are generally available within the first three days of the
month.

Payment Methods

Payment History Receive Billing Alerts

Consolidated Billing Turn on this feature to monitor your AWS usage charges and recurring fees automatically, making it easier to track and manage your

Reports spending on AWS. You can set up billing alerts to receive email notifications when your charges reach a specified threshold. Once
enabled, this preference cannot be disabled. Manage Billing Alerts

Preferences

Credits
+| Receive Billing Reports

Tax Settings Turn on this feature to receive ongoing reports of your AWS charges once or more daily. AWS delivers these reports to the Amazon 53
DevPay bucket that you specify where indicated below. For consolidated billing customers, AWS generates reparts only for paying accounts.
Linked accounts cannot sign up for billing reports.

Save to 53 Bucket Verify
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4. Select the Receive Billing Alerts checkbox.

CAUTION: If you enable this option, this option cannot be disabled.

5. Click the [Save Preferences] button.
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Chapter

Configuring Inbound CloudWatch Alarms

Overview

The following sections describe the CloudWatch alarm Event Policies that are included in the Amazon Web
Services PowerPack and information about configuring CloudWatch and the platform to generate events based on
CloudWatch alarms:

CloudWatch Alarm Event Policies . ... .. . il 27
Creating Custom CloudWatch Metrics . L 29
Configuring CloudWatch to Send Alarms for a Metric ... . ... 31
Enabling Custom Metrics Collection in the Sciencelogic Platform ... ... . ... .. ... ............... 34
Configuring the "AWS CloudWatch Alarms Performance" Dynamic Application ......................... 34
Enabling CloudWatch Alarm Events in the Sciencelogic Platform ... ... ... ... .. ... ........... 36

CloudWatch Alarm Event Policies

Amazon CloudWatch is a service that allows you to monitor your AWS resources and applications in near real-
time. You can use CloudWatch to collect and track metrics, and use CloudWatch alarms to send notifications or
automatically trigger changes to the resources being monitored based on rules that you define.

In addition to the Sciencelogic platform collecting metrics for AWS instances, you can configure CloudWatch to
send alarm information to the platform via API. The platform can then generate an event for each alarm.

The Amazon Web Services PowerPack includes an "AWS CloudWatch Alarms Performance" Dynamic Application.
This Dynamic application monitors CloudWatch alarms and associates the alarms with the appropriate AWS
component devices, if applicable. If an appropriate component device does not exist in the Sciencelogic Platform
or cannot be determined, the alarm is instead associated with the component device for the AWS account.
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The performance data collected by the "AWS CloudWatch Alarms Performance" Dynamic
Application is metadata intended to give general insight into the alarm activity the Dynamic
Application is processing. This metadata can help identify overall trends, but users should be
cautioned that the data presented can be imprecise in certain scenarios, such as when the
Dynamic Application is being run in debug mode while data is still being collected.

The Amazon Web Services PowerPack also includes several pre-defined event policies for CloudWatch alarms:

Event

Event Policy Name Description

Severity

Source

AWS: CloudWatchAlarm Action Failed | An Amazon CloudWatch alarm action has API

failed.
AWS: CloudWatchAlarm_Action An Amazon CloudWatch alarm action is in AP| Notice
InProgress progress.
AWS: CloudWatchAlarm Action An Amazon CloudWatch alarm action has API Notice
Succeeded succeeded.
AWS: CloudWatchAlarm A ConfigurationUpdate alarm type is API Notice
ConfigurationUpdate received.

AWS: CloudWatchAlarm StateUpdate | A CloudWatch alarm transitions to an "Alarm" | API

Alarm state.

AWS: CloudWatchAlarm_StateUpdate | A CloudWaich alarm transitions to an API Notice
InsufficientData "Insufficient Data" state.

AWS: CloudWatchAlarm StateUpdate | A CloudWatch alarm transitions to an "OK" | API Healthy
OK state.

These events are aligned to AWS Account component devices in the following way:

o Ifthe CloudWatch alarm is configured on a device that is discovered in the Sciencelogic platform, then the
event in the platform will be aligned with the component device for that instance.

o Ifthe CloudWatch alarm is configured on a device that is either not discovered or not supported by
CloudWaitch, or if the Sciencelogic platform cannot determine a correct component device, then that alarm
will be aligned to the Account component device.

The "AWS CloudWatch Alarms Performance" Dynamic Application and related Event Policies are disabled by
default. If you want the platform to monitor CloudWatch alarms and generate events about them, you must enable
the Dynamic Application and Event Policies. You must also configure the Dynamic Application to specify which
types of alarms you want fo monitor.
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For more information about enabling and configuring the "AWS CloudWatch Alarms Performance" Dynamic
Application, see the Configuring the "AWS CloudWatch Alarms Performance" Dynamic Application section.
For more information about enabling the CloudWatch alarms Event Policies, see the Enabling CloudWatch
Alarm Events in the Sciencelogic Platform section.

NOTE: Because the AWS services make new data points available at varying time intervals, there might be a
difference in the data points collected by the Sciencelogic platform when compared to data
presented in CloudWatch at a given time. The difference between the Sciencelogic platform and
CloudWatch is typically less than 1%.

NOTE: If an event expires and the CloudWatch alarm in AWS is still in an "Alarm" state, the Sciencelogic
Platform will not generate any additional CloudWatch events unless that CloudWatch alarm changes
states in AWS.

Creating Custom CloudWatch Metrics

A CloudWatch alarm watches a single metric and performs one or more actions based on the value of the metric
relative to a threshold over a number of time periods. A CloudWatch metric consists of the following elements:

« Anamespace, such as AWS/EC2

o A metric name, such as CPUUtilization

o Avalue, such as 42.006

« Adimension that identifies a particular resource instance, such as {'Name': 'Instanceld, 'Value': 'i-

0a6a989bb8d57b074'}

NOTE: Fora complete list of supported CloudWatch Metrics and Dimensions, see
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CW Support For
AWS html.

The Amazon Web Services PowerPack uses the metric dimensions identified in an alarm to associate the alarm
message to a particular Sciencelogic component device. The following table lists the services that are currently
supported and the dimensions used to associate an alarm to a component device:

AWS Service Dimension

