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Chapter

Introduction

Overview

This manual describes how to monitor Microsoft Azure resources that are managed with the Azure Classic portal in
the Sciencelogic platform using the Microsoft: Azure Classic PowerPack.

NOTE: Forinformation about monitoring Azure resources that are managed with Azure Resource Manager
(ARM), see the Monitoring Microsoft Azure manual.

The following sections provide an overview of Microsoft Azure Classic services and the Microsoft: Azure
Classic PowerPack:

What s AZUre . 2
What are Azure Locationse il 2
What Does the Microsoft: Azure Classic PowerPack Monitor? ... ... . . .. ... ... .................. 3
Installing the Microsoft: Azure Classic PowerPack .......... . . . i, 3

NOTE: Sciencelogic provides this documentation for the convenience of Sciencelogic customers. Some of
the configuration information contained herein pertains to third-party vendor software that is subject fo
change without notice to Sciencelogic. Sciencelogic makes every attempt to maintain accurate
technical information and cannot be held responsible for defects or changes in third-party vendor
software. There is no written or implied guarantee that information contained herein will work for all
third-party variants. See the End User License Agreement (EULA) for more information.
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What is Azure?

Azure is a Microsoft service that provides both infrastructure and platform capabilities for cloud computing. Azure
enables users to build, deploy, and manage applications and services using Microsoft data centers, and offers
users numerous capabilities such as website hosting, virtual machine creation, data management, business
analytics, and media services.

Microsoft offers two methods for managing Azure resources: Azure Resource Manager (ARM) portal and the Azure
Classic portal.

What are Azure Locations?

Microsoft currently has data centers in the following locations to support the Azure Classic portal:

o East US (Virginia)

o EastUS 2 (Virginia)

o US Gov (Virginia)

o North Central US (lllinois)

o Central US (lowa)

o US Gov (lowa)

o South Central US (Texas)

o West US (California)

o Brazil South (Sao Paulo)

o North Europe (Ireland)

o West Europe (Netherlands)
o Japan East (Saitama)

o Japan West (Osaka)

o East Asia (Hong Kong)

« Southeast Asia (Singapore)
« Australia East (New South Wales)
« Australia Southeast (Victoria)
o WestIndia (Mumbai)

o Central India (Pune)

« South India (Chennai)

2 Introduction



What Does the Microsoft: Azure Classic PowerPack Monitor?

The Dynamic Applications in the Microsoft: Azure Classic PowerPack can monitor performance metrics and/or
collect configuration data for the classic versions of the following Azure services and components:

« Blob storage

o Cloud services

o Queue storage

o Table storage

o Virtual machines

o Virtual networks

o Service Bus services

« Active Directory tenants
o Traffic Manager profiles

o SQL databases

Installing the Microsoft: Azure Classic PowerPack

Before monitoring Azure Classic resources in the Sciencelogic platform, ensure that you have installed the latest
version of the Microsoft: Azure Classic PowerPack.

To download and install a PowerPack:

TIP: By default, installing a new version of a PowerPack overwrites all content in that PowerPack that has
already been installed on the target system. You can use the Enable Selective PowerPack Field
Protection setting in the Behavior Settings page (System > Settings > Behavior) to prevent new
PowerPacks from overwriting local changes for some commonly customized fields. (For more information,
see the System Administration manual.)

1. Download the PowerPack from the Sciencelogic Customer Portal.

2. Gotothe PowerPack Manager page (System > Manage > PowerPacks).

3. Inthe PowerPack Manager page, click the [Actions] button, then select Import PowerPack.
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4. The Import PowerPack dialog box appears:

Import PowerPack™

[Browse for file... | Browse... |

License: | |

5. Click the [Browse] button and navigate to the PowerPack file.

6. When the PowerPack Installer modal page appears, click the [Install] button to install the PowerPack.

NOTE: If you exit the PowerPack Installer modal page without installing the imported PowerPack, the
imported PowerPack will not appear in the PowerPack Manager page. However, the imported
PowerPack will appear in the Imported PowerPacks modal page. This page appears when you click
the [Actions] menu and select Install PowerPack.
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Chapter

Configuring Azure Classic Credentials

Overview

The following sections describe how to configure Microsoft Azure Classic resources for monitoring by the
Sciencelogic platform using the Microsoft: Azure Classic PowerPack:

Configuring an Azure Classic Active Directory Application ... .. . . . . 5
Creating a Client Active Directory Application in the Azure Classic Portal ... ... . . ... 6
Adding Co-Administrator Access to a User Account in the Azure Classic Portal ... .. ... ............ 17
Configuring Virtual Machine Diagnostics SeHINGS ..o e 19

Creating a SOAP/XML Credential for Azure Classic ... . ... . . . i 20

Configuring an Azure Classic Active Directory Application

To create a SOAP/XML credential that allows the Sciencelogic platform to access Microsoft Azure Classic
resources, you need the following information about an Active Directory application in your Azure account:

o OAuth 2.0 token endpoint URL

« Active Directory username and password

o ClientID

o Tenant|D (GUID)

o Subscription ID
To capture the above information, you must first create (or already have) an Active Directory application and an

associated Active Directory user in Azure. You can then enter the required information about the application when
configuring the SOAP/XML credential in the platform.

Configuring Azure Classic Credentials 5




Creating a Client Active Directory Application in the Azure Classic
Portal

When configuring a SOAP/XML credential in the Sciencelogic platform to access Microsoft Azure, you must know
the OAuth 2.0 token endpoint URL, Client ID, and Tenant ID (GUID) of an Active Directory web application that
can be used fo authenticate your Azure account. This application must have permission to access the Microsoft
Azure Service Management APl as an organization user.

This section describes the process for creating a new Active Directory application in the Azure Classic portal, and
for assigning permission to the application to access the Azure Service Management API as an organization user.
This section also describes where you can find the information about the Active Directory application that you need
to configure the credential.

To create a client Active Directory application in the Azure Classic portal:

1. Open a browser session and go fo https://manage.windowsazure.com.

2. Ifyou are not currently logged in to the Azure Classic portal, a login prompt appears:

Microsoft Azure
Sign in

Microsoft account What's this?

someone@example.com

Slgn in to Password
Microsoft Azure

Keep me signed in

Can't access your account?

@ Try out the Azure Preview

@ Don't have an Azure subscription? Create one now. Sign in with a single-use code

Don't have a Microsoft account? Sign up now

After logging in, the All ltems page appears.
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3. From the left panel, click [Active Directory]. The Active Directory page appears:

ft Azure Subscriptions @ azureteam@sciencelogic.com

active directory
DIRECTORY ACCESS CONTROL NAMESPACES MULTI-FACTOR AUTH PROVIDERS RIGHTS MANAGEMENT

NAME 4 STATUS ROLE SUBSCRIPTION DATACENTER REGION C. | Qo

Default Directory 3> / Adtive Global Administrator Shared by all Default Directory subscriptions United States

DELETE
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4. Click the Name of the Active Directory you want to use, then click the [Applications] tab. The Applications

page appears.

5. Click the [Add] button.

Default Directory
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e

-+

default directory

&3 USERs

Subscriptions @ azureteam@sciencelogiccom

NAME

GROUPS APPLICATIONS DOMAINS DIRECTORY INTEGRATION CONFIGURE REPORTS LICENSES
Show | Applications my company uses v | Searchl v
PUBLISHER TYPE APP URL p
Visual Studio Online = Microsoft Corporation Web application hitps://fwww.visualstudio.com/
= = i1} 2
ADD VIEW ENDPOINTS DELETE
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6. Atthe prompt, click [Add an application my organization is developing]. The Add Application modal
page appears.

7. Enter a Name for the application, select the [Native Client Application] radio button, and then click the
right-arrow button fo continue.

ADD APPLICATION

Tell us about your application

MAME

Sciencelogic Monitoring

Type

) WEB APPLICATION AMD/OR WEB AP
®) NATIVE CLIENT APPLICATION
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8.
9.

In the Sign-On URL field, enter any valid URL.

In the App ID URI field, enter any valid URI. Click the checkmark button.

ADD APPLICATION

App properties

SIGMN-OMN URL

https://my_url

APPID URI

https://my_urn
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9. Amessage appears confirming that your application was added.
10. Click the [Configure] tab.

Microsoft Azure i) Check out the new portal @ azureteam@sciencelogic.com ]

[ ]
sciencelogic monitoring
&3 DASHBOARD USERS OWNERS

ScienceLogic Mo...

Your app has been added!
Enable your app to integrate with Microsoft Azure AD

[ skip Quick Start the next time | visit

GET STARTED
ENABLE USERS TO SIGN ON
LEARN: MICROSOFT AZURE AD FEATURES FOR DEVELOPERS

CONFIGURE

ACCESS WEB APIS IN OTHER APPLICATIONS
EXPOSE WEB APIS TO OTHER APPLICATIONS
CONFIGURE MULTI-TENANT APPLICATION

.
&
&
&
©
&
A
g,-.:-a
)

N
:
4

+O0PFOAOD

{=} & £ L1}

VIEWENDPOINTS ~ UPLOAD LOGD  MANAGE MANIFEST DELETE

11. The Properties page appears. Write down or copy the Client ID.

TIP: You can click the Copy icon next to the Client ID to copy the ID to your computer's clipboard.
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12. Onthe Properties page, click the [Add application] button.

Microsoft Azure

L2
&
&
Fo;
(Y
A
a
o

0

~
V4

+ PP EHOD

Subscriptions @ azureteam@sciencelogiccom
MAME Sciencelogic Manitering
CLENTID £38ad791-1084-418a-0be6-129deb1857cd
ScienceLogic Mo...
Visual Studio Online
REDIRECT URIS http://localhost
[ enTer 4 reDE
LOGO
permissions to other applications
Windows Azure Active Directory Delegated Permissions: 1
Add application |
~ =
o 1] o ?
UPLOAD LOGO DELETE
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13. The Permissions to other applications modal page appears. From the list of applications, select
Microsoft Azure Service Management API, then click the checkmark button.

Permissions to other applications

SHOW | Microsoft Apps v v
NAME & | APPLUCATION PERMISSIONS SELECTED

Windows Azure Active Directory 2

Office 365 unified API (preview) Q
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14. Onthe Properties page, hover over the Windows Azure Service Management AP| Delegated Permissions
field fo make a drop-down menu appear. From the drop-down menu, select Access Azure Service
Management as organization user (preview).

Microsoft Azure | ~

2_34-041115-labst...
2_34-041113-nives..
AD Auth/Avail Test
AP| Explorer
arm_dev

azure_team
Dev-Team-Authent...
devwebtest

fsuntest
fsunwebapptest
gisela_app
anpr_web_app
Graph Explorer

native

@
&
&
ko
©
=\
A
St
)

MapMyCloudTest
MuitiTenantAuth

o~
:
s

MuitiTenantAuthCi..
Office 365 Manage...
pallentest

QATest

QATesting
Sciencelogic Mo...
Sciencelogic Meni...
Visual Studic Online

webapplication_test

+ DHPPOED

15. Click [Save].

Check out the new portal

CLIENT ID e38ad791-1084-418a-9be6-129deb 1857cd T

REDIRECT URIS http://localhost

@ azureteam @sciencelogic.com

LOGO

permissions to other applications

Windows Azure Service Management AP

Windows Azure Active Directory

Add application

o~
=1

£

Delegated Permissions: 1 ‘ v I x

Access Azure Service Management as organiza,, |

0 2

UPLOADLOGD  MANAGE MANIFEST DELETE

16. Inthe Active Directory menu in the left pane, click the left-arrow ([Back]) to return to the Applications page.
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17. Onthe Applications page, select the application (specified in step #7) from the list and then click [View

Endpoints].

Microsoft Azure

default directory

&3 USERs

Subscriptions

Default Directory

NAME

Visual Studio Online

b BRI

H
4

Q
&
(i)
&
8o
a
o

-+
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Microsoft Corporation

{=)

VIEW ENDPOINTS

DELETE

Web application

GROUPS APPLICATIONS DOMAINS DIRECTORY INTEGRATION CONFIGURE REPORTS
Show | Applications my company uses T | SEarch‘
PUBLISHER TYPE
ScienceLogic Monitoring <  Default Directory Native client application

@ azureteam@sciencelogic.com

LICENSES
v
APP URL el
https://www.visualstudio.com/
2 ?
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18. The App Endpoints modal page appears. Write down or copy the OAUTH 2.0 TOKEN ENDPOINT URL.
You must supply the OAUTH 2.0 Token Endpoint URL when you create the SOAP/XML credential in the
Sciencelogic platform.

App Endpoints

If you are developing an app that integrates with Windows Azure AD,
update your code to use these endpoints for single sign-on and directory
access.

FEDERATION METADATA DOCUMENT
https://login.microseftonline.com/da61865c- 2864-4680-9509-c6c5aaa rﬂ
WS5-FEDERATIOMN SIGN-OMN ENDPOINT
https://login.microscftonline.com,/da61865c-2864-4680-9509-c6c5aaa ™
SAML-P SIGM-OM ENDPOINT
https://login.microseftonline.com,/da61865¢c-2864-4680-9509-c6c5aaa &
SAML-P SIGM-0OUT ENDPOINT
https://login.microseftonline.com,/da61865c-2864-4680-9509-c6c5aaa &
WINDOWS AZURE AD GRAPH API EMDPOINT
https://graph.windows.net/da61865c-2864-4680-9509-c6c53aa39bdf [}
QOAUTH 2.0 TOKEN ENDPOINT
https://login.microsoftonline.com/da61865c-2864-4680-9509-c6c5aa
QOAUTH 2.0 AUTHORIZATION ENDPOINT
https://login.microseftonline.com/da61865c-2864-4680-9509-c6c5aaa rﬂ

v

TIP: You can click the Copy icon next to the URL to copy it o your computer's clipboard.
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19. The OAuth 2.0 Token Endpoint URL contains a GUID. Copy or write down the GUID. Azure uses this GUID
as the Tenant ID.

App Endpoints

If you are developing an app that integrates with Windows Azure 4D,
update your code to use these endpeoints for single sign-on and directory
access.

FEDERATION METADATA DOCUMENT

https://login.microseftonline.com,/da61865c-2864-4680-9509-c6c5aaa &

W5-FEDERATIOM SIGM-ON ENDPOINT

https://login.microseftonline.com,/da61865c-2864-4680-9509-c6c5aaa &

SAML-P SIGM-ON ENDPOINT

https://login.microsoftonline.com/da61865c- 2864-4680-9509-c6c5aaa ™

SAML-P S51GM-OUT ENDPOINT
https://login.microsoftonline.com/da61865c-2864-4680-9509-c6c5aaa ™

WINDOWS AZURE AD GRAPH API ENDPOINT

https://graph.windows.net/da51865c-2864-4680-9509-c6c5aaa39bdf rﬂ

OAUTH 2.0 TOKEN ENDPOINT

https://login.microscftonline.comJda61865c-2864-4680-9509-c6c5aaa ™

OAUTH 2.0 AUTHORIZATION ENDPOINT

https://login.microseftonline.com,/da61865¢c-2864-4680-9509-c6c5aaa &

Adding Co-Administrator Access to a User Account in the Azure
Classic Portal

When configuring a SOAP/XML credential in the Sciencelogic platform, you need to know your Azure subscription
ID and the Active Directory username and password of a Co-Administrator user assigned fo the subscription. This
section describes the process for assigning Co-Administrator access fo an existing user account in your Azure
subscription using the Azure Classic portal.

NOTE: You must have Service Administrator access to your Azure subscription to assign Co-Administrator
access to another user.
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To add Co-Administrator access to a user account in the Azure Classic portal:

1. Ifyou are not currently logged in to the Azure Classic portal, open a browser session and go to
https://manage.windowsazure.com, then log in.

2. From the left panel, select [Settings]. The Settings page displays.

Microsoft Azure | Check out the new portal @ azureteam@sciencelogic.com a

MACHINE LEARNING .
0 settings
\uﬁ 1 SUBSCRIPTIONS MANAGEMENT CERTIFICATES ADMINISTRATORS AFFINITY GROUPS USAGE

4@ OPERATIONAL INSIGHTS SUBSCRIPTION 4 SUBSCRIPTION ID ACCOUNT ADMINISTRATOR DIRECTORY el
0
b

Eng - Azure Team I c28afcdd-4457-4f0-b783-6a8d5d 179055 I azureteam@sciencelogic.com Default Directory (azureteamsciencelogic.o.
< NETWORKS
aee

24

TRAFFIC MANAGER
4

@ MANAGEMENT SERVICES
ACTIVE DIRECTORY
9

&
0

4 STORSIMPLE

-
O SETTINGS

3. Write down or copy the Subscription ID.
4. From the Settings page, click the [Administrators] tab, and then click [Add].

5. Inthe Add a Co-Administrator modal page, type the email address of the Active Directory user you will use
to authenticate your Azure account.

NOTE: The co-administrator must either have a Microsoft account or be a user in the Azure Default Directory.
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6. Selectthe Subscription for the user, and then click the checkmark to save.

NOTE: To authenticate your account, the co-administrator must be in the same Azure subscription as the
Active Directory application that you created.

x
Specify a co-administrator for subscriptions
Co-administrators can fully manage the services within a subscription. Enter a valid email address, and then
select at least one subscription.
EMAIL ADDRESS
azureteam@sciencelogic.com V] =. Microsoft Account
SUBSCRIPTION ID yol

SUBSCRIPTION

[ Eng - Azure Team c2Bafcdd-4457-4ff0-b783-6a8d5d 179055

Configuring Virtual Machine Diagnostics Settings

Optionally, if you use the Sciencelogic platform to monitor a virtual machine managed with Microsoft Azure, you
must configure the appropriate virtual machine diagnostics setftings.

To configure virtual machine diagnostics seftings in Azure:

1. Login tothe Azure portal at https://portal.azure.com.
2. Inthe left panel, select Virtual Machines (classic). Click on the name of the virtual machine you will
monitor with the Sciencelogic platform.
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3. Inthe virtual machine pane, under Manage, select Diagnostics, then make entries in the following fields:

Virtual machines (classic) »> VmMPNE1 - Diagnostics

Virtual machines (classic) # X e VmPNET - Dia

Virtual mac!

gnostics

o add  EE Columns Q) Refrech

‘ Subscriptions: 1 of 5 —Don'tseea

subscription? Switc 5
Eng - Azure Team ~

4 items

HH

. NAME

> % | VmPNE1 wee

L ® | vmTraffMgrTEU

=, @ umTrafbgrTIE

- | @] vmTraffMgrTwu

=

o

L

=]

®

&) Overview
H Activitylog
i Access control (IAM)

% Diagnose and solve problems

SETTINGS
Availability set
& Disks
Endpoints
a7 Extensions
IP addresses
¥» Load balanced sets

@ Metwork security group

Properties
8 Llocks

MONITGRING

Kl Diagnostics

* Storage Account

storagepne

v Basic metrics
v Network metrics
e .MET metrics

ASP.NET metrics

SQL metrics
o Windows event system logs
L Windows event security logs
L Windows event application logs
L Diagnestics infrastructure logs
115 logs
v Boot diagnostics

o Status. Select On.

o Basic Metrics. Select this checkbox.

4. Click [Save].

Creating a SOAP/XML Credential for Azure Classic

After you have the information you need from the Active Directory application and user, you can create a
SOAP/XML credential in the Sciencelogic platform to monitor Azure Classic resources. This credential allows the
Dynamic Applications in the Microsoft: Azure Classic PowerPack to communicate with your Azure account.

To configure a SOAP/XML credential to access Azure:

1. Gotothe Credential Management page (System > Manage > Credentials).

2. Locate the sample credential included in the Microsoft: Azure Classic PowerPack, called Azure

Classic Credential SOAP, then click its wrench icon ( -ﬁ).

20
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3. Entervalues in the following fields:

Credential Editor [83] X

Edit SOAP/XML Credential #83 New Reset
Basic Settings Soap Options
Profile Name Content Encoding Method HTTP Version Embedded Password [%P]

|Azure Classic Credential SOAP | ([ text/xml ] v | [[POST] v [[HTTPIA] v | | )

URL [ http(s)://Host:Port/Path | %D = Aligned Device Address | %N = Aligned Device Host Name ]
\:hnps:/‘/\og\n.wwndows.neU(TENANTJD)/oauth2/(oken?api-version=1.0

Embed Value [%1]
[<CLIENT_ID>

Embed Value [%2]
| [<TENANT_ID> ]

HTTP Auth User HTTP Auth Password Timeout (seconds) Embed Value [%3] Embed Value [%4]
[<AD_USER> | [sensuseene | B0 | || [<SUBSCRIPTION_ID> | [<SECRET_KEY> )

Proxy Settings HTTP Headers
Hostname/IP Port User

i . o + Add a header
( Jp J {

CURL Options

[CAINFO B
CAPATH

CLOSEPOLICY
CONNECTTIMEOUT

COOKIE
a

COOKIEFILE

COOKIEJAR

COOKIELIST

CRLF

CUSTOMREQUEST
IDNSCACHETIMEOUT -

o Profile Name. Enter a new name for the Azure credential.

« Content Encoding. Select fext/xml.

o Method. Select POST.

o HTTP Version. Select HTTP/1.1.

o URL. Enterthe OAuth 2.0 token endpoint URL for the Azure Active Directory application.

o HTTP Auth User. Enter the Active Directory username of the Azure user assigned to the subscription.

o HTTP Auth Password. Enter the Active Directory password of the Azure user assigned to the
subscription.

« Timeout(seconds). Enter "60".

o Hostname/IP. Leave this field blank.

e Port. Enter"0".

o User. Leave this field blank.

o CURL Options. Do not make any selections in this field.

« Embedded Password. Leave this field blank.

o Embed Value [%1]. Enter the Client ID for the Azure Active Directory application.

o Embed Value [%2]. Enter the Tenant ID (GUID) for the Azure Active Directory application.
o Embed Value [%3]. Enter the Subscription ID for the Azure account.

o Embed Value [%4]. Leave this field blank.

o HTTP Headers. Do not make any selections in this field.

Configuring Azure Classic Credentials
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4.
5.

Click [Save As].

In the confirmation message, click [OK].
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Chapter

Discovering Azure Classic Services and Devices

Overview

The following sections describe how to discover Microsoft Azure Classic resources for monitoring by the
Sciencelogic platform using the Microsoft: Azure Classic PowerPack:

Creating an Azure Virtual DevVice ... 23
Aligning the Azure Dynamic Applications ... 24
Counting Azure Component DevICeS .. ... ... o L 24
Discovering Azure Component Devices . . . . 26
29

Viewing Azure Component Devices ... ..

Creating an Azure Virtual Device

Because the Azure service does not have a static IP address, you cannot discover an Azure device using discovery.
Instead, you must create a virtual device that represents the Azure service. A virtual device is a user-defined
container that represents a device or service that cannot be discovered by the Sciencelogic platform. You can use
the virtual device fo store information gathered by policies or Dynamic Applications.

TIP: if you have multiple Azure subscriptions you want to monitor, you should create a separate credential and
virtual root device for each.

To create a virtual device that represents your Azure service:

1. Gotothe Device Manager page (Registry > Devices > Device Manager).

2. Click [Actions] and select Create Virtual Device from the menu. The Virtual Device modal page appears.

23
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3. Entervalues in the following fields:

Virtual Device x
Create Virtual Device Reset

Device Mame  |Azure Cloud |

Organization | System v |
Device Class | Microsoft | Azure Services Classic v |
Collector | CUG v |

Add

« Device Name. Enter a name for the device. For example, you could enter "Azure Cloud" in this field.

« Organization. Select the organization for this device. The organization you associate with the device
limits the users that will be able to view and edit the device. Typically, only members of the
organization will be able to view and edit the device.

o Device Class. Select Microsoft | Azure Services Classic.

o Collector. Select the collector group that will monitor the device.

4. Click [Add] to create the virtual device.

Aligning the Azure Dynamic Applications

The Dynamic Applications in the Microsoft: Azure Classic PowerPack are divided into four types:

« Count. This Dynamic Application polls Azure to determine the number of component devices monitored by
the Sciencelogic platform.

« Discovery. These Dynamic Applications poll Azure for new instances of services or changes to existing
instances of services.

« Configuration. These Dynamic Applications retrieve configuration information about each service instance
and retrieve any changes to that configuration information.

o Performance. These Dynamic Applications poll Azure for performance metrics.

Counting Azure Component Devices

If you want to determine the number of Azure component devices that will be monitored prior to running discovery
(e.g., to estimate future license usage), you can manually align the "Microsoft: Azure Component Count' Dynamic
Application with the Azure virtual device.

To align the "Microsoft: Azure Component Count' Dynamic Application fo your Azure virtual device, perform the
following steps:

1. Gotothe Device Manager page (Registry > Devices > Device Manager).
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2. Click the wrench icon (P) for your Azure virtual device.

3. Inthe Device Administration panel, click the [Collections] tab. The Dynamic Application Collections
page displays.

4. Click [Actions] and select Add Dynamic Application from the menu.
5. Inthe Dynamic Application Alignment modal page:

Dynamic Application Alignment Reset
Dynamic Applications Credentials
[ru'linrosoﬂ: Azure ] [ ]

Microsoft; Azure Account Discovery Classic - Default: -

Micresoft: Azure Active Directory Service Discow Default SMMP Credential

Microsoft: Azure Active Directory Tenant Configu SNMP:

Microsoft: Azure Active Directory Tenant Discow Cisco SMMPY2 - Example

Microsoft: Azure Active Directory Tenant Discowve Cisco SNMPw3 - Example

Microsoft: Azure Backup Jobs Discovery EMT Default W2

Microsoft: Azure Backup Policies Service Discow EMT Default V3

Microsoft: Azure Backup Policy Discovery IPSLA Example

Microsoft; Azure Blob Storage Account Discover LifeSize; Endpoint SMNMP

Microsoft: Azure Cloud Service Discovery Classi MNexus snmp

Microsoft: Azure Cloud Services Service Discove SHMP Public %1

Microsoft: Azure Component Count Classic SNMP Public 2

Micresoft: Azure Compute Discovery Classic Database:

Microsoft; Azure Data & Storage Discovery Clas EMT Central Database

Microsoft: Azure Hybrid Integration Discovery Cl EMT Coliector Database

Microsoft: Azure Location Discovery EMT DB

Microsoft: Azure Location Discovery Classic SOAPXML Host:

Microsoft: Azure Metwork Security Group Discow Amazon Web Services Credential

Microsoft: Azure Metwerk Security Group Servic ARM_fsunvmonly

Microsoft; Azure Metworking Discovery Classic AWS Scott

Microsoft: Azure Recovery Jobs Service Discove Azure Classic Credential SOAP

Microsoft: Azure Recovery Service aults Discon Azure Classic Credential SOAP te

Microsoft: Azure Recovery Service Vaults Servic Azure Credential - SOAPCML

Microsoft: Azure Rescurce Group Discovery - AzureCLASSICSOAPR -

Save

« Inthe Dynamic Applications field, select the Microsoft: Azure Component Count Dynamic
Application.

« Inthe Credentials field, select the credential you created for your Azure service.

6. Click [Save] to align the Dynamic Application with the Azure virtual device. The Dynamic Application
appears on the Dynamic Application Collections page.

)

7. Ifyou wantto run collection immediately, click the lightning bolt icon for the "Microsoft: Azure
Component Count' Dynamic Application. The Run Dynamic App modal page displays.

8. After the Dynamic Application has run, close the Run Dynamic App modal page.
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9. Onthe Dynamic Application Collections page, click the plus icon ( + ) for the "Microsoft: Azure

Component Count"' Dynamic Application. The Dynamic Application row expands to display a list of
Collection Obijects:

Thresnolds |  Collections
Logs Belationships

Schedule

Device Name | Azure Cloud

Managed Type | Virtual Device
D (948 - C.
Class | Service: Sub-Class | AZure Services o
Crganization | System

Uptims | 0 days, 00:00:00 Azure Services |
Group / Collector (CUG | em7_ao

Device Hostname

Dynamic Application™ Collections

Reset

Dynamic Application D Poll Freguency Type Credential =
— Microsoft: Azure Component Count 585 1440 mins Snippet Configuration Azure Credential - Example 40|

Collection Obiect + Foun Collecting Edited By =

[ [Select Action) M| co |

10. Click the Total Count graph icon (f_d) The Microsoft: Azure Component Count configuration report
displays a count of all of the Azure component devices.

Discovering Azure Component Devices

To discover all of the components of your Azure platform, you must manually align the "Microsoft: Azure Account
Discovery Classic" Dynamic Application with the Azure virtual device. To do so, perform the following steps:

1. Gotothe Device Manager page (Registry > Devices > Device Manager).

2. Click the wrench icon (u?) for your Azure virtual device.

In the Device Administration panel, click the [Collections] tab. The Dynamic Application Collections
page appears.

4. Click [Actions] and select Add Dynamic Application from the menu.
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5. Inthe Dynamic Application Alignment modal page:

Dynamic Application X

Dynamic Application Alignment Reset
Diynamic Applications Credentials
[disccwery ] [ ]
EMG: VMAX LUN Discovery - Default: _ R
EMGC: WYMAX Storage Pool Discovery Default SNMP Credential
EMC: N Array Discovery SNMP:
EMC: WNX File Discovery Cisco SNMPZ - Example
EMC: VNX File System Discovery Cisco SNMPV3 - Example
EMG: WVNX RAID Group Discovery EMT Default V2
EMC: WVNX RAID Group LUN Discovery EMT Default /3
EMC: WNX Snap\iew Storage Pool Discovery “:_'SL'_E* Example_
EMC: WNX Storage Pool Discovery LifeSize: Endpoint SHMP
EMC: WMNX Storage Pool LUN Discovery Nexus Sﬂml_)
EMC: WNX Storage Processor Discovery SNMP Public /1
Microsoft: Azure Account Discovery SHMP Public /2
Microsoft: Azure Account Discovery Classic Database:
Microsoft: Azure Active Directory Service Distov EMT7 Central Database
Microsoft: Azure Active Directory Tenant Discove EMT Collector Database
Microsoft: Azure Active Directory Tenant Discowve EM7 DB
Microsoft: Azure Backup Jobs Discovery SOAP/XML Host: ] )
Microsoft: Azure Backup Policies Service Discow Amazon Web Services Credential
Microsoft: Azure Backup Policy Discovery ARM_fsunvmonly
Microsoft: Azure Blob Sterage Account Discover AWS_Scott
Microsoft: Azure Cloud Service Discovery Classi Azure Classic Credential SOAP
Microsoft; Azure Cloud Services Service Discove Azure Classic Credential SOAP te
Microsoft: Azure Compute Discovery Classic Azure Credential - SOAPXML
Microsoft: Azure Data & Storage Discovery Clas ¥ AzureCLASSICSOAP -
T

« Inthe Dynamic Applications field, select the "Microsoft: Azure Account Discovery Classic" Dynamic
Application.

« Inthe Credentials field, select the credential you created for your Azure service.
6. Click [Save] to align the Dynamic Application with the Azure virtual device.

When you align the "Microsoft: Azure Account Discovery Classic" Dynamic Application with the Azure virtual
device, the Dynamic Application creates a component device representing the Azure account.

The Sciencelogic platform then automatically aligns several other Dynamic Applications to the account
component device. These additional Dynamic Applications discover and create component devices for each
location used by the Azure account, as well as any security and identity management services and/or Traffic
Manager services used by the account.

Under each location, the Sciencelogic platform then discovers the following component devices:

o Networking services
o Virtual Networks services
m Virtual networks
« Compute services
o Virtual Machines services
m Virtual machines
o Cloud Services

m Cloud services
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o Data & Storage services
o SQL Database services
m SQL servers
o SQL databases
o Storage services
m Storage accounts
« Storage containers
« Storage queues
« Storage tables
o Hybrid Integration services
o Service Bus services

m Namespaces

NOTE: The Sciencelogic platform also creates relationships between Azure cloud services and associated
virtual machines, if applicable.

Under the Security & Identity component device, the Sciencelogic platform discovers the following component
devices:

o Active Direcfory Services

o Active Directory tenants

NOTE: At present, the Sciencelogic platform can discover only a single Active Directory tenant per Azure
account.

Under the Traffic Manager Service component device, the Sciencelogic platform discovers the following
component device(s):

« Traffic Manager Profiles

NOTE: The Sciencelogic platform might take several minutes to align these Dynamic Applications and
create the component devices in your Azure service.
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Viewing Azure Component Devices

In addition to the Device Manager page (Registry > Devices > Device Manager), you can view the Azure service
and all associated component devices in the following places in the user inferface:

NOTE: If you are using both the Microsoft: Azure and Microsoft: Azure Classic PowerPacks o monitor
resources in the same Azure subscription, duplicate Active Directory and SQL database component
devices will appear in the ARM and Classic component maps in the Sciencelogic platform.

o The Device View modal page displays a map of a particular device and all of the devices with which it has
parent-child relationships. Double-clicking any of the devices listed reloads the page to make the selected
device the primary device:

Device View Reset Guide

I Compenent Mapping

AZUFE SErvICces
(classc)

VD e
s Cioud
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o The Device Components page (Registry > Devices > Device Components) displays a list of all root devices
and component devices discovered by the Sciencelogic platform in an indented view, so you can easily view
the hierarchy and relationships between child devices, parent devices, and root devices. To view the
component devices associated with an Azure service, find the Azure virtual device and click its plus icon (+):

Device Components | Devices Found [6] Actions Reset Guide
Device Current Gollection Gollection -
Device Name = 1P Address Category Device Class | Sub-class DID Organization State Group State m
| - T T - (S et e Senes W e [ reay [0 sctie BESI
Device Current Collection Collection
Device Name * P Address Category Device Class | Sub-lass DID Organtzation State Group State
LB /| zzureleam@sciencelogccom | /) = Account Microsoft | Azure Account 25 Azure A\ Heslthy [V} Active mEeE |
Device Current Colection Collection
Device Name * 1P Adaress Caleqory Device Class | Sub-slass DID Organization State Group Stale
1 + I v - Location Microsoft | Azure Location Brazil South 34 Azure | £ Healthy [[eTI[e Active mRE |
2+ - Location Microsoft | Azure Location Central US 2 Azure =T cue Active: mNRE
s+ T ~ - Location Microsoft | Azure Lecation East Asia 36 Azure | i Hieaithy [SVS Active (= 2L Y1
4 — - Location Microsoft | Azure Location East US 28 Azure = cue Active muRvE
Device Current Calection Collection
Devics Name 1P Address Category Device Ciass | Sub-ciass DID Organization State Group
| EECTE TN - e Weool cOmaSowesenis & e vt L e TR
2 - R Service Microsoft | Azure Networking Service 44 Azure | A Heamy [ST Active mORE ]
Device Current Collection Colection
Device Name * 1P Adoress Cateqory Device Class | Sub-class Dio Organization State Group State
AOR . VilualNeworks L] - Service Microsoft | Azure Virtual Networks Service Azure s Healthy V<] Active WMERE
Device Current Coleetion Collection
Device Name * 1P Address Cateory Device Class | Sub-ciass Dio Organization Group State
1 [ aivmtmpss L) - Network Microsoft | Azure Virtual Network 109 Azure I cue Active M RE |
2. w HNetwork Microsoft | Azure Virtual Network 107 Azure cus Active muE
O i8] - Network Microsoft | Azure Virtual Network 108 Azure | A\ Heatthy <19 Active My |
O Essius2 B - Location Microsoft | Azure Lecation East US 2 35 Azure | £ Heany [ Active My |
6 + - Location Microsoft | Azure Location Japan East 7 Azure | & Heamy (1] Active MmO R
(AR - Japanwest | - Location Microsoft | Azure Lecation Japan West £l Azure | 4 Heamy [V Active mERE
8 + L] Locatien Microsoft | Azure Location N. Central US 2% Azure | &b Heamy 11 Active myRaE
o + T = Losation Microsoft | Azure Losation North Europs 30 Awure = cue Active WY
10 + g Location Microsoft | Azure Location S. Central US R Azure m cuG Active mueE |
n + e = - Location Microsoft | Azure Location Southeast Asia 38 ‘Azure =T cue Active mDRE
12+ » Location Microsoft | Azure Location West Europe: 33 Azure m cue Active mnoE
RO - westus | = Location Microsoft | Azure Location West US 29 |Azure = cue Active mOE
7 b B AR Eaheis et w Infrastrishirs  Cisen Gustems | 401 Tanant " ani Wilkiame  C1IR liser.Nisahizn mrh @ T

o The Component Map page (Views > Device Maps > Components) allows you fo view devices by root
node and view the relationships between root nodes, parent components, and child components in a map.
This makes it easy to visualize and manage root nodes and their components. The Sciencelogic platform
automatically updates the Component Map as new component devices are discovered. The platfform also
updates each map with the latest status and event information. To view the map for an Azure service, goto
the Component Map page and select the map from the list in the left NavBar. To learn more about the
Component Map page, see the Views manual.

[Device Component Map

om:- 8
.
W ay E— | —

=

£
L2}

|| —
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Chapter

Troubleshooting

Troubleshooting Error Messages

The following error messages can be generated during collection for the Azure Dynamic Applications.

Error / Message Cause / Resolution

Failed to connect to Microsoft Azure.

There is a problem with your internet connection or
internal network. Alternatively, the Microsoft Azure
Portal might be down or the login to the Azure portal
was unsuccessful, possibly due to an incorrect
credential. Verify that the correct Dynamic Application
and credential are aligned to the device and are being
used fo connect to the API.

A connection with Microsoft Azure was not established.

Your login attempt to Azure was unsuccessful.
Alternatively, Azure is experiencing an outage.

Failed to connect to the Microsoft Azure Portal with the
following error: Invalid credential type.

You attempted fo connect to Azure using a credential

type other than SOAP/XML.

Failed to connect to the Microsoft Azure Portal with the
following error: Azure subscription ID not provided in
credential.

The credential does not include the correct Azure
Subscription ID. Refer to the sample credentials
provided by the Microsoft: Azure Classic PowerPack.

Failed to connect to the Microsoft Azure Portal with the
following error: Azure username is not provided in
credential.

The credential does not include a correct username.
Refer to the sample credentials provided by the
Microsoft: Azure Classic PowerPack.

Failed to connect to the Microsoft Azure Portal with the
following error: Azure password is not provided in
credential.

The credential does not include a correct password.
Refer to the sample credentials provided by the
Microsoft: Azure Classic PowerPack.
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Error / Message Cause / Resolution

Failed to connect to the Microsoft Azure Portal with the
following error: Azure application client ID is not
provided in credential.

The SOAP/XML credential does not include a correct
client ID. Refer to the sample credentials provided by
the Microsoft: Azure Classic PowerPack.

Failed to connect to the Microsoft Azure Portal with the
following error: Azure application fenant ID is not
provided in credential. (Alternatively, failed to retrieve
Active Directory tenant information from Azure )

The SOAP/XML credential does not include a correct
tenant ID. Refer to the sample credentials provided by
the Microsoft: Azure Classic PowerPack. Alternatively,
Azure could be experiencing an outage, you might be
experiencing infernal network issues, or the API
authentication was incorrect.

Failed to retrieve subscription information from Azure.

The credential does not include the correct Azure
Subscription ID, or the subscription is not configured in
the Microsoft Azure Portal.

Failed to connect to the Microsoft Azure Portal with the
following error: Failed to get token with the current
SOAP credential set, invalid client ID, URL, username
or password.

The alignment or credential is incorrect.

Failed to connect to the Microsoft Azure Portal with the
following error: Azure application's token endpoint is
not provided in credential.

Ensure that the Azure SOAP/XML credential has a valid
token endpoint in the URL field.

Failed to connect to the Microsoft Azure Portal with the
following error: Azure application key is not provided in
the credential.

Ensure that the Azure SOAP/XML credential contains an
application key in the Embed Value [%4] field.

Failed to retrieve an authentication token from Azure.

Ensure that all values in the SOAP/XML credential are
correct.

Azure diagnostics are not enabled for the Azure virtual
machines in a storage account.

In the portal for classic Azure virtual machines, go to
Settings. In the Monitor sections, go to Diagnostics. For
each diagnostic you want fo enable, set the Status to
"On" and then save.

No Azure performance metrics were found.

For storage components, ensure that diagnostics are
enabled in the Azure portal.

The Azure virtual machine is configured with an
unknown size.

There is a mismatch between the configuration sizes in
Azure and what the Sciencelogic snippet expects.
Report this issue to Sciencelogic.

Failed to parse the following time stamp for an Azure
performance counter.

Ensure that the device is generating performance
information. Alternatively, ensure that the device still
exists.
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Error / Message Cause / Resolution

Failed to retrieve a list of "Affinity Group" objects from
Azure.

There could be an internal Azure issue with the affinity
group object, or there could be potential alignment or
credential issues. Verify the object still exists in the Azure
portal. Alternatively, this could indicate an Azure
outage.

Failed to retrieve the collection of storage accounts
from Azure

There could be an internal Azure issue with the storage
objects, or there could be potential alignment or
credential issues. Verify the storage account still exists in
the Azure portal. Alternatively, this could indicate an
Azure outage.

Failed to retrieve primary keys for storage account from
Azure

There could be an internal Azure issue with the storage
objects, or there could be potential alignment or
credential issues. Verify the storage account still exists in
the Azure portal. Alternatively, this could indicate an
Azure outage.

Failed to instantiate the BlobService for the storage
account

In the portal for Storage Accounts Classic, go to Settings
> Diagnostics. Set the Status for each option you want
to "On" and then save. Alternatively, this could indicate
an Azure outage.

Failed to retrieve the list of blobs for the storage
container from Azure

In the portal for Storage Accounts Classic, go to Settings
> Diagnostics. Set the Status for each option you want
to "On" and then save. Alternatively, this could indicate
an Azure outage.

Failed to instantiate the QueueService for the storage
account

In the portal for Storage Accounts Classic, go to Seftings
> Diagnostics. Set the Status for each option you want
to "On" and then save. Alternatively, this could indicate
an Azure outage.

Failed to instantiate the TableService for the storage
account

In the portal for Storage Accounts Classic, go to Settings
> Diagnostics. Set the Status for each option you want
to "On" and then save. Alternatively, this could indicate
an Azure outage.

Failed to retrieve the collection of blobs for the storage
container

In the portal for Storage Accounts Classic, go to Settings
> Diagnostics. Set the Status for each option you want
to "On" and then save. Verify the blob still exists in the
Azure portal. Alternatively, this could indicate an Azure
outage.

Failed to retrieve the collection of queues for the
storage account from Azure

In the portal for Storage Accounts Classic, go to Settings
> Diagnostics. Set the Status for each option you want
to"On" and then save. Verify the queue still exists in the
Azure portal. Alternatively, this could indicate an Azure
outage.
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Error / Message Cause / Resolution

Failed to retrieve the collection of tables for the storage | In the portal for Storage Accounts Classic, go fo Settings
account > Diagnostics. Set the Status for each option you want
to "On" and then save. Verify the table still exists in the
Azure portal. Alternatively, this could indicate an Azure

outage.
Failed to retrieve the collection of containers for the Verify the container still exists in the Azure porfal.
storage account from Azure Alternatively, this could indicate an Azure outage.
Failed to retrieve the collection of disks from Azure Verify the disks still exist in the Azure portal.

Alternatively, this could indicate an Azure outage.

Failed to query performance counters in the storage There is a mismatch of performance counters between
account Azure and the Dynamic Application. Report this issue to

Sciencelogic.
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