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Chapter

Introduction

Overview

This manual describes how to monitor Cisco ACI Multi-Site architectures in SL1 using the Cisco: ACI Multi-Site
Manager PowerPack.

The following sections provide an overview of Cisco ACI Multi-Site Manager and the Cisco: ACI PowerPack:

What is Cisco ACI Multi-Site Managere ... .. 3
What Does the Cisco: ACI Multi-Site Manager PowerPack Monitor2 ........................................... 4
Installing the Cisco: ACI Multi-Site Manager PowerPack ... 4

NOTE: Sciencelogic provides this documentation for the convenience of Sciencelogic customers. Some of
the configuration information contained herein pertains to third-party vendor software that is subject
to change without notice to Sciencelogic. Sciencelogic makes every attempt to maintain accurate
technical information and cannot be held responsible for defects or changes in third-party vendor
software. There is no written or implied guarantee that information contained herein will work for all
third-party variants. See the End User License Agreement (EULA) for more information.

What is Cisco ACI Multi-Site Manager?

Cisco ACI Multi-Site is an architectural approach for interconnecting and managing multiple sites. Each

architecture acts as a single fabric.

The Multi-Site architecture has three components:
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o Two or more ACl fabrics built with Nexus 9000 switches deployed as leaf and spine nodes
o One APIC cluster domain in each fabric

o Aninter-site policy manager, named Cisco ACI Multi-Site, which is used to manage the different fabrics and
to define inter-site policies

What Does the Cisco: ACI Multi-Site Manager PowerPack
Monitor?

To monitor Cisco ACI Multi-Site architectures using SL1, you must install the Cisco: ACI Multi-Site Manager
PowerPack. This PowerPack enables you to discover, model, and collect data about Cisco ACI Multi-Site
architectures.

The Cisco: ACI Multi-Site Manager PowerPack includes:
o Asample credential you can use as a template to create a SOAP/XML credential to connect to the Cisco
ACI Multi-Site architecture you want to monitor
o Dynamic Applications to discover, model, and monitor performance metrics and/or collect configuration
data
« Device Classes for each type of ACI Multi-Site Manager device monitored

« Event Policies and corresponding alerts that are triggered when ACI Multi-Site Manager devices meet
certain status criteria

Installing the Cisco: ACI Multi-Site Manager PowerPack

Before completing the steps in this manual, you must import and install the latest version of the Cisco: ACI Multi-
Site Manager PowerPack.

TIP: By default, installing a new version of a PowerPack overwrites all content from a previous version of that
PowerPack that has already been installed on the target system. You can use the Enable Selective
PowerPack Field Protection setting in the Behavior Settings page (System > Settings > Behavior) to
prevent new PowerPacks from overwriting local changes for some commonly customized fields. (For
more information, see the System Administration manual.)

To download and install a PowerPack:

1. Download the PowerPack from the Sciencelogic Support Site.

2. Go to the PowerPack Manager page (System > Manage > PowerPacks).

3. Inthe PowerPack Manager page, click the [Actions] button, then select Import PowerPack.
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4. The Import PowerPack dialog box appears:

Import PowerPack™

[orowse. ]

[Browse far file...

License: |

5. Click the [Browse] button and navigate to the PowerPack file.
6. When the PowerPack Installer modal appears, click the [Install] button to install the PowerPack.

NOTE: If you exit the PowerPack Installer modal without installing the imported PowerPack, the imported
PowerPack will not appear in the PowerPack Manager page. However, the imported PowerPack
will appear in the Imported PowerPacks modal. This page appears when you click the [Actions]

menu and select Install PowerPack.

Installing the Cisco: ACI Multi-Site Manager PowerPack
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Configuration and Discovery

Overview

The following sections describe how to configure and discover Cisco ACI Multi-Site Manager for monitoring by
SL1 using the Cisco: ACI Multi-Site Manager PowerPack:

Creating a Credential for Cisco ACI Multi-Site Manager ... 6
Creating a Cisco ACI Multi-Site Manager Virtual Device and Discovering Cisco ACI Multi-Site .......... 7
Verifying Discovery and Dynamic Application Alignment ... ... 9
Verifying Discovery and Dynamic Application Alignment in the SL1 Classic User Interface ...................... 10
Viewing Component DeVICEeS ... 11
Viewing Component Devices in the SL1 Classic User Interface ... 12

Creating a Credential for Cisco ACI Multi-Site Manager

To configure SL1 to monitor Cisco ACI Multi-Site architecture, you must first create a SOAP/XML credential. This
credential allows the Dynamic Applications in the Cisco: ACI Multi-Site ManagerPowerPack) to communicate with
your Cisco ACI Multi-Site account.

The PowerPack includes an example SOAP/XML credential that you can edit for your own use.
To configure a SOAP/XML credential:
1. Go to the Credential Management page (System > Manage > Credentials).

2. Locate the Cisco: ACI MM Sample Credential credential, then click its wrench icon ( ;P) The Edit
SOAP/XML Credential modal page appears.
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3. Enter values in the following fields:

Credential Editor [78] x

Edit SOAP/XML Credential #78

New Reset

Basic Settings
Profile Name Content Encoding

Method HTTP Version

Soap Options
Embedded Password [%F]

|Cisco: ACI MM Sample Credential | | [ textioml |

v | [[POST]

v | [[HTTRIAA] 7]

URL [ htip(s):#/Host:Port/Path | %D = Aligned Device Address | %N = Aligned Device Host Name |

Embed Value [3:1] Embed Value [%:2]

[hitps:/%D

[False J [ )

HTTP Auth User HTTP Auth Password

Timeout (seconds)

Embed Value [3:3] Embed Value [%:4]

|admin

| [20

Proxy Settings
Hosiname/IP

HTTP Headers
+ Add a header

[ | [0

.

|Content-Type: applicationfjson

CURL Options
CAINFO

CAPATH
CLOSEPOLICY
CONNEGTTIMEOUT
COOKIE
COCKIEFILE
COCKIEJAR
COOCKIELIST

CUSTOMREQUEST

Basic Settings

HTTP Auth User. Enter the username for the Cisco ACI Multi-Site web interface
o HTTP Auth Password. Enter the password for the Cisco ACI Multi-Site web interface

4. Click the [Save As] button.

Creating a Cisco ACI Multi-Site Manager Virtual Device and
Discovering Cisco ACI Multi-Site

To discover a Cisco ACI Multi-Site architecture, you must create a virtual device that represents the root device.
A virtual device is a user-defined container that represents a device or service that cannot be discovered by SL1.
You can use the virtual device to store information gathered by policies or Dynamic Applications.

TIP: If you have multiple Cisco ACI Multi-Site architecture you want to monitor, you should create a separate
virtual device for each root device. You can also create different organizations for each architecture.

To create a virtual device that represents your Cisco ACI Multi-Site architecture:

1. Go to the Device Manager page (Devices > Device Manager, or Registry > Devices > Device Manager in
the SL1 classic user interface).

Click the [Actions] button and select Create Virtual Device from the menu. The Create Virtual Device
modal page appears.

Creating a Cisco ACI Multi-Site Manager Virtual Device and Discovering Cisco



3. Enter values in the following fields:

Virtual Device x
Create Virtual Device Reset

Dievice Mame  |ACI Multi-Site] |

Organization |ACI Multi-Site Manager r |
Device Class | Cisco Systems | ACI Multi-Site Manager Cluster r |
Collector | CUG v |

o Device Name. Enter a name for the device. For example, you could enter "ACI Multi-Site" in this

field.

« Organization. Select the organization for this device. The organization you associate with the device
limits the users that will be able to view and edit the device. Typically, only members of the
organization will be able to view and edit the device.

« Device Class. Select Cisco Systems | ACI Multi-Site Manager Cluster.
« Collector. Select CUG.

4. Click the [Add] button to create the virtual device.

5. Once you have created the device, go to the Device Manager page ((Devices > Device Manager, or
Registry > Devices > Device Manager in the SL1 classic user interface) and select the virtual device you
created.

In the Select Action menu, select MODIFY By Template and click [Go].
In the Device Template Editor window, select the [Dyn Apps] tab.
Click the plus sign in the Subtemplate Selection pane.

o N O

In the Dynamic Application Settings pane, select the "Cisco: ACI Multi-Site Manager Node Discovery"
Dynamic Application.

10. Inthe Credentials drop-down, select the "Cisco: ACI MM Sample Credential". Click [Apply].
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Bulk Device Configuration (Manually Selected Devices) x

Device Template Editor | Applying Template to Devices | Click [Save] to commit changes | Editing Dynamic Application Subtemplates (Click field labels to e Reset

Template | Mew / One-off Template v | Save When Applied & Confirmed || Template Name
Subtemplate Selection Template Application Behavior

Align Dynamic Application With

1. App: Cisco: ACI Mult-Site Manage g
< | All devices (align new applicafions and update collection states) v \

-("p Add New Dynamic App Sub-Template

Dynamic Application Settings

Dynamic Application
| Cisco: ACI Mulli-Site Manager Mode Discovery v

Credentials Poll Rate
| Cisco: ACI MM Sample Credential v | Every 15 Minutes v

Dynamic Application Presentation Object(s)

Host Name | Enabled
Id | Enabled
Ip |Enabled
Mode List | Enabled
Enabled

MEIRIEIEIE]

ble Nodes | Enabled

Dynamic Application Thresholds

Raw Data Retention .L : E . - 5 records

Apply

Once you have completed modifying the device template, discovery will run and the Dynamic Applications will be
aligned.

Veritying Discovery and Dynamic Application Alignment

To verify that SL1 has automatically aligned the correct Dynamic Applications during discovery:
1. After creating the virtual device and aligning the credential to the template, go to the Devices page and
click on the ACI Multi-Site virtual device. From the Device Investigator page, click the [Collections] tab.
2. All applicable Dynamic Applications for the switch are automatically aligned during discovery and will
appear in the [Collections] tab.

You should see the following Dynamic Applications aligned to the ACI Multi-Site virtual device:

o Cisco: ACI Multi-Site Manager Component Counts
o Cisco: ACI Multi-Site Manager Login

« Cisco: ACI Multi-Site Manager Node Discovery

o Cisco: ACI Multi-Site Manager Site Discovery

« Cisco: ACI Multi-Site Manager Tenant Discovery

The following Dynamic Applications will automatically align to their corresponding device components:

« Cisco: ACI Multi-Site Manager Node Configuration
o Cisco: ACI Multi-Site Manager Site Config
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o Cisco: ACI Multi-Site Manager Site Performance
o Cisco: ACI Multi-Site Manager Tenant Config

Veritying Discovery and Dynamic Application Alignment in the SL1
Classic User Interface

To verify that SL1 has automatically aligned the correct Dynamic Applications during discovery:

1. After creating the virtual device and aligning the credential to the template, go to the Device Manager

page and click the wrench icon ( ?)forfhe ACI Multi-Site virtual device. From the Device Properties page,
click the [Collections] tab. The Dynamic Application Collections page appears.

2. All applicable Dynamic Applications for the switch are automatically aligned during discovery.
You should see the following Dynamic Applications aligned to the ACI Multi-Site virtual device:

o Cisco: ACI Multi-Site Manager Component Counts
o Cisco: ACI Multi-Site Manager Login

« Cisco: ACI Multi-Site Manager Node Discovery

o Cisco: ACI Multi-Site Manager Site Discovery

« Cisco: ACI Multi-Site Manager Tenant Discovery

Properiies Thresholds Collections Monitors
Relationships | __ Tickets | Redirecls | Motes |
Cevizhame  MulfiSite Guardians Virual Dev Manzged Type | Virtual Device
o (49 Virtual Infrastructure. -
22 Cisco Systems ACI Multi-Site Manager Cluster Pg;\:(!. MM“:;lineer
Crzznizston WulfiSiteManager Guardians Grganization 0 days. 00-00:00 Cy\usle 0
roug / Collestor |CUGH | guardians-72 :
Dynamic Application™ Collections.
Dynamic Agglication D Foll Frequency Tyze tor
+ Cisco: ACI Multi-Site Manager Component Counts 1607 3 mins-override  Snippet i i guardians-72 7
+ Gisco: ACI Multi-Site Manager Login 1604 3 mins-ovemide  Snippet Gonfiguration MultiSite Guardians guardians-72 7
+ Cisco: ACI Multi-Site Manager Node Discovery 1598 3 mins-ovemide  Snippet G i i i guardians-72 7
+ Gisco: ACI Mulli-Site Manager Site Discovery 1601 3 mins-ovenide  Snippet Gonfiguration MultiSite Guardians guardians-72 7
~+ Cisco: ACI Mulli-Site Manager Tenant Discovery 1605 3 mins-ovenide  Snippef G i i guardians-72 Vd
[[Select Action] M| s |
Save

The following Dynamic Applications will automatically align to their correspondent device components:

« Cisco: ACI Multi-Site Manager Node Configuration
o Cisco: ACI Multi-Site Manager Site Config
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o Cisco: ACI Multi-Site Manager Site Performance
o Cisco: ACI Multi-Site Manager Tenant Config

Properlies Thresholds Collections Monitors Schedule
GuardiansSite1 Man, Gomponent Device
56 ¢ Network Application
Cisco Systems ACI Multi-Site Manager Site
wenizsten | MultiSteManager Guardians Organization wime |0 days, 00:00:00
Fost Device MultiSite Guardians Virtual Dev Groue ! Collezor |CUGH | guardians-72
Farent Device. MuliSite Guardians Virtual Dev
evics Hostname
Dynamic Application™ Collections. Expand Actions Reset Guide
Dy ligation [} Poll Frequency. Type Credential Collector
+ Cisco: ACI Multi-Site Manager Site Performance 1603 15 mins Snippet P ¢ guardians-72 i
+ Cisco: ACI Multi-Site Manager Site Config 1602 15 mins Snippet Gonfiguration MuliSite Guardians guardians-72 7
[1Select Action] ] o |

Viewing Component Devices

In addition to the Devices page, you can view the Cisco ACI Multi-Site Manager and all associated component

devices in the following places in the user interface:

« The Device Investigator Map page (click Map in the Device Investigator page) displays a map of a
particular device and all of the devices with which it has parent-child relationships. Double-clicking any of
the listed devices reloads the page to make the selected device the primary device.

o The Device Components page (Devices > Device Components) displays a list of all root devices and
component devices discovered by SL1 in an indented view, so you can easily view the hierarchy and
relationships between child devices, parent devices, and root devices. To view the component devices
associated with a Cisco ACI Multi-Site Manager, find the virtual device and click its plus icon (+):

o The Component Map page (Classic Maps > Device Maps > Components) allows you to view devices by
root node and view the relationships between root nodes, parent components, and child components in a
map. This makes it easy to visualize and manage root nodes and their components. SL1 automatically
updates the Component Map as new component devices are discovered. The platform also updates each
map with the latest status and event information. To view the map for a Cisco ACI Multi-Site Manager
device, go to the Component Map page and select the map from the list in the left NavBar. To learn more

about the Component Map page, see the Views manual.

Viewing Component Devices



Viewing Component Devices in the SL1 Classic User Interface

In addition to the Device Manager page (Registry > Devices > Device Manager), you can view the Cisco
ACI Multi-Site Manager and all associated component devices in the following places in the user interface:

« The Device View modal page (click the bar-graph icon ['_d] for a device, then click the Topology tab)
displays a map of a particular device and all of the devices with which it has parent-child relationships.

Double-clicking any of the devices listed reloads the page to make the selected device the primary device:

Device View Resat Guide

I Component Mapping

Viewing Component Devices



o The Device Components page (Registry > Devices > Device Components) displays a list of all root
devices and component devices discovered by SL1 in an indented view, so you can easily view the hierarchy
and relationships between child devices, parent devices, and root devices. To view the component devices
associated with a Cisco ACI Multi-Site Manager device, find the virtual device and click its plus icon (+):

Device Components | Devices Found [1]

Do n Colecton Calletion
1P Address Category. Device Class | Sub-class DiD Organizat tion Sroup State
| —] £ ——
= Infrastructure Cluster a9 cuet Active R
Devce n Cotecton Colecton
Dy e - 1P Address Category Device Class | Sub-class DD Group State
( ) | | [ —] N —
o e @ - Appicaion (Cisco Systems | ACI Mult-Ste Manager Tenant 57 MunSitsManager Guardians Organizaton Active muea |
2 _ L4 - Application Gisco Systems | ACI Mult-Site Manager Site 5 MuliSiteManager Guardians Organization Active mHRE [
s powsmsse % = Appicaion (Cisco Systems | ACI Mult-Ste Manager St 55 MunSHsManager Guardians Organzaton Active muea |
4 _ L4 - Application Gisco Systems | ACI Mult-Site Manager Site 65 MuliSiteManager Guardians Organization Active mHRE [
s e @ = Appicaion (Gisco Systems | ACI Mult-Ste Manager Node 50 MuSHsManager Guardians Organzaton Active muea |
[ _ L4 - Application Gisco Systems | ACI Mult-Site Manager Node 60 MuliSiteManager Guardians Organization Active mHRE [
T e ™ = Appicaion (Gisco Systems | ACI Mult-Ste Manager Node 61 MuSisManager Guardians Organzaton Active muea |
s _ L4 - Application Gisco Systems | ACI Mult-Site Manager Tenant 64 MuliSiteManager Guardians Organization Active mHRE [
o pmoweme = Appicaion (Cisco Systems | ACI Mult-Ste Manager Tenant 62 MuSisManager Guardians Organizaton Active muea |
0. _ L4 - Application Gisco Systems | ACI Mult-Site Manager Tenant 63 MuliSiteManager Guardians Organization Active mHRE [
=n

o The Component Map page (Classic Maps > Device Maps > Components) allows you to view devices by
root node and view the relationships between root nodes, parent components, and child components in a
map. This makes it easy to visualize and manage root nodes and their components. SL1 automatically
updates the Component Map as new component devices are discovered. The platform also updates each
map with the latest status and event information. To view the map for a Cisco ACI Multi-Site Manager
device, go to the Component Map page and select the map from the list in the left NavBar. To learn more
about the Component Map page, see the Views manual.

Device Component Map
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All rights reserved.
LIMITATION OF LIABILITY AND GENERAL DISCLAIMER

ALL INFORMATION AVAILABLE IN THIS GUIDE IS PROVIDED "AS IS," WITHOUT WARRANTY OF ANY
KIND, EITHER EXPRESS OR IMPLIED. SCIENCELOGIC™ AND ITS SUPPLIERS DISCLAIM ALL WARRANTIES,
EXPRESS OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE OR NON-INFRINGEMENT.

Although Sciencelogic™ has attempted to provide accurate information on this Site, information on this Site
may contain inadvertent technical inaccuracies or typographical errors, and Sciencelogic™ assumes no
responsibility for the accuracy of the information. Information may be changed or updated without noftice.
Sciencelogic™ may also make improvements and / or changes in the products or services described in this
Site at any time without notice.

Copyrights and Trademarks

Sciencelogic, the Sciencelogic logo, and EM7 are trademarks of Sciencelogic, Inc. in the United States,
other countries, or both.

Below is a list of trademarks and service marks that should be credited to Sciencelogic, Inc. The ® and ™
symbols reflect the trademark registration status in the U.S. Patent and Trademark Office and may not be
appropriate for materials to be distributed outside the United States.

« Sciencelogic™

« EM7™ andem7™

o Simplify IT™

o Dynamic Application™

« Relational Infrastructure Management™

The absence of a product or service name, slogan or logo from this list does not constitute a waiver of
Sciencelogic’s frademark or other intellectual property rights concerning that name, slogan, or logo.

Please note that laws concerning use of trademarks or product names vary by country. Always consult a
local attorney for additional guidance.

Other

If any provision of this agreement shall be unlawful, void, or for any reason unenforceable, then that
provision shall be deemed severable from this agreement and shall not affect the validity and enforceability
of any remaining provisions. This is the entire agreement between the parties relating to the matters
contained herein.

In the U.S. and other jurisdictions, trademark owners have a duty to police the use of their marks.

Therefore, if you become aware of any improper use of Sciencelogic Trademarks, including infringement or
counterfeiting by third parties, report them to Science Logic’s legal department immediately. Report as
much detail as possible about the misuse, including the name of the party, contact information, and copies
or photographs of the potential misuse to: legal@sciencelogic.com
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