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Chapter

Introduction

Overview

This manual describes how to monitor Cisco AppDynamics Applications in the Sciencelogic platform using the
Cisco: AppDynamics PowerPack.

The following sections provide an overview of Cisco AppDynamics and the Cisco: AppDynamics PowerPack:

What is Cisco AppDynamics? il 3
What Does the Cisco: AppDynamics PowerPack Monitor2 ... .. . 4
Installing the Cisco: AppDynamics PowerPack ... ... 4

NOTE: Sciencelogic provides this documentation for the convenience of Sciencelogic customers. Some of
the configuration information contained herein pertains to third-party vendor software that is subject fo
change without notice to Sciencelogic. Sciencelogic makes every attempt to maintain accurate
technical information and cannot be held responsible for defects or changes in third-party vendor
software. There is no written or implied guarantee that information contained herein will work for all
third-party variants. See the End User License Agreement (EULA) for more information.

What is Cisco AppDynamics?

Cisco AppDynamics is a real-time data platform for application and business performance monitoring.
AppDynamics enables users to monitor applications at the code level to help them better understand their users
experience while also providing a real-time view of their applications' performance.
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What Does the Cisco: AppDynamics PowerPack Monitor?

The Cisco: AppDynamics PowerPack enables you to monitor configuration and performance metrics for
AppDynamics applications, tiers, and nodes. The PowerPack includes the following features:

Dynamic Applications that discover and monitor AppDynamics devices

Device Classes for each type of AppDynamics component device that the Cisco: AppDynamics PowerPack
can monitor

Event Policies and corresponding alerts that are triggered when AppDynamics devices meet certain status
criteria

A sample SOAP/XML Credential for discovering AppDynamics devices
Run Book Actions and Policies that automatically create AppDynamics Application virtual devices

A device template that is used to align the PowerPack's Dynamic Applications to AppDynamics Application
virtual devices

NOTE: Sciencelogic recommends running the latest version of the AppDynamics Agent when monitoring

Cisco AppDynamics applications in the Sciencelogic platform.

NOTE: The Cisco: AppDynamics PowerPack is not supported on Federal Information Processing Standard

(FIPS)-compliant Sciencelogic systems.

Installing the Cisco: AppDynamics PowerPack

Before completing the steps in this manual, you must import and install the latest version of the Cisco:
AppDynamics PowerPack.

To download and install a PowerPack:

1.
2
3.
4

. The Import PowerPack dialog box appears:

Download the PowerPack from the Sciencelogic Customer Portal.

Go to the PowerPack Manager page (System > Manage > PowerPacks).

In the PowerPack Manager page, click the [Actions] button, then select Import PowerPack.

Import PowerPack™

[Browse for file... | Browse... |

License: | |
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5. Click the [Browse] button and navigate to the PowerPack file.

6. When the PowerPack Installer modal page appears, click the [Install] button to install the PowerPack.

NOTE: Ifyou exit the PowerPack Installer modal page without installing the imported PowerPack, the
imported PowerPack will not appear in the PowerPack Manager page. However, the imported
PowerPack will appear in the Imported PowerPacks modal page. This page appears when you click
the [Actions] menu and select Install PowerPack.
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Chapter

Configuring Cisco AppDynamics Monitoring

Overview

The following sections describe how to configure and discover Cisco AppDynamics applications for monitoring by
the Sciencelogic platform using the Cisco: AppDynamics PowerPack:

Prerequisites for Monitoring Cisco AppDynamics ... . ... 6
Creating a SOAP/XML Credential for Cisco AppDynamics ... ... ... i, 7
Configuring an AppDynamics Device Template ... . 8
Creating an AppDynamics Virtual Device ... .. i 9
Aligning the AppDynamics Dynamic Applications ... ... ... 10

Counting AppDynamics Component Devices ......... ... 10

Discovering AppDynamics Applications and Component Devices ...................cccoooiiiiiiiiiiiiii ... 12

Discovering Multiple AppDynamics ACCOUNTS .. ... oo L 14
Viewing Component DeVICes ........... .. 14
Creating Device Relationships Between Nodes and Servers ... ... .. .. 17

Prerequisites for Monitoring Cisco AppDynamics

Before you can monitor Cisco AppDynamics applications using the Cisco: AppDynamics PowerPack, you must first
create a user account that is assigned the "Applications and Dashboard Viewer" role in the AppDynamics account

portal. This user account must also have sufficient permissions to obtain metrics information from the AppDynamics
REST API.
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For more information about creating the AppDynamics user account, see
https://docs.appdynamics.com/display/PRO44/Roles+and+Permissions.

Creating a SOAP/XML Credential for Cisco AppDynamics

To use the Dynamic Applications in the Cisco: AppDynamics PowerPack, you must first define a SOAP/XML
credential in the Sciencelogic platform. This credential allows the platform to communicate with the AppDynamics
applications.

The Cisco: AppDynamics PowerPack includes a sample credential you can use as a template for creating
SOAP/XML credentials for AppDynamics.

To configure a SOAP/XML credential for AppDynamics:
1. Gotothe Credential Management page (System > Manage > Credentials).

2. Locate the AppDynamics Example credential and then click its wrench icon ( P) The Edit SOAP/XML
Credential modal page appears:

Credential Editor [82]

Basic Settings Soap Options
Profile Mame Content Encoding Method HTTP Version Embedded Password [%P]
[AppDynamics Example | [T testyxmi 1 ~|[trost1 [~ [prrreaa [~ || | |

URL [ http(s)://Host:Port/Path | %D = Aligned Device Address | %N = Aligned Device Host Name ] Embed Value [%1] Embed Value [%2]
[http:ffexample.com l [<ACCDUNT> ] [ l

HTTP Auth User HTTP Auth Password Timeout (seconds) Embed Value [%3] Embed Value [%4]
|<USERNAME> ] [--u-u----u ] [2 l [ ] [ l

Proxy Settings HTTP Headers
Hostname/IP Port User Passward + Add a header

J[o J J

CURL Options

CAINFO ~
CAPATH

CLOSEPOLICY
CONNECTTIMEOUT

COOKIE »
COOKIEFILE
COOKIEIAR it
COOKIELIST

CRLF

CUSTOMREQUEST
DNSCACHETIMEOUT hd
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3. Entervalues in the following fields:

Basic Settings

o Profile Name. Type a new name for the credential.
o URL. Type the URL for the AppDynamics account controller.

o HTTP Auth User. Type the username of an AppDynamics user account that is assigned the
"Applications and Dashboard Viewer" role in the AppDynamics porfal.

o HTTP Auth Password. Type the AppDynamics user account password.
SOAP Options

« Embed Value [%1]. Type your AppDynamics account name.
4. Click [Save As].

5. Inthe confirmation message, click [OK].

Configuring an AppDynamics Device Template

A device template allows you fo save a device configuration and apply it to multiple devices. The Cisco:
AppDynamics PowerPack includes the "Cisco: AppDynamics Application Template." You must configure this
device tfemplate to use the AppDynamics SOAP/XML credential that you created.

If you configure this device template correctly, then when you align the "Cisco: AppDynamics Application
Discovery' Dynamic Application to the AppDynamics account controller virtual device, the Sciencelogic platform
will use the device femplate to automatically align the AppDynamics Dynamic Applications to each of the
AppDynamics applications it discovers in your account.

To configure the AppDynamics device template:

1. Gotothe Configuration Templates page (Registry > Devices > Templates).

B
#

2. Locate the "Cisco: AppDynamics Application Template" and click its wrench icon (). The Device

Template Editor page appears.
3. Click the [Dyn Apps] tab. The Editing Dynamic Application Subtemplates page appears.

Configuring Cisco AppDynamics Monitoring 8



4. Complete the following fields:

Device Template Editor | Editing Dynamic Application Subtemplates (Click field labels to enable/disable them)

“ Template Name [Ciscu AppDynamics Application Template ]

Subtemplate Selection Template Application Behavior

Proc Policies

A ———. Align Dynamic Application With
2‘ PP ) :__- | All devices (align new applications and update collection states)

3. apICiSeo ABpD namics ABRICal” | Dy namic Application Setings

¥ Add New Dynamic App Sub-Template

L4

Dynamic Application -
| Cisco AppDynamics Application Performance A
Credentials Poll Rate
[Apprnamics cisco v ] Every 1 Minute v
Dynamic Application Presentation Object(s)
v
v
v
v
v
v
v
v
v
v
= -
Dynamic Application Thresholds
Raw Data Retention | 2o i : : . - 90| days =
Daily Rollup Retention | & . . J..I - 730| days
Hourly Rollup Retention | & ] " : ! ' 365 days .

« Template Name. Type a new name for the device template.
« Credentials. Selectthe SOAP/XML credential that you created for AppDynamics.

5. Click the next Dynamic Application listed in the Subtemplate Selection section on the left side of the page
and then select the AppDynamics SOAP/XML credential in the Credentials field.

6. Repeatstep 5 until the you have selected the AppDynamics SOAP/XML credential in the Credentials field for
all of the Dynamic Applications listed in the Subtemplate Selection section.

7. Click [Save].

Creating an AppDynamics Virtual Device

Because the AppDynamics account controller does not have a static IP address, you cannot discover it using a
typical discovery session. Instead, you must create a virtual device that represents the account controller. A virtual
device is a user-defined container that represents a device or service that cannot be discovered by the
Sciencelogic platform. You can use the virtual device to store information gathered by policies or Dynamic
Applications.

To create a virtual device that represents your AppDynamics account controller:

1. Gotothe Device Manager page (Registry > Devices > Device Manager).
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2. Click the [Actions] button and select Create Virtual Device from the menu. The Virtual Device modal page
appears.

3. Entervalues in the following fields:

Virtual Device x
Create Virtual Device Reset

Device Name [Cisco AppDynamics ]
Organization [ CiscoOrg0612 v ]
Device Class [ Cisco Systems | AppDynamics Controller v ]
Collector [ CUG v ]
Add

o Device Name. Type a name for the device.

« Organization. Select the organization for this device. The organization you associate with the device
limits the users that will be able to view and edit the device. Typically, only members of the
organization will be able to view and edit the device.

o Device Class. Select Cisco Systems | AppDynamics Controller.

o Collector. Select the collector group that will monitor the device.

4. Click [Add] to create the virtual device.

Aligning the AppDynamics Dynamic Applications

The Dynamic Applications in the Cisco: AppDynamics PowerPack are divided into the following types:
o Count. This Dynamic Application polls AppDynamics to determine the number of component devices
monitored by the Sciencelogic platform.

« Discovery. These Dynamic Applications poll AppDynamics for new applications or changes to existing
applications.

« Configuration. These Dynamic Applications retrieve configuration information about each application and
component device and refrieve any changes to that configuration information.

o Performance. These Dynamic Applications poll AppDynamics for performance metrics.

Counting AppDynamics Component Devices

If you want to determine the number of AppDynamics component devices that will be monitored prior to running
discovery (for instance, to estimate license usage), you can manually align the "Cisco: AppDynamics Component
Count" Dynamic Application with the AppDynamics application controller virtual device.
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To manually align the "Cisco: AppDynamics Component Count" Dynamic Application:
1. Gotothe Device Manager page (Registry > Devices > Device Manager).

2. Locate the AppDynamics controller virtual device and then click its wrench icon ( :P)

3. Inthe Device Administration panel, click the [Collections] tab. The Dynamic Application Collections
page appears.

4. Click the [Actions] button and select Add Dynamic Application from the menu.
5. Inthe Dynamic Application Alignment modal:

Dynamic Application Alignment Reset

Dynamic Applications Credentials
lApprnamics l [Apprnamics ]
Snippet Configuration: SOAP/XML Host:
Cisco: AppDynamics Application Discovery AppDynamics cisco
Cisco: AppDynamics Component Count AppDynamics Example

Cisco: AppDynamics Health Rule Violations
Cisco: AppDynamics Node Configuration
Cisco: AppDynamics Node Discovery
Cisco: AppDynamics Node Metrics Producer
Cisco: AppDynamics Node to Server Relationsh
Cisco: AppDynamics Tier Configuration
Cisco: AppDynamics Tier Discovery

Snippet Performance:
Cisco: AppDynamics Application Performance
Cisco: AppDynamics Node Performance
Cisco: AppDynamics Tier Performance

- -

Save

« In the Dynamic Applications field, select Cisco: AppDynamics Component Count.

« Inthe Credentials field, select the credential you created for AppDynamics.

6. Click [Save] to align the Dynamic Application with the AppDynamics account controller virtual device.

NOTE: If your AppDynamics account has a large number of applications, tiers, or nodes, Sciencelogic
recommends discovering your account on a Collector Group with a sufficient number of Data
Collectors. For guidelines about the number of Data Collectors you might need, see the
Sciencelogic Architecture manual.
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Discovering AppDynamics Applications and Component Devices

To discover all of the applications and components of your AppDynamics account, you must manually align the
"Cisco: AppDynamics Application Discovery"' Dynamic Application with the AppDynamics account controller virtual
device.

To manually align the "Cisco: AppDynamics Application Discovery' Dynamic Application:

1.

2.

Go to the Device Manager page (Registry > Devices > Device Manager).

Locate the AppDynamics controller virtual device and then click its wrench icon ( ?)

In the Device Administration panel, click the [Collections] tab. The Dynamic Application Collections
page appears.

Click the [Actions] button and select Add Dynamic Application from the menu.

In the Dynamic Application Alignment modal:

Dynamic Application Alignment Reset

Dynamic Applications Credentials
[Apprnamics ] Lﬁ\pprnamics l
Snippet Configuration: - SOAP/XML Host: -
Cisco: AppDynamics Application Discovery AppDynamics cisco
Cisco: AppDynamics Component Count AppDynamics Example

Cisco: AppDynamics Health Rule Violations
Cisco: AppDynamics Node Configuration
Cisco: AppDynamics Node Discovery
Cisco: AppDynamics Node Metrics Producer
Cisco: AppDynamics Node to Server Relationsh
Cisco: AppDynamics Tier Configuration
Cisco: AppDynamics Tier Discovery

Snippet Performance:
Cisco: AppDynamics Application Performance
Cisco: AppDynamics Node Performance
Cisco: AppDynamics Tier Performance

- -

Save

« Inthe Dynamic Applications field, select Cisco: AppDynamics Application Discovery.

« Inthe Credentials field, select the credential you created for AppDynamics.

6. Click [Save] to align the Dynamic Application with the AppDynamics account controller virtual device.

Configuring Cisco AppDynamics Monitoring
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When you align the "Cisco: AppDynamics Application Discovery" Dynamic Application with the AppDynamics
controller virtual device, if you have configured the AppDynamics device template correctly, then the

Sciencelogic platform, the following happens:

« Events are triggered indicating that AppDynamics application virtual devices are being created for each
application discovered in the AppDynamics account.

o Those events trigger Run Book Actions that apply the AppDynamics device template to each of the application
virtual devices

o The device template aligns additional Dynamic Applications to each of the application virtual devices, which
results in the creation of child component devices representing the tiers and nodes under those applications.

After you align the "Cisco: AppDynamics Application Discovery" Dynamic Application to the
AppDynamics account controller virtual device, it is important to let the Dynamic Application run
at its predetermined polling interval; you should not run the Dynamic Application manually by

clicking its lightning bolticon (# ). Clicking the lightning bolticon () for the "Cisco:
AppDynamics Application Discovery' Dynamic Application will result in the application virtual
devices not being created. If this happens, you must delete the account controller virtual device
and repeat the process again.

If the application virtual devices are not discovered when you align the "Cisco: AppDynamics
Application Discovery" Dynamic Application to the AppDynamics account controller virtual device
or if the application virtual devices are discovered but the Dynamic Applications aligned to those
application virtual devices are using the incorrect credentials because the "Cisco: AppDynamics
Application Template" Device Template was not modified to use your correct AppDynamics
credentials, then you must delete all devices including the account controller virtual device and
repeat the process again.

NOTE:

You can discover only one AppDynamics account at a time. If you want o monitor multiple accounts,
see the section Monitoring Multiple AppDynamics Accounts for instructions.

NOTE:

The Sciencelogic platform is unable to discover applications with names that include special
characters.

NOTE:

If a tier or node name includes special characters, the Sciencelogic platform replaces the special
characters with empty spaces in the device name. This does not affect data collection, but it does

prevent a relationship from being created between a physical server and a component node if the
node's machine name contains special characters.
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Discovering Multiple AppDynamics Accounts

The "Cisco: AppDynamics Application Template" Device Template that is included in the Cisco:

AppDynamics PowerPack can work with only a single credential at a time. Because of this, you cannot discover
more than one AppDynamics account at a time. f you have multiple accounts that you want to monitor, you must
discover them sequentially, one after the other, on separate AppDynamics account controller virtual devices.

So, for example, if you have already discovered one account and want fo discover a second account, you must:

1. Create a separate credential for the second account.

2. Edit the "Cisco: AppDynamics Application Template" Device Template to align the new credential fo the

template's Dynamic Applications.

3. Disable data collection on the first account controller virtual device. To do so, go to the Device Properties
page (Registry > Devices > wrench icon) for the account controller, select Disabled in the Collection field,
and then click [Save]. (If you are monitoring more than one account, you must do this for each account
controller virtual device in your system.)

4. Create a new AppDynamics account controller virtual device to represent the second account.
5. Discover the second account's applications and components following the instructions in this section.

After the second account has been discovered, return to the Device Properties page for the first account
controller, select Enabled in the Collection field, and then click [Save] to re-enable data collection for the
first account.

Viewing Component Devices

When the Sciencelogic platform performs collection for your AppDynamics account, the platform will create
component devices that represent each device and align other Dynamic Applications to those component devices.
Some of the Dynamic Applications aligned to the component devices will also be used to create additional
component devices. All component devices appear in the Device Manager page just like devices discovered
using the Sciencelogic discovery process.

Configuring Cisco AppDynamics Monitoring 14



In addition to the Device Manager page, you can view the AppDynamics account controller, applications, and all
other component devices in the following places in the user interface:

o The Device View modal page (click the bar-graph icon ['.ﬂ] for a device, then click the Topology tab)
displays a map of a particular device and all of the devices with which it has parent-child relationships.
Double-clicking any of the devices listed reloads the page to make the selected device the primary device:

Reset Guide

. Component Mapping

Device View
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o The Device Components page (Registry > Devices > Device Components) displays a list of all root devices
and component devices discovered by the Sciencelogic platform in an indented view, so you can easily view
the hierarchy and relationships between child devices, parent devices, and root devices. To view the
component devices associated with an AppDynamics account, find the AppDynamics root device and click its
plusicon (+):

Device Components | Devices Found [354] Actions. Reset Guide
Device Current Collection Collection o
Device Name « 1P Address Category Device Class | Sub-class oD Organization State Group State
L ) I I )| —] J(>=tteain v [ J( ]
[BE || ABT-OPULp hd = AppService  Cisco Systems | AppDynamics Application 2 APPDynamics cue Active mEe
Device Current Collection Collection
Device Name + 1P Address Category Device Class | Sub-class DID Organization State Group State =
( ] Il [ — ) (>=Health v | I ]
©BHERITN® - aopsence  GiscoSysems | AppDynamcs Agpicaon 795 APPDyramcs [Wies] cu have  mERE
Deviee Current Collection Collection
Device Name « 1P Address Category Device Class | Sub-class DID Organization State Group State
( ) I I )| —] ) [>=Heatin v | J( )

(

1 _ L = AppService  Cisco Systems | AppDynamics Node 2369 APPDynamics. cuG Active mIIRvR
2 _ . - AppService  Gisco Systems | AppDynamics Node 2379 APPDynamics cuG Active BERAR[)
3 _ v — AppService  Cisco Systems | AppDynamics Node 2373 APPDynamics cuG Active [C P E
4 _ . = AppService  Cisco Systems | AppDynamics Node 2377 APPDynamics cuG Active 3= F
5 _ L = AppService  Cisco Systems | AppDynamics Node 2372 APPDynamics. cuG Active mvR
6 _ ® - AppService  Gisco Systems | AppDynamics Node 2371  APPDynamics cuG Active BERA)
7 _ v — AppService  Cisco Systems | AppDynamics Node 2374  APPDynamics cuG Active - R
8 _ . = AppService  Cisco Systems | AppDynamics Node 2370 APPDynamics. _ cuG Active mIRA [
9 _ L = AppService  Cisco Systems | AppDynamics Node 2376 APPDynamics cuG Active (oL . A
10 _ v = AppService  Cisco Systems | AppDynamics Node 2375  APPDynamics cuG Active mIORA ()
@ gfl oacore_server8 v = AppService  Cisco Systems | AppDynamics Node 2368  APPDynamics 1\ Minor  CUG Active IR R
_ . = AppService  Cisco Systems | AppDynamics Node 2364  APPDynamics cuG Active moea(

w eMoamsenes ¥ — AppService  Gisco Systems | AppDynamics Node 2363  APPDynamics [\Notice | cus Active mEes | -

[Select Action] 12

o The Device Component Map page (Views > Device Maps > Components) allows you to view devices by
root node and view the relationships between root nodes, parent components, and child components in a
map. This makes it easy fo visualize and manage root nodes and their components. The Sciencelogic
platform automatically updates the Device Component Map as new component devices are discovered.
The platform also updates each map with the latest status and event information. To view the map for an
AppDynamics account, go to the Device Component Map page and select the map from the list in the left
NavBar. To learn more about the Device Component Map page, see the Views manual.

Device Component Map

Fn W 6 |CTITE— EE—

Trace Filter Screenshot
O APPOYNANICS
Application
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NOTE: If atieris renamed in AppDynamics, the device name does not update in the Sciencelogic platform
unless you go fo the tier's Device Properties page (Registry > Devices > wrench icon) and uncheck
the Preserve Hostname option.

NOTE: When an application is deleted from AppDynamics, it should be deleted from the Sciencelogic
platform automatically. (This process will also cause the application's tiers and nodes to vanish.) If the
application does not delete automatically, the Dynamic Applications aligned to the device will
generate error messages in the log and you might need to manually delete the application.

Creating Device Relationships Between Nodes and Servers

If you want to create a device relationship between AppDynamics nodes and the physical servers where they
reside, you must manually align the "Cisco: AppDynamics Node to Server Relationship" Dynamic Application to
the physical server device. The "Cisco: AppDynamics Node to Server Relationship" Dynamic Application can
create relationships between a single server and one or more nodes.

To create device relationships between nodes and servers:
1. Gotothe Device Manager page (Registry > Devices > Device Manager).

'
2. Locate the AppDynamics physical server device and then click its wrench icon ().

3. Inthe Device Administration panel, click the [Collections] tab. The Dynamic Application Collections
page appears.

4. Click the [Actions] button and select Add Dynamic Application from the menu.
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5. Inthe Dynamic Application Alignment modal:

Dynamic Application x

Dynamic Application Alignment Reset
Dynamic Applications Credentials
[Apprnamics ] LApprnamics ]
Snippet Configuration: - SOAP/XML Host: -
Cisco: AppDynamics Application Discovery AppDynamics cisco
Cisco: AppDynamics Component Count AppDynamics Example

Cisco: AppDynamics Health Rule Violations
Cisco: AppDynamics Node Configuration
Cisco: AppDynamics Node Discovery
Cisco: AppDynamics Node Metrics Producer
Cisco: AppDynamics Node to Server Relationshi
Cisco: AppDynamics Tier Configuration
Cisco: AppDynamics Tier Discovery

Snippet Performance:
Cisco: AppDynamics Application Performance
Cisco: AppDynamics Node Performance
Cisco: AppDynamics Tier Performance

- -

Save

« Inthe Dynamic Applications field, select Cisco: AppDynamics Node to Server Relationship.

« Inthe Credentials field, select the credential you created for AppDynamics.

6. Click [Save] to align the Dynamic Application with the AppDynamics physical server device.

7. Toview the relationship, go to the Device View modal page (click the bar-graph icon ['.d] for a device, then
click the Topology tab) or the Device Component Map page (Views > Device Maps > Components) for
the node device.
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Device View Reset Guide

. AppDynamics Node/Server

1 component Mapping

N X | G
nodePhyton01

120 of| o) 4
10221101

NOTE: You must ensure that the server hostname matches the node machine name that is collected by the
"Cisco: AppDynamics Node Configuration" Dynamic Application. If the physical server device name
is an IP address or otherwise differs from the machine name collected by the "Cisco: AppDynamics
Node Configuration" Dynamic Application, you can go to the server's Device Properties page
(Registry > Devices > wrench icon) and edit the Device Name to match the node machine name.
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