Sciencelogic

Monitoring Cisco Cloud Center

Beta Version

Cisco: Cloud Center PowerPack version 103



Table of Contents

IMtrOdUC ON < 3
OOV IV W . 3
Whatis Cisco Cloud Centere . 3
What Does the Cisco: Cloud Center PowerPack Monitor? ... ... 3
Installing the Cisco: Cloud Center PowerPack ... . . 4

Discovering Cloud Center Manager ... .. 6
PrerEQUISITES . . . . 6
Creating a Credential for the Cloud Center Manager Root Tenant ... .. ... . 7
Discovering the Cloud Center Manager Root Tenant .. ... ... 7
Verifying Discovery and Dynamic Application Alignment _ ... . 9
Discovering Multiple Tenants ... 10

Creating a Credential for a Cloud Center Manager Tenant ... ... o . 11
Discovering an Additional Cloud Center Manager Tenant ... ... . 12
Relationships Between Component Devices .. ... . . 12



Chapter

Introduction

Overview

This manual describes how to monitor Cisco Cloud Center using the Sciencelogic platform.

NOTE: Sciencelogic provides this documentation for the convenience of Sciencelogic customers. Some of
the configuration information contained herein pertains to third-party vendor software that is subject fo
change without notice to Sciencelogic. Sciencelogic makes every attempt to maintain accurate
technical information and cannot be held responsible for defects or changes in third-party vendor
software. There is no written or implied guarantee that information contained herein will work for all
third-party variants. See the End User License Agreement (EULA) for more information.

What is Cisco Cloud Center?

Cisco Cloud Center is a cloud-management platform used for deploying and managing applications in data
centers, private clouds, and public clouds.

What Does the Cisco: Cloud Center PowerPack Monitor?

To monitor Cloud Center using the Sciencelogic platform, you must install the Cisco: Cloud Center PowerPack.
This PowerPack enables you to collect data about Cloud Center. The Cisco: Cloud Center PowerPack can monitor
Cloud Center Manager running version 4.6 and later.

The Cisco: Cloud Center PowerPack includes:

o Anexample credential you can use as a femplate to create a Basic/Snippet credential to connect to the
Cloud Center Manager
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o Dynamic Applications and Run Book Actions to discover, model, and monitor performance metrics and/or
collect configuration data for the following Cloud Center components:
o Cloud Center Manager
o Cloud Center Orchestrator
o Cloud Center Heath Monitor
o Cloud Center Clouds
o Cloud Center Application Instances
o Cloud Center Regions
o Cloud Center Tenants

o RabbitMQ

o Device Classes for each of the Cloud Center components the Sciencelogic platform monitors

« Event Policies and corresponding alerts that are triggered when Cloud Center components meet certain
status criteria

Installing the Cisco: Cloud Center PowerPack

Before completing the steps in this manual, you must import and install version 103 of the Cisco: Cloud
Center PowerPack.

NOTE: To install version 103 of the Cisco: Cloud Center PowerPack, your Sciencelogic system must be
upgraded to the 8.2.0 or later release.

To download and install a PowerPack:

TIP: By default, installing a new version of a PowerPack overwrites all content in that PowerPack that has
already been installed on the target system. You can use the Enable Selective PowerPack Field
Protection setting in the Behavior Settings page (System > Settings > Behavior) to prevent new
PowerPacks from overwriting local changes for some commonly customized fields. (For more information,
see the System Administration manual.)

1. Download the PowerPack from the Sciencelogic Customer Portal.

2. Gotothe PowerPack Manager page (System > Manage > PowerPacks).

3. Inthe PowerPack Manager page, click the [Actions] button, then select Import PowerPack.
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4. The Import PowerPack dialog box appears:

Import PowerPack™

[Browse far file... Browse...

License: |

5. Click the [Browse] button and navigate to the PowerPack file.

6. When the PowerPack Installer modal page appears, click the [Install] button to install the PowerPack.

NOTE: If you exit the PowerPack Installer modal page without installing the imported PowerPack, the
imported PowerPack will not appear in the PowerPack Manager page. However, the imported
PowerPack will appear in the Imported PowerPacks modal page. This page appears when you click
the [Actions] menu and select Install PowerPack.
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Chapter

Discovering Cloud Center Manager

Overview

The following sections describe how to configure and discover a Cloud Center Manager for monitoring by the
Sciencelogic platform using the Cisco: Cloud Center PowerPack:

PrereqUISITS L 6
Creating a Credential for the Cloud Center Manager Root Tenant ... . ... ... ............ 7
Discovering the Cloud Center Manager Root Tenant ... ... ... . .. . ... 7
Verifying Discovery and Dynamic Application Alignment ... ... 9
Discovering Multiple Tenants ...l 10

Creating a Credential for a Cloud Center Manager Tenant .. ... ... 11

Discovering an Additional Cloud Center Manager Tenant ... ... .. .o i 12
Relationships Between Component Devices ........ ... . ... ... ... 12

Prerequisites

Before performing the tasks in this manual, you must have the following information about the Cloud Center
Manager that you want to monitor:

o The IP address of the Cloud Center Manager system

o The username and APl key for a Cisco Cloud Center Manager user that has root fenant administration
privileges. This account must be an APl user, not a GUI user. For information about configuring APl users in
Cisco Cloud Center Manager, see
http://docs.cloudcenter.cisco.com/display/4 0API/API+Management+Key.

Discovering Cloud Center Manager 6



http://docs.cloudcenter.cisco.com/display/40API/API+Management+Key

Creating a Credential for the Cloud Center Manager Root
Tenant

To configure the Sciencelogic platform to monitor Cloud Center Manager, you must first create a Basic/Snippet
credential. This credential allows the platform (specifically, the Dynamic Applications in the Cisco: Cloud
Center PowerPack) to communicate with your Cloud Center Manager.

The PowerPack includes an example Basic/Snippet credential that you can edit for your own use.
To configure a Basic/Snippet credential to access a Cloud Center Manager:
1. Gotothe Credential Management page (System > Manage > Credentials).

2. Locate the Cisco Cloud Center EXAMPLE credential, then click its wrench icon ( ?) The Edit
Basic/Snippet Credential modal page appears.

3. Enfervalues in the following fields:

Credential Editor [93] X

Edit Basic/Snippet Credential #93 New Reset

Basic Settings
Credential Name
[Cisco Cloud Center EXAMPLE |

Hostname/IP Port Timeout(ms)
|https://%D | 443 | 5000 |

Usermname Password
[<USER_NAME> | [sesenene |

« Profile Name. Enter a name for the Cloud Center Manager credential.

o Username. Enfer the username for a Cloud Center Manager user that has root fenant administration
privileges. This account must be an APl user, not a GUI user.

o Password. Enter the APl key for the user you entered in the Username field.

4. Leave all other fields set to the default values. Click the [Save As] button.

Discovering the Cloud Center Manager Root Tenant

To discover Cloud Center Manager, perform the following steps:

1. Gotothe Discovery Control Panel page (System > Manage > Discovery).

2. Inthe Discovery Control Panel, click the [Create] button.
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3. The Discovery Session Editor page appears. In the Discovery Session Editor page, define values in the

following fields:

Discovery Session Editor | Editing Session [7] New Reset
Identification Information
Name [CiSL‘O UK Lab scap rest ] 2] Descripticn l @
s

IP and Credentials Detection and Scanning Basic Settings

IP Address/Hostname Discovery List Initial Scan Level Discover Model Duplication
172.16.244.26, 172.16.244.27, 172.16.244 23, @ | [[System Defaut (r ded) ] v| @ | MNon-SNMP  Devices DHCP Protection
172.16.244 24 v @ v @ BN~ v @

Scan Throttle
P [ System Default (r ded) ] v | @

" Collection Server PID: 5
[—UP"’N% Port Scan All IPs (frng_iso_cu] v @
Browse for file... @ | ([System Defaut (r ded) | e =

Port Scan Timeout Crganization
P Cretentias (7 System Defaut (r ded) ] v| @ | [[System] @
Q@ Add Devices to Device Groupis)
Cisco SNMPVZ - Example - Detection Method & Port e
Cisco SNMPV3 - Example [ ] @ Please create a device group first -
EMT Default V2 [ Default Method ] s
EMT7 Default V3 UDP: 161 SNMP
IPSLA Example TCP: 1 - topmux
LifeSize: Endpoint SMMP TCP: 2 - compressnet
Nexus snmp TCP: 3 - compressnet
SNMP Public V1 TCP: 5-rje
[ SNMP Public V2 ] - TCP: 7 - echo
X TCP: 9 - discard
Cther Credentials TCP: 11 - systat
| @ | |TcP: 13- daytime
[EomTRD -
QA Silo AD a TCP: 17 - gotd hd
PowerShell Interface Inventory Timeout (ms)
Lync 2010 Credentials - Example 500000 @
Windows PowerShell - Example
SOAPIXML Host Maximum Allowed Interfaces =
Amazon Web Services Credential 10000 (7]
A2|._|re Credential - SOAPXML Bypass Interface Inventory A Device Template
[ Cisco UK lab S0AP ] - 0 [ Choose a Template ] @
Log All
[“sae | Savers | Je

« IP Address/Hostname Discovery List. Enter the IP address for the Cloud Center Manager.

« SNMP Credentials. Optionally, select the SNMP credential for the Cloud Center Manager you are

discovering.

« Other Credentials. Select the Basic/Snippet credential you created for the Cloud Center Manager

root tenant.

o Discover Non-SNMP. Select this checkbox.

4. Optionally, you can enter values in the other fields on this page. For more information about the other fields
on this page, see the Discovery & Credentials manual.

5. Click the [Save] button to save the discovery session and then close the Discovery Session Editor window.

The discovery session you created appears at the top of the Discovery Control Panel page. Click its

lightning-bolt icon ( "

) to run the discovery session.

7. The Discovery Session window appears. When the device is discovered, click the device icon (ﬁ) to view
the Device Properties page for the device.
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Veritying Discovery and Dynamic Application Alignment

To verify that the Sciencelogic platform automatically aligned the correct Dynamic Applications during discovery:

From the Device Properties page for the Cloud Center Manager device, click the [Collections] tab. The
Dynamic Application Collections page appears.

All applicable Dynamic Applications for Cloud Center Manager are automatically aligned during discovery.

NOTE: It can take several minutes affer the discovery session has completed for Dynamic Applications
to appear in the Dynamic Application Collections page.

Device Name | CCMA1-47 Managed Type | Physical Device
F Address /1D | 10.199.88.40 | 2851 category | Servers.Software 0.‘.
Class  Cisco Systems Sub-Class  Cloud Center Manager s
Organization | CCC uptme 0 days, 00:00:00 CCC Manager
Collection Mode | Active Collection Time | 2017-04-12 18:27:00
Description Group / Cellecter CUG | em7-r21-ova
Rroot Device Cloud Center Cluster | 10.199.88 40 Parent Device Cloud Center Cluster | 10.199.88.40
Dynamic Application™ Collections Expand
Dvnamic Application D Poll Freguency Tvpe Credential
+ Cisco: Cloud Center CCM Component to Physical Merge 2046 15 mins Snippet Configuration Cisco Cloud Center https:/ / []
+ Cisco: Cloud Center Cluster Discovery 2048 15 mins Snippet Configuration Cisco Cloud Center https:/i [
+ Cisco: Cloud Center Root Device Reclassification 2047 5mins Snippet Configuration Cisco Cloud Center https:/ / [
| ISetect Action] [ Go

The following Dynamic Applications should be aligned to the device:

o Cisco: Cloud Center CCM Component to Physical Merge
o Cisco: Cloud Center Cluster Discovery

« Cisco: Cloud Center Root Device Reclassification

Discovering Cloud Center Manager



If the listed Dynamic Applications have not been automatically aligned during discovery, you can align them
manually. To do so, perform the following steps:

1. Click the [Action] button and then select Add Dynamic Application. The Dynamic Application Alignment
page appears:

Dynamic Application X
Dynamic Application Alignment Reset
Dynamic Applications Credentials
Bulk Snippet Configuration: " Select A Dynamic Application First -
Bulk Snippet Config Example |:|

Cisco: ACI Client Endpoint Cenfiguration
Cisco: ACI Centract Censumer / Provider Cenfig
Cisco: ACI Demain Configuration
Cisco: AC| Networking Configuration
Microsoft: Azure Cloud Service Configuration
Microsoft: Azure SOL Database Configuration
Microsoft: Azure Storage Container Configuratic
Microsoft. Azure Virtual Machine Configuration
Microsoft: Azure Virtual Metwork Configuration
Metdpp: LUN Config C-Mode
Metipp: Port Config C-Mede:
Metipp: Volume Config C-Mede

Bulk Snippet Performance:
AWS EBS Instance Performance
AWS EC2 Instance Performance
Cisco: ACI Fabric Switch Module Health Scores
Microsoft: Azure SOL Database Performance
Microsoft. Azure Storage Account Bleb Perform
Microsoft: Azure Sterage Account Queue Perfor
Microsoft: Azure Storage Account Table Perforn
Microsoft: Azure Virtual Machine CPU Performa
Microsoft: Azure Virtual Machine CPU Performa « -

In the Dynamic Applications field, select the Dynamic Application you want to align.
In the Credentials field, select the Basic/Snippet credential you created for Cloud Center Manager.

Click the [Save] button.

o &~ LN

Repeat steps 1-4 for the other unaligned Dynamic Applications.

Discovering Multiple Tenants

The Cisco: Cloud Center PowerPack can be used to monitor a Cloud Center Manager that includes multiple
tenants. To discover multiple tfenants, you must follow the steps in the following sections for each tenant in order (in
other words, parents must be discovered before their children):

o Creating a Credential for a Cloud Center Manager Tenant

« Discovering an additional Cloud Center Manager Tenant

For each tenant, you must use the administrator account for that tenant when you create the credential.
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Creating a Credential for a Cloud Center Manager Tenant

To configure a Basic/Snippet credential to access an additional Cloud Center Manager tenant:

1. Gotothe Credential Management page (System > Manage > Credentials).

2. Locate the credential you used to discover the root tenant, then click its wrench icon ( ?) The Edit

Basic/Snippet Credential modal page appears.

3. Enfervalues in the following fields:

Credential Editor [93] X

Edit Basic/Snippet Credential #93

New

Reset

Basic Settings

Cisco Cloud Center EXAMPLE

Hostname/IP

Timeout({ms)

Ihttps://%D

| (5000

Password

[<USER_NAME>

} [.oc-.c.o

« Profile Name. Enfer a new name for the Cloud Center Manager tenant credential.

o Username. Enfer the username for a Cloud Center Manager user that is an administrator for the
tenant you want to discover. This account must be an APl user, not a GUI user.

o Password. Enter the APl key for the user you entered in the Username field.

4. Leave all other fields set to the default values. Click the [Save As] button.
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Discovering an Additional Cloud Center Manager Tenant

To discover an additional tenant:

1. From the Device Properties page for the Cloud Center Manager device, click the name of the Cloud
Center Cluster device that appears in the Root Device field.

2. Click the [Collections] tab. The Dynamic Application Collections page appears.

Device Name | CCMA1-47 Managed Type | Physical Device leasles
F Agdress /1D | 10.109.88.40 | 2851 catzgory | Servers.Software @.‘, asce.
Class  Cisco Systems Sub-Class  Cloud Center Manager s *
Organization | CCC uptme 0 days, 00:00:00 CCC Manager
Collection Mode | Active Collection Time | 2017-04-12 18:27:00 ‘
Description Group / Cellecter CUG | em7-r21-ova
Rroot Device Cloud Center Cluster | 10.199.88 40 Parent Device Cloud Center Cluster | 10.199.88.40
Dynamic Application™ Collections Expand Actions = Guide
Dvnamic Application D Poll Freguency Tvpe Credential
+ Cisco: Cloud Center CCM Component to Physical Merge 2046 15 mins Snippet Configuration Cisco Cloud Center https:/ / []
+ Cisco: Cloud Center Cluster Discovery 2048 15 mins Snippet Configuration Cisco Cloud Center https:/i [
+ Cisco: Cloud Center Root Device Reclassification 2047 5mins Snippet Configuration Cisco Cloud Center https:/ / [
| ISetect Action] [ Go

2. Selectthe checkbox for the Cisco: Cloud Center Tenant Discovery Dynamic Application.
3. Inthe Select Action drop-down list, select the credential you created for the tenant.

4. Click [Go].

Relationships Between Component Devices

The Sciencelogic platform can automatically build relationships between Cloud Center component devices and
other associated devices:

« Ifyou discover a vCenter device using the Dynamic Applications in the VMware: vSphere Base
Pack PowerPack version 207 or later, the platform will automatically create relationships between Cloud
Center Applications and VMware Virtual Machines.
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o Ifyou discover an AWS account using the Dynamic Applications in the Amazon Web Services PowerPack
version 103 or later, the platform will automatically create relationships between Cloud Center Applications
and AWS EC2 Instances.

« Ifyou discover an Azure account using the Dynamic Applications in the Microsoft: Azure PowerPack version
103 or later, the platform will automatically create relationships between Cloud Center Applications and
Azure Virtual Machines.
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responsibility for the accuracy of the information. Information may be changed or updated without notice.
Sciencelogic™ may also make improvements and / or changes in the products or services described in this
Site at any time without notice.

Copyrights and Trademarks

Sciencelogic, the Sciencelogic logo, and EM7 are trademarks of Sciencelogic, Inc. in the United States,
other countries, or both.

Below is a list of frademarks and service marks that should be credited to Sciencelogic, Inc. The ® and ™
symbols reflect the trademark registration status in the U.S. Patent and Trademark Office and may not be
appropriate for materials to be distributed outside the United States.

« Sciencelogic™

e EM7™ andem7™

o Simplify IT™

o Dynamic Application™

« Relational Infrastructure Management ™

The absence of a product or service name, slogan or logo from this list does not constitute a waiver of
Sciencelogic’s frademark or other intellectual property rights concerning that name, slogan, or logo.

Please note that laws concerning use of trademarks or product names vary by country. Always consult a
local attorney for additional guidance.

Other

If any provision of this agreement shall be unlawful, void, or for any reason unenforceable, then that
provision shall be deemed severable from this agreement and shall not affect the validity and enforceability
of any remaining provisions. This is the entire agreement between the parties relating to the matters
contained herein.

In the U.S. and other jurisdictions, trademark owners have a duty to police the use of their marks. Therefore,
if you become aware of any improper use of ScienceLogic Trademarks, including infringement or
counterfeiting by third parties, report them to Science Logic’s legal department immediately. Report as much
detail as possible about the misuse, including the name of the party, contact information, and copies or
photographs of the potential misuse to: legal@sciencelogic.com
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