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Chapter

Introduction

Overview

This manual describes how to monitor Cisco CloudCenter Suite services in SL1 using the Dynamic Applications in
the Cisco CloudCenter Suite PowerPack.

NOTE: The Cisco CloudCenter Suite PowerPack supports Cisco CloudCenter Suite version 5.1 and higher.

The following sections provide an overview of Cisco CloudCenter Suite and the Cisco CloudCenter Suite
PowerPack:

What isthe Cisco CloudCenter SUIte? . . . 4
What Does the Cisco: CloudCenter Suite PowerPack Monitor2 ... . . ... 4
Installing the Cisco: CloudCenter PowerPack ... .. .. e 4

NOTE: Sciencelogic provides this documentation for the convenience of Sciencelogic customers. Some of
the configuration information contained herein pertains to third-party vendor software that is subject fo
change without notice to Sciencelogic. Sciencelogic makes every attempt to maintain accurate
technical information and cannot be held responsible for defects or changes in third-party vendor
software. There is no written or implied guarantee that information contained herein will work for all
third-party variants. See the End User License Agreement (EULA) for more information.




What is the Cisco CloudCenter Suite?

Cisco CloudCenter Suite is a comprehensive, enterprise-class multicloud orchestration and workflow
management platform used for deploying and managing infrastructure and applications in data centers, private
clouds, and public clouds. Cisco CloudCenter Suite 5.1 includes Cisco CloudCenter, now known as Workload
Manager.

What Does the Cisco: CloudCenter Suite PowerPack
Monitor?

The Cisco CloudCenter Suite PowerPack lets you discover and collect configuration and performance data about
CloudCenter Suite 5.1 deployments and their components. The Cisco CloudCenter Suite PowerPack can monitor
CloudCenter Manager version 5.1 and higher.

The Cisco: CloudCenter Suite PowerPack includes:
« Asample Credential you can use as a template to create your own Credentials fo monitor CloudCenter Suite
deployments
» Dynamic Applications and Run Book Actions to discover, model, and monitor performance metrics and/or
collect configuration data for the following CloudCenter Suite components:
o CloudCenter Suite Action Orchestrator
o CloudCenter Suite Workload Manager
o CloudCenter Suite Cost Optimizer
o Supported CloudCenter Suite Applications
o Device Classes for each of the CloudCenter Suite components that SL1 monitors

o EventPolicies and corresponding alerts that are triggered when CloudCenter Suite components meet certain
status criteria

« Automation policies you can use to specify actions you want to run automatically in response to specific event
conditions in SL1.

Installing the Cisco: CloudCenter PowerPack

Before completing the steps in this manual, you must import and install the latest version of the Cisco CloudCenter
Suite PowerPack.

NOTE: To align RabbitMQ with your Remote Cloud, you must install the Docker PowerPack discover the
swarm. You must also have the AMQP: RabbitMQ PowerPack installed.




TIP: By default, installing a new version of a PowerPack overwrites all content from a previous version of that
PowerPack that has already been installed on the target system. You can use the Enable Selective
PowerPack Field Protection sefting in the Behavior Settings page (System > Settings > Behavior) to
prevent new PowerPacks from overwriting local changes for some commonly customized fields. (For
more information, see the System Administration manual.)

To download and install a PowerPack:

1. Download the PowerPack from the Sciencelogic Customer Portal.

2. Gotothe PowerPack Manager page (System > Manage > PowerPacks).
3. Inthe PowerPack Manager page, click the [Actions] button, then select Import PowerPack.

4. The Import PowerPack dialog box appears:

Import PowerPack™

[Browse for file... | Browse..

License: | |

5. Click the [Browse] button and navigate to the PowerPack file.

6. When the PowerPack Installer modal appears, click the [Install] button to install the PowerPack.

NOTE: If you exit the PowerPack Installer modal without installing the imported PowerPack, the imported
PowerPack will not appear in the PowerPack Manager page. However, the imported PowerPack
will appear in the Imported PowerPacks modal. This page appears when you click the [Actions]
menu and select Install PowerPack.



https://portal.sciencelogic.com/portal/powerpacks
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Configuration and Discovery for Standard Cisco CloudCenter
Suite Deployments

The Cisco CloudCenter Suite PowerPack lets you discover and collect configuration and performance data about
CloudCenter Suite deployments and their components. The following sections describe the configuration and
discovery steps for monitoring standard CloudCenter Suite deployments.



Creating a Basic/Snippet Credential for Standard Deployments

To configure SL1 to monitor a CloudCenter Suite deployment, you must first create a Basic/Snippet credential.
This credential allows the Dynamic Applications in the Cisco CloudCenter Suite PowerPack to communicate with
your CloudCenter Suite.

The PowerPack includes an example Basic/Snippet credential (Cisco CloudCenter EXAMPLE) that you can edit
for your own use.

To configure a Basic/Snippet credential to access CloudCenter Suite:
1. Gotothe Credential Management page (System > Manage > Credentials).

2. Locate the Cisco CloudCenter EXAMPLE credential, and then click its wrench icon ( ?) The Edit
Basic/Snippet Credential modal appears.

3. Entervalues in the following fields:

Credential Editor [34] x

Edit Basic/Snippet Credential #84 Mew Reset
Basic Settings
Credential Mame
|cCC Suite acme |
Hostname/IP Port Timeout{ms)
|hitps: /%D | |443 | 110000 |
Username Password

|3275_3 | |.................................... |

RS

o Credential Name. Type a name for the CloudCenter Suite credential.

o Username. Type the User ID for a CloudCenter Suite user that has root tenant administration
privileges. This account must be an APl user, not a Ul user.

« Password. Type the APl key for the user you entered in the Username field.

4. Leave all other fields set to the default values. Click the [Save As] button.

Discovering the CloudCenter Suite Root Tenant

To discover CloudCenter Suite, perform the following steps:

1. Gotothe Discovery Control Panel page (System > Manage > Discovery).

2. Inthe Discovery Control Panel, click the [Create] button.



3. The Discovery Session Editor page appears. In the Discovery Session Editor page, define values in the

following fields:

Discovery Session Editor | Editing Session [3] New Reset
Identification Information
Name EC-CCS-105 | @  Desciption (?]
&
IP and Credentials Detection and Scanning Basic Settings
IP Address/Hostname Discovery List Initial Scan Level Discover Maodel
10.2.2.105 Q [ [ System Default (recommended) | v | @ | MNon-SNMP  Devices DHCP
I3 I [
Scan Throttle @ @ @
Z [[System Default (recommended) ] T ] 0
) Device Model Cache TTL (h
Upload File Port Scan All Ps 2 o | @
[E"’WSE for file ]m Q [ [ System Default (recommended) ] v ] 0
Port Scan Timeout Callection Server PID: 1
SNMP Credentials [[System Default (recommended) ] T ] 0 [[fSoIdZ] v l 0
@
ST I151.Example N [ Detection Method & Port l A [ R Organization = l P
Cisco: CSP SNMP Port 1610 Exampl [ 1
Dell EMC: Isilon SNMPv2 Example [ Default Method | -
EM?7 Default V2 UDP_ USSP Add Devices to Device Group(s)
EM7 Default V3 TCP: 1 - tepmux [
IPSLA Example TCP: 2 - compressnet N
one
LifeSize: Endpoint SNMP TCP: 3 - compressnet e -
SNMP Public V1 TCP:5-1je
SNMP Public V2 - TCP: 7 - echo
TCP: 9 - discard
Other Credentials TCP: 11 - systat
@ TCP: 13 - daytime
BasiciSnippet N TCP: 15 - netstat .
CCC Suite acme TCP: 17 - gotd
CCC Suite acme01 Interface Inventory Timeout (ms)
CCC Suite acme02 [ﬁ)goqg @
CCC Suite acme0201
CCC Suite acme0202 Maximum Allowed Interfaces -
CCS jala Mock Cred 10000 (7]
[‘;CS Maock Cred | ‘ - Bypass Interface Inventory Apply Device Template
Cisco Cloud Center DCLOUD cligra I l [Choose a Template | v l 0
Log All
.

« IP Address/Hostname Discovery List. Enter the IP address for the CloudCenter Suite root fenant.

« Other Credentials. Select the Basic/Snippet credential you created for the CloudCenter Suite root

tenant.

o Discover Non-SNMP. Select this checkbox.

4. Optionally, you can enfer values in the other fields on this page. For more information about the other fields
on this page, see the Discovery & Credentials manual.

5. Click the [Save] button to save the discovery session and then close the Discovery Session Editor window.
6. The discovery session you created appears at the top of the Discovery Control Panel page. Click its

lightning-bolt icon ( " ) to run the discovery session.

7. The Discovery Session window appears. When the device is discovered, click the device icon (ﬁ) to view
the Device Properties page for the device.



Verifying Discovery and Dynamic Application Alignment

To verify that SL1 automatically aligned the correct Dynamic Applications during discovery:

1. From the Device Properties page for the CloudCenter Suite root device, click the [Collections] tab. The
Dynamic Application Collections page appears.

2. All applicable Dynamic Applications for CloudCenter Suite are automatically aligned during discovery.

NOTE: It can take several minutes affer the discovery session has completed for Dynamic Applications
to appear in the Dynamic Application Collections page.
Threshoids Gollections m Schedule
Cevice Name | Cloud Center Cluster | Manzged Type | Virtual Device
1210381 Servers.Software
= Cisco Systems Cloud Genter
MOCK CCS 0 days, 00:00:00
Group / Collzctor [GUG | 1S0ld2
Davice Hostname
Dynamic Application™ Collections Expand Actions Reset Guide
Dynamic Apglication D Poll Frequency Type Credansi

+ Cisco: Cloud Center Suite Component Counts 1768 15 mins Snippet Performance CCS Mock Cred fhold2 j

-+ Gisco: Cloud Center Suite Action Orchestrator Discovery 1777 15 mins Snippet Configuration CGCS Mock Gred foold2 7

+ Gisco: Cloud Center Suite CCM Discovery 1755 5 mins Snippet Configuration CCS Mock Cred f5old2 f

+ Gisco: Cloud Center Suite CCM Load Balancer Health 1756 15 mins Snippet Configuration CCS Mock Cred fHold2 7

+ Gisco: Cloud Center Suite Cost Optimizer Discovery 1780 15 mins Snippet Configuration CCS Mock Cred Hold2 7
7

+ Cisco: Cloud Center Suite Tenant Discovery 1773 2 mins - ovemide Snippet Configuration CCS Mock Cred f5eld2 j

+ Cisco: Cloud Center Suite Tenant Parent Relationships 1774 15 mins Snippet Configuration CCS Mock Cred fhold2 Fd

| [Select Action] v | Go
Copyright & 2003 - 2020 ScienceLogic, Inc. All rights reserved.

The following Dynamic Applications should be aligned to the device:

o Cisco: Cloud Center Suite Component Counts

o Cisco: Cloud Center Suite Action Orchestrator Discovery
o Cisco: Cloud Center Suite CCM Discovery

o Cisco: Cloud Center Suite Cost Optimizer Discovery

o Cisco: Cloud Center Suite Tenant Discovery

o Cisco: Cloud Center Suite Tenant Parent Relationships



If the listed Dynamic Applications have not been automatically aligned during discovery, you can align them
manually. To do so, perform the following steps:

1. Click the [Action] button and then select Add Dynamic Application. The Dynamic Application Alignment
page appears:

Dynamic Application Alignment Reset

Dynamic Applications Credentials

Bulk Snippet Configuration: " Select A Dynamic Application First -
Bulk Snippet Config Example
Cisco: ACI Client Endpoint Cenfiguration
Cisco: ACI Centract Censumer / Provider Cenfig
Cisco: ACI Demain Configuration
Cisco: AC| Networking Configuration
Microsoft: Azure Cloud Service Configuration
Microsoft: Azure SOL Database Configuration
Microsoft: Azure Storage Container Configuratic
Microsoft. Azure Virtual Machine Configuration
Microsoft: Azure Virtual Metwork Configuration
Metdpp: LUN Config C-Mode
Metipp: Port Config C-Mede:
Metipp: Volume Config C-Mede

Bulk Snippet Performance:
AWS EBS Instance Performance
AWS EC2 Instance Performance
Cisco: ACI Fabric Switch Module Health Scores
Microsoft: Azure SOL Database Performance
Microsoft. Azure Storage Account Bleb Perform
Microsoft: Azure Sterage Account Queue Perfor
Microsoft: Azure Storage Account Table Perforn
Microsoft: Azure Virtual Machine CPU Performa
Microsoft: Azure Virtual Machine CPU Performa « -

In the Dynamic Applications field, select the Dynamic Application you want to align.

2
3. Inthe Credentials field, select the Basic/Snippet credential you created for CloudCenter Suite.
4. Click the [Save] button.

5

Repeat steps 1-4 for the other unaligned Dynamic Applications.

Discovering Multiple Tenants for Standard Deployments

The Cisco CloudCenter Suite PowerPack can be used to monitor a CloudCenter Suite cluster that includes
multiple tfenants. To discover multiple tenants, you must follow the steps in the following sections for each tenant in
order (in other words, parents must be discovered before their children):

o Creating a Credential for a CloudCenter Suite Tenant

« Discovering an additional CloudCenter Suite Tenant

For each tenant, you must use the administrator account for that tenant when you create the credential.



Creating a Credential for a CloudCenter Suite Tenant

To configure a Basic/Snippet credential fo access an additional CloudCenter Suite tenant:

1. Gotothe Credential Management page (System > Manage > Credentials).

2. Locate the credential you used to discover the root tenant, then click its wrench icon (P) The Edit
Basic/Snippet Credential modal appears.

3. Entervalues in the following fields:

Credential Editor [84]

Edit Basic/ Snippet Credential #534 Mew Reset
Basic Settings
Credential Name
EC-CC5-Tenant |
Hostname/IP Port Timeout{ms)
[https:if2eD | (443 | [10000 |
Username: Password
|32768 | [rrressmmssnssnsssnsnsnsrsanrinens |

« Credential Name. Enter a new name for the CloudCenter Suite tenant credential.

« Username. Enter the User ID for a CloudCenter Suite user that is an administrator for the tenant you
want to discover.

CAUTION: The account specified must be an APl user, not a GUI user.

o Password. Enter the APl key for the user you entered in the Username field.

4. Leave all otherfields setto the default values. Click the [Save As] button.




Discovering an Additional CloudCenter Suite Tenant

To discover an additional tenant:

1. From the Device Properties page for the CloudCenter Suite root device, click the name of the CloudCenter
Cluster device that appears in the Root Device field.

2. Click the [Collections] tab. The Dynamic Application Collections page appears.

m Ralatwmhms m ote Atinbutes
Dewice Name Manzged Type | Physical Device silvala
|31426 Category | Servers.Software m cisco
3z Cisco Sysiems Sue-Clzss | Cloud Center Manager i *
ALACCE Ustime | 0 days, 00-00:00 | CCC Manager
Caollection Mode JACHve Callection Time | 2020-03-10 09:12:00 '
Description Group ! Collecter (CUG | fSold2
Device Hostname
Expand
Application D Poll . =
-+ Gisco: Cloud Center Suite Cluster Discovery 1767 5 mins ‘Snippet Configuration CCS jala Mock Cred f5old2 f [ |
+ Cisco: Cloud Center Suite Root Device Reclassification 1770 15 mins Snippet Configuration CCS jala Mock Cred f5old2 f (]
[ [Select Action] ] G |
= Bt 2007 2090 Soiprcal o Jos DN copr o -

3. Selectthe checkbox for the "Cisco: CloudCenter Tenant Discovery' Dynamic Application.
4. Inthe Select Action drop-down list, select the credential you created for the tenant.

5. Click [Gol].



Viewing CloudCenter Component Devices

In addition to the Device Manager page (Registry > Devices > Device Manager), you can view CloudCenter
Suite component devices in the following places in the user interface:

o The Device View page displays a map of a particular device and all of the devices with which it has parent-
child relationships. Double-clicking any of the devices listed reloads the page to make the selected device
the primary device:

B Component Mapping

ﬁ ':' dail : 0!
Cloud Center Cluster |

il
€iseo

CCC Manager
1\ off| el 5 1y ) if e 5 1 X if| e
Cloud Center Cluster | Cloud Center Cluster |

Action / \ Cost Optimizer ./
Orchesirator




o The Device Components page (Registry > Devices > Device Components) displays a list of all root devices
and component devices discovered by SL1 in an indented view, so you can easily view the hierarchy and
relationships between child devices, parent devices, and root devices. To view the component devices
associated with CloudCenter Suite, find the CloudCenter Suite root device and click its plus icon (+):

Dashboards Events Knowledge Registry System Preferences

 Davices Device Components | Devices Found [3] Actions Reset Guide

Device Manager

Vanished Device Manager

Device G " Device Curent Golection Colection

yevice Component Device Hame - 1P agdress Gategory Device Class | Sub-class o Organization State Grow State

Device Groups L I I I | — | C=Fesin v ) I )

Harovare

Erocesses. RN, ... Cloud Center Custer | A - Software Cisco Systems | Cloud Center 10381 MOCK CCS o] cue Active mER |

Services PR/ .. Cloud Center Cluster | L] - Software Cisco Systems | Cloud Center 31427 JALACCS A\ Heaitny (o] Active MR [

Sofwrare

Terplates Device Cunrent Collection Gollection

Deevice Hame - IP Address Category Device Class | Subslass oip Organization Stale “Gioun Siale
» Wonitors ( I I I | — )=t v I 1
¥ etworks 1 - - Software Cisco Systems | Cloud Center Manager 31428 JALACCS A Heattny [SU] Active MmRR/R |
» 1T Senices
R EANN - . | Cloud Center Ciuster | Actionfid = Software Gisco Systems | GCS Action Orchestrator 31439 JALACES A Heartny [SUS] Active [-2=L T 1u|
» Assets RN - ., Cloud Center Ciuster | Cost Qi = Software Cisco Systems | CCS Cost Optimizer 31430 JALACCS A\ Healthy [HUE) Active WERR| |
¥ Business Senvices ™
» Events ERRN - .| MOCK-TENANT | 1] - Infrastructure  Cisco Systems | Cloud Center Tenant 31429 JALACCS |\ Healthy (11 Active e |
» RunBook
¥ Tickeling
b Web Prosies
b Schedules
[Select Action] 2] co |

pyright © 2003 - 2020 Scier

o The Component Map page (Views > Device Maps > Components) allows you fo view devices by root
node and view the relationships between root nodes, parent components, and child components in a map.
This makes it easy to visualize and manage root nodes and their components. SL1 automatically updates the
Component Map as new component devices are discovered. The platform also updates each map with the
latest status and event information. To view the map for CloudCenter Suite, go to the Component Map
page and select the map from the list in the left NavBar. To learn more about the Component Map page,
see the Views manual.

Device Component Map

A w [ ETI—

Trace Filter_Screenshot

@ %

CCC Manager




Manually Aligning RabbitMQ to the Remote Cloud

If you want to monitor your remote cloud using RabbitMQ), you must have both the Docker and AMQP: RabbitMQ
PowerPacks installed. You must also have the Docker swarm (remote cloud) discovered and the component tree
for it built out before doing the following steps to align RabbitMQ with your remote cloud.

1. Open the Device Components page (Registry > Devices > Device Components and locate your remote
cloud (Docker swarm).

2. Editthe swarm by clicking its wrench icon ( P)
3. Click on the Collections tab.
4. Add the following RabbitMQ Dynamic Applications to the collection.
o AMQP: RabbitMQ Configuration
o AMQP: RabbitMQ Performance
a. Click [Actions] and select Add Dynamic Application.

The Dynamic Application Alignment page appears:

Dynamic Application Alignment Reset

Dynamic Applications Credentials

Bulk Snippet Configuration: - Select A Dynamic Application First -
Bulk Snippet Config Example
Cisco: AC| Client Endpeint Configuration
Cisco: AC| Contract Consumer / Provider Confic
Cisco: AC| Domain Cenfiguration
Cisco: AC| Metworking Configuration
Micresoft: Azure Cloud Service Configuration
Micresoft: Azure S0L Database Configuration
Micresoft. Azure Storage Container Configuratic
Micresoft: Azure Virtual Machine Configuration
Microsoft: Azure Virtual Metwork Configuration
Metdpp: LUN Config C-Mode
Metipp: Port Config C-Mode
MNetApp: Volume Config C-Mode

Bulk Snippet Performance:
AWS EBS Instance Performance
AWS EC2 Instance Performance
Cisco: AC| Fabric Switch Medule Health Scores
Micresoft: Azure SOL Database Performance
Micresoft. Azure Storage Account Blob Perform;
Microsoft: Azure Storage Account Queue Perfor
Micresoft: Azure Storage Account Table Perforn
Micresoft: Azure Virtual Machine CPU Performa
Micresoft: Azure Virtual Machine CPU Performa -

b. Inthe Dynamic Applications field, select one of the RabbitMQ Dynamic Applications.



c. Inthe Credentials field, select the Basic/Snippet credential you created for RabbitMQ.

NOTE: When adding these Dynamic Applications to the remote cloud, you must select the
RabbitMQ API credential to use. The APl credentials are the same as Ul credentials for
RabbitMQ. For more information, see "Creating a Credential for RabbitMQ" in the
Monitoring RabbitMQ manual.

d. Click [Save].
e. Repeatsteps a - d for the other unaligned Dynamic Application for RabbitMQ..

Relationships Between Component Devices

SL1 can automatically build relationships between CloudCenter component devices and other associated
devices:

o Ifyou discover an AClI system using the Dynamic Applications in the Cisco: ACI PowerPack version 106 or
later, SL1 will automatically create relationships between CloudCenter Applications and ACI Application
Network Profiles.

o Ifyou discover an AWS account using the Dynamic Applications in the Amazon Web Services PowerPack
version 103 or later, SL1 will automatically create relationships between CloudCenter Applications and AWS
EC2 Instances.

« Ifyou discover an Azure account using the Dynamic Applications in the Microsoft: Azure PowerPack version
103 or later, SL1 will automatically create relationships between CloudCenter Applications and Azure Virtual
Machines.

« Ifyou discover a vCenter device using the Dynamic Applications in the VMware: vSphere Base
Pack PowerPack version 207 or later, SL1 will automatically create relationships between CloudCenter
Applications and VMware Virtual Machines.



© 2003 - 2020, Sciencelogic, Inc.
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LIMITATION OF LIABILITY AND GENERAL DISCLAIMER
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Copyrights and Trademarks
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other countries, or both.

Below is a list of frademarks and service marks that should be credited to Sciencelogic, Inc. The ® and ™
symbols reflect the trademark registration status in the U.S. Patent and Trademark Office and may not be
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e EM7™ andem7™

o Simplify IT™

o Dynamic Application™

« Relational Infrastructure Management ™

The absence of a product or service name, slogan or logo from this list does not constitute a waiver of
Sciencelogic’s frademark or other intellectual property rights concerning that name, slogan, or logo.

Please note that laws concerning use of trademarks or product names vary by country. Always consult a
local attorney for additional guidance.

Other

If any provision of this agreement shall be unlawful, void, or for any reason unenforceable, then that
provision shall be deemed severable from this agreement and shall not affect the validity and enforceability
of any remaining provisions. This is the entire agreement between the parties relating to the matters
contained herein.

In the U.S. and other jurisdictions, trademark owners have a duty to police the use of their marks. Therefore,
if you become aware of any improper use of ScienceLogic Trademarks, including infringement or
counterfeiting by third parties, report them to Science Logic’s legal department immediately. Report as much
detail as possible about the misuse, including the name of the party, contact information, and copies or
photographs of the potential misuse to: legal@sciencelogic.com
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