Sciencelogic

Monitoring Cisco Unified Communications
Ancillary Devices

Beta Version

Cisco: UC Ancillary PowerPack version 101



Table of Contents

IMrOdUC ON 3
OOV IV W . 3
What Does the Cisco: UC Ancillary PowerPack Monitore . ... o e 3
Installing the Cisco: UC Ancillary PowerPack . . ... 4

Configuring Cisco UC Ancillary Devices for Monitoring ............ ... 5
PrerEQUISITES . . . . 5
Creating an SNMP Credential . 5
Creating an SSH/Key Credential ... 6

Discovering Cisco UC Ancillary Devices ......... .. ..o 8
OOV IV W . 8
Discovering Ancillary Cisco UC Devices .. ..o 8

Manually Aligning Dynamic Applications
Viewing Ancillary Cisco UC DeviCes .. ..o oL 12



Chapter

Introduction

Overview

This section describes how to monitor ancillary Cisco Unified Communications component devices in the
Sciencelogic platform.

NOTE: Sciencelogic provides this documentation for the convenience of Sciencelogic customers. Some of
the configuration information contained herein pertains to third-party vendor software that is subject fo
change without notice to Sciencelogic. Sciencelogic makes every attempt to maintain accurate
technical information and cannot be held responsible for defects or changes in third-party vendor
software. There is no written or implied guarantee that information contained herein will work for all
third-party variants. See the End User License Agreement (EULA) for more information.

What Does the Cisco: UC Ancillary PowerPack Monitor?

The Sciencelogic platform enables you to monitor ancillary Cisco Unified Communications devices, including
Cisco Unified Border Element (CUBE)-enabled devices.

To monitor these ancillary UC devices using the Sciencelogic platform, you must install the Cisco: UC Ancillary
PowerPack. The PowerPack includes:

o An example credential you can use as a template to create SSH/Key credentials fo connect to the devices you
want to monitor

« Dynamic Applications to discover, model, and monitor performance metrics and/or collect configuration data
for ancillary UC devices

o Device Classes for each of the ancillary UC devices that the Sciencelogic platform monitors
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« EventPolicies that are triggered when ancillary UC devices meet certain status criteria

« Adevice dashboard that displays host resource and interface information about ancillary UC devices

Installing the Cisco: UC Ancillary PowerPack

Before completing the steps in this manual, you mustimport and install the latest version of the Cisco: UC Ancillary
PowerPack.

To download and install a PowerPack:

TIP: By default, installing a new version of a PowerPack overwrites all content in that PowerPack that has
already been installed on the target system. You can use the Enable Selective PowerPack Field
Protection setting in the Behavior Settings page (System > Settings > Behavior) to prevent new
PowerPacks from overwriting local changes for some commonly customized fields. (For more information,
see the System Administration manual.)

1. Download the PowerPack from the Sciencelogic Customer Portal.

Go to the PowerPack Manager page (System > Manage > PowerPacks).

In the PowerPack Manager page, click the [Actions] button, then select Import PowerPack.

I

The Import PowerPack dialog box appears:

Import PowerPack™

[Browse far file... | Browse...

License: | |

5. Click the [Browse] button and navigate to the PowerPack file.

6. When the PowerPack Installer modal page appears, click the [Install] button to install the PowerPack.

NOTE: If you exit the PowerPack Installer modal page without installing the imported PowerPack, the
imported PowerPack will not appear in the PowerPack Manager page. However, the imported
PowerPack will appear in the Imported PowerPacks modal page. This page appears when you click
the [Actions] menu and select Install PowerPack.
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Chapter

Configuring Cisco UC
Ancillary Devices for Monitoring

Overview

The following sections describe how to configure ancillary Cisco Unified Communications devices for monitoring
by the Sciencelogic platform using the Cisco: UC Ancillary PowerPack:

PrerequIsites .. .. 5

Creating an SNMP Credential . 5

Creating an SSH/Key Credential ... il 6
Prerequisites

Before performing the tasks in this chapter, you must have already properly installed and configured the ancillary
Cisco UC devices that you want o monitor with the Sciencelogic platform. You must also note the following
information, as appropriate, for each of the ancillary UC devices you want to monitor:

o SNMP community string

o Secure Shell (SSH) username and password to monitor Cisco voice components

Creating an SNMP Credential

The Sciencelogic platform uses SNMP to collect information about the devices that can be monitored using the
Dynamic Applications in the Cisco: UC Ancillary PowerPack. To monitor these devices, you must first define an
SNMP credential that enables the Sciencelogic platform to communicate with the devices.
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To configure an SNMP credential:

1. Gotothe Credential Management page (System > Manage > Credentials).
2. Click [Create].
3. Inthe drop-down list that appears, select SNMP Credential. The Credential Editor page appears:

Credential Editor [22] X

Edit SNMP Credential #22 MNew Reset
Basic Settings
Profile Mame SHNMP Wersion
[SMMP Public v2 | [[SMNMPVZ] v
Port Timeout(ms) Retries
[161 | [1500 | [1 |

SNMP V12 Settings
SHMP Coemmunity (Read-Only) SHNMP Community ( Read/\Write)
[pubiic J J

SNMP V3 Settings

Security MName Security Passphrase
Authentication Protocol Security Level SHNMP v3 Engine |D
MD5 T | | No Authentication / Mo Encryption v
Context Name Privacy Protocol Privacy Protocol Pass Phrase
DES v

[ oo | seen

In the Profile Name field, type a name for the credential.
In the SNMP Version field, select SNMP V2.
In the SNMP Community (Read Only) field, type the community string for the device you want to monitor.

N o

Optionally, supply values in the other fields in this page. In most cases, you can accept the default values for
the other fields.

8. Click [Save].

Creating an SSH/Key Credential

To configure the Sciencelogic platform to monitor Cisco voice devices, you must first create an SSH/Key
credential that allows the Dynamic Applications in the Cisco: UC Ancillary PowerPack to connect with these
devices. An example SSH/Key credential that you can edit for your own use is included in the

Cisco: UC Ancillary PowerPack.
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To create an SSH/Key credential to access Cisco voice devices:

1. Gotothe Credential Management page (System > Manage > Credentials).

2. Locate the Cisco: Dial Peer - Example credential, and then click its wrench icon (}) The Edit SSH/Key
Credential modal page appears.

3. Type values in the following fields:

Edit 55H/Key Credential #54 Me w Re set

Basic Settings

Credential Mame
[Cisto: Dial Peer - Example |

Heostname/IP Port Timeout{ms)
(2D J (22 J [so00 J

Username Password
[<USER_MNAME=> | [sreeeens |

Private Key (PEM Format)

« Credential Name. Type a new name for the credential.

o Hostname/IP. Type "%D".

e Port. Type "22".

« Username. Type the administrator username used to connect to the dial peers via SSH.
o Password. Type the password used o connectto the dial peers via SSH.

o Private Key (PEM Format). Leave this field blank.

4. Click [Save As].

5. When the confirmation message appears, click [OK].
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Chapter

Discovering Cisco UC Ancillary Devices

Overview

The following sections describe the steps required to discover ancillary Cisco Unified Communications devices in
the Sciencelogic platform:

o Discovering Ancillary Cisco UC Devices

o Manually Aligning Dynamic Applications

o Viewing Ancillary Cisco UC Devices

Discovering Ancillary Cisco UC Devices

To create and run a discovery session that will discover ancillary Cisco UC devices, perform the following steps:

1. Gotothe Discovery Control Panel page (System > Manage > Discovery).

2. Inthe Discovery Control Panel, click [Create].
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3. The Discovery Session Editor page appears. In the Discovery Session Editor page, define values in the
following fields:

Discovery Session Editor | Editing Session [5] New Reset
Identification Information
Name [CUBE sim 102 ] = Diescription l 7]
£
IP and Credentials Detection and Scanning Basic Settings
|P Address/Hostname Discovery List Initial Scan Level Discover Model Duplication
10.2.10.102 (7] [[ System Default (recommended) ] v ] 7] Mon-SHMP  Devices DHCP Protection
| | (] ]
Scan Throttle 29 20 20 20
e [ System Default (recommended) ] v Q
p Collection Server PID: 4
— UpladFie Port Scan All IPs
RMNG-MIG-A-CUE] v
Browse for fie... [2] [ System Defautt (recommended) | v @ I 1 )@
Port Scan Timeout Organization
SHMP Credentials [ System Defautt (recommended | v] @ | [1cuBE] v @
@ Add Devices to Device Group(s)
Cisto SNMPy2 - Example - Detection Method & Port [#]
Cisco SNMPY3 - Example ( N =
EMT Default W2 [ Default Method | - Servers
EMT Default /3 UDP: 181 SNMP
IPSLA Example TCP: 1 - tcpmux
LifeSize: Endpoint SNMP TCP: 2 - compressnet
MNexus snmp TCP: 3 - compressnet
SNMP Public /1 TCP: 5-rje
[ SNMP Public V2 ] - TCP: 7 - echo
TCP: §- discard
Other Credentials TCP: 11 - systat
( | @ | |tcp: 13- daytime
AT SoTveT .
WMware: AMQP Broker - Je =0t e
“Mware: vCloud Interface Inventory Timeout {ms)
XenServer - Example DOD0D @
SSHIKey
Azure Credential - Example Maximum Allowed Interfaces -
Cisto: Dial Peer - Example 10000 7]
[ Cisco: Dial Peer - sim ] Bypass Interface Inventory A Device Template
RMCR CUBE S5H 7 0@ [ Choose a Template ] @
Log &l
sme 20

« IP Address/Hostname Discovery List. Type the IP addresses for the devices you want to discover.
o SNMP Credentials. Select the SNMP credential you created for the ancillary devices.
« Other Credentials. Select the SSH/Key credential you created for the ancillary devices.
o Discover Non-SNMP. Select this checkbox.
o Model Devices. Select this checkbox.
4. Optionally, you can entfer values in the other fields on this page. For more information about the other fields
on this page, see the Discovery & Credentials manual.
5. Click [Save] to save the discovery session, and then close the Discovery Session Editor window.

6. The discovery session you created appears at the top of the Discovery Control Panel page. Click its
lightning bolt icon () to run the discovery session.

7. The Discovery Session window appears. When the ancillary devices are discovered, click the device icon (
ﬁ) to view the Device Properties page for each device.
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Manually Aligning Dynamic Applications

When you run the discovery session for ancillary UC devices, the Sciencelogic platform automatically aligns the
necessary Dynamic Applications to the devices.

To verify that the Dynamic Applications aligned to the devices correctly:

1. After discovery has completed, click the device icon (ﬁ) for any of the discovered devices. The Device
Properties page appears.

2. From the Device Properties page, click the [Collections] tab. The Dynamic Application Collections
page appears.

3.

All applicable Dynamic Applications for the device are automatically aligned during discovery.

NOTE: It can take several minutes after the discovery session has completed for Dynamic Applications to
appear in the Dynamic Application Collections page.

| Close | Properies | Thresholds Collections Schedule
Relationships Tickets Attributes
Dzvice Nam=  2811-ROUTER-C.yourdomain.com - CUBE Compenent Device
o UC.Device.
I S M
s | Cisco Systems CUBE
Ugtine | D days, 00:00:00 cisco
Group ! Collecter CUG2 | RNG-MIG-A-CUS
Dynamic Applhlinn“‘ Collections Expand Actions Reset Guide
Dynamic Appliation 0 Poll Freguency Type Credential
+ Cisco: CUBE Trunk Stats 1048 Smins Snippet Performance Default SNMP Credential f|7|
+ Cisco: DSP Performance 1048 5mins Snippet Performance Default SNMP Credential L
-+ Cisce: SIP Performance 1045 5 mins ‘Snippet Performance Default SNMP Credential jl_l
+ Cisco: CUBE Trunk Configuration 1047 60 mins Snippet Configuration Default SNMP Credential / L
+ Cisco: DSP Status Configuration 1044 5 mins Snippet Configuration Default SNMP Credential jl_l
[ [Select Action] 3 o |
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If the "Cisco: Dial Peer Voice Summary" or "Cisco: Active Voice Call Legs Performance" Dynamic Applications did
not automatically align to a voice device, you might need to manually align the SSH/Key credential to the device
and then run discovery again.

To manually align the SSH/Key credential to the device:

1. From the Device Properties page (Registry > Devices > wrench icon), click the [Actions] button, and then
select Secondary Credentials from the menu.

2. Selectthe SSH/Key credential you created for the ancillary devices.

Secondary Credentials X
For Device [ 11 ] Refresh

|_ [Remove Al Mone] i
Basic/Snippet

| Citrix XenServer - Exampis

|_ Clowdack - Exampile

L EMC - Exampis

L EMC SMI-5 Example

L EMC VMAX Exampie

| GoGrid - Exampie

| LifeSize: Endpoint SSHACL!

L Local AP

|_ Netdpp F-mode

| Nexus netconf

| Polycom DMA CDR Exampie

|_ Rackspace - Example

|_ Windows HyperV - Example

L Windows WM - Exampis

_ Windows WM - Restart Services

L WA SQL Default
\Niatshscn

S S S S S S S S S S S S S

NOTE: If there are other credentials (for example, an SNMP credential) already aligned to the device, hold
the <Cirl> or <Command> key when selecting the SSH/Key credential to keep the other
credentials aligned to the device as well.

3. Click [Save].

4. Close the Device Properties page and go to the Discovery Control Panel page (System > Manage >
Discovery).
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5. Locate the discovery session for ancillary UC devices and click its lightning bolt icon ( :’;) to re-run the
discovery session.

If any of the other Dynamic Applications did not automatically align to a device during discovery, you can align
them manually to the device.

To manually align a Dynamic Application to a device:

1. From the Dynamic Application Collections page (Registry > Devices > wrench icon > Collections), click
the [Action] button and then select Add Dynamic Application. The Dynamic Application Alignment page

appears:
Dynamic Application X
Dynamic Application Alignment Reset
Dynamic Applications Credentials
Bulk Snippet Configuration: “ Select A Dynamic Application First .

EMC: WMAX LUN Config
EMC: WMAX Storage Pool Config
EMC: WX File System Configuration
EMC: WNX LUN Cenfiguration
Bulk Snippet Performance:
EMC: WMAX LUN Stats
EMC; WMAX Storage Pool Capacity Stats
EMC: WM File System Capacity Performance
EMC: WNX RAID Group LUN Performance
EMC: WM Storage Pool LUN Performance
Database Performance:
EMT: Event Count
Support: Config Push
Suppeort: Maintenance Tracking
Support; Mormalization Tracking
Suppert: Platform Statistics
PowerShell Config:
Microseft: 11S Server Configuration
Microscft: Windows Server CPU Configuration
Microseft: Windows Server Memeory Configuratic
Microscft: Windows Server Service Configuratio
PowerShell Performance:
Microsoft: Active Directory DRA Performance - -

In the Dynamic Applications field, select the Dynamic Application you want to align.
In the Credentials field, select one or more of the credentials you created for the ancillary UC devices.
Click [Save].

Repeat steps 1-4 for any other unaligned Dynamic Applications.

o A~ W BN

Viewing Ancillary Cisco UC Devices

When the Sciencelogic platform discovers your ancillary UC devices, the platform creates component devices that
represent each component in your ancillary UC system.
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o The Device Components page (Registry > Devices > Device Components) displays a list of all root devices

In addition to the Device Manager page, you can view component devices in the following places in the user
interface:

o The Device View modal page (click the bar-graph icon [fﬂ] for a device, and then click the Topology tab)
displays a map of the selected device and all of the devices with which it has parent-child relationships.

Double-clicking any of the devices reloads the page with the selected device as the primary device:

Device View

Reset Guide

i
cisco
Router
1N off] o
2011-ROUTER-
C.yourdomain.com

>

1Y oy Jul : ¢
2911-ROUTER-

C.yourdomain.com -
CUBE

and component devices discovered by the Sciencelogic platform, in an indented view, so you can easily

view the hierarchy and relationships between child devices, parent devices, and root devices. To view the

component devices associated with your ancillary UC devices, find a device cluster and click its plus icon (+):
Device Components | Devices Found [2]

Device Name -
L

Actions Reset Guide:
Device Current Colection Coliection
IP Address Category Device Class | Sub-class DD Organization State Group State
I I8 I || —] ) Gz v ) ]l )
.+ B ROUTER s W 652 R oSyt G221 T Fiywggi] s v WEE]
AR .| 2911-ROUTER-C yourdomain.com W 1721625522 Router Cisco Systems | Gisco 2921 2 CUBE A Hestny [ol¥ced Active mone [
Device Current Collection Collection
Desice Heme * 1P Address Category Device Class | Sub-class Dip Oraanization State Group Stzle
( I JC ( || —[ ) et v ) ( ( ]
1 4" 1411 2911-ROUTER-C. yourdomain com - GUBE | ) Gateway Cisco Systems | GUBE 4 CUBE g cue2 Active mEeE |
[Select Ation] 2
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o The Component Map page (Views > Device Maps > Components) allows you fo view devices by root
node and view the relationships between root nodes, parent components, and child components in a map.
This makes it easy to visualize and manage root nodes and their components. The Sciencelogic platform
automatically updates the Component Map as new component devices are discovered. The platform also
updates each map with the latest status and event information. To view the map for your ancillary
UC devices, go to the Component Map page and select a map from the list in the left NavBar. To learn
more about the Component Map page, see the Views manual.

Device Component Map

om &
I

?{- "W rrangs Map a|
W i - — |

Trace Filter_Screenshot
HImm
cisco
Router

1 X5 e 2
2911-ROUTER-

[_Fe_]
C.yourdomain.com
[ center |

O 1vpe
[¥] Shapes
[ Text
[¥] Images

N XD ff) o 3

2911-ROUTER-
C.yourdoman.com -
CUBE
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Although Sciencelogic™ has attempted to provide accurate information on this Site, information on this Site
may contain inadvertent technical inaccuracies or typographical errors, and Sciencelogic™ assumes no
responsibility for the accuracy of the information. Information may be changed or updated without notice.
Sciencelogic™ may also make improvements and / or changes in the products or services described in this
Site at any time without notice.

Copyrights and Trademarks

Sciencelogic, the Sciencelogic logo, and EM7 are trademarks of Sciencelogic, Inc. in the United States,
other countries, or both.

Below is a list of frademarks and service marks that should be credited to Sciencelogic, Inc. The ® and ™
symbols reflect the trademark registration status in the U.S. Patent and Trademark Office and may not be
appropriate for materials to be distributed outside the United States.

« Sciencelogic™

e EM7™ andem7™

o Simplify IT™

o Dynamic Application™

« Relational Infrastructure Management ™

The absence of a product or service name, slogan or logo from this list does not constitute a waiver of
Sciencelogic’s frademark or other intellectual property rights concerning that name, slogan, or logo.

Please note that laws concerning use of trademarks or product names vary by country. Always consult a
local attorney for additional guidance.

Other

If any provision of this agreement shall be unlawful, void, or for any reason unenforceable, then that
provision shall be deemed severable from this agreement and shall not affect the validity and enforceability
of any remaining provisions. This is the entire agreement between the parties relating to the matters
contained herein.

In the U.S. and other jurisdictions, trademark owners have a duty to police the use of their marks. Therefore,
if you become aware of any improper use of ScienceLogic Trademarks, including infringement or
counterfeiting by third parties, report them to Science Logic’s legal department immediately. Report as much
detail as possible about the misuse, including the name of the party, contact information, and copies or
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