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Chapter

Introduction

Overview

This manual describes how to monitor Cisco Unified Contact Center Enterprise services in the Sciencelogic
platform.

NOTE: Sciencelogic provides this documentation for the convenience of Sciencelogic customers. Some of
the configuration information contained herein pertains to third-party vendor software that is subject fo
change without notice to Sciencelogic. Sciencelogic makes every attempt to maintain accurate
technical information and cannot be held responsible for defects or changes in third-party vendor
software. There is no written or implied guarantee that information contained herein will work for all
third-party variants. See the End User License Agreement (EULA) for more information.

What is Cisco Unified Contact Center Enterprise?

Cisco Unified Contact Center Entferprise software offers solutions that enable inbound and outbound contact
centers fo improve their business processes and productivity. These solutions include real-time chat capabilities,
email and social media messaging, web collaboration, and more.

Introduction 1




What Does the Cisco: Contact Center Enterprise PowerPack
Monitor?2

The Cisco: Contact Center Enterprise PowerPack monitors the following Unified Contact Center Enterprise
services and components:

o Cisco Unified Contact Center Enterprise

o Cisco Customer Voice Portal (CVP)

o Cisco Unified Intelligence Center (CUIC)

o CiscoFinesse

To monitor these services and components using the Sciencelogic platform, you must install the Cisco: Contact
Center Enterprise PowerPack. This PowerPack includes:

o Anexample credential you can use to create Basic/Snippet credentials that enable you to collect data from
Cisco Unified Contact Center Enterprise (UCCE) using REST API
o Dynamic Applications to discover and monitor the Unity Express voice mailboxes

o Device Classes and Device Categories for each type of UCCE component device monitored by the
Sciencelogic platform

« EventPolicies and corresponding alerts that are triggered when UCCE component devices meet cerfain
status criteria

o Device dashboards for each type of discovered device

Installing the Cisco: Contact Center Enterprise PowerPack

Before completing the steps in this manual, you must import and install version 101 of the Cisco: Contact Center
Enterprise PowerPack.

NOTE: Toinstall version 101 of the Cisco: Contact Center Enterprise PowerPack, your Sciencelogic system
must be upgraded to the 7.8.0 or later release.
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TIP: By default, installing a new version of a PowerPack overwrites all content in that PowerPack that has
already been installed on the target system. You can use the Enable Selective PowerPack Field
Protection setting in the Behavior Settings page (System > Settings > Behavior) to prevent new
PowerPacks from overwriting local changes for some commonly customized fields. (For more information,
see the System Administration manual.)

To download and install a PowerPack:

1. Download the PowerPack from the Sciencelogic Customer Portal.

2. Gotothe PowerPack Manager page (System > Manage > PowerPacks).
3. Inthe PowerPack Manager page, click the [Actions] button, then select Import PowerPack.

4. The Import PowerPack dialog box appears:

Import PowerPack™

|Browse forfile...

License: |

5. Click the [Browse] button and navigate o the PowerPack file.

6. When the PowerPack Installer modal page appears, click the [Install] button to install the PowerPack.

NOTE: If you exit the PowerPack Installer modal page without installing the imported PowerPack, the
imported PowerPack will not appear in the PowerPack Manager page. However, the imported
PowerPack will appear in the Imported PowerPacks modal page. This page appears when you click
the [Actions] menu and select Install PowerPack.
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Chapter

Configuring Cisco Unified Contact Center
Enterprise Credentials

Overview

The following sections describe how to configure Cisco Unified Contact Center Enterprise services for monitoring
by the Sciencelogic Platform using the Cisco: Contact Center Enterprise PowerPack:

Configuring Unified Contact Center Enterprise Monitoring Using SNMP ... ... ... ........... 4
Enabling SNMP in Cisco Unified Contact Center Enterprise ... ... .. i 5
Enabling SNMP in Cisco Unified Customer Voice Portal (CVP) .. o . 8
Enabling SNMP in Cisco Unified Intelligence Center (CUIC) ... o . 11
Enabling SNMP in Cisco FInesse Server .. ... ... e 13
Creating an SNMP Credential for Unified Contact Center Enterprise ... ... . ... ... 15
Compiling SNMP MIBs for Unified Contact Center Enterprise . ... . . 16

Configuring Unified Contact Center Enterprise Monitoring Using RESTAPI ... ... ... ... ............ 17

Configuring Unified Contact Center Enterprise Monitoring
Using SNMP

Before you can discover and monitor Cisco Unified Contact Center Enterprise (UCCE) devices in the Sciencelogic
platfform, you must first configure SNMP community strings in each of the UCCE services that you will monitor with
the Sciencelogic platform. You can then create an SNMP credential in the platform that enables it to collect data
from the UCCE services. Finally, you must compile several Management Information Bases (MIBs) that are
required for monitoring UCCE.
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Enabling SNMP in Cisco Unified Contact Center Enterprise

To enable SNMP in Cisco Unified Contact Center Enterprise, perform the following steps:

1. Log in to the Cisco Unified Contact Cenfer Enterprise Server as an administrator.

2. Open Microsoft Management Console (32-bit).

3. Click [File], then select Add/Remove Snap-In. The Add or Remove Snap-ins page appears.

Available snap-ins:

Add or Remove Snap-ins [ %]

You can select snap-ins for this consale from those available on vour computer and configure the selected set of snap-ins. For
extensible snap-ins, vou can configure which extensions are enabled.

Snap-in

| Vendar

[«

gz, Active Directory Do,
Bib-r:.ﬂ.ctive Directory Site. ..
: Active Directory Use, .,
= Activey Contral

2 DSt Edit
nuthorization Manager
ECertiFicate

< Component Services
L{“..Computer Managen. ..
..z‘n'Device Manager
(=4 Disk Management
@ Event Yiewsar

| Falder

Description:

Microsoft Car. ..
Microsoft Cor...
Microsoft Cor...
Microsoft Cot, .,
Microsoft Cor...
Microsoft Cot, .,
Microsoft Cor...
B Cisco System...
Microsoft Cor...
Microsoft Cor...
Microsoft Cot. ..
Microsoft and. ..
Microsoft Cot, .,
Microsoft Cor,..

[

Selected snap-ins:

[ console Root Edit Extensions... |
Remove |

[Move g |
Moye Do |
add = |

fdvanced, .. |

Cisco Contact Center Applications SMMP Agent Management Tool

ok I Cancel |

4. Inthe Available snap-ins field, select Cisco SNMP Agent Management, then click [Add >] to move itto
the Selected snap-ins field.

5. Click [OK].
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6.

In the left panel of the Microsoft Management Console, click Cisco SNMP Agent Management. Then, in
the right panel, right-click Community Names (SNMP v1, v2¢) and select Properties.

= Console1 - [Consale Root\Cisco SNMP Agent Management]

l&h Fle Acion view Favorites window Help

FCE
I EEREE |
~ Console Rook Mame
§fi Cisco SNMP Agent Management [Wificeneral Information
Mew Windows From Here
s ns Refresh
isY5L0G Feed Canfiquration

(Opens the properties dislog box for the current selection,

| Bla S[&

| \
e e =

In the Community Names (SNMP v1/v2c) Properties modal page, click the [Add New Community]
button to enable the fields on the page.
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8. Make entries in the following fields:

Community Names {SN™P ¥1/¥Zc) Properties EHE

SHMP Camnunity Canfiguration |

— Configured Communities

Add Mew Community I

Remaove Commuity |

— Community [nformation

Comrmuity Mame: public
SMMP Yersion: T~ SMHMP & SHMP v2c
Arccess Rights: & Fiead Only " Read/wiite

Hozt Addrezs List

|mgert | I
Femove |

Fleaze click the <Saver button when
changes are complete. Save | Reset |

Ok I Cancel | Apply |

o Community Name. Enter a name for the new community string.
o SNMP Version. Select SNMP v2c.
o Access Rights. Select Read Only.

9. Click [Save], and then click [OK].
10. Close the Microsoft Management Console.

11. Open the Microsoft Windows Services console.
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12. Inthe Microsoft Windows Services console, select Cisco Contact Center SNMP Management from the list
of local services, then click the Restart hyperlink to restart the service.

3 services [_[=]

Fie Action  View Help

HBrle mu
£}, Services (Local)

7. Services fLocal

Cisco Contact Center SWHP i & |Dessrton [ statis | Statup Type [ Logonse | -
Managemenl C-Application Experience Processes .. Manual Local System

Cl.application Host Helper Service Provides a...  Started  Automatic Local System
G- Anplication Identity Deterrines,., Manusl Local Service
C-appiication Informtion Fatiitates .. Manual Local System
Gl Applcation Layer Gateway Service Frovides 5 Manusl Local Service
a:;;”;{:‘:{‘hg Gisco Contact Center stup cApication Management Processes | Manual Local System
Agent processes G, ASP. NET stats Service Provides s Manuzl Netierk s
{GBackground Inteligent Transfer Service Transers . Manual Local System

{6):Base Fitering Engine TheBaseF... Started  Automatic Local Service
O <o Harwal
Hanage:
Frovide:

SNIP Management. Automatic

Diagnostic Framework

Started  Automatic

1€ Ciscn 1M pree CG1A Started  Automatic Local System
€. Cisen 1M pree CTIOSL TheCiso ... Started  Automatic Local System

| Cisco ICH pece Disler Started  Automatic Local System
| Cisco ICM pece PG1A Started  Automatic Local System
| Cisco 1CM pece PG2A Started  Automatic Local System
| Cisco ICM pece Routerd Provides Co, Started  Automatic Local System
| CHG Key Tsolation The NG k..o Marusl Local System
J-COM+ Event System SupportsS... Started  Automatic Local Service:
J.COM+ System Application Managest.. Stated  Manusl Local System
J.Computer Bronser Maintzins 2, Disabled Local System
| Credential Mlanager Brovides s Manusl Local System
. Cryptographic Services Provides fo... Started  Automatic Network S

LDCOM Server Process Launcher TheDCOM... Started  Automatic Local System

Deskiop Window Manager Session Manager Provides D, Started  Automatic Lacal System
LDHCP Clisnt Regstersa., Started  Automatic Local Service
). Diagnostic Polcy Service TheDiagno... Started  Automatic (D... Local Service:
J.Diagnostic Service Host The Disano, Manusl Local Service
J.Diagnostic System Host “The Diagno, Wanual Local System
L Dick Defraqmenter Provides D Manuzl Local System
LDistributed Link Tracking Clint Mainksinsl.. Started  Automatic Local System
. Distrbuted Transaction Coordinetor Coordnate... Started  Automatic (D... NetwarkS.

ons Clent Theonsl Started  Automatic Netrark 5.

0 4045 45 405 465 400 451 504 45 405 405 45 4650 4051 404450 46 451 45 45

LEncrypting Fils System (EF5) Frovides th.., Manusl Local System
CExtensible Acthentication Protocol The Extens, Manusl Local System
G Function Discovery Provider Host The FORH... Manusl Local Service:
G Function Discovery Resource Publication Bublshest... Manual Local Service
G Group Policy Clisnt Theservic.. Started  Automatic Local System
G Health Key and Certficate Management: Provides & Manual Local System
Sbiman o drcess Frsbles e Vi | s Suckem [zl

Extended A Standard

ol Blo S @le

13. Close the Microsoft Windows Services console.
14. Click the Windows [Start] menu, then go to Control Panel > System and Security > Windows Firewall.

15. Inthe left panel, click the Turn Windows Firewall on or off hyperlink. The Customize Settings page
appears.

16. Under Domain network location settings, select Turn off Windows Firewall, then click [OK].

17. Toenable SNMP in Cisco Unified Contact Center Enterprise Data Server, log in to Cisco Unified Contact
Center Enterprise Data Server as an administrator and repeat steps 2-16.

Enabling SNMP in Cisco Unified Customer Voice Portal (CVP)

To enable SNMP in Cisco Unified Customer Voice Portal, perform the following steps:

1. Log in to Cisco Unified Customer Voice Portal as an administrator.
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2. Click the [SNMP] tab, then select V1/V2c > Community String.

d Customer Yoice Portal

indows Internet Explorer

O x| certh. || ) |49 %

2 htpsilocalhost:0443/oampiLagan do

File

Edt View Favortes Toos Help

' Cisco Unified Customer Yaice.,, X

5 2| Cisco Linfied Customer Yoic.

Cisco Unified Customer Voice Portal

System v Device Management ~  User Management ~  Bulk Adminis ration

- - [ mm - Page~ Safety - Tooks~ @~

Signed in as: administrator

My Account | Signout | About | Documentation Search

va

System Group.

Cisco Ur

Notification Destiation

v

TICU GUSTUIiT

r Voice Portdl

Version: 10.5(1)

Copyright © 2014 Cisco Systems, I
All rights reserved.
Media Codec Format is Ulaw

Cisco, Cisco Systems and Cisco Sys

ne.

tems logo are registered trademarks of Cisco Systems, Inc. and/or its affiliates in the U.S. and certain other countries.

A summary of U.S. laws governing Cisco cryptographic products may be found at: http:
If you require further assistance please contact us by sending email to

This product contains cryptographic features and is subject to United States and local country laws governing import, export, transfer and use. Delivery of Cisco cryptographic products does not imply third-party authority to import, export, distribute or use encryption.
Importers, exporters, distributors and users are responsible for compliance with U.5. and local country laws. By using this product you agree to comply with applicable laws and regulations. IF you are unable to comply with U.S. and local laws, return this product
immediately.
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htral

Copyright © 2014 Cisco Systems, Inc
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3. Onthe Find, Add, Delete, Edit V1/V2c Community Strings page, click the [Add New] button.

elete, Edit or Add new community Strings - Windaws I
hitpsr/flocahost: 3443 campimenaH1v2Commur O =]

Favorites

Z]

)| X

' Cisco
Fle  Edt  View Tooks Help

nternet Explorer

Unified Customer Vaics... X

5 2| Cisco Unified Customer Yoic. .

Cisco Unified Customer Voice Portal

System v Device Management v User Management v  Bulk Administration ~  SNMP v Tools

|, Add, Delete, Edit V1/V2c Commmunity Strings

e

List of V1/V2c Commmu
Mame

A et

Strings

D hew

Help v

T - B - [ om - Page - Safety - Todls~ @~

Signed in as: administrator

My Account | Signout | About | Documentation Search

Fiter: [Name <] [begins with - Find| _Clear Filter

eose 7 o1 ] 9] 31 |
sostien | _oes|

Copyright © 2014
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co Systems, Inc.
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A P e
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4. The V1/V2c SNMP Community String Configuration page appears. Make entries in the following fields

| £ Cisco Unified Customer Yoice Portal - Add new Community String - Windows Internet Explorer

[ it focabhost 443 campiv 1vaCammuntyst: O v] |68 certi. || B |[#2|| X S
File  Edt View Favorites Tools Help

5 2| Cisco Linfied Customer Yoic.

(D
A

fab o0s 63

9 - B - [0 o= - Page - Safety - Tooks~ @~
Cisco Unified Customer Voice Portal
System ~

B

Device Management ~  User Management ~  Buk Administration ~ SMVP ~  Took +

Signed in as: administrator

My Account | Signout | About | Documentation Search
Help +
V1/V2c SNMP Community String Configuration

| save @ Save & Deploy ? Help

String
Community String Name:* [public ‘
SNME Version
v

@ vac

Host IP Addresses

© Accept SNMP Packets from any Hosts

" Accept SNMP Packets from these Hosts
Host IP Address:

Add| _Remove

Host IP Addresses:

Access g
"Access Privileges: [ReadOnly El

* Required.

Save Save & Deploy
Copyright © 2014 Cisco Systems, Inc.

[l
YRR e e

o Community String Name. Enter a name for the new community string

« SNMP Version Information. Select V2C.
o Forthe otherfields on the page, use the default values.

5. Click the [Devices] tab.

| £ Cisco Unified Customer Yoice Portal - Add new Community String - Windows Internet Explorer

@C 3 = [ Tutpss iocabost 443 campiv v2Communtysts 7]

Fle Edt View Favortes Took Help

5 2 Cisco Unified Customer Yoic.

fah oo¢ {22

% - B - o= - Page - Safety - Tools~ @~
Cisco Unified Customer Voice Portal

B

System v

Device Management v  User Managenent »  Buk Adminitration v  SMVR v Tooks v

Signed in as: administrator

My Account | Signout | About | Documentation Search
reb v
V1/V2c SNMP Community String Configuration

[ seve [ savenpepioy P el

Devices
Available Selected *
188.16.133.73 196.18.133.13

198.18.133.62

13
4
* Required.
Save. Save &Deploy |
Copyright © 2014 Cisco Systems, Inc.
=]
5 A N 5:25PM

rstan g e 0 7 B o =
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6. Select one or more of the devices in the Available field, then click the right-arrow icon to move the selected
device(s) to the Selected field.

7. Click the [Save & Deploy] button. A message confirms that the configuration of the SNMP community string
was successfully applied to the selected device(s).

Enabling SNMP in Cisco Unified Intelligence Center (CUIC)

To enable SNMP in Cisco Unified Intelligence Center, perform the following steps:

1. Log in to Cisco Unified Intelligence Cenfer as an administrator.

2. Inthe left panel, click [Network Management], then select SNMP.

cisco  Cisco Unified Intelligence Center Administration
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3. Onthe SNMP Community String Configuration page, under Search Options, click [Find]. The Search
Results section appears.

(VPR Cisco Unified Serviceability

Il Cisco Unified Serviceability

€1S€®  For Cisco Unified Communications Solutions .
administrator

Aarm v Trace v Togls v Sump v Help v

SNMP Community String Configuration

@0 records found. ‘

- Search Opti
Find Community Strings where Name  begins with + Server CUIC1 -
( Community Strings where Name begins with any)

-Search
No active query. Please enter your search eriteria using the options above.

@-  indicates required item.

4. Under Search Results, click [Add New].

5. Enfervalues in the following fields:

[EVPET] Cisco Unified Serviceabilty

il Cisco Unified Serviceability

€ISC0  For Cisco Unified Communications Solutions dministrat b
administrator  About Logout

Abrm v Trace v Togls ¥ Snmp v Help -

ENMP Community String Configuration

[ Save [T Clear Al [ Cancel

@status : Ready

Server= [cuIC1

Community String

Community String Name™ public

-Host TP Addresses
® Accept SNMP Packets from any host © Accept SNMP Packets only from these hosts
Host IP Address
Insert
Host IP Addresses

Remove

Access Privileges™ ReadOnly -

Access Privileg
@notify access privilege is required in order to configure Notification Destinations. ‘

Apply To All Nodes

@~ - indicates required item.

o Community String Name. Enter a name for the new community string.
o Access Privileges. Select ReadOnly.

o Forthe otherfields on the page, use the default values.

6. Click [Save].
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7. Click [OK] to restart the SNMP master agent.

SNMP master agent needs to be restarted in order for these changes to take effect. Itis recommended to restart the SNMP master agent once all the configuration
changes are completed.

Restarting SMMP Master Agent also restarts the Host Resources Agentifitis running.

Master agent restart will take around 1min..

Press OK to restart the SNMP master agent now or Cancel to restart later.

[ 0K ] Cancel

Enabling SNMP in Cisco Finesse Server

To enable SNMP in Cisco Finesse Server, perform the following steps:
1.

Log in to Cisco Unified Operating System Administration as an administrator.
2.

In the top-right corner of the page, in the Navigation field, select Cisco Unified Serviceability and then click
[Gol.

alial.  Cisco Unified Operating System Administration
€1S€0  or Cisco Unified Communications Solutions

Nay Cisco Unified Serviceability
Show v Sefings v Secury v  SoftwarzUpgrades v  Services v Help v

Administrator

Cisco Unified Operating System Administration
System version: 10.5.1.10000-3

VMware Installation: 4 vCPU Intel(R) Xeon(R) CPU E7- 2830 @ 2.13GHz, disk 1: 146Gbytes, 8192Mbytes RAM

Copyright © 1999 - 2011 Cisco Systems, Inc.
l rights reserved.

[his product contains cryptographic features and is subject to United States and local country laws governing import, export, transfer and use. Delivery of Cisco cryptographic products does not imply third-party authority to import, export, distribute or use encryption. Importers,
Exporters, distributors and users are responsible for compliance with U.S. and local country laws. By using this product you agree to comply with applicable laws and regulations. If you are unable to comply with U.S. and local laws, return this product immediately.

u summary of U.S. laws governing Cisco cryptographic products may be found at our Export Compliance Product Report web site.

or information about Cisco Unified Communications Manager please visit our Unified System D

web site.
or Cisco Teshnical Support please visit our Technical Suppart web site.

NOTE: You might be required to enter your login credentials again before proceeding.
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3. Click the [SNMP] tab, then select V1/V2c > Community String.

alli,  Cisco Unified Serviceability B Cisco Unified Serviceabilty
cisco

For Cisco Unified Communications Solutions

Administrator  About

Alsrm v Trace v Togls

2 ][ communny sumg
Cisco Unifiel 4 Notifcation Destmnation
SystemGroup
System version: 10.5 1.10000-3

VMware Installation: 4 vCPU Intel(R) Xeon(R) CPU E7- 2830 @ 2.13GHz, disk 1: 146Gbytes, 8192Mbytes RAM

(Copyright © 1999 - 2011 Cisco Systems, Inc.
Al rights reserved.

[This product contains cryptographic features and is subject to United States and local country laws governing import, export, transfer and use. Delivery of Cisco cryptographic products does not imply third-party authority to import, export, distribute or use encryption. Importers,
fexporters, distributors and users are responsible for compliance with U.S. and local country laws. By using this product you agres to comply with applicable laws and regulations. If you are unable to comply with U.S. and lacal laws, return this product immediately.
2 summary of U.S. laws governing Cisco cryptographic products may be found at our Export Compliance Product Report web site.

FFor information abaut Cisco Unified Communications Manager please visit our Unified System web site.

For Cisco Technical Support please visit our Technical Support web site.

4. Onthe SNMP Community String Configuration page, under Search Options, click [Find]. The Search
Results section appears.

(VR Cisco Unified Serviceability

almli,  Cisco Unified Serviceabi
Isco

For Cisco Unified Communications Solutions al
administrator

@o records found. ‘

-Search Opti
Find Community Strings where Name  begins with ~ Server® CUICT -
( Community Strings where Name begins with any)

~Search It

Mo active query. Please enter your search eriteria using the options above.
Add New

@+ - indicates required item.

5. Under Search Results, click [Add New].
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6. Entervalues in the following fields:

| Cisco Unified Serviceability [EVERRE Cisco Unified Serviceability
©  For Cisco Unified Communications Solutions

i
cise

administrator

Alarm v Trace v Togh v Snmp v Help v

SNMP Community String Configuration

(& Save I Clear All [y Cancel

@status : Ready ‘

Server= | cuIC1

Community String Infor

Community String Name™ public ‘

-Host IP Addresses

® Accept SNMP Packets from any host © Accept SNMP Packets only from these hosts
Host IP Address
Insert
Host IP Addresses

|| Remove

Access Privileg:

Access Privileges® ReadOnly h
@notify access privilege is required in order to configure Notification Destinations.

Apply To All Nodes

@~ _ indicates required item.

o Community String Name. Enter a name for the new community string.
o Access Privileges. Select ReadOnly.

o Forthe otherfields on the page, use the default values.

7. Click [Save].
8. Click [OK] to restart the SNMP master agent.

SNMP master agent needs to be restarted in order forthese changes to take effect. Itis recommended to restart the SNMP master agent once all the configuration
changes are completed

Restarting SNMP Master Agent also restarts the Host Resources Agent ifitis running.
Master agent restart will take around 1min..

Press OK to restart the SNMP master agent now or Cancel to restart later.

Creating an SNMP Credential for Unified Contact Center Enterprise

To configure the Sciencelogic platform to monitor Cisco Unified Contact Center Enterprise (UCCE), you must
create an SNMP credential. This credential allows the Dynamic Applications in the Cisco: Contact Center
Enterprise PowerPack to communicate with your UCCE account.

To configure an SNMP credential for UCCE:

1. Gotothe Credential Management page (System > Manage > Credentials).
2. Click the [Create] button.
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3. Inthe drop-down list that appears, select SNMP Credential. The Credential Editor page appears:

Credential Editor X

Create New SNMP Credential Resat
Basic Settings
Profile Name SNMP Version
[ | [[SNMP V2] v
Port Timeout{ms) Retries
[181 | [1500 | [1 ]
SNMP V1/V2 Settings
SHNMP Community {Read-Only} SNMP Community (Read/\\rite)
SNMP V3 Settings
Security Name Security Passphrase
Authentication Protocol Security Level SNMP %3 Engine ID
[MD5] ¥ | | [ Authentication Cnly ] v
Context Name Privacy Protocol Privacy Pretocol Pass Phrase
[DES] v

In the Profile Name field, enter a name for the credential.
In the SNMP Version field, select SNMP V2.
In the SNMP Community (Read Only) field, enter the community string for the UCCE services.

N

Optionally, supply values in the other fields in this page. In most cases, you can use the default values for the
other fields.

8. Click the [Save] button.

Compiling SNMP MIBs for Unified Contact Center Enterprise

You must manually compile some of the Management Information Base (MIB) files that are required for monitoring
Cisco Unified Contact Center Enterprise in the Sciencelogic platform. To compile these MIBs, perform the
following steps:

1. Gotothe MIB Compiler page (System > Tools > MIB Compiler).

2. Locate the CISCO-CONTACT-CENTER-APPS-MIB and then click its lightning bolt icon (‘f)
3. Repeatstep 2 for the CISCO-CUICAPPS-MIB and the CISCO-CVP-MIB.
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NOTE: The MIB Compiler page displays "Yes" in the Compiled column for the MIBs before these steps are

completed. However, you must still compile the MIBs manually using the lightning bolt icon ().

If the message "MIB File Missing" appears when you click the lightning bolticon (# ), you must download and
import the MIB(s) before compiling them. To do so:

1. Download the MIB(s) you need:

o CISCO-CONTACT-CENTER-APPS-MIB: ftp://ftp.cisco.com/pub/mibs/v2/CISCO-CONTACT-
CENTER-APPS-MIB.my
o CISCO-CUICAPPS-MIB: fip://fip.cisco.com/pub/mibs/v2/CISCO-CUICAPPS-MIB.my

o CISCO-CVP-MIB: ftp://ftp.cisco.com/pub/mibs/v2/CISCO-CVP-MIB.my

Goto the MIB Compiler page (System > Tools > MIB Compiler).

Click the [Import] button.

Click the [Browse] button to locate the downloaded MIB. Select the MIB, and then click the [Import] button.
Click [OK] to confirm.

o A N

6. On the MIB Compiler page, locate the imported MIB and click its lightning bolticon () to compile it.

7. lfyou downloaded more than one MIB, repeat steps 2-6 for the additional MIB(s) that need to be imported
and compiled.

Configuring Unified Contact Center Enterprise Monitoring
Using REST API

Some Dynamic Applications in the Cisco: Contact Center Enterprise PowerPack collect data from Cisco Unified
Contact Center Enterprise (UCCE) using the UCCE REST API. These Dynamic Applications require a
Basic/Snippet credential to enable the Sciencelogic platform to communicate with your UCCE account. An
example Basic/Snippet credential that you can edit for your own use is included in the Cisco: Contact Center
Enterprise PowerPack.

To create a Basic/Snippet credential to monitor UCCE:
1. Gotothe Credential Management page (System > Manage > Credentials).

2. Locate the Cisco: CCE Sample Credential, then click its wrench icon ( a). The Edit Basic/Snippet
Credential modal page appears.
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3. Entervalues in the following fields:

Credential Editor [157] X

Edit Basic/Snippet Credential #157 New Reset

Basic Settings
Credential Name
[Cisco: CCE Sample Credential |

Host P Port Timeout{ms)
[0 | [ra90 | (60000 |

Username Password
[administrator | [rrsnnsas |

T

o Credential Name. Enter a new name for the credential.

« Hostname/IP. Enter "%D".

o Port. Enter"7890".

o Timeout. Enter"60000".

o Username. Enfer the username for a user with administrator access to the UCCE system.

e Password. Enter the password for the UCCE administrator account.

4. Click the [Save As] button.

5. When the confirmation message appears, click [OK].
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Chapter

Discovering Cisco Unified Contact Center
Enterprise Devices

Overview

The following sections describe the steps required to discover Cisco Unified Contact Center Enterprise devices
with the Sciencelogic platform:

o Discovering Cisco Unified Contact Center Enterprise Component Devices

« Viewing Cisco Unified Contact Center Enterprise Component Devices

Discovering Component Devices in Cisco Unified Contact
Center Enterprise

When you discover your Cisco Unified Contact Center Enterprise (UCCE) instance with the Sciencelogic platform,
the platform auto-aligns a series of Dynamic Applications to discover, configure, and monitor UCCE, Customer
Voice Portal (CVP), Cisco Unified Intelligence Center (CUIC), and/or Finesse services, and all the associated
component devices.

To discover your UCCE instance, perform the following steps:

1. Gotothe Discovery Control Panel page (System > Manage > Discovery).
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2. Click the [Create] button. The Discovery Session Editor page appears:

Discovery Session Editor | Create New New

Resel

Identification Information

Name[ ] e Description l 9

P
IP and Credentials Detection and Scanning Basic Settings

IP Address/Hostname Discovery List Initial Scan Level Discover Model Duplication
) [Eﬂ«'s'tam Default {r ded) v] @ Non-%ﬂMP De\nceas DHE:Pa Pruteaon

o |+ o |+

‘ Scan Throttle . N . N

4 [mrstam Default (e ) Y] Q
" Collection Server PID:
Upload File Port Scan AllIPs (emiz0 V@
Browse for fie... @ | [System Defautt (r ded) @ =
Port Scan Timeout Organization
SNMP Credentials [ System Defautt r ded) v @ | ([System] Y @
L ] @ . Add Devices to Device Group(s)

SNMP . Dretection Method & Port @
Cisco SHMPZ - Example [ ] a Please create a device group first a
Cisco SNMP3 - Example [ Default Method ] -

EMT Default V2 UDP: 161 SNMP D
EM7 Default V3 TCP: 1 - topmux
Internal TCP: 2 - compressnet
IPSLA Example TCP: 3 - compressnet
LifeSize: Endpoint SNMP TCP. 5-rje
netapp_Tmode_snmp TCP: T - echo
netapp_cmode_snmp - TCP: 9 - discard
TCP: 11 - systat
" TCP: 13 - daytime
Other Credentials
[ ] 0 TCP: 17 - qotd
Basic/Snippet sy
. - TCP: 19 - chargen
EEDEElETaL [ TCP: 20 - fip-data >
Cisco CUCM Example KATE
Cfscu ACI Interface Inventory Timeout (ms)
Cisco: ACI 2 500000 @
Cisco: ACI 2
Cisco: ACI Sample Credential 1 Maximum Allowed Interfaces o
Cisco: ACI Sample Credential 2 10000 Q
E::”Cdk'g;’ Ex;mple Bypass Interface Inventory Ay Device Template
- —Xamp v oe [ Choose a Template | v @
Log Al
| sae ] 0e

3. Supply values in the following fields:

« IP Address/Hostname Discovery List. Enter the IP address(es) or the range of IP addresses for the
UCCE, CVP, CUIC, and/or Finesse services you want to discover.

« SNMP Credentials. Selectthe SNMP credential you created.
« Other Credentials. Select the Basic/Snippet credential you created.
4. Optionally, supply values in the other fields in this page. For a description of the fields in this page, see the
Discovery & Credentials manual.

5. Click the [Save] button.

6. The Discovery Control Panel page refreshes. Click the lightning bolt icon ( ' 4 ) for the discovery session
you created.

7. Inthe pop-up window that appears, click the [OK] button. The Discovery Session page displays the
progress of the discovery session.
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Viewing Cisco Unified Contact Center Enterprise Component
Devices

When the Sciencelogic platform discovers your Cisco Unified Contact Center Enterprise (UCCE), Customer Voice
Portal (CVP), Cisco Unified Intelligence Center (CUIC), or Finesse services, the platform creates component
devices that represent each component in those services.

In addition to the Device Manager page, you can view all associated component devices in the following places
in the user interface:

o The Device View modal page (click the bar-graph icon ['.d] for a device, and then click the Topology tab)
displays a map of the selected device and all of the devices with which it has parent-child relationships.
Double-clicking any of the devices listed reloads the page to make the selected device the primary device:

Device View Reset Guide

I Compenent Mapping

Customer
| Voice Portal

1N D il 2
1028103

CVP Ic™Mm | ‘ CVPIVR 1|

B 5

CVP SIP | CVP VXML

CVP H323
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o The Device Components page (Registry > Devices > Device Components) displays a list of all root devices
and component devices discovered by the Sciencelogic platform, in an indented view, so you can easily
view the hierarchy and relationships between child devices, parent devices, and root devices. To view the
component devices associated with your service, find the UCCE, CVP, CUIC, or Finesse device and click its
plusicon (+):

Components | Devices Found [25] Actions Reset Guide
Device Curtent Collection Collection
Device Name « 1P Address Category Device Class | Sub-class DD Organization State Growp State
1 - 1028103 ContactCenter ~ Cisco Systems | Voice Portal (CVP) 17713 System A\ Heattnhy [TeVe} Unavailable mx L]
Device Creny Colection Collection

Device Name « 1P Address Category Device Class | Sub-class DID Organization State =
I v - ContactCenter  Cisco Systems | CCE H323 Instance 22007 System A eanny veue Unavailable s |
il = ContactCenter ~Cisco Systems | CCE ICM Instance 22005 System A Heattny [elte] Unavailable moa O
- ContactCenter ~ Cisco Systems | CCE VR Instance. 22006 System A Heatthy [ (ST Unavailable (= 3= )
= ContactCenter ~ Cisco Systems | CCE SIP Instance 22008 System A Heattny [e0e] Unavailable moa O
- ContactCenter ~ Cisco Systems | CCE VXML Instance 22004 System 1 Heathy [ (ST Unavalable (= 3= )
2+ 10.20.1.79 ContactCenter  Cisco Systems | Voice Portal (CVP) 17728 System A\ Heatthy (elVe] Unavailable )
3+ '195 18.133.200 Pingable Linux | ICMP 13433 ACI A\ Heattny [T=Ve} Unavailable |,
4+ Service Service | AWS Service 17512 smartint Y veue Active )
5+ - Service: Service | AWS Service 16820  scott CcuG_99 Active |
6 + - Service Microsoft | Azure Services 19024  Azure Root SSH Azure Team A Heatthy [let Active )
7+ - Service: Microsoft | Azure Services 19956  W2k12R2_PS CcUG_94 Active J
AR, ccedata [ RECRERECRR] ContactCenter  Cisco Systems | Contact Center (CCE) 17506 System 1\ Heattny [(eVe] Unavailable )
9+ ®100.13.20 Cluster Cisco Systems | CUCM Cluster 5993 System Y veue Active ||
10, + W 10.168.44.22 Cluster Cisco Systems | CUCM Cluster 6785  System NI veue Active )
1.+ ®10.64.160.10 Cluster Cisco Systems | CUCM Cluster 6641 System A\ Heattny [T=Ve} Active ..
12+ [ ® ¢¢ 18133 62 ContactCenter ~ Cisco Systems | Voice Portal (CVP) 17500 System 1 Heattny [Tt Unavallable @]
3+ ,‘em] a0 ®1009206 EM7 ScienceLogic, Inc. | EM7 Al-in-One 91 sysem _\Minor  CUG_99 Active o |a
14+ $100989 EM7 ScienceLogic, Inc. | EM7 Admin Portal 324 System cueias Active ]
15 + W10.0.13.11 Application F5 Networks, Inc. | BIG-IP Virtual Edition 19850 F50rg A\ Heatthy [ZeIVe} Unavailable ..
16. + [FEUfjiabeenterss I W 10.0.0.55 Servers Microsoft | Windows Server 2012 R2 19761 vCtr Org [EiEeRN vCuG Unavailable ]
17. + I — Account Microsoft | Office 365 Account 18233 Office_365 A\ Heatthy [SVSREE) Active .||
18+ I * - Account Microsoft | Office 365 Account 17486 Office365 FMA [\ Healtny [=Ve] Active ]
19. + ' Account Microsoft | Office 365 Account 17299 Officedss FMA A\ Heatthy [[SVe} Active L
20. + ®10.5.100.2 Switches Cisco Systems | Nexus 5548UP 6440 System [\ Heattny [=Ve] Unavailable ]
21 + ®105.100.3 Switches. Cisco Systems | Nexus 5548UP 6439 System A\ Heatthy [SVe} Active L
22 + ®10.5.100.8 SAN NetApp | Cluster 19713 vCir Org [\ Heattny [=Ve] Unavailable ]
28 + - Cloud Service | SoftLayer Service 16722 SoftLayer I\ Heaitny [SUENEE) Active .
2 + SoflLayer Jeremy - Service Service | AWS Service 17436 SoftLayer Jeremy ) Heaitny (et Active 0]

2. + Test Thresholds EM-6696 Virtual Virtual Device | Content Verification 6750 EM-6696 A\ Heathy [ZeV Active I

{Select Action]

o The Component Map page (Views > Device Maps > Components) allows you fo view devices by root
node and view the relationships between root nodes, parent components, and child components in a map.
This view makes it easy to visualize and manage root nodes and their components. The Sciencelogic
platform automatically updates the Component Map as new component devices are discovered. The
platform also updates each map with the latest status and event information. To view the map for your
UCCE, CVP, CUIC, or Finesse service, go to the Component Map page and select the map from the listin
the left NavBar. To learn more aboutthe Component Map page, see the Views manual.

Device Component Map Reset

fp W ey |FETITE— E—

Trace _Filter_Screenshot

Customer

Voice Portal |
\XD o 2
02810

Bl
CVP H323 CVPSIP
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Chapter

4

Cisco Unified Contact Center Enterprise
Dashboards

Overview

This chapter describes the dashboards that are included in the Cisco: Contact Center Enterprise PowerPack.

Device Dashboards

The Cisco: Contact Center Enterprise PowerPack includes device dashboards that provide summary information
for Contact Center Enferprise component devices. The following device dashboards in the Cisco: Contact Center
Enterprise PowerPack are aligned as the default device dashboard for the equivalent device class:

» Cisco: CCE Admin and Data Server
« Cisco: CCE Call Router

o Cisco: CCE Campaign

o Cisco: CCE CTI Gateway

o Cisco: CCE CTI Object Server

o Cisco: CCE Dialer

o Cisco: CCE Logger

o Cisco: CCE Peripheral Gateway
» Cisco: CUIC

o Cisco: CYPH323

« Cisco: CVPICM
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Cisco: CVPIVR

Cisco: CVP Reporting

Cisco: CVP SIP

Cisco: CVP VXML

Host Resource and IF MIBS+Topology

Cisco: CCE Admin and Data Server

Summary Performance Configs

| Eens | Tekes | o e ]| Organization | Assel ]

Device Dashboard: | Cisco. CCE Admin and Data Server ¥
-
Dy am= |0 Dist&W Distributor 2 ‘Component Device
UC.ContactCenter
CCE Administration and Data Server
0 days, 00:00:00 CCE Data Store |
CUG | em7_ao
ICM Distributor - DB Wrile Average Time Elements
)
i)
0.05n= There are no events or tickets for this device - o
be
0.025ns 7| @.
Ons T T T b
18. Mar 04:00 08:00 i
[ — DB Write Records Processed ] <t
DB Write Records Received ‘Queue Depth Wiite Average Time
0.07Records 0.07ns
1T
0.06Records 0.08ns
0.05Recards | 0.6 Transactions 0.05ns |
0.04Records | 0.04ns |
0.8 Transactions
0.03Records | 0.03ns |
0.4 Transactions
0.02Records 0.02ns.
0.01Records 7| 0.01ns 7|
0.2Transactions
ORecords 15 Mar 04:00 0s'00 on= 18 Mar 04:00 08:00
T ot
— Agent DB Wrile Reds Processed ransactions 18. Mer 0400 0e00 — Agent DB Write Average Time
—— CallType DB Write Reds Processed —— CallType DB Write Average Time
Service DB Write Rcds Processed — Agent Queue Depth — CallType Queue Depth Service DB Write Average Time
—— Route DB Write Rcds Processed Service Queue Depth — Route Queue Depth —— Route DB Write Average Time
= Agent Skill Group DB Write Rcds Processed = Agent Skill Group Queue Depth = Agent Skill Group DB Write Avg Time

The Cisco: CCE Admin and Data Server device dashboard displays the following information:
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The basic information about the device
A list of active events and open tickets associated with the device

A count of, and links to, the elements associated with the device

Four instances of the Multi-series Performance Widget that display the following metrics frended over the last

12 hours:

o DB Write Average Time
o DB Write Records Processed
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o Queue Depth

o Write Average Time

Cisco: CCE Call Router

e | tees [T s oo | s

Device Dashboard: | Cisco: CCE Call Router ¥

= 10 Router RouterA 1 M.

5 CCE Call Router

0 days, 00:00:00 CCE Call Router |
r CUG|em7_ao

»

Numiber of Logged In Agents Elements [1]

l20agents Y
8 o
There are no events or tickets for this device -5
10Agents | - =B
2
OAgents 0400 0s'00 08'00 _ g
-
Router Calls Per Sec (Last 12 hours) Router Calls In Progress (Last 12 hours) Peripheral Gateway and NIC Counts
|2PGs Enabled |
0.05Csls/Ses 10Gals 0.05Nic:
1PGs Enabled 7|
0.025Csls/Sec 5Calks |
oeslsises 1. Mar 04700 ogao | 07 18. Mar 04’00 psign 758 Enavied 18. Mar 08t00 S
[ — Router PGs Enabled Count — Router Nic Count ]
No Malching Data (Last 12 hours) No Matching Data (Last 12 hours) Ho Malching Data (Last 12 hours)
I.ﬂ:] 13.'MB[ I]EII]I] :Iﬁ!:l:] :IQ‘ ‘.:I:I 18 ‘Mar :I3‘.:I:I I]ﬁf:l:l :IQ! 13.‘Mar :H‘I]I] JB‘I]I]

The Cisco: CCE Call Router device dashboard displays the following information:

o The basic information about the device
« Alist of active events and open tickets associated with the device
o A count of, and links to, the elements associated with the device
« Seven instances of the Multi-series Performance Widget that display the following metrics trended over the
last 12 hours:
o Number of Logged In Agents
o Router Calls Per Sec
o Cadlls In Router and Calls In Queue

o Router Calls In Progress

o Pending PQA Agent Count

Cisco Unified Contact Center Enterprise Dashboards 25



o Peripheral Gateway and NIC Counts
o Pending PQ Count

Cisco: CCE Campaign

Device Dashboard: | Cisco: CCE Campaign ¥

= Component Device
+ UC.ContactCenter
= CCE Campaign

0 days, 00:00:00 CCE Campaign |
© CUG | em7_ao

Vitals [Current] Elements

Overall Heskn

itals [Average]
Aval (24 Hr)

4 Hr) Unknown ms

There are no events or tickets for this device

FPERvOEaaBEE

1Messsges
0.05Messages |

0.5Messages
0.025Messages 7|

OMessages OMesssges

T T T T T
18. Mar 04:00 0s8:00 18. Mar 04:00 08:00

— Avg Queue Time (Messages) — Queue Depth (Messages)

Database Ufilization Do Not Call Number Count

0.05% 0.05Entries
0.025% | 0.025Entres |
o 2200 18 Mar 0200 0400 08'00 0800 OEntres g 13 Mar 0300 0s'0a 08
— DB Utilization (%) [ — Do Not Call Number Count (Entries)

The Cisco: CCE Campaign device dashboard displays the following information:
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The basic information about the device
The current health, availability, and latency for the device
A list of active events and open fickets associated with the device
A count of, and links to, the elements associated with the device
Five instances of the Multi-series Pedformance Widget that display the following metrics trended over the last
12 hours:
o Active Dialers
o Average Queue Time
o Queue Depth
o Database Utilization

o Do Not Call Number Count
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Cisco: CCE CTI Gateway

Device Dashboard: | Cisco: CCE CTI Gateway v

I T
[ oo [ e

IDCGCGIA4

) 2262

Cisco Systems
System
BS-snmpsim-CCE

Device Name

= Component Device
v UC.ContactCenter
s CCE CTI Gateway
0 days, 00:00:00

© CUG|em7_ao

itals [Current]

Overail Heatth

itals [Average]
Avail, (24 He)

4 Hr) Unknown ms

There are no events or tickels for this device

Elements

(]

=
&

TROPEEEE

4

Talking Agents Session Counts - Open and Tolal Sessions

»

4Sessions |

|2Sessions |

T T T T
02:00 04:00 08:00 0s:00

— Mo Matching Data

T T
22:00 18. Mar

T T y !
0Sessians 22:00 18, Msr 02:00 04:00

[ — Open Sessions — Mo Matching Data ]

T T
06:00 08:00

Ready Agent Count and Logged In Agent Count ‘Session Counts - Failed, Closed, and Unknown Total Sessions

T T T T
02:00 04:00 08:00 0s:00

— Mo Matching Data

T T
22:00 18. Mar

T T
02:00 04:00

— Mo Matching Data

T T
22:00 18. Mar

T
06:00

T
08:00

The Cisco: CCE CTI Gateway device dashboard displays the following information:

The basic information about the device

The current health, availability, and latency for the device
A list of active events and open fickets associated with the device

A count of, and links to, the elements associated with the device

12 hours:

Talking Agents

o Ready Agent Count and Logged In Agent Count
o Session Counts - Open and Total Sessions
o Session Counts - Failed, Closed and Unknown Sessions

Cisco Unified Contact Center Enterprise Dashboards
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Cisco: CCE CTI Object Server

Close

[ reen [ oo [ ]

Evenis
Device Dashboard: | Cisco: CCE CTI Object Server ¥

[ oo [ s |

= 10 CTIOS CTIOS1 5

= Component Device
UC.ContactCenter
‘CCE CTI Object Server
0 days, 00:00:00

o CUG | em7_ao

CCECTIOS
1O

10 CTIOS CTI

4

Active Clients and Call Count Tickets and Events

1. Cisco: CCE CTI Object Server (1854) call(s) failed

0.05Calis 7|

0.025Calis |
acals 18. Mar 04:00 u8:00
[ = Aclive Client — Mo Malching Data I
Active Monitors Client and CTI Message Rale
0.05Monitors |

0.025Monitors |

Elements

PR agEER

y T T T T T T
Otenters 18. Mar 04:00 0s:00 18. Mar 03:00 0s:00

T T T
13. Mar 04:00 08:00

00
— Active Monitors — Mo Matching Data — No Matching Data
‘Configured Agents Configured Teams and Skill Groups Transfer Count and Call Failed Count
00 18, I!'.'\Bl JE‘JJ :IGIJJ :IQI::I 00 1B.II'.‘IEr :I3::I:I :IB‘::I:I JQIJ 18 ‘Mal J!IJJ :IB::I:I
— No Matching Data — Mo Matching Data — No Matching Data

The Cisco: CCE CTI Object Server device dashboard displays the following information:

o The basic information about the device
o Alist of active events and open tickets associated with the device
o A countof, and links to, the elements associated with the device

« Seven instances of the Multi-series Performance Widget that display the fol
last 12 hours:

o Active Clients and Call Count

o Active Monitors

o Configured Agents

o Clientand CTl Message Rate

o Configured Teams and Skill Group

o Queve Sizes

o Transfer Count and Call Failed Count
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Cisco: CCE Dialer

Topology | Gonigs | e | Wi ] tess |
Device Dashboard: | Cisco. CCE Dialer ¥
Device Name |0 Dialer Dialer 6
2263
= Cisco Systems
n oy CCE Dialer
BS-snmpsim-CCE Gn  CUG|em7_ao
Poris Used and Ports Blocked (Percentage) Elements
75% B
0% There are no events or fickets for this device Ac b2l
b=
[25% g
0% T T T &
18. Mar 04:00 08:00 ﬁ
[—%Pnrts Used — % Ports Bmcken] &
Port Counts Agents Taking Cal Counis
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10Ports |
0.025Agents |
QPorts T T T
18. Mar 04:00 08:00
Ohgems 18, Mar 04100 08700 18 Mar 0400 0ston
= Configured Ports — Idle Ports Busy Reservation Porls
—— Busy Customer Ports — Blocked Ports — Talking Agents — Mo Matching Data
Call Attempts Ports Actively Dialling Queue Depth
1.05Messages |
1Messages |
T T T T T T T e T T T
18. Mar 03:00 08:00 0g:00 18. Mar 03:00 08:00 00:00 18. Mar 04:00 08:00
— No Matching Data — No Matching Data — Queue Depth

The Cisco: CCE Dialer device dashboard displays the following information:

o The basic information about the device
o Alist of active events and open tickets associated with the device

o A countof, and links to, the elements associated with the device

« Seven instances of the Multi-series Performance Widget that display the following metrics trended over the

last 12 hours:

o Ports Used and Ports Blocked
o Port Counts

o Call Attempts

o Agenis Talking

o Ports Actively Dialing

o Call Counts

o Queue Depth
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Cisco: CCE Logger

Device Dashboard: | Cisco: CCE Logger ¥
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The Cisco: CCE Logger device dashboard displays the following information:

o The basic information about the device
o The current health, availability, and latency for the device
o Alist of active events and open tickets associated with the device

o A countof, and links to, the elements associated with the device

o Three instances of the Multi-series Performance Widget that display the following metrics trended over the

last 12 hours:

o Average DB Write Time
Number of Database Records Written/Second

[e)

o Number of Database Records Processed
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Cisco: CCE Peripheral Gateway

[ B | teen [ o e

Device Dashboard: | Cisco: CCE Peripheral Gateway v
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The Cisco: CCE Peripheral Gateway device dashboard displays the following information:

The basic information about the device
A list of active events and open fickets associated with the device

A count of, and links to, the elements associated with the device

last 12 hours:

Agent Counts
Call Counters

PIM Count

Communications Manager PIM Counts (Agent and Call Counts)

VRU PIM - Calls at VRU and VRU TCP Connection Resets
VRU PIM - New Calls/Second and Pre-Routed Calls/Second

Cisco Unified Contact Center Enterprise Dashboards

Seven instances of the Multi-series Performance Widget that display the following metrics trended over the

Communications Manager PIM Counts (Messages/sec and Calls/Second)
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Cisco: CUIC

Evenis
Pevice Dashboard:

Cisco: CUIC ¥
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The Cisco: CUIC device dashboard displays the following information:
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The basic information about the device

A list of active events and open tickets associated with the device

A count of, and links to, the elements associated with the device

Seven instances of the Multi-series Performance Widget that display the following metrics trended over the
last 12 hours:

o Vitals

o Database Performance

o Security Performance - Users

o Reporting Engine Performance - Real Time Reports

o Security Performance - Login Failed Attempts

o Reporting Engine Performance - Historical Reports

o Scheduler Performance
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Cisco: CVP H323
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The Cisco: CVP H323 device dashboard displays the following information:

« The basic information about the device
« Alist of active events and open tickets associated with the device
» A countof, and links to, the elements associated with the device
« Seven instances of the Multi-series Performance Widget that display the following metrics trended over the
last 12 hours:

o Vitals

o H323 CPU Usage

o H323 Memory Usage

o H323 Call Arrival Rate and Call Transfer Rate

o Prompts Not Found and Critical Media

o H323 Call Transfers and Redirects

o Average New Call Latency
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Cisco: CVP ICM
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The Cisco: CVP ICM device dashboard displays the following information:

o The basic information about the device
o The current health, availability, and latency for the device
« Alist of active events and open tickets associated with the device
o A count of, and links to, the elements associated with the device
« Sixinstances of the Multi-series Performance Widget that display the following metrics frended over the last
12 hours:

o Active Calls

o Total Calls

o Video Calls

o Active ICM Lookup Requests

o SIP and H323 Call Legs

o Active VRU Call Legs
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Cisco: CVP IVR
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The Cisco: CVP IVR device dashboard displays the following information:

o The basic information about the device
o Alist of active events and open tickets associated with the device
o A countof, and links to, the elements associated with the device
« Seven instances of the Multi-series Performance Widget that display the following metrics trended over the
last 12 hours:

o Active Calls

o New Call Requests and HTTP Requests

o Agent VCR Control Invocations

o HTTP Requests

o Agent Initiated Recording

o Max Full Video Calls

o Agent Pushed Video
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Cisco: CVP Reporting
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The Cisco: CVP Reporting device dashboard displays the following information:

o The basic information about the device

o The current health, availability, and latency for the device

o Alist of active events and open tickets associated with the device

o A countof, and links to, the elements associated with the device

o Fourinstances of the Multi-series Performance Widget that display the following metrics frended over the last
12 hours:

Database Writes

o VXML Events

IVR Events

SIP Events

o

o

o
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Cisco: CVP SIP
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The Cisco: CVP SIP device dashboard displays the following information:

o The basic information about the device
« Alist of active events and open tickets associated with the device
o A count of, and links to, the elements associated with the device
« Seven instances of the Multi-series Performance Widget that display the following metrics trended over the
last 12 hours:

o Active Calls

o Total Calls

o Total Call Legs

o Video Calls

o Average Latency

o Failed Transfer Calls - Pre Dialog Calls

o Failed Transfer Calls - Post Dialog Calls
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Cisco: CVP VXML
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The Cisco: CVP VXML device dashboard displays the following information:

o The basic information about the device
o The current health, availability, and latency for the device
« Alist of active events and open tickets associated with the device
o A count of, and links to, the elements associated with the device
« Sixinstances of the Multi-series Performance Widget that display the following metrics frended over the last
12 hours:

o Sessions

o Reported Events

o |ICM Look Up Requests

o |ICM Look Up Responses

o |ICM Look Up Success

o |ICM Look Up Fails
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Host Resource and IF MIBS+Topology
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The Host Resource and IF MIBS + Topology device dashboard displays the following information:

« The basic information about the device
o The current health, availability, and latency for the device
« Alist of active events and open tickets associated with the device

o A count of, and links to, the elements associated with the device

« Twoinstances of the Multi-series Performance Widget that display the following metrics frended over the last

12 hours:

o Vitals

o Storage Utilization
« Two additional widgets that display the following information:

o Top 10 Inferfaces by Bit Rate (Average Last Hour)

o Atopology map displaying the component device and its parent-child relationships
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