»

Sciencelogic

Monitoring Cisco Viptela

Cisco: Viptela PowerPack Beta version 101



Table of Contents

IMtrOdUC ON < 3
What is Cisco Viptelog ... 4
What Does the Cisco: Viptela PowerPack Monitore ... 4
Installing the Cisco Viptela PowerPack . .. o 5

Configuration and DISCOVeNY ... ... i 6
Prerequisite for Monitoring Cisco Viptela . ... o . 6
Configuring a Credential for Cisco Viptela .. ... o el 6
Creating a Cisco Viptela Virtual Device .. ... 8
Aligning Dynamic Applications to the Virtual Device ... ... oo 8

Configuring the Device Template ... 9
Using the Device Template to Align Dynamic Applications to the Component Device .................... 10
Viewing Information About the Cisco Viptela System ... L 12

Dashboards ..l 14
Cisco Viptela vEdge Dashboard . ... L 15
Cisco Viptela vManage Dashboard . ... .. 16

Cisco Viptela vSmart and vBond Dashboard ... . .. 17



Chapter

Introduction

Overview

This manual describes how to monitor Cisco Viptela devices in SL1 using the Cisco Viptela PowerPack.

The following sections provide an overview of Cisco Viptela devices and the Cisco Viptela PowerPack:

What is Cisco Viptela g 4
What Does the Cisco: Viptela PowerPack Monitor2 ... ... il 4
Installing the Cisco Viptela PowerPack ........ ... . . e 5

NOTE: Sciencelogic provides this documentation for the convenience of Sciencelogic customers. Some of
the configuration information contained herein pertains to third-party vendor software that is subject fo
change without notice to Sciencelogic. Sciencelogic makes every attempt to maintain accurate
technical information and cannot be held responsible for defects or changes in third-party vendor
software. There is no written or implied guarantee that information contained herein will work for all
third-party variants. See the End User License Agreement (EULA) for more information.




What is Cisco Viptela?

Cisco Viptela provides a cloud-based, software-defined wide area networking (SD-WAN) solution. Cisco Viptela
includes advanced routing, segmentation, and security capabilities for enterprise networks. Cisco Viptela's cloud-
based network management and orchestration technologies help you deploy and manage the latest WAN
architectures.

What Does the Cisco: Viptela PowerPack Monitor?

To monitor Cisco Viptela resources using the Sciencelogic platform, you must install the Cisco ViptelaPowerPack.
This PowerPack enables you to discover, model, and collect data about Viptela resources.

The Cisco Viptela PowerPack includes:

o Example credentials that you can use as femplates to create SOAP/XML credentials to connect to Viptela
o The "Cisco: Viptela vManage Template" for aligning all dynamic applications to the root component device
« Dynamic Applications to discover, model, and monitor performance metrics or collect configuration data for
the following Cisco Viptela resources:
e vManage
« vSmart Controller
« vEdge Routers

o vBond Orchestrator

o Device Classes for each type of Cisco Viptela device monitored:
o vBond Orchestrator
« vEdge
« vEdge Cloud
o vEdge 100
« vEdge 1000
« vEdge 5000
« vEdge 2000
o vEdge 100-B
o vEdge 100-M
o vEdge 100-WM
« vEdge Container
e vManage

o vSmart Controller
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« Event Policies and corresponding alerts that are triggered when Viptela resources meet certain status criteria

o Dashboards that display information about Cisco Viptela component devices

Installing the Cisco Viptela PowerPack

Before completing the steps in this manual, you must import and install the latest version of the Cisco Viptela
PowerPack.

TIP: By default, installing a new version of a PowerPack overwrites all content from a previous version of that
PowerPack that has already been installed on the target system. You can use the Enable Selective
PowerPack Field Protection setting in the Behavior Settings page (System > Settings > Behavior) to
prevent new PowerPacks from overwriting local changes for some commonly customized fields. (For
more information, see the System Administration manual.)

To download and install a PowerPack:

1. Download the PowerPack from the Sciencelogic Customer Portal.

Go to the PowerPack Manager page (System > Manage > PowerPacks).

In the PowerPack Manager page, click the [Actions] button, then select Import PowerPack.

I

The Import PowerPack dialog box appears:

Import PowerPack™

[Browse far file... | Browse...

License: | |

5. Click the [Browse] button and navigate to the PowerPack file.

6. When the PowerPack Installer modal page appears, click the [Install] button to install the PowerPack.

NOTE: If you exit the PowerPack Installer modal without installing the imported PowerPack, the imported
PowerPack will not appear in the PowerPack Manager page. However, the imported PowerPack
will appear in the Imported PowerPacks modal. This page appears when you click the [Actions]
menu and select Install PowerPack.

Installing the Cisco Viptela PowerPack
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Chapter

Configuration and Discovery

Overview

The following sections describe how to configure and discover Cisco Viptela resources for monitoring by SL1 using
the Cisco Viptela PowerPack:

Prerequisite for Monitoring Cisco Viptela ... ... 6
Configuring a Credential for Cisco Viptela ... .. . . 6
Creating a Cisco Viptela Virtual Device .. ... ... . 8
Aligning Dynamic Applications to the Virtual Device ... ... ... .. .. ... ... 8

Configuring the Device Template ... L 9

Using the Device Template to Align Dynamic Applications to the Component Device ........................ 10
Viewing Information About the Cisco Viptela System ... . . .. ... 12

Prerequisite for Monitoring Cisco Viptela

To configure the SL1 system to monitor Cisco Viptela resources using the Cisco Viptela PowerPack, you must first
know the credentials (username and password) for a user account that has access to the Cisco Viptela system. The
user account must have read-all access.

Configuring a Credential for Cisco Viptela

To configure SL1 to monitor Cisco Viptela devices, you must first create a SOAP/XML credential. This credential
allows the Dynamic Applications in the Cisco Viptela PowerPack) to use your Cisco Viptela user account fo retfrieve
information from the Cisco Viptela devices.

Prerequisite for Monitoring Cisco Viptela 6



The PowerPack includes an example SOAP/XML credential that you can edit for your own use.

To configure a SOAP/XML credential to access Cisco Viptela:

1. Gotothe Credential Management page (System > Manage > Credentials).

2. Locate the Viptela Credential Example - SOAP/XML credential, and then click its wrench icon ( P) The

Edit SOAP/XML Credential modal page appears:

Edit SOAP/XML Credential #50

Reset

Basic Settings Soap Options
Profile Name Content Encoding Method HTTP Wersion Embedded Password [%F]
[\.l'iphela Credential Example ] [[text,.’xml] v] [[POST] v] [[H'I'I'P,.’:l.l] v] [

J

URL [ hitp(s)://Host: Port/Path | %D = Aligned Device Address | %N = Aligned Device Host Name ]

Embed Value [%1]

Embed Value [%2]

[nttps:/fURL: 443

]

[False

I

J

HTTP Auth User HTTP Auth Password Timeout (zeconds)

Embed Valug [%3]

Embed Value [%4]

[<username > | [sonsssss | 10

]

Proxy Settings

Hostname/IP Port User

Password

o J

CURL Options

CAIMFO A
CAPATH

CLOSEPOLICY
CONNECTTIMEQOUT

COOKIE

COOQKIEFILE

COOKIEJAR

COOKIELIST

CRLF

CUSTOMREQUEST
DNSCACHETIMEQOUT W

HTTP Headers
+ Add a header

Sawve

3. Complete the following fields:

« Profile Name. Type a name for the Cisco Viptela credential.
« Content Encoding. Select fext/xml.

o Method. Select POST.

e HTTP Version. Select HTTP/1.1.

o URL. Type the URL and port for the Cisco Viptela system, using the following format: https://URL:443.

For example, https://my.viptela.system:443.
o HTTP Auth User. Type the Cisco Viptela account username.

o HTTP Auth Password. Type the Cisco Viptela account password.

» Timeout (seconds). Type "10".

4. Forthe remaining fields, use the default values, and then click the [Save As] button.

Configuring a Credential for Cisco Viptela




Creating a Cisco Viptela Virtual Device

Because the Cisco Viptela service does not have a static IP address, you cannot discover a Cisco Viptela device
using discovery. Instead, you must create a virtual device that represents the Cisco Viptela service. A virtual
device is a user-defined container that represents a device or service that cannot be discovered by SL1. You can
use the virtual device to store information gathered by policies or Dynamic Applications.

To create a virtual device that represents your Cisco Viptela service:

1. Go to the Device Manager page (Registry > Devices > Device Manager).

2. Click the [Actions] button and select Create Virtual Device from the menu. The Virtual Device modal page
appears:

Virtual Device x
Create Virtual Device Reset

Device Name [192.0.2.0] |

Organization [System v]
Device Class [Cisco Systems Viptela | vManage o ]
Collector || CUG |

3. Complete the following fields:

« Device Name. Type the system IP address of the Cisco Viptela vManage device. The Sciencelogic
APl request uses this IP address instead of the device name.

« Organization. Select the organization for this device. The organization you associate with the device
limits the users that will be able to view and edit the device. Typically, only members of the
organization will be able to view and edit the device.

« Device Class. Select Cisco Systems Viptela | vManage.

o Collector. Select the collector group that will monitor the device.

4. Click [Add] to create the virtual device.

Aligning Dynamic Applications to the Virtual Device

A device template allows you to save a device configuration and apply it to multiple devices. The Cisco
ViptelaPowerPack includes the "Cisco: Viptela vManage Template," which enables the SL1 to align all Dynamic
Applications to the root component device.

Creating a Cisco Viptela Virtual Device



Configuring the Device Template

Before you can use the "Cisco: Viptela vManage Template," you need to configure the template so that each
dynamic application in the template aligns with the credential you created earlier.

To configure the Viptela device template:

1. Gotothe Configuration Templates page (Registry > Devices > Templates).

2. Locate the "Cisco: Viptela vManage Template" and click its wrench icon (P) The Device Template Editor
modal page appears.
3. Click the [Dyn Apps] tab. The Editing Dynamic Application Subtemplates page appears:
Device Template Editor | Editing Dynamic Application Subtemplates (Click field labels to enable/disable them)
| plate Name [Cisco: Viptela vManage Template ] |
Svc Policies
Subtemplate Selection Template Application Behavior
4 _9« Align Dynamic Application With
2: _d.. | All devices (align new applications and update collection states)
i. App: Cisco: Viptela viManage Devigh Dynamic Application Settings
5. App: Cisco: Viptela vSmart Controg™ Dynamic Application
8. _9« | Cisco: Viptela Component Counts
7. App: Cisco: Viptela vBond Di
8 _DD Eco /e Vo lscuvg Credentials Poll Rate
9. App: Cisco: Viptela vManage Sysig” Ji|Viptela Credential Example » | | Every 1 Minute
: 4 — " Dynamic Application Presentation Object({s)
BFD Count by Device state | Enabled
Control Count by Device state | Enabled
OWP Count by Device state | Enabled
vBond Count by Device state | Enabled
vEdge Count by Device state | Enabled
vSmart Count by Device state | Enabled
Dynamic Application Thresholds
Raw Data Retenti I_J..' ! ! ! L 90| days -
Daity Rollup Retenti L ! L J..'I L 7 days
Hourly Rellup Retenti L ! J..' L ! L 55| days v
4. Inthe Credentials drop-down list, select the credential that you created for Viptela.
5. Click the next Dynamic Application listed in the Subtemplate Selection section on the left side of the page
and then select the credential you created in the Credentials field.
6. Repeatstep 5 until you have selected that credential in the Credentials field for all of the Dynamic
Applications listed in the Subtemplate Selection section.
7. Click [Save].

Aligning Dynamic Applications to the Virtual Device



Using the Device Template to Align Dynamic Applications to the

Component Device

After you have configured the "Cisco: Viptela vManage Template" so that each dynamic application in the
template aligns with the credential you created, you can use that femplate to align the Dynamic Applications to the
root component device for Cisco Viptela.

To use the "Viptela vManage Template" to align Dynamic Applications:

1. Gotothe Device Manager page (Registry > Devices > Device Manager.

2. Onthe Device Manager page, select the checkbox for the root component device.

Device Manager | Devices Found [12]

|_CREATE Asset Record
|_SCHEDULE Maintenance

Device Current Collection Collection swp e
Device Name - P Address Cateqory Device Class | Sub-ciass bD Oraanization State ‘Group. Credentl \/Ersu:n

»( ) ) |Goreamy 9] (

: _——-————-

2 By & 2 Branchi-Routert A4 Netwark Router Cisco Systems Viptela | vEdge Cloud sILo @D A cuez Unavailable moeE O
3 ) % % Branch1-Router2 = = Network Router Cisco Systems Viptela | vEdge Cloud 8  Slo Oeie 1 cuG2 Unavailable - mzZeE O
4 8402 2 DC1-Router! - - Network Router Cisco Systems Viptela | vEdge Cloud 91 sILO ey 4 cucz Unavailable - - mDnodAE O
5 240 2 2 DC1Router2 = - Network Router Gisco Systems Viptela | vEdge Cloud 89 slo msior 0 1 cue2 Unavailable - - mE8d 0
6l & 2 DC2-Routert hd = NetworkRouter Cisco Systems Viptela | VEdge Cloud 8  slo @D & cuc2 Unavailable = - mzo@E O
7. %f & A DC2-Router2 = - Network Router Cisco Systems Viptela | vEdge Cloud 9@ SO msier 1Y CUG2 Unavailable - - mXIRa O
8 2yl 2 2 vBond1 hd = Network Senvice: Cisco Systems Viptela |vBond Orchestrator 84 SILO. @D & cuc2 Unavailable = - mzeE O
9. Bl % 2 vBond-2 = - Network Services Cisco Systems Viptela |vBond Orchestrator 85 SILO msjer 1Y cuc2 Unavailable | [Select Action] ~
10. i & 4 vEdge Container hd = Network Senvices Cisco Systems Viptela | vEdge Container 83 SILO & cue2 Active Administration:

M. B0 % 2 vsmart1 = - Network Senices Cisco Systems Viptela |vSmart Controller 81 SILO (Cmsjer 1 cuc2 Unavailable ’ E‘mdwm
12 B 2 & vsman2 A4 = Network Services Cisco Systems Viptela | vSmart Controller 82 SILO ey & cucz Unavailabls |CLEAR De'(es =

|_FIND Collection Label Duplicates

Change Collection State:
|_Active
|_Disabled

Change User Maintenance Mode:

|_Enabled with Collection

|_Enabled without Colection

|_Disabled

Change Collector Group:
|_cuez
|_CUG_Automation

Move To Organization:
|_backend

LMODIFY By Template: ™[ o

Aligning Dynamic Applications to the Virtual Device
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3.

In the Select Actions field, in the lower right, select the option MODIFY by Template and click the [Go]

button. The Device Template Editor page appears:

Device Template Editor | Applying Template to Devices | Config Template Settings (Click field labels to enablefdisable them)
Template | New / One-off Template v Save When Applisd & Confirmed[ ] Template Name | J
!
| e e T
~| Cisco: CE Series -
Device Preferences
Auto-Clear Events Scan All IPs
SHMP Write | None
Avail Port | ICMP Accept All Logs Dynamic Discovery
"9 Support: Discovery Template Latency Port | ICMP
Avai| UCS Template Daily Port Scans Preserve Hostname
VMware vSphere Template Collector Grp [CUG2
_ Auto-Update Disable Asset Update
Coll. Type | Standard
Critical Ping | Disabled
Bypass Interface
Event Mask | Disabled Inventory
Device Retention & Basic Thresholds
System Latency .-I i 1 100| me Daily Rollup Band‘.‘l.‘:i:g 1 L L Ll 730/ days ~
Hourly Rellup | o | y on| d
Banduiidth Data | T ili——— 120] C2y3
Availability Packet Size | 4 ! : 55| bytes Raw Performance [~ ; A =
-u Data |4 J— days
Availabilty Ping Count i . I 1) pings Daily Rolup [ ; A 750] days
Performance Data = 2
Interface Inventory Settings
Interface Inventory | e - | £00000 ms daximum Alinwed L - - ol interfa,

4. Complete the following fields:

« Inthe Template drop-down list, select Cisco: Viptela vManage Template.

« Inthe Credentials drop-down list, select the credential you created earlier.

5. Click the [Apply] button, and then click [Confirm] to align the Dynamic Applications to the root component

device.

Aligning Dynamic Applications to the Virtual Device



Viewing Information About the Cisco Viptela System

You can view all the devices, virtual devices, and component devices in the Cisco Viptela system in the following
places in the user interface:

« All devices, virtual devices, and component devices appear in the Device Manager page (Registry >
Devices > Device Manager).

Device Manager | Devices Found [12] Reset

. Curent Colction Collection suip sup

Device Name - P Agdress Cateaory Device Class | Sub-chss oo Oroanization State ‘Group Sate Credenfisl  Version

w( Il ) I | — J(mteainy ] I ] )

1. 810101010 b4 = NetworkSenices Cisco Systems Viptela | vilanage 80  SILO 1\ cucz Active = MR RE
2. #4] & 3 Branchi-Routert - = NetworkRouter ~ Cisco Systems Viptela | vEdge Cloud 87  slo 4 cue2 Active - - mDRVE
3. % 5% % Branchi-Router2 - - Viptela [vEdg 8  SILO &= 1 cuc2 Active - mnedE
4. 2 44) & 2 DC1-Routert b = NetworkRouter ~ Cisco Systems Viptela | vEdge Cloud 91 SILO. 4 cuc2 Active - - mDVE
5 %)% 3 DC1-Routerz - = Viptela [ vEdg 89 slo =D O cucz Active - - mned
6. 24 & 2 DC2-Router! - = NetworkRouter ~ Cisco Systems Viptela | vEdge Cloud 88 siLo. 4 cucz Active - - mDVE
7. Bl & 4 DC2Router2 - = NetworkRouter ~ Cisco Systems Viptela [vEdge Cloud 90 SO N cuez Active: = - =mBRYF
8 24 % 2 Bond-1 - = Network Senvices Gisco Systems Viptela |vBond Orchestrator 84 SILO. A cuez Active - - mnRvE
9. 24l & 4 vBond2 . = Viptela | 85 SILO & O cucz Active. = - ®mDYF
10, # g & & vEdge Container - = Network Senvices Gisco Systems Viptela | vEdge Gontainer 83 slLo A cuez Active - - mRoHE
1. 2 % 2 vsmart-1 = - Network Seniices Cisco Systems Viptela |vSmart Controller 81 SO 0 cue2 Active. - - ®WMD/E
12. 2] 3 2 vSman2 - - NetworkSenices Cisco Systems Viptela |v8mart Controller 82 SILO & cuez Active - - mnea

Ooooooooooooldo

o The Device Components page (Registry > Devices > Device Components) displays a list of all root devices
and component devices discovered by SL1 in an indented view, so you can easily view the hierarchy and
relationships between child devices, parent devices, and root devices. To view the component devices
associated with Cisco Viptela, find the Cisco Viptela root device and click its plus icon (+):

Device Components | Devices Found [1] s Reset Guide
Curent Colecion Colection
Device Name - P Address Device Cless | Sub-class oo Organization Sisie Group State
v )( )( ) ] ) i) )( )
AR - . 10.10.10.10 = - Senices Cisco Systems Viptela | wianage 20 sLo A cucz Active -y
Device Calection
Device Name + PAgdress Cateaory Device Closs | Sub-class o Organization
( ( ( [t | —] L )

. T 000 s CeoosmsVdsheeiocmee 8 S0 o BEREn

. T #4340 v CveSeemelscalemocwtem 55 S0 e T

. DT - e CheosnsUdshecowne 8 S0 e BEREn

pevice Colecion
Device Name - P Address Calecory Device Class | Sub-chass oo Oroanization State
Il I 1 Il ]

AR - .. Eranchi-Routert = Router Cisco Systems Viptela | Edge Cloud & sio Active xR O

. EEOETT® . fu Gucodolens il Coud s s e #5880

RN, |, DC1-Routert = - Router Cisco Systems Viptela | Edge Cloud 91 sio Active oo R ]

P, .. Dc1-Router2 |- - Router Cisco Systems Viptela |vEdge Cloud 8 SILO Adiive =LY Inl

[ ., Dc2-Routert = = Router Cisco Systems Viptela | Edge Cloud 28 sIo Active R0

I .. Dc2Router2 - - Router Gisco Systems Viptela | vEdge Cloud 0 siLo b Heattny (S0 Active ®moea0

. ® s cswosensvmealemncomos o1 S0 ouez e Ty =

. " 0 v Ceoovemvsienatcmsis @ s om0 e BERE[

[EErCr— o

Viewing Information About the Cisco Viptela System
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o The Device Component Map page (Views > Device Maps > Components) allows you to view devices by

root node and view the relationships between root nodes, parent components, and child components in a
map. This makes it easy fo visualize and manage root nodes and their components. SL1 automatically
updates the Component Map as new component devices are discovered. The platform also updates each
map with the latest status and event information. To view the map for Cisco Viptela devices, go to the
Component Map page and select the map from the list in the left NavBar. To learn more about the

Component Map page, see the Views manual.

Views | fvems Tokets Knowiedge Reparts Regiy System

Device Component Map

ey [ ]

W

Trce_Fiter_Sereanshot

Bopyright & 2003 2018 ciencelogi, nc. Al rghts reserved.
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Chapter

Dashboards

Overview

The Cisco: Viptela PowerPack contains dashboards that present data related to different aspects of a Cisco Viptela
system.

The following sections describe each of these dashboards:

Cisco Viptela vEdge Dashboard ... . 15
Cisco Viptela vManage Dashboard ... .. 16
Cisco Viptela vSmart and vBond Dashboard ... . . ... 17
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Cisco Viptela vEdge Dashboard

The Cisco: Viptela PowerPack includes a dashboard that provides summary information for vEdge Router
component devices.

Device Dashboard [C\sco. Vipiela vEdge ¥ ]

Device Name  DG1-Router1 Manzged Tyee  Gomponent Device
D 12 vy Metwork Router ' : I
Clsss  Cisco Syslems Viplela vEdge Cloud \J I /
|

on System 0 days, 00:00:00
Root Device 10.10.10.10 Group / Collzster CUG | S0CAS0-AIO-10
Faren: Device vEdge Container

Device Hestname

Vitals Elements -
e e ] 2 | 0 | a0 | 30 | o0 | fetva B
Clear: n
[P0 “ | Active Tickets (oW
— e Resolved Tieks,
Log Messags
o T_-_' There are no events or tickets for this device P

Memory Utilization %

Processt
— CPU System % — Disk Use % ]

Packet Loss Count Tx Drops

SastEfon g0

CrifaiData genrz systam

VoiceSLA system 5202

VoiceVideaSLA gedi2 ethl0

_al_tunnels__ gelid geit

0 10 o 0>
Tx Emors Tx Bandwidth

system system ge0it
g0 ge0r2 ge02 geliz
2200 ge00 system ge0m
ethl0 eth0 ge0/2 ethl

The Cisco: Viptela vEdge dashboard displays the following information:

o Vitals: CPU system percentage, disk use percentage, and memory utilization percentage
o Packet loss count

o Total bandwidth by interface

o Txdrops by interface

o Rxdrops by interface

o Txerrors by interface

o Rxerrors by interface

o Txbandwidth by interface

o Rxbandwidth by interface

15 Cisco Viptela vEdge Dashboard



Cisco Viptela vyManage Dashboard

The Cisco: Viptela PowerPack includes a dashboard that provides summary information for vManage component
devices.

I e S S Y S S A S
1 -— 104040:407]

o5 ) oo o500 050 000 o0 200 300 ) 500 D

o0 (=0 o ) 500 0o B 200 oo 500 500 19|
— Wemory Utization %
— CPuSystem%
Disk Ussge

The Cisco: Viptela vManage dashboard displays the following information:

o CPU utilization
o Memory utilization
o Disk usage

« New event counts

Cisco Viptela vManage Dashboard 16



Cisco Viptela vSmart and vBond Dashboard

The Cisco: Viptela PowerPack includes a dashboard that provides summary information for vSmart and vBond
component devices.

oo

&

Cisco Systems Viptela
sLo

1040.10.10
1040.10.10

0O o

I B I S S S S N TN

itals [Average]

There are no events ortickets for this device

EROPEaEE

<

CPU Utiization

o008
%
0.025%

12500 1400 100 % osa0 g0 aTon 0zl00 0500 100 a0 1200 1300 1400 1800 1600

100caunt

A g0 oo ) oo 10000 RET) 200 200 1400 1500 e oceunt g0 osia0 1000 1200 200 reia0

—omsunew

The Cisco: Viptela vSmartvBond dashboard displays the following information:

o CPU utilization

Memory utilization

o Disk usage

Process counts

17 Cisco Viptela vSmart and vBond Dashboard
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