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Chapter

Introduction

Overview

This manual describes how to monitor Cisco: Viptela devices in SL1 using the Cisco: Viptela PowerPack.

The following sections provide an overview of Cisco: Viptela devices and the Cisco: Viptela PowerPack:

This chapter covers the following topics:

What is Cisco: Viptelag 4
What Does the Cisco: Viptela PowerPack Monitor2 ... ... . .. ... 4

Installing the Cisco: Viptela PowerPack ... .

NOTE: Sciencelogic provides this documentation for the convenience of Sciencelogic customers. Some of
the configuration information contained herein pertains to third-party vendor software that is subject
to change without notice to Sciencelogic. Sciencelogic makes every attempt to maintain accurate
technical information and cannot be held responsible for defects or changes in third-party vendor
software. There is no written or implied guarantee that information contained herein will work for all
third-party variants. See the End User License Agreement (EULA) for more information.




What is Cisco: Viptela?

Cisco: Viptela provides a cloud-based, software-defined wide area networking (SD-WAN) solution. Cisco:
Viptela includes advanced routing, segmentation, and security capabilities for enterprise networks. Cisco:
Viptela's cloud-based network management and orchestration technologies help you deploy and manage the
latest WAN architectures.

What Does the Cisco: Viptela PowerPack Monitor2

To monitor Cisco: Viptela resources using the Sciencelogic platform, you must install the Cisco: Viptela
PowerPack. This PowerPack enables you to discover, model, and collect data about Viptela resources.

The Cisco: Viptela PowerPack includes:

» Example credentials that you can use as templates to create SOAP/XML credentials to connect to Viptela

» The "Cisco: Viptela vManage Template" for aligning all dynamic applications to the root component device

» Dynamic Applications to discover, model, and monitor performance metrics or collect configuration data
for the following Cisco: Viptela resources:

[e)

[e)

[e)

[e)

» Device Classes for each type of Cisco: Viptela device monitored:

[e)

[e)

[e)

vManage
vSmart Controller
vEdge Routers

vBond Orchestrator

ASR1000 Series
ISR1000 Series
ISR4000 Series
vBond Orchestrator
vEdge

vEdge Cloud
vEdge 100
vEdge 1000
vEdge 5000
vEdge 2000
vEdge 100-B
vEdge 100-M
vEdge 100-WM
vEdge Container

What is Cisco: Viptela?



° vManage
° vSmart Controller
© Event Policies and corresponding alerts that are triggered when Viptela resources meet certain status criteria

° Dashboards that display information about Cisco: Viptela component devices

Installing the Cisco: Viptela PowerPack

Before completing the steps in this manual, you must import and install the latest version of the Cisco: Viptela

PowerPack.

TIP: By default, installing a new version of a PowerPack overwrites all content from a previous version of that
PowerPack that has already been installed on the target system. You can use the Enable Selective
PowerPack Field Protection setting in the Behavior Settings page (System > Settings > Behavior) to
prevent new PowerPacks from overwriting local changes for some commonly customized fields. (For
more information, see the System Administration manual.)

To download and install a PowerPack:

1. Download the PowerPack from the Sciencelogic Support Site at
https://support.sciencelogic.com/s/powerpacks.

2. Go to the PowerPack Manager page (System > Manage > PowerPacks).

3. Inthe PowerPack Manager page, click the [Actions] button, then select Import PowerPack. The Import
PowerPack dialog box appears:

Import PowerPack™

[Browse for file... [ Browse... |
License: | |

4. Click the [Browse] button and navigate to the PowerPack file.

5. When the PowerPack Installer modal appears, click the [Install] button to install the PowerPack.

NOTE: If you exit the PowerPack Installer modal without installing the imported PowerPack, the imported
PowerPack will not appear in the PowerPack Manager page. However, the imported PowerPack
will appear in the Imported PowerPacks modal. This page appears when you click the [Actions]
menu and select Install PowerPack.

Installing the Cisco: Viptela PowerPack
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Chapter

Configuration and Discovery

Overview

The following sections describe how to configure and discover Cisco Viptela resources for monitoring by SL1
using the Cisco: Viptela PowerPack:

This chapter covers the following topics:

Prerequisite for Monitoring Cisco Viptela ... 6
Configuring a Credential for Cisco Viptela ... . 6
Creating a Cisco Viptela Virtual Device ... 9
Aligning Dynamic Applications to the Virtual Device ... ... . . ... ... 10
Viewing Information About the Cisco Viptela System ... 13

Prerequisite for Monitoring Cisco Viptela

To configure the SL1 system to monitor Cisco Viptela resources using the Cisco: Viptela PowerPack, you must first
know the credentials (username and password) for a user account that has access to the Cisco Viptela system.
The user account must have read-all access.

Configuring a Credential for Cisco Viptela

To configure SL1 to monitor Cisco: Viptela devices, you must first create a SOAP/XML credential. This credential
allows the Dynamic Applications in the Cisco: Viptela PowerPack to use your Cisco: Viptela user account to
retrieve information from the Cisco: Viptela devices.

The PowerPack includes an example SOAP/XML credential that you can edit for your own use.

Prerequisite for Monitoring Cisco Viptela 6



To configure a SOAP/XML credential to access Cisco: Viptela:

1.
2.

3.

4.

Go to the Credentials page (Manage > Credentials).

Locate and then click the Viptela Credential Example - SOAP/XML credential. The Edit Credential
modal page appears:

Edit Credential
Credential Tester
Viptela Credential Example
All Organizations [ ] Select the organizations the credential belongs to*  ~ 10000 Select Credential Test
CUGH | tetris-66: 10.2.27.66
Content Encoding Method HITP Version
text/xml POST http/1.1
IP or Ho:
RL
https:/URL:443
<username> e
Proxy Hostname/IP 0
ProxyUser e
False Embed Value [%2]

Complete the following fields:

e Name. Type a name for the Cisco: Viptela credential.

 All Organizations. Toggle on (blue) to align the credential to all organizations, or toggle off (gray)

and then select one or more specific organizations from the What organization manages this
service? drop-down field to align the credential with those specific organizations.

o Timeout (ms). Keep the default value.
« Content Encoding. Select text/xml.

o Method. Select POST.

o HTTP Version. Select HTTP/1.1.

o URL. Type the URL and port for the Cisco: Viptela system, using the following format:
https://URL:443. For example, https://my.viptela.system:443.

o HTTP Auth User. Type the Cisco: Viptela account username.
e HTTP Auth Password. Type the Cisco: Viptela account password.

For the remaining fields, use the default values, and then click the [Save As] button.

Configuring a Credential for Cisco Viptela



Configuring a Credential for Cisco Viptela in the SL1 Classic User
Interface

To configure SL1 to monitor Cisco: Viptela devices, you must first create a SOAP/XML credential. This credential
allows the Dynamic Applications in the Cisco: Viptela PowerPack) to use your Cisco: Viptela user account to
retrieve information from the Cisco: Viptela devices.

The PowerPack includes an example SOAP/XML credential that you can edit for your own use.
To configure a SOAP/XML credential to access Cisco: Viptela:

1. Go to the Credential Management page (System > Manage > Credentials).

2. Locate the Viptela Credential Example - SOAP/XML credential, and then click its wrench icon ( 5") The
Edit SOAP/XML Credential modal page appears:

Credential Editor [94] x

Edit SOAP/XML Credential #94 New Reset
Basic Settings Soap Options
Profile Hame Content Encoding Method HTTP ‘ersion Embedded Password [3:P]
|viptela Credential Example | | [ textixml ] w | [[POST] w | [[HTTP/1.1] w| | |

URL [ hifp(s)-Host:Port/Path | %D = Aligned Device Address | %M = Aligned Device Host Mame |

Embed Value [%1] Embed Value [%:2]

[https:/URL-443

|False ||

HTTP Auth User

Timeout (seconds)

Embed Value [%:3] Embed Value [%:4]

|zusemame=

HTTP Auth Password

| [10

Proxy Settings
Hostname/IP

-

HTTP Headers
+ Add a header

[ J o

[36silo_token=X-XSRF-TOKEN

CURL Options

CAINFO -
CAPATH

CLOSEPOLICY
CONNECTTIMEQUT

COOKIE

COOKIEFILE

COOKIEJAR

COOKIELIST

CRLF

CUSTOMREQUEST .
DNSCACHETIMEOUT |

oo

3. Complete the following fields:

o Profile Name. Type a name for the Cisco: Viptela credential.
« Content Encoding. Select text/xml.

o Method. Select POST.

o HTTP Version. Select HTTP/1.1.

o URL. Type the URL and port for the Cisco: Viptela system, using the following format:
https://URL:443. For example, https://my.viptela.system:443.

e HTTP Auth User. Type the Cisco: Viptela account username.

Configuring a Credential for Cisco Viptela



e HTTP Auth Password. Type the Cisco: Viptela account password.

e Timeout (seconds). Type "10".

4. Forthe remaining fields, use the default values, and then click the [Save As] button.

Creating a Cisco Viptela Virtual Device

Because the Cisco: Viptela service does not have a static IP address, you cannot discover a Cisco: Viptela device
using discovery. Instead, you must create a virtual device that represents the Cisco: Viptela service. A virtual
device is a user-defined container that represents a device or service that cannot be discovered by SL1. You can
use the virtual device to store information gathered by policies or Dynamic Applications.

To create a virtual device that represents your Cisco: Viptela service:

1. Go to the Device Manager page (Devices > Device Manager).

2. Click the [Actions] button and select Create Virtual Device from the menu. The Virtual Device modal page
appears:

Virtual Device x

Create Virtual Device

Device Name | |

Organization | System W |

Device Class | Cisco Systems Viptela | viManage W |
Collzctor | GUG v |

3. Complete the following fields:
o Device Name. Type a name for the device.

« Organization. Select the organization for this device. The organization you associate with the device
limits the users that will be able to view and edit the device. Typically, only members of the
organization will be able to view and edit the device.

o Device Class. Select Cisco Systems Viptela | vManage.

e Collector. Select the collector group that will monitor the device.

4. Click [Add] to create the virtual device.

9 Creating a Cisco Viptela Virtual Device



Aligning Dynamic Applications to the Virtual Device

A device template allows you to save a device configuration and apply it to multiple devices. The Cisco: Viptela
PowerPack includes the "Cisco: Viptela vManage Template," which enables the SL1 to align all Dynamic
Applications to the root component device.

Configuring the Device Template

Before you can use the "Cisco: Viptela vManage Template," you need to configure the template so that each
dynamic application in the template aligns with the credential you created earlier.

To configure the Viptela device template:

1. Go to the Configuration Templates page (Devices > Templates).

2. Locate the "Cisco: Viptela vManage Template" and click its wrench icon (5‘) The Device Template Editor
modal page appears.

3. Click the [Dyn Apps] tab. The Editing Dynamic Application Subtemplates page appears:

Device Template Editor | Editing Dynamic Application Subtemplates (Click field labels fo enable/disable them)

| plate Mame | Cisco: Viptela v | |
OV Policies | Port Policies | _Svc Policies | _Proc Policies | Dyn Apps
- ————
Subtemplate Selection Template Application Behavior
1 App:Cisco: Viplla Component G on e Appleaten T
2' _0« | All devices (align new applications and update collection states) w
3. App: Cisco: Viptela viManage Deving Dynamic Application Settings
4. [App: Cisco: Viptela viManage Confic
5. App: Cisco: Viptela vSmart Controlg” Dynamic A
6. @ | | Cisco: Viptela Component Counts v
7. App: Cisco: Viptela vBond Discoveg”
- App:Cisco Vitela EventsCachin Credentis o
9. App: Cisco: Viptela vManags Systig” Viptela Credential Example v] Every 1 Minute w
10. -y Dynamic Application Presentation Object(s)

11. App: Cisco: Viptela viManage IP Acg”

<l Add New Dynamic App Sub-Template = »
& ~
& ~
& ~
& ~
o e
Dynamic Application Thresholds
Raw Data Retention I_J_' ! L ! L 90| days —
Daily Rollup Retention | o L L L8 - days
Hourly Rollup Retention | o ! L ! ! L days -

4. Inthe Credentials drop-down list, select the credential that you created for Viptela.

5. Click the next Dynamic Application listed in the Subtemplate Selection section on the left side of the page
and then select the credential you created in the Credentials field.

Aligning Dynamic Applications to the Virtual Device 10



6. Repeat step 5 until you have selected that credential in the Credentials field for all of the Dynamic
Applications listed in the Subtemplate Selection section.

7. Click [Save].

Using the Device Template to Align Dynamic Applications to the
Component Device

After you have configured the "Cisco: Viptela vManage Template" so that each dynamic application in the
template aligns with the credential you created, you can use that template to align the Dynamic Applications to
the root component device for Cisco: Viptela.

To use the "Viptela vManage Template" to align Dynamic Applications:

1. Go to the Device Manager page (Devices > Device Manager).

2. On the Device Manager page, select the checkbox for the root component device.

Device Manager | Devices Found [12] Actions Report

Device Current Colection Colection Stmp shup

Device Name ~ P Address Category Device Class | Sub-class DD Organization “State “Group “SBtate Credential ‘/&mcn
) [ —] |Gty o

| ——-————-

2. gl 2 2 Branch1-Router! - Network Router Cisco Systems Viptela | vEdge Cloud 87 sLo ey 4 cucz Unavailable moe@E O
3 %f] & 4 Branchi-Router2 » - Network Router Cisco Systems Viptela | vEdge Cloud 86  SILO msier 1Y CUG2 Unavailable - - mOd3I O
4. Byl 3 2 DC1Router! b d - NetworkRouter Cisco Systems Viptela | vEdge Cloud 91 sLo @fEEp Ao cue2 Unavailable - - mze@m O
5. Byfl % 4 DC1-Router2 L = Network Router Cisco Systems Viptela | vEdge Cloud 89  sILO msjer 1Y cuc2 Unavailable = - m3E O
6 Pgfl 2 3 DC2-Routert b d - Network Router Cisco Systems Viptela | vEdge Cloud 88 SILO @D A cuc2 Unavailable - - m3em O
7. 2l 2 2 DC2Router2 = = Network Router Cisco Systems Viptela | vEdge Cloud 0 siko Omsja) 1 cuc2 Unavailable - - mXZed 0O
8 &g 2 2 vBond1 4 - Network Senices Cisco Systems Viptela | vBond Orchestrator 84 SILO @) A cuc? Unavailable - - m3e&E O
9 #4323 vBond-2 v = Network Service: Cisco Systems Viptela |vBond Orchestrator 85 SILO Oheie 1 cue2 Unavailable | [select Action] ~
10. i) 2 2 vEdge Container 4 - Network Senices Cisco Systems Viptela [ vEdge Container 83 SILO a4 cue2 Active Administration:

1M 2y 3 % vSmart1 :‘ = Network Senices Cisco Systems Viptela | vSmart Controller 81 SILO (mei B cugz Unavailable

12 Byl 2 2 vsmart2 - Network Serices Cisco Systems Viptela |vSmart Controller 82 SILO ey 4 cucz Unavailable

|_CLEAR Device Logs
|_CREATE Asset Record
|_SCHEDULE Maintenance
|_FIND Collection Label Duplicates
Change Collection State:
|_Active
|_Disabled
Change User Maintenance Mode:
|_Enabled with Collection
|_Enabled without Collection
|_Disabled
Change Collector Group:
|_cue2
|_CUG_Automation
Move To Organization:

|_backend v

_MODIFY By Template M co ]

11 Aligning Dynamic Applications to the Virtual Device



3.
button. The Device Template Editor page appears:

In the Select Actions field, in the lower right, select the option MODIFY by Template and click the [Go]

Device Template Editor | Applying Template to Devices | Config Template Settings (Click field labels to enablefdisable them)

Template | New / One-off Template v |

Template Name |

Save When Applied & Confirmed D
!

y Newr [ One-off Template

o Cisco: CE Series Device Preferences
Auto-Clear Events Scan All IPs
SHMP Write | None
Awail Port [TCMP Accept All Logs Dynamic Discovery
"9 Support: Discovery Template Latency Port [ECHE
. ¢ Port S ve Hos
Avall UCS Template Daily Port Scans Preserve Hostname
VMware vSphere Template Collector Grp | CUG2
_ Auto-Update Disable Asset Update
Coll. Type | Standard
Critical Ping | Disabled
Bypass Interface
Event Mask [ Disabled Inventory

Device Retention & Basic Thresholds
|

e S E— T S Daiy Rollup Bandwid | — — T

Hourly Rellup | o | . Tl

B Dt | S — 120| day

prm e o | ——— 56| bytes Raw Performance [ 5 . L 7| days
Data | ———

AV PING COUN | 1] pings Daity Rollup | g : 730| days

Performance Data

Interface Inventory Settings
e = aimim Alnwed [ . L 10000 interfa

Interface inventory | e -

4. Complete the following fields:
« Inthe Template drop-down list, select Cisco: Viptela vManage Template.

« Inthe Credentials drop-down list, select the credential you created earlier.

5. Click the [Apply] button, and then click [Confirm] to align the Dynamic Applications to the root component

device.

Aligning Dynamic Applications to the Virtual Device



Viewing Information About the Cisco Viptela System

You can view your Cisco Viptela devices in the following places in the user interface:

e The Devices page (click the Devices tab) allows you to view all the devices, virtual devices, and component
devices in the Cisco: Viptela system, including a map of particular devices and all of the devices with which
it has parent-child relationship.

= Devices @ Hep A Actvity  Em7admin v Scfencel_ogic

Report | Tools

A Investigator  Settings Interfaces  Configs  Events  Collections ~ Monitors  Thresholds ~ Processes  Software  Ports ~ Map  Tickets  Services  Notes Q More v
(=]

& 4]

tigs ﬁ

Viptela

aws-vbond-west aws-vbond-east aws-vsmart-east VEdge Container aws-vsmart-west

* The Device Components page (Devices > Device Components) displays a list of all root devices and
component devices discovered by SL1. The Device Components page displays all root devices and
component devices in an indented view, so you can easily view the hierarchy and relationships between
child devices, parent devices, and root devices. To view the component devices associated with a Cisco
Viptela device, find the device and click its plus icon (+).

13 Viewing Information About the Cisco Viptela System



Device Components | Devices Found [1]

Device

Current Colecion Colection
Device ame - P Address Category Device Class | Sub-class o Organization State
A ( ( 1 ) o ( )
[N - . 10.10.10.10 - = Senices Cisco Systems Viptela |vidanage 80  SILO Active |
peves Colecton Callection
Device Name - Padgress Cateaory Device Class | Sub-class o0 Orasnizaten Growp State

0 f I ) [ i—]t
1 - - Senices Cisco Systems Viptela | vBond Orchestrator 84 SO cue2 Active mEeE 0
2 L] = Senicss Cisco Systems Viptela |vBond Orchestrator 85  slo cus2 Active moea
3 _ - _ Seniices Cisco Systems Viptela |vEdge Container 83 siLo cus2 Active L1 Y ]

Device current Colection Collection
Device Name - 1P Address Catecory Device Ciass | Sub-class oD Oraanization Group

i Siale
( Il Il 1 ) [— Il )
ERN ;. Granchi-Router1 = - Router Cisco Systems Viptela | vEdge Cloud 87 sio Active DR
EXIN ., Branchi-Router2 = Router Cisco Systems Viptela | vEdge Cloud 8  SILO Aciive 1y
ER ., . OC1Routert = - Router Cisco Systems Viptela | vEdge Cloud 91 sio Active DR
4 - - Router Cisco Systems Viptela [vEdge Cloud 8 sILo Active ®BHRA 0
ER ., . OcoRoutert = = Router Cisco Systems Viptela |vEdge Cloud 88 SO Active [0 T m]
5 hd = Router Ciseo Systems Viptela | vEdge Cloud %  siLo cuaz Acive =LY Yul

. e sonoss ClswoOpems otela homanconollr 81 510 e e @5830
. T - e cmseswewouss @ oo MEcc: e wzeas

o —] o ]

¢ The Classic Maps page (Maps > Classic Maps) allows you to view devices by root node and view the
relationships between root nodes, parent components, and child components in a map. From this page, go
to Device Maps > Component to easily visualize and manage root nodes and their components. SL1
automatically updates the Classic Maps as new component devices are discovered. The platform also
updates each map with the latest status and event information. To view the map for a Cisco Viptela device,
go to the Classic Maps page and select the map from the list in the left NavBar. To learn more about the
Classic Map page, see the Maps manual.

< [NEEESIVELS @ Help A Activity  Em7admin v SmenceLoglc
. v Device Maps
88 Dashboards v » Device Groups
» Organizational
» Categories
A Events v ¥ Components -
Vipteia
SsANSCAIV
a X VEQ180202 558 90v
Devices Y Ty vae a
» My Customized Maps o
» Shared Cusomized Maps - Q
@) Business Services Vb Classic Views
& Maps ~
Classic Maps
R, Manage v
B Tickets
B  Reports
B Registry v
@ System v
2@ Ppreferences v
@ Misc v
Advanced menu
—— ) «

Viewing Information About the Cisco Viptela System 14



Chapter

Dashboards

Overview

The Cisco: Viptela PowerPack contains dashboards that present data related to different aspects of a Cisco
Viptela system.

The following sections describe each of these dashboards:

This chapter covers the following topics:

Cisco Viptela vEdge Dashboard ... ... 16
Cisco Viptela vManage Dashboard ... 17
Cisco Viptela vSmart and vBond Dashboard ... .. . 18



Cisco Viptela vEdge Dashboard

The Cisco: Viptela PowerPack includes a dashboard that provides summary information for vEdge Router

component devices.

Device Dashboard [C\sco. Vipiela vEdge ¥ ]
Devicz Name - DC1-Router! Managed Tyee  Component Device
o 12 vy Metwork Router ' E I
Sizs: Cisco Systems Viplela “Edge Cloud J L /
on  System 0 days, 00:00:00 |
Root Device  10.10.10.10 Group | Collzetor CUG | S0C-ISO-AIO-10
Faren: Device vEdge Gontainer
Device Hestname
Vilals Elements -
——— [ IR N N I T I N TN TN TN fee e
Clear:
I50% = |Actve Tickets 0w
Resolved Ticks,
—— e e e
Log Messags
There are no events or tickets for this device it
0% P 15 Mo Software Titk
Processt
— CPU System % — Disk Use %
Memory Utilization %
Packet Loss Count Tx Drops
BestEfort ge0/0
CriticalData gedi2 system
WoiceSLA system 92072
VoiceVigeoSLA ge02 &thd
_ al_tunnels__ ge0i0 ge0i1
0 10 D 0.2
Tx Emors Tx Bandwidth
system system gedit
ge0ia gedia ge0i2 gediz
ge0m 2200 systam ge0n
ethd ethd 9202 thD

The Cisco: Viptela vEdge dashboard displays the following information:

* Vitals: CPU system percentage, disk use percentage, and memory utilization percentage
* Packet loss count

* Total bandwidth by interface

e Txdrops by interface

e Rxdrops by interface

* Txerrors by interface

* Rxerrors by interface

¢ Tx bandwidth by interface

* Rx bandwidth by interface

16 Cisco Viptela vEdge Dashboard




Cisco Viptela vyManage Dashboard

The Cisco: Viptela PowerPack includes a dashboard that provides summary information for vManage component
devices.

10101010

Cisco Systems Vptela
sto

o0 (=0 o ) 500 0o B 200 oo 500 500 19|
— CPuSystem%
Disk Ussge

I e S S Y S S A S
| 1010

50 ) oo o500 050 000

— Wemory Utization %

o0

The Cisco: Viptela vManage dashboard displays the following information:

CPU utilization
Memory utilization
Disk usage

New event counts

Cisco Viptela vManage Dashboard



Cisco Viptela vSmart and vBond Dashboard

The Cisco: Viptela PowerPack includes a dashboard that provides summary information for vSmart and vBond
component devices.

Cisco Systems Viptela
sLo

1040.10.10
1040.10.10

R
o O o

I B I S S S S N TN

itals [Average]

There are no events ortickets for this device

EROPEaEE

<

CPU Utiization

o008
0.025%

1200 1400 1ei00

% osa0 g0 aTon 0zl00 0500 100 a0 1200 1300 1400 1800 1600

100caunt

10000 RET) 200 200 1400 1500 e

— DiskUse %

0ga0 g0 oo ) oo

g0 osia0 1000 1200 200 reia0

The Cisco: Viptela vSmartvBond dashboard displays the following information:

CPU utilization
e Memory utilization
¢ Disk usage

Process counts

Cisco Viptela vSmart and vBond Dashboard
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