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Chapter

Introduction

Overview

This manual describes how to monitor Cisco wireless LAN controllers in SL1 using the Cisco: Wireless PowerPack.

The following sections provide an overview of Cisco wireless LAN controllers and the Cisco: Wireless PowerPack:

What are Cisco Wireless LAN Controllerse .. .. . . 3
What Does the Cisco: Wireless PowerPack Monitor2 ... . . . . . 4
4

Installing the Cisco: Wireless PowerPack ... .. .

NOTE: Sciencelogic provides this documentation for the convenience of Sciencelogic customers. Some of
the configuration information contained herein pertains to third-party vendor software that is subject
to change without notice to Sciencelogic. Sciencelogic makes every attempt to maintain accurate
technical information and cannot be held responsible for defects or changes in third-party vendor
software. There is no written or implied guarantee that information contained herein will work for all
third-party variants. See the End User License Agreement (EULA) for more information.

What are Cisco Wireless LAN Controllers?

Cisco wireless LAN controllers (WLC) play a central role in Cisco unified wireless networks. WLCs collect
management and data packets from the network's access points (AP) and then switch those packets between
wireless clients and the wired portion of the network. The WLC also controls the network configuration and passes
this configuration data to the access points, which act as wireless client interfaces.

What are Cisco Wireless LAN Controllers?



What Does the Cisco: Wireless PowerPack Monitor?

The Cisco: Wireless PowerPack enables you to monitor Cisco WLCs and APs using the AIRESPACE-WIRELESS-
MIB and CISCO-LWAPP-MIB. The PowerPack includes the following features:
o Dynamic Applications that discover and collect data from all Cisco WLC component devices monitored

« Event Policies and corresponding alerts that are triggered when Cisco WLC component devices meet certain
status criteria

o Device Classes for each of the Cisco WLC component devices monitored

o Device Dashboards that display information about Cisco WLC component devices

Installing the Cisco: Wireless PowerPack

Before completing the steps in this manual, you must import and install the latest version of the Cisco:
Wireless PowerPack.

TIP: By default, installing a new version of a PowerPack overwrites all content from a previous version of that
PowerPack that has already been installed on the target system. You can use the Enable Selective
PowerPack Field Protection setting in the Behavior Settings page (System > Settings > Behavior) to
prevent new PowerPacks from overwriting local changes for some commonly customized fields. (For
more information, see the System Administration manual.)

To download and install a PowerPack:

1. Download the PowerPack from the Sciencelogic Support Site.

Go to the PowerPack Manager page (System > Manage > PowerPacks).

In the PowerPack Manager page, click the [Actions] button, then select Import PowerPack.

BN

The Import PowerPack dialog box appears:

Import PowerPack™

[Browse for file... Es

License: | |

5. Click the [Browse] button and navigate to the PowerPack file.

6. When the PowerPack Installer modal appears, click the [Install] button to install the PowerPack.

4 What Does the Cisco: Wireless PowerPack Monitor2


https://support.sciencelogic.com/s/powerpacks

NOTE: If you exit the PowerPack Installer modal without installing the imported PowerPack, the imported
PowerPack will not appear in the PowerPack Manager page. However, the imported PowerPack
will appear in the Imported PowerPacks modal. This page appears when you click the [Actions]

menu and select Install PowerPack.

Installing the Cisco: Wireless PowerPack
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Configuration and Discovery

Overview

The following sections describe how to configure and discover Cisco wireless LAN controllers for monitoring by
SL1 using the Cisco: Wireless PowerPack:

Prerequisites for Monitoring Cisco WLC .. ... 6
Configuring a Cisco WLC SNMP Credential ... ... . . 6
Discovering Cisco WLC DeViCes ... ... . ... . 8
Verifying Discovery and Dynamic Application Alignment ... ... 9
Manually Aligning Dynamic Applications ... 10
Viewing Cisco WLC Component DevViCes ... 13

Prerequisites for Monitoring Cisco WLC

Before you can monitor Cisco wireless LAN controllers using the Cisco: Wireless PowerPack, you must have the
following information:

o The IP address of the WLC that you want o monitor with SL1
o The settings for an SNMP V2 or SNMP V3 credential that can be used to communicate with the WLC

Configuring a Cisco WLC SNMP Credential

To configure SL1 to monitor a Cisco WLC, you must first create a SNMP V2 or SNMP V3 credential. This
credential allows the Dynamic Applications in the Cisco: Wireless PowerPack) to communicate with the WLC.

Prerequisites for Monitoring Cisco WLC 6



To create an SNMP credential for monitoring a WLC:

1. Go to the Credential Management page (System > Manage > Credentials).

2. Click [Actions], and then select Create SNMP Credential. The Credential Editor page appears:

Credential Editor X

Create New SNMP Credential Resat
Basic Settings
Profile Name SNMP Version
[ | [[SNMP V2] v
Port Timeout{ms) Retries
[181 | [1500 | [1 ]
SNMP V1/V2 Settings
SHNMP Community {Read-Only} SNMP Community (Read/\\rite)
SNMP V3 Settings
Security Name Security Passphrase
Authentication Protocol Security Level SNMP %3 Engine ID
[MD5] ¥ | | [ Authentication Cnly ] v
Context Name Privacy Protocol Privacy Pretocol Pass Phrase
[DES] v

3. Inthe Profile Name field, type a name for the credential.

4. Inthe SNMP Version field, select SNMP V2 or SNMP V3.

NOTE: Do not use an SNMP V1 credential for monitoring a WLC. Using an SNMP V1 credential will
decrease the performance of the data collection process.

5. Ifyou selected SNMP V2, then in the SNMP Community (Read Only) field, type the community string for
the WLC.

6. Ifyou selected SNMP V3, supply values in the following fields:

« Security Name. Type the SNMP user name for the WLC.

« Security Passphrase. Type the passphrase for the SNMP user.

« Authentication Protocol. If applicable, select the authentication protocol for the SNMP user.
o Security Level. If applicable, select the security level that is applicable to the SNMP user.

o SNMP v3 Engine ID. If applicable, type the SNMP V3 Engine ID for the SNMP user.

Configuring a Cisco WLC SNMP Credential



« Privacy Protocol. If applicable, select the privacy protocol for the SNMP user.

« Privacy Protocol Pass Phrase. If applicable, type the privacy protocol passphrase for the SNMP

user.

7. Optionally, supply values in the other fields on this page. In most cases, you can use the default values for

the other fields. For a description of the fields in this page, see the Discovery & Credentials manual.

8. Click [Save].

Discovering Cisco WLC Devices

To discover Cisco WLC devices:

1. Go to the Discovery Control Panel page (System > Manage > Classic Discovery).

2. Click the [Create] button. The Discovery Session Editor page appears:

Discovery Session Editor | Editing Session [3]

Identification Information
Name[ ] 0 Description 0
4
IP and Credentials Detection and Scanning Basic Settings
IP Address/Hostname Discovery List Initial Scan Level Discover Model
(%) [ [ System Default (recommended,) | v | & | Non-SNMP  Devices DHCP
o v |
Scan Throttle @ @ @
) [ [ System Default (recommended) | v ] 0
. Device Model Cache TTL (h
Upload File Port Scan All IPs B L | @
[Brows.e for file. ] 0 [ [ System Default (recommended) | v ] (%]
Port Scan Timeout Collection Server PID: 1
SNMP Cradentials [ [ System Default (recommended) | v @ [HJAAIO CiscoWLS] Y @
[ | @ . o
Cisco SNMPY2 - Example - [ Detection Method & Port ] 0 [ (Syeiem ] Organization = ] O
Cisco SNMPv3 - Example i
EM7 Default V2 [ Default Msthod | -
EM7 Default V3 UDP_ 161 SNMP Add Devices to Device Group(s)
IPSLA Example TCP: 1 - tepmux ( | @
LifeSize: Endpoint SNMP TCP: 2 - compressnet Nons
Nexus snmp TCP:3 - c.nmpressnet e -
SNMP Public V1 TCP:5 - rje
[ SNMP Public V2 | - TCP: 7 - echo
TCP: 9 - discard
Other Credentials TCP: 11 - systat
[ | @ TCP: 13 - daytime
: A TCP: 15 - netstat
Basic/Snippet ~
Cisco CUCM Example TCP:17 - gotd -
Cisco: ACI Sample Credential 1 Interface Inventory Timeout (ms)
Cisco: ACI Sample Credential 2 [snnauo ]Q
Citrix XenServer - Example
EMC SMI-S Example Maximum Allowed Interfaces -
EMC VMAX Example (10000 @
LifeSize: Endpoint SSH/CLI Bypass Interface Inventory Apply Device Template
Local API M | [[ Choose a Template | v @
Log All
o

3. Supply values in the following fields:

« Name. Type a name for the discovery session.
« IP Address Discovery List. Type the IP address for the WLC.
o SNMP Credentials. Select the SNMP credential you created for the WLC.

Discovering Cisco WLC Devices




4. Optionally, supply values in the other fields in this page. In most cases, you can use the default values for
the other fields. For a description of the fields in this page, see the Discovery & Credentials manual.

5. Click [Save], then close theDiscovery Session Editor page.

6. The Discovery Control Panel page will refresh. Click the lightning bolt icon (# ) for the discovery session
you created.

7. Inthe pop-up window that appears, click [OK]. The Discovery Session page displays the progress of the
discovery session.

Veritying Discovery and Dynamic Application Alignment

To verify that SL1 has automatically aligned the correct Dynamic Applications during discovery:

1. Inthe Discovery Session page, click the device icon (ﬁ) for the newly discovered Cisco WLC device to
view its Device Properties page.

2. From the Device Properties page for the Cisco WLC device, click the [Collections] tab. The Dynamic
Application Collections page appears.

3. The following Dynamic Applications should appear on the Dynamic Application Collections page for the
WLC device:

Properties Thresholds Collections Monitors Schedule
| __toowox | neraces | Relatonships |  Wickes | Redwects |  Notes | atnbues |
Device Name | JBS-big-wlc. Managed Type | Physical Device
IP Address /1D | 10.2.10.135 | 12 Category wireless.controller
Class  Cisco Systems Sub-Class |AIR CT 8510
Organization | System Uptime | 11 days, 00:52:41
Collection Mode |Active Collection Time | 2018-04-12 13:05:00
Description | Cisco Controller Group / Collector CUG | JJA-AIO-CiscoWLS
Device Hostname
Dynamic Application™ Collections Expand Actions Reset Guide
Dynamic Application D Poll Frequency. Type Credential
+ Cisco: WLC CPU 1334 5 mins SNMP Performance Default SNMP Credential Vi
+ Cisco: WLC CPU and Memory Performance 1354 5 mins SNMP Performance Default SNMP Credential 7
+ Cisco: WLC Memary 1335 5 mins SNMP Performance Default SNMP Credential /
+ Cisco: WLC System Counts 1353 5mins SNMP Performance Default SNMP Credential 7
+ Cisco: WLC Configuration 1348 360 mins SNMP Configuration Default SNMP Credential /
+ Cisco: WLC Interface Performance Average 1350 5 mins Snippet Perfermance Default SNMP Credential 4
-+ Cisco: WLC Interference Average 1351 5 mins Snippet Performance Default SNMP Credential /
+ Cisco: WLC Noise Average 1352 5 mins Snippet Performance Default SNMP Credential 7
-+ Cisco: WLC AP Discovery 1336 120 mins Snippet Configuration Default SNMP Credential /
+ Entity Configuration 1313 1440 mins Snippet Configuration Default SNMP Credential 7
[ISetect Action] 3] co ]
EETE

e Cisco: WLC CPU

9 Discovering Cisco WLC Devices



e Cisco: WLC CPU and Memory Performance
e Cisco: WLC Memory

o Cisco: WLC System Counts

o Cisco: WLC Configuration

e Cisco: WLC Interface Performance Average
e Cisco: WLC Interface Average

e Cisco: WLC Noise Average

e Cisco: WLC AP Discovery

NOTE: It can take several minutes after discovery for Dynamic Applications to be automatically aligned to
the controller device. If the listed Dynamic Applications do not display on this page, try clicking the
[Reset] button.

Manually Aligning Dynamic Applications

If the Dynamic Applications have not been automatically aligned, you can align them manually.

NOTE: The "Cisco: WLC Rogue AP" Dynamic Application, which can be used to collect information about
rogue access points, is not automatically aligned during discovery. To use the "Cisco: WLC Rogue
AP" Dynamic Application, follow the instructions in this section.

To manually align Dynamic Applications:

1. From the Device Properties page for the Cisco WLC device, click the [Collections] tab.

Discovering Cisco WLC Devices



2. Click the [Actions] button and then select Add Dynamic Applications. The Dynamic Application
Alignment page appears:

Dynamic Application x

Dynamic Application Alignment Reset
Dynamic Applications Credentials
e || |
Bulk Snippet Configuration: - Default: -
Cisco: WLC AP Config Default SNMP Credential
Cisco: WLC AP Interface Discovery SNMP:
Cisco: WLC Interface Configuration Cisco SNMPv2 - Example
Cisco: WLC Interface Configuration (AP) Cisco SNMPv3 - Example
Bulk Snippet Performance: EMT Default V2
Cisco: WLC AP IF Performance Average EMT7 Default V3
Cisco: WLC AP Interference Average IPSLA Example
Cisco: WLC AP Noise Average LifeSize: Endpoint SNMP
Cisco: WLC Interface Interference Mexus snmp
Cisco: WLC Interface Interference (AP) SNMP Public V1
Cisco: WLC Interface Noise SNMP Public V2
Cisco: WLC Interface Noise (AP) Database:
Cisco: WLC Interface Performance EMT Central Database
Cisco: WLC Interface Performance (AP) EMT Collector Database
Cisco: WLC Interface RSSI EM7 DB
Cisco: WLC Interface RSSI (AP) SOAP/XML Host:
Cisco: WLC Interface SNR Amazon Web Services Credential
Cisco: WLC Interface SNR (AP) Azure Classic Cradential SOAP
Snippet Journal: Azure Credential - SOAP/XML
Cisco: WLC Rogue APs Cisco CE Series Configuration
Cisco CE Series History
Cisco CE Series Status
- Cisco: Conductor Example (Discov -

3. Inthe Dynamic Applications field, select the Dynamic Application you want to align.
4. Inthe Credentials field, select the Cisco WLC SNMP credential.

5. Repeat steps 2-4 for the remaining Dynamic Applications you want to align with the device.

Discovering Cisco WLC Devices



6. After aligning the Dynamic Applications, click the [Reset] button and then click the plus icon (+) for the

Dynamic Application. If collection for the Dynamic Application was successful, the graph icons ﬂ) for the
Dynamic Application are enabled:

Device Name

Managed Type

IP Address [ 1D Category I'I'l'l'l
Class SubClass CISCO. I
Organization Uptime WIFI

Collection Mode ‘Collection Time S
Description Group / Callector = =

Device Hostname

Dynamic Application D Poll Fregueney T Credential

o =@

L

— Cisco: WLC CPU and Memory Performance 1415 Smins SNMP Performance Default SN Credential 7O

Presentation Obisct ~ Pid Found Collecting Group Label Precedence

+ ————————.

Misc Collection Object + Cid Found Collecting Edited By =

oIS s s |

+ Smins  SNMPPerformance  Defaut SNMPCredental /|
+ Cisco: WLC System Counts 1414 Smins SNMP Performance Default SNLIP Credential

+ 1408 eOmins L
+ System Uptime: sysUptime 706 5mins SNMP Configuration Default SNLIP Credential

+ Smins  SnppetPeformance L
+ Cisco: WLC Interference Average 1412 Smins Snippet Performance Default SNLIP Credential

+ Cisco: WLC Noise Average 413 Smis  SuppstPerformance L
+ Cisco: WLC AP Discovery 1 120 mins ‘Snippet Configuration Default SNLIP Credential

+ Enfty Configuraion 123 140mns  SnppetConfguration L
+ Host Resource: Configuration 55 15 mins ‘Snippet Configuration Default SN Credential

[Select Action] v G:.

Discovering Cisco WLC Devices 12



Viewing Cisco WLC Component Devices

In addition to the Device Manager page (Registry > Devices > Device Manager), you can view the Cisco WLC
device and all associated component devices in the following places in the user interface:

o The Device View page displays a map of a particular device and all of the devices with which it has parent-
child relationships. Double-clicking any of the devices listed reloads the page to make the selected device
the primary device:

Device View Reset Guide

I component Mapping

cisco
WI-FI

e 7
SRR
JBS-wic

13 Viewing Cisco WLC Component Devices



o The Device Components page (Registry > Devices > Device Components) displays a list of all root
devices and component devices discovered by SL1 in an indented view, so you can easily view the hierarchy
and relationships between child devices, parent devices, and root devices. To view the component devices
associated with a Cisco WLC, click its plus icon (+):

Device Components | Devices Found [2] Actions Reset Guide
Device Current Collection Collection -

Device Name + 1P Address Category Device Class | Sub-class DD Organization State Growp State
A J( J( J( )OI ) (>=Healtn v | J( )

(AR /' .. JBS-big-wic »10210135 controller Cisco Systems | AIR CT 8510 12 System A\ Healthy [Sl¥]eS Active L =2 R

Device Current Collection Collection

Device Name + 1P Address Category Device Class | Sub-class DID Organization State Group State
( ) )( )( | o—] ) (>=teat v ) )( )

1 411 SIMIAP-1 - Access Point  Cisco Systems | AIR-AP1141N 5351 System A\ Healthy [¥c} Active (3L - A

2 IM1AP-10

= Access Point  Cisco Systems | AIR-AP1141N 2649 System A\ Healthy [ol¥c} Active R
= Access Point  Cisco Systems | AR-AP1141N 5572  System A\ Healthy [olU[ Active 31 ¥ Y|

= Access Point  Cisco Systems | AIR-AP1141N 3646 System A Healthy [¢V/c] Active [- 3L ¥

(

_  ea |
A = Access Point  Cisco Systems | AIR-AP1141N 751 System CcUG Active [_F=L ¥ Yu|
3 hd = Access Point  Cisco Systems | AIR-AP1141N 1977 System cuG Active [ R=LF
4 . = Access Point  Cisco Systems | AIR-AP1141N 598 System CUG Active [ R=L F 0]
5. b - Access Point  Cisco Systems | AIR-AP1141N 3424 sSystem cuG Active mORVA
6. A = Access Point  Cisco Systems | AIR-AP1141N 2404 System CcuG Active [_F=LF Yu|
7. A = Access Point  Cisco Systems | AIR-AP1141N 4554 System cuG Active [ 3=L
8. . = Access Point  Cisco Systems | AIR-AP1141N 3576  System cuG Active [CR=LF. Ym}
9. b - Access Point  Cisco Systems | AIR-AP1141N 4641  System cuG Active (=21 A
10, A = Access Point  Cisco Systems | AIR-AP1141N 5444 System CcUG Active [_F=LF Yu|
1 x A = Access Point  Cisco Systems | AIR-AP1141N 4180  System cuG Active [-3=L
12, A - Access Point  Gisco Systems | AIR-AP1141N 5157  System CcuG Active [-R=L ¥ Yu|

, - =

d ean

. =

>
€

- Access Point  Gisco Svstems | AIR-AP1141N 2055 Svstem

Q
=
@

Active MmIVA T
[Select Action] v

o The Component Map page (Classic Maps > Device Maps > Components) allows you to view devices by
root node and view the relationships between root nodes, parent components, and child components in a
map. This makes it easy to visualize and manage root nodes and their components. SL1 automatically
updates the Component Map as new component devices are discovered. The platform also updates each
map with the latest status and event information. To view the map for a Cisco WLC, go to the Component
Map page and select the map from the list in the left NavBar. To learn more about the Component Map
page, see the Views manual.

Device Component Map Guide

‘oom:: 8

;
| = I

Trace Filter Screenshot

i
cisco
WLFI

1\ X oo
BSwke

L

cisco

&=
AP
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Dashboards

Overview

The following sections describe the device dashboards that are included in the Cisco: Wireless PowerPack:

Device Dashboards ... 15
Cisco WLC: AP Dashboard ... 16
Cisco WLC: Interface Dashboard ... 16

Device Dashboards

The Cisco: Wireless PowerPack includes device dashboards that provide summary information for Cisco WLC
component devices. Each of the device dashboards in the Cisco: Wireless PowerPack is set as the default device
dashboard for the equivalent device class.

Device Dashboards 15



Cisco WLC: AP Dashboard

Device Dasnboard | Gisco WLG: AP ¥ ]

There are no events or tickets for this devies

[¥2 [¥2 [*2
14
verage DB Neise Power (dBm) (Last 12 howrs) Average Intesference Utiizstion (Lest 12 haus) verage Number of Cllents Average Channel Utiizstion
2878 Jscients
-50.7138m s
288 licrents
50.7508m oo
P25 fien:
-50.7848m = 152
focsents
50.88m 1o
h77s Jicients EA
-50.8108m
000 0800 1200 aE ofo0 g0 1200 Crens of00 0600 1200 % "ozio0 0500 0600 200
— Average DB Noise Power (dBm) — Average Interference Utiization — Mumber of Clients Average (Cients) — Channel Utiization Aversg (%)

The Cisco WLC: AP device dashboard displays the following information about Cisco wireless access points:

o Events and tickets on the device

o Acomponent map

« Average decibel (dB) noise over the past 12 hours

« Average interface utilization over the past 12 hours

« Average number of clients across all interfaces on the access point for the most recent poll

« Average channel utilization across all interfaces on the access point for the most recent poll

Cisco WLC: Interface Dashboard

RCAETCOTSCAP12 Siot 2: Number of Clieds (Clients) {Last 12 howrs)

There are no events or tickets for this device

RCAETCOTSCAP12 Slot 2 Channel Utiization (%) (Last 12 hours)

RCAETCOTSCAP12 Slat 2 Tx Utiization (%) {Last 12 hours)

RGAETCO7SCAPT2 Siat 2 R Utiization (%) (Last 12 hours)

06Cients 0% 0% 0%
D4Clients .04% .04% .04%
0aCients 0% 0% 0%
OChents 500 0d00 12:00 0% " odoo 0800 1200 0% odoo 0800 1200 0% odoo 0800 1200
— RCAETCO75CAP12 Skt 2: Number of Clients (Chents) — RCAETCO75CAP12 Siot 2: Channel Utiization (%) — RCAETCO75CAP12 Slot 2: Tx Utiization (%) — RCAETCO75CAP12 Slot 2: Rx Utiization (%)
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The Cisco WLC: Interface dashboard displays the following information about Cisco wireless access point
interfaces:

o Events and tickets on the device

« Acomponent map

o Number of clients over the past 12 hours

o Channel utilization over the past 12 hours

o Tx utilization over the past 12 hours

o Rx utilization over the past 12 hours

Device Dashboards
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Copyrights and Trademarks
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