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Chapter

Overview

Introduction

This manual describes how to monitor the Docker platform in the Sciencelogic platform using the
Docker PowerPack.

The following sections provide an overview of the Docker platform and the Docker PowerPack:

What is Docker . 3
What Does the Docker PowerPack Monitore . . 4
Installing the Docker PowerPack . ...... ... . . 4

NOTE: Sciencelogic provides this documentation for the convenience of Sciencelogic customers. Some of
the configuration information contained herein pertains to third-party vendor software that is subject fo
change without notice to Sciencelogic. Sciencelogic makes every attempt to maintain accurate
technical information and cannot be held responsible for defects or changes in third-party vendor
software. There is no written or implied guarantee that information contained herein will work for all
third-party variants. See the End User License Agreement (EULA) for more information.

What is Docker?

Docker is a platform that automates the process of deploying applications using software containers. These
containers include individual deployment components (e.g., software code, system libraries, efc.) that, when
combined, contain everything needed to run the application.
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What Does the Docker PowerPack Monitor?

The Docker PowerPack includes:

o An example Basic/Snippet Credential and an example SSH/Key Credential for discovering Docker devices
o Dynamic Applications and Run Book Actions to discover, model, and monitor the following Docker
component devices:
o Hosts
o Containers
o Swarms
o Stacks

o Services

o Device Classes for each type of Docker component device the Sciencelogic platform monitors

« EventPolicies that are triggered when Docker component devices meet certain status criteria

Installing the Docker PowerPack

Before completing the steps in this manual, you must import and install the latest version of the Docker PowerPack.

TIP: By default, installing a new version of a PowerPack overwrites all content in that PowerPack that has
already been installed on the target system. You can use the Enable Selective PowerPack Field
Protection setting in the Behavior Settings page (System > Settings > Behavior) to prevent new
PowerPacks from overwriting local changes for some commonly customized fields. (For more information,
see the System Administration manual.)

To download and install a PowerPack:

1. Download the PowerPack from the Sciencelogic Customer Portal.

Goto the PowerPack Manager page (System > Manage > PowerPacks).

In the PowerPack Manager page, click the [Actions] button, then select Import PowerPack.

A LN

The Import PowerPack dialog box appears:

Import PowerPack™

[Browse for file... | Browse..

License: | |
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https://portal.sciencelogic.com/portal/powerpacks

5. Click the [Browse] button and navigate to the PowerPack file.

6. When the PowerPack Installer modal page appears, click the [Install] button to install the PowerPack.

NOTE: Ifyou exit the PowerPack Installer modal page without installing the imported PowerPack, the
imported PowerPack will not appear in the PowerPack Manager page. However, the imported
PowerPack will appear in the Imported PowerPacks modal page. This page appears when you click
the [Actions] menu and select Install PowerPack.
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Chapter

Configuring Docker Monitoring

Overview

The following sections describe how to configure and discover the Docker platform and its component devices for
monitoring by the Sciencelogic platform using the Docker PowerPack:

Prerequisites for Monitoring Docker .. ... L 6
Enabling the Docker APl ... ... 7
Configuring a Docker Credential .. i 9
Creating a Basic/Snippet Credential ... . 9
Creating an SSH/Key Credential ... 10
Discovering Docker Components ... . . il 11
Manually Aligning Dynamic Applications ... ... 13
Viewing Docker Component Devices ... ... ... .. 15
Relationships Between Component Devices ... ... ... i i 17

Prerequisites for Monitoring Docker

Before you can monitor the Docker platform and its component devices in the Sciencelogic platform using the
Docker PowerPack, you must first follow the instructions in the Enabling the Docker API section. These steps

enable the Dynamic Applications in the Docker PowerPack to communicate with and gather data from the Docker
API.

If you are using Secure Shell (SSH) to monitor Docker or Kubernetes nodes in conjunction with the Kubernetes

PowerPack, you must also install cURL 7.40 or greater on all of the Docker hosts that you want to monitor, prior to
discovery. You must then run the following cURL commands on each of those hosts:
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e curl --unix-socket /var/run/docker.sock http://docker/containers/json

e curl --unix-socket /var/run/docker.sock http://docker/containers/\ [container
id]/json

e curl --unix-socket /var/run/docker.sock http://docker/containers/\ [container
id]/stats?stream=0

Enabling the Docker API

Before you discover Docker components using the Docker PowerPack, you must first enable the Docker API. This
section describes how to do so for Windows, CentOS, Red Hat Enterprise Linux (RHEL), and Oracle Linux
operating systems.

Windows
To enable the Docker APl for Windows using the Docker Toolbox:

1. Start Docker Quickstart Terminal.

2. Todetermine the IP address of the Docker host machine, type the following command:

$ docker-machine ip

3. Login tothe host machine:
$ docker-machine ssh
4. Navigate to Boot2Docker:

$ cd /var/lib/boot2docker
5. Editthe Boot2Docker profile:

$ sudo vi profile

o

In the profile, change "DOCKER HOST" to "DOCKER HOST='-H tcp://0.0.0.0: [port number]'", and set
DOCKER_TLS=no.

7. Exitthe SSH session, and then restart Docker:

S exit
$ docker-machine restart

8. Toverify that the Docker APl is accessible, open a browser and navigate to http:[IP address]:[port
number]/version.

If the Docker APl is successfully enabled, the version returns something similar to the following:
{"Version":"17.10.0-ce", "ApiVersion":"1.33","MinAPIVersion":"1.12","GitCommit":

"f4££d25","GoVersion":"gol.8.3","0Os":"1inux", "Arch":"amd64", "KernelVersion":
"4.,4.93-boot2docker", "BuildTime":"2017-10-17T19:05:23.000000000+00:00"}

7 Configuring Docker Monitoring



CentOS

To enable the Docker API for CentOS:

1.

N

Log in to the command-line interface of the server running Docker and navigate to systemd/system:
$ cd /etc/systemd/system
Create a new "docker.service.d" folder, then navigate to that folder:

$ mkdir docker.service.d
$ cd docker.service.d

Create a new docker.conffile:
$ vi docker.conf

Type the following:

INSERT

[Service]
ExecStart=

ExecStart=/usr/bin/dockerd -H tcp://0.0.0.0: [port number] -H
unix://var/run/docker.sock

Reload daemon, restart Docker, and open the port on the firewall by typing the following:
$ systemctl daemon-reload
$ systemctl restart docker
$ firewall-cmd --add-port=[port number]/tcp
Verify that the Docker APl is accessible by typing the following:
$ *curl http://localhost: [port number]/version¥*
If the Docker APl is successfully enabled, the version returns something similar to the following:
{"Version":"17.06.1-ce","ApiVersion":"1.30","MinAPIVersion":"1.12","GitCommit"

:"874a737","GoVersion":"gol.8.3","0Os" :"1inux", "Arch" :"amd64", "KernelVersion":
"3.10.0-514.26.2.e17.x86 64","BuildTime":"2017-08-17T23:01:50.155177940+00:00"}

RHEL 7 and Oracle Linux 7

To enable the Docker APl for RHEL 7 or Oracle Linux 7:

1.

2.

Log in to the command-line interface of the server running Docker and navigate to systemd/system:
$ cd /usr/lib/systemd/system
Edit the service.docker file:

$ sudo vi service.docker
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3. Findthe line that starts with "ExecStart=/usr/bin/dockerd" and add"-H tcp://0.0.0.0: [port
number]" so that the updated line looks like this:

ExecStart=/usr/bin/dockerd -H tcp://0.0.0.0:4243
4. Reload daemon, restart Docker, and open the port on the firewall by typing the following:
$ systemctl daemon-reload
$ systemctl restart docker
$ firewall-cmd --add-port=[/port number]/tcp
5. Verify that the Docker APl is accessible by typing the following:
$ *curl http://[IP address]: [port number]/version*
If the Docker APl is successfully enabled, the version returns something similar to the following:
{"Version":"17.06.2-ee-4","ApiVersion":"1.30", "MinAPIVersion":"1.12","GitCommit":

"dd2c358", "GoVersion":"gol.8.3","0Os":"1inux", "Arch" :"amd64", "KernelVersion":
"3.10.0-514.e17.x86_64","BuildTime":"2017-10-12T16:19:56.386620861+00:00"}

Configuring a Docker Credential

The Docker PowerPack includes an example Basic/Snippet Credential and an example SSH/Key Credential for
your use. You can modify these to create your own Credentials that will enable the Sciencelogic Platform to
discover your Docker devices.

Creating a Basic/Snippet Credential

To configure the Sciencelogic platform to monitor the Docker platform using the Docker API, you must create a
Basic/Snippet credential that allows the Dynamic Applications in the Docker PowerPack to connect with Docker
hosts and swarms. An example Basic/Snippet credential that you can edit for your own use is included in the
Docker PowerPack.

To create a Basic/Snippet credential to access Docker hosts and swarms:

1. Goto the Credential Management page (System > Manage > Credentials).
2. Locate the example Docker Basic credential, and then click its wrench icon ( ja3i|)
Credential modal page appears.

. The Edit Basic/Snippet

9 Configuring Docker Monitoring



3. Complete the following fields:

Credential Editor [58] x

Edit Basic/Snippet Credential #88 New Reset

Basic Settings

Credential Name
[Docker Basic ]

Hostname/IP Port Timeout{ms)
[http-//%D | (4243 | [10000 ]

Username Password
[em?admin ] [ ]

« Credential Name. Type a new name for the Docker credential.

o Hostname/IP. Type "%D".

e Port. Type the port number you specified when you enabled the Docker API.
« Timeout(ms). Type "10000".

o Username. Type a value for the username.

o Password. Type a value for the password.

NOTE: The Docker platform does not require a specific username and password to access the platform, but
the Sciencelogic platform does require the Username and Password fields to have values when
using Basic/Snippet credentials to monitor Docker. Therefore, those fields must have entries, but the
values themselves do not matter.

4. Click the [Save As] button.

5. When the confirmation message appears, click [OK].
Creating an SSH/Key Credential

If you are using SSH to monitor Docker or Kubernetes nodes in conjunction with the Kubernetes PowerPack, you
must create an SSH/Key credential that allows the Dynamic Applications in the Docker PowerPack to connect with
Docker containers and Kubernetes nodes. An example SSH/Key credential that you can edit for your own use is
included in the Docker PowerPack.

NOTE: The Kubernetes PowerPack does not support the use of SSH to monitor Docker swarms.
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To create an SSH/Key credential to monitor Docker containers:

1. Gotothe Credential Management page (System > Manage > Credentials).

2. Locate the example Docker Basic - SSH credential, and then click its wrench icon ( .9) The Edit SSH/Key
Credential modal page appears.

3. Complete the following fields:

Credential Editor [197] x

Edit SSH/Key Credential #197 New Reset

Basic Settings
Credential Name
[Ducker EBasic - ssh ]

Hostname/IP Port Timeout{ms}
[%D | |22 | [10000 ]

Username Password
[s11admin | [rrmeerns ]

Private Key (PEM Format)

« Credential Name. Type a new name for the Docker credential.
« Hostname/IP. Type "%D".
o Port. Type the SSH port number for the Docker containers you want to monitor.

o Timeout(ms). Type "10000".

o Username. Type the username for a user with SSH access to the Docker container command line
interface.

e Password. Type the user's password.

« Private Key (PEM Format). Keep this field blank.

4. Click the [Save As] button.

5. When the confirmation message appears, click [OK].

Discovering Docker Components

To discover and model your Docker component devices for monitoring, you must run a discovery session. The
discovery session will discover the Docker hosts and swarms that the platform will use as the root devices for
monitoring the Docker components.
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Several minutes affer the discovery session has completed, the Dynamic Applications in the Docker PowerPack will
automatically align to the Docker root devices. These Dynamic Applications will discover, model, and monitor the
remaining components in your Docker system.

To discover Docker components, perform the following steps:

1. Gotothe Discovery Control Panel page (System > Manage > Discovery), and then click the [Create]
button. The Discovery Session Editor page appears.

2. Inthe Discovery Session Editor page, complete the following fields:

Discovery Session Editor | Editing Session [19] New Reset

Identification Information

Name [Docker 45_49 ] @  Description I e

4
IP and Credentials Detection and Scanning Basic Settings
IP Address/Hostname Discovery List Initial Scan Level Discover Madel Duplication
10.2.8.45 N [ [ System Default (recommended) ] v ] @ | Non-SNMP  Devices DHCP Protection
10.2.8.46 - o v @ ¥ @ 0e v @
10.2.8.48 Scan Throttle
022349 4 [ [ System Default (recommended) | v ] (7]
" Collection Server PID: 3
Upload File Port Scan All IPs
SL_DIST_PATCH1_CU, v
[Browse for file... ] 7] [ [ System Default (racommended) ] LN e tor — /@
Port Scan Timeout Organization
SNMP Credentials [ System Default (recommended) v | @ | [[Dockerds] v @
l ] 0 . Add Devices to Device Group(s)

SNMP N Detection Methed & Port [ ] [+
Cisco SNMPv2 - Example l l 9 None N
Cisco SNMPv3 - Example [ Default Method | PS Servers
Cisco: CSP SNMP Port 161 Example UDP: 161 SNMP
Cisco: CSP SNMP Port 1610 Exampl TCP: 1 - tepmux
EM7 Default V2 TCP: 2 - comprassnet
EM7 Default V3 TCP: 3 - compressnet
IPSLA Example TCP:5-rje
LifeSize: Endpoint SNMP - TCP: 7 - echo
= TCP: 9 - discard

Other Credentials TCP: 11 - systat
@ TCP: 13 - daytime
N TCP: 15 - netstat
Cisco: ACI Sample Credential 2 TCP: 17 - gotd h
C!SCO: SPEFTE Interface Inventory Timeout (ms)
Cisco: CSP mock [600000 ]0
Cisco: Tetration - Example
CiscoTetration_Mock Maximum Allowed Interfaces -
Citrix XenServer - Example [H][]OI} ]0
[ Docker Basic | .
n Bypass Interface Inventory Apply Device Template
Quc‘ker Eas!c Ma.ﬂ e [ [[ Choese a Template ] v @
Log All
v e

o Name. Type a name for your discovery session.

« IP Address/Hostname Discovery List. Type the IP addresses for all of the Docker hosts in the swarm

that you want fo discover.

NOTE: Swarms are created only when the swarm leader is discovered.

« Other Credentials. Select the Basic/Snippet or SSH/Key credential(s) you created for Docker.
o Discover Non-SNMP. Select this checkbox.

« Model Devices. Select this checkbox.

Configuring Docker Monitoring
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3. Optionally, you can enfer values in the other fields on this page. For more information about the other fields
on this page, see the Discovery & Credentials manual.

4. Click the [Save] button to save the discovery session, and then close the Discovery Session Editor window.

5. The discovery session you created displays at the top of the Discovery Control Panel page. Click its
lightning-bolticon (# ) to run the discovery session.

6. The Discovery Session window appears. When a root device is discovered, click its device icon (E) to view
the Device Properties page for that device.

Manually Aligning Dynamic Applications

To verify that the Sciencelogic platform has automatically aligned the correct Dynamic Applications during
discovery:

1. From the Device Properties page (Registry > Devices > wrench icon ( IE'?i')) for the Docker root device, click
the [Collections] tab. The Dynamic Application Collections page appears.

2. The following Dynamic Applications should appear in the list of aligned Dynamic Applications:
o ForDocker Hosts:

o Docker: Container Discovery

o Docker: Containers Performance
o Docker: Host Configuration

o Docker: Host Performance

o Docker: Host Reclassification

o Docker: Image Configuration

o Docker: Image Performance

o Docker: Network Configuration

o Docker: Swarm Cluster Discovery

e ForDocker Swarms:

(o}

Docker: Stack Discovery

(o}

Docker: Swarm Configuration

Docker: Swarm Performance

(o}

(o}

Docker: Swarm Service Discovery

NOTE: It can fake several minutes after discovery for Dynamic Applications to display on the Dynamic
Application Collections page. If the listed Dynamic Applications do not display on this page, try
clicking the [Reset] button.
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If the Dynamic Applications have not been automatically aligned, you can align them manually. To do so, perform
the following steps:

1. Gotothe Device Properties page (Registry > Devices > wrench icon( 5')) for the Docker root device and
click the [Collections] tab. The Dynamic Application Collections page appears.

2. Onthe Dynamic Application Collections page, click the [Action] button and then select Add Dynamic
Application from the menu. The Dynamic Application Alignment page appears.

Dynamic Application x

Dynamic Application Alignment

Dynamic Applications

Credentials

[Docker

Snippet Configuration:
Docker: Container Configuration
Docker: Container Discovery
Docker: Host Cenfiguration
Docker: Host Reclassification
Docker: Image Configuration
Docker: Network Configuration
Docker: Service Configuration
Docker: Stack Service Discovery
Docker: Swarm Cluster Discovery

Snippet Performance:
Docker: Container Interface Performance
Docker: Container Performance
Docker: Containers Performance
Docker: Host Performance
Docker: Service Performance
Docker: Stack Performance

-

Tomcat Status - Example

UCS - Example

UCS Manager5

UCS Standalone - Example

VMware Server

VMware Server vCenter 6
Basic/Snippet:

Cisco CUCM Example

Cisco: ACI Sample Credential 1

Cisco: ACI Sample Credential 2

Citrix XenServer - Example

Docker

Docker Basic

EMC SMI-S Example

EMC VMAX Example

LifeSize: Endpoint SSH/CLI

Local API

NetApp 7-mode

Nexus netconf

Polycom DMA CDR Example

Windows HyperV - Example

Windows WMI - Example

Windows WMI - Restart Services

WMI SQL Default

In the Dynamic Applications field, select a Dynamic Application to align.
In the Credentials field, select the Basic/Snippet credential you created for Docker.

Click the [Save] button.

o 0 kW

Repeat steps 2-5 as needed to align any additional Dynamic Applications.
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Viewing Docker Component Devices

In addition to the Device Manager page (Registry > Devices > Device Manager), you can view the Docker
platform and all of its component devices in the following places in the user inferface:

o The Device View modal page (Registry > Devices > Device Manager > graph icon > Topology) displays a

map of a particular device and all of the devices with which it has parent-child relationships. Double-clicking
any of the devices listed reloads the page to make the selected device the primary device:

Device View Reset Guide

| Component Mapping

B contains Node / Swarm Relationship

&

Docker Host
N XD fl e
10.2.8.45

N X ) o

1S XY ol o 5

I /_swarm- i Docker Swarm |

proxy_proxy.1.m87wafpOel fistener.1.busw8fpmmc0gq ‘wordpress_cboluster.1.eyd wordpress_wordpress 20 cldpzmel7piScxayfrioan: /
34 ususBvkrbhd 34fjrupdix 9r5bo80cebicibh1h07mpl zo454zyrirzxghdlesbdcuk

™

A

Docker Container
-y
!

1\ X0 o] o

¥

(N

=,
Jproxy

15 Configuring Docker Monitoring



o The Device Components page (Registry > Devices > Device Components) displays a list of all root devices
and component devices discovered by the Sciencelogic platform in an indented view, so you can easily view
the hierarchy and relationships between child devices, parent devices, and root devices. To view the
component devices associated with Docker, find the Docker Host or Docker Swarm device and click its plus
icon (+):

Device Components | Devices Found [2]

3
-

4
2

3

5.
B
7.

a

Actions Reset Guide
Device Current Collection Collection <
Device Name + 1P Address Category Device Class | Sub-class DD Organization State Group Stale
( Il I I | a— ) [>=ttesitn v ] I )
# 111102845 »102845 Compute Host | Docker Host 4112 Docker 45 A\ Healtny [olV<t] Active mEe
Device Current Collection Collection
Device Name ~ IP Address Category Device Class | Sub-class DID Organization State =
( ) ) ) | o— ) (=Heaiin v ]( Il )
111 Iproxy._proxy 1 m97wafpOel34fususiied - Service Container | Docker Container 418 Docker 45 A Healthy [oVel] Active MR |
BB RN ® . Sice  Contaner | Docer Gontaner a7 ocer 45 BNt e woeal
/1. Iwordpress_dbeluster 1.eyd9r5bo80c |l - Service Container | Docker Container 4115 Docker 45 A Healthy [elV/ei] Active MR
PRI, .| iwordpress wordpress 2 k0zo454zyricid - Service Container | Docker Container 4116 Docker 45 A\ Healthy [ol¥fel] Active =L F Yu]
PR/ ... Docker Swarm | cldpzmciTpfScxayfrfio<pg - Service Swarm | Docker Swarm 4114 Docker 45 \ Healthy [eVel] Active mEe [
Device Current Collection Collection
Device Name « IP Address Category Device Class | Sub-class DiD Organization State Group Stale =]
( ) ) ) | o— ) (=Heath v ] Il )
TN - e sl a2 oo oo, RS E S 1
happy_hamilton - - Service Service | Docker Service 4126 Docker 45 A Healthy [olUfei] Active =L ¥ Au]
hungry_bhaskara A4 - Service Service | Docker Service 419 Docker 45 A\ Heatthy [olVfef] Active MR
- - Service Service | Docker Service 4125  Docker 45 CuGt Active mORvR()
B @~ o SeveslOwersenk w22 oosr 15 et e mona
B 3§00 s S lesewe a1 oucer s N cver e mneal
T 3 0 o S lDwesew o4 Docr 45 et ace  wERE
8 + - - Service Stack | Docker Stack 4128  Docker 45 A\ Healthy [olUIci] Active [ R=L F Ju]
R v - Senien Senire | Nncker Senvice 4190 Dincker 65 PP - e Arte [ESET ¥ Ui

o The Component Map page (Views > Device Maps > Components) allows you fo view devices by root
node and view the relationships between root nodes, parent components, and child components in a map.
This makes it easy to visualize and manage root nodes and their components. The Sciencelogic platform
automatically updates the Device Component Map as new component devices are discovered. The
platform also updates each map with the latest status and event information. To view the map for Docker, go
to the Device Component Map page (Views > Device Maps > Components) and select the map from the
listin the left NavBar. To learn more about the Device Component Map page, see the Views manual.

Device Component Map

Reset

Fit

Center

in® W

Trace Filter Screenshot

Link Lengin —ff———— 63%
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Relationships Between Component Devices

In addition to parent/child relationships between component devices, the Sciencelogic platform also creates
relationships between the following component devices:

o Swarms and Nodes

o Services and Containers

You can also use the Docker PowerPack in conjunction with the Kubernetes PowerPack when monitoring
Kubernetes systems. When you do so, the platform creates relationships between Docker Containers and their
underlying Kubernetes Nodes.
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Chapter

Docker Dashboards

Overview

The following sections describe the device dashboards that are included in the Docker PowerPack:

Device Dashboards ... 18
Docker: Container .. . L 19
Docker: Host - o L 20
Docker: Service . L 21
Docker: Stack L 22
Docker: SwWarm 23

Device Dashboards

The Docker PowerPack includes device dashboards that provide summary information for Docker component
devices. Each of the device dashboards in the Docker PowerPack is set as the default device dashboard for the
equivalent device class.
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Docker: Container

[ fvems [ goes emmE T oganaion |
PDevice Dashboard: | Docker: Container v

Device Name  Iregistry 1 jSuftbwar9ntipjfBq3habnéo Managed Type | Component Device
D 4319 Category Cloud Service
Ciss Container sub-Class Docker Container
Organization System Uptime 0 days, 00:00:00
Root Device 10.28.42 Group  Colector CUG | SL_AIO_Docker_Ref 102825

Parent Device 10.2.8.42
Device Hostname

I 7 S S S SO - AN

There are no events or tickets for this device

Memory and CPU Utifization

0% k
005
2%
1
- /\ /\ A /\ A / ™
% 05100 0700 0200 0900 1000 100 0600 o700 0200 0500 1000 100 © o500 o700 0800 0500 1000 100

— CPU Utilization (%) ~— Memory Utilization (%) — Page Faults_— Major Page Faults — Throttled Periods

OPkis  SPkis  10PMs  1Pks  20Pks  25Pks  30Pkis  Pkis 0600 o700 0800 0900 1070 00

o oo 0% 005% 00%% oD% 005% oo ) TxPackets M Rx Packets — No Matching Data

The Docker: Container device dashboard displays the following information:

o Events and tickets for the device

o Memory and CPU utilization over a specified period of time

o Page faults over a specified period of time

o Throttled periods over a specified period of ime

o Top interfaces with the highest percentage of errors and dropped packets over a specified period of time
o Top interfaces by total packets received over a specified period of time

o Number of input and output operations over a specified period of time
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Docker: Host

Summary Performance

Device Dashboard
Category  Cloud.Compute
Docker Host
0 days, 00:00:00 Docker Host
Collect 2017-10-31 11:47:00
Group / Collector CUG | SL_AIO_Docker_Ref_102825
30M 1 24 3H 6H T 241 7D 14D
va Comtamer i [ A T

There are no events or tickets for this device

PU Utilization (%) — Memory Utilization (%)

Top 10 Images By Bandwidth Utiization Top 10 Images By Running Containers.

dockerfucp-agent
@ 200 nodata

@ 11 Nodatawas found for the specified collection and/or time-frame ubuntu
ngink

redis

127.0.0.1:5000/stackdemo

dockerlucp-agent
e dockerlucp

6

13 508 1008 1508 2008 0 1 2 3

) Aggregated TX 8w [ Aggregated RxBW 1) stopped Containers [ Running Containers

The Docker: Host device dashboard displays the following information:

« Containers running and stopped over a specified period of time, as well as average container uptime
o Total CPU utilization and memory across all containers over a specified period of time

« Events and fickets for the device

o Top 10 images by CPU and memory utilization over a specified period of time

o Top 10 images by bandwidth utilization over a specified period of time

o Top 10 images by running containers over a specified period of ime

Docker Dashboards 20



Docker: Service

The

21

o | bens | ees [T ] O |

[Device Dashboard: [ Docker: Service v

Device Name | registry. Managed Type | Component Device
1D 4340 CategoryCloud Service Qdockor
Cass Service Su-Ciss Docker Service SERVICE
Organization System Uptime 0 days, 00:00:00 S

Root Device. Docker Swam | ocxijbw1d6ate5agsaqdqaad Group  Calector CUG | SL_AIO_Docker_Ref_102625
Parent Device. Docker Swarm | oc6xijbw1d6a1e5aq6qqdqaad
Device Hostname

Avg Container Uptime Service CPU Utilization (Sum across Containers)

0.03%

Running Containers Stopped Containers

There are no events or tickets for this device
0.02%

0.01%

1200 1800 31./0ct 0500

— CPU Utiization (%)

Total Service Page Fauits Total Service /O Requests

oos .05
000
oos 500 o.0¢
000
o2 o.02
500
%200 1800 31 0ct 0600 %1200 1800 31 0ct 0600 %1200 1800 31.0ct 0800

— Throttled Periods. — Major Page Faulis — Page Faults — 10 Serviced Read — 0 Serviced Write

Docker: Service device dashboard displays the following information:

Containers running and stopped over a specified period of time, as well as average container uptime
Service CPU utilization over a specified period of ime

Events and tickets for the device

Throttled periods over a specified period of ime

Top service page faults over a specified period of time

Total service input and output requests over a specified period of time
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Docker: Stack

[ fews [ gees [ ] Ogmzaion |
PDevice Dashboard: | Docker: Stack v

Device Name | stack2 Wanaged Type Component Device
1D 4334 Category Cloud Service Jdocker
Ciss Stack SurCiass Docker Stack STACK
Organization System Uptime 0 days, 00:00:00
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The Docker: Stack device dashboard displays the following information:
« Containers running, stopped, and paused over a specified period of time, as well as average container
uptime
o Stack CPU utilization over a specified period of time
o Throttled periods over a specified period of time
o Top 5 services in the stack over a specified period of ime, based on the number of major page faults
o Top 5 services in the stack over a specified period of time, based on the number of page faults
o Top 5 services in the stack over a specified period of time, based on CPU utilization

o Top 5 services in the stack over a specified period of time, based on the number of running containers
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Docker: Swarm
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Docker: Swarm device dashboard displays the following information:

Containers running, stopped, and paused over a specified period of time, as well as average container
uptime

Number of stacks, services, images, total nodes, and available nodes over a specified period of time
Top 5 stacks in the swarm over a specified period of time, based on CPU utilization

Top 5 services in the swarm over a specified period of time, based on CPU utilization

Top 5 services in the swarm over a specified period of time, based on the number of major page faults and
total page faults

Overall swarm CPU utilization
Overall swarm memory utilization

Overall swarm input and output
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