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Chapter

Introduction

Overview

This manual describes how to monitor Google Cloud Platform (GCP) resources in the Sciencelogic platform
using the Google Cloud Platform *BETA* PowerPack.

The following sections provide an overview of GCP and the Google Cloud Platform *BETA* PowerPack:

What is Google Cloud Platforme . 3
What Does the Google Cloud Platform *BETA* PowerPack Monitor? ... .. ... ... ... ... .. ............. 4

What are GCP Regions and Zonese . 4
Installing the Google Cloud Platform *BETA* PowerPack ... . . . ... 5

NOTE: Sciencelogic provides this documentation for the convenience of Sciencelogic customers. Some of
the configuration information contained herein pertains to third-party vendor software that is subject fo
change without notice to Sciencelogic. Sciencelogic makes every attempt to maintain accurate
technical information and cannot be held responsible for defects or changes in third-party vendor
software. There is no written or implied guarantee that information contained herein will work for all
third-party variants. See the End User License Agreement (EULA) for more information.

What is Google Cloud Platform?

Google Cloud Platform is a suite of modular, cloud-based products and services that enables users to build, test,
deploy, and manage applications for web, mobile, and back-end solutions. It combines physical assets and virtual
resources that users can utilize for computing, data storage, networking, and other solutions.
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What Does the Google Cloud Platform *BETA* PowerPack
Monitor?

To monitor GCP resources using the Sciencelogic platform, you must install the Google Cloud Platform
*BETA* PowerPack. This PowerPack enables you to discover, model, and collect performance and configuration
data about GCP resources.

The Google Cloud Platform *BETA* PowerPack includes:
o Anexample Credential that you can use as a template to create SSH/Key credentials to monitor GCP

resources

o Dynamic Applications to discover, model, and monitor the following GCP resources:

o Compute instances
o Storage persistent disks
o VPC networks
o Device Classes for each GCP region and zone, plus all of the GCP resources the Sciencelogic platform
monitors

« EventPolicies and corresponding alerts that are triggered when GCP resources meet certain status criteria

What are GCP Regions and Zones?

GCP resources are hosted in data centers around the globe. A GCP region is an individual data center located in
a specific geographic locale. Regional resources are accessible by any resource within the same region. Examples
of regional resources include IP addresses, subnets, regionally managed instance groups, and regional
operations.

Each region consists of one or more zones. Zone-specific resources are unique to that zone and accessible only by
other resources in the same zone. Examples of zone resources include instances, disks, machine types, zone-
managed instance groups, and per-zone operations.

Zone names include the region name combined with a lefter identifier. For example, "zone a" in the East Asia
region is named "asia-east1 -a".

The Dynamic Applications in the Google Cloud Platform *BETA* PowerPack create a "region" component device
for each discovered data center region and a "zone" component device for each zone discovered under those
regions.

The PowerPack supports the following GCP regions and zones:

« Generic Region/Zone

o Asia East 1 (Taiwan)

« Asia Northeast 1 (Tokyo)
o Asia South (Mumbai)
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o Asia Southeast 1 (Singapore)
o Australia Southeast 1 (Sydney)
o Europe West 1 (Belgium)

(
o Europe West 2 (London)
o Europe West 3 (Frankfur)
o Europe West 4 (Eemshaven)
o North America Northeast 1 (Montréal)
o South America East 1 (Séo Paulo)
o US Central 1 (lowa)
o US East 1 (South Carolina)
o US East 4 (Northern Virginia)
o USWest1 (Oregon)

Installing the Google Cloud Platform *BETA* PowerPack

Before completing the steps in this manual, you must import and install the latest version of the Google Cloud
Platform *BETA* PowerPack.

TIP: By default, installing a new version of a PowerPack overwrites all content in that PowerPack that has
already been installed on the target system. You can use the Enable Selective PowerPack Field
Protection setting in the Behavior Settings page (System > Settings > Behavior) to prevent new
PowerPacks from overwriting local changes for some commonly customized fields. (For more information,
see the System Administration manual.)

To download and install a PowerPack:

1. Download the PowerPack from the Sciencelogic Customer Portal.

Go to the PowerPack Manager page (System > Manage > PowerPacks).

In the PowerPack Manager page, click the [Actions] button, then select Import PowerPack.

A

The Import PowerPack dialog box appears:

Import PowerPack™

[Browse far file...

License: |
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5. Click the [Browse] button and navigate to the PowerPack file.

6. When the PowerPack Installer modal page appears, click the [Install] button to install the PowerPack.

NOTE: If you exit the PowerPack Installer modal page without installing the imported PowerPack, the
imported PowerPack will not appear in the PowerPack Manager page. However, the imported
PowerPack will appear in the Imported PowerPacks modal page. This page appears when you click
the [Actions] menu and select Install PowerPack.
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Chapter

Configuring Google Cloud Platform for
Monitoring

Overview

The following sections describe how to configure Google Cloud Platform resources for monitoring by the
Sciencelogic platform using the Google Cloud Platform *BETA* PowerPack:

Creating a Google Cloud Platform Service Account ... . . . ... 7
Enabling Google Cloud Platform APls ... L 9
Creating an SSH/Key Credential for Google Cloud Platform ... . .. .. . ... . ... ... ............. 10
Creating a Google Cloud Platform Virtual Device ... ... ... . . . ... 12
Aligning the Google Cloud Platform Dynamic Applications ... ... ...................... 13

Discovering Google Cloud Platform Component Devices ... ... ... i . 13
Viewing Google Cloud Platform Component Devices ... ... ... 15

Relationships Between Component DEVICeS ........ ... i e 17

Creating a Google Cloud Platform Service Account

To monitor Google Cloud Platform (GCP) resources with the Sciencelogic platform, you mustfirst create a
GCP service account for the platform in the Google APl Console. This service account belongs to the platform
instead of an individual end user, and enables the platform to communicate with Google APls when monitoring
your GCP resources.
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This service account's credentials will include a unique email address and a public/private key pair. You will
include this email address and key information when you create the SSH/Key credential that enables the platform
to monitor your GCP resources.

To create a GCP service account:

1. Log in tothe Google APl Console and go to the Service accounts page. If prompted, select a project.
2. Click the [CREATE SERVICE ACCOUNT] button.

3. Complete the following fields on the Create service account page:

Create service account

Service account name Role
Example | Select a role -
Service account 1D Selected
example @example-project-198515.iam.gs
Owner
+' Fumnish a new private key App Engine .
Downloads a file that contains the private key. Store the fil Billin Editor
can't be recovered if lost. 9 Read access to all resources.
Cloud IAP P——
Ki
.eyjys;;)eN Cloud Security Scanner
Recommended Cloud Tasks
P12 Error Reporti
For backward compatibility with code using the P12 { fror Reporting
1AM
Enable G Suite Domain-wide Delegation .
Logging

Allows this service account to be authorized to access all
domain without manual autharization on their part. Learn | Organization Policy

Reserve Partner
Resource Manager

Roles

Service Accounts

W W W W ¥ ¥ ¥ v v v v v w ¥v

Manage roles

« Service account name. Type a name for the service account.

o Role. Select Project > Viewer.

NOTE: At a minimum, the service account must have a role of "Project" with "Viewer" permissions for the
GCP service that you want to monitor.

« Service account ID. This field auto-populates with a service account ID that is based on your
Service Account Name.

o Furnish a new private key. Select this checkbox.

« Keytype. Select JSON.

4. Click [Create]. Your service account is created and the private key JSON file is saved to your computer.

5. Click [Close].
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6. Open the JSON file that was downloaded to your computer and copy the following information:

o client_email

o private_key

TIP: When you copy the private key from the JSON file, it must include the "BEGIN PRIVATE KEY" and "END
PRIVATE KEY" lines, including all leading and ending dashes. When copied, the key also includes end
line characters ("\n") that must be removed before you paste the value into the SSH/Key credential.
Sciencelogic recommends that you first paste the private key into a text editor and search for "\n" (without
the quotation marks) to remove all of these characters.

Enabling Google Cloud Platform APls

Before the Sciencelogic platform can monitor GCP, you must also enable two APls in the GCP portal:

o Cloud Resource Manager API
« Stackdriver Monitoring API

To enable these GCP APls:

1. Logintothe GCP Console for your project and go to the APl & Services Dashboard page.
2. Click [ENABLE APIS AND SERVICES]. The API Library page appears.

Google Cloud Platform $s Example Project ~

ENABLE APIS AND SERVICES

Dashboard No APIs or services are enabled
Browse the Library to find and use hundreds of available APIs and services

API APIs & Services Dashboard

Library

9 EE

Credentials

Popular APIs and services VIEW ALL (185)

| e
& ™M e xX-~A
Google Drive API Gmail API Google Maps Android API Google Cloud Translation API
Google Google Google Google

The Google Drive APl allows. Flexible, RESTful access to the
clients to access resources from user's inbox

Google Drive

Maps for your native Android app.

The Google Cloud Translation API
lets websites and programs
integrate with Google Translate.

3. Inthe search bar, type "Cloud Resource Manager API". The page will filter search results while you type.
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4. Click the Cloud Resource Manager API box.

& Search O, cloud resource manager api X
Filter by 2 results
CATEGORY
2
Developer tools (1)
Cloud Resource Manager AP| Google Cloud Deployment
Google Cloud APls (2) Manager V2 API
Google
Goaogle

The Google Cloud Resource
Manager API provides methods for The Google Cloud Deployment
creating, reading, and updating Manager V2 API provides services
for configuring, deploying, and

5. On the Cloud Resource Manager API page, click the [Enable] button.

6. Click [Dashboard] on the API & Services left menu and then repeat steps 2-5 to enable the Stackdriver
Monitoring API.

Creating an SSH/Key Credential for Google Cloud Platform

To configure the Sciencelogic platform to monitor GCP, you must create an SSH/Key credential that allows the
Dynamic Applications in the Google Cloud Platform *BETA* PowerPack to connect with your GCP service. An
example SSH/Key credential that you can edit for your own use is included in the Google Cloud Platform
*BETA* PowerPack.

To create an SSH/Key credential to access GCP:

1. Gotothe Credential Management page (System > Manage > Credentials).

2. Locate the GCP Sample Credential and then click its wrench icon ( ﬁ). The Edit SSH/Key Credential
modal page appears.
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3. Complete the following fields:

Credential Editor [79] X

Edit $SH/Key Credential #79 New Reset

Basic Settings

Credential Name
[GCP Sample Credential ]

Hostname/lP Port Timeout(ms)
[<CLIENT_EMAIL> ] [22 | (0 J

Username Password

Private Key (PEM Format)

« Credential Name. Type a new name for the credential.

o Hostname/IP. Type the "client_email" value from the private key JSON file. For example,
"myprojectid@myaccount.iam.gserviceaccount.com".

NOTE: The account that you enter in the Hostname/IP field must at a minimum have a role of "Project" with
"Viewer" permissions for the GCP service that you want to monitor.

e Port. Type "22".

o Timeout(ms). Type the time, in milliseconds, after which the Sciencelogic platform will stop trying to
communicate with GCP.

o Username. Leave this field blank.

o Password. Leave this field blank.
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« Private Key (PEM Format). Paste the "private_key" value from the private key JSSON file.

TIP: When you copy the private key from the JSON file, it must include the "BEGIN PRIVATE KEY" and "END
PRIVATE KEY" lines, including all leading and ending dashes. When copied, the key also includes end
line characters ("\n") that must be removed for the SSH/Key credential to work properly. Sciencelogic
recommends that you first paste the private key info a text editor and search for "\n" (without the quotation

marks) to remove all of these characters, and then copy and paste the remaining value from the text editor
into the Private Key (PEM Format) field.

4. Click [Save As].

5. When the confirmation message appears, click [OK].

Creating a Google Cloud Platform Virtual Device

Because the GCP service does not have a static IP address, you cannot discover GCP devices using a regular
discovery session. Instead, you must create a virtual device that represents the GCP service. A virtual device is a
user-defined container that represents a device or service that cannot be discovered by the Sciencelogic platform.
You can use the virtual device to store information gathered by policies or Dynamic Applications.

To create a virtual device that represents your GCP service:

1. Gotothe Device Manager page (Registry > Devices > Device Manager).

2. Click the [Actions] button and select Create Virtual Device from the menu. The Virtual Device modal page
appears.

3. Complete the following fields:

Virtual Device x

Create Virtual Device Reset

Device Name [ ]
Organization [GCP_ViewerPr0j1 "]
Device Class | GCP | Service v
Collector [ CUG2 v]
Add

o Device Name. Type a name for the device.

« Organization. Select the organization for this device. The organization you associate with the device
limits the users that will be able to view and edit the device. Typically, only members of the
organization will be able to view and edit the device.

o Device Class. Select GCP | Service.

o Collector. Select the collector group that will monitor the device.
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4. Click [Add] to create the virtual device.

Aligning the Google Cloud Platform Dynamic Applications

The Dynamic Applications in the Google Cloud Platform *BETA* PowerPack are divided into the following types:

« Discovery. These Dynamic Applications poll GCP for new instances of services or changes to existing
instances of services.

« Configuration. These Dynamic Applications retrieve configuration information about each service instance
and retrieve any changes to that configuration information.

o Performance. These Dynamic Applications poll GCP for performance metrics.

When configuring the Sciencelogic platform to monitor GCP services, you must manually align Dynamic
Applications to discover GCP component devices.

Discovering Google Cloud Platform Component Devices

To discover all the components of your GCP service, you must manually align the "GCP Project Discovery"
Dynamic Application with the GCP virtual device.

To manually align the "GCP Project Discovery" Dynamic Application:

1. Gotothe Device Manager page (Registry > Devices > Device Manager).

2. Click the wrench icon ( P) for your GCP virtual device.

3. Inthe Device Administration panel, click the [Collections] tab. The Dynamic Application Collections
page appears.

4. Click the [Actions] button and select Add Dynamic Application from the menu.
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5. Inthe Dynamic Application Alignment modal:

Dynamic Application Alignment Reset

Dynamic Applications Credentials
lecp | [ecp |
Bulk Snippet Configuration: - S$5HiKey: -
GCP Instance Configuration GCP Sample Credential
GCP Persistent Disk Configuration GCP_proj1

Bulk Snippet Performance:
GCP Instance Performance
Snippet Configuration:
Cisco: CUCM MGCP Gateway
Cisco: CUCM MGCP Gateway Cache
Cisco: CUCM MGCP T1CAS Configuration
Cisco: CUCM MGCP T1CAS Container Discove
Cisco: CUCM MGCP T1CAS Instances Discove
GCP Instance Discovery
GCP Instance Service Discovery
GCP Persistent Disk Discovery
GCP Persistent Disk Service Discovery
GCP Project Discovery
GCP VPC Network Discovery
GCP Zone Discovery
Snippet Performance:
Cisco: CUCM MGCP T1CAS Performance

- -

Save

« Inthe Dynamic Applications field, select GCP Project Discovery.

« Inthe Credentials field, select the credential you created for your GCP service.
6. Click [Save] to align the Dynamic Application with the GCP virtual device.

When you align the "GCP Project Discovery' Dynamic Application with the virtual device representing your GCP
service, the Sciencelogic platform creates a component device representing your GCP project.

The platform then automatically aligns several other Dynamic Applications to that component device. These
Dynamic Applications discover and create additional component devices for each region and zone used by the
GCP project, plus the following components:
o Compute Services
o Compute Instances
« Persistent Disk Services
o Storage Persistent Disks
o VPC Network Services
o VPC Networks
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NOTE: The Sciencelogic platform might take several minutes to align these Dynamic Applications and
create the component devices in your GCP service.

Viewing Google Cloud Platform Component Devices

In addition to the Device Manager page (Registry > Devices > Device Manager), you can view the GCP service
and all associated component devices in the following places in the user interface:

o The Device View modal page (click the bar-graph icon ['d] for a device, then click the Topology tab)
displays a map of a particular device and all of the devices with which it has parent-child relationships.
Double-clicking any of the devices listed reloads the page to make the selected device the primary device:

Device View Reset Guide

. Component Mapping
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o The Device Components page (Registry > Devices > Device Components) displays a list of all root devices
and component devices discovered by the Sciencelogic platform in an indented view, so you can easily view
the hierarchy and relationships between child devices, parent devices, and root devices. To view the
component devices associated with the GCP service, find the GCP virtual device and click its plus icon (+):

Device Components | Devices Found [1] Actions. Reset Guide
Device Curent Collecton Collection N
Device Name - IP Address Category Device Class | Sub-class DID Organization State Group State’
I ) Il Il )| — ) Co=eatt v ] ) )
I .| GCP_projt » = Senvice GCP | Service 1 GCP_ViewerProjl PN cus Auomation  Active 3L T
Device Curent Collecton Collction
Device Name ~ IP Address Category Device Class | Sub-class DD Organization State Group State
( Il I Il 10 ) Co=eait v ] ) )
| DESECEREGN - e o © e s i wis
Device Curent Colection Coliection
Device Name - IP Address Category. Device Class | Sub-class DID ‘Organization State Group State
( Il ) Il )| — ) Co=Healt v I J
| T - e creessoee o e [emaen e wnea
Device curent Colection Colection
Device Name » IP_ Address Calegory Device Class | Sub-class DD Organization State Group State
( It ( Il )CC ) =reain v J( )
- v = AvallabiityZone GCP | Zone Asia East 1 (Taiwan) 30 GCP_ViewerProjt CUG_Automation Active e R
Device Current Collection Collection
Device Name IP Address Category Device Class | Sub-class DID Organization State Group State
( 1 ( 1 )| a—] ) C=reatt v ) J( )
- _' = Service GCP | Compte Senvice 55 GCP_ViewerProl cus,mmw Active maes
Device Current Collection Collection
Device Name - P Address Calegory Device Class | Sub-class DD Organization State Group State
( Il ( ( )| — ) (z=realt v Il
1 _ - - Compute GCP | Compute Instance 141 GCP_ViewerProjt CUG_Automation Unavallable  m X9 & |
2 [ — L = Compute  GCP | Compute Instance 91 GCP_ViewerProjt PN cuc_Automation Active BRI
2 - _ - Senvice GCP | Persistent Disk Senvice 56 GCP_ViewerProji CUG_Automation Active WERR(
Device Current Collection Collection
Device Name « 1P Address Category Device Class | Sub-class DD Organization Group State
( l I I {— ==l l
I, .| asiacastt-a qapersistaiskstandard o - Storage GCP | Storage Persistent Disk % GCP_ViewerProj1 FNTT] cuc_Automation Active WOOR
PR . . osia casii-a tempiate disk sac-moved g = storage GCP | Storage Persistent Disk 100 GCP ViewerProit TN CUG Automation Active MmO A -

o The Component Map page (Views > Device Maps > Components) allows you fo view devices by root
node and view the relationships between root nodes, parent components, and child components in a map.
This makes it easy to visualize and manage root nodes and their components. The Sciencelogic platform
automatically updates the Component Map as new component devices are discovered. The platform also
updates each map with the latest status and event information. To view the map for the GCP service, goto
the Component Map page and select the map from the list in the left NavBar. To learn more about the
Component Map page, see the Views manual.

Device Component Map

Guide

fn B W

Trace Filter Screenshot

Amange Map ~
[ E—T)
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Relationships Between Component Devices

In addition to parent/child relationships between component devices, the Sciencelogic platform also creates
relationships between the following component devices:

« Compute instances and storage persistent disks

« Compute instances and VPC networks

NOTE: If an instance is configured in GCP to automatically delete any associated read-write persistent disks
when the instance is deleted, then that behavior will also occur in the Sciencelogic platform: If the
instance is deleted, its related persistent disks will also be deleted. This behavior is controlled in GCP
on the VM Instances page by the Delete boot disk when instance is deleted checkbox for boot disks
and the When deleting instance field for additional disks.

Configuring Google Cloud Platform for Monitoring
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contained herein.
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