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Chapter

Introduction

Overview

This manual describes how to monitor IBM Db2 databases in SL1 using the IBM: Db2PowerPack.
Use the following menu options to navigate the SL1 user interface:

« To view a pop-out list of menu options, click the menu icon [E).

« Toview a page containing all the menu options, click the Advanced menuicon ( =+ ).
The following sections provide an overview of IBM Db2 and the IBM: Db2PowerPack:

What Does the IBM: Db2PowerPack Monitorg ... . ... . . . 3
Installing the IBM: Db2 PowerPack ... . ... 4

NOTE: Sciencelogic provides this documentation for the convenience of Sciencelogic customers. Some of
the configuration information contained herein pertains to third-party vendor software that is subject
to change without notice to Sciencelogic. Sciencelogic makes every attempt to maintain accurate
technical information and cannot be held responsible for defects or changes in third-party vendor
software. There is no written or implied guarantee that information contained herein will work for all
third-party variants. See the End User License Agreement (EULA) for more information.

What Does the IBM: Db2PowerPack Monitor?

To monitor IBM Db2 databases using SL1, you must install the IBM: Db2 PowerPack. This PowerPack enables
you to discover, model, and collect data about IBM Db2 databases.
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The IBM: Db2 PowerPack includes:

¢ Example credentials you can use as templates to create credentials to discover and connect to the IBM Db2
databases and instances you want to monitor

* Dynamic Applications to discover, model, and monitor performance metrics and collect configuration data
for IBM Db2 databases

¢ Event Policies and corresponding alerts that are triggered when IBM Db2 databases meet certain status
criteria

¢ ARun Book Action and Run Book Automation policy for aligning Dynamic Applications

¢ Adevice dashboard to display summary information about Db2 instances

Installing the IBM: Db2 PowerPack

Before completing the steps in this manual, you must import and install the latest version of the
IBM: Db2PowerPack.

TIP: By default, installing a new version of a PowerPack overwrites all content from a previous version of that
PowerPack that has already been installed on the target system. You can use the Enable Selective
PowerPack Field Protection setting in the Behavior Settings page (System > Settings > Behavior) to
prevent new PowerPacks from overwriting local changes for some commonly customized fields. (For
more information, see the System Administration manual.)

To download and install a PowerPack:

1. Download the PowerPack from the Sciencelogic Support Site.

Go to the PowerPack Manager page (System > Manage > PowerPacks).

In the PowerPack Manager page, click the [Actions] button, then select Import PowerPack.

B W

The Import PowerPack dialog box appears:

Import PowerPack™

[Browse for file... | Browse..

License: | |

5. Click the [Browse] button and navigate to the PowerPack file.

6. When the PowerPack Installer modal appears, click the [Install] button to install the PowerPack.
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https://support.sciencelogic.com/s/powerpacks

NOTE: If you exit the PowerPack Installer modal without installing the imported PowerPack, the imported
PowerPack will not appear in the PowerPack Manager page. However, the imported PowerPack
will appear in the Imported PowerPacks modal. This page appears when you click the [Actions]

menu and select Install PowerPack.

Installing the IBM: Db2 PowerPack
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Configuring IBM Db2 Monitoring

Overview

Use the following menu options to navigate the SL1 user interface:
« To view a pop-out list of menu options, click the menu icon [E).

« Toview a page containing all the menu options, click the Advanced menu icon ( ++ ).

The following sections describe how to configure and discover IBM Db2 databases for monitoring by SL1 using
the IBM: Db2 PowerPack:

Prerequisites for Monitoring IBM Db2 .. . 7
Prerequisites for Linux/Unix USErs ... 7
Prerequisites for Windows USers ... ... . 9
Creating Credentials for IBM Db2 ... . 10
Creating an SSH/Key Credential (Linux and Unix Users) ... 10
Creating an SSH/Key Credential (Linux and Unix Users) in the SL1 Classic User Interface ................... 12
Creating a PowerShell Credential (Windows Users) ... .. 13
Creating a PowerShell Credential (Windows Users) in the SL1 Classic User Interface ......................... 15
Creating a SOAP/XML Credential (Linux and Unix Users) ... 16
Creating a SOAP/XML Credential (Linux and Unix Users) in the SL1 Classic User Interface .................. 18
Creating a SOAP/XML Credential (Windows Users) ... ... 20
Creating a SOAP/XML Credential (Windows Users) in the SL1 Classic User Interface ......................... 22
Updating the Database Credential ... 23

Discovering IBM Db2 Component Devices ... 24



Discovering IBM Db2 Component Devices in the SL1 Classic User Interface ....................................... 26
Verifying Discovery and Dynamic Application Alignment ... 27
Viewing IBM Db2 Component Devices ... ... 31

Prerequisites for Monitoring IBM Db2

To configure the SL1 system to monitor IBM Db2 databases using the IBM: Db2 PowerPack, you must first
perform the following prerequisites, which are based on your operating system.

NOTE: After you have configured SL1 to monitor IBM Db2 databases and you have discovered an IBM Db2
server and all associated component devices, make sure that the ports for the IBM Db2 instance are
open to the SL1 Data Collector.

Prerequisites for Linux/Unix Users

1. Create a shell session and SSH into the Db2 database you want to monitor.
2. Create a new group to monitor by entering the following command:
sudo groupadd <group name>
3. Create a new user for the group you created by entering the following command:

sudo useradd -u <user id> -g <group name> -m -d /home/<user name> <user_ name>

4. Set a password for the user you created by entering the following command:
sudo passwd <user name>
5. Log in with the instance admin user. For example: su - db2instl
6. Run the following commands:
db2 update database manager configuration using SYSMON GROUP <group name>
db2stop
db2start
7. Connect to your database with the following command:

db2 connect to <db_name>

8. Run the following command to grant the DATAACCESS privilege to the user:

db2 "grant DATAACCESS ON DATABASE TO USER <user name>"
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9. Verify permissions with the following commands:
db2 connect to <db name> user <user name> using <user password>

db2 "select SUBSTR(AUTHORITY,1,30), D USER, D GROUP, D PUBLIC, ROLE USER, ROLE
GROUP, ROLE PUBLIC, D ROLE from table (sysproc.auth list authorities for authid
(CURRENT USER, 'U'))"

NOTE: Repeat steps 4 - 7 for each Db2 instance.

D_USER D_GROUP D _PUBLIC ROLE_USER ROLE_GROUP ROLE_PUBLIC D_ROLE

CREATE_NOT_FENCED_ROUTINE
SYSCTRL

SYSMAINT

TMPLICIT_SCHEMA

LoAD
CREATE_EXTERNAL_ROUTINE
QUIESCE_CONNECT

SECADM

SYSMON

SQLADM

* * ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥

DATAACCESS
ACCESSCTRL

* % ¥ *

NOTE: The user you create will likely need to use KornShell (for Unix systems) or Bash (for Linux systems).

If you are unsure of the shell directory, you can use the command which ksh to determine the KornShell
directory, or which bash to determine the Bash directory.

After you have determined shell directory, run the following commands, replacing <shell directory>
with the KornShell or Bash directory:

sudo useradd -u <user id> -g <group name> -s <shell directory> -m -d /home/<user
name> <user name>

You should not use Shell (sh) as the shell for the user. Using Shell for the user shell could result in shell-
related errors appearing in the Device Log.
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Prerequisites for Windows Users

NOTE: Before performing the steps for the Windows prerequisites, ensure that you have followed the steps in
the Configuring Windows Servers for Monitoring with PowerShellsection of the Monitoring
Windows Systems with PowerShell manual.

Windows users will need to create a local user and group for the Db2 database. If you have already done so,
proceed to adding the group to the instance database manager.

To create the user and group:

1. Click [Start] and select Run.

2. Inthe Run window, enter lusrmgr.msc and click [OK].

3. Inthe Local Users and Groups pane, select the Users folder.
4

Click the Action menu and select New User.... Enter the new user's information in the New User window
and click [Create].

o

In the Local Users and Groups pane, select the Groups folder.

6. Click the Action menu and select New Group.... Enter the new group's information in the New Group
window and click [Create].

7. To add the new user to the group, double-click on the group name.

8. Click the [Add...] button under the Members window and enter the username. Click [OK].

NOTE: You may need to add the user to the Administrators group in order to use PowerShell remoting if you
don't have a PowerShell group/policy in place for non-adminstrative users.

Next, you will need to add the group you created to the instance database manager:

1. Loginto the Db2 database as the instance admin user.
2. Open the Db2 admin shell.

3. Run the following commands:
db2 update database manager configuration using SYSMON GROUP <group name>
db2stop

db2start

Next, you will grant the DATAACCESS privilege to the new user:

1. Log in to the Db2 database as the instance admin user.

2. Open the Db2 admin shell.

9 Prerequisites for Monitoring IBM Db2



3. Run the following commands:

db2 connect to <database>

db2 "grant DATAACCESS on database to user <user name>"

NOTE: You will need to grant this access to each database.

NOTE: Perform the steps to add the group to the instance database manager and to grant the
DATAACCESS privilege for each Db2 instance that you will monitor.

Creating Credentials for IBM Db2

To monitor Db2 databases using SL1, you must create two credentials. These credentials enable SL1 to collect

data from your Db2 databases. The types of credentials that are required for monitoring depend on the type of
database being monitored:

e Linux and Unix users must use an SSH/Key credential and a SOAP/XML credential
e Windows users must use a PowerShell credential and a SOAP/XML credential

In addition, if the password has changed for the account with access to the Db2 database, you will need to
update the corresponding Database credential.

NOTE: SL1 will use SSH or PowerShell at the beginning, and then the client provided by IBM. SL1 uses the
instance database manager user to connect to the Db2 database.

Creating an SSH/Key Credential (Linux and Unix Users)

Linux and Unix users must create an SSH/Key credential.

NOTE: If you are using an SL1 system prior to version 11.1.0, the new user interface does not include the

Duplicate option for sample credential(s). Sciencelogic recommends that you use the classic user

interface and the Save As button to create new credentials from sample credentials. This will
prevent you from overwriting the sample credential(s).
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To create an SSH/Key credential:

1. Go to the Credentials page (Manage > Credentials).

2. Locate the DB2 SSH Example credential, click its [Actions] icon (=) and select Duplicate. A copy of the
credential, called DB2 SSH Example copy appears.

3. Click the [Actions] icon (=) for the DB2 SSH Example copy credential and select Edit. The Edit
Credential page appears. Update the following fields:

Edit Credential x

- Credential Tester
DB2 SSH Example copy

All Organizations . ] What organization manages this service? o Select Credential Test
Select Collector
CUG | 50C-150-DCU-21: 1022121

%D 22

i P or Hostname to test
USER NAME_GOES_HERE

Private Key (PEM Format)

4. Supply values in the following fields:

o Name. Type a new name for the credential.

o All Organizations. Toggle on (blue) to align the credential to all organizations, or toggle off (gray)
and then select one or more specific organizations from the What organization manages this
service? drop-down field to align the credential with those specific organizations.

o Timeout(ms). Keep the default setting.

o Hostname/IP. Type the IP address or hostname of the Db2 database you want to monitor.
o Port. Keep the default setting.

o Username. Type the username for a user with access to the Db2 database.

o Password. Type the password for the account with access to the Db2 database.

o Private Key (PEM Format). Optional. Use if required for SSH authentication.

NOTE: If you are using a PEM key in the SSH/Key credential, then in your SOAP/XML credential you must fill
in the HTTP Auth User and HTTP Auth Password fields with credentials for the same user.

5. Click the [Save & Close] button.
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NOTE: The credential ID will appear in the Credentials page (Manage > Credentials) after it has been
saved. Take note of the ID as you will need it when creating the SOAP/XML credential. If you cannot

see the ID column in the Credentials page, click the gearicon (ﬁ) in the upper-left corner of the
page and select Id to view the column.

Creating an SSH/Key Credential (Linux and Unix Users) in the SL1 Classic User
Interface

Linux and Unix users must create an SSH/Key credential.
To create an SSH/Key credential :

1. Go to the Credential Management page (System > Manage > Credentials).

2. Click the wrench icon ( P) for the "DB2 SSH Example" credential. The Credential Editor modal page
appears:

Credential Editor [103] x
Edit 35HKey Credential #103 New Resst

Basic Settings

Credential Name
|DB2 S5H Example |
Hostname/IP Port Timeout{ms)
[3D | [22 | o |
Usernams Passwaord
|USER_NAME_GOES_HERE | [renmrene |
Private Key (PEM Format)
P

3. Supply values in the following fields:

 Credential Name. Type a new name for the credential.

¢ Hostname/IP. Type the IP address or hostname of the Db2 database you want to monitor.

o Port. Keep the default setting.
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o Timeout(ms). Keep the default setting.
o Username. Type the username for a user with access to the Db2 database.

o Password. Type the password for the account with access to the Db2 database.

Private Key (PEM Format). Optional. Use if required for SSH authentication.

NOTE: If you are using a PEM key in the SSH/Key credential, then in your SOAP/XML credential you must fill
in the HTTP Auth User and HTTP Auth Password fields with credentials for the same user.

4. Click the [Save As] button.

5. When the confirmation message appears, click [OK].

NOTE: The credential ID will appear at the top of the window after it has been saved. Take note of the ID as
you will need it when creating the SOAP/XML credential.

Creating a PowerShell Credential (Windows Users)

Windows users must create a PowerShell credential.

NOTE: If you are using an SL1 system prior to version 11.1.0, the new user interface does not include the
Duplicate option for sample credential(s). Sciencelogic recommends that you use the classic user
interface and the Save As button to create new credentials from sample credentials. This will
prevent you from overwriting the sample credential(s).

To create a PowerShell credential:

1. Go to the Credentials page (Manage > Credentials).

2. Locate the DB2 PowerShell Example credential, click its [Actions] icon (=) and select Duplicate. A copy
of the credential, called DB2 PowerShell Example copy appears.

3. Click the [Actions] icon () for the DB2 PowerShell Example copy credential and select Edit. The Edit
Credential page appears. Update the following fields:
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Edit Credential X
Credential Tester

DB2 Powershell Example copy

Al Organizations ® Select the organizations the credential belongs to®  + 1000 Select Credential Test

Account Type
Active Directory Encrypted

USER NAME_GOES HERE
%D 5985
PowerShell Proxy Hostname/IP

AD_HOSTNAME_GOES_HERE DOMAIN_GOES_HERE

Save & Test

4. Supply values in the following fields:

o Name. Type a new name for the credential. Can be any combination of alphanumeric characters.

 All Organizations. Toggle on (blue) to align the credential to all organizations, or toggle off (gray)
and then select one or more specific organizations from the What organization manages this
service? drop-down field to align the credential with those specific organizations.

o Timeout (ms). Type the time, in milliseconds, after which SL1 will stop trying to collect data from the
authenticating server. For collection to be successful, SLT must connect to the authenticating server,
execute the PowerShell command, and receive a response within the amount of time specified in this

field.

e Account Type. Select the type of authentication for the username and password in this credential.
Choices are:

° Active Directory. On the device, Active Directory will authenticate the username and password in
this credential.

° Local. Local security on the device will authenticate the username and password in this credential.

e Encrypted. Enable if you want SL1 to communicate with the device using an encrypted connection. If
enabled, SL1 will communicate with the Windows server using a local user account with
authentication of type "Basic Auth". You must then use HTTPS and can use a Microsoft Certificate or a
self-signed certificate.

e Username. Type the username for a user with access to the Db2 database to be monitored.
e Password. Type the password for the user account with access to the Db2 database to be monitored.

e Hostname/IP. Type the IP address of the Db2 database from which you want to retrieve data, or
enter the variable %D.

e Port. Leave as default value.

o PowerShell Proxy Hostname/IP. Leave this field blank.
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« Active Directory Host/IP. Type the AD hostname or IP here if you selected Active Directory under
Account Type.

« Active Directory Domain. Type the AD domain if you selected Active Directory under Account
Type.

5. Click the [Save & Close] button.

Creating a PowerShell Credential (Windows Users) in the SL1 Classic User
Interface

Windows users must create a PowerShell credential.
To create a PowerShell credential:
1. Goto the Credential Management page (System > Manage > Credentials).

2. Click the wrench icon (-P) for the "DB2 Powershell Example" credential. The Credential Editor modal
page appears:

Credential Editor [104] x

Edit PowerShell Credential #104 New Resst
Basic Setiings
Profile Mame Account Type
|DB2 Powershell Example | | [ Active Directory ] v |
Hostname/P Timeout{ms)
|20 | [1000 |
Usernams Paszsward
|USER_MNAME_GOES_HERE | [anenenan |
Encrypted Port PowerShell Proxy HostnameP
[[no] v | [s885 | | J
Active Directory Setings
Active Directory Hostnamef1P Domain
|AD_HOSTMAME_GOES_HERE | |DOMAIN_GOES_HERE

3. Supply values in the following fields:
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Profile Name. Type a new name for the credential. Can be any combination of alphanumeric
characters.

Account Type. Select the type of authentication for the username and password in this credential.
Choices are:

°  Active Directory. On the device, Active Directory will authenticate the username and password in
this credential.

° Local. Local security on the device will authenticate the username and password in this credential.

Hostname/IP. Type the IP address of the Db2 database from which you want to retrieve data, or
enter the variable %D.

Timeout (ms). Type the time, in milliseconds, after which SL1 will stop trying to collect data from the
authenticating server. For collection to be successful, SLT must connect to the authenticating server,
execute the PowerShell command, and receive a response within the amount of time specified in this

field.
Username. Type the username for a user with access to the Db2 database to be monitored.
Password. Type the password for the user account with access to the Db2 database to be monitored.

Encrypted. Select whether SL1 will communicate with the device using an encrypted connection.
Choices are:

° yes. When communicating with the Windows server, SL1 will use a local user account with
authentication of type "Basic Auth". You must then use HTTPS and can use a Microsoft Certificate
or a self-signed certificate.

° no. When communicating with the Windows server, SL1 will not encrypt the connection.
Port. Leave as default value.

PowerShell Proxy Hostname/IP. Leave this field blank.

4. Click the [Save As] button.

Creating a SOAP/XML Credential (Linux and Unix Users)

After configuring the SSH/Key credential, you must then create a SOAP/XML credential.

NOTE: If you are using an SL1 system prior to version 11.1.0, the new user interface does not include the
Duplicate option for sample credential(s). Sciencelogic recommends that you use the classic user
interface and the Save As button to create new credentials from sample credentials. This will
prevent you from overwriting the sample credential(s).

To create the SOAP/XML credential:

1. Go to the Credentials page (Manage > Credentials).

2. Locate the DB2 Soap with SSH Example credential, click its [Actions] icon (=) and select Duplicate. A
copy of the credential, called DB2 Soap with SSH Example copy appears.

3. Click the [Actions] icon ( =) for the DB2 Soap with SSH Example copy credential and select Edit. The
Edit Credential page appears. Update the following fields:
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Edit Credential

DB2 Soap with SSH Example copy

, Method
text/xml POST

http:/%D

[DATABASE_USER]

2000

HITP Version
http/1.1

Credential Tester

Select Credential Test

4. Update the values in the following fields:

e Name. Type a new name for the credential.

 All Organizations. Toggle on (blue) to align the credential to all organizations, or toggle off (gray)

and then select one or more specific organizations from the What organization manages this

service? drop-down field to align the credential with those specific organizations.

o URL. Leave the default value of https://%D.

e HTTP Auth User. If you used a PEM key in the SSH/Key credential, type the username for the same
user. Otherwise, if you are inserting the database username and password in the SSH/Key credential,

leave this field blank.

e HTTP Auth Password. If you used a PEM key in the SSH/Key credential, type the password for the
same user. Otherwise, if you are inserting the database username and password in the SSH/Key
credential, leave this field blank.

NOTE: If the HTTP Auth User and HTTP Auth Password fields are blank, then the Dynamic Applications in
the IBM: Db2 PowerPack will use the credentials provided in the SSH/Key credential.

e HTTP Headers. Add the following headers by clicking + Add a header:

° base db2 path:<DB2 Installation Path>.Forexample: base db2
path:/opt/ibm/db2/V11.5

° instance:<Instance Name>:<Port> Forexample: instance:db2inst1:50000

° instance:<Instance Name2>:<Port2>Forexample: instance:db2inst2:50000

o ssh:<SSH Credential ID>
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NOTE: In versions of the PowerPack prior to version 103, headers required the "<DB_NAME>" value. This
value is no longer needed and can be deleted after you upgrade the PowerPack.

NOTE: You can create a header for each Db2 instance you have.

NOTE: During the discovery process, these headers will either find an existing Database credential that
matches the user, password, port, and default database, or it will create a new Database credential.

NOTE: By default, the SOAP/XML credential deletes any white space before and after the colon (:) in the
credential headers. If you want to include paths with white spaces in the credential, surround the
path with double quotes after the colon. For example: <base db2 path:"/opt/folder
name/program files">

5. Click the [Save & Close] button.

Creating a SOAP/XML Credential (Linux and Unix Users) in the SL1 Classic User
Interface

After configuring the SSH/Key credential, you must then create a SOAP/XML credential.

To create the SOAP/XML credential:

1. Go to the Credential Management page (System > Manage > Credentials).
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2. Click the wrench icon ( P) for the "DB2 Soap with SSH Example" credential for Linux/Unix users. The
Credential Editor modal page appears:

Credential Ecior [96] x

Edit SOAPXML Credential #96 New Resat
Praofile Mame Content Encoding Method HTTP \ersion Embedded Password [5oP]
[DB2 Soap with 55H Example | [ textixmi ] v | [[POST] | [[HTTPHA] ] || | ]
URL [ hitp(s):/fHost:Port/Path | 2.0 = Aligned Device Address | %M = Aligned Device Host Name | Embed Value [1] Embed Value [5:2]
[http://36D |
HTTP Auth User HTTP Auth Password Timeout (seconds) Embed Value [5c3] Embed Value [5c4]
[[DATABASE_USER] | [rrevaren | [2 1] [ I |
Proxy Setlings “ || HTTP Headers
Hostmame/1P Port User + Add 3 header

( o J [ J

- [base_de_palh:<DB2 Installation Path= ]0”

CURL Options [instance:<Instance Name=:=Pori> "

CAINFO - [ssh-<55H Credential ID= &
CAPATH

CLOSEPOLICY
CONNECTTIMEOUT
COOKIE

COOKIEFILE
COOKIEJAR
COOKIELIST

CRLF
CUSTOMREQUEST
\DNSCACHETIMEQUT

-

3. Update the values in the following fields:

Basic Settings

 Profile Name. Type a new name for the credential.
e URL. Leave the default value of https://%D.

o HTTP Auth User. If you used a PEM key in the SSH/Key credential, type the username for the same
user. Otherwise, if you are inserting the database username and password in the SSH/Key credential,
leave this field blank.

e HTTP Auth Password. If you used a PEM key in the SSH/Key credential, type the password for the
same user. Otherwise, if you are inserting the database username and password in the SSH/Key
credential, leave this field blank.

NOTE: If the HTTP Auth User and HTTP Auth Password fields are blank, then the Dynamic Applications in
the IBM: Db2 PowerPack will use the credentials provided in the SSH/Key credential.
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HTTP Headers

e HTTP Headers. Add the following headers by clicking + Add a header:

[0}

base db2 path:<DB2 Installation Path>.Forexample: base db2
path:/opt/ibm/db2/V11.5

instance:<Instance Name>:<Port> Forexample: instance:db2inst1:50000

instance:<Instance Name2>:<Port2> Forexample: instance:db2inst2:50000

© ssh:<SSH Credential ID>

NOTE: In versions of the PowerPack prior to version 103, headers required the "<DB_NAME>" value. This
value is no longer needed and can be deleted after you upgrade the PowerPack.

NOTE: You can create a header for each Db2 instance you have.

NOTE: During the discovery process, these headers will either find an existing Database credential that
matches the user, password, port, and default database, or it will create a new Database credential.

NOTE: By default, the SOAP/XML credential deletes any white space before and after the colon (:) in the
credential headers. If you want to include paths with white spaces in the credential, surround the

path with double quotes after the colon. For example: <base db2 path:"/opt/folder
name/program files">

4. Click the [Save As] button.

Creating a SOAP/XML Credential (Windows Users)

After configuring the PowerShell credential, you must then create a SOAP/XML credential.

NOTE: If you are using an SL1 system prior to version 11.1.0, the new user interface does not include the
Duplicate option for sample credential(s). Sciencelogic recommends that you use the classic user
interface and the Save As button to create new credentials from sample credentials. This will
prevent you from overwriting the sample credential(s).
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To create the SOAP/XML credential:

1. Go to the Credentials page (Manage > Credentials).

2. Locate the DB2 Soap with PowerShell Example credential, click its [Actions] icon (=) and select
Duplicate. A copy of the credential, called DB2 Soap with PowerShell Example copy appears.

3. Click the [Actions] icon () for the DB2 Soap with PowerShell Example copy credential and select Edit.

The Edit Credential page appears. Update the following fields:

Edit Credential

- Credential Tester
DB2 Soap with Powershell Example copy

5 lect Cr al Te
® Select the organizations the credential belongs to*  + 2000 Select Credential Test

ding. Method HTTP Version
text/xml POST http/1.1

N

4. Update the values in the following fields:

Name. Type a new name for the credential.

All Organizations. Toggle on (blue) to align the credential to all organizations, or toggle off (gray)

and then select one or more specific organizations from the What organization manages this
service? drop-down field to align the credential with those specific organizations.

e URL. Leave the default value of https://%D.

e HTTP Auth User. If you are inserting the database username and password in the PowerShell
credential, leave this field blank.

e HTTP Auth Password. If you are inserting the database username and password in the PowerShell
credential, leave this field blank.

e HTTP Headers. Add the following headers by clicking + Add a header:
° instance:<Instance Name>:<Port> Forexample: instance:db2inst1:50000

° instance:<Instance Name2>:<Port2>Forexample: instance:db2inst2:50000

o powershell:<PowerShell Credential ID>

NOTE: You can create a header for each Db2 instance you have.
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NOTE: During the discovery process, these headers will either find an existing Database credential that
matches the user, password, port, and default database, or it will create a Database credential.

NOTE: By default, the SOAP/XML credential deletes any white space before and after the colon (:) in the
credential headers. If you want to include paths with white spaces in the credential, surround the
path with double quotes after the colon. For example: <base db2 path:"/opt/folder
name/program files">

5. Click the [Save & Close] button.

Creating a SOAP/XML Credential (Windows Users) in the SL1 Classic User

Interface

After configuring the PowerShell credential, you must then create a SOAP/XML credential.
To create the SOAP/XML credential:
1. Go to the Credential Management page (System > Manage > Credentials).

2. Click the wrench icon ( :P) for the "DB2 Soap with PowerShell Example" credential for Windows users. The
Credential Editor modal page appears:

CreMatial Editor [99] x

Edit SOAP/ML Credential #99 New Resst

Praofile Mame Content Encoding Method HTTP \ersion Embedded Password [5cP]
|DB2 Soap with Powershell Example | | [ textioml | «| [[POST] v | [ [HTTPHA] ~ | || | |

URL [ hitp(s):/fHost-Port/Path | %:D = Aligned Device Address | %N = Aligned Device Host Name | Embed Value [%1] Embed Value [522]
[http:ireD 1] | J [ J

HTTP Auth User HTTP Auth Password Timeout (seconds) Embed Value [503] Embed Value [24]
|[DATABASE_USER] | [rresnren | [2 | | J | |

Proxy Setlings “ || HTTP Headers
Hostname(IP Part User + Add a header

[ J o J'

|instance:<Instance Mames=:=Port= 2

CURL Options | powershell: <Powershell Credential ID= [

CAINFO s
CAPATH

CLOSEPOLICY
CONNECTTIMEOUT

COOKIE

COOKIEFILE

COOKIEJAR

COOKIELIST

CRLF

CUSTOMREQUEST -
DNSCACHETIMEOUT |
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3. Update the values in the following fields:

Basic Settings

« Profile Name. Type a new name for the credential.
e URL. Leave the default value of https://%D.

o HTTP Auth User. If ou are inserting the database username and password in the PowerShell
credential, leave this field blank.

o HTTP Auth Password. If you are inserting the database username and password in the PowerShell
credential, leave this field blank.

HTTP Headers

e HTTP Headers. Add the following headers by clicking + Add a header:

° instance:<Instance Name>:<Port> Forexample: instance:db2inst1:50000
° instance:<Instance Name2>:<Port2>Forexample: instance:db2inst2:50000

© powershell:<PowerShell Credential ID>

NOTE: You can create a header for each Db2 instance you have.

NOTE: During the discovery process, these headers will either find an existing Database credential that
matches the user, password, port, and default database, or it will create a Database credential.

NOTE: By default, the SOAP/XML credential deletes any white space before and after the colon (:) in the
credential headers. If you want to include paths with white spaces in the credential, surround the
path with double quotes after the colon. For example: <base db2 path:"/opt/folder
name/program files">

4. Click the [Save As] button.

Updating the Database Credential

If the password has changed for the account with access to the Db2 database, you must also update the
corresponding Database credential in SL1. Otherwise, you can skip this section.

To update the Database credential:

1. Go to the Credentials page (Manage > Credentials).

2. Search for and locate the credential that includes the name and port of the database with the updated
password, then click the credential's Actions icon () and select Edit/Test.
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3. Inthe Edit Credential page that appears, type the new password in the Password field.
4. Click [Save & Close].

Discovering IBM Db2 Component Devices

To discover an IBM Db2 database:

1. On the Devices page (*B) or the Discovery Sessions page (Devices > Discovery Sessions), click the [Add
Devices] button. The Select page appears:

Select the type of devices you want to monitor x

General Information

cimx |~ CJ aws O

Cloud

/AAzure

Select Ung ietwork Discovery to add ot ic
SNMP, Database, SOAP/XML, Basic/Snippet, SSH/Ke

Other ways to add devices:

Unguided
Network
Discovery

2. Click the [Unguided Network Discovery] button. Additional information about the requirements for
discovery appears in the General Information pane to the right.

3. Click [Select]. The Add Devices page appears.
4. Complete the following fields:

e Name. Type a unique name for this discovery session. This name is displayed in the list of discovery
sessions on the [Discovery Sessions] tab.

o Description. Optional. Type a short description of the discovery session. You can use the text in this
description to search for the discovery session on the [Discovery Sessions] tab.

 Select the organization to add discovered devices to. Select the name of the organization to
which you want to add the discovered devices

5. Click [Next]. The Credentials page of the Add Devices wizard appears:
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Step 1 Step2 Step3
Basic Information Credential Selection Discovery Session Details 8
Choose credentials that connect your devices
Q Type ’ . I = i v CreateNew || Test Credentials
& NAME Tvee TIMEOUT (MS) LasTeDIT

O s Basic/Snippet 30000 Nov 3,2021, 406 PM
0 sonPML 2000 Nov2,2021,721 AM
(] sonppaiL 2000 Nov2 2021721 A0
0 m sonpL 2000 Nov2,2021,3:55 M
O A SoAPML 2000 Nov2.2021, 1101 AM
O w SOAPXML 2000 Nov 2.2021, 10:58 AM
O A SoAPAML 2000 Nov2.2021, 1103 AM
0 Poershell 18000 Nov2,2021,353 M
0 sshrkey 2000 Nov2,2021, 1058 A
0O w ssH/Key 4000 Nov2.2021. 1101 AM
O w SsH/Key 4000 Nov 2.2021, 10:58 AM
[m] sonpML 120000 Novd,2021, 1104 AM
] sonpnaiL 120000 Novs, 2021, 6:145M
0 sonpL 120000 Nov3,2021,5:37 Mt
O SOAPXML 2000 Nov 2,2021. 710 AM
] sonpL 2000 Nov2,2021, 710AM
O SoAPAML 2000 Nov2.2021, 710AM

< Back Next >

6. Onthe Credentials page, locate and select the SOAP/XML credential you created for the Db2 database.

7. Click [Next]. The Discovery Session Details page of the Add Devices wizard appears:

Step 1 Step 2 e Step 3
Basic Information Credential Selection Discovery Session Details 28

Enter basic discovery session details

List of IPs/Hostnames File Upload

Which collector il discover these devices?

CUG | em7aio17: 10.64.68.17 ok

@ Runsrierswe

Advanced Options +

8. Complete the following fields:
o List of IPs/Hostnames. Type the IP address of Type the IP address for the Db2 database.

o Which collector will monitor these devices?. Required. Select an existing collector to monitor the
discovered devices.

« Run after save. Select this option to run this discovery session as soon as you save the session.

In the Advanced options section, click the down arrow icon () o complete the following fields:
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o Discover Non-SNMP. Enable this setting.

o Model Devices. Enable this setting.

9. Click [Save and Run] if you enabled the Run after save setting, or [Save and Close] to save the discovery

session. The Discovery Sessions page (Devices > Discovery Sessions) displays the new discovery session.

10.

Discovery Logs page includes a link to the Device Investigator page for the discovered device.

Discovering IBM Db2 Component Devices in the SL1 Classic User

Interface

To discover an IBM Db2 database:

1. Go to the Discovery Control Panel page (System > Manage > Classic Discovery).

If you selected the Run after save option on this page, the discovery session runs, and the Discovery Logs
page displays any relevant log messages. If the discovery session locates and adds any devices, the

2. Inthe Discovery Control Panel, click the [Create] button. The Discovery Session Editor page appears.

Discovery Session Editor | Editing Session [3] New Reset
Identification Information
Name [db2 - 67 | @  Description @
)
IP and Credentials Detection and Scanning Basic Settings
IP Address/Hostname Discovery List Initial Scan Level Discover Model
10.2.21.67 (7] | 1 System Default (recommended) ] v| @ MNon-SMMP  Devices DHCP
v @ v Q@ (7]
Scan Throttle
P |.[ System Default (recommended) | v | Q
. Upkoad File Fort Sean All Ps B Device Model Cache TTL (h) | Q
[Browse for file.. | @ | [[System Default frecommended) | v @
Port Scan Timecut Collection Server PID: 3
SNIP Credentials nFstem D ecommendei) "] @ | (mociEoooUs Y@
[ | @
SNMP N Detection Method & Port Crganization
Cisco SNMPy2 - Example [ | & | [[DB2Instances | v @
Cisco SNMP3 - Example [ Default Method ] s
Cisco: CSP SNMP Port 161 Example UDP: 151 SNMP ;i i
Cisco: CSP SNMP Port 1610 Exampl TCP- 1 - tcpmux I Add Devices 10 Device Group(s) '@
Deell EMC: Isilon SNMPv2 Example TCP: 2 - compressnet
IPSLA Example TCP: 3 - compressnet None X -
LiteSize: Endpoint SNMP TCP: 5 - rje Layeri Appliances
SNMP Public V1 = TCP: 7 - echo Servers
) TCP: 9 - discard
GCther Credentials TCP: 11 - systat
L__ __ | @ | |1cP: 13- dayime
Cisco CE Series Configuration - EEE O netsal h
Cisco CE Series History Interface Inventory Timeout (ms)
Cisco CE Series Stalus [600000 [%]
Cisco VOS5 SOAP - Example
Cisco: Conductor Example (Discov Iaximum Allowed Interfaces -
Cisco: Conductor Example (Virua [10000 [>]
Couchbase Sample Credential Sypass "
. ypass Interface Inverntory Apply Device Template
[ DB2 10.5 on Solaris 67 ] 7 ([ Choose a Template | v g
Log All
| sae [ savens | v Q
3. Inthe Discovery Session Editor page, complete the following fields:
e Name. Type a name for the discovery session.
« IP Address/Hostname Discovery List. Type the IP address for the Db2 database.
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>

o Other Credentials. Select the SOAP/XML credential you created for the Db2 database.

o Discover Non-SNMP. Select this checkbox.

¢ Model Devices. Select this checkbox.
Optionally, you can enter values in the other fields on this page. For more information about the other fields
on this page, see the Discovery & Credentials manual.
Click the [Save] button to save the discovery session and then close the Discovery Session Editor window.
The discovery session you created appears at the top of the Discovery Control Panel page. Click its
lightning-bolticon (¥ ) to run the discovery session.
The D'iic'overy Session window appears. When the cluster root device(s) are discovered, click the device

icon () to view the Device Properties page for each device.

Verifying Discovery and Dynamic Application Alignment

To verify that SL1 has automatically aligned the correct Dynamic Applications during discovery:

1.

After the discovery session has completed, go to the Devices page—or the Device Manager (Registry >
Devices > Device Manager) page in the SL1 classic user interface—and find the device(s) you discovered.

When you have located the device, click on its name or click on its edit icon (“*" ) if you are in the SL1
classic user interface.

Click the [Collections] tab.

All applicable Dynamic Applications for the Db2 devices are automatically aligned during discovery.

NOTE: It can take several minutes after the discovery session has completed for Dynamic
Applications to appear in the Dynamic Application Collections page.

To verify alignment of the IBM Db2 Dynamic Applications:

1.

2.

27

After discovery has completed, go to the Discovery Logs page (Devices > Discovery Sessions > click the
Actions button = forthat session > click Show Logs) and click on the IP address of the device. If you are in

—
e

the SL1 classic user interface, click the device icon for the IBM Db2 device (E8). From the
Device Investigator page for the IBM Db2 device, or the Device Properties page if you are in the SL1
classic user interface, click the [Collections] tab. The Dynamic Application Collections page appears.

NOTE: It can take several minutes after the discovery session has completed for Dynamic
Applications to appear in the Dynamic Application Collections page.

All applicable Dynamic Applications are automatically aligned to the root device and component devices
during discovery:
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You should see the following Dynamic Application aligned to the root device:

¢ |BM DB2: Server Discovery

= Devices R Activity ~Em7admin v

(@) 1022167 Report | Tools
A # Collections Q More v
(=

Q m i S =

=]

E e ™
& .
oo IBM DB2: Server Discovery Snippet Configuration

I

You should see the following Dynamic Application aligned to the Db2 server:

e |IBM DB2: Instance Discovery

Devices A Activity  Em7admin v hﬁ’sﬁ_nmwc

= 1BM DB2 Server

A # Collections Q More v
@

Report | Tools

D) 18M DB2: Instance Discovery Snippet Configuration

You should see the following Dynamic Application aligned to the Db2 instance:

* |BM DB2: Database Discovery
* |IBM DB2: Diagnostics Log Configuration
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Devices

= db2inst1

A ¢ Collections

X Activity  Em7admin v

Report

You should see some or all of the following Dynamic Applications aligned to the Db2 database:

29

IBM DB2:
IBM DB2:
IBM DB2:
IBM DB2:
IBM DB2:
IBM DB2:
IBM DB2:
IBM DB2:
IBM DB2:
IBM DB2:
IBM DB2:

Authorizations Configuration
Buffer Pools Performance
Database Status

Indexes Configuration

Product Configuration
Subclass Performance
Summary Performance

System Utilization Performance
Tables Performance
Tablespace Discovery

Workload Performance
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Devices

= SAMPLE
A ¢ Collections N
@
Q m i
=]
e

Snippet Configuration

Snippet Performance.

Snippet Performance.

X Activity  Em7admin v

Report | Tools

Q More v

]
&

You should see the following Dynamic Applications aligned to the Db2 tablespace:

* IBM DB2: Tablespace Capacity Performance
IBM DB2: Tablespace Configuration

L]

L]

IBM DB2: Tablespace Container Configuration

L]

IBM DB2: Tablespace Container Performance
IBM DB2: Tablespace Performance

L]

Devices

= TEMPSPACE1

7 Collections

T s

) 1BM DB2: Table

O 1BM DB2: Table:

D) 1BM DB2: Table

D) 1BM DB2:Table

BM DB2: Tablespac

Em7admin v\

Report | Tools
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NOTE: The IBM Db2 PowerPack uses db2ilist to discover all Db2 instances, but the Dynamic Applications will
be aligned to only the instances specified in the SOAP/XML credential headers.

Viewing IBM Db2 Component Devices

In addition to the Device Manager page (Registry > Devices > Device Manager), you can view the IBM Db2
server and all associated component devices in the following places in the user interface:

» The Device Investigator Map page (click Map in the Device Investigator page) displays a map of a
particular device and all of the devices with which it has parent-child relationships. Double-clicking any of
the listed devices reloads the page to make the selected device the primary device:

Devices A Activity  Em7admin v @] Bsciencelogic

(@) 10.2.21.67 Report | Tools

77 Map Q More v

“ (@)

ICMP

10.2.21.67

D

IBM DB2 Server
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* The Device Components page (Devices > Device Components) displays a list of all root devices and
component devices discovered by SL1 in an indented view, so you can easily view the hierarchy and
relationships between child devices, parent devices, and root devices. To view the component devices
associated with an IBM Db2 server, find the IBM Db2 device and click its plus icon (+):

Device Components | Devices Found [2]

Device Name * 1P Adgress

Category Device Ciass | Sub-class oo Otganization

Colecion Collecion
Growe Sate

C 1 1 [ — ) (z=reatn v [ C )

o

L )]
ERRS - ..10.221.176 10221176 Unknown Ping | Generic Linux. 951 System ia Healtny [1o5Y User-Disabled
/1022

[ 2: 2 R
wi022167 Pingabe Ping | IGMP o7 system oca User-Disabled L -1 ]
Device Collecton Caliecton
Device Name + B agaress Category Device Class | Subclass oo Organization e Group Sme
C IC ) ( )| a— [e=rrxal
[, ., 1BM DB2 Server - = ‘software 18V 1 DB2 Server o system oca User-Disabled R |
Gollecion
Devce Narme P Agcress Devies Class | Subclass oo Oganization
[ ) I " Y
AN, .| ab2instt - - Software 18M | DB2 Instance 943 System A Heaity [/ecY User-DisabledUnavalleg) X9 ® &
2 - - Software 1EM | DB2 Instance 950 system I\ Heaity [rocd User-Disabled/Unavailz i 19 @ 2 | |
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* The Component Map page (Classic Maps > Device Maps > Components) allows you to view devices by
root node and view the relationships between root nodes, parent components, and child components in a
map. This makes it easy to visualize and manage root nodes and their components. SL1 automatically
updates the Component Map as new component devices are discovered. The platform also updates each
map with the latest status and event information. To view the map for an IBM Db2 server, go to the
Component Map page and select the map from the list in the left NavBar. To learn more about the

Component Map page, see the Maps manual.

Classic Maps

Q

Search...

1022167
10221208
10221178
10221178

X Activity  Em7admin v ${Msciencelogic
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IBM Db2 Dashboards in the SL1 Classic User
Interface

Overview

The following section describes the device dashboard that is included in the IBM: Db2 PowerPack:

Device Dashboard

The IBM: Db2 PowerPack includes a device dashboard that provides summary information for Db2 databases.
The device dashboard is aligned as the default device dashboard for the Db2 databases.
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IBM Db2: Database

[ e | Summay | roromamo | Towomy | cowss | T
[ Loss | Evens [ Tees [ | | | Oranizaion |
Devics Dashboard:
110 Wait Time Compile Wait Time Req. Wait Time Net. Wait Time Act. Wait Time Lock Wait Time
- —

[7.5ma

50Coun
5ms
25Coun
[2.5me o
A
A A
v A ~
ome 22:00 2300 10. Now a1:00 0z:00 0z:00 04:00 05:00 06:00 0700 ozi0n 0800 OGaun:

@ ~verage Request CPU Time (us) — Total Application Requests Completed (Count] —— Tatal Activities Completed (Count) — Total Application Commits (Count) — Total Application Rellbacks (Count)

0z ‘ A0 acount 100%
= 5%
0% o ‘ | l 50%
05 ﬂ 25%
a NNl P poount 10. Now 0a'00 0800
0% - y y [ 0%
10. Nav 04:00 oa:00 10. Nov 04:00 o@:00
— Average Lock Timeouts Per Activities (Count)
B0 sections Sort Time (2:) — Sections Process Time (2a) —— Awverage Deadlocks per Activities (Count) — Network Wait Time (%) — No Matching Data
Transactions End Process Time (%) Average Lock Waits Per Activities (Count) 10 Wait Time (%) — Reguesis Wait Time (%)

The IBM Db2: Database device dashboard displays the following information:

* Six gauges that display the following metrics:

° /O Wait Time

° Compile Wait Time
° Reg. Wait Time

° Net. Wait Time

°  Act. Wait Time

° Lock Wait Time

* Aline graph that displays the following information:

° Average Request CPU Time (s)

o Total Application Requests Completed (Count)
° Total Activities Completed (Count)

° Total Application Commits (Count)

° Total Application Rollbacks (Count)
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* Aline graph that displays the following information on sections:

© Sections Sort Time (%)
© Sections Process Time (%)

° Transactions End Process Time (%)
* Aline graph that displays the following information on locks:

° Average Lock Timeouts Per Activities (Count)
°  Average Deadlocks per Activities (Count)

°  Average Lock Waits Per Activities (Count)

* Aline graph that displays the following information on wait times:

° Network Wait Time (%)
°  Caching Wait Time (%)
I/O Wait Time (%)

° Requests Wait Time (%)

o

Device Dashboard
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