Sciencelogic

Monitoring Microsoft Azure

Microsoft: Azure PowerPack version 103



Table of Contents

IO UG ON . 1
OOV IV W . 1
WIS AZUIES . . e 1
What Does the Microsoft: Azure PowerPack Monitore .. . 2

What are Azure Locationse . . 2
Installing the Microsoft: Azure PowerPack ... . 3

Configuring Azure for Montoring . ... o 5
OOV IV W . 5
Configuring an Azure Credential ... 5

Creating an Active Directory Application in the Azure Portal ... . 6
Adding the Microsoft Graph and Windows Azure Active Directory APls ... ... .. ... 8
Generating the Secret Key . ..o o 10
Locating the Application 1D . .. el 12
Locating the OAuth 2.0 Token Endpoint URL and the TenantID ... ... ... ... ... ............ 13
Locating the Subscripion D . . .o o L 15
Adding Contributor Access to the Active Directory Application ... . . 15
Setting Up a Proxy Server .. 17
Creating a SOAP/XML Credential for Azure ... 18

Discovering Azure Services and Devices ........... .. ... 21
OV IV W .. 21
Creating an Azure Virtual Device ... 21
Aligning the Azure Dynamic Applications . . . ... L 22

Discovering Azure Component DeViCes . ... ... 23
Viewing Azure Component Devices ... .. 25
Relationships Between Component Devices .. ... . 27



Chapter

Introduction

Overview

This manual describes how to monitor Microsoft Azure resources that are managed with Azure Resource Manager
(ARM) in the Sciencelogic platform.

For information about monitoring Azure resources that are managed with the Azure Classic portal, see the
Monitoring Microsoft Azure Classic manual.

NOTE: Sciencelogic provides this documentation for the convenience of Sciencelogic customers. Some of
the configuration information contained herein pertains to third-party vendor software that is subject to
change without notice to Sciencelogic. Sciencelogic makes every attempt to maintain accurate
technical information and cannot be held responsible for defects or changes in third-party vendor
software. There is no written or implied guarantee that information contained herein will work for all
third-party variants. See the End User License Agreement (EULA) for more information.

What is Azure?

Azure is a Microsoft service that provides both infrastructure and platform capabilities for cloud computing. Azure
enables users to build, deploy, and manage applications and services using Microsoft data centers, and offers
users numerous capabilities such as website hosting, virtual machine creation, data management, business
analytics, and media services.

Microsoft offers two methods for managing Azure resources: Azure Resource Manager (ARM) portal and the Azure
Classic portal.
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What Does the Microsoft: Azure PowerPack Monitor?

To monitor Microsoft ARM resources using the Sciencelogic platform, you must install the Microsoft: Azure
PowerPack. This PowerPack enables you to discover, model, and collect data about ARM resources.

The Microsoft: Azure PowerPack includes:

o An example credential you can use as a template to create SOAP/XML credentials to connect to ARM
o Dynamic Applications to discover, model, and monitor performance metrics and/or collect configuration data
for the following ARM resources:
o Resource groups
o Blob storage
o Queue storage
o Table storage
o Virtual machines
o Virtual networks
o Virtual network subnets
o Recovery Services vaults
o Network security groups
o Active Directory tenants
o Traffic Manager profiles
o SQL databases
o SQL servers
o Load balancers
o Device Classes for each Azure data center location and all of the ARM resources the Sciencelogic platform
monitors

« EventPolicies and corresponding alerts that are triggered when ARM resources meet certain status criteria

What are Azure Locations?

An Azure location is an individual data center located in a specific geographic locale. The Dynamic Applications
in the Microsoft: Azure PowerPack create a "location" component device for each discovered data center location.

The PowerPack supports the following Azure data center locations:

o Australia East (New South Wales)
o Australia Southeast (Victoria)

o Brazil South (Sao Paulo)
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o Canada Central (Toronto)
o Canada East (Quebec)

« Central India (Pune)

o Central US (lowa)

o EastAsia (Hong Kong)

o EastUS (Virginia)

o EastUS 2 (Virginia)

o Germany Central (Frankfurt)
o Germany Northeast (Magdeburg)
o Japan East (Saitama)

o Japan West (Osaka)

o Korea Central (Seoul)

o Korea South (Busan)

o North Central US (lllinois)
o North Europe (Ireland)

o South Central US (Texas)

e South India (Chennai)

« Southeast Asia (Singapore)
o US Gov lowa

o US Gov Virginia

o UK South (London)

o UK West (Cardiff)

o West Central US

o West Europe (Netherlands)
o WestIndia (Mumbai)

o West US (California)

o WestUS 2

Installing the Microsoft: Azure PowerPack

Before completing the steps in this manual, you must import and install version 103 of the Microsoft: Azure
PowerPack.

NOTE: To install version 103 of the Microsoft: Azure PowerPack, your Sciencelogic system must be
upgraded to the 8.3.0 or later release.
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NOTE: If you are upgrading to version 103 of the Microsoft: Azure PowerPack from a previous version,
Sciencelogic recommends that you first disable your existing device component tfree.

NOTE: If you are already using the Sciencelogic platform to monitor Azure Classic and/or ARM
resources, you must upgrade to the latest version of the Microsoft: Azure Classic PowerPack before
using the Microsoft: Azure PowerPack to monitor ARM resources.

To download and install a PowerPack:

TIP: By default, installing a new version of a PowerPack overwrites all content in that PowerPack that has
already been installed on the target system. You can use the Enable Selective PowerPack Field
Protection setting in the Behavior Settings page (System > Settings > Behavior) to prevent new
PowerPacks from overwriting local changes for some commonly customized fields. (For more information,
see the System Administration manual.)

1. Download the PowerPack from the Sciencelogic Customer Portal.

Goto the PowerPack Manager page (System > Manage > PowerPacks).

In the PowerPack Manager page, click the [Actions] button, then select Import PowerPack.

BN

The Import PowerPack dialog box appears:

Import PowerPack™

[Browse for file... | Browse.. ]

License: | |

5. Click the [Browse] button and navigate to the PowerPack file.

6. When the PowerPack Installer modal page appears, click the [Install] button to install the PowerPack.

NOTE: If you exitthe PowerPack Installer modal page without installing the imported PowerPack, the
imported PowerPack will not appear in the PowerPack Manager page. However, the imported
PowerPack will appear in the Imported PowerPacks modal page. This page appears when you click
the [Actions] menu and select Install PowerPack.
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Chapter

Configuring Azure for Monitoring

Overview

To configure the Sciencelogic platform to monitor Microsoft Azure, you must first create a SOAP/XML credential.
This credential allows the platform (specifically, the Dynamic Applications in the Microsoft: Azure PowerPack) to
communicate with your Azure account.

Configuring an Azure Credential

To create a SOAP/XML credential that allows the Sciencelogic platform to access Microsoft Azure, you must know
the following information about an Active Directory application in your Azure account:

o Application ID

o Subscription ID

o OAuth 2.0 token endpoint URL

e TenantID

o Secretkey

To capture the above information, you must first create (or already have) an Azure Active Directory application with

Contributor access. You can then enfer the required information about the application when configuring the
SOAP/XML credential in the platform.

NOTE: You must have Service Administrator rights to create an Azure Active Directory application.
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The following sections describe these processes:

« Creating an Active Directory Application in Azure

« Adding Permissions to the Microsoft Graph and Windows Azure Active Directory APls
« Generating the Secret Key

o Locating the Application ID

o Locating the OAuth 2.0 Token Endpoint URL and Tenant ID

o Locating the Subscription ID

« Adding Contributor Access to the Active Directory Application

« Setting Up a Proxy Server (optional)

o Creating a SOAP/XML Credential for Azure

Creating an Active Directory Application in the Azure Portal

When configuring a SOAP/XML credential in the Sciencelogic platform, you must provide the application ID,
subscription ID, OAuth 2.0 token endpoint URL, tfenant ID, and secret key of the Azure Active Directory application
you will use to authenticate your Azure account.

NOTE: You must have Service Administrator rights to create an Azure Active Directory application.

To create an Active Directory application in the Azure Portal:

1. Log in to the Azure portal at https://portal.azure.com.
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2. From the left panel, click [Azure Active Directory], then click App registrations. The App registrations
page appears:

azureteam@sciencelo.
AZURETEAMSCIENCELOGIC (D.

azureteamsciencelogic (Default Directory)

azureteamsciencelogic (Default Directory) # X
; o

s M Delet

CF Classic porial e? Switch directory

All resources 0 The Azure AD management experience

P Overview

Resource groups ¥ Quick start
Virtual machines Users and groups Quick tasks
MANAGE

50L servers

& Users and groups

Subscriptions B8 Enterprise applications
SQL databases B app registrations I
Storage accounts # Application Proxy
Enterprise applications Azure AD Connect
USERS SIGN INS
Virtual networks Azure AD Connect
Sync not enabled .
Virtual machines (classic) #= Domain names
Start a free frial to use this feature.
L & Mobility (MDM and MAN)
Azure Active Directory
) X Password reset .
Cloud services (classic) P
m Company branding a - ded
ST e App registrations Recommended
¢ User settings 30 !."
Storage accounts (classi... @ Sync with Windows Server AD
Virtual networks (classic) - o

B Metifications settings

HDInsight clusters

[} Conditional access

Traffic Manager profiles e netork D Self-service password reset
k] d Wi S é

Azure Advisor
ACTIVITY
Network interfaces .
—:') Sign-ins
]| andi
. Company branding
& Recovery Services vaults B Auditlogs o

More services >

3. Click the [New application registration] button.

|re  azureteamsciencelogic (default directory) - App registrations )3 [P ﬂ;‘?} (Q} @) ﬁﬂ;?&i{gﬁ:iﬁggﬂ? .'
azureteamsciencelogic (default directory) - App registrations A X
Di

O Search (Ctrl+/) + New application registration E Endpoints & Troubleshoot

To view and manage your registrations for converged applications, please visit the M -
@ Overview A . % ge yo g 'ged app . P M
Lonsgls.
¢ 7i  Quick start Search by name or Appld All apps v
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4. Enter a Name for the application and select Web app / APl in the Application Type field. In the Sign-On
URL field, enter any valid URL, then click the [Create] button.

azureteam@sciencelo... [
AZURETEAMSCENCELOGIC (0. WP

O X

Sciencelogic Monitoring

Application Type @

Web app / APl

* Sign-on URL @
nttp://localhost.com

5. Amessage appears confirming that your application was added.

Adding the Microsoft Graph and Windows Azure Active Directory
APls

You must add the Microsoft Graph and Windows Azure Active Directory application programmable interfaces
(APls) to the Azure Active Directory application you will use to authenticate your Azure account. At a minimum, the
Microsoft Graph and Windows Azure Active Directory APls must have permission to read directory data.

To add the Microsoft Graph and Windows Azure Active Directory APls:

1. Login tothe new Azure portal at https://portal.azure.com.

2. Inthe left pane of the Azure portal, click [Azure Active Directory].

3. Click [App registrations], then click on the name of the Azure Active Directory application you will use to
authenticate your Azure account.

v azureteamsciencelogic (Default Directory) /C Q 5(‘:3;; @ @ aﬁgf;&i';giﬁﬁ?g;‘&" &

azureteamsciencelogic (Default Directory) # _ 0O X

Azure Ac y - PREVIEW

& Classic portal

L Search (Ctrl+/) o The Azure AD management experience is in preview. Learn more =
© Overview
t’ Quick start Users and groups Quick tasks

Add a user

- MANAGE
Add a group
-
b, & Users and groups i Find a user
TF CE QP EA
Find a group

i Enterprise applications

Find an enterprise app

- Enterprise applications Azure AD Connect
USERS SIGN INS

G 3 App registrations
L)
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4. Inthe Settings pane, under APl Access, click [Required permissions].

v azureteamsciencelogic (Default Directory) - App registrations » Documentation Test > Settings ,O @ g @ as;:;f;:gi;ﬁrszﬂ" &

Documentation Test A _ 0O X Settings - O x
PREVIEW

£} settings  #* Manifest [ Delete

Essentials ~ Filter settings

Virtual machine scale s... Display Name Application ID

Documentation Test 8968f5b0-21e5-4f4b-a9%7-305c81fcB188 GENERAL

Virtual network gateways Application Type Cbject ID " .
Web app / API e6c77ci-05ee-4dee-851b-b72ffed26ed1 It Properties

Subscriptions Home Pa Managed Application In Local Directory

http ) Log on to the app to create a local instance = Reply URLs

Network security groups i Owners

Virtual networks (classic) API ACCESS

0
Storage accounts b Required permissions

SQL servers Keys
Azure Active Directory
Monitor

Security Center

Billing

Documentation Test 3 Settings > Required permissions 1o [©) aﬂ‘;:éf;:s@ﬂif‘ﬁ’[‘;:l'q

Settings o X Required permissions — o X

Filter settings
APPLICATION PER... DELEGATED PERM...
Virtual machine scale s...

GENERAL No results.

Virtual network gateways
Properties

Subscriptions = Reply URLs
Network security groups i Owners

Virtual networks (classic) APt access
Syt s . Required permissions
SQL servers Keys

Azure Active Directory

Monitor

Security Center

© Billing

6. Inthe Add APl access pane, click [Select API].
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7. Inthe Select an APl pane, choose Microsoft Graph. Click [Select].

azureteam@sciencelo... (i
AZURETEAMSCIENCELOGIC (. QP

- A X Add API access - O x Select an API — A X

PRE

v« Settings > Required permissions » Add APlaccess > Selectan API

Search for other app

1 Select an API >

@ Virtual machine scale s.. Microsoft Graph

Virtual network gateways Windows Azure Active Directory (Microsoft Azure ActiveDirectory)

Microsoft Graph
Subscriptions

Windows Azure Service Management AP|
Network security groups
Office 365 Management APIs
Virtual networks (classic)
Storage accounts
{, SQL servers
& Azure Active Directary
& Monitor
@ Security Center

O siling [ oo ] [ select

@ ... »

8. Inthe Enable access pane, under Application Permissions, select Read directory data. Click [Select].

azureteam@sciencelo... (@
AZURETEAMSCIENCELOGIC (. QP

- A x Add API access - O x Enable Access — A X
Pl TEW

v Settings > Required permissions » Add APlaccess > Enable Access

Read and write calendars in all mailboxes @ ves -
1 Select an 4P v
! Virtual machine scale s... Microsoft Graph Read contacts in all mailboxes @ Yes
& Virtual network gateways Read and write contacts in all mailboxes O ves
Select permissions
$ Ssubscriptions 2 Yy — > Read all groups @ ves
Read and write all ¥
7 R ead and write all groups @ ves
+| Read directory data @ Yes
Virtual networks (classic)
Read and write directory data @ ves
Storage accounts
Read and write devices @ Yes
eﬁ? SQL servers
Read all users' full profiles @ ves
Azure Active Directol
* i Read and write all users’ full profiles @ ves
& wMonitor Read and write all user mailbox settings (preview) @ ves e
@  Security Center
© sing [ oo ] [ selct |
& ... 4 »

9. Click [Done] to save.

10. Repeatthese steps for the Windows Azure Active Directory API. To do so, choose Windows Azure Active
Directory (rather than Microsoft Graph) in step 7.

Generating the Secret Key

When configuring a SOAP/XML credential for Azure in the Sciencelogic platform, you need to provide a secret key
for the Azure Active Directory application that you will use to authenticate your account.
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To generate a secret key:

1. Inthe left pane of the Azure portal (https://portal.azure.com), click Active Directory, then click App
registrations. The App registrations page appears:

azureteamsciencelogic (Default Directory)

New

All resources
Resource groups
Virtual machines
50L servers

Subscriptions

azu

=
L0

i ]

reteamsciencelogic (Default Directory)

Search (Ct

Overview

Quick start

MANAGE

Users and groups

Enterprise applications

0 The Azure AD management experience is in preview. Leam more =

50l databases

App registrations

Storage accounts

Virtual networks

Virtual machines (classic)
Azure Active Directory
Cloud services (classic)
Network security groups
Storage accounts (classi...
Virtual networks (classic)
HDInsight clusters
Traffic Manager profiles
Azure Advisor

Network interfaces

& Recovery Services vaults

More services >

Application Proxy

Azure AD Connect

Domain names

Mobility (MDM and MAM)

Password reset

Company branding

User settings

Properties

Motifications settings

Conditional access

Mamed networks

ACTIVITY
2
=

Sign-ins

Audit logs

azureteam@sciencelo...
AZURETEAMSCEENCELOGIC(D_. WP

# X

CF Classic porial e? Switch directory M@ Delete

Users and groups Quick tasks

Enterprise applications Azure AD Connect

USERS SIGN INS

Start a free frial to use this feature.

Recommended

@ Sync with Windows Server AD

Sync not enabled .

App registrations

30 =

Self-service password reset

Company branding

2. Click the application name.
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3. Inthe Settings pane, click [Keys].

Zurete ' logic (Default Directory) - A istrati 3 Sqi Logic Monitori Y Sett . azureteam@sciencelo... (i
azureteamsciencelogic (Default Directory) - App registrations ciencelogic Monitoring ettings - 9, REEAETET AR

ic Monitoring # 0O X Settings

'ﬂ' Settings /’ Manifest T Delete

Essentials A~
GENERAL
Display Name Application 1D

gic Monitoring 80fcchbad-dBe8-4af9-8d7b-8f0193061fcd

' Properties
Type e
b app / API 5 2-eccf-402d-8ab7-f5a06726d911 = Reply URLs

Homs Page n In Local Directory .
httos/fmy url 4 torin o Owners

AP| ACCESS

% Reguired pemmissions

Keys

4. Inthe Keys pane, enter a name in the Key Description field and select a duration in the Expires field.

5. Click [Save] to generate the secret key.

azureteamsciencelogic (Default Directory) - App registrations > Sciencelogic Monitoring > Settings > fReys (¥ ﬁ;;‘;‘:ﬂ%’:gilf‘; ]

8 X Keys B X

H save 3 Discard

= GENERAL DESCRIPTION EXPIRES VALUE
“ 1} Properties > || EMTKey | [ mever expires v | | vawe wi
Il — Reply URLs }
- M Owners >
=
? API ACCESS
— . Reguired permissions >
-

Keys p)
=

6. Copy and save the key value.
Locating the Application ID

When configuring a SOAP/XML credential for Azure in the Sciencelogic platform, you need to provide the
Application ID of the Azure Active Directory application you will use to authenticate your Azure account.

To locate the Application ID:

1. Inthe left pane of the Azure portal (https://portal.azure.com), click [Azure Active Directory].
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2. Click [App registrations], then click on the name of the Active Directory application you will use to
authenticate your Azure account. The Application ID appears in the Essentials section.

Documentation Test /O LP éé‘; © @ azureteam@sciencelo... (@

AZURETEAMSCIENCELOGIC (.. Q0

Documentation Test # _ 0O X
Registered app - PREVIEW

New ¥ Seitings " Manifest [ Delete

Virtual networks (clas... Essentials ~

Storage accounts Display Name Application 1D

Documentation Test 8968f5b0-21e5-4f4b-a%e7-305c81fc8188
Application Type Object ID

Web app / API e6c877cf-05ee-4dee-851b-b72f6ed26e41

-
v SQL servers

. . Home Page Managed Application In Local Directory
Azure Active Directory http://my-url Log on to the app to create a local instance

Y X All settings =»
y Monitor

Security Center

Billing

Help + support

3. Copy and save the Application ID.

Locating the OAuth 2.0 Token Endpoint URL and the Tenant ID

When configuring a SOAP/XML credential for Azure in the Sciencelogic platform, you need to provide the OAuth
2.0 token endpoint URL and the tenant ID of the Azure Active Directory application you will use to authenticate your
Azure account.

To locate the OAuth 2.0 token endpoint URL and the tenant ID:

1. Inthe left pane of the Azure portal (https://portal.azure.com), click [Azure Active Directory].
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2. Click [App registrations], then click [Endpoints]. The OAUTH 2.0 TOKEN ENDPOINT URL appears in

the Endpoints pane.

\  azureteamsciencelogic (Default Directory) - App registrations

ncelogic (Default Directory) - App registrations

PRE

== Add

= Endpoints

Search by name or Appld

DISPLAY NAME

%
= =l
-
£
‘ 1ps
e lications
pns
.
pect
0
(]
u A

>

QATesting

AD Auth/Avail Test

ScienceLogic Monitoring

gisela_app

fsuntodel

arm_dev

fsuntraining

devwebtest

fsuntraining2

APPLICATION TYPE

Web app / API

Native

Native

Web app / API

Web app / API

Web app / API

Web app / API

Web app / API

Web app / API

> Endpoints

*>

All apps v

APPLICATION ID

fc76189f-553d-40b0-b54c-9a%.

50a1fd09-c48d-4d42-h492-6€8...

€38ad791-1084-4182-9be6-129..,

90caaf67-e3cc-4070-a7f4-ecd3...

b16e018a-51b0-4743-80b79-27..,

34fa7605-4cdc-40¢5-9b60-0b2...

Thd977fd-b075-42d6-bab8-7a...

75f1346f-802e-49¢8-a172-444...

7a497615-e916-411e-9be0-f12...

P ®sH OO0

o X

azureteam@sciencelo... .

Endpoints -
PRI 1

SAML-P SIGN-ON ENDPOINT

https://login.windows.net/da61865c-286< .

SAML-P SIGN-OUT ENDPOINT

https://login.windows.net/da61865c-286< .

MICROSOFT AZURE AD GRAPH AP ENDPOINT

https://graph.windows.net/da61865c-286 .

AZURETEAMSCIENCELOGIC (.. QP

O X

OAUTH 2.0 TOKEN ENDPOINT

https://login.windows.net/da61865c-286< .

OAUTH 2.0 AUTHORIZATION ENDPOINT

https://login.windows.net/da61865c-286< .

3. Copyand save the OAUTH 2.0 TOKEN ENDPOINT URL.
4. The OAuth 2.0 token endpoint URL contains a GUID, a string of characters in the middle of the URL.

For example, in the following OAuth 2.0 token endpoint URL, the GUID is in bold:
https://login.windows.net/df69864c-2864-4680-5565-c6c5aafb3 1bdf/oauth2 /token

Azure uses this GUID as the tenant ID. Copy and save the GUID.

N  azureteamsciencelogic (Default Directory) - App registrations

ncelogic (Default Directory) - App registrations

PRE

== Add

Search by name or Appld

DISPLAY NAME

Ips

£0

lications

@ © ¢

Al

o
-] ]

| £
“«

QATesting

AD Auth/Avail Test

Sciencelogic Monitoring

gisela_app

fsuntodel

arm_dev

fsuntraining

devwebtest

fsuntraining2

APPLICATION TYPE

Web app / API

Native

Native

Web app / API

Web app / API

Web app / API

Web app / API

Web app / API

Web app / API

> Endpoints

*

All apps v

APPLICATION ID

fc76189f-553d-40b0-b54c-9a%...

50a1fd09-c48d-4d42-b492-6e8...

©38ad791-1084-4f8a-9be6-129.

90caaf67-e3cc-4070-a7f4-ecd3..

b16e018a-51b0-4743-8079-27.

34fa7605-4cdc-40c5-9b60-0b2...

Tbd977fd-b075-42d6-bab8-7a.

75f1346f-802e-49c8-a172-444...

Ta497615-916-411e-9be0-f12..

L @O0

O X

azureteam@sciencelo. [ ]

Endpoints
PR v

hitpsy//login.windows.net/da61865c-286¢ | IR

SAML-P SIGN-OUT ENDPOINT

https://login.windows.net/da61865c-286< .

MICROSOFT AZURE AD GRAPH API ENDPOINT

https://graph.windows.net/da61865¢c-286 .

OAUTH 2.0 TOKEN ENDPOINT

P2 7ida61865¢-2864-4680-9509-c6c5aa. .

OAUTH 2.0 AUTHORIZATION ENDPOINT

https://login.windows.net/da61865c-286< .
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Locating the Subscription ID

When configuring a SOAP/XML credential for Azure in the Sciencelogic platform, you need to provide the
Subscription ID of the Azure Active Directory application you will use to authenticate your account.

To locate the Subscription ID:

1. Inthe left pane of the Azure portal (https://portal.azure.com), click [Subscriptions].

2. Copy and save the Subscription ID of the subscription where you created the Azure Active Directory
application you will use to authenticate your account.

v/  Subscriptions azureteam@sciencelo... ()
AZURETEAMSCIENCELOGIC (.. Qi

Subscriptions »# _ O X
& fault ¥
New

Storage accounts (class...
Search to filter items...

Traffic Manager profile...
SUBSCRIPTION 7~ SUBSCRIPTION ID “  ROLE /~ CURRENT SPEND SUBSCRIPTION S... ™~

Traffic Manager profiles
Eng - Azure Team c28afcdd-4457-4ff0-b783-6a8d5d17... | Account admin Not available @ Active

Virtual networks

@ virtual machine scale s...

Virtual network gateways

Subscriptions

Network security groups

Virtual networks (classic)

B Storage accounts

Adding Contributor Access to the Active Directory Application

To allow Sciencelogic to access your Azure account, you need to add Contributor access to the Active Directory
application you will use to authenticate your account.

To add Contributor access to the Azure Active Directory application:

1. Inthe left pane of the Azure Portal (https://portal.azure.com), click [Subscriptions].

2. Click on the name of your subscription, then click [Access control (IAM)].
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3. Inthe Access Control (IAM) pane, click [Add].

azureteam@sciencelo...
AZURETEAMSCIENCELOGIC (. QP

A _ B8 X D Eng - Azure Team - Access control (IAM) # _ O X

“/  Subscriptions » Eng - Azure Team - Access control (IAM) v @

New

S10rage accounts (cl...

Traffic Manager prof.

You can control access to your Azure resources using built-in roles or your own
custom roles. You can also use groups in your Azure Active Directory to control

SUBSCRIPTION ... D Overview access. L

Traffic Manager prof...

ot available @ Active ess control (IAM)
USER ROLE ACCESS
Virtual networks Diagnose and sclve problems
Virtual machine scal... N arm_dev Contributor, Reacler  Assigned
SETTINGS b
(it petrt oxte B Programmatic deployment Azure Team Owner Assigned
azureteam@sciencelogic.com
Subscriptions Resourc
azure team Contributor Assigned
Network security gr... Resources
Virtual networks (cla Usage + quotas N fsuntest Contributor, Reader  Assigned
St it = Management certificates
SCECED fsuntraining Contributor Assigned
.
My permissions
M Myp
QL servers ’
Properties fsuntraining2 Contributor Assigned
Azure Active Directory
B Resource locks
Moniter - gisela_app Contributor Assigned
Security Center o

\  Subscriptions $ Eng - Azure Team - Access control (IAM) > Add access > Select a role § { [©) azureteam@sciencelo... (@)
- AZURETEAMSCIENCELOGIC | ()
AM) # _ 0O X  Addacces Select a role - o x
9 " da
New
>TOrage accounts (cl.
X Selecta role >
You can control access to your Azure resources using built-in roles or your own o °
Traffic Manager prof... custom roles. You can alsa use groups in your Azure Active Directory to control (ST &
access, Leam more
Traffic Manager prof.
> o

Virtual networks RoLE Access
e | TR T arm_dev Contributor, Reader  Assigned . °
Virtual network gate... Azure Team Owner Assigned

azureteam@sciencelogic.com > o
Subscriptions

azure_team Contributor Assigned
Network security gr... . °
e i fsuntest Contributor, Reader  Assigned

- °

Storage accounts fsuntraining Contributor Assigned
sQL servers

fsuntraining2 Contributor Assigned d e
Azure Active Directory
Menitor gisela_app Contributor Assigned “ - h
Security Center S

5. Inthe Add users pane, click the name of the Azure Active Directory application you will use to authenticate
your account, then click [Select].
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6. Click [OK] to add Contributor access to the application.

m -

“  Subscriptions » Eng - Azure Team - Access control (IAM) > Add access

Access control (IAM)

=+ Add

e Roles

access. Learn more

USER

blems

arm_dev

Azure Team

azureteam@sciencelogic.com

azure_team

fsuntest

fsuntraining

fsuntraining2

- gisela_app

ROLE

Contributor, Reader

Owner

Contributor

Contributor, Reader

Contributor

Contributor

Contributor

*

You can control access to your Azure resources using built-in roles or your own
custom roles. You can also use groups in your Azure Active Directory fo control

ACCESS

Assigned

Assigned

Assigned

Assigned

Assigned

Assigned

Assigned

> Add users

o X

Add

Eng - A

1 Selectarole v

Cantributor

2 Add users >

None selected

azureteam@sciencelo... (i
AzuReTEAMSCIENCELOGC | Q)

- 0 x

amaida
amaida@azureteamsciencelogic.o...

asdasdas
tsuser@azureteamsciencelogic.on...

Azure Team
azureteam@sciencelogic.com

Selected
Azure Team

azureadmin@sciencelogic.com

bpage
bpage@azureteamsciencelogic.on...

California Employeesf01e2a00

Setting Up a Proxy Server

Depending on your needs, you can optionally enable the Sciencelogic platform to connect to Azure through a
third-party proxy server. With this configuration, the Sciencelogic platform connects to the proxy server, which then
connects to Azure. Azure relays information to the proxy server and the platform then retrieves that information from

the proxy.

NOTE: The Microsoft: Azure PowerPack is certified to work with SQUID version 3.5.12 proxy servers.

If you choose to use this configuration, you will first need to set up the proxy server. To do so:

NOTE: For the following steps, you must have openssh-server.x86 64 and telnet installed.

1. Using SSH, connect o the proxy server.

2. Run the following commands in the command-line interface:

sudo apt-get install squid3

cd /etc/squid3
cp squid.conf squid.conf.bak

sudo
sudo
sudo
sudo

rm squid.conf
touch squid.conf
vim squid.conf
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3. Do one of the following, depending on your needs:

« Ifyou want to connect to the proxy server using basic authentication, add the following lines to the new
squid.conffile:

auth param basic program /usr/lib/squid3/basic ncsa auth /etc/squid3/passwords
auth param basic realm proxy

acl authenticated proxy auth REQUIRED

http access allow authenticated

http port [port number]

visible hostname [hostname]

sudo htpasswd -c /etc/squid3/passwords [username]

[password]

[password]

« Ifyou do not want fo use basic authentication to connect to the proxy server, add the following lines to
the new squid.conffile:

http access allow all
http port [port number]
visible hostname [hostname]

4. Restartthe SQUID service:

sudo service squid3 restart

5. Using SSH, connect o the Sciencelogic collector, then telnet to the opened port on the proxy server to verify
that the proxy server is set up properly.

Creating a SOAP/XML Credential for Azure

After you know the application ID, subscription ID, OAuth 2.0 token endpoint URL, tenant ID, and secret key of the
Active Directory application you will use to authenticate your Azure account, you can create a SOAP/XML
credential for Azure in the Sciencelogic platform.

If you want to connect to your Azure account through a third-party proxy server, you must also add the proxy
information in the credential.

To create a SOAP/XML credential for Azure:

1. Gotothe Credential Management page (System > Manage > Credentials).
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2. Locate the sample SOAP/XML credential included in the Microsoft: Azure PowerPack, called Azure
Credential - SOAP/XML, then click its wrench icon (uP). The Edit SOAP/XML Credential modal page

appears:

Credential Editor [69] x

Edit SOAP/XML Credential #69

New Reset

Basic Settings

Profile Hame Content Enceding Method

HTTP Version

Socap Options
Embedded Password [%P]

[AzureARM | [T textimi ] v | [[POsT]

v | [[HTTP.1] v |

( J

URL [ hitp(s).//Host:Port/Path | %D = Aligned Device Address | %M = Aligned Device Host Name |

Embed Yalue [%1] Embed Value [%2]

[https:.n’.ﬂogin .windows.net'dat1865c-2864-4580-9508-c6c Saaalbbdficauth2/itoken ?api-version=1.0

J

[fe76189f-5530-40b0-b5| [da61865c-2864-4680-5)

HTTP Auth User HTTP Auth Password

Timecut (seconds)

Embed Yalue [%:3] Embed Value [%4]

( J

| [120

J

[c28afedd-4457-40-bTE| [AArB+TC2ALHSVPwhuT]

Proxy Settings
Hostname/IP Port User
| 21778 | [em7admin |

102660

CURL Options

CAINFO -
CAPATH

CLOSEPOLICY
CONMECTTIMEOUT

COOKIE

COOKIEFILE

COOKIEJAR

COOKIELIST

CRLF

CUSTOMREQUEST -
\DMSCACHETIMEOUT  ~ |

HTTP Headers
+ Add a header

[ see | s

3. Entervalues in the following fields:

Basic Settings

« Profile Name. Type a new name for the Azure credential.

« Content Encoding. Select fext/xml.
o Method. Select POST.
e HTTP Version. Select HTTP/1.1.

o URL. Type the OAuth 2.0 token endpoint URL for the Azure Active Directory application.

o HTTP Auth User. Leave this field blank.
e HTTP Auth Password. Leave this field blank.
« Timeout (seconds). Type "120".

Proxy Settings

« Hostname/IP. If you are connecting to Azure via a proxy server, type the server's hostname or IP

address. Otherwise, leave this field blank.

« Port. If you are connecting to Azure via a proxy server, fype the port number you opened when setting

up the proxy server. Otherwise, leave this field blank.

Configuring Azure for Monitoring



« User. [f you are connecting to Azure via a proxy server using basic authentication, type the server's
administrator username. Otherwise, leave this field blank.

o Password. If you are connecting to Azure via a proxy server using basic authentication, type the
server's administrator password. Otherwise, leave this field blank.

CURL Options

« CURL Options. Do not make any selections in this field.

SOAP Options

o Embedded Password [%P]. Leave this field blank.

« Embed Value [%1]. Type the Application ID for the Azure Active Directory application.

« Embed Value [%2]. Type the Tenant ID for the Azure Active Directory application.

« Embed Value [%3]. Type the Subscription ID for the Azure Active Directory application.

« Embed Value [%4]. Type the secret key for the Azure Active Directory application.
HTTP Headers

o HTTP Headers. Do not make any selections in this field.

4. Click [Save As].
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5.

In the confirmation message, click [OK].
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Chapter

Discovering Azure Services and Devices

Overview

The following sections describe the steps required to discover Microsoft Azure services and component devices in

the Sciencelogic platform:

o Creating an Azure Virtual Device
o Aligning the Azure Dynamic Applications

« Viewing Azure Component Devices

Creating an Azure Virtual Device

Because the Azure service does not have a static IP address, you cannot discover an Azure device using discovery.
Instead, you must create a virtual device that represents the Azure service. A virtual device is a user-defined
container that represents a device or service that cannot be discovered by the Sciencelogic platform. You can use
the virtual device fo store information gathered by policies or Dynamic Applications.

TIP: if you have multiple Azure subscriptions you want to monitor, you should create a separate credential and

virtual device for each.

To create a virtual device that represents your Azure service:

1. Gotothe Device Manager page (Registry > Devices > Device Manager).
2. Click the [Actions] button and select Create Virtual Device from the menu. The Virtual Device modal page

appears.
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3. Entervalues in the following fields:

Virtual Device X

Create Virtual Dev t

Device Name [&zur& Cloud ]
Crganization [ﬁ.zure Y ]
Device Class [ Microsoft | Azure Services T ]
Collector | CUG v |
Add

o Device Name. Enter a name for the device. For example, "Azure Cloud".

« Organization. Select the organization for this device. The organization you associate with the device
limits the users that will be able to view and edit the device. Typically, only members of the
organization will be able to view and edit the device.

« Device Class. Select Microsoft | Azure Services.

o Collector. Select the collector group that will monitor the device.

4. Click [Add] to create the virtual device.

Aligning the Azure Dynamic Applications

The Dynamic Applications in the Microsoft: Azure PowerPack are divided into the following types:
« Discovery. These Dynamic Applications poll Azure for new instances of services or changes to existing
instances of services.

« Configuration. These Dynamic Applications retrieve configuration information about each service instance
and retrieve any changes to that configuration information.

o Performance. These Dynamic Applications poll Azure for performance metrics.

When configuring the Sciencelogic platform to monitor Azure services, you can manually align Dynamic
Applications to discover Azure component devices.

22 Discovering Azure Services and Devices



Discovering Azure Component Devices

To discover all the components of your Azure platform, you must manually align the Microsoft: Azure Account
Discovery Dynamic Application with the Azure virtual device. To do so, perform the following steps:

1. Gotothe Device Manager page (Registry > Devices > Device Manager).

2. Click the wrench icon ( ?) for your Azure virtual device.

3. Inthe Device Administration panel, click the [Collections] tab. The Dynamic Application Collections
page appears.

4. Click the [Actions] button and select Add Dynamic Application from the menu.

5. Inthe Dynamic Application Alignment modal:

Dynamic Application x

Dynamic Application Alignment

Dynamic Applicaticns Credentials

|I'u'|i|:rosoﬂ: Azure | | |
~ TICTUSOIT. AZOTE VIT0al MaCiie COrmguT aiom |
-
Micresoft: Azure Virtual Metwork Configuration b
. X N . SOAPXML Host:
Micresoft: Azure Virtual Metwork Configuration € X .
R Amazon Web Services Credential
Bulk Snippet Performance: . :
X X Azure Classic Credential SOAP
Microsoft: Azure SOL Database Performance C -
. . i Azure Credential - SOAPXML
Micresoft: Azure Storage Account Blob Perform: -
N ) Cisco VOS SOAP - Example
Microsoft: Azure Storage Account Queue Perfor . .
. X Cisco: Conductor Example {Discov
Micresoft: Azure Storage Account Table Perforn S .
. X N N Cisco: Conductor Example (Virtua
Microsoft: Azure Virtual Machine CPU Performa
. X N N Ny EMT7 OB - DB Info
Microsoft: Azure Virtual Machine Disk Performar
. . . . EMT DB - My.cnf
Micresoft: Azure Virtual Machine Memory Perfor -
Snippet Configuration: A e con]
- e MNetApp w/SSL Option
Microsoft: Azure Account Discovery Nempp i Ogion off
Microsoft: Azure Account Discovery Classic PP

Micresoft: Azure Active Directory Service Discow HeliopiwisSEILS Onlion
. y . . Polycom - Advanced
Micresoft: Azure Active Directory Tenant Discove
Polycom - COR

Microsoft: Azure Cloud Service Discovery Classi
Microsoft: Azure Cloud Services Service Discove
Micresoft: Azure Compenent Count Classic
Micresoft: Azure Compute Discovery Classic
Micresoft: Azure Data & Storage Discovery Clas
Micresoft: Azure Hybrid Integration Discovery Cl
Micresoft: Azure Location Discovery

Microsoft: Azure Location Discovery Classic

hAis ot Aira bl i i Clacein

Polycom - Interface

Polycom - Metwork

Polycom - System

Polycom RMX

Splunk

Tandberg Endpeint - Config

Tandberg Endpoint - History

Tandberg Endpeint - Status -

« Inthe Dynamic Applications field, select the Microsoft: Azure Account Discovery Dynamic
Application.

« Inthe Credentials field, select the credential you created for your Azure service.
6. Click [Save] to align the Dynamic Application with the Azure virtual device.

When you align the Microsoft: Azure Account Discovery Dynamic Application with the Azure virtual device, the
Dynamic Application creates a component device representing the Azure account.

The Sciencelogic platform then automatically aligns several other Dynamic Applications to the account

component device. These additional Dynamic Applications discover and create component devices for Active
Directory tenants, Traffic Manager profiles, and each location used by the Azure account.

Discovering Azure Services and Devices 23



Under each location, the Sciencelogic platform then discovers the following component devices:

o Resource Groups Services

o Resource Groups

« Storage Services
o Storage Accounts
m Storage Tables
m Storage Queues
m Storage Containers
« Storage Blobs
« Virtual Machines Services
o Virtual Machines
o Virtual Network Services
o Virtual Networks
m Virtual Network Subnets
o SQL Server Services
o SQL Servers
o SQL Databases
o Recovery Service Vaulis Services
o Recovery Service Vaults
o Network Security Group Services
o Network Security Groups

o Load Balancer Services

o Load Balancers

NOTE: The Sciencelogic platform might take several minutes to align these Dynamic Applications and
create the component devices in your Azure service.
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Viewing Azure Component Devices

In addition to the Device Manager page (Registry > Devices > Device Manager), you can view the Azure service
and all associated component devices in the following places in the user inferface:

NOTE: If you are using both the Microsoft: Azure and Microsoft: Azure Classic PowerPacks to monitor
resources in the same Azure subscription, duplicate Active Directory and SQL database component
devices will appear in the ARM and Classic component maps in the Sciencelogic platform.

o The Device View modal page (click the bar-graph icon ['ﬂ] for a device, then click the Topology tab)
displays a map of a particular device and all of the devices with which it has parent-child relationships.
Double-clicking any of the devices listed reloads the page to make the selected device the primary device:

Device View Reset Guide

I Component Mapping
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o The Device Components page (Registry > Devices > Device Components) displays a list of all root devices
and component devices discovered by the Sciencelogic platform in an indented view, so you can easily view
the hierarchy and relationships between child devices, parent devices, and root devices. To view the
component devices associated with an Azure service, find the Azure virtual device and click its plus icon (+):

Device Components | Devices Found [6] Actions Reset Guide
Device Current Gollection Gollection -
Device Name = 1P Address Category Device Class | Sub-class DID Organization State Group State m
| - T T - (S et e Senes W e [ reay [0 sctie BESI
Device Current Collection Collection
Device Name * P Address Category Device Class | Sub-lass DID Organtzation State Group State
LB /| zzureleam@sciencelogccom | /) = Account Microsoft | Azure Account 25 Azure A\ Heslthy [V} Active mEeE |
Device Current Colection Collection
Device Name * 1P Adaress Caleqory Device Class | Sub-slass DID Organization State Group Stale
1 + I v - Location Microsoft | Azure Location Brazil South 34 Azure | £ Healthy [[eTI[e Active mRE |
2+ - Location Microsoft | Azure Location Central US 2 Azure =T cue Active: mNRE
s+ T ~ - Location Microsoft | Azure Lecation East Asia 36 Azure | i Hieaithy [SVS Active (= 2L Y1
4 — - Location Microsoft | Azure Location East US 28 Azure = cue Active muRvE
Device Current Calection Collection
Devics Name 1P Address Category Device Ciass | Sub-ciass DID Organization State Group
| EECTE TN - e Weool cOmaSowesenis & e vt L e TR
2 - R Service Microsoft | Azure Networking Service 44 Azure | A Heamy [ST Active mORE ]
Device Current Collection Colection
Device Name * 1P Adoress Cateqory Device Class | Sub-class Dio Organization State Group State
AOR . VilualNeworks L] - Service Microsoft | Azure Virtual Networks Service Azure s Healthy V<] Active WMERE
Device Current Coleetion Collection
Device Name * 1P Address Cateory Device Class | Sub-ciass Dio Organization Group State
1 [ aivmtmpss L) - Network Microsoft | Azure Virtual Network 109 Azure I cue Active M RE |
2. w HNetwork Microsoft | Azure Virtual Network 107 Azure cus Active muE
O i8] - Network Microsoft | Azure Virtual Network 108 Azure | A\ Heatthy <19 Active My |
O Essius2 B - Location Microsoft | Azure Lecation East US 2 35 Azure | £ Heany [ Active My |
6 + - Location Microsoft | Azure Location Japan East 7 Azure | & Heamy (1] Active MmO R
(AR - Japanwest | - Location Microsoft | Azure Lecation Japan West £l Azure | 4 Heamy [V Active mERE
8 + L] Locatien Microsoft | Azure Location N. Central US 2% Azure | &b Heamy 11 Active myRaE
o + T = Losation Microsoft | Azure Losation North Europs 30 Awure = cue Active WY
10 + g Location Microsoft | Azure Location S. Central US R Azure m cuG Active mueE |
n + e = - Location Microsoft | Azure Location Southeast Asia 38 ‘Azure =T cue Active mDRE
12+ » Location Microsoft | Azure Location West Europe: 33 Azure m cue Active mnoE
RO - westus | = Location Microsoft | Azure Location West US 29 |Azure = cue Active mOE
7 b B AR Eaheis et w Infrastrishirs  Cisen Gustems | 401 Tanant " ani Wilkiame  C1IR liser.Nisahizn mrh @ T

o The Component Map page (Views > Device Maps > Components) allows you fo view devices by root
node and view the relationships between root nodes, parent components, and child components in a map.
This makes it easy to visualize and manage root nodes and their components. The Sciencelogic platform
automatically updates the Component Map as new component devices are discovered. The platfform also
updates each map with the latest status and event information. To view the map for an Azure service, goto
the Component Map page and select the map from the list in the left NavBar. To learn more about the
Component Map page, see the Views manual.

[Device Component Map

om:- 8
.
W ay E— | —

=

£
L2}

|| —
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Relationships Between Component Devices

In addition to parent/child relationships between component devices, the Sciencelogic platform also creates
relationships between the following component devices:

o Virtual Machine Disks and Storage Blobs

« Virtual Machines and Network Security Groups

« Virtual Machines and Resource Groups

« Virtual Machines and Virtual Networks

o Virtual Machines and Subnets

« Storage Accounts and Resource Groups

o Virtual Networks and Resource Groups

o SQL Servers and Resource Groups

o SQL Databases and Resource Groups

« Traffic Manager Profiles and Resource Groups

o Azure Traffic Managers and Traffic Managers

o Network Security Groups and Resource Groups

o Network Security Groups and Virtual Network Subnets

o Recovery Service Vaults and Resource Groups
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