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Chapter

Introduction

Overview

This manual describes how to monitor Microsoft Azure resources that are managed with Azure Resource Manager
(ARM) in SL1 using the Microsoft: Azure PowerPack.

The following sections provide an overview of Microsoft Azure and the Microsoft: Azure PowerPack:

What is AZUre? . 4
What Does the Microsoft: Azure PowerPack Monitor? ... . . . ... 5

What are Azure Locationse . ... L 6
Installing the Microsoft: Azure PowerPack ... ... .. 7

NOTE: Sciencelogic provides this documentation for the convenience of Sciencelogic customers. Some of
the configuration information contained herein pertains to third-party vendor software that is subject fo
change without notice to Sciencelogic. Sciencelogic makes every attempt fo maintain accurate
technical information and cannot be held responsible for defects or changes in third-party vendor
software. There is no written or implied guarantee that information contained herein will work for all
third-party variants. See the End User License Agreement (EULA) for more information.

What is Azure?

Azure is a Microsoft service that provides both infrastructure and platform capabilities for cloud computing. Azure
enables users to build, deploy, and manage applications and services using Microsoft data centers, and offers
users numerous capabilities such as website hosting, virtual machine creation, data management, business
analytics, and media services.
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What Does the Microsoft: Azure PowerPack Monitor?

To monitor Microsoft Azure resources using SL1, you must install the Microsoft: Azure PowerPack. This PowerPack
enables you to discover, model, and collect data about Azure resources.

The Microsoft: Azure PowerPack includes:

o Dynamic Applications to discover, model, and monitor performance metrics and/or collect configuration data
for the following Azure resources:
o Active Directory tenants
o Application gateways
o Application services
o Azure Cache for Redis
o Azure Database for MySQL
o Azure Database for PostgreSQL
o Azure Functions
o Azure Kubernetes Services (AKS)
o Azure Service Buses (Relay)
o Batch Accounts
o Content Delivery Networks
o Cosmos DB accounts
o DNS zones
o ExpressRoute circuits
o ExpressRoute gateways
o Function apps
o KeyVaults
o Load balancers
o Managed storage disks
o Network security groups
o Recovery Services vaults
o Resource groups
o Site recovery configurations
o SQL databases
o SQL servers
o Storage accounts

o Traffic Manager profiles
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o Virtual machine scale sets

o Virtual machines

o Virtual network subnets

o Virtual network gateways

o Virtual networks

o Web apps

o Web Application Firewalls (WAF)

o Device Classes for each Azure data center location and all of the Azure resources SL1 monitors

« EventPolicies and corresponding alerts that are triggered when Azure resources meet certain status criteria
o Example credentials you can use as templates to create SOAP/XML credentials to connect to Azure

o A Credential Test to ensure that your Azure credential works as expected

o Run Book Action and Automation policies that can automate certain Azure monitoring processes

What are Azure Locations?

An Azure location is an individual data center located in a specific geographic locale. The Dynamic Applications
in the Microsoft: Azure PowerPack create a "location" component device for each discovered data center location.

The PowerPack supports the following Azure data center locations:

o Australia Central (Canberra)

o Australia Central 2 (Canberra)
o Australia East (New South Wales)
o Australia Southeast (Victoria)

o Brazil South (Sao Paulo)

o Canada Central (Toronto)

o Canada East (Quebec)

o Central India (Pune)

o Central US (lowa)

o China East (Shanghai)

o China East 2 (Shanghai)

o China North (Beijing)

o China North 2 (Beijing)

o EastAsia (Hong Kong)

o EastUS (Virginia)

o FEastUS 2 (Virginia)

o France Central (Paris)
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o France South (Marseille)

o Germany Central (Frankfurt)

o Germany North

o Germany Northeast (Magdeburg)

o Germany West Central

o Japan East (Saitama)

o Japan West (Osaka)

o Korea Central (Seoul)

o Korea South (Busan)

o North Central US (lllinois)

o North Europe (Ireland)

o South Central US (Texas)

e South India (Chennai)

« Southeast Asia (Singapore)

o US DoD Central (for Microsoft Azure Government only)
o US DoD East (for Microsoft Azure Government only)

o US Gov Arizona (for Microsoft Azure Government only)
o US Gov lowa (for Microsoft Azure Government only)

o US Gov Texas (for Microsoft Azure Government only)

o US Gov Virginia (for Microsoft Azure Government only)
o UK South (London)

o UK West (Cardiff)

o West Central US

o West Europe (Netherlands)

o West India (Mumbai)

o West US (California)

o WestUS 2

Installing the Microsoft: Azure PowerPack

Before completing the steps in this manual, you mustimport and install the latest version of the
Microsoft: Azure PowerPack.
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NOTE: The following instructions describe how to install the Microsoft: Azure PowerPack for the first time. If
you are upgrading to the latest version from a previous version, see the Microsoft: Azure PowerPack
Release Notes for specific upgrade instructions.

TIP: By default, installing a new version of a PowerPack overwrites all content from a previous version of that
PowerPack that has already been installed on the target system. You can use the Enable Selective
PowerPack Field Protection setting in the Behavior Settings page (System > Settings > Behavior) to
prevent new PowerPacks from overwriting local changes for some commonly customized fields. (For
more information, see the System Administration manual.)

To download and install a PowerPack:

1. Download the PowerPack from the Sciencelogic Support Site.

Goto the PowerPack Manager page (System > Manage > PowerPacks).

In the PowerPack Manager page, click the [Actions] button, then select Import PowerPack.

AN

The Import PowerPack dialog box appears:

Import PowerPack™

|Browse forfile... | Browse. .

License: | |

5. Click the [Browse] button and navigate to the PowerPack file.

6. When the PowerPack Installer modal appears, click the [Install] button to install the PowerPack.

NOTE: If you exit the PowerPack Installer modal without installing the imported PowerPack, the imported
PowerPack will not appear in the PowerPack Manager page. However, the imported PowerPack
will appear in the Imported PowerPacks modal. This page appears when you click the [Actions]
menu and select Install PowerPack.

Installing the Microsoft: Azure PowerPack


https://support.sciencelogic.com/s/powerpacks

Chapter

Configuration and Credentials

Overview

The following sections describe how to configure Microsoft Azure resources for monitoring by SL1 using the
Microsoft: Azure PowerPack:

NOTE: The Microsoft: Azure PowerPack can monitor Microsoft Azure resources, Microsoft Azure Government
resources, and Microsoft Azure resources in Germany and China regions.

Configuring an Azure Active Directory Application ... ... . . ... 10
Creating an Active Directory Application in the Azure Portal ... ... ... ... ... 10
Adding Microsoft Graph APls Permissions fo the Application ... ... . ... ... 12
Generating the Secret Key . 14
Locating the Application ID and Tenant ID .. 15
Locating the Subscription ID il 15
Adding Reader Access fo the Active Directory Application .. ... ... 16
Sefting Up @ Proxy Server 18

Creating an Azure Credential ... ... 19

Testing the Azure Credential ... ... L 21

Creating a SOAP/XML Credential for Azure in the SL1 Classic User Interface ............................ 21
Load-Balancing an Account with Multiple SubSCrIPHONS ... o e 21

Testing the Azure Credential in the SL1 Classic User Interface ........... ... i .. 21



Configuring an Azure Active Directory Application

To create a SOAP/XML credential that allows SL1 to access Microsoft Azure, you must provide the following
information about an Azure application that is already registered with an Azure AD tenant:

« Application ID

o Subscription ID (if monitoring a single subscription)

e TenantID

o Secretkey

To capture the above information, you must first create (or already have) an application that is registered with
Azure Active Directory. The registered application must have Reader access in the subscription. You can then enter
the required information about the application when configuring the SOAP/XML credential in SL1. The registered
application and the Sciencelogic credential allow SL1 to retrieve information from Microsoft Azure.

TIP: For details on registering an Azure application, see https://docs.microsoft.com/en-us/azure/active-
directory/develop/quickstart-register-app.

Creating an Active Directory Application in the Azure Portal

When configuring a SOAP/XML credential in SL1, you must provide the application ID, subscription ID, tenant ID,
and secret key of an application that is registered with Azure Active Directory. You will use this registered
application to authenticate your Azure account.

NOTE: You must have Service Administrator rights to create an Azure Active Directory application.

To create an application in Azure and register it with Azure Active Directory:

1. Log in to the Azure portal and type "active directory" in the Search field at the top of the window.
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2. From the search results, select Azure Active Directory, and then click App registrations. The App
registrations page appears:

o azureteamsciencelogic (Default Directory) - Overview

4

Cearch = o" Samch dreciony B Dlate directory

0 Overvew
azunseamcienceiogec onmeCrosoit.oom

. Gating datad azureteamsciencelogic (Default Directory)
Azure AD Free

Mansge
- Uy Sign-ing
*

s Croups
W5 Organizational relationships

To sew gagr-in data your crganizaton rasds Aoure AD
aa  Folesand sdministraton Preenium & or B2

1471 a free tnal
B Erterpose appbcations i o
B Cevices
B app regtrations I
B app registrations (Legacy) What's I Agure AD
& idenbiy Governance Stay up ta date with the latest relasse notes and Diog posts
B application phoy 25 entries urce February 20, 20013 Wiew archre of
e LaCendes

(25} Mror fpature
@ Agure AD Conrect :
e Growup Mgy » Colllbarpton

Cudler Somn nkmad April 30 2009

& Repoating (3)

P Micbily (MDA and haam)

3rd Farly inbegration 4l

Configure a naming policy for Office 365 groups in Azure AD portal (Public

3. Click the [New registration] button.

azureteamsciencelogic (Default Directory) - App registrations

Azisre Active Deciory - PREVIEW

O Overview - All applications  Owned applications  Applications from personal account

' Getting started Fe]

Manage DISPLAY NAME APPLICATION {CLIENT) 1D
 Users Mo results

w4 Groups

85 Organizational relationships
Roles and administrators

Enterprise applications

M

L]

B Devices
B App registrations

B app registrations

E' application proxy

% Licenses

<P Azure AD Connect

« Custom domain names

& Mobility (MDM and MANM)

Password reset
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4. When the Register an application page appears, enter your application's registration information:
« Name. Type a name for the application.
o Supported account types. Select Accounts in this organizational directory only.

 Redirect URI (optional). Select Web in the drop-down menu and type a valid URL.

Register an application

* Name

The user-facing display name for this application (this can be changed later).

([ sciencelegic Monitering D

Supported account types

Wha can use this application or access this APIT

(: Accounts in this organizational directory only (azureteamsciencelogic (Default BlredoryD

) Accounts in any organizational directory

Accounts in any organizational directory and personal Microsoft accounts (e.g. Skype, Xbox, Cutlook.com)

Help me choase..

Redirect URI (optional)

‘We'll return the authentication response to this URI after successfully authenticating the user, Providing this now is
optional and # can be changed later, but a value is required for most authentication scenarios.

ngh v | [ https://iocalhost com . )

By proceeding, you agree to the Microsoft Platform Policies

(===

5. Click the [Register ]button. A message appears confirming that your application was added.

Adding Microsoft Graph APIs Permissions to the Application

By default, any new Application has Microsoft Graph APl permission. At a minimum, the Microsoft Graph APls
must have permission to directly read data.

To add the Microsoft Graph APIs:

1. Inthe Search field of the Azure portal (https://portal.azure.com), type "active directory".
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2. Click [App registrations], and then click on the name of the Azure Active Directory application you will use
to authenticate your Azure account.

3. Click API Permissions, and then click [Add a permission]. Next, select the Microsoft Graph option.

Microsoft Azure

)

Home > (Ofauk Directary) - App regisirations Preview) > Sciencelogic Mondoring - AP permissions Request APl permissions
Sci | - APl h
Select an API
«
- Microsoft APls | 2 ses My AP
[rip— APl permissions ool
“ Quidstart Applcations are authorized to use APls by requesting permissions, These permissions shawul  Commonly used Microsaft APl
i Microsoft Graph m
" EE—— s m o B
B Sranding e i — Security, 2nd Windows 10 Access Azure AD, Excel, Intune, Outlook/Exchange Onebrve . X
OneNote, SharePoint, Planner, and mare thiough a single endpoint. B =<
D Authentication
 Microsot Grph 1
Certficates & secrets
UserResd Delegated  Sign in and read «
i 2 By movveen (1) Aaure Koy vaute A, AavreService Management
These are the permissians that this application requests statically. You may ako request user ¢ avrc . sswel a5 the
9 Expose a0, able permissions dynamicall through code. See best practices for requesting permissians sppiicationsn the cloud keys, screts, and cort functionsiy
P KeyVauks portsl
B Manifest
Grant consent & Dymamics 165 Business Central ]| 0ffice 365 Management APls B stoerom
Support » Troubleshooting
45 an adminisirator, you can grant consert on behalf of all users in this directory, Granting adh P —
ool sers means that end users wil not be shown a consent: screen when using the application functineity. 4365 Business tem, and poley
Atroublintioliy Centnl from Office 355 and Azure AD activiey
8 New suppor request [ Comtiin comst tor sewctmaciomciogh Dekeat iscion)
() siope for Business nq Visual Studio Team Services
Integrate resl-time presence. secuse Integrate with Visual St Team
" Server (175 accounts

4. Inthe Request APl permissions pane, under Select permissions, click the arrow next fo Directory to open

the submenu and select the checkbox for Directory.Read.all permission.

52
Home > azureteamsciencelogic (Default Directary) - App registrations (Preview) > Sciencelogic Mantoring - AP| permissions Request API permissions E
Sci i itoring - APl issi on
pec Al APt

“ Microsoft Graph
B Overview APl permissions hitps:/fgraphmicrosoftcomy  Diocs

What type of permissions does your application require?

“ Quidstart Applications are authorized to use APis by requesting permissions. These permissions show uf
grant/deny access.
Delegated permistions Application permisions
g Your 3 Your
; sgned-in s,
& sranding [T ——— po orscamon
D mnrerticaion - Select permissions epand
Certficates & secrets
Usexiead Delegated  sign in and read ¢

> APl permissions

PirawssiON oM CONSINT REGURED
g n i These are the permissions that this application requests statically, You may alse request user ¢

B tposean A able permissians dynamically through code. See best pracices for requesting permissions .

i ¥ Accessheview
Owners

W ¥ Application

Grant consent » Audittog
Support - Troublesmact
e ™ A5 an administrator, you can grant consen on behaf of alluses inths dicectory, Granting adh
X Troubleshooting users means that end users wil nt be shown a consent screen when using the application. Sl
2 New support request Grant adimin consentforazueeiesmaclencelogie {Defauh Diveciony) » cals

» ChanneiMessage

»chat
» contacts
» Device
= Directary ()
Diectoryhead Al
B s dvecory doa s
ves

5. After you have added the Read directory data, in the APl permissions page, click the [Add Permissions]
button.

6. Click [Grant admin consent for [Directory Name]].
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7. A pop-up window appears asking if you grant consent for the required permissions for all accounts in your
directory. Click [Yes].

Microsoft Azure

Support « Troublechooting

K Troubleshosting
Grant consent

anureteamscie 20t Directary) - App registrations (Preview) > Seiencelogic Moritaring - API permissions
Sciencelogic Monitoring - API permissions # X
«
B orodion Do you want to grant consent for the requested permissions for all accounts in aiureteamscienceiogic (Default Directory)? Tris will update any existing sdenin consent necords this application aiveady has to match what i fisted
i below
“ Quidkstart
Manage
& sranding
D Authentication
t e orscurmon AGMIN CONSINT RIGURTD
Centifcates & secrats
& ~ Mirasoh Graph
21 permissions
L] ot o Application  Read directory data Yes b Notgranied for arurstesms
xpoie a0
- - Delogated  Sign in and read user profile
® B Manitest These are the permissions that this. application requests statically. You may also request user consent
= able permissians dynamically through code, See best practices for requesting permssions
-

3 New support request
A5 a1 BdminSIeator, you €3N grant consent on BENaIf of all uLers in his dieectory, Gearting admin consent for a1
user:

that end users will nat be she

n using the application.

Generating the Secret Key

When configuring a SOAP/XML credential for Azure in SL1, you need 1o provide a secret key for the Azure Active
Directory application that you will use to authenticate your account.

To generate a secret key:

1. Login tothe Azure portal at https://portal.azure.com, and type "active directory" in the Search field at the top
of the window.

2. From the search results, select Azure Active Directory, and then click App registrations.
3. Selectthe app and then click [Certificates & secrets].

4. Inthe Client secrets pane, click [+ New client secret].

Microsoft Azure R s ESOLTCES, Services 5 _

Home » azureteamsciencelog

Fault Directory) - App registrations (Preview) > Sciencelogic Monitoring - Certificates & secrets

Sciencelogic Monitoring - Certificates & secrets

«
Add a client secret
B overview

€4 Quickstart

Manage
B Branding ® In 1 year
2D Authentication In 2 years

Never

Certificates & secrets

> APl permissions

.»\sd [cance
& Expose an API Z
B Owners

B Mondest Client secrets

A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password.
e
K Troubleshooting
DESCRIPTION EXPIRES NALUE
2 New support request

Mo client secrets have been created for this application,

14 Configuring an Azure Active Directory Application


https://portal.azure.com/

5. Inthe Add a client secret pane, type a name in the Description field and select a duration in the Expires
field.

6. Click [Add] to generate the secret key. A new key value displays in the Client secrets pane.

7. Copyand save the key value.

Locating the Application ID and Tenant ID

When configuring a SOAP/XML credential for Azure in SL1, you need 1o provide the Application ID of the Azure
Active Directory application you will use o authenticate your Azure account.

To locate the Application ID:

1. Log in to the Azure portal at https://portal.azure.com, and type "active directory" in the Search field at the top
of the window.

2. From the search results, select Azure Active Directory, and then click App registrations.

3. Click the name of the Active Directory application you will use to authenticate your Azure account. The
Application ID and Tenant ID appear in the Overview section.

Microsoft Azure D Search re » > B @ 4

Home > azureteamsciencelogic (Default Directory) - App registrations (Preview) > Sciencelogic Monitoring

Sciencelogic Monitoring

“, @ odete @ Endpoints

B overview

@ Quickstart

Manage

& Branding

D Authentication

Certificates & secrets Call APIs Documentation
» 4P| permissions F—N = ES
E =
@ Expose an APl s
1 s [»]
e E B =3¢
W Manifest
Buid more powerful apps with rich user and business data
from Microsoft services and your own company’s data
Support » Troubleshooting SeS.
X Troubleshooting View AP| Peimissions

4 New support request
Sign in users in 5 minutes
O 11 Lol
. a=

Use our SDKs to sign in users and call APis in a few steps

View all quickstan guides

4. Copyand save the values in the corresponding credential fields.

Locating the Subscription ID

If you are monitoring only a single Azure subscription, you must provide the Subscription ID of the Azure Active
Directory application you will use o authenticate your account when you configure your SOAP/XML credential for
Azure in SL1.

NOTE: If you are monitoring an account with multiple child subscriptions, you can skip this section.
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To locate the Subscription ID:

1. Inthe left pane of the Azure portal (https://portal.azure.com), click [Subscriptions].

2. Copy and save the Subscription ID of the subscription where you created the Azure Active Directory
application you will use to authenticate your account.

Microsoft Azure

Create a resource

All services

W Resource groups

& 1pp services

B8 virtual machines
B storage accounts

criptions

W virtual machine scale sets

& Recovery Se

B Network interfaces

P adive directory

Home > Subscriptions

Shawing subscriptions in azureteamseiencelogic (Default Directory). Don't see a subscription? Switch directories

My role @

7 selected

Show only subscriptions selected in the global subscriptions filter @

Status @

v || 3selected ~

[Fad

SUBSCRIFTION SUBSCRIPTION ID.

AZdevelopment L}

MY ROLE CURRENT COST sTATUS

Account admin Not available 9 Active

Adding Reader Access to the Active Directory Application

To allow Sciencelogic to access your Azure account, you must specify the type of access the user whose
information you will use in your SOAP/XML credential has to the Active Directory application used to authenticate
your account. Use the Reader access role, which is a read-only user that can view everything but cannot make

changes.

To specify the access role to the Azure Active Directory application:

1. Inthe left pane of the Azure Portal (https://portal.azure.com), click [Subscriptions].

2. Click the name of your subscription, and then click [Access control (IAM)].
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3. Inthe Access Control (IAM) pane, click the [Add] button in the Add a role assignment section.

Microsoft Azure

e
e ey

i

S

© fpp seices

I storage

W vitual macinescleses

B Network neraces

& haconrys

B sep

es vaults

vice plans

© wonitor

I virtual machines
App registration:
QL databases

QL senvers

Showing subscriptions in
Dont see 3 subscription?
ch directorie
Myrele @

8 sefected hd
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Apply

global subscriptions

SUBS..  SusscRiP..
AZauto... 57201622-81..
Azdev.. c2Baledd-A...
Child 5...  4d5bcafd-b..
Child 5... 663725b9-1...
ChikiS... d9afestfdb...
Micros...  bbi3f24-0...
SILO Sy... c1695ecd-Je.

azureteamsaiencelogic (Default Directory).

» AZdevelopment - Access control (IAM)

« # X h‘ AZdevelopment - Access control (IAM)
“ dradd
© Overview Check access
u Access control (IAM)
Check access

| Show anly subscriptions seledted in the

K Diagnose and solve proble.

O securty or managed identity has to this resource. Learm m
Events find @
Rzure AD user, group, or service principal
Cost Management

% Cost analysis
Budgets

% Advisor recommendations

ng
Invoices

O External services

Payment methads

& Partner information

& Programmatic depk

@) Resource groups

Resources

= Usage + ouotas

Review the level of access. a user, group, seniice principal

reld

@ Add a role assignment
Grant access to resources at this scope

by assigning a role to a user, group
service principal, or managed identity

@ View role assignments

View the users, groups, senvice principals
and managed identties that have role
asgignments granting ther access at this
scope.

@ View deny assignments

View the users, groups, seniice principals
and managed identities that have been
denied access to specific actions at this
scope.

Learn more 4

@ AZdevelopment - Access control (IAM)

Home > Subscrptions > AZdevelopment - Access eontrol (2M)
Subscriptions « 2 X
+ add

Shaving subscriptions in
azureteamsciencelogic (Default Directory).
Dont see a subseription”

Switch directories

e © Status @
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Apph
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AZauto.., 57241622 6.
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4% Partner information

Settings
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) Resource groups
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Classic administrators

®

Roles

Add a role assignmen:

Grant :
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[

autodlassic

by assigning a role to 3 use
service principal, or manag

Add

View role

azure classic
‘adlassic@tcapp.onmicrosoft.com

‘Azure Team
azureteam@sdencelogic.com

View the users, groups, ser
and managed identties tha
assignments granting them
scope

View

View deny assignment
View the users, groups, ser
and managed identties tha
denied access to specific at
scope

View

banderton
banderton@sdencelogic.com

California Employeesfo1e2a00

Selected members:

No members selected. Search for and add one or more
members you want to assign to the role for this resource.
Learn more about RBAC

5. Inthe Select field, type the name of the Azure Active Directory application you will use to authenticate your

account.

Configuring an Azure Active Directory Application
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6. Selectthe application from the search results and click [Save].

Setting Up a Proxy Server

Depending on your needs, you can optionally enable SL1 to connect to Azure through a third-party proxy server
such as SQUID. With this configuration, SL1 connects to the proxy server, which then connects to Azure. Azure
relays information to the proxy server and SL1 then retrieves that information from the proxy.

NOTE: You can connect to Azure via a proxy server regardless of whether you are monitoring a single
subscription or an account with multiple child subscriptions. You can connect to Microsoft Azure,
Microsoft Azure Government, and Microsoft Azure Germany and China regions via a proxy server.

NOTE: The Microsoft: Azure PowerPack is certified to work with SQUID version 3.5.12 proxy servers.

If you choose to use a proxy server, configure the third-party proxy server based on the third-party documentation.
Depending on the type of authentication you require, you might need to specify a user name and password for the
proxy server configuration. Also, make a note of the port you opened for the configuration, as this information is

needed when creating the SOAP/XML credential.

NOTE: To configure the third-party proxy server, you must have openssh-server.x86_ 64 and telnet installed.
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Creating an Azure Credential

To configure SL1 to monitor Microsoft Azure, you must first create an Azure credential. This credential allows the
Dynamic Applications in the Microsoft: AzurePowerPack to connect with the Azure Active Directory Application.

SL1 includes an Azure credential type that you can use to connect with the Azure service during guided discovery.
This credential type uses field names and tferminology that are specific to the Azure service.

NOTE: Alternatively, you could monitor Azure using a generic SOAP/XML credential that does not include
Azure-specific fields. For more information, see the Monitoring Microsoft Azure manual.
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To define an Azure-specific credential:

1. Goto the Credentials page (System > Manage > Credentials).

2. Click the [Create New] button and then select Create Azure Credential. The Create Credential modal
page appears:

Create Credential

Credential Tester

3. Supply values in the following fields:

Name. Name of the credential. Can be any combination of alphanumeric characters.

All Organizations. Toggle on (blue) to align the credential to all organizations, or toggle off (gray)
and then select one or more specific organizations from the What organization manages this
service? drop-down field to align the credential with those specific organizations.

Timeout (ms). Time, in milliseconds, after which SL1 will stop trying to communicate with the device
from which you want to retrieve data.

Azure AD application endpoint token URL (OAuth2.0). The AD application endpoint token URL
forthe Azure Active Directory application.

Application ID for Azure AD application. The Application ID for the Azure Active Directory
application.

Tenant ID for Azure AD application. The Tenant ID for the Azure Active Directory application.

Azure subscription ID (if single subscription). The subscription ID for the Azure Active Directory
application. This field is required only if you are monitoring a single Azure subscription.

Secret key for Azure AD application. The secret key for the Azure Active Directory application.

Proxy Settings

If you use a proxy server in front of the Azure Active Directory applications you want to communicate with,
enfer values in these fields. Otherwise, you can skip these fields.
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Proxy Hostname/IP. The host name or IP address of the proxy server.

Proxy Port. Port on the proxy server to which you will connect.

Creating an Azure Credential



o Proxy User. Username to use to access the proxy server.

e Proxy Password. Password to use to access the proxy server.

4. Click [Save & Close].

NOTE: If you would like fo test your credential using the Credential Tester panel, click [Save & Test]. For
detailed instructions on using the Credential Tester panel, see the Testing the Azure Credential
section.

Testing the Azure Credential

Creating a SOAP/XML Credential for Azure in the SL1 Classic
User Interface

Load-Balancing an Account with Multiple Subscriptions

When monitoring an account with multiple child subscriptions, instead of discovering all child subscriptions in a
single dynamic component map under their parent account, you can load-balance subscriptions and their
components across multiple Data Collectors.

To do this:

o The Collector Group that discovers a group of subscriptions can contain only one Data Collector. You cannot
use multiple Data Collectors to discover the Azure components in a single dynamic component map or
discover the same device in multiple dynamic component maps.

o Togroup multiple Azure subscriptions info a single dynamic component map, you need to create a shared
credential for that group of subscriptions.

o To create the credential:

o Perform all of the steps in the section on Configuring an Azure Active Directory Application.
o Align each subscription in the group with the same application that you registered with Azure AD.
o Inthe credential, enter the application ID in the Embed Value [%1] field.

o Inthe credential, leave the Embed Value [%3] field blank.

o During discovery, use this credential to discover the group of subscriptions.
o During discovery, specify the Data Collector you want to use for the group of subscriptions.
o The discovered subscriptions will reside in a common dynamic component map.

« Repeatthese steps for each group of subscriptions.

Testing the Azure Credential in the SL1 Classic User Interface
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Chapter

Discovery

Overview

The following sections describe how to discover Microsoft Azure resources for monitoring by SL1 using the
Microsoft: Azure PowerPack.

Creating an Azure Virtual Device ... 22
Aligning the Azure Dynamic Applications ... 23
Discovering Azure Component Devices . . . . 24
Viewing Azure Component Devices ... .. 27
Viewing Azure Component Devices in the Classic SL1 User Interface ...................................... 28
Relationships Between Component Devices ... ... .. . . 30

Creating an Azure Virtual Device

Because the Azure service does not have a static IP address, you cannot discover an Azure device using discovery.
Instead, you must create a virtual device that represents the Azure service. A virtual device is a user-defined
container that represents a device or service that cannot be discovered by SL1. You can use the virtual device to
store information gathered by policies or Dynamic Applications.

To create a virtual device that represents your Azure service:

1. Gotothe Device Manager page (Devices > Device Manager, or Registry > Devices > Device Manager in
the classic SL1 user inferface).

2. Click the [Actions] button and select Create Virtual Device from the menu. The Virtual Device modal page
appears.
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3. Entervalues in the following fields:

Virtual Device X
Create Virtual Device Resat

Device Name l»'-\zu re Cloud |
Organization | Azure ¥ |
Device Class | Microsoft | Azure Services ¥ |
Collector | CUG ¥ |
Add

o Device Name. Enter a name for the device. For example, "Azure Cloud".

« Organization. Select the organization for this device. The organization you associate with the device
limits the users that will be able to view and edit the device. Typically, only members of the
organization will be able to view and edit the device.

o Device Class. Select Microsoft | Azure Services.

o Collector. Select the collector group that will monitor the device.

TIP: When monitoring an account with multiple child subscriptions, you can load-balance how SL1 monitors
your Azure components by discovering groups of subscriptions and their components across multiple
collectors. For details, see the section on Load-Balancing an Account with Multiple Subscriptions.

4. Click [Add] to create the virtual device.

Aligning the Azure Dynamic Applications

The Dynamic Applications in the Microsoft: Azure PowerPack are divided into the following types:
« Discovery. These Dynamic Applications poll Azure for new instances of services or changes to existing
instances of services.

« Configuration. These Dynamic Applications retrieve configuration information about each service instance
and refrieve any changes to that configuration information.

o Performance. These Dynamic Applications poll Azure for performance metrics.

When configuring SL1 to monitor Azure services, you can manually align Dynamic Applications to discover Azure
component devices.
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Discovering Azure Component Devices

To discover all the components of your Azure platform, you must manually align the "Microsoft: Azure Account

Discovery' Dynamic Application with the Azure virtual device.

TIP: When monitoring an account with multiple child subscriptions, Sciencelogic recommends that you first
review your device capacity and load limits to determine the best method for implementation prior to
discovery. For details, see the section on Load-Balancing an Account with Multiple Subscriptions.

To manually align the "Microsoft: Azure Account Discovery' Dynamic Application:

1. Gotothe Device Manager page (Devices > Device Manager, or Registry > Devices > Device Manager in

the classic S

L1 userinterface).

2. Click the wrench icon ( 9') for your Azure virtual device.

3. Inthe Device Administration panel, click the [Collections] tab. The Dynamic Application Collections

page appea

4. Click the [Actions] button and select Add Dynamic Application from the menu.

rs.

5. Inthe Dynamic Application Alignment modal:

Dynamic Application Alignment Reset

Dynamic Applications

Credentials

[r.licrnsn ft: Azure

l

Microsoft
Microsoft
Wicrosoft
Microsoft

Microsoft
Wicrosoft
Microsoft

Microsoft:
Microsoft:
Microsoft:
Microsoft:
Microsoft:
Microsoft:
Microsoft:
Microsoft:
Wicrosoft:
Microsoft:
Microsoft:
Microsoft:
Microsoft:
Microsoft:
Microsoft:

: Azure Virtual Maching CPU Perform »
: Azure Virtual Machine Disk Perform

: Azure Virtual Machine Memory Peri

: Azure Virtual Machine Performance

: Azure VMSS Performance

: Azure WVMSS Virtual Machine Perfo

zure Account Discovery
zure Account Discovery Classic
Azure Active Directory Service Dis
Azure Active Directory Tenant Con
Azure Active Directory Tenant Disc
Azure Active Directory Tenant Disc
Azure App Discovery

Azure App Service Discovery

Azure App Service Plan Discovery
Azure Application Gateway Discov
Azure Application Gateway Servici
Azure Blob Storage Account Disco
Azure Cloud Service Discovery Cla
Azure Cloud Services Service Disc
Azure Compenent Count Classic
Azure Compute Discovery Classic
Azure Data & Storage Discovery Cl )

]
EM7 DB
|SOAP/XML Host:
AWS Credential
AWS Credential - Proxy
AWS Credential - Specific Region
Azure Classic Credential SOAP
Azure Credential - Germany
Azure Credential - Government
Azure Credential - Proxy
Cizco CE Series Configuration
Cizco CE Series History
Cizco CE Series Status
Cisco VOS SOAP - Example
Cisco: Conductor Example (Discov
Cizco: Conductor Example (Virtua
Dell EMC XtremlO Example
Dell EMC: Izilon SOAP Example
EM7 DB - DB Info
EM7 DB - My.cnf
EM7 DB - Silo.conf
MetApp w/SSL Option
Net&pp w/SSL Option Off
Net&pp w/SSLTLS Option
OpenStack Admin - Example

« Inthe Dynamic Applications field, select Microsoft: Azure Account Discovery.

« Inthe Credentials field, select the credential you created for your Azure service.

6. Click [Save] to align the Dynamic Application with the Azure virtual device.

Aligning the Azure Dynamic Applications
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When you align the "Microsoft: Azure Account Discovery' Dynamic Application with the Azure virtual device, SL1
does one of the following, depending on your subscription model:

« Ifyou are monitoring an account with multiple child subscriptions, SL1 creates a root component device
representing the Azure account and one or more child component devices representing all of your Azure
subscriptions.

« Ifyou are monitoring a single subscription, SL1 creates a root component device representing your Azure
subscription.

TIP: When monitoring an account with multiple child subscriptions, you can load-balance how SL1 monitors
your Azure components by discovering groups of subscriptions and their components across multiple
collectors. For details, see the section on Load-Balancing an Account with Multiple Subscriptions.

SL1 then automatically aligns several other Dynamic Applications to the subscription component devices. These
additional Dynamic Applications discover and create component devices for Active Directory tenants, Traffic
Manager profiles, and each location used by the Azure account.

Under each location, SL1 then discovers the following component devices:

« Application Gateway Services
o Application Gateways
o App Services
o App Service Plan
m Function App
m Web App

25
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Azure Cache for Redis
Azure Database for MySQL Services
o Azure Database for MySQL Servers
Azure Database for PostgreSQL Services
o Azure Database for PostgreSQL Servers
Azure Functions
Azure Kubernetes Services (AKS)
o Azure Kubernetes Clusters
Azure Service Buses (Relay)
Batch Accounts
Content Delivery Networks
o CDN Profiles
m CDN Endpoints
Cosmos DB Accounts
DNS Services
o DNS Zones

ExpressRoute Services
o ExpressRoute Circuits
m ExpressRoute Peering
o ExpressRoute Circuit Connections
Key Vaults
Load Balancer Services

o Load Balancers

Network Security Group Services
o Network Security Groups
Recovery Service Vaulis Services
o Recovery Service Vaults
Resource Groups Services
o Resource Groups
SQL Server Services
o SQL Servers
o SQL Databases
Storage Manage Disks
o Manage Disk Service

= Manage Disk

Aligning the Azure Dynamic Applications
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« Storage Services
o Storage Accounts
« Virtual Machines Services
o Virtual Machines
o Virtual Network Services
o Virtual Networks
m ExpressRoute Gateways
m Virtual Network Gateways
m Virtual Network Subnets
o VM Scale Set Services
o VM Scale Sets
m Virtual Machines
Web Application Firewalls (WAF)
o WAF on CDN Policies

o WAF on Application Gateway Policies

NOTE: SL1 might take several minutes to align these Dynamic Applications and create the component
devices in your Azure service.

NOTE: When discovering a large number of component devices, such as when discovering an account with
multiple child subscriptions, the discovery process can cause the appearance of numerous critical
events with the message, "Large backlog of asynchronous jobs detected". This will occur
only during the initial discovery session.

Viewing Azure Component Devices

In addition to the Devices page, you can view the Azure service and all associated component devices in the
following places in the user inferface:

« The Device Investigator Map page (click Map in the Device Investigator page) displays a map of a
particular device and all of the devices with which it has parent-child relationships. Double-clicking any of the
listed devices reloads the page to make the selected device the primary device.

o The Device Components page (Devices > Device Components) displays a list of all root devices and
component devices discovered by SL1. The Device Components page displays all root devices and
component devices in an indented view, so you can easily view the hierarchy and relationships between child
devices, parent devices, and root devices. To view the component devices associated with an Azure service,
find the Azure service and click its plus icon (+).
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o The Component Map page (Classic Maps > Device Maps > Components) allows you to view devices by
root node and view the relationships between root nodes, parent components, and child components in a
map. This makes it easy fo visualize and manage root nodes and their components. SL1 automatically
updates the Component Map as new component devices are discovered. The platform also updates each
map with the latest status and event information. To view the map for an Azure service, go to the
Component Map page and select the map from the list in the left NavBar. To learn more about the
Component Map page, see the Views manual.

Viewing Azure Component Devices in the Classic SL1 User
Interface

In addition to the Device Manager page (Registry > Devices > Device Manager), you can view the Azure service
and all associated component devices in the following places in the user interface:

o The Device View modal page (click the bar-graph icon ['d] for a device, then click the Topology tab)
displays a map of a particular device and all of the devices with which it has parent-child relationships.
Double-clicking any of the devices listed reloads the page to make the selected device the primary device:

Device View Reset Guide

I component Mapping
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o The Device Components page (Registry > Devices > Device Components) displays a list of all root devices
and component devices discovered by SL1 in an indented view, so you can easily view the hierarchy and
relationships between child devices, parent devices, and root devices. To view the component devices
associated with an Azure service, find the Azure virtual device and click its plus icon (+):

Device Components | Devices Found [3]

Actions Reset Guide
Device Current Collection Collection -
Device Name ~ IP Address Category Device Class | Sub-class DID Organization State Group
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o The Component Map page (Classic Maps > Device Maps > Components) allows you to view devices by

root node and view the relationships between root nodes, parent components, and child components in a
map. This makes it easy fo visualize and manage root nodes and their components. SL1 automatically
updates the Component Map as new component devices are discovered. The platform also updates each
map with the latest status and event information. To view the map for an Azure service, go fo the
Component Map page and select the map from the list in the left NavBar. To learn more about the
Component Map page, see the Views manual.

Device Component Map

Guide

‘.lﬁ- B ‘ "Amange Map ~
i o p———— [ ]
Trace Filter Screenshot

9

| Rt | ] : )
i : i

Edit:

[ Shapes | w

s s -

[ images |

B
LB
[
I
I
g
B

Viewing Azure Component Devices in the Classic SL1 User Interface



Relationships Between Component Devices

In addition to parent/child relationships between component devices, SL1 also creates relationships between the
following component devices:

o Apps and Resource Groups

o Application Gateways and Resource Groups

« Application Gateways and Virtual Network Subnets

o Azure CosmosDB and Resource Groups

o Azure CosmosDB and Virtual Networks

o Azure CosmosDB and Virtual Network Subnets

o Azure Traffic Managers and Traffic Managers

o Batch Accounts and Key Vaults

o Batch Accounts and Resource Groups

o Batch Accounts and Storage Groups

« CDN Profiles and Resource Groups

« Key Vaults and Resource Groups

« Key Vaults and Virtual Networks

« KeyVault Rules and Subnets

o Kubernetes Agent Pools and Subnets

o Load Balancers and Resource Groups

« Managed Disks and Resource Groups

o Managed Disks and Virtual Machines

o Network Security Groups and Resource Groups

o Network Security Groups and Virtual Network Subnets

o PostgreSQL Servers and Resource Groups

o PostgreSQL Servers and Subnets

o PostgreSQL Servers and PostgreSQL Server Replicas

o PostgreSQL Servers and Virtual Networks

» Recovery Service Vaults and Resource Groups

o Redis Cache Servers and Redis Cache Servers

o Redis Caches and Resource Groups

o Redis Caches and Subnets

o Redis Caches and Virtual Networks

o Service Bus Namespaces and Resource Groups

« Service Bus Namespaces and Service Bus Namespaces
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Additionally, the platform can automatically build relationships between Azure component devices and other

Service Bus Namespaces and Subnets

Service Bus Namespaces and Virtual Networks
SQL Databases and Resource Groups

SQL Servers and Resource Groups

SQL Servers and Server Replicas

SQL Servers and Subnets

SQL Servers and Virtual Networks

SQL Servers and Virtual Network Subnets
Storage Accounts and Resource Groups

Traffic Manager Profiles and Resource Groups
Virtual Machines and Network Security Groups
Virtual Machines and Resource Groups

Virtual Machines and Storage Accounts

Virtual Machines and Virtual Networks

Virtual Machines and Virtual Network Subnets
Virtual Machine Scale Sets and Load Balancers

Virtual Machine Scale Sets and Resource Groups

Virtual Machine Scale Sets and Virtual Network Subnets

Virtual Machine Scale Set Virtual Machines and Resource Groups

Virtual Networks and Resource Groups
VPN Gateways and Resource Groups

VPN Gateways and Virtual Network Subnets
WAF CDN Policies and Endpoints

WAF CDN Policies and Resource Groups

WAF Gateway Policies and Application Gateways

WAF Gateway Policies and Resource Groups

associated devices:
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If you discover Cisco Cloud Center devices using the Dynamic Applications in the Cisco:
CloudCenter PowerPack version 103 or later, SL1 will automatically create relationships between Azure
Virtual Machines and Cisco Cloud Center applications.

If you discover Dynatrace environments using the Dynamic Applications in the Dynatrace PowerPack, SLT will
automatically create relationships between the following device types:

o Azure Virtual Machines and Dynatrace Hosts

o Azure Virtual Machine Scale Sets and Dynatrace Hosts
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o Ifyou discover Office 365 services using the Dynamic Applications in the Microsoft: Office 365 PowerPack
version 101 orlater, SL1 will automatically create relationships between Azure Active Directory tenants and
Office 365 Active Directory tenants.
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Chapter

Azure Unified Alerts

Overview

The following sections describe the Azure unified alert Event Policies that are included in the
Microsoft: Azure PowerPack and information about configuring Azure and SL1 to generate events based on Azure

unified alerts:

Prerequisites for Configuring Azure Unified Alerts ... .. 33
Azure Unified Alert Event Policies ... . il 34
Enabling the "Microsoft: Azure Unified Alerts Performance" Dynamic Application ....................... 34
Viewing Azure Unified Alert Counts . 35

Prerequisites for Configuring Azure Unified Alerts

In addition to SL1 collecting metrics for Azure resources, you can configure Azure to send alert information to SL1
via APL. SL1 can then generate an event for each alert.

However, before you can monitor Azure unified alerts in SL1 using the Microsoft: Azure PowerPack, you must first
configure Azure to proactively send alerts when important conditions are found in your Azure monitoring data.
These alerts are based on metrics and activity logs, and are raised when the alert's monitor condition is set to

"fired".
You must also create alert rules in Azure that determine the following:

o The resource that the alert is targeting
o The signal from the target resource that could trigger the alert

o The logic that determines whether the signal from the target resource actually triggers the alert
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For details about how to create and manage alert rules, see https://docs.microsoft.com/en-us/azure/azure-
monitor/platform/alerts-overview.

Azure Unified Alert Event Policies

The Microsoft: Azure PowerPack includes several pre-defined event policies for unified alerts, based on their
severity:

Event Policy Name Event Source  Severity
Microsoft: Azure Alert Severity O AP Crifical
Microsoft: Azure Alert Severity 1 API
Microsoft: Azure Alert Severity 2 API
Microsoft: Azure Alert Severity 3 API Notice
Microsoft: Azure Alert Severity 4 API Notice
Microsoft: Azure Alert Severity O Resolved | AP Healthy
Microsoft: Azure Alert Severity 1 Resolved
Microsoft: Azure Alert Severity 2 Resolved
Microsoft: Azure Alert Severity 3 Resolved
Microsoft: Azure Alert Severity 4 Resolved

These events are aligned to Azure component devices in the following way:

o lIfthe alertis targeted to a component device that is discovered in SL1, then the eventin SL1 will be aligned
with that component device.

o Ifthe alertis targeted to a component device that either is not discovered in SL1 or if SL1 cannot defermine
the appropriate component device, then that alert will be aligned to the Azure subscription component
device.

NOTE: The Healthy events are raised when the alert's monitor condition is "resolved" or the alert state is
"acknowledged" or "closed".

Enabling the "Microsoft: Azure Unified Alerts Performance"
Dynamic Application

The Microsoft: Azure PowerPack also includes a "Microsoft: Azure Unified Alerts Performance" Dynamic
Application. This Dynamic Application collect alerts from the Azure APl {or all available resources and associates
the alerts with the appropriate Azure component devices in SL1, if applicable. If an appropriate component device
does not existin SL1 or cannot be determined, the alert is instead associated with the component device for the
Azure subscription.
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This Dynamic Application must be enabled if you want SL1 to generate unified alert events.

To enable the "Microsoft: Azure Unified Alerts Performance" Dynamic Application:

1.

2.

3.

Goto the Dynamic Applications Manager page (System > Manage > Dynamic Applications), or (System
> Manage > Applications) in the classic SL1 user interface.

Locate the "Microsoft: Azure Unified Alerts Performance" Dynamic Application and then click its wrench icon (
5'). The Dynamic Applications Properties Editor page appears.

Properties

Dynamic Applications [1612] | Properties Editor

Application Name

[Micmsnﬂ Azure Unified Alerts Performance ]O

Application Type
[ [Snippet Performance]

Execution Environment
l [ -- Default: Microsoft: Azure |

Caching

[ [ No caching |

Device Dashboard

[Noﬂe

Collections

Presentations

Version Number

Temio_ +]@

Operational State

Err—

Collector Affinity
[ Default ] v &

Poll Frequency

[Every 2 Minutes] v | &

Snippets

Thresholds

Abandon Collection

[ Defaul]

Context

Null Row Option

[ - values ]

Null Column Option

[ - values ]

Subscribers

Disable Rollup of Data
L

Component Mapping
[

Description

This dynamic application momitors Azure Alerts performance information.

Release Notes & Change Log

B S

BIUS === == @8 -

% [al

Version 1.0: =
1. Initial version of the Microsoft: Azure Unified Alerts Performance dynamic application.

& <>

Copyright (c) 2003-2019 SciencelLogic, Inc.

This software is the copyrighted work of ScienceLogic, Inc.

Use of the Software is governed by the terms of the software license

agreement, which accompanies or is included with the Software

("License Agreement"). An end user is not permitted to install any Software

that is accompanied by or includes a License Agreement, unless he or she
first agrees to the License Agreement terms.

In the Operational State field, select Enabled.

4. Click [Save].

Viewing Azure Unified Alert Counts

After you have enabled the "Microsoft: Azure Unified Alerts Performance" Dynamic Application and it has begun
collecting alerts from the Azure API, you can view a count of the total number of alerts generated for each severity

level for a given component device.

Viewing Azure Unified Alert Counts
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NOTE: By default, the "Microsoft: Azure Unified Alerts Performance" Dynamic Application collects alerts over
a 1-day period.

To view Azure unified alert counts:
1. Gotothe Device Components page (Devices > Device Components), or (Registry > Devices > Device
Components) for the classic SL1 user interface.

2. Click the plus-sign icon (+) for your Azure service until you locate the Azure component device for which you
want to see an alert count. Click its graph icon (-lﬂ). The Device Summary page appears.

3. Click the [Performance] tab. The Device Performance page appears.

4. Click the Microsoft: Azure Unified Alerts Performance link to expand the options listed, and then select
the alert severity for which you want to see metrics. The performance graph displays a graph detailing the
count for your selected alert severity over the selected timespan.

Summary Performance nts
[ [ | omenaion |
Device Name | AZautomation Managed Type | Component Device
ID | 1063 Category | Cloud Account ]
Cazz Microsoft Sub-Class  Azure Subscription ‘
Organization | AzureQOrg Uptime | 0 days, 00:00:00 Account
Root Device Azure Root Group / Collector |cu53 | 50C-ISO-DCU-53

Parent Device Azure Root
Device Hostname

¥ Overview [ Options | Report ] Microsoft: Azure Unified Alerts Performance | Severity 1
 Microsoft Azurs Unifisd Alsts  izo0m | 6H | 12H | 1D Max From: 02/26/2019 15:24| To: 02/27/2019 15:24
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Chapter

Azure Run Book Actions and Automations

Overview

The following sections describe how to use the Run Book Action policies and Run Book Automation policies that are
included in the Microsoft: Azure PowerPack:

About the Azure Run Book Actions and Automations ... .. .. ... ... 38
Disabling VMs or Storage Disks by VM Tag ... L 39
Run Book Automation Policy: Disable and Discover from IP ... . 39
Run Book Automation Policy: Disable Storage Disks ... o 40
Configuration StePS . . 40
Modifying the Parameters of the "Disable By VM Tag" Run Book Action ... ... . .. . . ... ........... 40
Enabling the "Component Device Record Created" Event Policy ... o . 42
Enabling the Run Book Automation PoliCies ... ... . e 42
Preserving Automation Changes .. ... 43
Discovering VMs and Merging Physical Devices with Components _.._.................................... 43
Run Book Automation Policy: Discover from IP . . 43
Run Book Automation Policy: Merge with VM L 44
Configuration SIEPS . ..o 44
Modifying the Parameters of the Run Book Actons ... .. 44
Enabling the "Component Device Record Created" Event Policy (Discover from IP Only) ..................... 46
Enabling the "Device Record Created" Event Policy ... .. . ... 46
Enabling the Run Book Policies . . ... .. 47
Preserving Automation Changes ... ... 47
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Vanishing Terminated or Terminating VM Instances ... ... .. ... . ... ... ................... 48
Enabling the Run Book Automation PoliCIEs ... ... e 49

Preserving Automation CRANGES ... ..o o e 49

About the Azure Run Book Actions and Automations

The Microsoft: Azure PowerPack includes Run Book Actions and Run Book Automation policies that can be used to:

« Automatically disable data collection for Virtual Machines, Virtual Machine Scale Sets (VMSS), and Storage
Disks based on their VM tag

« Automatically create and start a discovery session using the public or private IP address of a Virtual Machine,
and after the device is discovered, merge the physical device with the corresponding component

« Automatically move a Virtual Machine to a vanished state if the component is in a terminated state

The following table describes the Run Book Automation policies and what they do:

Run Book Automation
Result

Policy Name

Microsoft Azure: Disable If a component device belongs to the Virtual Machines device group and has a

and Discover from IP relevant Azure tag, SL1 disables the device.

Microsoft Azure: Disable If a component device belongs to the Storage Disks device group and has a relevant

Storage Disks Azure tag, SL1 disables the device.

Microsoft Azure: Discover | SL1 automatically discovers VM instances by public or private IP address.

from IP

Microsoft Azure: Merge [fSL1 finds the "Device Record Created" event on the newly discovered physical

with VM device, SL1 merges the newly discovered physical device with the corresponding
component device.

Microsoft Azure: Vanish If a device is in a terminated or terminating state, SL1 un-merges the VM instance

Terminated VMs and physical device (if applicable), clears the device's associated events, and then

moves the device to a vanished state.

NOTE: The Run Book Automation policies in the Microsoft: Azure PowerPack are disabled by default. To use
these Run Book Automations, you must enable the Run Book Automation policies and modify the
parameters in the Run Book Actions as needed. See the following procedures for more information.
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As a prerequisite for discovering physical devices, make sure that traffic to the following ports is allowed in the
inbound security rules on the Azure Portal for a Virtual Machine:

o Port 161. Allows the discovery session to use SNMP credentials.

o Ports 5985, 5986. Allows the discovery session to use PowerShell credentials.

If the above ports are not open or cannot be opened, you can include extra credentials for the discovery session by
modifying the following parameter in the "Microsoft Azure: Discover from IP" Run Book Action, using a comma-
separated list of credential IDs:

EXTRA CREDS = "<IDI>,<ID2>,<ID3>"

NOTE: When a discovery session is given a list of credentials, the first credential that successfully authenticates
is used fo discover a physical device.

For more information about Microsoft Azure inbound security rules, see the following Microsoft article: How to
open ports to a virtual machine with the Azure portal.

Disabling VMs or Storage Disks by VM Tag

NOTE: The following Run Book Automation policies do not enable data collection for Azure VMs or Storage
Disks. You must manually enable data collection for these VMs or Storage Disks.

Run Book Automation Policy: Disable and Discover from IP

The "Disable and Discover from IP" Run Book Automation policy runs only on newly discovered VMs. The policy
takes no action for existing VMs.

The automation for disabling Azure VMs or Azure VMSS includes the following Run Book Actions, which are
executed in the following order:

o Microsoft Azure: Get Unique ID. This action retrieves the unique ID of the component. This action runs on
the Database Server.

o Microsoft Azure: Collect VM Configuration. This action retrieves VM configuration, including the tags
used to disable the VM. This action runs on the Collector.

o Microsoft Azure: Disable By VM Tag. If a newly discovered VM contains the tags specified in the snippet,
this action disables collection for this component.

o Microsoft Azure: Discover from IP. If the VM is running and is newly discovered, this action creates the

discovery session and runs automatically to discover the physical device. This action will not create a
discovery session for a discovered VM that was disabled right after being discovered.
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The following Run Book Automation policy triggers the above Run Book Actions:

o Microsoft Azure: Disable and Discover from IP. This Run Book Automation policy executes when the
"Component Device Record Created" event is active on the matching devices, immediately after the devices
are discovered in the system. Enable this Run Book Automation policy if you want to disable VM instances by
Azure tag and want to enable automated discovery of VM instances by public or private IP address. This policy
is configured to run both processes in the correct order for VM instances.

Run Book Automation Policy: Disable Storage Disks

The "Disable Storage Disks" Run Book Automation policy runs only on newly discovered Storage Disks. The policy
takes no action for existing Storage Disks.

The automation for disabling Azure Storage Disks includes the following Run Book Actions, which are executed in
the following order:

o Microsoft Azure: Get Unique ID. This action retrieves the unique ID of the component. This action runs on
the Database Server.

» Microsoft Azure: Collect Storage Disk Configuration. This action retrieves disk and VM configurations,
including the tags that belong to the VM used by the Storage Disk. This action runs on the Collector.

o Microsoft Azure: Disable By VM Tag. If a newly discovered Storage Disk belong to a VM that contains the
tags specified in the snippet, this action disables collection for the component.

The following Run Book Automation policy triggers the above actions:

o Microsoft Azure: Disable Storage Disks. This Run Book Automation policy executes when the "Component
Device Record Created" event is active on the matching devices, immediately after the devices are
discovered in the system. Enable this policy if you want to disable Storage Disk instances by Azure tag, but do
not want to enable automated discovery of Storage Disk instances by public or private IP address.

Configuration Steps

To use these automations, you must:

o Modify the parameters of the "Disable By VM Tag" Run Book Action
e Enable the "Component Device Record Created" event policy
« Enable the Run Book Automation policies

« Configure your system to preserve these changes

Modifying the Parameters of the "Disable By VM Tag" Run Book Action

The snippet for the "Microsoft Azure: Disable by VM Tag" Run Book Action includes the pre-defined list of key/value
pairs that SL1 compares to the tags collected from Azure. You must modify this list to include the key/value pairs
that you want to use to disable VM instances.
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To modify the parameters for the "Microsoft Azure: Disable by VM Tag" Run Book Action:

1. Gotothe Action Policy Manager page (Registry > Run Book > Actions).
2. Click the wrench icon ( 5') for the "Microsoft Azure: Disable by VM Tag" Run Book Action.

Policy Editor | Editing Action [16] Reset

Action Name Action State
[Microsoft Azure: Disable By VM Tag | [[Enabled] v
Description
Organizafion Action Type
[[System] ¥ | Run a Snippet
Snippet Credential Action Run Context Execution Environment
[[ EMT Central Database | v | [[Database ] ¥ | [[-- Default: Microsoft: Azure ] v
Snippet Code

DISABLE_TAGS is a list of tuples
Each tuple is a key/value pair that will be matched against an Azure tag
Devices with tag that matches at least one entry in this list.

o

DISABLE_TAGS = [('ExampleKey', 'ExampleValue’)]

import traceback

import silo_common.snippets as em7_snippets
from silo_arm.azure_factory import AzureFactory
from silo_arm.azure_utils import find_tag_match
from silo_common.database import local_db

logfile = '/tmp/azure_rba_disable_devices.log’
Toe0ut = onenllosfile. 'a") T

3. Inthe Snippet Code field, locate and edit the following line:
DISABLE TAGS = [ ('ExampleKey', 'ExampleValue')]

The line must be in the following format, with each key and each value inside single-quotes and each
key/value pair comma-separated inside parentheses, with commas separating each key/value pair.

DISABLE TAGS [('Key','Value'), ('Key','Value'),..., ('Key', 'Value')]

For example, suppose you want to disable a VM instance where the "Environment" key is either "dev" or
"test' or the "Owner" key is "Sales". You would update the line so it looks like this:

DISABLE TAGS [ ('Environment','dev'), ('Environment', 'test'), ('Owner','Sales')]
4. Asneeded, update the following lines:

« Todisable discovery using SNMP credentials:

USE_SNMP = False
Discover Non SNMP = '1'

« Toinclude additional user-defined credentials in the discovery session, use a comma-separated list of
credential IDs:

EXTRA CREDS = "<IDI>,<ID2>,<ID3>"
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5. When you are done editing, click the [Save] button.

« To apply a device template to all newly discovered physical devices, specify the name of the template:

TEMPLATE NAME = "<Name>"

Enabling the "Component Device Record Created" Event Policy

To enable the "Component Device Record Created" event policy:

1.

2
3.
4

Goto the Event Policy Manager page (Registry > Events > Event Manager).

Click the wrench icon ( -E.?a)
In the Operational State field, select Enabled.

Click [Save].

for the "Component Device Record Created" event policy.

To prevent this change from being overwritten when the PowerPacks installed on the system are updated, you can
enable the Selective PowerPack Field Protection option. To enable this option:

Enabling the Run Book Automation Policies

1.

Go to the Behavior Settings page (System > Settings > Behavior).

2. Checkthe Enable Selective PowerPack Field Protection checkbox.

3.

Click [Save].

To enable one or more Run Book Automation policies in the Microsoft: Azure PowerPack:
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1.

2
3.
4

Goto the Automation Policy Manager page (Registry > Run Book > Automation).

Click the wrench icon ( JE'?") for the Run Book Automation policy you want to enable.

In the Policy State field, select Enabled.
Click [Save].
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Preserving Automation Changes

If you have modified Run Book Actions and Run Book Automation policies that are included in the Microsoft: Azure
PowerPack, those changes will be overwritten when the PowerPack is updated in your system. If you have modified
Run Book Actions and Run Book Automation policies that are included in the PowerPack, you can:

o Re-implement those changes after each update of the Microsoft: AzurePowerPack.

o Remove the content from the PowerPack on your system. When the Microsoft: AzurePowerPack is updated in
your system, updated versions of this content will not be installed on your system and your local changes will
be preserved.

To remove Run Book Action or Run Book Automation policy content from the Microsoft: Azure PowerPack on your
system:

1. Gotothe PowerPack Manager page (System > Manage > PowerPacks).

2. Click the wrench icon ( -‘3) for the Microsoft: Azure PowerPack. The Editing PowerPack page appears.

3. Inthe left NavBar of the Editing PowerPack page, select the type of content you want to remove:

e Toremove a Run Book Action, click Run Book Actions. The Embedded Run Book Actions and
Available Run Book Actions panes appear.

o Toremove a Run Book Automation policy, click Run Book Policies. The Embedded Run Book
Policies and Available Run Book Policies panes appear.

4. Inthe upper pane, click the bomb icon (&) for each Run Book Action or Run Book Automation policy that you
want to remove from the Microsoft: Azure PowerPack on your system.

Discovering VMs and Merging Physical Devices with
Components

Run Book Automation Policy: Discover from IP

The "Discover from IP" Run Book Automation policy runs only on newly discovered VMs. The policy takes no action
for existing VMs.

The automation for discovering Azure VMs or YMSSs by public or private IP addresses and then discovering the
physical device includes three Run Book Actions that are executed in the following order:

o Microsoft Azure: Get Unique ID. This action refrieves the unique ID of the component. This action runs on
the Database Server.

« Microsoft Azure: Collect VM Configuration. This action retrieves VM configuration, including public or
private IP address and open ports. This action runs on the Collector.

o Microsoft Azure: Discover from IP. If the VM is running and is newly discovered, this action creates the
discovery session and runs automatically to discover the physical device. The discovery session name uses
the following format: Azure_VM-IP_address.
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The following Run Book Automation policy triggers the above Run Book Actions:

o Microsoft Azure: Discover From IP. This Run Book Automation policy executes when the "Component
Device Record Created" event is active on the matching devices, immediately after the devices are

discovered in the system. Use this action fo enable automated discovery of VM instances by public or private
IP address.

Note: If a VM was created as "Stopped" by default, and that VM was discovered by the PowerPack, the

Run Book Action will not create a discovery session. The action cannot collect an IP address for a
stopped VM.

Run Book Automation Policy: Merge with YM

When the "Merge with VM" Run Book Automation policy finds the "Device Record Created" event on the newly
discovered physical device, the policy triggers the following Run Book Action:

o Microsoft Azure: Merge Physical with Component. This action merges the newly discovered physical
device with the corresponding component device.

The "Merge with YM" Run Book Automation policy runs only on newly discovered devices. The policy takes no

action for existing VMs. The discovery session created with the "Discover from IP" Run Book Action, above, will
discover the physical device.

Configuration Steps

To use these automations, you must:

o Modify the parameters of the Run Book Actions

o Enable the "Component Device Record Created" event policy (Discover from IP policy only)
o Enable the "Device Record Created" event policy

o Enable the Run Book Automation policies

« Configure your system to preserve these changes

Modifying the Parameters of the Run Book Actions

The snippet for the "Microsoft Azure: Discover from IP" Run Book Action includes parameters that define how the
Run Book Action creates discovery sessions. By default the snippet uses the public IP address and SNMP port 161
to create the discovery session. You can update these parameters as needed.
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To modify the parameters for the "Microsoft Azure: Discover from IP" Run Book Action:

1. Gotothe Action Policy Manager page (Registry > Run Book > Actions).
2. Click the wrench icon ( 5') for the "Microsoft Azure: Discover from IP" Run Book Action.

3. Inthe Snippet Code field, locate and edit the lines for the parameters you want to change:

Policy Editor | Editing Action [27] Reset

Action Name Action State
[Microsoft Azure: Discover from IP | [[ Enabled ] v
Description
Discover Physical device using IP address |

Organization Action Type
[[System] ¥ | Run a Snippet
Snippet Credential Action Run Context Execution Environment
[[EMT Central Database ] v | [[Database ] ¥ | [[-- Default Microsoft: Azure ] v
Snippet Code
log = em7_snippets.logger(filename=1logfile) -

#IP_ATTRIBUTE is the IP address used during discovery. Use either public_ip address
or private_ip_address.

IP_ATTRIBUTE = "public_ip_address"™

#EXTRA_CREDS is a comma-separated string of credential IDs that will always be
included in every discovery session created by the automation.

EXTRA_CREDS = ""

SNMP_PORT = "161' # SNMP PORT.

USE_SNMP = True # Use SNMP for discovery otherwise change to False

#If TEMPLATE_MAME is the name of a device template in the system, that device
template will be included in every discovery session created by the automation.
TEMPLATE_NAME = ""

AUTO_INCLUDE_CREDS = True

INCLUDE_ALL_ORG_CREDS = True

#IT DISCOVER MNOM SNMP is "@", discoverv sessions created with this automation will

-

4. Asneeded, update the following lines:
« To change from the default public IP address to private IP address:
IP ATTRIBUTE = 'private ip address'
If you change the IP address value to private for this Run Book Action, then you must also update the
following line in the "Microsoft Azure: Merge with VM" Run Book Action: TP_ATTRIBUTE = 'c-VM-

public ipaddress".

o Toinclude additional user-defined credentials in the discovery session, use a comma-separated list of
credential IDs:

EXTRA CREDS = "<IDI>,<ID2>,<ID3>"
o Todisable discovery using SNMP credentials, update the following lines:

USE_SNMP = False
DISCOVER NON SNMP = '1'

o Toapply a device femplate to all newly discovered physical devices, specify the name of the template:
TEMPLATE NAME = "<Name>"

o Todisable the automatic alignment of credentials to the discovery session, change this line to:

Discovering VMs and Merging Physical Devices with Components 45



AUTO INCLUDE CREDS = False

o IFINCLUDE ALL ORG_CREDS is "True" and the AUTO INCLUDE CREDS parameteris "True",
credentials that are aligned with all organizations (credentials that do not have an explicit organization
alignment) are automatically included in the discovery session when that credential meets the other
requirements for being automatically included in the discovery session.

INCLUDE ALL ORG CREDS = True

5. When you are done editing, click the [Save] button.

Enabling the "Component Device Record Created" Event Policy
(Discover from IP Only)

To enable the "Component Device Record Created" event policy:

1. Gotothe Event Policy Manager page (Registry > Events > Event Manager).

Click the wrench icon

(&

for the "Component Device Record Created" event policy.

2
3. Inthe Operational State field, select Enabled.
4

Click [Save].

To prevent this change from being overwritten when the PowerPacks installed on the system are updated, you can
enable the Selective PowerPack Field Protection option. To enable this option:

1. Gotothe Behavior Settings page (System > Settings > Behavior).
2. Checkthe Enable Selective PowerPack Field Protection checkbox.

3. Click [Save].

Enabling the "Device Record Created" Event Policy

To enable the "Device Record Created" event policy:

1. Gotothe Event Policy Manager page (Registry > Events > Event Manager).

Click the wrench icon

(&

for the "Device Record Created" event policy.

2
3. Inthe Operational State field, select Enabled.
4

Click [Save].

To prevent this change from being overwritten when the PowerPacks installed on the system are updated, you can
enable the Selective PowerPack Field Protection option. To enable this option:
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1. Gotothe Behavior Settings page (System > Settings > Behavior).
2. Checkthe Enable Selective PowerPack Field Protection checkbox.

3. Click [Save].
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Enabling the Run Book Policies

To enable one or more Run Book Automation policies in the Microsoft: Azure PowerPack:

1. Go to the Automation Policy Manager page (Registry > Run Book > Automation).
2. Click the wrench icon ( a) for the Run Book Automation policy you want to enable.
3. Inthe Policy State field, select Enabled.

4. Click [Save].

Preserving Automation Changes

If you have modified Run Book Actions and Run Book Automation policies that are included in the Microsoft: Azure
PowerPack, those changes will be overwritten when the PowerPack is updated in your system. If you have modified
Run Book Actions and Run Book Automation policies that are included in the PowerPack, you can:

o Re-implementthose changes after each update of the Microsoft: AzurePowerPack.

o Remove the content from the PowerPack on your system. When the Microsoft: AzurePowerPack is updated in
your system, updated versions of this content will not be installed on your system and your local changes will
be preserved.

To remove Run Book Action or Run Book Automation policy content from the Microsoft: Azure PowerPack on your
system:

1. Gotothe PowerPack Manager page (System > Manage > PowerPacks).

2. Click the wrench icon ( JE'?") for the Microsoft: Azure PowerPack. The Editing PowerPack page appears.

3. Inthe left NavBar of the Editing PowerPack page, select the type of content you want to remove:

e Toremove a Run Book Action, click Run Book Actions. The Embedded Run Book Actions and
Available Run Book Actions panes appear.

« Toremove a Run Book Automation policy, click Run Book Policies. The Embedded Run Book
Policies and Available Run Book Policies panes appear.

4. Inthe upper pane, click the bomb icon (&) for each Run Book Action or Run Book Automation policy that you
want to remove from the Microsoft: Azure PowerPack on your system.
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Vanishing Terminated or Terminating VM Instances

If a device is in a terminated or terminating state, the "Vanish Terminated VMs" Run Book Action un-merges the VM
instance and physical device (if applicable), clears the device's associated events, and then moves the device to a

vanished state.

The "Vanish Terminated VMs" Run Book Automation policy runs only on newly discovered VMs. The policy takes no
action for existing VMs.

The automation for vanishing tferminated VM instances includes the following Run Book Actions:

o Microsoft Azure: Get Unique ID. This action retrieves the unique ID of the component. This action runs on

the Database Server.

o Microsoft Azure: Check VM Availability. This action uses the unique ID of the component to get the device
availability status. If the device availability status is "Terminated", this action moves to the following
Run Book Action, "Vanish Terminated VMs". This action runs on the Collector.

« Microsoft Azure: Vanish Terminated VMs. This action moves the device to the Vanish state when the VM
has been terminated in the Azure Portal. This action runs on the Database Server. This action determines if
the component was merged with a physical device:

o Ifthe component was not merged, the action will delete the device's events and move the device to a
Vanish state.

o Ifthe component was merged, the action will un-merge the component with the physical device, and
then it will clear the device's events and move the device to a Vanish state.

o Ifthe component was merged, butthe VM was powered off, the action will not do anything until the
VM is powered on, at which point the action will update the IP address of the physical device.

When a merged device is un-merged, the component device vanishes, and the physical device is
moved to an automatically created Collector group named "Virtual Group".

The following Run Book Automation policy triggers the above actions:

o Microsoft Azure: Vanish Terminated Instances. This Run Book Automation policy executes when the
"Availability Check Failed" event is raised on the virtual machine when it terminated.

To use this automation, you must:

o Enable the Run Book Automation policies

« Configure your system to preserve this change
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Enabling the Run Book Automation Policies

To enable one or more Run Book Automation policies in the Microsoft: Azure PowerPack:

1. Go to the Automation Policy Manager page (Registry > Run Book > Automation).
2. Click the wrench icon ( a) for the Run Book Automation policy you want to enable.
3. Inthe Policy State field, select Enabled.

4. Click [Save].

Preserving Automation Changes

If you have modified Run Book Actions and Run Book Automation policies that are included in the Microsoft: Azure
PowerPack, those changes will be overwritten when the PowerPack is updated in your system. If you have modified
Run Book Actions and Run Book Automation policies that are included in the PowerPack, you can:

o Re-implementthose changes after each update of the Microsoft: AzurePowerPack.

o Remove the content from the PowerPack on your system. When the Microsoft: AzurePowerPack is updated in
your system, updated versions of this content will not be installed on your system and your local changes will
be preserved.

To remove Run Book Action or Run Book Automation policy content from the Microsoft: Azure PowerPack on your
system:

1. Gotothe PowerPack Manager page (System > Manage > PowerPacks).

2. Click the wrench icon ( JE'?") for the Microsoft: Azure PowerPack. The Editing PowerPack page appears.

3. Inthe left NavBar of the Editing PowerPack page, select the type of content you want to remove:

e Toremove a Run Book Action, click Run Book Actions. The Embedded Run Book Actions and
Available Run Book Actions panes appear.

« Toremove a Run Book Automation policy, click Run Book Policies. The Embedded Run Book
Policies and Available Run Book Policies panes appear.

4. Inthe upper pane, click the bomb icon (&) for each Run Book Action or Run Book Automation policy that you
want to remove from the Microsoft: Azure PowerPack on your system.
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Chapter

Dashboards

Overview

The following sections describe the device dashboards that are included in the Microsoft: Azure PowerPack:
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Microsoft: Azure MyS QL Server . 55
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Microsoft: Azure WAF on CDN PoliCy . ...o oo 58

Device Dashboards

The Microsoft: Azure PowerPack includes device dashboards that provide summary information for Kubernetes

component devices. The following device dashboards in the Microsoft: Azure PowerPack are aligned as the
default device dashboard for the equivalent device class.
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Microsoft: Azure Batch Account
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The Microsoft: Azure Batch Account device dashboard displays the following information:

o The basic information about the device
o Task Fail Events

« Topology Map

o Node Counts

o Device Logs
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Microsoft: Azure Cache for Redis
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2020-12-15 14:25 Dynamic 1, 240" Minor Microsoft: Azure Redis Cache Latency has exceeded the threshold 1000 us. The cumrent value is 4072.93 us. a M
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The Microsoft: Azure Cache for Redis device dashboard displays the following information:

o The basic information about the device
o Top CPU Usage

o Top Memory Usage

o Top Server Load

e Top Errors

o Cache Latency

o Top Evicted Keys
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o Top Operations per Second

o Device Logs

Microsoft: Azure Key Vault

I N T

Device Dashboard: | Microsoft: Azure Key Vault w

[ rocesses | senices | Temuor ro [IRCIETNE

Parent Davice

Device Hostname

Cevies Name  westus autokey-vault-standard Manzged Tyze  Component Device
D 507 Cloud. Key\ault -
Class | Microsoft Sub-Class  Azure Key Vault C:ﬂ
Organizstion  AzureAutomation Uptime | days, 00-00:00 L
Root Device  Auto_Microsoft_Azure Group / Cellscter CUG | 50C-1S0-AIC-10

westus Key Vaults

Botton Vault Availability

Ausilsbility_vault

Avsilsbility_sscrat

Ausilsbility_key

Top Service API Hits

SenvieaApiHit_vsult

SsricsApHit_sscrst

ServicaApiHit_key

1]

Date Time¥ Source

Top Vault Satur

. Azure Key VaultResource Group

[ component Mapping

SasturationShosbox_sscret

SaturstionShoebox_key

0.000015% 0.0000255 0.00003%

rall Service AP| Latency

[157.06ma

[157.03ma |

157me

156 98mz

156 95mz

T T T
03:00 06:00 09:00

| ! ! T l — Owverall Bervice Api Latency (ms) I
075 1 13 1.5 1.8

05

Bepests

025

EventID  Severity Message

(an ~[

JC L I

||

2020-12-15 12:01 Internal

2020-12-15 12:01 Internal

2020-12-15 12:01 Internal

2020-12-1512:01 Internal = = Dynamic app. object collection disabled: Microsoft: Azure Key Vault C: ion - Al Id (id: 18608) Azure Key Vault 0
2020-12-1512:01 Internal - - Dynamic app. object collection disabled: Microsoft: Azure Key Vault Configuration - Azure Key Vault Rule/Subnet (id: 18611) Microsoft: A0 -

- Dynamic app. object collection disabled: Microsoft: Azure Key Vault Configuration - Name (id: 18602) Microsoft: Azure Key Vault Configu 0
= = Dynamic app. object collection disablad: Microsoft: Azure Key Vault Configuration - Azure Key Vault/Private Endpoint (id: 18606) Micros 0

- - Dynamic app. object collection disabled: Microsoft: Azure Key Vault Configuration - Status (id: 18607) Microsoft: Azure Key Vault Configt 0

The Microsoft: Azure Key Vault device dashboard displays the following information:

o The basic information about the device
« Bottom Vault Availability

o Top Vault Saturation

« Topology Map
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o Top Service APl Hits
o Overall Service APl Latency

o Device Logs

Microsoft: Azure Kubernetes Cluster

Device Dashboard:

Tapology |  Gonfigs [ ]
| Evems | Tokes |HECIEENN R S

Microsoft: Azure Kubemetes Cluster w

Devics Name  westus autokubemetes03
o 569

IMicrasoft
AzureAutomation
Auto_Microsaft_Azure
westus Kubemetes

Class
Organization
Roat Device
Parent Davics

Device Hostname

Manzged Tyee  Companent Device:
Catsgory  Cloud.Container
Sub-Class  Azure Kubemnetes Clusier
Uptime 0 days, 00:00:00
Group / Cellsctor CUG | 50C-1S0-AIC-10

Total Available CPU & Memary

14.365GE | 6.05Count |

14.385GE "18.025Count 7|

Topology Map

I component Mapping

[ Azure Kubernetes Agent Pool'Subnet

14.365GE 6Count |

14.365GE

5.975Count

14.365GE 7| 5.65Count 7|

T T
03:00 08:00

T T
00:00 12:00

— Total Number of Available CPU Cores (Count)
—— Total Amount of Available Memary (B)

Top Pods by Phase

kube_ped_ststus_phass_Succesdsd

4ubs_pod_status_phass_Unknawn

kubs_pod_status_phase_Panding

kube_pod_status_phasa_Failsd

fusepes_state_phazs Funing _

Top Pods in Ready State Top Node Conditions

kube_node_statue_condition_PIDPreasure

kube_node_ststua_condition_MemoryPreasure

kubs_pod_etatuz_ready_kubs-
systam

kubs_nods_status_condition_Ready

“ubs_node_statuz_conditon_DiskPrazsure

0 ] 10 15 0051152253
Device Logs
N
Date Time¥ Source  EventlD  Severity Message Pepeats
[ ~]( || — Il —

2020-12-15 12:01 Internal = =
2020-12-15 12:01 Internal = =
2020-12-1512:01 Internal = =
2020-12-1512:01 Internal = =

2020-12-15 1201 Internal = =

Dynamic app. object collection disabled: Microsoft: Azure Kubernetes Cluster Configurafion - Node Pools (id: 18760) Microsoft: Azure K10

Dynamic app. object disabled: Azure K Cluster G ion - I ing (id: 13761) - Azure Ku 0

Dynamic app. object collection disabled: Microsoft: Azure Kubernetes Cluster Configuration - SKU (id: 18763) Microsoft: Azure Kubernet 0

Dynamic app. object disabled: Azure Ki Cluster C - Pod CIDR (id: 18764) Microsoft: Azure Kuk 0

Dynamic app. object collection disabled: Microsoft: Azure Kubernetes Cluster Configuration - Tags (id: 18780) Microsoft: Azure Kubemnet 0

The Microsoft: Azure Kubernetes C

luster device dashboard displays the following information:

o The basic information about the device

« Total Available CPU & Memory

Topology Map
o Top Pods by Phase

Device Dashboards
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o Top Pods in Ready State
o Top Node Conditions

o Device Logs

Microsoft: Azure MySQL Server

Events

Device Dashboard: | Microsoft: Azure MySQL Server

Tickets

B orenicaioe ]

Deves hsme  westus automysgl80server
o 487
Cisss  Microsoft
Organization | AzureAutomation
Root Devies  Auto_Microsoft_Azure
Parant Devics westus MySOL Servers
Devics Hostnams

Mansged Tyee  Component Device
Category  Cloud.Daiabase
Sub-Class  Azure Daiabase for MySQL Server
Uptime 0 days, 00:00:00
Group / Gollsctor CUG | 50C-ISO-A10-10

o I} . Azure MySQL Server/Resource Group
[ Component Mapping
0%
T e 06:00 0500 1200
[ — CPU Percent (%) — Memory Percent (%o} I

10, Storage, Storage Log Usage

0%
5%
e e 06:00 0300 1200
[ — IO Percent (2) — Storage Percent (%) Server Log Storage Percent (%) I
Device Logs
-

Date Time¥ Source EventlD  Severity IMessage Repeats

(an > )| I || —

2020-12-15 12:01 Internal =
2020-12-1512:01 Internal =

2020-12-1512:01 Internal =

Dynamic app. object collection disabled: Microsaft: Azure Database for MySQL Server Configuration - Storage Profile (id: 18434) Micros 0
Dynamic app. object collection disabled: Microsoft: Azure Database for MySQL Server Configuration - Master Server Id (id: 18443) Micrc 0

Dynamic app. object collection disabled: Microsoft: Azure Database for MySQL Server Configuration - Firewall Rules (id: 18452) Microsc 0

The Microsoft: Azure MySQL Server device dashboard displays the following information:

o The basic information about the device
« CPU& Memory Usage

o 1O, Storage, Storage Log Usage

« Topology Map

o Device Logs
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Microsoft: Azure PostgreSQL Server

e o R S

Device Da..hboard Mlcm@aﬂ Azure PDsIgreSCIL SENBI A

Devics Name  westus autopostgresgl Managed Tyze  Companent Device:
o 802 Category - Cloud. Database
Glsss  Microsoit Sub-Class  Azure Database for PosigreSQL Server
Organizston | AzureAutemation Uptime SR ]
Ront Davics Auta_icrasoft_Azure Group | Gollsstor CUG | 50C-ISO-AIC-10
Parent Devics westus PostgreS0L Servers
Devics Hostame

30% ¥ e . Azure Postgre SQL Server/Resource Group
[ Component Mapping
255
20% I}
15%
10%
5%
— -
0% T T T T
03:00 06:00 09:00 1200
= CPU Percent (%) — Memory Percent (%) Server Log Storage Percent (%)
= Siorage Percent (%a)

Date Time¥ Source EventID  Severity Message Bepeats
(an v | —] ) —
2020-12-15 12:01. Internal = = Dynamic app. object collection disabled: Microsoft: Azure Database for PestgreSQL Params Configuration - Server Log Parameters Confic 0
2020-12-1512:01. Internal = = Dynamic app. object collection disabled: Microsoft: Azure Daiabase for PosigreSQL Params C: ion - Server P Ci 0
2020-12-15 12:01 Internal = = Dynamic app. object collection disabled: Microsoft: Azure Dalabase for PostgreSQL Params Configuration - Server Autovacuum Paramete 0
2020-12-15 12:01: Internal = = Dynamic app. object collection disabled: Microsoft: Azure Database for PostgreSQL Server Performance - 10 Percent (id: 18978) Microsof 0

GoToPage:1 v

The Microsoft: Azure PostgreSQL Server device dashboard displays the following information:

The basic information about the device
CPU, Memory, Log Storage, Storage Percent
Topology Map

Device Logs
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Microsoft: Azure Service Bus Namespace

g | gems | Toes IS o |

Device Dashboard: | Microsoft: Azure Service Bus Namespace v

Device Narme  westus auto-serviceBus-basic Manzged Tyze  Component Device:
0 | 459 Catat Cloud_Imegration
Glsss  Microsoft Sub-Class  Azure Service Bus Namespace
Organizaton  AzureAutomation Uptime 0 days, 00:00:00
FRoot Device  Auto_Microsofi_Azure Group { Collecter CUG | 50C-1S0-AI0-10

Parent Device westus Senvice Bus

Device Hostname

Namespace

CPU & Memory Usage Topology Map

I Component Mapping

. Service Bus Namespace/Resource Group

T
00:00

— Mo Matching Data

T T
03:00 0600

0.05Count |
0.025Count |
O0eunt e 0800 0200 1200
— Active Connections (Count)
Top Server Errors 1 Top User 1 Top Throttled Requests 1 Top Deadletiered Messages
Desd q

200 Mo data. Please expand the timespan or 200 Mo data. Please expand the timespan

@

(O] 200 Nodata. Please expand the timespan || (1)

Deadletteredhlessages_tsskqueusd?

werify that data has been collected or verify that data has been collected. aor verify that data has been callected.

Deadlenzredheceages_taskqueusd?
Deadletteredhlessages_tsskqueus2d

DesdisttersdMessagss_taskqueusi
Deadleneredhlesasges_taakqueusid
Deadletisredhlagssges_teskqueus3t
Deadlsttzredhleszages taskqueus3d
Deadlenzredhecaages_taskqueusi

Deadlsttzradhisszages_taskqueus2d

Device Logs

Date Time¥ Source EventID  Severity Message

0 0020.040.06

Repeats

(an ~[ [

|| —]

—

2020-12-1512:01 Internal = =
2020-12-1512:01 Internal
2020-12-1512:01 Internal

2020-12-1512:01 Internal

GoToPage: 1w

Dynamic app. object collection disabled: Microsoft: Azure Service Bus Configuration - Tags (id: 18663) Microsoft: Azure Service Bus Cor 0
Dynamic app. object collection disabled: Microsoft: Azure Service Bus Configuration - SKU (id: 18670) Microsoft: Azure Service Bus Cor 0
Dynamic app. object collection disabled: Microsoft: Azure Service Bus Configuration - Resource Group Relationships (id: 18673) Microst 0

Dynamic app. object collection disabled: Microsoft: Azure Service Bus Configuration - Capacity (id- 18676) Microsoft: Azure Service Bus 0

The Microsoft: Azure Service Bus Namespace device dashboard displays the following information:

« CPU& Memory Usage
o Active Connections

« Topology Map

o Top Server Errors
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o Top User Errors
o Top Throttled Requests
o Top Deadlettered Messages

o Device Logs

Microsoft: Azure WAF on CDN Policy

[ o | b | tows MR oo

Device Dashboard: | Microsoft: Azure WAF on GDN Policy v

Device Name  autocdnwal Managed Type  Component Device:
D 698 Category  Cloud.Network —
Clsss Microsoft Sub-Class | Azure WAF on CDN Policy C:ﬁ
Organization AzureAutomation Upime |0 days, 00-00:00 -
Root Device  Auto_Microsoft_Azure Group / Cellscter CUG | 50C-1S0-AIC-10

Parent Device Web Applieation Firewalls
Device Hostname

Top Requests By Action Topology Map

. Azure WAF CDN Policy/Endpaint

(1) 200 MNodata Please expand te imespan or verify that data has been collected
. Azure WAF CDN Policy/Resource Group

Compenent Mapping

Top Requests By Rule Name Requests Total

@ 200 Mo data. Please expand the imespan or verify that data has been collected.

T T T T T
04:00 06:00 02:00 10:00 12:00 14:00

Close — Mo Matching Data

Date Time¥ Source EventlD  Severity Message Bepeats
[ V] )| I )
2020-12-14 16:02: Internal = = ‘Component device record created (Class: Microsoft | Azure WAF on CDN Palicy) Microsoft | Azure WAF on CDN Policy 0

e oLt s A G g

The Microsoft: Azure WAF on CDN Policy device dashboard displays the following information:

¢ The basic information about the device
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Top Requests By Action
Topology Map

Top Requests By Rule Name
Requests Tofal

Device Logs
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