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Chapter

Introduction

Overview

This manual describes how to monitor NetApp devices in SL1 using the "NetApp: ONTAP REST" PowerPack.

This chapter covers the following topics:

What is NetApp ONT AP E 3
What Does the NetApp: ONTAP REST PowerPack Monitor? ... ... ... .. ... ... 4
Installing the NetApp: ONTAP REST PowerPack ... 4

NOTE: Sciencelogic provides this documentation for the convenience of Sciencelogic customers. Some of
the configuration information contained herein pertains to third-party vendor software that is subject
to change without notice to Sciencelogic. Sciencelogic makes every attempt fo maintain accurate
technical information and cannot be held responsible for defects or changes in third-party vendor
software. There is no written or implied guarantee that information contained herein will work for all
third-party variants. See the End User License Agreement (EULA) for more information.

What is NetApp ONTAP?

ONTAP data management software offers unified storage for applications that read and write block or file data.
Options in storage configurations range from high-speed flash to lower-priced spinning media to cloud-based
object storage.
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What Does the NetApp: ONTAP REST PowerPack Monitor?

The "NetApp: ONTAP REST" PowerPack uses REST APl to monitor NetApp ONTAP devices on version 9.14.1 and
later and includes the following features:

e Dynamic Applications that discover, model, and collect data from NetApp ONTAP devices using REST API.
» Device classes for each of the NetApp component devices monitored.

* Anevent policy and a corresponding alert that trigger when NetApp component devices meet certain status
criteria.

* Arun book action policy and a run book automation policy for aligning a Dynamic Application.

e Sample credentials and guided discovery for discovering NetApp component devices.

Installing the NetApp: ONTAP REST PowerPack

Before completing the steps in this manual, you must import and install the latest version of the "NetApp: ONTAP
REST" PowerPack.

To download and install the PowerPack:

1. Search for and download the PowerPack from the PowerPacks page (Product Downloads > PowerPacks
& SyncPacks) at the Sciencelogic Support Site.

In SL1, go to the PowerPacks page (System > Manage > PowerPacks).
Click the [Actions] button and choose Import PowerPack. The Import PowerPack dialog box appears.

Click [Browse] and navigate to the PowerPack file from step 1.

e

Select the PowerPack file and click [Import]. The PowerPack Installer modal displays a list of the
PowerPack contents.

6. Click [Install]. The PowerPack is added to the PowerPacks page.

NOTE: If you exit the PowerPack Installer modal without installing the imported PowerPack, the imported
PowerPack will not appear in the PowerPacks page. However, the imported PowerPack will appear
in the Imported PowerPacks modal. This page appears when you click the [Actions] menu and
select Install PowerPack.
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Chapter

Configuration and Discovery

Overview

The following sections describe how to configure and discover NetApp ONTAP devices for monitoring in SL1
using the "NetApp: ONTAP REST" PowerPack.

This chapter covers the following topics:

Prerequisites for Monitoring NetApp: ONTAP REST ... ... .. 5
Configuring NetApp: ONTAP REST Credentials ... 5
Running NetApp: ONTAP REST Guided Discovery ... ... 8
Verifying Discovery and Dynamic Applications ... ... ... 11
Viewing NetApp Component Devices ... ... . . 12

Prerequisites for Monitoring NetApp: ONTAP REST

Before monitoring NetApp ONTAP REST devices using the "NetApp: ONTAP REST" PowerPack, you must have the
following information about the ONTAP REST API:

¢ ONTAP version 9.14.1 or later
» Username and password for a user with read privileges for the ONTAP REST API
* |P address and port for the ONTAP REST API

Configuring NetApp: ONTAP REST Credentials

To use the Dynamic Applications in the "NetApp: ONTAP REST" PowerPack, you must first define credentials in
SL1. These credentials allow SL1 to communicate with the NetApp appliances.
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Creating a Credential for NetApp Guided Discovery

To allow SL1 to discover NetApp ONTAP devices with guided discovery, you must first create a NetApp REST
credential. This credential allows the Dynamic Applications in the "NetApp: ONTAP REST" PowerPack to connect
with the ONTAP REST API.

To configure a credential for guided discovery:

1. Go to the Credentials page (Manage>Credentials).

2. Click the [Create New] button and select NetApp REST V100 Credential. The Create Credential modal
appears.

Create Credential x

Name Credential Tester

Timeout
All Organizations ®  Sclect the organizations the credential belongs to* 1500

Proxy Settings

3. Enter values in the following fields:

o Name. Type a name for the credential.

o All Organizations. Toggle on (blue) to align the credential to all organizations, or toggle off (gray)
and then select one or more specific organizations from the What organization manages this
service? drop-down field to align the credential with those specific organizations. This field is
required.

 Authentication Type. This field supports different authentication mechanisms, for more information
see REST Authentication. Select Basic Authentication as it is the simplest form of authentication,
using only a username and password and is built into the HTTP protocol.

o URL. Type the NETAPP IP Address and the port in the appropriate place in the URL provided in the
sample credential.

o HTTP Headers (JSON input). If applicable add a header value in the form of JSON. Example:
{"headerl":"keyl", "header2":"key2"}

o Username. Type the username for a user with read privileges for the REST API.

o Password. Type the password for the user you specified in the Username field.
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o SSL Peer Verify. If your SL1 environment is configured with self-signed or self-generated certificates
you should set this to Enable. Select True to enable, or False to disable.

» Logging Debug. The default for “Logging Debug” is False. To Enable the logging authentication

debug select True.

4. Click [Save & Close].
Creating a SOAP/XML Credential

To allow SL1 to discover NetApp ONTAP devices with guided discovery, you can also use a SOAP/XML

credential. This credential allows the Dynamic Applications in the "NetApp: ONTAP REST" PowerPack to connect
with ONTAP REST API.

To create the SOAP/XML credential:
1. Go to the Credentials page (Manage > Credentials).

2. Locate the NetApp Credential Example, click its [Actions] icon (), and select Duplicate. A copy of the
credential, called NetApp Credential Example copy appears.

3. Click the [Actions] icon () for the NetApp Credential Example copy and select Edit. The Edit
Credential page appears.

Edit Credential X
NetApp Credential Example copy Credential Tester
All Organiza tions . Select the organizations the credential belongs to - 1500 Select Credential te.
Select Collector
text/xml - POST - http/1.1

IP or Hostname to test*

URL®
hitps:/NETAPP_IP_ADDRESS:PORT/api

Proxy User
Embed Value [%1] Embed Value [%2]
Embed Value [%3] Embed Value [%4]

HTTP Headers Add Header

CURL Options Add CURL Option

Save & Test.

4. Enter values in the following fields:
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e Name. Type a name for the credential.

 All Organizations. Toggle on (blue) to align the credential to all organizations, or toggle off (gray)
and then select one or more specific organizations from the What organization manages this
service? drop-down field to align the credential with those specific organizations. This field is
required.

o Timeout. Keep the default value.

e URL. Type the NETAPP IP Address and the port in the appropriate place in the URL provided in the
sample credential.

o HTTP Auth User. Type the username for a user with read privileges for the REST API.
o HTTP Auth Password. Type the password for the user you specified in the Username field.

5. Forall remaining fields, use the default values.

6. Click [Save & Close].
Creating a SOAP/XML Credential in the Classic User Interface

To allow SL1 to discover NetApp ONTAP devices with guided discovery, you can also use a SOAP/XML
credential. This credential allows the Dynamic Applicationsin the "NetApp: ONTAP REST" PowerPack to connect
with ONTAP REST API.

To create the SOAP/XML credential:
1. Go to the Credential Management page (System > Management > Credentials).
2. Locate the NetApp Credential Example credential, and click its wrench icon ( &, ). The Edit SOAP/XML
Credential page appears.

3. Enter values in the following fields:

« Profile Name. Type a new name for the credential.

e URL. Type the NETAPP IP Address and the port in the appropriate place in the URL provided in the
sample credential.

e HTTP Auth User. Type the username for a user with read privileges for the REST API.
o HTTP Auth Password. Type the password for the user you specified in the Username field.

o Timeout. Keep the default value.

4. Click [Save & Close].

Running NetApp: ONTAP REST Guided Discovery

On the Devices page (1 ) or the Discovery Sessions page (Devices > Discovery Sessions), you can add or
"discover" new devices for monitoring in SL1. You add devices by creating a discovery session, which searches for
devices on the network you specify.
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The guided discovery process lets you select a discovery type specific to the type of devices you want to monitor.
The guided discovery wizard provides a filtered list of relevant credentials, the ability to create new credentials,
and a reduced set of application-specific fields to help you efficiently discover the devices you need.

To run a guided discovery:

1. On the Devices page (5B ) or the Discovery Sessions page (Devices > Discovery Sessions), click the [Add
Devices] button. The Select page appears.

Select the type of devices you want to monitor X

General Information

n W) 2] Windows A Azure PING citRIX Select the type of devices or services you want to monitor.

Select Unguided Network Discovery to add other devices that use core credentials, such as
SNMP, Database, SOAP/XML, Basic/Snippet, SSH/Key. or PowerShell

= vmware 2]

Other ways to add devices:

Unguided

Network
Discovery
Workflow

2. Select the[ NetApp] button. Additional information regarding the requirements for device discovery
appears in the General Information pane on the right.

3. Click [Select]. The Credential Selection page appears.

NOTE: You can select either a NetApp Universal credential or a SOAP/XML credential. However, only
credentials created for guided discovery (Universal credentials) can be edited on the Credential Selection
page. You can only edit SOAP/XML credentials for NetApp in Manage > Credentials or System > Manage
> Credential in the classic SL1 user interface.
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Create Guided Discovery Session X

Choose credentials that connect your devices cCa
Name Last Edit Timeout (MS) Type subtype
netapp b3 -
Dec 17,2024, 1:53AM 1500 Uriversal Netapp rest v100
Dec 11,2024,9.03 PM 1500 SOAP/XML
Dec 10,2024, 1034 PM 3000 Basic/Snippet -
Dec 10,2024, 1034 PM 10000 SOAP/XML
Dec 10,2024, 1034 PM 3000 SOAP/XML -
Dec 10,2024, 1034 PM 3000 SOAP/XML
Dec 10,2024, 1046 PM 10000 SOAP/XML =
Dec 13,2024, 6:53 PM 1500 SOAP/XML
Dec 14,2024, 1207 AM 1500 SOAP/XML =
Dec 17,2024, 153 AM 1500 Uriversal Netapp rest v100
xample Dec 17,2024, 220 AM 1500 Universal Netapp rest v100

Dec 17,2024, 220AM 1500 SOAP/XML

O0O0000000000O0

copy1 Dec 17,2024, 1:17 PM 1500 SOAP/XML =

Total Rows: 13 of 78

& Back

NOTE: During the guided discovery process, you cannot click [Next] until the required fields are
completed on the page, nor can you skip to future steps. However, you can revisit previous steps that you
have already completed.

4. On the Credential Selection page of the guided discovery process, select the NetApp: ONTAP REST
credential radio button that you configured, and then click [Next]. The Root Device Details page appears.

Create Guided Discovery Session x

Root Device Name:
NetApp: Cluster Device
Select the organization to add discovered devices to..." -

Collector Group Name *

5. Complete the following fields:

o Root Device Name.Type the name of the cluster you want to monitor. Ensure you provide a unique
cluster name to help identify the specific cluster being monitored, especially if you have multiple
clusters. Sciencelogic does not recommend that you use the default 'NetApp: Cluster Device' name
provided by the guided discovery.

« Select the organization to add discovered devices to. Select the name of the organization to
which you want to add the discovered device.

¢ Collector Group Name. Collector Group Name. Select an existing collector group to communicate
with the discovered device.
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6.

7.

Click [Next]. SL1 creates the NetApp: ONTAP REST root device with the appropriate Device Class assigned
to it and aligns the relevant Dynamic Applications. The Final Summary page appears.

Create Guided Discovery Session X

Device discovery completed
You can find the NetApp device NetApp: Cluster Device on the Devices page.
SL1 will start discovering devices in the NetApp environment and adding the discovered devices to the Devices page.
@ Please note that SL1 does not save NetApp Discovery Workflows on the Discovery Sessions page.
Discovery Logs

Logs are not available for this discovery Type

Click [Close].

NOTE: The results of a guided discovery do not display on the Discovery Sessions page (Devices >

Discovery Sessions).

Veritying Discovery and Dynamic Applications

To verify that SL1 has automatically aligned the correct Dynamic Applications during discovery:

1.

After discovery has completed, go to the Devices page, or the Device Manager (Registry>Devices>Device
Manager) in the SL1 classic user interface, and find the device(s) you discovered. When you have located
your device, click on its name, or click on its Edit (<® ) icon in the classic user interface.

Click the Collections tab.

All applicable Dynamic Applications for the NetApp ONTAP devices are automatically aligned during
discovery.

You should see the following Dynamic Applications aligned to the NetApp REST Cluster (root device):

NetApp: Cluster Configuration
NetApp: Cluster Performance
NetApp: Storage Pool Performance
NetApp: Nodes Container Discovery
NetApp: SVYM Container Discovery

You should see the following Dynamic Applications aligned to the NetApp Nodes Container:
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* NetApp: Node Discovery

You should see the following Dynamic Applications aligned to the NetApp SVMs Container:
» NetApp: Storage Virtual Machine (SVM) Discovery

You should see the following Dynamic Applications aligned to the NetApp Nodes:
* NetApp: Node Configuration
* NetApp: Node Performance

You should see the following Dynamic Applications aligned to the NetApp Data SYM:

» NetApp: Storage Virtual Machine (SVM) Configuration
» NetApp: CIFS Protocol for SVM Performance

NOTE: The “NetApp: CIFS Protocol for SYM Performance” Dynamic Application will align by the run book
action policy only if the Protocol CIFS is Enabled in the NetApp device.

Viewing NetApp Component Devices

In addition to the Device Manager page (Devices > Classic Devices, or Registry > Devices > Device Manager
in the classic SL1 user interface), you can view NetApp component devices in the following places in the user
interface:

» The Device Components page (Registry > Devices > Device Components) displays a list of all root
devices and component devices discovered by SL1 in an indented view, so you can easily view the hierarchy
and relationships between child devices, parent devices, and root devices. To view the component devices
associated with a NetApp cluster, find the NetApp cluster and click its plus icon (+).

» The Component Map page (Classic Maps > Device Maps > Components) allows you to view devices by
root node and view the relationships between root nodes, parent components, and child components in a
map. This makes it easy to visualize and manage root nodes and their components. SL1 automatically
updates the Component Map as new component devices are discovered. The platform also updates each
map with the latest status and event information. To view the map for a NetApp cluster, go to the
Component Map page and select the map from the list in the left NavBar. To learn more about the
Component Map page, see the Views manual.
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Chapter

Run Book Action and Automation Policies for
NetApp ONTAP REST

Overview

The following sections describe how to use the run book action and run book automation policies that are
included in the "NetApp: ONTAP REST" PowerPack:

This chapter covers the following topics:
About the NetApp ONTAP Run Book Action and Automation ... 13
CIFS Performance Dynamic Application Alignment ... ... 14

About the NetApp ONTAP Run Book Action and Automation

The following table describes the run book automation policy and what it does:

Run Book Automation Policy Name Result
NetApp: CIFS Performance Dynamic Application If a component device has the CIF protocol enabled,
Alignment SL1 aligns with the NetApp: CIFS Protocol for SYM

Performance Dynamic Application after the event
policy is triggered.

NOTE: The "NetApp: CIFS Performance Dynamic Application Alignment" run book automation policy might
fail the first time it runs over a Storage Virtual Machine (SYM) component device. When this occurs,
the log will indicate an unsuccessful automation execution. To ensure the automation runs
successfully, wait until at least two data polls have completed.

About the NetApp ONTAP Run Book Action and Automation 13



CIFS Performance Dynamic Application Alignment

The "NetApp: CIFS Performance Dynamic Application Alignment" run book automation and run book action
policies run only if the Protocol CIFS is Enabled in the NetApp device. The run book automation policy executes
when the "NetApp: CIFS Protocol for SVM Performance Application Align" event is active on the matching
devices. The run book action policy aligns the “NetApp: CIFS Protocol for SYM Performance” Dynamic
Application with the “Data SYM” components. This action runs on the Database Server.

14 CIFS Performance Dynamic Application Alignment
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