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Chapter

Introduction

Overview

This manual describes how to monitor New Relic web services in SL1 using the New Relic: APM PowerPack.

The following sections provide an overview of New Relic web services and the New Relic: APM PowerPack:

What is New Relice 3
What Does the New Relic: APM PowerPack Monitore . . 4
Installing the New Relic: APM PowerPack ... ... 4

NOTE: Sciencelogic provides this documentation for the convenience of Sciencelogic customers. Some of
the configuration information contained herein pertains to third-party vendor software that is subject fo
change without notice to Sciencelogic. Sciencelogic makes every attempt to maintain accurate
technical information and cannot be held responsible for defects or changes in third-party vendor
software. There is no written or implied guarantee that information contained herein will work for all
third-party variants. See the End User License Agreement (EULA) for more information.

What is New Relic?

New Relic is an Application Performance Tool (APM) that captures data and information about web-based
applications. Users can measure the performance of their applications, which helps determine potential service

delivery issues.
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What Does the New Relic: APM PowerPack Monitor?

To monitor New Relic web services using SL1, you must install the New Relic: APM PowerPack. This PowerPack
enables you to discover, model, and collect data about New Relic web services.

The New Relic: APM PowerPack includes:
o Asample credential you can use as a template to create SOAP/XML credentials to connect to the New Relic
services you want to monitor
o Dynamic Applications to discover, model, and monitor performance metrics, and to collect configuration
data for New Relic services
o Device Classes for each of the New Relic services SL1 monitors

« Event Policies and corresponding alerts that are triggered when New Relic services meet cerfain status
criteria

o Device dashboards that display information about New Relic services

NOTE: The PowerPack does not model applications with "reporting: false" statuses.

Installing the New Relic: APM PowerPack

Before completing the steps in this manual, you must import and install the latest version of the New
Relic: APMPowerPack.

NOTE: Ensure that you do not have the New Relic: APM Pro PowerPack installed before installing the New
Relic: APM PowerPack. These PowerPacks are not compatible. If you have the New Relic: APM Pro
PowerPack installed, it will need to be uninstalled prior to installing the New Relic: APM PowerPack.
The historical data from the New Relic: APM Pro PowerPack will be deleted when it is uninstalled.

To download and install a PowerPack:

1. Download the PowerPack from the Sciencelogic Customer Portal.

2. Gotothe PowerPack Manager page (System > Manage > PowerPacks).

3. Inthe PowerPack Manager page, click the [Actions] button, then select Import PowerPack.
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4. The Import PowerPack dialog box appears:

Import PowerPack™

[Browse far file... Browse...

License: |

5. Click the [Browse] button and navigate to the PowerPack file.

6. When the PowerPack Installer modal page appears, click the [Install] button to install the PowerPack.

NOTE: If you exit the PowerPack Installer modal page without installing the imported PowerPack, the
imported PowerPack will not appear in the PowerPack Manager page. However, the imported
PowerPack will appear in the Imported PowerPacks modal page. This page appears when you click
the [Actions] menu and select Install PowerPack.
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Chapter

Configuring New Relic Monitoring

Overview

The following sections describe how to configure and discover New Relic services for monitoring by SL1 using the
New Relic: APM PowerPack:

Prerequisites for Monitoring New Relic Services ... ... . . . ... 6
Creating a SOAP/XML Credential for New Relic ... . . 7
Discovering New Relic Component Devices ... . ... ... ... 8
Verifying Discovery and Dynamic Application Alignment ... ... 9
Relationships with Other Types of Component Devices ........... . ... ... ............................ 11
Viewing New Relic Component Devices ........ ... ... ... . 12

Prerequisites for Monitoring New Relic Services

To configure the SL1 system to monitor New Relic services using the New Relic: APM PowerPack, you must first
have the following information about the New Relic services that you want to monitor:

o ANew Relic REST APl key. To generate the REST APl key, go to the Account Settings page for your New Relic
account.

o The username and password for your New Relic service.

« Insights Query Key. This is optional. Add this to the credential if you want to discover infrastructure groups
used for server monitoring. You can generate this from your Insights account.
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NOTE: Ensure that you do not have the New Relic: APM Pro PowerPack installed before installing the New
Relic: APM PowerPack. These PowerPacks are not compatible. If you have the New Relic: APM Pro
PowerPack installed, it will need to be uninstalled prior to installing the New Relic: APM PowerPack.
The historical data from the New Relic: APM Pro PowerPack will be deleted when it is uninstalled.

Creating a SOAP/XML Credential for New Relic

To configure SL1 to monitor New Relic services, you must create a SOAP/XML credential. This credential allows
the Dynamic Applications in the New Relic: APM PowerPack to communicate with your New Relic service.

To configure a SOAP/XML credential to access New Relic:
1. Gotothe Credential Management page (System > Manage > Credentials).

2. Locate the New Relic | Proxy Example credential, and then click its wrench icon ( ?) The Edit
SOAP/XML Credential modal page appears.

3. Entervalues in the following fields:

Credential Editor [117] x

Edit SOAPXML Credential #117 Mew Reset
Basic Settings Soap Options
Profile Name Content Encoding Method HTTP ersion Embedded Password [3:F]
|Mew Relic | Proxy Example | | [ tesctheml ] ¥ | [[GET] v | [[HTTPHA] v | [reeranmsnnsaans |
URL [ htip(s).//Host:Port/Path | %D = Aligned Device Address | %N = Aligned Device Host Mame | Embed Value [F21] Embed Value [%:2]
|https:iiapi newrelic com | [MEW_RELIC_ACCOUN | |
HTTP Auth User HTTP Auth Password Timeout (seconds) Embed Value [3:3] Embed Value [3:4]
|[API_KEY_GOES_HERE] | | | |5 | | | | |
Proxy Settings “ || HTTP Headers
Hostname/|P Port User + Add 3 header
[ | [e388 '

CURL Options

CAINFO -
CAPATH

CLOSEPOLICY
CONMECTTIMEOUT

COOKIE

COOKIEFILE

COOKIEJAR

COOKIELIST

CRLF

CUSTOMREQUEST -
DNSCACHETIMEQUT  ~ |

Basic Settings

o Profile Name. Type a new name for the credential.
o URL. Leave this field as the default ("https://api.newrelic.com").
o HTTP Auth User. Type your New Relic APl key in this field.
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o HTTP Auth Password. Leave this field blank.

SOAP Options

o Embedded Password [%P]. Type the Insights Query Key in this field if you want to discover
infrastructure groups for server monitoring. If you do not have an Insights account, leave this field

blank.
o Embed Value [%1]. Type the ID number for your New Relic account.

4. Forall otherfields, use the default values.

5. Click the [Save As] button.

Discovering New Relic Component Devices

To model and monitor your New Relic devices, you must run a discovery session to discover your New Relic
services.

NOTE: The PowerPack does not model applications with "reporting: false" statuses.

Several minutes after the discovery session has completed, the Dynamic Applications in the New
Relic: APMPowerPack should automatically align to the services and then discover, model, and monitor the
remaining New Relic component devices.

To discover the New Relic service that you want to monitor, perform the following steps:

1. Goto the Discovery Control Panel page (System > Manage > Discovery).

2. Inthe Discovery Control Panel, click the [Create] button.
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3. The Discovery Session Editor page appears. In the Discovery Session Editor page, define values in the

following fields:

Discovery Session Editor | Editing Session [3] New Reset
Identification Information
Name [MewRelic | (7] Description @
P
IP and Credentials Detection and Scanning Basic Settings
|P Address/Hostname Discovery List Initial Scan Level Discover Model
api newrelic.com @ | [[System Defautt (recommended) ] v e N:"-%W'P Dj\“eas DHCPG
Scan Throtile
A | [ System Default (recommended) ] v @
Device Model Cache TTL (h)
—— UploadFile Port Scan All IPs B | @
[Browss for file... | & | [[System Defaut jrecommended) | v @
Port Scan Timeout Collection Server PID: §
SNMP Credentials | [ System Default (recommended) ] v | 9 | [KNT-IS01-CU1-53] 3 | Q

[ | @
SNMP N Dietection Methed & Port ‘Organization

Cisco SNMPV2 - Example [ | @ | [[New_Relic] v @

Cisco SNMPV3 - Example [ Default Method ] s

Cisco: CSP SMMP Port 161 Example UDP: 161 SHMP .

)

Cisco: CSP SNMP Port 1610 Exampl TCP: 1 - fepmux O Add Devices to Device Groupis) @

Dell EMC: Isilon SNMPvZ Example TCP: 2 - compressnet

EMT Default V2 TCP: 3 - compressnet Hone _ -

EMT Default V3 TCP: 5- 1 L ppTre=s

IPSLA Example - TCP: 7 - echo Servers

TCP: 9 - discard
Other Credentials TCP: 11 - eystat
[ | @ | |TcP: 13 - daytime
TCP: 15 - netstat -

Dell EMC: Unity Example
IS - Example

Layer®: Appliance Sample
Netipp wiSSL Option
NetApp wiSSL Option OFf
NetApp wiSSLITLS Option
MNew Relic | Proxy Example
[ Mew Relic | Proxy Test ]

Interface Inventory Timeout (ms)
f6oooon (7]

Maximum Allowed Inferfaces

flooee @

Bypass Interface Inventory

-

Apply Device Template
[ [ Choose a Template ] Y| @

Log Al

v Q@

« Name. Type a name for the discovery session.

o IP Address/Hostname Discovery List. Type "api.newrelic.com".

« Other Credentials. Select the SOAP/XML credentials you created for the New Relic service.

o Discover Non-SNMP. Select this checkbox.

o Model Devices. Select this checkbox.

4. Optionally, you can enter values in the other fields on this page. For more information about the other fields
on this page, see the Discovery & Credentials manual.

Click the [Save] button to save the discovery session and then close the Discovery Session Editor window.

6. The discovery session you created appears at the top of the Discovery Control Panel page. Click its

lightning bolticon ( ¥

) fo run the discovery session.

7. The Discovery Session window appears. When the device is discovered, click the device icon (ﬁ) to view
the Device Properties page for each device.

Veritying Discovery and Dynamic Application Alignment

To verify that SL1 has automatically aligned the correct Dynamic Applications during discovery:
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1. After discovery has completed, click the device icon for the New Relic service (ﬁ) From the Device
Properties page for the New Relic service, click the [Collections] tab. The Dynamic Application
Collections page appears.

2. All applicable Dynamic Applications for the service are automatically aligned during discovery.

NOTE: It can take several minutes after the discovery session has completed for Dynamic Applications
to appear in the Dynamic Application Collections page.

Thresholds | Collections |  Monitors | Schedule

api Manzged Tyre | Physical Device
) 162.247.242.11 | 1698 APM
Mew Relic, Inc. 3u Service Device (Pingable) O New Relic
Mew_Relic mz 0 days, 00:00:00
Active imz  2019-09-05 15:14:00
2tor CUG_Automation | KNT-ISO1-CU1-53
api.newrelic.com
Dynamic Application™ Collections. Expand Actions
Diynamic ation D Poll Frequency Type Credentiz| Collector
+ Mew Relic: APM Discovery & Collection Cache 2335 5 mins Snippet Configuration Mew Relic | Proxy Test KNT-IS01-CU1-53 /
+ Mew Relic: APM Events 2351 5 mins Snippet Configuration Mew Relic | Proxy Test KNT-I501-CU1-53  F
-+ Mew Relic: APM Infrastructure Group Discovery 2355 15 mins Snippet Configuration Mew Relic | Proxy Test KNT-IS01-CU1-53 j
[[Select Action] 3 o ]

You should see the following Dynamic Applications aligned to the New Relic service:

o New Relic: APM Discovery & Collection Cache
o New Relic: APM Events
o New Relic: APM Infrastructure Group Discovery

If the listed Dynamic Applications have not been automatically aligned during discovery, or you want to align more
Dynamic Applications, you can align them manually. To do so, perform the following steps:

1. Click the [Action] button, and then select Add Dynamic Application. The Dynamic Application Alignment

page appears:

Configuring New Relic Monitoring
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A

Dynamic Application Alignment Reset

MetApp: vServer Data Discovery C-Mode
NetApp: vServer Node C-Mode

MetApp: vServer Node Discovery C-Mode
MetApp: Vserver Snapmirror Config C-Mode
New Relic: Application Config

Mewr Relic: Applications Discovery

New Relic: Applications Group Discovery
Mewr Relic: Applications Metric Index Config
New Relic: Browser App

MNewr Relic: Browser Apps Group

Mewr Relic: Events

New Relic: Infrastructure Config

Mew Relic: Infrastructure Discovery

New Relic: Java Applications Discovery
Mewr Relic: Java Applications Group Discovery
Mew Relic: Metric Index (Servers)

Mew Relic: Server Config

Mew Relic: Servers

New Relic: Servers

Mew Relic: Servers Group

Mimble Storage: Array Config

Nimble Storage: Violume Conii

Cisco SNMPv2 - Example
Cisco SNMPv3 - Example
Cisco: CSP SNMP Port 161 Example
Cisco: CSP SNMP Port 1610 Exampl
Dell EMC: Isilon SNMPv2 Example
Dell EMC: Isilon SNMPv2 Test
EMT Deiault V2
EMT Default V3
IPSLA Example
LifeSize: Endpoint SNMP
Netapp Cmode Test
SNMP Public V1
SNMP Public V2
Database:
EM7 CDB
EMT7 Central Database
EMT Collector Database
EM7 DB
SOAP/XML Host:
AppDynamics Example
AWS Credential

Dynamic Applications Credentials
NetApp: Volume Snapshot 7-Mode Default: ]
NetApp: Volume Snapshot C-Mode . NDI\:E ult SNMP Credential

In the Dynamic Applications field, select the Dynamic Application you want to align.

In the Credentials field, select the credential specified in the table.

Click the [Save] button.

Repeat steps 1-4 for any other unaligned Dynamic Applications.

Relationships with Other Types of Component Devices

Additionally, the Dynamic Applications in the New Relic: APM PowerPack can automatically build relationships
between New Relic devices and other associated devices:

« Ifyou discover Linux devices using the Dynamic Applications in the Linux Base Pack PowerPack version 102
or later, SL1 will automatically create relationships between New Relic devices and Linux servers.

« Ifyou discover Windows servers using the Dynamic Applications in the Microsoft Base Pack PowerPack
version 107 orlater, SL1 will automatically create relationships between New Relic devices and Windows
servers.

o Ifyou discover Windows servers using the Dynamic Applications in the Microsoft: Windows Server PowerPack
version 108 or later, SL1 will automatically create relationships between New Relic devices and Windows
servers.
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Viewing New Relic Component Devices

In addition to the Device Manager page (Registry > Devices > Device Manager), you can view the New Relic
service and all associated component devices in the following places in the user interface:

« The Device View modal page (click the bar-graph icon ['.d] for a device, then click the Topology tab)
displays a map of a particular device and all of the devices with which it has parent-child relationships.
Double-click to select any listed device. This reloads the page to make the selected device the primary
device:

Device View Reset Guide

[ Component Mapping

]

Configuring New Relic Monitoring 12



o The Device Components page (Registry > Devices > Device Components) displays a list of all root devices
and component devices discovered by SL1 in an indented view, so you can easily view the hierarchy and
relationships between child devices, parent devices, and root devices. To view the component devices
associated with a New Relic service, find the service and click its plus icon (+):

Device Components | Devices Found [17] Actions Reset Guide

T e

Device Name * IP Address Category. Device Class | Sub-class DD Organization State: Group State

C I — [ o— e e—
IR .| Infrastructure. = - APM New Relic, Inc. | Infrastructure Group 378 NewRelc PNGE (0] CUG_Automation  Active. mEA |
Device Name * 1P Address Category. Device Class | Sub-class DID Organization Group State’

C C ) ) [ —] ) L2 ) )

1 - = Host New Relic, Inc. | Server 1383 New Relic PN cuc_Automation  Active WERR |
2 _ L] = Host New Relic, Inc.| Server 379 NewReic CUG_Automation  Unavaiable [-3<L ¥ Yul
T o .
a _ - = Host New Reic, Inc. | Server 1384 New Relic _ CUG_Automation  Unavailable 1L T 1n!
BT e o [ o s 93
R, | isiooswicon L] - Host New Relc, Inc. | Server 1385 NewRelc P cuc_Automation  Actve CY-TY Y=l

Device Curent Collection Golleston
Device Name - 1P address Gategory Device s | Subclass oo Organization Stte Growp Stie
( ( C C [ — ) (=estn v ( C )
1+ - = APM New Relic, Inc. | NET Applications Group 384 NewRelc CUG_Automation  Active R |
EAES - .| Go Appiications - - APM New Relic, Inc. | Applications Group 385 NewRelic P10 CUG_Automation  Active <L T 1]
3+ - = APM New Relic, Inc. | Java Applications Group 383 NewRelc CUG_Automation  Active R |
4+ L] = APM New Relc, Inc. | NodeJS Applcations Group. 388 NewRelc CUG_Automation  Active ®mHRR [
5 + [ A - APM New Relc, Inc. | PHP Appiications Group 38  NewRelc PNTET] cue_Automation  Active. WO |
5+ . = APM New Relic, Inc. | Python Applications Group. 367 NewRelc CUG_Automation  Active -1 F Y|
7 - = APM New Relc, Inc. | Ruby Applications Group 387 NewRelc CUG_Automation  Active R |
Device Curent Caliection Collection
Device Name * 1P Agsress Cateqory Device Ciass | Subcass oo Organization Sate Grou Site
C ) ) [ [ —] ) Getesth v
1 _ - = ‘Appiication New Relic, Inc. | Ruby Application 395 New Relic _ CUG_Automation  Unavalable mOR s |
{Select Action] 2] co |

o The Component Map page (Views > Device Maps > Components) allows you fo view devices by root
node and view the relationships between root nodes, parent components, and child components in a map.
This makes it easy to visualize and manage root nodes and their components. SL1 automatically updates the
Component Map as new component devices are discovered. The platform also updates each map with the
latest status and event information. To view the map for a New Relic service, go to the Component Map
page and select the map from the listin the left NavBar. To learn more about the Component Map page,
see the Views manual.

Device Component Map

ES X

[Ee e ——
Trace_Fier_Scroanshot

e - ’ I |

i
i
D
C
]
'8
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Chapter

New Relic Dashboards

Overview

The following section describes the device dashboards that are included in the New Relic: APM PowerPack:

Device Dashboards ... . i 14
New Relic: APM ARRIICOHON ..o e 15
New Relic: APM Applications GroUp ... e 16
New Relic: APM Server . 17

Device Dashboards

The New Relic: APM PowerPack includes device dashboards that provide summary information for New Relic
applications and applications groups.
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New Relic: APM Application

The

it v

Device Dashboard: | New Relic: APM i

| oranzuon |

Apdex Score (%) End-User Apdex Score (%) _ Error Rate (%)

Application

CPU Usage (%)

ot

Apdex Score Percent (Last 12 hours)

@ v | s | e | e | 2w | 2 | o | o | W | 20 | o | 4 | oo | w0

CPU Usage and Busy Time (Last 12 hours)
0.01%

0.0075% 0.05%
1001 0.005%
0.025%
0.0025%
08|
T T T T T
0200 0400 08:00 08:00 10:00 o e

—— No Matching Data -~ Apdex Score Percent

Requests and Response Time (Last 12 hours)

0.06Requests/Minute |

0.04Requests/Minute |

0.02Requests/Minute 7|

T T T
12:00 03:00 06:00

Mo Matching Data (Last 12 hours)

N ! y y y
ORequests/Vinute P 0500 0200 1200

[ — Requests ---- Response Time ]

— CPU Usage -~ Busy Time

T T
02:00 12:.00

4mE |
S0ps
25ps 2MB
v v T T T T T
o |ovE 0200 0400 05:00 02:00 10:00 12:00
[ — Memory Usage — Mo Data

New Relic: APM Application device dashboard displays the following information:

Apdex Score

End-User Apdex Score

Error Rate

CPU Usage

Apdex Score Percent over a period of time

CPU Usage and Busy Time over a period of time
Requests and Response Time over a period of time

Memory Usage over a period of time
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New Relic: APM Applications Group

Device Dashboard: | New Relic: APM Applications Group ¥

Devicz Name  Go Applications
o 1703

New Relic, Inc.

Mew_Relic

Root Device api

Class

Organization

Managed Type

‘Component Device

Catzgory  APM
Sub-Clsss  Applications Group
Uptime 0 days, 00:00:00
Group / Collestsr GUG_Automation | KNT-ISO1-CU1-53

Applications Grou|

Farent Device  Sciencelogic, Inc._1

Device Hostname

Healith Status Count Healih Stalus Percent Elements
Active Everts [ — | Y
1.08Azes 100% | Cleared Events |3 | My
Active T -8
Resalved Tickets | — )
1.04Apps
0% Log Messages | 4 [
Sofware -2
1.028pps
80% Proce: — i
Services | — gk
RLE
or= TCPPorts — ol
40%
.88Apps
20%
.86AppS
Sdeps 0zl00 o500 0800 1200 o 0300 0500 0600 1200
[ — Go Health Status Counts {Apps) ] [ — Go Health Status Percent (%) l
Topology Map Device Logs
Eve
Date Time nt Sevent Rep
. Component Mapping A Source 1D ¥ Message gats
R | | [ o 10

2019-09-Intern¢ - —  Component device record created (Class: New Relic, Inc. | Applicatio 0

S et s e

The New Relic: APM Applications Group device dashboard displays the following information:

Health Status Count over a period of time

o Health Status Percent over a period of time
« Topology Map
o Device Logs
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New Relic: APM Server

Performance Topology

| _Tokets [0

Pevice Dashboard: | New Relic: APM Server ¥

Configs

Summary

| et | Oganization |

Device Name  content-docs
o 8
Zizsz New Relic, Inc.

Mansged Tysz | Component Device

Organizaton New Relic Uptime 0 days, 00:00:00
Root Device  api
Earen: Device  Infrastructure

Device Hostname

Group [ Collecter CUG_Automation | KNT-Patch2-CU1-65

Server

CPU & Memory {Last 12 hours}

& s | e |42 ] D | 20 | 3D | 7D | 44D | 30D | 0D | 0D |

Availability

100%
50%
50% |
There are no events or tickets for this device
40% |
20%
Lu.._ . AL
o 0400 0800 1200
[ — CPU Usage (%) — Memory Used (%) l

CPU Sysitem & User {Last 12 hours}

Disk Reads & Writes {Last 12 hours}

[ = CPU System Busy (%) — CPU User Busy (%) ] l = Disk Read Operations — Disk Write Operafions ]

I50%
B0Reads/Second 16E
+0% Dpurmrrs
0.75GB
o 40Reads/Secand |
05GE
[20%
20Reads/Secand |
0% A j0.25GE \
A AA A A
o 0£00 0800 17pg | PFeads/Secend 0400 08:00 12o0 | %F 0400 0z00 1200

[ = Swap Usage — Memory Used ]

The New Relic: APM Server device dashboard displays the following information:

« CPU and Memory over a period of time

« Events associated with the server

o Availability

« Stolen CPU

o CPU System & User over a period of time
« Disk Reads & Writes over a period of ime

o Swap & Memory Usage over a period of time
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LIMITATION OF LIABILITY AND GENERAL DISCLAIMER

ALL INFORMATION AVAILABLE IN THIS GUIDE IS PROVIDED "AS IS," WITHOUT WARRANTY OF ANY
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Copyrights and Trademarks

Sciencelogic, the Sciencelogic logo, and EM7 are trademarks of Sciencelogic, Inc. in the United States,
other countries, or both.

Below is a list of frademarks and service marks that should be credited to Sciencelogic, Inc. The ® and ™
symbols reflect the trademark registration status in the U.S. Patent and Trademark Office and may not be
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« Sciencelogic™

e EM7™ andem7™
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o Dynamic Application™
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The absence of a product or service name, slogan or logo from this list does not constitute a waiver of
Sciencelogic’s frademark or other intellectual property rights concerning that name, slogan, or logo.

Please note that laws concerning use of trademarks or product names vary by country. Always consult a
local attorney for additional guidance.

Other

If any provision of this agreement shall be unlawful, void, or for any reason unenforceable, then that
provision shall be deemed severable from this agreement and shall not affect the validity and enforceability
of any remaining provisions. This is the entire agreement between the parties relating to the matters
contained herein.

In the U.S. and other jurisdictions, trademark owners have a duty to police the use of their marks. Therefore,
if you become aware of any improper use of ScienceLogic Trademarks, including infringement or
counterfeiting by third parties, report them to Science Logic’s legal department immediately. Report as much
detail as possible about the misuse, including the name of the party, contact information, and copies or
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