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Chapter

Introduction

Overview

This manual describes how to configure SL1 to monitor Oracle Database instances.

NOTE: Sciencelogic provides this documentation for the convenience of Sciencelogic customers. Some of
the configuration information contained herein pertains to third-party vendor software that is subject
to change without notice to Sciencelogic. Sciencelogic makes every attempt to maintain accurate
technical information and cannot be held responsible for defects or changes in third-party vendor
software. There is no written or implied guarantee that information contained herein will work for all
third-party variants. See the End User License Agreement (EULA) for more information.

What is Oracle Database?

Oracle Database is a multi-model database management system used for running online transaction processing,
data warehousing, and mixed database workloads.

What Does the Oracle: Database PowerPack Monitor?

The Oracle: Database PowerPack includes Dynamic Applications that can monitor performance metrics and
collect configuration data for Oracle databases and their instances.

In addition to Dynamic Applications, the PowerPack includes the following features:

» Dynamic Applications to discover, model, and monitor performance metrics and collect configuration data
for Oracle Database instances

 Event Policies and corresponding alerts that are triggered when Oracle devices meet certain status criteria
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Device Classes for each of the Oracle devices monitored
Sample Credentials for discovering Oracle devices

A Device Dashboard to display summary information about an Oracle Database instance

What Operating Systems Does the Oracle: Database
PowerPack Monitor?

The Oracle: Database PowerPack supports operating system discovery for a variety of operating systems. The
following operating systems can be monitored by the Oracle: Database PowerPack:

AlX

CentOS

HP-UX

Oracle Linux

Red Hat Enterprise Linux
Solaris

SUSE Linux

Ubuntu

Windows

Installing the Oracle: Database PowerPack

Before completing the steps in this manual, you must import and install the latest version of the
Oracle: Database PowerPack.

NOTE: [f you are using PEM key to connect to a Unix server on Oracle Database v101 and you upgrade

your SL1 versionto 8.14.11+, 10.1.6+, 10.2.1+ or 11.1.0+, the PowerPack will not work. If this
applies to you, try to upgrade to v102 or enter your username/password to access the SSH key.

If you have the SLPS: Oracle DB PowerPack or the Oracle DB PowerPack installed, you must remove them from
your SL1 system.

You must also remove any pre-existing discovered Oracle Database device trees and all Oracle device classes
before installing.

NOTE: If you are upgrading from an earlier version of the PowerPack, see the Release Notes for the version

you are installing for upgrade instructions.
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TIP: By default, installing a new version of a PowerPack overwrites all content from a previous version of that
PowerPack that has already been installed on the target system. You can use the Enable Selective
PowerPack Field Protection setting in the Behavior Settings page (System > Settings > Behavior) to
prevent new PowerPacks from overwriting local changes for some commonly customized fields. (For
more information, see the System Administration manual.)

To download and install a PowerPack:

Download the PowerPack from the Sciencelogic Support Site.

p—

Go to the PowerPack Manager page (System > Manage > PowerPacks).

2
3. Inthe PowerPack Manager page, click the [Actions] button, then select Import PowerPack.
4

The Import PowerPack dialog box appears:

Import PowerPack™

[Browse for file... | Browse..

License: | |

5. Click the [Browse] button and navigate to the PowerPack file.

6. When the PowerPack Installer modal appears, click the [Install] button to install the PowerPack.

NOTE: If you exit the PowerPack Installer modal without installing the imported PowerPack, the imported
PowerPack will not appear in the PowerPack Manager page. However, the imported PowerPack
will appear in the Imported PowerPacks modal. This page appears when you click the [Actions]
menu and select Install PowerPack.
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Configuring Oracle Monitoring

Overview
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Prerequisites for Monitoring Oracle Database Instances

To configure the SL1 system to monitor Oracle Database instances using the Oracle: Database PowerPack, you
must first have the following prerequisites and permissions:

* The Oracle database user must have access the following privileges:

o sys_privileges: GRANT CREATE SESSION

° role_privileges: GRANT SELECT _CATALOG_ROLE

° tan_privileges: GRANT SELECT ON SYS.V_$DIAG ALERT EXT, GRANT SELECT ON SYS.TS$
* The Oracle database user must have access to the following tables:

° all tables

° dba_data files

° dba_free space

° dba_registry

° dba_scheduler jobs

° dba_tablespaces

° dba_temp files

° gv$sort segment

° sys.dba_ind partitions

° sys.dba_ind subpartitions

° sys.dba_indexes

° sys.dba_objects

° sys.v_$database block corruption

° v$archive dest

° v$archived log

° v$block change tracking

° v$controlfile

° v$database

° vidatafile

° v$datafile_header

° v$diag alert ext

° v$dispatcher

° v$latch

° v$librarycache

° vilog
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° v$log_history
° v$logfile
° v$open cursor
° v$parameter
° vSresource_limit
o vrollstat
° v$rowcache
° v$session
° v$sesstat
o v$statname
° v$sysstat
° v$tablespace
o v$tempfile
o v$version
¢ |f you are monitoring an RAC system, the user must have access to the following:
° v$asm_diskgroup
° v$recovery file dest

e On any Unix environment, the user must set the following ORACLE_ HOME environment variable to point to
the directory where the Oracle database client software is installed. If the variable is not set, the PowerPack
will exhibit inconsistent results:

© SORACLE HOME

* The Oracle database user must have permission to alter sessions.
e Minimal permissions (for Linux) of Oracle files (installed in the customer's server) include:
° Directories: --x
° Binaries (oracle path/bin): --x
° Libraries (oracle path/lib): r-x
° File “listeners.ora”: r--
° File “tnsnames.ora”: r--

° Everything else that’s not an executable: r--

NOTE: r= read; w= write; x= execute; —= denied. All files and directories can be owned by another non-
credential user in SL1. However, the permissions must be given to the credential user's group, or to
everyone else (Other).
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TIP: If you do not want to configure permissions, you can move the SSH user to the group used by the Oracle
installer.

Configuring Oracle Credentials

To monitor Oracle Database instances using SL1, you must create two credentials. The types of credentials that
are required for monitoring depend on the type of server that is hosting the Oracle Database:

e Linux and Unix users must use an SSH/Key credential and a SOAP/XML credential

e Windows users must use a PowerShell credential and a SOAP/XML credential

Suggested Timeout Configuration

There are current platform limitations to implement a timeout for Database Server sessions.
To prevent issues and perform the suggested configuration:
1. Create a new profile for the DB user in the Database.

2. Configure the profile with these queries:

. ALTER PROFILE <profile> LIMIT IDLE TIME 3

. ALTER PROFILE <profile> LIMIT CONNECT TIME 3

With this configuration implemented, a three-minute minute timeout session is established. This allows the user
time to stop the collection if it prevents SL1 to create SIGTERMs.

Creating an SSH/Key Credential (Linux Users)

Linux and Unix users must create an SSH/Key credential.
To create an SSH/Key credential :
1. Go to the Credential Management page (System > Manage > Credentials).

2. Click the wrench icon ( P) for the "Oracle: DB SSH Server Example" credential. The Credential Editor
modal page appears:
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Credential Editor [112] X

Edit $SH/Key Credential #112

New Reset

Basic Settings

Credential Name

[Oracle: DB SSH Server Example

Hostname/IP

Timeout{ms)

%D

] [22

| 3000 |

Username

Password

[<Server_UserName>

Private Key (PEM Format)

3. Supply values in the following fields:

o Credential Name. Type a new name for the credential.

o Hostname/IP. Type "%D" or the IP address of the server that is hosting the Oracle Database.

e Port. Type 22.

o Username. Type the username for the Linux server that is hosting the Oracle Database.

e Password. Type the password for the Linux server that is hosting the Oracle Database.

« Private Key (PEM Format). Optional. Use if required for SSH authentication. For information on
gathering a private key, see the section on Enabling PEM on a Linux Machine.

4. Click the [Save As] button.

5. When the confirmation message appears, click [OK].

NOTE: The credential ID will appear at the top of the window after it has been saved. Take note of the ID as
you will need it when creating the SOAP/XML credential.

Creating a PowerShell Credential (Windows Users)

Windows users must create a PowerShell credential.

To create a PowerShell credential:

Configuring Oracle Credentials
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1. Go to the Credential Management page (System > Manage > Credentials).

2. Click the wrench icon ( P) for the "Oracle: DB Powershell Example" credential. The Credential Editor
modal page appears:

Credential Editor [136] x

Edit PowerShell Credential #136
Basic Settings
Profile Narme Account Type
Orade: DB Powershel Example | [[Local] I
Hostname/P Timeout(ms)
<IP_OF_THE_SERVER > | 10000
Username Password
< ISERMAME_GOES_HERE > | [enssssssnssansnnns
Encrypted Port PowerShel Proxy Hostname/lP
[mo] [] [s98s ] |
Active Directory Settings
Active Directory HostnamesP Dormain

3. Supply values in the following fields:

« Profile Name. Type a new name for the credential.

o Account Type. Select Local. However, if you plan to host an Oracle Database in a server that is part
of an Active Directory, select Active Directory and configure a user without admin permissions.

NOTE:For ease of configuration, Sciencelogic recommends using an Active Directory account that is a
member of the local Administrators group.

« Active Directory Settings. Hostname/IP of the AD Server, not the server’s IP that is part of the AD.
¢ Domain. Domain the useris in.
o Hostname/IP. Type "%D" or the IP address of the server that is hosting the Oracle Database.

o Timeout (ms). Type the time, in milliseconds, after which SL1 will stop trying to collect data from the
authenticating server. For collection to be successful, SLT must connect to the authenticating server,
execute the PowerShell command, and receive a response within the amount of time specified in this

field.
e Username. Type the username for the Windows server that is hosting the Oracle Database.
e Password. Type the password for the Windows server that is hosting the Oracle Database.

o Encrypted. Select whether SL1 will communicate with the device using an encrypted connection.
Choices are:
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° yes. When communicating with the Windows server, SL1 will use a local user account with
authentication of type "Basic Auth". You must then use HTTPS and can use a Microsoft Certificate

or a self-signed certificate.

° no. When communicating with the Windows server, SL1 will not encrypt the connection.
e Port. Type 5985 (http) or 5986 (https).
o PowerShell Proxy Hostname/IP. Leave this field blank.

4. Click the [Save As] button.

NOTE: The credential ID will appear at the top of the window after it has been saved. Take note of the ID as
you will need it when creating the SOAP/XML credential.

If you do not have Local Administrator access to the servers that you want to monitor with PowerShell or WinRM,
or if the monitored Windows server is a Domain Controller that will not be in the local Administrators group, then
you must first create a domain user account or create a local user account on the Windows Server.

To configure Windows Servers to allow access by your non-administrator user account:

1. See Option 3: Creating a Non-Administrator User Account in the Configuring Windows Servers for
Monitoring with PowerShell manual, and follow Option 3's steps.

2. Configure a Server Authentication Certificate. See Step 2: Configuring a Server Authentication Certificate in
the same manual to follow steps if needed.

3. Configure a Windows Remote Management. See Step 3: Configuring Windows Remote Management and
follow the “Option 1: Using a Script to Configure Windows Remote Management” instructions.

Creating a SOAP/XML Credential

To create the SOAP/XML credential:

1. Go to the Credential Management page (System > Manage > Credentials).

Configuring Oracle Credentials


https://docs.sciencelogic.com/8-14-2/Content/Web_Vendor_Specific_Monitoring/Windows_PowerShell/chapter_03_config_PowerShell.htm?TocPath=PowerPacks%7CMonitoring%20Windows%20Systems%20with%20PowerShell%7CConfiguring%20Windows%20Servers%20for%20Monitoring%20with%20PowerShell%7C_____4#Creating_Local_Non_Admin_User
https://docs.sciencelogic.com/pdf/sciencelogic_monitoring_windows_powershell_8-14-1.pdf
https://docs.sciencelogic.com/pdf/sciencelogic_monitoring_windows_powershell_8-14-1.pdf
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2. Click the wrench icon ( P) for either the "Oracle: DB Example" credential for Windows users. The
Credential Editor modal page appears:

Edit SOAP/XML Credential #107 MNew Reset
Basic Settings Soap Options
Profile Name Content Encoding Method HTTP Version Embedded Password [%P]
|orade: DB RAC 128 | [T textfxml ] [~ [[eET] o [[HreiLal =] | | |
URL [ hitp{s)://Host: Port/Path | %D = Aligned Device Address | %N = Aligned Device Host Name ] Embed Value [%1] Embed Value [%e2]
htp:/%n I | ] J
HTTP Auth User HTTP Auth Pazsword Timeout (seconds) Embed Value [%:3] Embed Value [%c4]
[system ] |.ooo.... ] |2 ] | ] l ]
Proxy Settings HTTP Headers
Hostname/IP Port User Password + Add a header
[ | o 1 J
[SID:racdb 1:PORT: 1521 &
CURL Options [ssH:106 "3
CAINFO al HOsT:10.2,5.127 b‘
CAPATH
CLOSEPOLICY
COMMECTTIMEOUT
COOKIE =
COOKIEFILE
COOKIEJAR
COOKIELIST
CRIE ¥
Save Save As

3. Update the values in the following fields:

Basic Settings

« Profile Name. Type a new name for the credential.

o URL. Leave the default value of https://%D.

e HTTP Auth User. Type the username for the Oracle Database account.

e HTTP Auth Password. Type the password for the Oracle Database account.

NOTE: Discovering multiple instances on a single database server is supported, but all instances must share
the same credentials entered in the SOAP/XML credential's HTTP Auth User and HTTP Auth

Password fields.
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HTTP Headers

o HTTP Headers. Add the following headers by clicking + Add a header. A header should be added
for each Oracle Database instance you are monitoring:

o SID: <Oracle Instance SID>:PORT<Oracle Instance Port that is

listening for DB requests>. Forexample:

SID:SL121:PORT:22

For ASM instances, add "ASM" as the SID value. The entire ASM name must be added as the SID
value. For example, if +ASM1 is the name, the header will be:

SID:+ASM:PORT:1521

o SERVICE NAME: <Service Name acts as an alias to SID>:PORT:<Oracle

Instance Port that is listening for DB requests>. Forexample:

SERVICE NAME:SL121:PORT:1521

NOTE: If the SERVICE_NAME is different than the SID, discovery will not work.

° |fa host, or IP address, for the Oracle: Database is assigned to a different IP address from the
server, you must add an additional header to the SOAP credential.

If each Oracle database instance is registered to an IP address, add a header for HoSt in addition
to SID and port. The PowerPack will connect the host IP addresses to the respective Oracle
database instance. For example:

Ex - sid:<>:port<>:host:<>

If all Oracle database instances are registered to a single IP address that is different from the server,
add a header with only the host information. This header will force the PowerPack to use the host IP
address to connect to all Oracle database instances. For example:

HOST:<>

If no HOST is provided in the header, the PowerPack will use the root IP address or the server IP
address to connect to all Oracle database instances.

NOTE: Only the SIDs listed in the credential will be discovered.

NOTE: For ASM instances, all Dynamic Applications (except the RAC Dynamic Applications) will be aligned
to the instance but will show "NO DATA".
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© <O0S_TYPE>:<CRED_ID>. The OStype and ID of the SSH/Key credential or PowerShell
credential you created. For OS type, enter SSH for Linux or PSH for Windows. For example:
SSH:152
or

PSH:153

NOTE: Only one OS type per credential is supported.

4. Click the [Save As] button.

Enabling PEM on a Linux Machine

Linux and Unix users can create an SSH/Key credential in order to monitor Oracle Database instances in SL1.
The Private Key (PEM Format) field may be filled when creating an SSH/Key credential. To enable PEM on a
Linux machine, perform the following steps:

1. Create a PEM folder to place the identity keys.

NOTE: Sciencelogic suggests that you create a PEM folder inside the .ssh folder of the user that will use the
PEM authentication.

2. Run the following command on your Linux machine to create the SSH key. This command will create public
and private keys:

ssh-keygen -b 2048 -f identity - t rsa

NOTE: The value "identity" in the command above will be the name of the file that is generated. This value
can be replaced with any file name.

3. The private key generated from this command is the .pem file needed for the SSH/Key credential. Copy the
contents of the file to input into the SL1 credential.

4. Add the generated public key to the authorized keys file that is found in ~/.ssh/authorized keys
manually or by using the following command:

cat identity.pub >> ~/.ssh/authorized keys
5. Restart the SSH service by running the following command:

sudo service ssh restart
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Following the steps above, you can create an SSH/Key credential in SL1 by supplying your Linux server username,
Linux server password, and private key. If you would like to create an SSH/Key credential by supplying only your
Linux server username and private key, perform the following steps on your Linux machine:

1. Hndfhesshd_configf”e

2. Findthe PasswordAuthentication command line, delete yes, and input no.

3. Restart the SSH service by running the following command:

sudo service ssh restart

Discovering Oracle Database Instances

To create and run a discovery session that will discover an Oracle instance, perform the following steps:

1. On the Devices page (=8) or the Discovery Sessions page (Devices > Discovery Sessions), click the [Add
Devices] button. The Select page appears:

Select the type of devices you want to monitor

General Information

A Azure

cmx €3 aAws

2. Click the [Unguided Network Discovery] button. Additional information about the requirements for
discovery appears in the General Information pane to the right.

3. Click [Select]. The Add Devices page appears:

Discovering Oracle Database Instances 16



Add Devices X

Oraclelnstance

Select the organization to add discovered devices to

System v

« Back o

4. Complete the following fields:

o Name. Type a unique name for this discovery session. This name is displayed in the list of discovery
sessions on the [Discovery Sessions] tab.

o Description. Optional. Type a short description of the discovery session. You can use the text in this
description to search for the discovery session on the [Discovery Sessions] tab.

« Select the organization to add discovered devices to. Select the name of the organization to
which you want to add the discovered devices.

5. Click [Next]. The Credentials page of the Add Devices wizard appears:

Add Devices X
Choose credentials that connect your devices b
= @
PR e usteom
Azure Credential - Proxy SOAP/XML Tue Apr 23 2019 15:50:16 GMT+0000 (UTC)
Azure Credential - SOAP/XML SOAP/XML Tue Apr 232019 15:50:16 GMT+0000 (UTC)
Cisco CE Series Configuration SOAP/XML Tue Apr 232019 15:50:29 GMT+0000 (UTC)
Cisco CE Series History SOAP/XML Tue Apr 23 2019 15:50:29 GMT+0000 (UTC)
Cisco CE Series Status SOAP/XML Tue Apr 232019 15:50:29 GMT+0000 (UTC)
Cisco CUCM Example Basic/Snippet Tue Apr 23 2019 15:49:26 GMT+0000 (UTC)
Cisco Meeting Server Example Basic/Snippet Tue Apr 232019 15:49:41 GMT+0000 (UTC)
Cisco SNMPV2 - Example SNMP Tue Apr 232019 15:50:10 GMT+0000 (UTC)
Cisco SNMPv3 - Example SNMP Tue Apr 23 2019 15:50:10 GMT+0000 (UTC)
Cisco VOS CUC Cluster Status Basic/Snippet Tue Apr 232019 15:49:07 GMT+0000 (UTC)
Cisco VOS IM&P Cluster Status Basic/Snippet Tue Apr 23 2019 15:49:07 GMT+0000 (UTC) .
Bk
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6. On the Credentials page, select the SOAP/XML credential you created.

7. Click [Next]. The Discovery Session Details page of the Add Devices wizard appears:

Add Devices X

8. Complete the following fields:
o List of IPs/Hostnames. Type the IP address for the server that is hosting your Oracle Database.

o Which collector will monitor these devices?. Select an existing collector to monitor the discovered
devices. Required.

e Run after save. Select this option to run this discovery session as soon as you click [Save and
Close].

In the Advanced options section, click the down arrow icon () to complete the following fields:
o Discover Non-SNMP. Enable this setting.
o Model Devices. Enable this sefting.

9. Click [Save and Close] to save the discovery session. The Discovery Sessions page (Devices > Discovery
Sessions) displays the new discovery session.

10. Ifyou selected the Run after save option on this page, the discovery session runs, and the Discovery Logs
page displays any relevant log messages. If the discovery session locates and adds any devices, the
Discovery Logs page includes a link to the Device Investigator page for the discovered device.
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Discovering Oracle Database Instances in the SL1 Classic User

Interface

To model and monitor your Oracle Database instances, you must run a discovery session. To create and run a
discovery session that will discover your Oracle Database instances, perform the following steps:

1. Go to the Discovery Control Panel page (System > Manage > Classic Discovery).

2. Click the [Create] button to create a new discovery session. The Discovery Session Editor window

appears:

Discovery Session Editor | Session Added | Editing Session [485]
Idantification Information :
Harme [BHE-CELACLE-D @ pescrplion &
IP and Cradentials Datection and Scanning Basic Sattings
1P Adcres pHanlmars Diacoss ry Lin Indial S Lesel o e Mesdel
T AR i [7] || Sysbarn Defaal [mcanmeandad) | =1 @ | MusEHMP Duicis DHCF
| Zean ThicHis o 9 !EI Q D ﬂ
| Sysbars Dafoull [recammandad) | | &
Uiginadl Pile o i Curvice: Wiadid Tache: TTL (i
Braen b i : T o ELonlE : @
[ Syatars Dafinsl [iwcsimmandad) | EI [7]
Pan Sran Timeoat Calection Serer P10 35
ENMP Cradenials | Sysbarm Dufianl [icarmmandad) | =] & || [sMadsiend] = @
@ | 11 = |
f—rmy i Diection Mathad & Pas Drganization
AFIVN-hta p-S P Dewica ] & ||| EHBEURCEAKING-DAL | =] @&
Cisce EMWPAE - Exareple ~ .
Cises EMMPL - Exareple LDP. 4E1 SHIMP Al Oumacas 1o Dirdies Droupis)
Cisee: CEP BHMP Pot 961 Exampla TCF 1~ tepivus ) L]
Cisee: CSP SHMP Pat 161 Exarepd TCR 2 - compresarst B EANTONOE R DAL LIKLIGALL HODES A
Dl ERC: [siicn MR Exarsple TP 3 - comprezarast BEE-EANTANDER-DVL-LIKLEDC
EMT Dtk W2 TP 5. 1@ Ert5-EANTANDE R DAL LIKLIGDCIE
CAAT Coean e TCP: 7 - atha Eit5-EANTAKDE R DAL WKDOWS-ALL HODES
Cthar Cridanishi TCP: 4 - duzind E:t3-EANTANDE R-DAL-AMKDOAWS-0C |
@ | [Tcr - sy [0 SANTANDE R DAL WIHDOWS 0002
AS Crodemal - Spscific Begon TCR: 13 - dirglima BHF-BREHT-HOUSEDAL-ALL-SITE MODES
Az Changic Cradensal SOAP TCP: 15« ritstal e EHF-BAIGHT HOUSE DL AMKDOWS [
Aururm Cradartial - China = = = - = EHF-BRIGHTHOLEE DAL E 5K
imertace Irseniory Timeout {me)
Ezure Crecdartial - Grrmany Eo0ton 8 & | | EHF_ERIGHT HOUSE-DALLILY
; 1 AL
e e T BB SE RHI G- DAL -ALL-SITE-NGOES
Azure Caechertial - Promy 10900 7]
Azuw Cradaslial - SDARINL Bypass Intasocs krtiony gy Divics Temelisa o
DQ | Ehaces a Template | [~ &
[ Sam | =1
a

3. Entervalues in the following fields:

 IP Address Discovery List. Type the IP address for the server that is hosting your Oracle Database.
One discovery session per server is supported. The IP address can be assigned to a different IP

address than the server.

o Other Credentials. Select the SOAP/XML credential that you configured in the previous section.

¢ Discover Non-SNMP. Select this checkbox.

¢ Model Devices. Select this checkbox.
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4. You can enter values in the other fields on this page, but are not required to and can simply accept the

default values. For more information about the other fields on this page, see the Discovery & Credentials

manual.

5. Click the [Save] button and then close the Discovery Session Editor window.

6. The discovery session you created will appear at the top of the Discovery Control Panel page. Click its
lightning-bolticon (¥ ) to run the discovery session.

7. The Discovery Session window will be displayed.

8. When the server that is hosting the Oracle Database is discovered, click its device icon (;) to view the
Device Properties page for that device.

9. After the server hosting the Oracle Database is discovered, the "Oracle: DB Instance Discovery" Dynamic
Application will automatically be aligned. This Dynamic Application will discover the Oracle Database
instances which will appear in the Device Manager page.

NOTE: If you are on a Windows system and are having issues with discovery, please see the Monitoring
Windows Systems with PowerShell manual section.

Discovering Oracle Database Instances
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Veritying Discovery and Dynamic Application Alignment

During discovery, SL1 will discover the root device then the Database instance. All applicable Dynamic
Applications will be aligned to the component as follows:

© Root

“Oracle: DB Instance Discovery™
“Oracle: DB Server Config®

Oracle: DB Instance Discovery

© Database_Instance

"Oracle: DB Resource Stats”

“Oracle: DB Components Status Config®
“Oracle: DB Open Cursors per Session Stats”™
"Oracle: DB Performance Stats”®

"Oracle: DB Tablespace Temp Stats”®

“Oracle: DB Session Stats™

"Oracle: DB Chained Rows Stats®

"Oracle: DB Tablespace Stats®

"Oracle: DB Database Size Stats”

“Oracle: DB Integrity Metrics Stats™

"Oracle: DB Tablespaces and Datafiles Status Config”®
"Oracle: DB Logswitch Rate Stats®

"Oracle: DB Instance Config®

“Oracle: DB Data Guard Gap Stats™

"Oracle: DB Log Alerts Config”®

To verify alignment of the Oracle Database Dynamic Applications:

—_—

1. Atfter discovery has completed, click the device icon for the Oracle device (; ). From the Device
Properties page for the Oracle device, click the [Collections] tab. The Dynamic Application Collections
page appears.
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NOTE: It can take two to three polling cycles after the discovery session has completed for Dynamic
Applications to appear in the Dynamic Application Collections page.

2. All applicable Dynamic Applications are automatically aligned to the root device and component devices
during discovery:

You should see the following Dynamic Applications aligned to the root device:

Verifying Discovery and Dynamic Application Alignment
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* Oracle: DB Instance Discovery

* Oracle: DB Server Config

Thresholds Collections Schedule
Relationships

Device Name | 10.2.5.69
IP Address /1D | 10.2.5.69 | 188
Class | Linux

Managed Type ~Physical Device
Category = Servers
Sub-Class | Generic

A

Uptime | 0 days, 00:00:00 o
Collection Time | 2021-06-04 14:29:00
Group / Collector CUG_Automation | KNT_Patch1_CU1_58

Organization | TestOrg_Oracle_Database
Collection Mode | Active
Description

Device Hostname

Dynamic Application™ Collections Expand Actions Reset Guide

Dynamic Application D Poll Frequency Type Credential Collector
-+ Oracle: DB Instance Discovery 2037 15 mins Snippet Configuration Oracle_DB_Linux_Auto_Test KNT_Patch1_CU1_5¢ / D
-+ Oracle: DB Server Config 2036 15 mins Snippet Configuration Oracle_DB_Linux_Auto_Test KNT_Patch1_CU1_5¢ D

v/

([Select Action]

Save

ICopyright © 2003 - 2021 SciencelLogic, Inc. All rights reserved.
Using an Oracle PP on an existing Linux device will not interfere with the historical data on the device. Instead, the
Oracle will align at the root with the other Linux Dynamic Applications.
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Device Hame | bksenddboil. burgerking com be Physical Device
Faggress 10 | 17222493 | 2561 Categary | ServErs
Chss | Lanux Zue-Clss | Owacle Linux Senver 7
BRE-BURGERKING-DAL Upome |4 days, 04:5643
= Actve Gobectizn Tme | 202-00-31 14:40:00
Descrigtion (e areup ) Cotector RMIMCMS-DAL-COLLECTOR-1 | sidalsidc0d.
Devica Hostname
namic Application™ Collactions
+ Linue: Zombés Process 1555 5 mins Snippet Pardformance BKB-BKE-DAL-LINUX-SSH -~ 1l
+ SLCOE: Linux Inodes Moniloring 1837 5§ mins Snippet Parformance BKB-BKE-DAL-LINUX-S5H  sldatsldcid 7l
+ Linu; Configuratsan Discavery 55T 15 mins Snippet Configuration BKE-BKE-DAL-LINUY-55H  sldalskicd 71N
+ Linuoe: CPU Configuestion 1554 1440 mins Snippet Configuration BHB-BKE-DAL-LINUX-Z5H  sldatsldcid ¥ I
-+ Linu; Hardwars Confiquration 1551 1440 ming Snippet Configuration BKB-BKE-DAL-LINUX.-53H  sldalsldcd i
+ Linu: ICDA Cache 2135 15 ming Snippel Configuration BKB-BKE-DAL-LINUX-SEH  sldalsldend ¥’
b Linuoe KCDA Inteiface Cache 2145 5 mine Snippet Configuration BEE-BKE-DAL-LINUK-S5H  sldalzidend 7
t Linuoe: Heawark Configuration 1547 15 ming Snippat Configuration BKE-BKE-DAL-LINUE-S5H - ¥l
+ Linuet: Proute Tabibe Conkguration 1556 15 muns Snippel Configuration BKB-BHE-DAL-LINUK-SSH - IR
+ Linuce: System Configuration 1546 1440 mins Snippet Configuration BKE-BKE-DAL-LINUX-55H  sldalzidcid i
+ Linws: TCP Senices Cordguration 1544 15 mins Snippat Configuration BKB-BKE-DAL-LINUX-S5H - 71N
|+ Oracle: D8 kstance Discovery 2074 15 mins Snippel Configuration BKB-ORACLE-Z3H sldalsldcid il
[+ Oracla: DB Server Condg 2073 15 mins Snippat Configuration BEB-DRACLE-231 sldalsldcid ¥y
- iy
t Linue: IC Filegystem berony 2137 0 mins Irtemal Collection imertory  BKE-BRE-DAL-LINUX-SSH - 7l
+ Linuoe: IC Itesfaca Inventory 21400 0 mirs Irtemal Collection kreertory  BKB-BKE-DAL-LINUX-S5H - "IN
+ Linwc; IC Process Imveniory 2143 0 mins Intgrmal Callpction inertory  BKB-BKE-DAL-LINUX.S3H - 7l
+ Linuot: Procass Inventary (C0A) 1783 0 mins Intemal Collection imertory  BKB-BRE-DAL-LINUK-SSH - 7R
+ Lime: K Avaiability 2136 0 mins Intemal Callechion PerformanciBKE-BKE-DAL-LINUX-S5H - - [
+ Linuge: IC Detail 2133 0 mins Intemal Callection Performancy BKE-BKE-DAL-LINUGSEH - f_
+ Linu 10 Filesystem Pedormancs 2138 0 mans Inteinal Callection PeformancBKE-BKE-DAL-LINUE-S5H - 7
+ Linuoe: 1 bntesface Performance 2141 0 mins Intemal Collection PerformancsBKB-BEE-DAL-LINUE-S5H - xF
t Linue: IC Poet Perfcemance 2144 0 mins Intemal Callection PerformanciBKE-BKE-DAL-LINUX-S5H -~ 7l
+ Linuoe: IC Process Performance 2142 0 mins Intemal Collechion Performanc: BKB-BEE-DAL-LINUX-S5H
-~ e Process Parf (DA} . e e
* [ [Select Action]

You should see the following Dynamic Applications aligned to non-RAC Oracle Database instances on Linux
and Solaris Systems:
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Oracle: DB Archived File System Stats
Oracle: DB Chained Rows Stats

Oracle: DB Components Status Config
Oracle: DB Instance Invalid Object Stats
Oracle: DB Data Guard Gap Stats
Oracle: DB Database Size Stats

Oracle: DB Instance Config

Oracle: DB Integrity Metrics Stats

NOTE: The Oracle: DB Integrity Metrics Stats Dynamic Application uses the prior() function which requires

SLT1 version 8.14.2 or newer.

Oracle: DB Log Alerts Config

NOTE: The Oracle: DB Log Alerts Config Dynamic Application requires that the database administrator

grant SELECT privileges in the v$diag_alert_text to the monitoring user.

Oracle: DB Logswitch Rate Stats

Oracle: DB Non-Archived File System Stats

Oracle: DB Open Cursors per Session Stats

Oracle: DB Performance Stats

Oracle: DB Resource Stats

Oracle: DB Session Stats

Oracle: DB Tablespace Stats

Oracle: DB Tablespace Temp Stats

Oracle: DB Tablespaces and Datafiles Status Config

You should see the following Dynamic Applications aligned to non-RAC Oracle Database instances on
Windows Systems:
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» Oracle: DB Chained Rows Stats

e Oracle: DB Components Status Config
* Oracle: DB Data Guard Gap Stats

* Oracle: DB Database Size Stats
 Oracle: DB Instance Config

* Oracle: DB Instance Invalid Object Stats

e Oracle: DB Integrity Metrics Stats

NOTE: The Oracle: DB Integrity Metrics Stats Dynamic Application uses the prior() function which requires
SL1 version 8.14.2 or newer.

» Oracle: DB Log Alerts Config

NOTE: The Oracle: DB Log Alerts Config Dynamic Application requires that the database administrator
grant SELECT privileges in the v$diag_alert_text to the monitoring user.

e Oracle: DB Logswitch Rate Stats

* Oracle: DB Open Cursors per Session Stats

e Oracle: DB Performance Stats

* Oracle: DB Resource Stats

* Oracle: DB Session Stats

» Oracle: DB Tablespace Stats

e Oracle: DB Tablespace Temp Stats

e Oracle: DB Tablespaces and Datafiles Status Config

You should see the following Dynamic Applications aligned to RAC Oracle Database instances on Linux and

Solaris Systems:

Verifying Discovery and Dynamic Application Alignment
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e Oracle: DB Archived File System Stats

» Oracle: DB Chained Rows Stats

e Oracle: DB Components Status Config
* Oracle: DB Data Guard Gap Stats

e Oracle: DB Instance Invalid Object Stats
* Oracle: DB Database Size Stats
 Oracle: DB Instance Config

e Oracle: DB Integrity Metrics Stats

NOTE: The Oracle: DB Integrity Metrics Stats Dynamic Application uses the prior() function which requires
SL1 version 8.14.2 or newer.

» Oracle: DB Log Alerts Config

NOTE: The Oracle: DB Log Alerts Config Dynamic Application requires that the database administrator
grant SELECT privileges in the v$diag_alert_text to the monitoring user.

e Oracle: DB Logswitch Rate Stats

» Oracle: DB Non-Archived File System Stats
» Oracle: DB Open Cursors per Session Stats
» Oracle: DB Performance Stats

* Oracle: DB RAC Disk Group Space Stats

» Oracle: DB RAC Flash Recovery Stats

* Oracle: DB RAC Global Cache Stats

NOTE: The Oracle RAC Dynamic Applications will only be aligned on RAC systems.

» Oracle: DB Resource Stats

» Oracle: DB Session Stats

* Oracle: DB Tablespace Stats

* Oracle: DB Tablespace Temp Stats

» Oracle: DB Tablespaces and Datafiles Status Config

You should see the following Dynamic Applications aligned to RAC Oracle Database instances on Windows

S
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» Oracle: DB Chained Rows Stats

e Oracle: DB Components Status Config
* Oracle: DB Data Guard Gap Stats

* Oracle: DB Database Size Stats
 Oracle: DB Instance Config

* Oracle: DB Instance Invalid Object Stats

e Oracle: DB Integrity Metrics Stats

NOTE: The Oracle: DB Integrity Metrics Stats Dynamic Application uses the prior() function which requires
SL1 version 8.14.2 or newer.

» Oracle: DB Log Alerts Config

NOTE: The Oracle: DB Log Alerts Config Dynamic Application requires that the database administrator
grant SELECT privileges in the v$diag_alert_text to the monitoring user.

e Oracle: DB Logswitch Rate Stats

* Oracle: DB Open Cursors per Session Stats
e Oracle: DB Performance Stats

* Oracle: DB RAC Disk Group Space Stats

» Oracle: DB RAC Flash Recovery Stats

* Oracle: DB RAC Global Cache Stats

NOTE: The Oracle RAC Dynamic Applications will only be aligned on RAC systems.

» Oracle: DB Resource Stats

» Oracle: DB Session Stats

* Oracle: DB Tablespace Stats

* Oracle: DB Tablespace Temp Stats

» Oracle: DB Tablespaces and Datafiles Status Config

Verifying Discovery and Dynamic Application Alignment
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Snippet and Snippet Argument Configuration for New Oracle
Dynamic Applications
You can configure snippets and snippet arguments in Oracle: Database Dynamic Applications to run SQL

queries.

Snippet arguments can be used for simple queries consisting of only SELECT and WHERE. Complex queries must
be defined in the snippet.

Running SQL Queries from Snippet Arguments

In the [Collections] tab of the a Dynamic Application, you can select a collection object in the Collection
Object Registry and edit the argument in the Snippet Arguments field.

For example, using the collection objects from the "Oracle: DB Performance Stats" Dynamic Application:
Snippet argument without a filter:

oracle://&silo_args=column=<column name>&table=<table name>
Snippet argument with a filter:

oracle://&silo_args=column=<column name>&table=<table name>&filter=<where clause>
Example:

o)

oracle://&silo_args=column=name&table=my table&filter=name LIKE '%abc%' AND id !=
0

NOTE: Spaces can be used in any of the arguments if necessary. Column should name a single column only.

Queries are consolidated into a single SQL query for each table. If you want to separate the queries, use the
following format:

oracle://&silo_args=column=name&table=my table a names&filter=name LIKE 'a%'

oracle://&silo_args=column=name&table=my table b names&filter=name LIKE 'b%'

Running Raw SQL Queries from the Snippet

You can run raw SQL queries in the snippets in Dynamic Applications by going to the [Snippets] tab and
selecting the snippet from the Snippet Registry:
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Dynamic Applications [1350] | Snippet Editor & Registry | Editing Snippet [2255] | Guide | Reset |
Snippet Hame Aclive State Required
Oracle: DB Chained Rows Stats ] [[Enabled ] v ([ Required - Stop Collection | ~]

Snippet Code
from silo.oracle_db.OracleDB_sql_collector import OracleDBSQLCollector
from silo.apps.errors import ErrorManager
import logging

query = """SELECT SUM(nvl(num_rows,8)) as num rows, SUM(nvl(chain_cnt,®)) as chain_cnt
FROM all_tables
WHERE owner NOT IN('SYS®,'SYSTEM')
AND (num_rows > @ OR chain_cnt > @)"""

logger = logging.getlogger("silo.” + _ name_ )
logger.debug("0Oracle Chained rows query Started™)
with ErrorManager(self):
collector = OracleDBSQLCollector(self)
results = collector.collect raw(query)
if results:
query_order = ["NUM_ROWS", "CHAIN_CNT"]
collector.handle_raw_results(self.oids, query order, results)
logger.debug("0Oracle Chained rows query Finished™)

T T

Snippet Registry
Snippet Name State Required o Dste Edit
1 P Oracle: DB Chained Rows Stats Enabled Required snip_2285 2020-09-28 14:47:36 d‘

In the "Oracle: DB Chained Rows Stats" Dynamic Application, you can edit the snippet to include a raw SQL query

in the following way:
from silo.oracle db.OracleDB sql collector import OracleDBSQLCollector
from silo.apps.errors import ErrorManager
import logging

query = """SELECT X, Y FROM table"""

with ErrorManager (self) :
collector = OracleDBSQLCollector (self)
results = collector.collect raw(query)
if results:
query order = ["X", "Y"] #
collector.handle raw results(self.oids, query order, results)

X and Y are collection object OIDs, in the order corresponding to the query column names.

Indexed Raw SQL Query

You can run indexed SQL queries in the snippets in Dynamic Applications by going to the [Snippets] tab and
selecting the snippet from the Snippet Registry.

For example, in the "Oracle: DB Tablespaces and Datdfiles Status Config" Dynamic Application, you can edit the
snippet to include an indexed SQL query in the following way:

from silo.oracle db.OracleDB sql collector import OracleDBSQLCollector

from silo.apps.errors import ErrorManager
import logging
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query = """SELECT x, x, y FROM table""" #<-The first column is the index; it is ok
to repeat a column

with ErrorManager (self):
collector = OracleDBSQLCollector (self)
results = collector.collect raw(query)
if results:
query order = ["X", "Y"]
collector.handle raw results(self.oids, query order, results, indexed=True)

X and Y are collection object OIDs, in the order corresponding to the query column names, not including the
index column.

Running Combined Raw SQL Queries and Snippet Arguments

If snippet arguments and raw queries are combined in a single Dynamic Application, the snippet argument code
must be executed first. The following example was added to the snippet in the "Oracle: DB Session Stats" Dynamic
Application:

with ErrorManager (self) :
collector = OracleDBSQLCollector (self)

# Collect snippet arg results
collector.collect()
collector.handle results()

# Collect raw query results
results = collector.collect raw(query)
if results:
collector.handle raw results(self.oids, query order, results)

Running SSH Commands from a Snippet

You can run SSH commands the snippets in Dynamic Applications by going to the [Snippets] tab and selecting
the snippet from the Snippet Registry.

For example, in the "Oracle: DB Non-Archived File System Stats" Dynamic Application, you can edit the snippet to
include an SSH command in the following way:

31

ssh.append ("your ssh command")
ssh results = ssh collector.run commands (ssh)
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Viewing Oracle Component Devices

In addition to the Devices page, you can view the Oracle Database and all associated component devices in the
following places in the user interface:

» The Device Investigator Map page (click Map in the Device Investigator page) displays a map of a
particular device and all of the devices with which it has parent-child relationships. Double-clicking any of
the listed devices reloads the page to make the selected device the primary device.

* The Device Components page (Devices > Device Components) displays a list of all root devices and
component devices discovered by SL1. The Device Components page displays all root devices and
component devices in an indented view, so you can easily view the hierarchy and relationships between
child devices, parent devices, and root devices. To view the component devices associated with an Oracle
Database, find the Oracle Database and click its plus icon (+).

» The Component Map page (Classic Maps > Device Maps > Components) allows you to view devices by
root node and view the relationships between root nodes, parent components, and child components in a
map. This makes it easy to visualize and manage root nodes and their components. SL1 automatically
updates the Component Map as new component devices are discovered. The platform also updates each
map with the latest status and event information. To view the map for an Oracle Database, go to the
Component Map page and select the map from the list in the left NavBar. To learn more about the
Component Map page, see the Views manual.
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Viewing Oracle Component Devices in the Classic SL1 User Interface

In addition to the Device Manager page (Registry > Devices > Device Manager), you can view the Oracle
Database instances and all associated component devices in the following places in the user interface:

* The Device View modal page (click the bar-graph icon ['d] for a device, then click the Topology tab)
displays a map of a particular device and all of the devices with which it has parent-child relationships.
Double-clicking any of the devices listed reloads the page to make the selected device the primary device:

Reast Guide

I Component Mapping

>

Ping Device
1y oif| el
102569

ORACLE
Database Server
Standalone
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» The Device Components page (Registry > Devices > Device Components) displays a list of all root
devices and component devices discovered by SL1 in an indented view, so you can easily view the hierarchy
and relationships between child devices, parent devices, and root devices. To view the component devices
associated with an Oracle Database instance, find the Oracle device and click its plus icon (+):

Device Components | Devices Found [4]

Devics Hame - 1P Address Category Devies Giass | Subclass oin Oroanization S

¥ ) ) [ )] (o=t v)
1+ wi021638 Pingable Ping | ICMP o Solris P cuc_Automation  Active T
RN . 1025113 w1025113 Pingable Ping | (CMP % Windows P cuc_automationt Active mne (]
- I — e v o Eciommman  sae s

e Coliecion Cotecion
Device Nan 1P Agsress Gategor Devies Clsss | Subdass oo o St
)| —]

2 Software Oracle 1 Database Instance %4 Mt P cuc_automation  Active YL s
+ + [RRErr w10259% Pingable Ping | ICMP 8  OrackDB P cuc_Automation  Active mue (]

(SectAcion] >
(T —

¢ The Component Map page (Classic Maps > Device Maps > Components) allows you to view devices by
root node and view the relationships between root nodes, parent components, and child components in a
map. This makes it easy to visualize and manage root nodes and their components. SL1 automatically
updates the Component Map as new component devices are discovered. The platform also updates each
map with the latest status and event information. To view the map for an Oracle Database instance, go to

the Component Map page and select the map from the list in the left NavBar. To learn more about the
Component Map page, see the Views manual.

Device Component Map

. [ —

Trsce Fiter_Seresnshot

AP
102569

ORACLE ORACLE
Database Server Database Server
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Troubleshooting Discovery Issues

Oracle: Database v102 includes a check oracle script for Discovery troubleshooting purposes. The script details
information about any Discovery/Alignment issues that appear once a Support Escalation is opened.
To run the included check_oracle script for the PowerPack:
1. Ensure the script has executable permissions:
>sudo chmod 744
/opt/em7/envs/2BF4A4FD8DC2BASEDDDS565F9CF373156/1ib/python2.7/site-
packages/silo/oracle db/check oracle.py

2. Execute the script as user s-em7-core:
>sudo -u s—-em’/-core
/opt/em7/envs/2BF4A4FD8DC2BASEDDDS65F9CF373156/1ib/python2.7/site-
packages/silo/oracle db/check oracle.py

3. When the script has finished, provide the results file:
/tmp/Oracle results 10.1.2.3 1622740963
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Oracle: Database Dashboards

Overview

The following section describes the device dashboard that is included in the Oracle: Database PowerPack:

Device Dashboard

The Oracle: Database PowerPack includes a device dashboard that provides summary information for an Oracle
Database instance. The device dashboard is aligned as the default device dashboard for the Oracle Database
instance.
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Oracle Database: Instance

e I I —
| logs | Evens | gees [ [ | | Ognzaion ]
Device Dashboard: | Oracle Database: Instance v

Chained Rows Data Size Tablespace Max Files Login Count Logswitch Gounter

Wﬂ
0% I 2020-11-12 11:00.00

81122 Oracle: DB Tablespace Siats | Space Percent Used | UNDOTBS (%) 71 %

e T T T T T
02:00 04:00 06:00 08:00 10:00

[ @ 51122 Oracle: DB Tablespace Stats | Space Percent Used | UNDOTBS (%) ]
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0400 0200 1200 0400 0200
@ Open Cursor Percent (%) — Active Session Percent (%)
Buffer Cache Hit Ratio (%) @ uiilization Percent (%) — Active Users (Users)

The Oracle Database: Instance device dashboard displays the following information:

* Six gauges that display the following metrics:
° Chained Rows
° Data Size
° Tablespace Max Files
° Login Count
° Logswitch Counter
° Session Locks
¢ Abar graph that displays the Top 5 Oracle: DB Tablespace Stats Space Percent Used
 Four line graphs that display the following information:
° Oracle: DB Tablespace Stats | Space Percent Used | UNDOTBS (%)
© Performance Stats
o Utilization Percent

°  Active Users
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