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Chapter

Introduction

Overview

This manual describes how to monitor Pure Storage FlashArrays in the Sciencelogic platform using the Pure
Storage PowerPack.

The following sections provide an overview of Pure Storage FlashArrays and the Pure Storage PowerPack:

What is Pure Storaged 3
What Does the Pure Storage PowerPack Monitor? ... L 4
Installing the Pure Storage PowerPack ... ... . 4

NOTE: Sciencelogic provides this documentation for the convenience of Sciencelogic customers. Some of
the configuration information contained herein pertains to third-party vendor software that is subject fo
change without notice to Sciencelogic. Sciencelogic makes every attempt to maintain accurate
technical information and cannot be held responsible for defects or changes in third-party vendor
software. There is no written or implied guarantee that information contained herein will work for all
third-party variants. See the End User License Agreement (EULA) for more information.

What is Pure Storage?

Pure Storage is a Flash-based storage solution provider. Its FlashArray solution provides multi-level cell, high-
performance Flash memory for applications such as server virtualization, desktop virtualization, database systems,

and cloud computing.
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What Does the Pure Storage PowerPack Monitor?2

The Pure Storage PowerPack includes:
o Dynamic Applications to discover and collect configuration and performance data for Pure Storage
FlashArrays and component devices
o Device Classes for each of the Pure Storage devices monitored

« EventPolicies and corresponding alerts that are triggered when Pure Storage devices meet certain status
criteria

o Asample Credential for discovering Pure Storage devices

o Dashboards that display information about Pure Storage devices

Installing the Pure Storage PowerPack

Before completing the steps in this manual, you mustimport and install the latest version of the Pure
Storage PowerPack.

To download and install a PowerPack:

TIP: By default, installing a new version of a PowerPack overwrites all content in that PowerPack that has
already been installed on the target system. You can use the Enable Selective PowerPack Field
Protection setting in the Behavior Settings page (System > Settings > Behavior) to prevent new
PowerPacks from overwriting local changes for some commonly customized fields. (For more information,
see the System Administration manual.)

1. Download the PowerPack from the Sciencelogic Customer Portal.

Goto the PowerPack Manager page (System > Manage > PowerPacks).

In the PowerPack Manager page, click the [Actions] button, then select Import PowerPack.

BN

The Import PowerPack dialog box appears:

Import PowerPack™

|Browse forfile... Es
License: | |

5. Click the [Browse] button and navigate to the PowerPack file.

6. When the PowerPack Installer modal page appears, click the [Install] button to install the PowerPack.
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https://portal.sciencelogic.com/portal/powerpacks

NOTE: If you exit the PowerPack Installer modal page without installing the imported PowerPack, the
imported PowerPack will not appear in the PowerPack Manager page. However, the imported
PowerPack will appear in the Imported PowerPacks modal page. This page appears when you click
the [Actions] menu and select Install PowerPack.
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Chapter

Configuring Pure Storage Monitoring

Overview

The following sections describe how to configure and discover Pure Storage FlashArrays and their component
devices for monitoring by the Sciencelogic platform using the Pure Storage PowerPack:

Generating a Pure Storage API Token . ... 6
Testing TCP Port Connectivity ... ... . e 7
Configuring a Pure Storage Credential . .. 7
Discovering Pure Storage Components ... .. ... ... .. i 8

Manually Aligning Dynamic Applications ... ... 10
Viewing Pure Storage Component Devices ... 12

Generating a Pure Storage APl Token

The Pure Storage PowerPack uses the Pure Storage REST API for collecting configuration and performance data.
The Pure APl uses port 44 3; therefore, you must have access to that port. You must also use an APl Token, which
you can create on the Pure FlashArray and then copy into the Basic/Snippet credential you create that enables

the Sciencelogic platform to discover and monitor the FlashArray.

There are two ways to create the APl Token:

« Generate the APl token through the Purity user interface (System > Users > Create APl Token)

o Generate the APl token through the Purity command line inferface (pureadmin create --api-token)

You can also view existing APl tokens in the Purity user interface by navigating to System > Users > API Tokens,
clicking the gear icon next to the username, and then selecting Show APl Token.
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After the APl Token has been generated, copy and save it for use in the credential.

Testing TCP Port Connectivity

The Pure Storage REST APl service runs on TCP port 443 from the primary IP address assigned to the Pure
FlashArray. This IP address should be the same one used to access the Purity user interface. To enable the
Sciencelogic platform to communicate with the Pure API, your Sciencelogic Data Collector or All-In-One
Appliance must have access to TCP port 443.

Totest TCP port connectivity, log in to the command line interface of your Data Collector or All-In-One Appliance
as the root user and type the following command:

nmap -p 443 10.1.1.10

[f TCP port 443 is open, the following message displays:

Starting Nmap 5.51 ( http://nmap.org ) at 2015-10-01 18:42 UTC
Nmap scan report for purestorage-001.mydomain.net (204.110.219.37)
Host is up (0.027s latency).

PORT STATE SERVICE

443/tcp open https

Nmap done: 1 IP address (1 host up) scanned in 0.36 seconds

If the port does not appear, or it appears with the state of "filtered", check your firewall settings. If there is a firewall
between the Sciencelogic Data Collector or All-In-One Appliance and the Pure Storage REST AP, ensure that it
can communicate over TCP port 443.

Configuring a Pure Storage Credential

To configure the Sciencelogic platform to monitor Pure Storage, you must first create a Basic/Snippet credential
that allows the Dynamic Applications in the Pure Storage PowerPack to connect with the Pure Storage FlashArray.
An example Basic/Snippet credential that you can edit for your own use is included in the Pure Storage PowerPack.

To create a Basic/Snippet credential fo access Docker hosts and swarms:
1. Gotothe Credential Management page (System > Manage > Credentials).

2. Locate the example Pure Storage Example credential, and then click its wrench icon ( E‘). The Edit
Basic/Snippet Credential modal page appears.
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3. Complete the following fields:

Credential Editor [86] x

Edit Basic/Snippet Credential #86

New

Basic Settings

Credential Name

[Pure Storage Example

Hostname/IP

Timeout{ms)

[%D | [443

Username

Password

[ADD_TOKEN_TO_PASSWORD

« Credential Name. Type a new name for the Pure Storage credential.

o Hostname/IP. Type "%D".

e Port. Type "443".

« Timeout(ms). Type a value greater than or equal to "5000".

o Username. Type your Pure Storage username.

o Password. Type or paste the Pure Storage APl token.

4. Click the [Save As] button.

5. When the confirmation message appears, click [OK].

Discovering Pure Storage Components

To discover and model your Pure Storage FlashArray and component devices for monitoring, you must run a
discovery session. Several minutes after the discovery session has completed, the Dynamic Applications in the Pure
Storage PowerPack will automatically align to the FlashArray root device. These Dynamic Applications will

discover, model, and monitor the remaining Pure Storage components.

To discover Pure Storage components:

1. Gotothe Discovery Control Panel page (System > Manage > Discovery), and then click the [Create]
button. The Discovery Session Editor page appears.
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2.

In the Discovery Session Editor page, complete the following fields:

Discovery Session Editor | Editing Session [1]

Identification Information
Name[Pure Storage ] (7] Description )
4
IP and Credentials Detection and Scanning Basic Settings
IP Address/Hostname Discovery List Initial Scan Level Discover Maodel
10.2.117.3 Q [[5 Deep discovery | v ] @ | Non-SNMP  Devices DHCP
4 td
Scan Throttle O e O
A [ [ System Default (recommended) | v ] O
y Device Model Cache TTL (h
Upload File Port Scan All IPs B o @
IE“’WSE for file... ] [7] [T System Default (recommended) | v @
Port Scan Timeout Collection Server PID: 3
SNMP Credentials [ [ System Default (recommended) | T ] 0 [ [KNT_Patchi_CU1_58] = ] 0
( | @
SNMP N Detection Method & Port Organization
Cisco SNMPy2 - Example ( ] @ | [[PureStorage ] v @
Cisco SNMPv3 - Example TCP: 437 -jasd N
Dell EMC: Isilon SNMPv2 TCP: 433 - nnsp X X
Dell EMC: Isilon SNMPv2 Example TCP: 434 - mobileip-agent l Add Devices to Device Group(s} @
EM7 Default V2 TCP: 435 - mobilip-mn
EM7 Default V3 TCP: 436 - dna-cml None B
IPSLA Example TCP: 437 - comscm Servers
LifeSize: Endpoint SNMP - TCP: 438 - dsfgw
= TCP: 439 - dasp
Other Credentials TCP: 440 - sgcp
[ l 0 TCP: 441 - decvms-sysmgt
TCP: 442 - cvc_hostd
EMC VMAX Example - —
o [ TCP: 443 - https | -
HDS SMI-5 Example Interface Inventory Timeout {ms)
LifeSize: Endpoint SSH/CLI [500000 le
Local APl
NetApp 7-mede Maximum Allowed Interfaces -
Nexus netconf [mm}n ]0
Bolycom{NNACDRIExaupla Bypass Interface Inventory Apply Device Template
[Pure Storage | v ([ Choose a Template ] v @
Log All
c e

« Name. Type a name for your discovery session.

o IP Address/Hostname Discovery List. Type the IP address for the Pure Storage FlashArray that you

want to discover.

« Other Credentials. Select the Basic/Snippet credential you created for Docker.

« Initial Scan Level. Select 5. Deep discovery.
« Detection Method & Port. Select TCP 443 - htps.
« Discover Non-SNMP. Select this checkbox.

« Model Devices. Select this checkbox.

Optionally, you can enter values in the other fields on this page. For more information about the other fields
on this page, see the Discovery & Credentials manual.

Click the [Save] button to save the discovery session, and then close the Discovery Session Editor window.

The discovery session you created displays at the top of the Discovery Control Panel page. Click its

lightning-bolt icon ( y

) to run the discovery session.

The Discovery Session window appears. When a root device is discovered, click its device icon (ﬁ) to
view the Device Properties page for that device.
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Manually Aligning Dynamic Applications

To verify that the Sciencelogic platform has automatically aligned the correct Dynamic Applications during
discovery:

1. From the Device Properties page (Registry > Devices > wrench icon ( P)) for the Pure Storage FlashArray,

click the [Collections] tab. The Dynamic Application Collections page appears.

2. The following Dynamic Applications should appear in the list of aligned Dynamic Applications:

o Pure Storage: Array Capacity Stats

o Pure Storage: Array Discovery

o Pure Storage: Array Stats

« Pure Storage: Controller Config

o Pure Storage: Drive Config

o Pure Storage: Hardware Config

o Pure Storage: Hosts & Groups Config
o Pure Storage: Message Log Config

o Pure Storage: Protection Groups Config
o Pure Storage: Temperature Stats

o Pure Storage: Volume Discovery

o Pure Storage: Volume Snapshots Config

NOTE: It can take several minutes after discovery for Dynamic Applications to display on the Dynamic
Application Collections page. If the listed Dynamic Applications do not display on this page, try
clicking the [Reset] button.

Configuring Pure Storage Monitoring
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If the Dynamic Applications have not been automatically aligned, you can align them manually. To do so, perform
the following steps:

1. Gotothe Device Properties page (Registry > Devices > wrench icon( ?)) for the Pure Storage FlashArray
and click the [Collections] tab. The Dynamic Application Collections page appears.

2. On the Dynamic Application Collections page, click the [Action] button and then select Add Dynamic
Application from the menu. The Dynamic Application Alignment page appears.

Dynamic Application Alignment Resel

Dynamic Applications Credentials
[Pure Storage ] [F‘ure Storage ]
Snippet Configuration: “ Basic/Snippet: -
Pure Storage: Array Discovery Pure Storage
Pure Storage: Contreller Config Pure Storage Example

Pure Storage: Drive Config

Pure Storage: Hardware Config

Pure Storage: Host Groups & Hosts Cenfig

Purs Storage: Hosts & Groups Config

Pure Storage: Message Log Config

Pure Storage: Protection Groups Config

Pure Storage: Snapshot Config

Pure Storage: Volume Config

Purs Storage: Volume Discovery

Purs Storage: Volume Snapshots Config
Snippet Performance:

Pure Storage: Array Capacity Stats

Purs Storage: Array Stats

Purs Storage: Temperature Stats

Pure Storage: Volume Capacity Stats

Pure Storage: Volume Stats

- -

Save

In the Dynamic Applications field, select a Dynamic Application to align.
In the Credentials field, select the Basic/Snippet credential you created for Pure Storage.

Click the [Save] button.

o o~ W

Repeat steps 2-5 as needed to align any additional Dynamic Applications.
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Viewing Pure Storage Component Devices

In addition to the Device Manager page (Registry > Devices > Device Manager), you can view the Pure Storage
FlashArray and all of its component devices in the following places in the user interface:

o The Device View modal page (Registry > Devices > Device Manager > graph icon > Topology) displays a
map of a particular device and all of the devices with which it has parent-child relationships. Double-clicking
any of the devices listed reloads the page to make the selected device the primary device:

Device View Reset Guide

B component Mapping
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o The Device Components page (Registry > Devices > Device Components) displays a list of all root devices
and component devices discovered by the Sciencelogic platform in an indented view, so you can easily view
the hierarchy and relationships between child devices, parent devices, and root devices. To view the
component devices associated with Pure Storage, find the Pure Storage FlashArray device and click its plus
icon (+):

Device Components | Devices Found [7] Actions Reset Guide
Device Current Collection Collection -
Device Name ~ IP Address Category Device Class | Sub-class DID Oraanization ‘State Gi State
¥ 0 )l )0 ) = al I )
1 - _ »1021173 Aray age | FlashArray 125 age CU{;ﬁAquanon Unavailable mae |
Device Current Collaction Collection
Device Name - 1P Address Cateqory Device Class | Sub-ciass o0 Otgenization Stete Group St
( )l )l I = lE==xall ) )
1 bir-smis-lunt v = LN Pure Storage | FlashArray LUN 155 Pure Storage CUG_Automation  Unavailable mEea |
- = LUN Pure Storage | FlashArray LUN 150  Pure Storage CUG_Automation  Unavailable LY 1
INTEGRATION_TEST 047cal-874r4b3b = LUN Pure Storage | FlashAray LUN 156 Pure Storage CUG_Automation  Unavaiiable myes |
- - LUN Pure Storage | FlashArray LUN 149 Pure Storage CUG_Automation  Unavaiiable WERR(
- - LUN Pure Storage | FlashArray LUN 146 Pure Storage CUG_Automation  Unavaiiable mEes
. - LUN Pure Storage | FlashArray LUN 159 Pure Storage CUG_Automation  Unavailable mO R
L o LUN Pure Storage | FlashArray LUN 166 Pure Storage CUG_Automation  Unavailable mooa |
- - LUN Pure Storage | FlashArray LUN 169 Pure Storage CUG_Automation  Unavailable LY 1
INTEGRATION_TEST 95Hb554-cbod-dded - LUN Pure Storage | FlashArray LUN 167 Pure Storage FNT=TT] CUG_Automation  Unavailable WA
- - LUN Pure Storage | FlashArray LUN 137 Pure Storage CUG_Automation  Unavailable LY 1
resize_test_volume = LUN Pure Storage | FlashAray LUN 151 Pure Storage CUG_Automation  Unavaiiable myes |
. - LUN Pure Storage | FlashArray LUN 147 Pure Storage CUG_Automation  Unavaiiable WA
- = LUN Pure Storage | FlashArray LUN 157 Pure Storage CUG_Automation  Unavailable mEeE
. - LUN Pure Storage | FlashArray LUN 142 Pure Storage CUG_Automation  Unavailable - 5 (Y al
. = LN Pure Storage | FlashArray LUN 134 Pure Storage CUG_Automation  Unavailable s
. - LUN Pure Storage | FlashArray LUN 168 Pure Storage CUG_Automation  Unavailable - b1 ¥ i
TESTLOAD_5205bed0-8904-45¢7-83c8 c& - LUN Pure Storage | FlashArray LUN 128 Pure Storage CUG_Automation  Unavailable moea
- - LUN Pure Storage | FlashArray LUN 148 Pure Storage CUG_Automation  Unavailable mEeA)
- {SeiecActor] 5

o The Component Map page (Views > Device Maps > Components) allows you fo view devices by root
node and view the relationships between root nodes, parent components, and child components in a map.
This makes it easy to visualize and manage root nodes and their components. The Sciencelogic platform
automatically updates the Device Component Map as new component devices are discovered. The
platform also updates each map with the latest status and event information. To view the map for Pure
Storage, go to the Device Component Map page (Views > Device Maps > Components) and select the
map from the listin the left NavBar. To learn more about the Device Component Map page, see the Views

manual.

Device Component Map
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Chapter

Pure Storage Dashboards

Overview

The following sections describe the dashboards that are included in the Pure Storage PowerPack:

Pure Volume: Performance . . 15
Device Dashboards ... 15
Pure Storage: Array Performance & Usage ... .. .. 16
Pure Storage: Volume Performance & Usage ... . 17
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Pure Volume: Performance

The Pure Storage PowerPack includes one built-in dashboard for viewing an overview of Pure Storage volume
performance metrics.

Pure Storage: Volume Performance by IOP/S Wiites [selector] - Custom Event Table - Operations: Percentage of Wries

INTEGRATION _TER
sd55-44fe

250an 26.9an 2730 26 3an 2000 2500 26 Jan 27.9an 2830 290an 25 0an 26 Jan 27.3an 2800 200an

— bir-smis-un21: — No Matching Data — bir-smis-lun21: — No Matching Data — bir-smis-lun21: — No Matching Data
Latency: Per Wiite Operation (Average) ~ Latency: Per Read Operation (Average) | Latency: Total Operation (average)
225ms
o035,
022ms. o.18ms.
0.03ms.
215ms. o16ms.
o 02sms.
021ms.
- 0.14ms.
205ms
lo015ms. o.12ms.
25 0an 26 4an 27.3an 28 Jan 20 3an 25 0an 26 Jan 27.3an 28 Jan 20 Jan 25 0an 26 Jan 27 3an 25 an 20 0an
— bir-smisun21: — No Matching Data — bir-smistun21: — No Matching Data — bir-smistun21: — No Matching Data

The "Pure Volume: Performance" dashboard displays the following information:

o Alist of volumes with their write input/output operations per second over a specified period of time. This
widget acts as the dashboard selector; when you click the bar for one of the listed volumes, the other widgets
in the dashboard are updated to reflect metrics specific to that volume.

« Alist of events over a specified period of time

» Write operations over a specified period of time, expressed as a percentage
» Read operations per second over a specified period of time

» Write operations per second over a specified period of time

« Total input/output operations per second over a specified period of time

» Write latency over a specified period of time

» Read latency over a specified period of time

« Total latency over a specified period of time

Device Dashboards

The Pure Storage PowerPack includes device dashboards that provide summary information for Pure Storage

component devices. Each of the device dashboards in the Pure Storage PowerPack is set as the default device
dashboard for the equivalent device class.

Pure Storage Dashboards



Pure Storage: Array Performance & Usage

27.9an 1200 2850 1200 20.3an

- Operations: Reads Per/Sec (High) — Operations: Reads Per/Sec (Avg)
Operations: Reads Per/Sec (Low)

% Read IOP/s

2730 1200 2800 1200 29.1an
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o018]
lo0osrre)

orre)
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0800 1500 20 4an 0300

[~ Operations: Total (igh) — Operations: Total (Avg)

Operations: Total (Low) |

Latency: [ High / Average  Low ]

1500 2730 0z00 1500

28 Jan 0200 1800 25 4an 0800

[ Capacity Used (TB) — Capaciy Used: Snapshats (TE])
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I7 s

i L e

- || mrougnput Totat: High 1 Average 1 Low J
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0300 1600 29 0an 0800

-+ Latency: Total Operations (High) (ms) — Latency: Total Operations (Avg) (ms)

Latency: Total Operations (Low) (ms) |

2750 0300 1600

28 0an 0300 1600 20 0an [

(- Throughput

— Throughput

Throughput Total (Low) (Bytes)

The "Pure Storage: Array Performance & Usage" device dashboard displays the following information:

o Read operations per second over a specified period of time

o Read input/output operations per second over a specified period of time, expressed as a percentage

« Write input/output operations per second over a specified period of time, expressed as a percentage

« Write operations per second over a specified period of time

« Total input/output operations per second over a specified period of time

« Array capacity usage over a specified period of time

o Latency over a specified period of ime

o Throughput over a specified period of time

Pure Storage Dashboards
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Pure Storage: Volume Performance & Usage

Read Operations: [ High / Average / Low | =

2750 1200 2690 1200 25.3an 12
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The "Pure Storage: Volume Performance & Usage" device dashboard displays the following information:

Read operations per second over a specified period of time

Werite operations per second over a specified period of time

Latency over a specified period of ime

Total input/output operations per second over a specified period of ime

Throughput over a specified period of time

Volume usage over a specified period of time
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LIMITATION OF LIABILITY AND GENERAL DISCLAIMER

ALL INFORMATION AVAILABLE IN THIS GUIDE IS PROVIDED "AS IS," WITHOUT WARRANTY OF ANY
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Copyrights and Trademarks
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other countries, or both.
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o Dynamic Application™

« Relational Infrastructure Management ™
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Sciencelogic’s frademark or other intellectual property rights concerning that name, slogan, or logo.

Please note that laws concerning use of trademarks or product names vary by country. Always consult a
local attorney for additional guidance.

Other

If any provision of this agreement shall be unlawful, void, or for any reason unenforceable, then that
provision shall be deemed severable from this agreement and shall not affect the validity and enforceability
of any remaining provisions. This is the entire agreement between the parties relating to the matters
contained herein.

In the U.S. and other jurisdictions, trademark owners have a duty to police the use of their marks. Therefore,
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counterfeiting by third parties, report them to Science Logic’s legal department immediately. Report as much
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