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Chapter

Introduction

Overview

This manual describes how to monitor SoftLayer services in the Sciencelogic platform.

NOTE: Sciencelogic provides this documentation for the convenience of Sciencelogic customers. Some of
the configuration information contained herein pertains to third-party vendor software that is subject to
change without notice to Sciencelogic. Sciencelogic makes every attempt to maintain accurate
technical information and cannot be held responsible for defects or changes in third-party vendor
software. There is no written or implied guarantee that information contained herein will work for all
third-party variants. See the End User License Agreement (EULA) for more information.

What is SoftLayer?

SoftLayer is an IBM-owned cloud infrastructure service that offers bare metal and virtual servers, private cloud
services, networking services, and load balancing services, among other offerings.

What are SoftLayer Regions?

SoftLayer currently has data centers in the following locations to support its services:

o Amsterdam
« Dallas
o Frankfurt

« Hong Kong
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o Houston
o London
o Melbourne
o Mexico

o Milan

« Montreal
o Paris

o SanJose
e SaoPaulo
o Seatfle

« Singapore
o Sydney

o Tokyo

« Toronto

« Washington, DC

The Dynamic Applications in the SoftLayer: Cloud PowerPack create a region component device for each
discovered data center location used by your account.

What Does the SoftLayer: Cloud PowerPack Monitor2

The Dynamic Applications in the SoftLayer: Cloud PowerPack can monitor performance metrics and/or collect
configuration data for the following SoftLayer components:

o Virtual and bare metal servers
« Private and public networks (including subnets and VLANSs)
e Local load balancers

o Content delivery network (CDN) accounts

The Dynamic Applications in the SoftLayer: Cloud PowerPack also collect SoftLayer account invoice information.
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Configuring SoftLayer Monitoring

Overview

The following sections describe how to configure the Sciencelogic platform to monitor a SoftLayer account:

« Configuring a SoftLayer Credential

« Creating a SoftLayer Virtual Device

« Aligning the SoftLayer Dynamic Applications
« Viewing SoftLayer Component Devices

o Adding Collection Objects to the SoftLayer Dynamic Applications

Configuring a SoftLayer Credential

To configure the Sciencelogic platform to monitor a SoftLayer account, you must first create a Basic/Snippet
credential. This credential allows the platform (specifically, the Dynamic Applications in the SoftLayer: Cloud
PowerPack) to communicate with your SoftLayer account.

To configure a Basic/Snippet credential to access your SoftLayer account:

1. Gotothe Credential Management page (System > Manage > Credentials).

2. Click the [Actions] button and select Create Basic/Snippet Credential from the menu. The Create New
Basic/Snippet Credential modal page appears.
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TIP: An example Basic/Snippet credential that you can edit for your own use is included in the SoftLayer: Cloud
PowerPack. To edit this credential, install the PowerPack, then go to the Credential Management page

(System > Manage > Credentials), locate the SoftLayer Credential, and click its wrench icon ( ?) For
more information about installing PowerPacks, see the PowerPack manual.

3. Entervalues in the following fields:

Credential Editor X

Create New Basic/Snippet Credential Reset

Basic Settings
Credential Name
|SoftLayer Credential |

Hestname/IP Port Timeout| ms)
[NOT_UTILIZED | [30 | [s000 |

Username Password
|USER_MAME_GOES_HERE | [rrmremsrnsnnnnns |

o Credential Name. Enter a name for the SoftLayer credential.
o Hostname/IP. Leave this field blank.

o Port. Enter "80".

o Timeout. Enter "5000".

o Username. Enter your SoftLayer account username.

o Password. Enter the password for the SoftLayer account username.

4. Ifyou are using the femplate credential, click the [Save As] button. If you are creating a new credential, click

the [Save] button.

Creating a SoftLayer Virtual Device

Because the SoftLayer service does not have an IP address, you cannot discover a SoftLayer device using
discovery. Instead, you must create a virtual device that represents the root device for the SoftLayer service. A
virtual device is a user-defined container that represents a device or service that cannot be discovered by the
Sciencelogic platform. You can use the virtual device to store information gathered by policies or Dynamic

Applications.

TIP: If you have multiple SoftLayer subscriptions you want to monitor, you should create a separate virtual root
device for each.
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To create a virtual device that represents your SoftLayer service:

1. Gotothe Device Manager page (Registry > Devices > Device Manager).

2. Click the [Actions] button and select Create Virtual Device from the menu. The Virtual Device modal page
appears.

3. Entervalues in the following fields:

Virtual Device x

Device Mame  [SoftLayer Service |
Organization | SoftLayer v |
Device Class | Service | SoftLayer Service v |
Collector | vCUG v |
Add

« Device Name. Enter a name for the device. For example, you could enter "SoftLayer Service" in this

field.

« Organization. Select the organization for this device. The organization you associate with the device
limits the users that will be able to view and edit the device. Typically, only members of the
organization will be able to view and edit the device.

« Device Class. Select Service | Softlayer Service.

o Collector. Select the collector group that will monitor the device.

4. Click the [Add] button to create the virtual device.

Aligning the SoftLayer Dynamic Applications

There are three types of Dynamic Applications included in the SoftLayer: Cloud PowerPack:
« Discovery. These Dynamic Applications poll SoftLayer for new instances of services or changes to existing
instances of services.

« Configuration. These Dynamic Applications retrieve configuration information about each service instance
and retrieve any changes to that configuration information.

o Performance. These Dynamic Applications poll SoftLayer for performance metrics.

To discover all of the components of your SoftLayer account, you must manually align the Softlayer: Account
Discovery Dynamic Application with the SoftLayer virtual device.
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When you align the Softlayer: Account Discovery Dynamic Application with the SoftLayer virtual device, the
Dynamic Application creates a component device representing the SoftLayer account. Under the SoftLayer account
component device, the Sciencelogic platform automatically aligns additional Dynamic Applications that:

« Discover and create child component devices for each region used by the SoftLayer account

« Discover and create child component devices for the SoftLayer CDN service and any CDN accounts
associated with the SoftLayer account

« Retrieve SoftLayer account invoice information

Under each region, the Sciencelogic platform then discovers "bucket' component devices that act as parents for
each of the following component devices, which the platform also discovers:

o Virtual Servers
o Bare Metal Servers

o Network Services
o Private Networks

m Subnets

m VLANs
o Public Networks

m Subnets

m VLANs
o Local Load Balancers

To align the Softlayer: Account Discovery Dynamic Application to your SoftLayer virtual device, perform the
following steps:

1. Gotothe Device Manager page (Registry > Devices > Device Manager).

2. Click the wrench icon ( Ei') for your SoftLayer virtual device.

3. Inthe Device Administration panel, click the [Collections] tab. The Dynamic Application Collections
page appears.

4. Click the [Action] button and select Add Dynamic Application from the menu.
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5. Inthe Dynamic Application Alignment modal page:

Dynamic Application Alignment Reset

Dynamic Applications Credentials
[Suﬂlay'er ] [SoﬂLayer ]
Snippet Configuration: - Basic/Snippet: -
SoftLayer: Account Discovery B SoftLayer Credential

SoftLayer: Bare Metal Server Bucket Discovery
SoftLayer: Bare Metal Server Configuration
SoftLayer; Bare Metal Server Discovery
SoftLayer: COMN Account Bucket Discovery
SoftLayer: COM Account Cenfiguration
SeoftLayer; COM Account Discovery

SoftLayer; Datacenter Discovery

SoftLayer: Load Balancer Bucket Discovery
SoftLayer: Load Balancer Configuration
SoftLayer: Load Balancer Discovery

SoftLayer: Network Bucket Discovery
SoftLayer: Network Subnet Configuration
SoftLayer: Private Network Bucket Discovery
SoftLayer: Private Network Subnet Discovery
SoftLayer: Private Metwork WLAN Discovery
SoftLayer: Public Metwork Bucket Discovery L
SoftLayer: Public Metwork Subnet Discovery
SoftLayer; Public Metwork VLAN Discovery
SoftLayer: Recurring Invoice Infermation
SoftLayer: Region Discovery

SoftLayer: Virtual Server Bucket Discovery
SoftLayer: Virtual Server Coenfiguration - -

« Inthe Dynamic Applications field, select the SoftLayer: Account Discovery Dynamic Application.

« Inthe Credentials field, select the credential you created for your SoftLayer service.

6. Click the [Save] button to align the Dynamic Application with the SoftLayer virtual device.

Viewing SoftLayer Component Devices

When the Sciencelogic platform performs collection for the SoftLayer virtual device, the platform will create
component devices that represent each region in your SoftLayer service and align other Dynamic Applications to
those component devices. Some of the Dynamic Applications aligned to the component devices will also be used
to create additional component devices. All component devices appear in the Device Manager page just like
devices discovered using the Sciencelogic discovery process.
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In addition to the Device Manager page, you can view the SoftLayer service and all associated component
devices in the following places in the user interface:

o The Device View modal page (click the bar-graph icon ['.ﬂ]foro device, then click the Topology tab)
displays a map of a particular device and all of the devices with which it has parent-child relationships.
Double-clicking any of the devices listed reloads the page to make the selected device the primary device:

Device View
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o The Device Components page (Registry > Devices > Device Components) displays a list of all root devices
and component devices discovered by the Sciencelogic platform in an indented view, so you can easily view
the hierarchy and relationships between child devices, parent devices, and root devices. To view the
component devices associated with a SoftLayer service, find the SoftLayer virtual device and click its plus icon
(+):

Device Components | Devices Found [25] Actions
Device Current Collection Collection -
Device Name IP Address Category Device Class | Sub-class DID Organization State State @
1+ Test Thresholds EM-6696 - Virtual Virtual Device | Content Verification 6750  EM-6B9E A\ Healthy [eVe) Active. (= F= )
EAES . SoftLayer Jeremy - - Service Service | AWS Service 17436  SofiLayer Jeremy A Heatny [0 Active ms o U
3. — K e - -~ Cloud Service | SoftLayer Service 16722 SoftLayer A\ Heatthy [SVEREE) Active = F= R
Device Current Collection Collection
Device Name ~ 1P Address Category Device Class | Sub-class DID Organization State Group State =]
IR, .. Sciencelogic, Inc - - ‘Account ‘Account | SoftLayer Account 21147  SofiLayer A\ Heatthy [SVREE] Active ]
Device Current Collection Collection
Device Name ~ 1P Address Category Device Class | Sub-class DID Organization State Group State
LB ;. | CDN Account Bucket - - Service CDN Account Bucket | SoftLayer CDN Accoi 21351  SoftLayer A\ Heaithy [SUEREE] Active
Device Current Collection Colection
Device Name « 1P Address Category Device Class | Sub-class DID Organization Group tate
1 - = Service (CDN Account | SoftLayer CDN Account 21406  SoftLayer cuG_g9 Active
2 7 1., 1D365-ORIGIN_PULL - - Service GDN Account | SoffLayer GDN Account 21409 SoftLayer Healthy [SUCHEE] Active
3 - = Service (CDN Account | SoftLayer CDN Account 21411 SofiLayer cuG_a9 Active
2 - BT v = Region Dallas | SoftLayer Region 21350  SoftLayer A\ Healthy [SN/eReE] Active
Device Current Collection Collection
Device Name ~ 1P Address Category Device Class | Sub-class DID. Organization State Group State =
1. — R - - Service Data Center | SoftLayer Data Center 21448  SoftLayer Pl CUG_99 Active: maa |
Device Current. Collection Collection
Device Name ~ 1P Address Category Device Class | Sub-class DID Organization State Group
(ARl . ., dal01 Load Balancer Bucket | = Service Load Balancer Bucket | SoftLayer Load E21604 SoftLayer CUG_99
Device Curent  Collection —
Device Name + 1P Address Category Device Class | Sub-class DID Organization Group
1 - = Service Load Balancer | SoftLayer Load Balanc 21720  SoftLayer cuG_99
PR ' .| dal1 Network Bucket - - Network Network Bucket | SoftLayer Network Bucl21690  SoftLayer A\ Heaithy [SUe:] Active wmoa [
Device Current Collection Collection
Device Name 1P Address Category Device Class | Sub-class DID Organization State =
(R ' .. dal01 Private Network Bucket | - Network  Private Network Bucket | SofiLayer Priv21718  SoftLayer A\ Heaitny [SVSICE) Active (= 2=E- ]
2.+ ' = Network Public Network Bucket | SoftLayer Publi21731  SoftLayer cuG_gg Active moa [
LR ' .| dal01 Virtual Server Bucket - - Compute  Virtual Server Bucket | SoftLayer Virtual 21674 SoftLayer A\ Heaithy [SUENCE) Active mER ]
o - PEESTTN Y - Feior  Sngepors| Soflayer Redon 21654 Sottarer I G e e
ice Current Collection Collection
Device Name + 1P Address Category Device Class | Sub-class DID Organization State Group State @
1. + [ - - Service Data Center | SoftLayer Data Center 21426 SoftLayer P cuG_99 Active (= P=E- )
P - = ann can Mt i anman e Aen T .~ . — = T
[Select Action]
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o The Component Map page (Views > Device Maps > Components) allows you fo view devices by root
node and view the relationships between root nodes, parent components, and child components in a map.
This makes it easy to visualize and manage root nodes and their components. The Sciencelogic platform
automatically updates the Component Map as new component devices are discovered. The platform also
updates each map with the latest status and event information. To view the map for a SoftLayer service, go to
the Component Map page and select the map from the list in the left NavBar. To learn more about the
Component Map page, see the Views manual.

Device Component Map

T
Fo ] e T L ]

Trace Filter Screenshot

Adding Collection Objects to the SoftLayer Dynamic
Applications

If you want the Sciencelogic platform to collect information about your SoftLayer account that is not already
collected by the Dynamic Applications in the SoftLayer: Cloud PowerPack, you can add a Collection Object to the
appropriate Dynamic Application to enable the platform to do so.

The following SoftLayer reference documents describe the possible properties that can be collected:

o Forbare metal servers: http://sldn.softlayer.com/reference/datatypes/SoftLayer Hardware Server

o Forvirtual servers: http://sldn.softlayer.com/reference/datatypes/SoftLayer Virtual Guest

o Forload balancers: http://sldn.softlayer.com/reference/datatypes/SoftLayer Billing ltem Network
Application Delivery Controller LoadBalancer VirtuallpAddress
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To add a SoftLayer property as a collection object, you must translate the property hierarchy to a string. To format
the property hierarchy as a string, separate each group in the hierarchy with a dash character followed by a dash
and the property name. For example, the property for hard drive capacity (hamed "capacity') on a bare metal
server is under the hardDrives group, then the hardware ComponentModel group. The string format for this
hierarchy is:

hardDrives-hardwareComponentModel-capacity

To add a Collection Object to a SoftLayer Dynamic Application:
1. Gotothe Dynamic Applications Manager page (System > Manage > Applications).

2. Find the Dynamic Application to which you want to add a collection object, then click its wrench icon (&7).
The Dynamic Applications Properties Editor page appears. You can add collection objects to the
following Dynamic Applications:

o SoftLayer: Bare Metal Server Configuration

o SoftLayer: Bare Metal Server Private Network Performance
o SoftLayer: Bare Metal Server Public Network Performance
o SoftLayer: Virtual Server Configuration

o SoftLayer: Virtual Server CPU Performance

o SoftLayer: Virtual Server Memory Performance

o SoftLayer: Virtual Server Private Network Performance

o SoftLayer: Virtual Server Public Network Performance

o SoftLayer: Load Balancer Configuration

3. Click the [Collections] tab. The Dynamic Applications | Collections Objects page appears.

4. Entervaluesin the fields on this page. Enter the string that represents the property hierarchy in the Snippet
Arguments field. For information about the other fields in this page, see the see the Dynamic Application
Development manual.

5. Click the [Save] button to save the collection object.

6. Ifyou added a collection object to a performance Dynamic Application, a presentation object is automatica

Ily

created for the collection object. If you want to edit the presentation object, click the [Presentations] tab and

click the wrench icon ( -ﬁ) for the presentation object.

7. lfyou added a collection object for a property that is in a group from which no other properties are collected,

you must repeat steps 1 - 6 to add the unique ID of that group as a collection object.
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Site at any time without notice.

Copyrights and Trademarks

Sciencelogic, the Sciencelogic logo, and EM7 are trademarks of Sciencelogic, Inc. in the United States,
other countries, or both.

Below is a list of frademarks and service marks that should be credited to Sciencelogic, Inc. The ® and ™
symbols reflect the trademark registration status in the U.S. Patent and Trademark Office and may not be
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« Sciencelogic™

e EM7™ andem7™

o Simplify IT™

o Dynamic Application™

« Relational Infrastructure Management ™

The absence of a product or service name, slogan or logo from this list does not constitute a waiver of
Sciencelogic’s frademark or other intellectual property rights concerning that name, slogan, or logo.

Please note that laws concerning use of trademarks or product names vary by country. Always consult a
local attorney for additional guidance.

Other

If any provision of this agreement shall be unlawful, void, or for any reason unenforceable, then that
provision shall be deemed severable from this agreement and shall not affect the validity and enforceability
of any remaining provisions. This is the entire agreement between the parties relating to the matters
contained herein.

In the U.S. and other jurisdictions, trademark owners have a duty to police the use of their marks. Therefore,
if you become aware of any improper use of ScienceLogic Trademarks, including infringement or
counterfeiting by third parties, report them to Science Logic’s legal department immediately. Report as much
detail as possible about the misuse, including the name of the party, contact information, and copies or
photographs of the potential misuse to: legal@sciencelogic.com
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