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Chapter

Introduction

Overview

This manual describes how to monitor vCloud Air services in the Sciencelogic platform.

NOTE: Sciencelogic provides this documentation for the convenience of Sciencelogic customers. Some of
the configuration information contained herein pertains to third-party vendor software that is subject to
change without notice to Sciencelogic. Sciencelogic makes every attempt to maintain accurate
technical information and cannot be held responsible for defects or changes in third-party vendor
software. There is no written or implied guarantee that information contained herein will work for all
third-party variants. See the End User License Agreement (EULA) for more information.

What is vCloud Air?

vCloud Air is a public cloud platform offered by VMware. Built on vSphere, vCloud Air offers a variety of
infrastructure-as-a-service (laaS) features, including virtual private cloud, dedicated cloud, and disaster recovery.

What are vCloud Air Locations?

VMware currently has data centers in the following locations to support vCloud Air:

o Northern California
o Nevada
o Arizona (Gov)

o Texas

Introduction




o Virginia

« Virginia (Gov)
o New Jersey

o United Kingdom
« Germany

o Japan West

« Australia South

The Dynamic Applications in the VMware: vCloud Air PowerPack create a region component device for each
discovered location.

Installing the VMware: vCloud Air *BETA* PowerPack

Before completing the steps in this manual, you mustimport and install version 100 of the VMware: vCloud Air
*BETA*PowerPack.

NOTE: To install version 100 of the VMware: vCloud Air *BETA*PowerPack, your Sciencelogic system must
be upgraded to the 8.2.0 or later release.

To download and install a PowerPack:

TIP: By default, installing a new version of a PowerPack will overwrite all content in that PowerPack that has
already been installed on the target system. You can use the Enable Selective PowerPack Field
Protection setting in the Behavior Settings page (System > Settings > Behavior) to prevent local
changes for some commonly customized fields from being overwritten. (For more information, see the
System Administration manual.)

1. Download the PowerPack from the Sciencelogic Customer Portal.

Goto the PowerPack Manager page (System > Manage > PowerPacks).

In the PowerPack Manager page, click the [Actions] button, then select Import PowerPack.

B N

The Import PowerPack dialog box appears:

Import PowerPack™

[Browse for file... Es

License: | |
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https://portal.sciencelogic.com/portal/powerpacks

5. Click the [Browse] button and navigate to the PowerPack file.

6. When the PowerPack Installer modal page appears, click the [Install] button to install the PowerPack.

NOTE: Ifyou exit the PowerPack Installer modal page without installing the imported PowerPack, the
imported PowerPack will not appear in the PowerPack Manager page. However, the imported
PowerPack will appear in the Imported PowerPacks modal page. This page appears when you click
the [Actions] menu and select Install PowerPack.
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Chapter

Configuring vCloud Air Monitoring

Overview

This chapter describes how to configure credentials that provide the Sciencelogic platform with access to vCloud
Air devices. With this access, the Sciencelogic platform can use the Dynamic Applications in the vCloud Air
PowerPacks to collect information from vCloud Air devices.

The following sections describe how to configure the Sciencelogic platform to monitor vCloud Air:

o Configuring a vCloud Air Credential
o Creating a vCloud Air Virtual Device

Aligning the vCloud Air Dynamic Applications

« Viewing vCloud Air Component Devices

Configuring a vCloud Air Credential

To configure the Sciencelogic platform to monitor vCloud Air, you must first create a Basic/Snippet credential. This
credential allows the platform (specifically, the Dynamic Applications in the VMware: vCloud Air PowerPack) to
communicate with your vCloud Air account.

To configure a Basic/Snippet credential to access vCloud Air:

1. Gotothe Credential Management page (System > Manage > Credentials).

2. Click the [Actions] button and select Create Basic/Snippet Credential from the menu. The Create New
Basic/Snippet Credential modal page appears.
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3. Entervalues in the following fields:

Credential Editor X
Create New Basic/Snippet Credential Reset

Basic Settings

Credential Name
[\J’M\-rare: vCloud Air ]

Hostname/IP Port Timeout| ms)
(D ] [22 ) [1 ]

Username Password
[<\.'Cloud Air account username= ] [ --------- ]

Save

o Hostname/IP. Enter "%D".

o Port. Enter"22".

o Timeout. Enter"1".

o Username. Enter your vCloud Air account username.

« Password. Enter the password for the vCloud Air account username.

4. Click the [Save] button.

Creating a vCloud Air Virtual Device

Because the vCloud Air service does not have an IP address, you cannot discover a vCloud Air device using
discovery. Instead, you must create a virtual device that represents the root device for the vCloud Air service. A
virtual device is a user-defined container that represents a device or service that cannot be discovered by the
Sciencelogic platform. You can use the virtual device to store information gathered by policies or Dynamic
Applications.

TIP: If you have multiple vCloud Air subscriptions you want to monitor, you should create a separate virtual root
device for each.

To create a virtual device that represents your vCloud Air service:

1. Gotothe Device Manager page (Registry > Devices > Device Manager).

2. Selectthe [Actions] button and select Create Virtual Device from the menu. The Virtual Device modal page
appears.
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3. Entervalues in the following fields:

Virtual Device X
Create Virtual Device Reset

Device Name fl.'Gqud Air Service |
Organization | System v |
Device Class | Service | vCloud Air Service v |
Colector | CUG v |
Add

« Device Name. Enter a name for the device. For example, you could enter "vCloud Air Service" in this

field.

« Organization. Select the organization for this device. The organization you associate with the device
limits the users that will be able to view and edit the device. Typically, only members of the
organization will be able to view and edit the device.

« Device Class. Select Service | vCloud Air Service.

o Collector. Select the collector group that will monitor the device.

4. Selectthe [Add] button fo create the virtual device.

Aligning the vCloud Air Dynamic Applications

There are two types of Dynamic Applications included in the VMware: vCloud Air PowerPack:

« Discovery. These Dynamic Applications poll vCloud Air for new instances of services or changes to existing
instances of services.

« Configuration. These Dynamic Applications refrieve configuration information about each service instance
and retrieve any changes to that configuration information.

When configuring the Sciencelogic platform to monitor vCloud Air services, you can manually align Dynamic
Applications to discover any vCloud Air component devices.

Discovering vCloud Air Component Devices

To discover all of the components of your vCloud Air platform, you must manually align the VMware: vCloud
Air Region Discovery Dynamic Application with the vCloud Air virtual device.

When you align the VMware: vCloud Air Region Discovery Dynamic Application with the vCloud Air virtual device,

the Dynamic Application creates a component device representing the vCloud Air account and child component
devices for each location used by the vCloud Air account.

Configuring vCloud Air Monitoring 6



Under each region, the Sciencelogic platform then discovers the following component devices:

o Virtual Data Centers
o Virtual Network services
o Virtual App services

= Virtual Machines

NOTE: Virtual machines are not the same as virtual devices in the Sciencelogic platform. A virtual machine

is a non-physical computer that runs an operating system and applications; a virtual device is a
container for collected dato.

To align the VMware: vCloud Air Region Discovery Dynamic Application to your vCloud Air virtual device, perform
the following steps:

1. Gotothe Device Manager page (Registry > Devices > Device Manager).

2. Selectthe wrench icon ( 3) for your vCloud Air virtual device.

3. Inthe Device Administration panel, select the [Collections] tab. The Dynamic Application Collections
page appears.

4. Selectthe [Action] button and select Add Dynamic Application from the menu.
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5. Inthe Dynamic Application Alignment modal page:

Dynamic Application Alignment Reset

[

Dynamic Applications Credentials
] LURFIAL:
|_QA-Sile AD
Bulk Snippet Configuration: a Basic/Snippet:
Bulk Snippet Performance: Wl

Database Performance:

PowerShell Config:

PowerShell Performance:

Snippet Configuration:
|_WMwrare: vCloud Air Region Discovery
|_VMwrare; vCloud Air VDC Discovery
|_WMwrare: vCloud Air vApp Discovery
|_WMwrare: vCloud Air WM Discovery
|_WMwrare; wCloud Air WM Cenfiguration
| _WMwrare: wCloud Air vApp Configuration
|_WMwrare: vCloud Air Network Discovery
|_VMwrare; wCloud Air Metwork Configuration
|_WMwrare: vCloud Air WDC Configuration

Snippet Journal:

Snippet Performance:

SOAP Configuration:

WMI Config:

WMI Performance:

XML Configuration:

XML Performance:

|_Mexus netcenf
|_Cloudkick - Example:
|_EMC - Examjple
|_GoGrid - Example
|_LifeSize: Endpeint SSH/CLI
|_Windows WMI - Example
|_Windows Hyper' - Example
|_WhI SQL Default
|_Local AP
|_NetApp 7-mode
|_Polycom DMA COR Example
|_Rackspace - Example
|_Windows WMI - Restart Services
|_vCloud_Air
|_wCloud Air - Empty
SSHIKey:
|_Azure Credential - SSH/Key
|_Video Performance SSH
PowerShell:
|_Lync 2010 Credentials - Example
|_Windows PowerShell - Example

« Inthe Dynamic Applications field, select the VMware: vCloud Air Region Discovery Dynamic
Application.

« Inthe Credentials field, select the credential you created for your vCloud Air service.

6. Selectthe [Save] button to align the Dynamic Application with the vCloud Air virtual device.

Viewing vCloud Air Component Devices

When the Sciencelogic platform performs collection for the vCloud Air virtual device, the platform will create
component devices that represent each virtual data center in your vCloud Air infrastructure and align other
Dynamic Applications to those component devices. Some of the Dynamic Applications aligned to the component
devices will also be used to create additional component devices. All component devices appear in the Device
Manager page just like devices discovered using the Sciencelogic discovery process.
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In addition to the Device Manager page, you can view the vCloud Air service and all associated component
devices in the following places in the user interface:

« The Device View modal page (select the bar-graph icon ['.d]foro device, then select the Topology tab)
displays a map of a particular device and all of the devices with which it has parent-child relationships.
Double-clicking any of the devices listed reloads the page to make the selected device the primary device:

Device View

1\ o o
us-virginia-1-4

Virtual
Data Center

Reset Guide

I Cemponent Mapping

» The Device Components page (Registry > Devices > Device Components) displays a list of all root devices
and component devices discovered by the Sciencelogic platform in an indented view, so you can easily view
the hierarchy and relationships between child devices, parent devices, and root devices. To view the
component devices associated with a vCloud Air service, find the vCloud Air virtual device and select its plus

icon (+):

Device Components | Devices Found [1]

Device
Device Name * 1P Address Cateqory Device Class | Sub.class
Ll - ;. vCloud Arr Service - - Cloud Service | vCloud Air Service
Device:
Device Hame « IP Address Cateqory Device Class | Sub.class
AR - , | au-south-1-15 L] = Region Region AU | vGloud Air Region
Device
Device Hame - IP Address Category Device Class | Sub-dass
.- P ¢ - esiewe | VOC|iCoud 400
Device
Device Name * 1P Address Category Device Class | Sub-dass
1 & 4, default-routed-network - - Infrastructure  Network | vCloud Air Network.
2 - PR - - Infrastructure  vApp | vCloud Air Virtual App
Device
Device: Name * IP Address Cateqory Device Class | Sub-dass
¢ T - Ve Wik
2 4 3., 0 germany-1-16 w = Region Region Germany | vCloud Air Region
RN - .| uk-siough-1-6 - - Region Region.UK | vCloud Air Region
Device
Device Hame - IP Address Category Device Glass | Sub-dass
- w - Infrasiructure VD | vCloud Air VDO
Device
Device Name + 1P Address Category Device Class | Sub-dass
1 & 3,1 Gefault-routed-network - - Infrastructure  Network | vCloud Air Network
2 - R L = Infrastructure  vApp | vCloud Air Virtual App
Device
Device Name * IP Address Category Device Class | Sub-dass
¢ T - Ve e
g i corats 0 K - iza Region CA | vCloud A Region
s + I = e Region VA vCloud AF Regon

1

Actions Reset Guide
Current Collection Colection
DiD Organization State Group Staie
Sysen [ roamy [T setve S
Current Collection Collection
DID Organization Stale Group
G System A Heattny %07 Active s
Current Collection Collection
DID Craanization Stale Group State
2 spem [ reany 10 satve )
Current Collection Collection
DID Craanization Stale Grou @
28 System A Healthy [[S1T<] Active mEa |
2 System cuG Active moa [
Current Collection Collection
DID Organization St Group
32 System A Healthy ST} Active W
5 System T cue Active mn& [
5 s [ ramy [T v muE
Current Collection Collection
DID Organization State Group State
T s [ roamy (213 seive wRE |
Current Collection Collection
DID Grganization State rou State
14 System T cue Active [ R=E-
13 System cuG Active ma [
Current Collection Collection
DID Organization Stale rou st
29 System A, Healthy SV} Active mns
4 System cus Active monEs [
2 System T cue Active [ BT
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o The Component Map page (Views > Device Maps > Components) allows you fo view devices by root
node and view the relationships between root nodes, parent components, and child components in a map.
This makes it easy to visualize and manage root nodes and their components. The Sciencelogic platform
automatically updates the Component Map as new component devices are discovered. The platform also
updates each map with the latest status and event information. To view the map for a vCloud Air service, go
to the Component Map page and selectthe map from the list in the left NavBar. To learn more about the
Component Map page, see the Views manual.

[Device Component Map

" S
¥ RE—
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© 2003 - 2017, Sciencelogic, Inc.
All rights reserved.
LIMITATION OF LIABILITY AND GENERAL DISCLAIMER

ALL INFORMATION AVAILABLE IN THIS GUIDE IS PROVIDED "AS IS," WITHOUT WARRANTY OF ANY
KIND, EITHER EXPRESS OR IMPLIED. SCIENCELOGIC™ AND ITS SUPPLIERS DISCLAIM ALL WARRANTIES,
EXPRESS OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE OR NON-INFRINGEMENT.

Although Sciencelogic™ has attempted to provide accurate information on this Site, information on this Site
may contain inadvertent technical inaccuracies or typographical errors, and Sciencelogic™ assumes no
responsibility for the accuracy of the information. Information may be changed or updated without notice.
Sciencelogic™ may also make improvements and / or changes in the products or services described in this
Site at any time without notice.

Copyrights and Trademarks

Sciencelogic, the Sciencelogic logo, and EM7 are trademarks of Sciencelogic, Inc. in the United States,
other countries, or both.

Below is a list of frademarks and service marks that should be credited to Sciencelogic, Inc. The ® and ™
symbols reflect the trademark registration status in the U.S. Patent and Trademark Office and may not be
appropriate for materials to be distributed outside the United States.

« Sciencelogic™

e EM7™ andem7™

o Simplify IT™

o Dynamic Application™

« Relational Infrastructure Management ™

The absence of a product or service name, slogan or logo from this list does not constitute a waiver of
Sciencelogic’s frademark or other intellectual property rights concerning that name, slogan, or logo.

Please note that laws concerning use of trademarks or product names vary by country. Always consult a
local attorney for additional guidance.

Other

If any provision of this agreement shall be unlawful, void, or for any reason unenforceable, then that
provision shall be deemed severable from this agreement and shall not affect the validity and enforceability
of any remaining provisions. This is the entire agreement between the parties relating to the matters
contained herein.

In the U.S. and other jurisdictions, trademark owners have a duty to police the use of their marks. Therefore,
if you become aware of any improper use of ScienceLogic Trademarks, including infringement or
counterfeiting by third parties, report them to Science Logic’s legal department immediately. Report as much
detail as possible about the misuse, including the name of the party, contact information, and copies or
photographs of the potential misuse to: legal@sciencelogic.com



Sciencelogic

800-SCI-LOGIC (1-800-724-5644)

International: +1-703-354-1010
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