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Chapter

Introduction

Overview

This manual describes how to configure video devices for monitoring by SL1. It also includes a list of default
custom reports and widgets that are specifically designed to display data collected from video devices.

The following sections describe the types of video devices that SL1 can monitor:
This chapter covers the following topics:
Which Video Devices are Covered in this Manual? ... 5

Video Device POWerPaCKS ... 6

NOTE: Sciencelogic provides this documentation for the convenience of Sciencelogic customers. Some of
the configuration information contained herein pertains to third-party vendor software that is subject
to change without notice to Sciencelogic. Sciencelogic makes every attempt to maintain accurate
technical information and cannot be held responsible for defects or changes in third-party vendor
software. There is no written or implied guarantee that information contained herein will work for all
third-party variants. See the End User License Agreement (EULA) for more information.

Which Video Devices are Covered in this Manual?

This manual describes how to configure the following types of video devices for monitoring:
¢ Cisco C Series endpoints
¢ Cisco CE Series endpoints
¢ Cisco MXP Series endpoints

¢ Cisco TelePresence endpoints

Which Video Devices are Covered in this Manual? 5



Cisco TelePresence Conductor arrays
Cisco Video Infrastructure devices
LifeSize endpoints

Polycom HDX Series endpoints
Polycom Group Series endpoints

Polycom VSX Series endpoints

Video Device PowerPacks

This manual describes content from the following PowerPack versions:

Cisco: TelePresence Conductor, version 1.0
Cisco: TelePresence: Endpoints, version 101
Cisco: TelePresence: Traps, version 100
Cisco: Video Endpoint, version 107

LifeSize Endpoint, version 7.5.4

Polycom Endpoint, version 102

Polycom Infrastructure, version 100
Tandberg: Infrastructure, version 108

Video Reports, version 100

Video Device PowerPacks
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Monitoring Cisco Tandberg C Series Codecs

Overview

The following sections describe how to configure Cisco Tandberg C Series devices for monitoring by SL1 using
the Cisco: Video Endpoint PowerPack:

This chapter covers the following topics:

Configuring Cisco Tandberg C Series Codecs for Monitoring by SLT ... ... 7
Creating an SNMP Credential ... . 12
Configuring SOAP/XML Credentials ... .. . 12
Dynamic Applications for Cisco Tandberg C Series Codecs ................................................. 13

Contiguring Cisco Tandberg C Series Codecs for Monitoring
by SL1

SL1 uses two protocols for monitoring Cisco Tandberg C Series Codecs: SNMP and HTTP. This section will
describe how to configure a Cisco Tandberg C Series Codec to respond to both protocols and how to configure
a user account that the Sciencelogic platform will use to connect to the Cisco Tandberg C Series Codec.

NOTE: These instructions assume that the Cisco Tandberg C Series Codec has been assigned an IP address
and is visible to a Data Collector on the network.
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To configure a Cisco Tandberg C Series Codec for monitoring by SL1, perform the following steps:

1. Connect to the Cisco Tandberg C Series Codec using an SSH client as a user that has ADMIN permissions.
Cisco Tandberg C Series Codecs have SSH enabled by default. The default username is "admin", which
does not have a password by default.

2. Execute the following command to enable SNMP:

xConfiguration NetworkServices SNMP Mode: ReadOnly

NOTE: The default monitoring content for Cisco Tandberg supplied by Sciencelogic does not require SNMP
Write access. However, if you are planning to perform SNMP Write operations on this Cisco
Tandberg C Series Codec, enter "ReadWrite" instead of "ReadOnly" in the above command.

3. Execute the following command to change the SNMP community string, substituting community _string with
the community string you want to assign to this device:

xConfiguration NetworkServices SNMP CommunityName: community string

When you configure an SNMP credential for this Cisco Tandberg C Series Codec in SL1, you will enter the
community string that you just configured in the SNMP Community (Read-Only) field.

4. Execute the following command to configure the device to send SNMP trap messages to SL1, substituting
em7_ip_address with the IP address of the Message Collector or Data Collector that will collect SNMP trap
messages from the device:

xConfiguration NetworkServices SNMP Host 1 Address: em7 ip address

NOTE: If the device is already configured to send SNMP traps to another IP address and you want to retain
those settings, replace "Host 1" with either "Host 2" or "Host 3" in the above command.

5. Optionally, you can execute the following two commands to change the SNMP system contact and SNMP
system location. Substitute system contfact and system location with the system contact and system location
you want to assign fo this device:

xConfiguration NetworkServices SNMP SystemContact: system contact

xConfiguration NetworkServices SNMP SystemLocation: system location

8 Configuring Cisco Tandberg C Series Codecs for Monitoring by SL1



6. Execute the following command to enable the HTTP service:

xConfiguration NetworkServices HTTP Mode: On

NOTE: By default, SL1 uses regular HTTP to connect to Cisco Tandberg C Series Codecs. If you want to use
HTTPS instead of regular HTTP, enter "HTTPS" instead of "HTTP" in the above command. When you
follow the instructions for configuring a SOAP/XML credential for this device, you must perform the
steps that describe how to change the credential to use HTTPS instead of regular HTTP.

7. In abrowser window, go to the IP address of the Cisco Tandberg C Series Codec. A login screen appears:

afrar]re

CISCO

Sign In Please Sign In
Username:
Password:
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8. Loginasa usertha

t has ADMIN permissions. The System Information page appears:

alurfne
cisco

System
Information

Call
Snapshot
Users

Change
Password

Wallpaper
Logon Banner
Upload

System Info

LAB C20

re version: TC4.1.0.247017

ial number: F1AN23D00286

: 00:50:60:0C:E0:85

=’ MaturalPresenter, HighDefinttion

Certificates

Audit Certificate
Logs
XML Files

Login Info

Last successful login: Thu Oct 27 19:49:23 2011
Number of u ccessful login attempts since last logon: 0
Pas ExXpires in: Never

Upgrade

Software

Advanced
Configuration

Security

Strong security mode: Dizabled

Restart
Sign Cut

9. Inthe left navigation bar, click Users. The User Management page appears:

alvaln.
cisco

System
Information

Call
Snapshot
Users

Change
Password

Wallpaper
Logon Banner

Upload
Certificates

Audit Certificate
Logs
XML Files

Upgrade
Software

Advanced
Configuration

Restart
Sign Qut

User management

+ admin - ADMIN,USER AUDIT

Create new user

Security mode

[ Enable strong security mode ] [ Disable strong security mode
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10. Click the [Create new user] button. The Create New User page appears:

mmim
CISCO
System Create new user
Information U
sername: i
Call emradmin
Pas=word: .
Snapshot -
Users
Change HLEE ¥ Apmm
Password [Tl user
Wallpaper [ avor
Logon Banner Status: @ Active
Upload ) Inactive
Certificates 0
Audit Certificate Require password change on next user logon
D Require PIN change on next user logon
Logs
XML Files [ Save ] [ Cancel ]
Upgrade
Software
Advanced
Configuration
Restart
Sign Out

11. Supply a value in the following fields:

o Username. Type a username for the new user. When you configure a SOAP/XML credential for this
device in SL1, you will type this value in the HTTP Auth User field.

e Password. Type a password for the new user. When you configure a SOAP/XML credential for this
device in SLT, you will type this value in the HTTP Auth Password field.

e PIN. Type any valid PIN in this field. SL1 does not use this value.

¢ Roles. Select the ADMIN checkbox.

o Status. Select the Active radio button.

e Require password change on next user logon. Uncheck this checkbox.
e Require PIN change on next user logon. Uncheck this checkbox.

12. Click the [Save] button to save the new user.
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Creating an SNMP Credential

To monitor Cisco Tandberg C Series Codecs in SL1, you will need to create an SNMP Credential for each Codec.
To create an SNMP Credential for a Cisco Tandberg C Series Codec, perform the following steps in SL1:
1. Go to the Credential Management page (System > Manage > Credentials).
2. Click [Actions], and then select Create SNMP Credential. The Credential Editor page appears.
3. Supply values in the following fields:
 Profile Name. Type a name for the credential.

¢ SNMP Version. Select SNMP V2.

o SNMP Community (Read-Only). Type the SNMP community string you configured on the Cisco
Tandberg C Series Codec.

NOTE: You can optionally change the values in the Timeout (ms) and Retries fields.

4. Click [Save].

5. When you configure a discovery session that includes the IP address of the Cisco Tandberg C Series Codec,
select the SNMP credential you created in the SNMP Credentials field. For more information about
discovery in SL1, see the Discovery and Credentials manual.

Configuring SOAP/XML Credentials

To use the Dynamic Applications in the Cisco: Video Endpoint PowerPack, you must configure three SOAP/XML
credentials for your Cisco Tandberg C Series Codec. The three credentials are:

© Tandberg Endpoint - Configuration
© Tandberg Endpoint - History

° Tandberg Endpoint - Status

These credentials enable SL1 to collect configuration and performance data along with call detail records using
unique URL, username, and password combinations.

If you have multiple Cisco Tandberg C Series Codecs, you will need one set of credentials for each unique
username and password. For example, if you have configured three Cisco Tandberg C Series Codecs with the
same username and password, you need only one set of credentials.

The Cisco: Video Endpoint PowerPack includes a template for each SOAP/XML credential that you can edit for
use with your Cisco Tandberg C Series devices.

To modify the templates, perform the following steps:

1. Goto the Credential Management page (System > Manage > Credentials).
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2. Click the wrench icon ( E') for the "Tandberg Endpoint - Configuration” credential. The Credential Editor
modal window appears.

3. Inthe Profile Name field, type a new name for the credential.

4. Inthe HTTP Auth User field, type the username of the user you configured on your Cisco Tandberg C Series
Codec.

5. Inthe HTTP Auth Password field, type the password for the username you entered in the HTTP Auth User
field.

6. Click the [Save As] button.
7. Repeatsteps 2 - 6 for the "Tandberg Endpoint - History" and "Tandberg Endpoint - Status" credentials.

Dynamic Applications for Cisco Tandberg C Series Codecs

The Cisco: Video Endpoint PowerPack contains nine Dynamic Applications that can be used to monitor Cisco
Tandberg C Series Codecs. Some of the Dynamic Applications for Cisco Tandberg C Series Codecs use the
caching feature:

» Two Dynamic Applications are used only to collect and cache data from Cisco Tandberg C Series Codecs.

* Six Dynamic Applications use the cached data. For these six Dynamic Applications to display data, the
Dynamic Applications that collect and cache data must be aligned to the same device.

* One Dynamic Application for Cisco Tandberg C Series Codecs does not use the caching feature.

The Dynamic Applications in the Cisco: Video Endpoint PowerPack include discovery objects. If you discover your
Cisco Tandberg C Series Codec as an SNMP device and include all of the SOAP/XML credentials you configured
for your Cisco Tandberg C Series Codec in the Other Credentials field in the Discovery Session Editor, SL1
will automatically align the Dynamic Applications from the Cisco: Video Endpoint PowerPack to your Cisco
Tandberg C Series Codec. However, the Dynamic Applications in the Cisco: Video Endpoint PowerPack might
take a significant amount of time to align with Cisco Tandberg C Series devices during discovery. If you are
discovering multiple Cisco Tandberg endpoints or your Cisco Tandberg endpoints take several seconds to
respond to HTTP requests, Sciencelogic recommends that you do not include SOAP/XML credentials in the
discovery session.

If you do not include SOAP/XML credentials in the discovery session for your Cisco Tandberg C Series codecs,
you can manually align the Tandberg Dynamic Applications using a device template. To create a device template
for a Cisco Tandberg C Series codec, perform the following steps:

1. Goto the Configuration Templates page (Devices > Templates, or Registry > Devices > Templates in
the classic SL1 user interface).

2. Click the [Create] button. The Device Template Editor page appears.
3. Type a name for your device template in the Template Name field.

4. Click the [Dyn Apps] tab.

Dynamic Applications for Cisco Tandberg C Series Codecs 13



5. Foreach Dynamic Application listed in the table below:
¢ Click Add New Dynamic App Sub-Template.
o Click the Dynamic Application in the Dynamic Application field.

o Click the Credentials field, then select the credential listed for the Dynamic Application in the table
below.

6. Click the [Save] button.

If your discovery session includes IP addresses for only Cisco Tandberg C Series codecs, you can apply the device
template to all devices discovered by that discovery session. To apply a device template to all devices discovered
by a discovery session, select the device template in the Apply Device Template field in the Discovery Session
Editor.

If your discovery session includes IP addresses for other types of devices in addition to Cisco Tandberg C Series
codecs, you can apply the device template to your Cisco Tandberg C Series codecs after discovery in the Device
Manager page. To do this:

1. Go to the Device Manager page (Devices > Classic Devices, or Registry > Devices > Device Manager in
the classic SL1 user interface).

2. Select the checkbox for each Cisco Tandberg C Series codec.

3. Inthe Select Action drop-down list, select Modify By Template and then click the [Go] button. The Bulk
Device Configuration modal page appears.

4. Select the device template in the Template field.
5. Click the [Apply] button.
6. Inthe confirmation page that appears, click the [Confirm] button.

The following table lists the Dynamic Applications for Cisco Tandberg C Series Codecs, the dependencies
between the caching and cache consuming Dynamic Applications, and the credential that must be aligned with
each Dynamic Application:

Dynamic Application Credential Caching Type Dependencies

Cisco: Active Call N/A Consumes Cache Cisco: Status Cache

(Tandberg C Series) (Tandberg C Series)

Cisco: Audio/Video N/A Consumes Cache Cisco: Status Cache

(Tandberg C Series) (Tandberg C Series)

Cisco: Call Detail Records | Tandberg Endpoint - No Caching N/A

(Tandberg C Series) History

Cisco: Call Quality N/A Consumes Cache Cisco: Status Cache

Statistics (Tandberg C (Tandberg C Series)

Series)

Cisco: Configuration N/A Consumes Cache Cisco: Status Cache

(Tandberg C Series) (Tandberg C Series) and
Cisco: Configuration
Cache (Tandberg C
Series)

14 Dynamic Applications for Cisco Tandberg C Series Codecs



Dynamic Application

Cisco: Configuration
Cache (Tandberg C

Series)

Credential

Tandberg Endpoint -
Configuration

Caching Type

Populates Cache

Dependencies

N/A

Cisco: Device Discovery [ N/A Consumes Cache Cisco: Configuration
(Tanberg C Series) Cache (Tanberg C Series)
Cisco: Environmental N/A Consumes Cache Cisco: Configuration
(Tandberg C Series) Cache (Tandberg
C Series)
Cisco: Remote N/A Consumes Cache Cisco: Status Cache

Management (Tandberg
C Series)

(Tandberg C Series) and
Cisco: Configuration
Cache (Tandberg C

Series)

Cisco: Status Cache
(Tandberg C Series)

Tandberg Endpoint -
Status

Populates Cache

N/A

NOTE: When SL1 runs the "Cisco: Device Discovery (Tanberg CSeries)" Dynamic Application, the Dynamic
Application triggers a Run Book Action that aligns the appropriate Cisco Tanberg C Series Device

Classes to your devices.

Dynamic Applications for Cisco Tandberg C Series Codecs
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Monitoring Cisco Tandberg MXP Series
Endpoints

Overview

The following sections describe how to configure Cisco Tandberg MXP Series endpoints for monitoring by SL1
using the Cisco: Video Endpoint PowerPack:

This chapter covers the following topics:

Configuring Cisco Tandberg MXP Series Endpoints for Monitoring by SLT ... 16
Creating an SNMP Credential . 19
Configuring SOAP/XML Credentials ... . 19
Dynamic Applications for Cisco Tandberg MXP Series Endpoints ... 20

Configuring Cisco Tandberg MXP Series Endpoints for
Monitoring by SL1

SL1 uses two protocols for monitoring Cisco Tandberg MXP Series Endpoints: SNMP and HTTP. By default, Cisco
Tandberg MXP Series Endpoints respond to both SNMP and HTTP requests using the following credentials:

» For SNMP requests, Cisco Tandberg MXP Series Endpoints accept the public community string; you can use
the SNMP Public V2 credential that is included by default in SL1 to monitor Cisco Tandberg MXP Series
Endpoints that use the default configuration.

* For HTTP requests, Cisco Tandberg MXP Series Endpoints do not use a username for authentication and
accept the password "TANDBERG" by default. From the Control Panel on a Cisco Tandberg MXP Series
Endpoint, you can change this password by entering a value in the IP Access Password field in the Security
menu.

This section will describe how to:

Configuring Cisco Tandberg MXP Series Endpoints for Monitoring by SL1 16



* Configure a new SNMP community string for a Cisco Tandberg MXP Series Endpoint.
* Configure a Cisco Tandberg MXP Series Endpoint to send SNMP Traps to SL1.
* Configure a new IP Access Password for HTTP requests.

This section describes how to perform these tasks remotely from the web interface on a Cisco Tandberg MXP
Series Endpoint. To perform these tasks, you must know the current IP Access Password for the device.

NOTE: These instructions assume that the Cisco Tandberg MXP Series Endpoint has been assigned an IP
address and is visible to a Data Collector on the network.

To configure the SNMP settings on a Cisco Tandberg MXP Series Endpoint, perform the following steps:
1. In a browser window, go to the IP address of the Cisco Tandberg MXP Series Endpoint.

2. You will be prompted for a username and password. Cisco Tandberg MXP Series Endpoints do not use a
username for authentication. In the Password field, type the IP Access Password for this device. The default

IP Access Password is "TANDBERG".
3. Click the [OK] button. The Tandberg Overview page appears:

21 Overview M Phon {2 : « System Configuration ' «* Endpoint Configuration

Front Overview Call

00000 ©

WELCOME TO LAB-1700MXP

Dial in numbers: Usage:

My ISDN number; Video calls; 0of3

My IP number: Telephone calls: 0of3

My IP name: ISDN channels: 0of0

My SIP URL Total bandwidth: 0 kbps of 2304 kbps

System Information:

System Name: LAB-1700MXP System Status:

Software version: F5.0.1 NTSC

Product: TANDBERG 1700MXP ISDN/BR: Notinstalled @ More
Location: H.323: @ More
Contact Person: SIF: @ lore
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4. Click the [System Configuration] tab, and then click SNMP from the set of sub-tabs that appear. The
SNMP Configuration page appears:

=1 Overview ' M Phonebook ' @ System Slalus' « System Configuration +" Endpoint Configuration

IP H323 SIP SHMP Dataport Metwork Profiles Misc Upgrade Certificates
SNMP Configuration

SHNMP
Wode On -
Community Name public
System Contact

System Location

Host P Address[1]

Host P Address[2]

Host P Address[3]

_@se]

5. Supply values in the following fields:
¢ Mode. Select On from the drop-down list.

o Community Name. Type the new SNMP community string for this device. When you configure an
SNMP credential for this Cisco Tandberg MXP Series Endpoint in SL1, you will type this community
string in the SNMP Community (Read-Only) field.

« System Contact. Optionally, type the contact information for the administrator of this device.
e System Location. Optionally, type the location of this device.

o Host IP Address[1]. Type the IP address of the Message Collector or Data Collector that will collect
SNMP trap messages from the device. If the device is already configured to send SNMP traps to
another IP address and you want to retain those settings, you can type the IP address of the Message
Collector or Data Collector in the Host IP Address[2] or Host IP Address[3] field.

6. Click the [Save] button to save the new SNMP settings.

If you want to change the password that SL1 will use to perform HTTP requests on this device, perform the
following steps:

1. Click the [Endpoint Configuration] tab, then click Security from the set of sub-tabs that appear. The
Security Configuration page appears:

1 Overview | M Phonebook | @ System Status | # System Configuration [« Endpoint Configuration

Audio  Video Call Quality Presentation Streaming Security Menu General Files Language

Security Configuration
Configuration
Encryption Ao
Encryption Mode Ao«
Menu Administrator Password
(Sequence of numbersidigits)
NewIP Administrator Password ~~ sssseees P
(1 StrictPassword is on, it must be at lzast 15 characters containing at least two upper and lower case characters, two numbers/digits and two symbols.}
Streaming Password
WNCPassword  assssemt
Access Code ]
FIPS Mode (FIPS Mode is currently disabled)
(@) save|

2. Type the new password in the New IP Administrator Password field.
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Because Cisco Tandberg MXP Series Endpoints do not use usernames for authentication,
entering a new value in this field will change the password for all administrators of this
device.

3. Click the [Save] button.

Creating an SNMP Credential

To monitor Cisco Tandberg MXP Series Endpoints in SL1, you will need to create an SNMP Credential for each
Endpoint.

To create an SNMP Credential for a Cisco Tandberg MXP Series Endpoint, perform the following steps in SL1:
1. Go to the Credential Management page (System > Manage > Credentials).
2. Click [Actions], and then select Create SNMP Credential. The Credential Editor page appears.
3. Supply values in the following fields:
 Profile Name. Type a name for the credential.
o SNMP Version. Select SNMP V2.

o SNMP Community (Read-Only). Type the SNMP community string you configured on the Cisco
Tandberg MXP Series Endpoint.

NOTE: You can optionally change the values in the Timeout(ms) and Retries fields.

4. Click [Save].

5. When you configure a discovery session that includes the IP address of the Cisco Tandberg MXP Series
Endpoint, select the SNMP credential you created in the SNMP Credentials field. For more information
about discovery in SL1, see the Discovery and Credentials manual.

Configuring SOAP/XML Credentials

To use the Dynamic Applications in the Cisco: Video Endpoint PowerPack, you must configure three SOAP/XML
credentials for your Cisco Tandberg MXP Series Endpoint. The three credentials are:

° Tandberg Endpoint - Configuration
° Tandberg Endpoint - History

° Tandberg Endpoint - Status

These credentials enable SL1 to collect configuration and performance data along with call detail records using
unique combinations of URL, username, and password.
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If you have multiple Cisco Tandberg MXP Series Endpoints, you will need one set of credentials for each unique
password. For example, if you have configured three Cisco Tandberg MXP Series Endpoints with the same
password, you need only one set of credentials.

The Cisco: Video Endpoint PowerPack includes a template for each SOAP/XML credential that you can edit for
use with your Cisco Tandberg devices.

Modifying the Credential Templates

To modify the templates, perform the following steps:

1.

N o 0w

Go to the Credential Management page (System > Manage > Credentials).

Click the wrench icon ( E') for the "Tandberg Endpoint - Configuration” credential. The Credential Editor
modal window appears.

In the Profile Name field, type a new name for the credential.

In the HTTP Auth User field, type "admin".

In the HTTP Auth Password field, type the password you configured on the Cisco Tandberg MXP Endpoint.
Click the [Save As] button.

Repeat steps 2 - 6 for the "Tandberg Endpoint - History" and "Tandberg Endpoint - Status" credentials.

Dynamic Applications for Cisco Tandberg MXP Series
Endpoints

The Cisco: Video Endpoint PowerPack contains eight Dynamic Applications that can be used to monitor Cisco
Tandberg MXP Series Endpoints. Some of the Dynamic Applications for Cisco Tandberg MXP Series Endpoints
use the caching feature:

Two Dynamic Applications are used only to collect and cache data from Cisco Tandberg MXP Series
Endpoints.

Five Dynamic Applications use the cached data. For these five Dynamic Applications to display data, the
Dynamic Applications that collect and cache data must be aligned to the same device.

One Dynamic Application for Cisco Tandberg MXP Series Endpoints does not use the caching feature.

The Dynamic Applications in the Cisco: Video Endpoint PowerPack include discovery objects. If you discover your
Cisco Tandberg MXP Series Endpoint as an SNMP device and include all the SOAP/XML credentials you
configured for your Cisco Tandberg MXP Series Endpoint in the Other Credentials field in the Discovery
Session Editor, SL1 will automatically align the Dynamic Applications from the Cisco: Video Endpoint PowerPack
to your Cisco Tandberg MXP Series Endpoint. However, the Dynamic Applications in the Cisco: Video

Endpoint PowerPack might take a significant amount of time to align with Cisco Tandberg devices during
discovery. If you are discovering multiple Cisco Tandberg Endpoints or your Cisco Tandberg Endpoints take
several seconds to respond to HTTP requests, Sciencelogic recommends that you do not include SOAP/XML
credentials in the discovery session.

If you do not include SOAP/XML credentials in the discovery session for your Cisco Tandberg MXP Series
endpoints, you can manually align the Tandberg Dynamic Applications using a device template. To create a
device template for a Cisco Tandberg MXP Series Endpoint, perform the following steps:

Dynamic Applications for Cisco Tandberg MXP Series Endpoints 20



1. Go to the Configuration Templates page (Devices > Templates, or Registry > Devices > Templates in
the classic SL1 user interface).

Click the [Create] button. The Device Template Editor page appears.
Type a name for your device template in the Template Name field.

Type the [Dyn Apps] tab.

o~ N

For each Dynamic Application listed in the table below:
¢ Click Add New Dynamic App Sub-Template.
« Select the Dynamic Application in the Dynamic Application field.

o Click the Credentials field, then select the credential listed for the Dynamic Application in the table
below.

6. Click the [Save] button.

If your discovery session includes IP addresses for only Cisco Tandberg MXP Series endpoints, you can apply the
device template to all devices discovered by that discovery session. To apply a device template to all devices
discovered by a discovery session, select the device template in the Apply Device Template field in the
Discovery Session Editor.

If your discovery session includes IP addresses for other types of devices in addition to Cisco Tandberg MXP Series
endpoints, you can apply the device template to your Cisco Tandberg MXP Series endpoints after discovery in the
Device Manager page. To do this:

1. Go to the Device Manager page (Devices > Classic Devices, or Registry > Devices > Device Manager in
the classic SL1 user interface).

2. Select the checkbox for each Cisco Tandberg MXP Series endpoint.

3. Inthe Select Action drop-down list, select Modify By Template and then click the [Go] button. The Bulk
Device Configuration modal page appears.

4. Select the device template in the Template field.
5. Click the [Apply] button.

6. Inthe confirmation page that appears, click the [Confirm] button.

The following table lists the Dynamic Applications for Cisco Tandberg MXP Series Endpoints, the dependencies
between the caching and cache consuming Dynamic Applications, and the credential that must be aligned with
each Dynamic Application:

Dynamic Application Credential Caching Type Dependencies
Cisco: Active Call N/A Consumes Cache Cisco: Status Cache
(Tandberg MXP) (Tandberg MXP)
Cisco: Audio/Video N/A Consumes Cache Cisco: Status Cache
(Tandberg MXP) (Tandberg MXP)
Cisco: Call Detail Records | Tandberg Endpoint - No Caching N/A

(Tandberg MXP) History

Cisco: Call Quality N/A Consumes Cache Cisco: Status Cache
Statistics (Tandberg MXP) (Tandberg MXP)
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Dynamic Application

Cisco: Configuration
(Tandberg MXP)

Credential

N/A

Caching Type

Consumes Cache

Dependencies

Cisco: Status Cache
(Tandberg MXP) and
Cisco: Configuration

Cache (Tandberg MXP)

Cisco: Configuration
Cache (Tandberg MXP)

Tandberg Endpoint -
Configuration

Populates Cache

N/A

Cisco: Device Discovery | N/A Consumes Caches Cisco: Configuration

(Tanberg MXP) Cache (Tanberg MXP
Series)

Cisco: Remote N/A Consumes Cache Cisco: Status Cache

Management (Tandberg
MXP)

(Tandberg MXP) and
Cisco: Configuration

Cache (Tandberg MXP)

Cisco: Status Cache
(Tandberg MXP)

Tandberg Endpoint -
Status

Populates Cache

N/A

NOTE: When SL1 runs the "Cisco: Device Discovery (Tanberg MXP Series)" Dynamic Application, the
Dynamic Application triggers a Run Book Action that aligns the appropriate Cisco Tanberg MXP
Series Device Classes to your devices.

Dynamic Applications for Cisco Tandberg MXP Series Endpoints
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Chapter

4

Monitoring Cisco CE Series Endpoints

Overview

The following sections describe how to configure Cisco CE Series endpoints for monitoring by SL1 using the
Cisco: Video Endpoint PowerPack:

This chapter covers the following topics:

Configuring Cisco CE Series Endpoints for Monitoring by SLT ... ... ... 23
Creating an SNMP Credential ... . 26
Configuring SOAP/XML Credentials ... .. . 27
Discovering Cisco CE Series Endpoints ... 28

Configuring Cisco CE Series Endpoints for Monitoring by SL1

SL1 uses two protocols for monitoring Cisco CE Series endpoints: SNMP and HTTP. This section describes how to
configure Cisco CE Series endpoints for both of those protocols.

Configuring SNMP Settings

To monitor Cisco CE Series endpoints in SL1, you must configure the SNMP community string and other
information that the platform will use to connect to the endpoints. You will use this information to create an

SNMP credential to monitor the endpoints.

To configure the SNMP settings on a Cisco CE Series endpoint:

1. In a browser window, go to the IP address of the Cisco CE Series endpoint. You are prompted for a
username and password.
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2. Go to the Network Services page (Setup > Configuration > Network Services). Under the
SNMP subheading, supply values in the following fields:

N m Chicago Large Conference Room
CIsco Cisco TelePresence MX800 SpeakerTrack
# Home . Call Control & Setup @ Security # Maintenance # Integration & Sciencelogic

System Configuration

Search NetworkServices Z Refresh  Collapse all ~ Expand all
Audio ~
CallHistary CDP Mode On v
Cameras
H323 Mode Off v
Conference
FacilityService HTTP Mode HTTP+HTTPS v
GPIO SIF Mode on M
H323
Telnet Mode Off v
Logging
Network WelcomeText On v
NetworkServices XMLAPI Mode On v
Peripherals
Phonebook HTTPS ~
Provisioning Verify ClientCertificate off v
Proximity
Verify ServerCertificate Off v
RoomReset
RTP OCSsP
Security Mode off v
SerialPort URL (0 o 255 characters)
sip
Standby NTP ~
SystemUnit Mode Adio .
Time
Server 1 Address (0 to 255 characters)
Userinterface
Userianagement Server 2 Address (0 to 255 characters)
Video Server 3 Address (0 o 255 characters)
SNMP A~
CommunityName (0 to 50 characters)
Host 1 Address (0 to 255 characters)
Host 2 Address (0 to 255 characters)
Host 3 Address (0 to 255 characters)
Mode ReadOnly v
SystemCentact (0 to 50 characters)
SystemLocation (0 to 50 characters)
SSH ~
AllowPublicKey Cn v
Mede On v
UPnP ~
Mode On v
Timeout €00 (0 to 3600)

o Community Name. Type a new SNMP community string for this device. When you configure an
SNMP credential for this Cisco CE Series endpoint in SL1, you will type this community string in the
SNMP Community (Read-Only) field.
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Host 1 Address. Type the IP address of the Message Collector or Data Collector that will collect
SNMP trap messages from the device. If the device is already configured to send SNMP traps to
another IP address and you want to retain those settings, you can type the IP address of the Message
Collector or Data Collector in the Host 2 Address or Host 3 Address field.

Mode. Select ReadOnly.
SystemContact. Optionally, type the contact information for the device's administrator.

SystemLocation. Optionally, type the device's location.

3. Click [Save].

Configuring the HTTP Request Password

Optionally, if you are using a SOAP/XML credential to collect configuration and performance data from a
Cisco CE Series endpoint, you can configure the password for the account SL1 will use to perform HTTP requests
on the Cisco CE Series endpoint.

To configure the HTTP request password:

1. Goto the Users page (Security > Users) and select the username of the account SL1 will use to perform
HTTP requests to this device. The Edit User page appears.

2. On the Edit User page, supply values in the following fields:
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vl
CISCO

# Home L. Call Control & Setup & Security #+ Maintenance #- Integration

Edit User: Sciencelogic

Usemame

Roles

Status

Client Certificate DN

Passphrase

Login attempts

Your passphrase

Change passphrase

Sciencelogic
# Admin

[ Audit

] RoomCeontrol

(w User

® Active

Inactive

If using client certificates for authentication, enter the client certificate’s full Distinguished Name. Both the
fCu=alice/Dc=example/Dc=com and the cn-alice, DC-example, Dc-com formats are supported

[} Require passphrase change cn next user sign in
+ Valid

0 failed login attempts since last login today at 11:45

When creating or modifying admin users, you must enter your own passphrase for verification

Passphrase

Repeat passphrase

Your passphrase

When creating or modifying admin users, you must enter your own passphrase for verification

Change passphrase

Delete user

Your passphrase

When creating or modifying admin users, you must enter your own passphrase for verification

Delete user

Chicago Large Conference Room
Cisco TelePresence MX800 SpeakerTrack

& Sciencelogic

£ Back

o Passphrase. Type the user account's new passphrase.

e Repeat passphrase. Retype the user account's new passphrase.

e Your passphrase. Type your current administrator passphrase.

3. Click [Change passphrase].

Creating an SNMP Credential

To monitor Cisco CE Series endpoints in SL1, you must create an SNMP credential for each endpoint.
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To create an SNMP credential for a Cisco CE Series endpoint:
1. Go to the Credential Management page (System > Manage > Credentials).
2. Click [Actions], and then select Create SNMP Credential. The Credential Editor modal page appears.
3. Supply values in the following fields:
 Profile Name. Type a name for the credential.
o SNMP Version. Select SNMP V2.

¢ SNMP Community (Read-Only). Type the SNMP community string you configured on the Cisco
CE Series endpoint.

NOTE: You can optionally change the values in the Timeout(ms) and Retries fields. For more information
about all fields in the Credential Editor page, see the Credentials and Discovery manual.

4. Click [Save].

Configuring SOAP/XML Credentials

To monitor Cisco CE Series endpoints in SL1, you must configure three SOAP/XML credentials for your Cisco CE
Series endpoints. The three credentials are:

 Cisco CE Series Configuration
e Cisco CE Series History
» Cisco CE Series Status

These credentials enable SL1 to collect configuration and performance data along with call detail records using
unique combinations of a URL, username, and password.

If you have multiple Cisco CE Series endpoints, you need one set of credentials for each unique password. For
example, if you have configured three Cisco CE Series endpoints with the same password, you need only one set
of credentials. If you have configured three Cisco CE Series endpoints with three unique passwords, you need
three sets of credentials.

Modifying the SOAP/XML Credential Templates

The Cisco: Video Endpoint PowerPack includes a template for each SOAP/XML credential that you can edit for
use with your Cisco device.

To modify the SOAP/XML credential templates:

1. Go to the Credential Management page (System > Manage > Credentials).

2. Click the wrench icon Ei) for the "Cisco CE Series Configuration" credential. The Credential Editor
modal page appears.
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3. Supply values in the following fields:

 Profile Name. Type a name for the credential.

o HTTP Auth User. Type the username of the HTTP user account that you configured on the Cisco
CE endpoint.

e HTTP Auth Password. Type the passphrase of the HTTP user account you configured on the Cisco
CE endpoint.

4. Click [Save As].

5. Repeat steps 2-4 for the "Cisco CE Series History" and "Cisco CE Series Status" credentials.

Discovering Cisco CE Series Endpoints

The Cisco: Video Endpoint PowerPack contains Dynamic Applications that can be used to discover and monitor
Cisco CE Series endpoints. Some of the Dynamic Applications for Cisco CE Series endpoints use the caching
feature:

» Two Dynamic Applications are used only to collect and cache data from Cisco CE Series endpoints.

» Eight Dynamic Applications use the cached data. For these Dynamic Applications to display data, the
Dynamic Applications that collect and cache data must be aligned to the same device.

» ThreeDynamic Application that do not use the caching feature.

NOTE: For more information about the Dynamic Application caching feature, see the Dynamic
Application Development manual.

The following table lists the Dynamic Applications for Cisco CE Series endpoints, the dependencies between the
caching and cache consuming Dynamic Applications, and the credential that must be aligned with each Dynamic
Application:

Dynamic Application Credential Caching Type Dependencies

Cisco: Active Call (CE Series) N/A Consumes Cache Cisco: Status Cache
(CE Series)

Cisco: Audio/Video (CE Series) | N/A Consumes Cache Cisco: Status Cache
(CE Series)

Cisco: Call Detail Records Cisco CE Series History | No Caching N/A

(CE Series)

Cisco: Call Quality Statistics N/A Consumes Cache Cisco: Status Cache

(CE Series) (CE Series)
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Dynamic Application

Credential

Caching Type

Dependencies

Cisco: Configuration (CE Series) | N/A Consumes Cache Cisco: Status Cache
(CE Series) and Cisco:
Configuration Cache
(CE Series)

Cisco: Configuration Cache Cisco CE Series Populates Cache N/A

(CE Series) Configuration

Cisco: Configuration Discovery | Cisco CE Series No caching N/A

(CE Series) Configuration

Cisco: Device Discovery (CE N/A Consumes Caches Cisco: Configuration

Series) Cache (CE Series)

Cisco: Environmental (CE Series) | N/A Consumes Cache Cisco: Configuration
Cache (CE Series)

Cisco: IC Detail (CE Series) N/A Consumes Cache Cisco: Status Cache
(CE Series)

Cisco: Remote Management N/A Consumes Cache Cisco: Status Cache

(CE Series) (CE Series) and Cisco:
Configuration Cache
(CE Series)

Cisco: Status (CE Series) N/A Consumes Cache Cisco: Status Cache

(CE Series)

Cisco: Status Cache (CE Series)

Cisco CE Series Status

Populates Cache

N/A

Cisco: Status Discovery
(CE Series)

Cisco CE Series Status

No caching

N/A

click [Save].

Application and click its wrench icon (

NOTE: The "Cisco: IC Detail (CE Series)" Dynamic Application is disabled by default. To enable it, go to the
Dynamic Applications Manager page (System > Manage > Applications), locate the Dynamic

I=1), select Enabled in the Operational State field, and then

your devices.

NOTE: When SL1 runs the "Cisco: Device Discovery (CE Series)" Dynamic Application, the Dynamic
Application triggers a Run Book Action that aligns the appropriate Cisco CE Series Device Classes to

Running the Discovery Session

To model and monitor your Cisco CE Series devices, you must run a discovery session to discover the Cisco
device that SL1 will use as the root device for monitoring.

Discovering Cisco CE Series Endpoints
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Several minutes after the discovery session has completed, the Dynamic Applications should automatically align
to the root device and then discover, model, and monitor the remaining Cisco CE Series devices.

To discover the devices that you want to monitor, perform the following steps:

1.

30

Go to the Discovery Control Panel page (System > Manage > Classic Discovery or System > Manage >
Discovery in the classic user interface).

In the Discovery Control Panel, click the [Create] button.

The Discovery Session Editor page appears. In the Discovery Session Editor page, define values in the
following fields:

« IP Address/Hostname Discovery List. Enter the IP address(es) and/or hostname(s) for the device(s)
you want to discover.

o SNMP Credentials. This field is optional. Select the SNMP credential you created for the device
clusters.

o Other Credentials. Select the credentials you created using the following templates (the name of the

credential might have been changed when it was saved):

o Cisco CE Series Configuration
° Cisco CE Series History

© (Cisco CE Series Status

o Discover Non-SNMP. Select this checkbox.

Optionally, you can enter values in the other fields on this page. For more information about the other fields
on this page, see the Discovery & Credentials manual.

Click the [Save] button to save the discovery session and then close the Discovery Session Editor window.
The discovery session you created appears at the top of the Discovery Control Panel page. Click its

lightning-bolticon (& ) to run the discovery session.

The Discovery Session window appears. When the device(s) are discovered, click the device icon (:) to
view the Device Properties page for each device.

Discovering Cisco CE Series Endpoints



Chapter

Monitoring Cisco TelePresence Endpoints

Overview

The following sections describe how to configure Cisco TelePresence endpoints for monitoring by SL1 using the
Cisco: TelePresence: Endpoints PowerPack:

This chapter covers the following topics:
Configuring TelePresence Endpoints for Monitoring by SLT ... 31
Creating an SNMP Credential ... . 34

Configuring TelePresence Endpoints for Monitoring by SL1

To configure a TelePresence endpoint for monitoring by SL1
1. Loginto Cisco Unified Call Manager.

2. Select Device > Phone. The Find and List Phones page appears.

limln  Cisco Unified CM Administration

"
€IS€0 ko Cisco Unified Communications Solutions

System v CallRouting v  Media Resources v  Advanced Features v Device v Application v  User Management v Bulk Administration v  Help v
Find and List Phones COP IR actively Logged In Device Report + || Go
R Add New
Phone
Find Phene whers Device Name ~ begins with Clear Filter =
Select item or enter search text v
Mo active query. Plaase entar your saarch critaria using the options abova.
Add New
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3. Inthe Find and List Phones page, search for the phone, or select the [Find] button to see all phones.

vl Cisco Unified CM Administration WEWMEENEIN Cisco Unified CM Administration

€IS€O &5, Cisco Unified Communications Solutions e ch Documentation

System v  CallRouting +  Media Resources »  Advanced Features v Device v  Application v  User Management v  Bulk Administration v Help =

ind and List Phones LEETEENIEY Actively Logged In Device Report - | Go

|:|‘]= Add New @ Select Al @ Clear Al ﬁ Delete Selected %l Rest Selected  /? Apply Config to Selected

@ 5 records found
Phone (1-50f5) Rows per Page 50 ~

e ) (2] [=)

Find Phone where Device Name ~ begins with =

Select item or enter search text -

=1 Device Name(Line) * Description Device Pool Device Protocol Status. 1P Address. Copy  Super Copy
B SEPO00FS09341F2 CUCM 8 Phone 2 x1002 Default scep Unknown Unknown 5} i d
[} SEP001AGCBACES7 CUCM 8 Phone 1 x1001 Default scep Registered with 10.168.44.22 10.168.44.152 [ i d
A SEP04CSA4BOADSE CUCM 8 Phone 1 x3001 Default scce Unknown Unknown i} i
D SEP30E4DBESS534 Ciseco CTS 5---37 Default SIP Registerad with 10.168.44.22 10.168.44.151 5} E
A SEP44E4DIASEFAT SEP44E4DI4SEFA7 Default scce Unknown Unknown i} i

[ Add New ][ Select All ][ Clear All ][ Delete Selected ][ Reset Selected ][ Apply Config to Selected

4. Select the Device name link for your TelePresence Endpoint. This brings up the Phone Configuration
page.

vl Cisco Unified CM Administration WEWEENEIN Cisco Unified CM Administration
€IS€0  kor Cisco Unified Communications Solutions em7app ch Documentation
System v Call Routing ~ | Media Resources = | Advanced Feafures ~ Device =  Application User Management =  Bulk Administration v Help =
Phone Configuratio Related Back To Find/List -l Go
B Save x Delete Copy ‘El Reset # Apply Config |:“;E Add New
@ Status: Ready =
[ Association i rPhone Typ:
Modify Button Items. Product Type:  Cisco TelePresence 500-37
Device Protocol: SIP
1 emcline[1]-1201 in Internal
2 ameline [21- Add o now DN [ Device Information
3 GgAddanewsp Registration Registered with Cisco Unified Communications Manager 10.168.44.22
— 1P Address 10.168.44.151
4 G5 AddsnewSD Active Load ID CTS_1.8.1(34)_P1
5  GgAddanewsD Device is Active
6 (GgAddanewsp Device is trusted
MAC Address™ 30E4DBESSS34
7 Add a new SD
“gAddanewsD Description Cisco CTS 5---37
8 (g Add anew SD Device Pool* Default - \iew Details
9 &5 AddanewsD Commaon Device Configuration < None > - Wiew Details
10 g Add @ new SD Phone Button Template® Standard_Cisco_TelePresence_500 -
Common Phone Profile® -
11 GgAddanewsD Standard Common Phone Profile
Calling Search Space OffNet-CsS -
12 G Add 2 new SD Media Resouree Group List < None = -
13 &F Add a new SD Location® Hub_None -
14 G Add anew SD User Locale < Mone > -
15 (&gAddanewSD Network Locale < None > -
Device Mobility Mode™ Default ~ View Current Device Mobility
16 G Add a new 5D
Settings <
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5. Scroll down the Phone Configuration page until you come to the SNMP Configuration Parameters
section. Enter values in the SNMP Configuration Parameters section in the following fields:

rSNMP Configuration Parameters

Enable SNMP™* Enabled (v3) -
SNMP(v3) Security Level* (v3) Authentication, Privacy -
SNMP(v3) Auth. Algorithm* MDS -

SNMP(v3) Auth. Password*

SNMP(v3) Privacy Algorithm* DES -
SNMP(v3) Privacy Password™

SNMP System Location® Location
SNMP System Contact™® Contact
SNMP{v2c) Community Read Only* public

SNMP(v2c) Community Read Write® public

e Enable SNMP. Select Enabled (v3).

o SNMP(v3) Security Level. There are three levels of security that can be used with an SNMP v3
security name. You must determine which security level is appropriate for your environment.

o SNMP(v3) Auth. Algorithm. Select an authentication protocol for transmission of the authentication
password. The Sciencelogic platform supports both the MD5 and SHA options.

o SNMP(v3) Auth. Password. Enter an authentication password. The password must be at least 8
characters.

o SNMP(v3) Privacy Algorithm. Select an authentication protocol for transmission of the

authentication password. The Sciencelogic platform supports the DES and AES128 options. Do not
select AES192 or AES256 in this field.

e SNMP(v3) Privacy Password. Enter a privacy password. The password must be at least 8
characters.

o SNMP System Location. Enter the location of the device.

e SNMP System Contact. Enter the contact information for the administrator of this device.

o SNMP(v2c) Community Read Only. This field is not used. Leave this field set to the default value.
o SNMP(v2c) Community Read Write. This field is not used. Leave this field set to the default value.

Configuring TelePresence Endpoints for Monitoring by SL1 33



6. Continue to scroll down the Phone Configuration page until you reach the SNMP Trap Receiver
Parameters section. Enter values in the SNMP Trap Receiver Parameters section in the following fields:

rSNMP Trap Receiver Parameters

1 SNMP Trap Receiver Address  1p.0.9.103

--SNMP(v3) Trap Username admin
--SNMF Security Level* (v2c) Notification -
--SNMP(v3) Auth. Algorithm* MD5 -

--SNMP(v3) Auth Password

--SNMP(v3) Privacy Algorithm*  pes -
--SNMP(v3) Privacy Password

--SNMP(v2c) Community String™® public

o SNMP Trap Receiver Address.Enter the IP address of the Message Collection Unit or Data
Collection Unit that will collect SNMP trap messages from the device.

o SNMP Security Level. Select (v2c) Notification.

o SNMP(v3) Auth. Algorithm. Leave this required field at its default setting.

o SNMP(v3) Privacy Algorithm. Leave this required field at its default setting.
o SNMP(v2c) Community String. Leave this required field at its default setting.

7. Scroll down the Phone Configuration page again and select the [Save] button, then select the [OK]
button in the popup window.

8. Select Apply Config, and a confirmation window will appear.

r Status

@ Status: Ready

- Apply Configuration Information

Selected Device: SEP30E4DBEB9534 (Cisco CTS 5---37; Cisco TelePresence 500-37)

Note:
Flease save the configuration before continuing. When vou click apply config, the device may go through a
restart. When restart is initiated, connected calls will be preserved but calls in progress may be dropped.

[ox] [canca]

9. Select the OK button in the Apply Configuration window.

Creating an SNMP Credential

To create an SNMP Credential for a TelePresence Endpoint, perform the following steps in SL1:
1. Go to the Credential Management page (System > Manage > Credentials).

2. Select the [Create] button, and then select SNMP Credential. The Credential Editor page is displayed.
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3. Supply values in the following fields:
o Profile Name. Enter a name for the credential.
¢ SNMP Version. Select SNMP V3.

o SNMP Community (Read-Only). Enter the SNMP community string you configured on the
TelePresence Endpoint.

NOTE: You can optionally change the values in the Timeout (ms) and Retries fields.

o Security Name. Enter the value you configured in the User Name field.

o Security Passphrase. If you are using the Authentication Only or Authentication and Encryption
security levels, enter the value you configured in the SNMP(v3) Auth. Password field in the SNMP
Configuration Parameters section.

« Authentication Protocol. If you are using the Authentication Only or Authentication and
Encryption security levels, select the value you configured in the SNMP(v3) Auth. Algorithm field in
the SNMP Configuration Parameters section.

o Security Level. Select the security level you configured for the security name.

« Privacy Protocol. If you are using the Authentication and Encryption security level, select the value
you configured in the SNMP(v3) Privacy Algorithm field in the SNMP Configuration Parameters
section.

 Privacy Protocol Pass Phrase. If you are using the Authentication and Encryption security level,
enter the value you configured in the SNMP(v3) Privacy Password field in the SNMP
Configuration Parameters section.

4. Select the [Save] button.

5. When you configure a discovery session that includes the IP address of the TelePresence Endpoint, select the
SNMP credential you created in the SNMP Credentials field. For more information about discovery in SL1,
see the Discovery and Credentials manual.
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Chapter

Monitoring Cisco TelePresence Conductor

Overview

The following sections describe how to configure Cisco TelePresence Conductor devices for monitoring by SL1
using the Cisco: TelePresence Conductor PowerPack:

This chapter covers the following topics:

PrerequUISItes .. ... .. ... 36

Monitoring Cluster Configurations vs. Non-Cluster Configurations ........................................... 37

Creating Credentials .. 37

Creating and Discovering Virtual Devices ... ... 38

Discovering IP DeViCes ... 40

Viewing Cisco TelePresence Conductor Devices ... 42
Prerequisites

Before performing the tasks in this chapter, you must enable APl access for at least one user account in the Cisco
TelePresence Conductor user interface. You can do so either for an administrator account or for a dedicated
service account that has only APl access. Use this account information when creating a SOAP/XML credential in
SL1 to monitor Cisco TelePresence Conductor. For more information, see
http://www.cisco.com/c/en/us/support/conferencing/telepresence-conductor/products-installation-and-
configuration-guides-list.html.

Additionally, if you are using SNMP to monitor the Conductor, then you must enable SNMP in the Conductor.
Use this SNMP information when creating an SNMP credential in SL1 to monitor the Conductor.
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Monitoring Cluster Configurations vs. Non-Cluster
Configurations

SL1 enables you to monitor Cisco TelePresence Conductor in either a cluster configuration or a non-cluster
configuration. However, there are differences in how each is monitored.

For cluster configurations, Sciencelogic recommends that you use a virtual device to model the cluster. If you
model the cluster using an IP device and that IP device becomes unresponsive, then all Dynamic Applications will
stop collecting data until the IP responds. Modeling the cluster using a virtual device, however, maintains
monitoring integrity if one or more nodes become unresponsive to SL1. To model the cluster using a virtual
device, first you must create the virtual device in the platform and then you must manually align a Dynamic
Application to discover and model the devices in the cluster.

For non-cluster configurations, you can discover the Conductor as an SNMP-enabled or pingable IP device.
When you discover the IP address using the appropriate credential(s), SL1 automatically aligns a Dynamic
Application to discover and model the Conductor devices.

Creating Credentials

To monitor Cisco TelePresence Conductor, you must create a SOAP/XML credential with the appropriate AP
information. This credential enables SL1 to communicate with the Conductor, regardless of whether you are
discovering an IP device or creating a virtual device to act as the cluster root device.

If you are monitoring SNMP-enabled IP devices, then you must also create an SNMP credential.

This section describes how to create both credentials.

Creating a SOAP/XML Credential

SL1 uses REST APl and RPC API queries to monitor cluster operations for Cisco TelePresence Conductor.
Therefore, you must align the Dynamic Applications in the Cisco: TelePresence ConductorPowerPack with a

SOAP/XML credential that includes the REST APl and RPC APl login information.

The Cisco: TelePresence ConductorPowerPack includes two example SOAP/XML credentials (one for virtual
devices and one for IP devices) that you can edit for your own use. To do so, perform the following steps:

1. Go to the Credential Management page (System > Manage > Credentials).

2. Ifyou are using a virtual device, locate the Cisco: Conductor Example (Virtua credential. If you are
discovering an IP device, locate the Cisco: Conductor Example (Discov credential. Click its wrench icon (

E‘). The Edit SOAP/XML Credential modal page appears.

3. Enter values in the following fields:

« Profile Name. Enter a name for your TelePresence Conductor credential.

« Content Encoding. Select text/xml.
e Method. Select POST.
o HTTP Version. Select HTTP/1.1.
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4.

o URL. If you are creating a virtual device as the root device, enter the URL of the master Conductor
system. If you are discovering an IP device as the root device, enter "http://%D".

o HTTP Auth User. Enter the username for a Conductor account with APl access.
e HTTP Auth Password. Enter the password for a Conductor account with APl access.
o Timeout(seconds). Enter "10".

Click the [Save] button.

Creating an SNMP Credential

If you want to monitor SNMP-enabled Conductor devices, then you must also create an SNMP credential to
enable SL1 to communicate with those devices. To do so, perform the following steps:

1.

2
3.
4

5.

Go to the Credential Management page (System > Manage > Credentials).
Click the [Actions] button.
In the drop-down list that appears, select Create SNMP Credential. The Credential Editor page appears.
Enter values in the following fields:
e SNMP Version. Select SNMP V2.
¢ Profile Name. Enter a name for the credential.
o SNMP Community (Read Only). Enter the community string for the Conductor devices.

» Optionally, supply values in the other fields in this page. In most cases, you can use the default values
for the other fields.

Click the [Save] button.

Creating and Discovering Virtual Devices

For Conductor cluster configurations, Sciencelogic recommends that you use a virtual device to represent the
cluster.

A virtual device is a user-defined container that represents a device or service that cannot be discovered by SL1.
You can use the virtual device to store information gathered by policies or Dynamic Applications.

To model and monitor Cisco TelePresence Conductor using a virtual device to represent the cluster, you must first
create the virtual device and then manually align the Cisco: TelePresence Conductor Discovery Dynamic
Application to the virtual device. When you do so, SL1 discovers the cluster first, and then automatically aligns the
other Dynamic Applications in the Cisco: TelePresence ConductorPowerPack to the cluster virtual device. These
additional Dynamic Applications discover, model, and monitor the remaining Conductor component devices.

To create a virtual device that represents your TelePresence Conductor cluster:

1.

Go to the Device Manager page (Devices > Classic Devices, or Registry > Devices > Device Manager in
the classic SL1 user interface).

Click the [Actions] button and select Create Virtual Device from the menu. The Virtual Device modal page
appears.
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3. Enter values in the following fields:

Virtual Device X

Create Virtual Device Reset

Device Mame [Cunduntuﬂ ]
Crganization [ System r ]
Device Class [ Cisco Systems | TelePresence Conductor Cluster r ]
Collector | CUG v |
Add

Device Name. Enter a name for the virtual device. For example, you could enter "Conductor Cluster"

in this field.

Organization. Select the organization for this device. The organization you associate with the device
limits the users that will be able to view and edit the device. Typically, only members of the
organization can view and edit the device.

Device Class. Select Cisco Systems | TelePresence Conductor Cluster.

Collector. Select the collector group to monitor the cluster.

4. Click the [Add] button to create the virtual device.

After creating the Conductor cluster virtual device, you must manually align the Cisco: TelePresence Conductor
Discovery Dynamic Application with the virtual device. To do so, perform the following steps:

1. Go to the Device Manager page (Devices > Classic Devices, or Registry > Devices > Device Manager in
the classic SL1 user interface).

2. Click the wrench icon ( P) for your Conductor cluster virtual device.

3. Inthe Device Administration panel, click the [Collections] tab. The Dynamic Application Collections
page appears.

4. Click the [Action] button and select Add Dynamic Application from the menu.
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5. Inthe Dynamic Application Alignment modal page, enter values in the following fields:

Dynamic Application Alignment Resel

Dynamic Applications Credentials
[Cisca: TelePresence Conductor ] [ ]
Snippet Configuration: " SOAP/XML Host: -
Cisco: TelePresence Conductor Bridge Pool Amazon Web Services Credential
Cisco: Telepresence Conductor Bridge Pools & | Azure Credential - SOAPKML
Cisco: TelePresence Conductor Discovery Cisco UK lab SOAP
Cisco: TelePresence Conductor MCU Cisco UK lab SOAP
Cisco: TelePresence Conductor Servers Cisco UK lab SOAP
Snippet Performance: Cizco UK lab SOAP
Cisco: TelePresence Conductor License Usage Cisco UK lab SOAP
Cisco: TelePresence Conductor Server Signalim Cisco UK lab SOAP

Cisco UK lab SOAP

Cisco: Conductor Example | Discov
Cisce: Conductor Example (Virtua
conductor dcloud

EMT7 DB - DB Info

EMT DB - My.cnf

EM7 DB - Silo.conf

MNetipp wi/SSL Option

MNettpp wiSSL Option Off
Polycom - Advanced

Polycom - CDR

Polycom - Interface

Polycom - Metwork

Polycom - System

= Polycom RMX 7

e Dynamic Applications. Select the Cisco: TelePresence Conductor Discovery Dynamic Application.

o Credentials. Select the SOAP/XML credential you created for the Conductor devices.

6. Click the [Save] button to align the Dynamic Application with the Conductor cluster virtual device.

Discovering IP Devices

To model and monitor Cisco TelePresence Conductor IP devices, you must run a discovery session to discover a
Conductor root device.

Several minutes after the discovery session completes, the Dynamic Applications in the Cisco: TelePresence
ConductorPowerPack automatically align to the Conductor root device and then discover, model, and monitor
the remaining Conductor component devices.

To discover the Cisco TelePresence Conductor devices that you want to monitor, perform the following steps:

1. Go to the Discovery Control Panel page (System > Manage > Classic Discovery or System > Manage >
Discovery in the classic user interface).

2. Inthe Discovery Control Panel, click the [Create] button.
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3. The Discovery Session Editor page appears. In the Discovery Session Editor page, define values in the
following fields:
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Discovery Session Editor | Editing Session [7] New Resel
Identification Information
Hame [C Dcloud ] @  Description l (7]
4

IP and Credentials Detection and Scanning Basic Settings

IP AddressiHostname Discovery List Initial Scan Level Discover Model Duplication

a@ [T System Default (n ded) ] v| @ | Mon-SNMP  Devices DHCP Protection

198.18.1.100 v @ v @ 0 ¥ @

‘1 98.18.133.206, 198.18.133.207, 198.18.133.208 ,

Scan Throttle

[ System Default (r ded) | e

b

[—Pﬁ“ Ioad Fiie Port Scan All IPs .
m 1S0_cu v
Browse for file... CICTE N @ | [[System Defautt (n ded) | @ [Irg_iso_cu] | @

Collection Server PID: 5

Port Scan Timeout Crganization

SNMP Credentials (1 System Defautt ir ded) ] v] @ | ([System] e
[ | @ ) Add Devices to Device Groupi(s)
EMT Cisco Credential SNMPv2 N Detection Method & Port (7]
EMT Default V2 ( ] @ Please create a device group first -
EMT Default V3 [ Default Method ] -
IPSLA Example UDP: 161 SNMP
LifeSize: Endpoint SHMP TCP: 1 - tcpmux
Mexus snmp TCP: 2 - compressnet
silovoip TCP: 3 - compressnet
SHMP Public V1 TCP:5-1je
[ SNMP Public V2 | - TCP: 7 - echo
TCP: 9 - discard
Cther Credentials TCP: 11 - systat
. | @ | |TcP: 13- daytime
—CweU oA SR -
Cisco UK lab SOAP - TCP:17- qotd T
Cisco UK lab SOAP Interface Inventory Timeout (ms)
Cisco UK lab SOAP 500000 @
Cisco UK lab SOAP
Cisco UK lab SOAP Maximum Allowed Interfaces -
Cisco: Conductor Example (Discov 10000 &
Cisco: Conductor Example (Virtua Bypass Interface Inventory A Device Template
[ dcloud | = 0e [ Choose a Template ] K]
Log Al
Erm T ve

IP Address/Hostname Discovery List. Enter the IP address(es) for the Conductor root device(s) you
want to discover.

SNMP Credentials. If the devices are SNMP-enabled, select the SNMP credential you created for the
Conductor devices.

Other Credentials. Select the SOAP/XML credential you created for the Conductor devices.
Discover Non-SNMP. Select this checkbox.

Model Devices. Select this checkbox.

Optionally, you can enter values in the other fields on this page. For more information about the other fields
on this page, see the Discovery & Credentials manual.

Click the [Save] button to save the discovery session and then close the Discovery Session Editor window.

The discovery session you created appears at the top of the Discovery Control Panel page. Click its

lightning-bolt icon (""'r ) to run the discovery session.

The Discovery Session window appears. When the Conductor root device is discovered, click the device

icon (ﬁ) to view the Device Properties page for the root device.

Discovering IP Devices



Viewing Cisco TelePresence Conductor Devices

When SL1 discovers your TelePresence Conductor devices, SL1 will create component devices that represent

each component in your Conductor cluster.

In addition to the Device Manager page, you can view component devices in the following places in the user

interface:

* The Device View modal page (click the bar-graph icon ['.d]for a device, then click the Topology tab)
displays a map of the selected device and all of the devices with which it has parent-child relationships.
Double-clicking any of the devices reloads the page with the selected device as the primary device:

Device View

’
19818 133706

Reset Guide

I component Mapping

. Conductor to Bridge Pool Relationship
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* The Device Components page (Devices > Device Components) displays a list of all root devices and
component devices discovered by SL1, in an indented view, so you can easily view the hierarchy and
relationships between child devices, parent devices, and root devices. To view the component devices

associated with your Conductor cluster, find a cluster and click its plus icon (+):

Device Components | Devices Found [3] Aci Reset
Cotecton Cotecton
Devce Name + 1P Asoress o Otganizaion Grous ate
- w198 12133200 254 system
Colection
Devce Name - 1P adsress oD Orqanizaion Group
AR, ..., Conductor Elements - - 255 System
Devce Name - ip adgress Devie Cisss | Sub-ciss Orqaniztion
P, 5.15.133.206 - = Cisco Systems | TekPresence Condustor
2 - T v - ==
Cotectr Cotection
0 e ip pagress Grou Siaie
1 con - - Actve
R sceeniccapoo L} = EE
Devie Coleciion Colecton
Devce Name + ip pagress Caten Devioe Ciass | Sub-class o Glow State
[ .| screentic C 151 L - Bridge Cisco Systems | TekePresence TSMOU 259 System Actve
2 + [BficucHeaassencepsEsa N w o 54 15010 Cluster Cisco Systems | CUCM Cluster 79 system Unavaiable
3+ |3 de2esCUCHO fcomp scencelogienet. | w1112 = (€25 ST (ELe L S e =
[SelectActon]

a
=4
)

il c. ]
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* The Component Map page (Classic Maps > Device Maps > Components) allows you to view devices by
root node and view the relationships between root nodes, parent components, and child components in a
map. This makes it easy to visualize and manage root nodes and their components. SL1 automatically
updates the Component Map as new component devices are discovered. The platform also updates each
map with the latest status and event information. To view the map for your Conductor cluster, go to the

Component Map page and select the map from the list in the left NavBar. To learn more about the
Component Map page, see the Views manual.

Device Component Map

B

race _Fitter_Seraans

Amange Map 3
Lk Longn ——g——— 100w
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Chapter

7

Monitoring LifeSize Endpoints

Overview

The following sections describe how to configure LifeSize endpoints for monitoring by SL1 using the LifeSize
Endpoint PowerPack:

This chapter covers the following topics:
Configuring LifeSize Endpoints for Monitoring by SLT ... . ... 45
Creating an SNMP Credential for a LifeSize Endpoint ... 46

Configuring LifeSize Endpoints for Monitoring by SL1

SL1 uses SNMP Dynamic Applications to collect the following information from the LifeSize Endpoint SNMP
agent:

* LifeSize: Active Call Details

* LifeSize: Audio/Video Settings
¢ LifeSize: Call Quality Statistics
* LifeSize: Configuration

¢ LifeSize: Remote Management

Each of these Dynamic Applications includes a discovery object. If you discover your LifeSize Endpoints as SNMP
devices, SL1 will automatically align these Dynamic Applications to those Endpoints during discovery.

LifeSize Endpoints support SNMP v3 only. Instead of specifying a community string, SNMP v3 uses a username,
password, and other optional security phrases.
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To verify that the SNMP agent is running on a LifeSize Endpoint and to configure an SNMP v3 username on a
LifeSize Endpoint:

1.

Connect to the LifeSize Endpoint using an SSH client as the "auto" user. LifeSize Endpoints have SSH enabled
by default. The default password for the "auto" user is 'lifesize".

The SNMP agent is enabled by default on all LifeSize endpoints. To verify that the SNMP agent is enabled,
execute the following command:

get snmp enable

If the SNMP agent is enabled, you will see the following message:

on

ok, 00

If the SNMP agent is disabled, execute the following command to enable the SNMP agent:

set snmp enable on

To create an SNMP v3 user, execute the following command, substituting username and password with the
username and password for the user:

set snmp user -a username password

When you create an SNMP credential in SL1 for this LifeSize Endpoint, you will enter the username in the
Security Name field and the password in the Security Passphrase field.

Optionally, you can execute the following two commands to change the SNMP system contact and SNMP
system location. Substitute system contfact and system location with the system contact and system location
you want to assign fo this device:

set snmp contact system contact

set snmp location system location

NOTE: If the system contact or system location value you want to assign to this device includes a
space, you must enclose the value in double quotes (").

Creating an SNMP Credential for a LifeSize Endpoint

To create an SNMPv3 Credential for a LifeSize Endpoint, perform the following steps in SL1:

1.
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Go to the Credential Management page (System > Manage > Credentials).
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2. Select the [Create] button, and then select SNMP Credential. The Credential Editor page is displayed.
3. Supply values in the following fields:

« Profile Name. Enter a name for the credential.

o SNMP Version. Select SNMP V3.

 Security Name. Enter the SNMP v3 username you configured on the LifeSize Endpoint.

« Security Passphrase. Enter the SNMP v3 password you configured on the LifeSize Endpoint.

NOTE: You can optionally change the values in the Timeout(ms) and Retries fields. You must leave all
other fields in this page set to the default value.

4. Select the [Save] button.

5. When you configure a discovery session that includes the IP address of the LifeSize Endpoint, select the
SNMP v3 credential you created in the SNMP Credentials field. The LifeSize Endpoint will be discovered as
an SNMP device with the LifeSize Dynamic Applications automatically aligned. For more information about
discovery in SL1, see the Discovery and Credentials manual.

Creating an SNMP Credential for a LifeSize Endpoint 47



Chapter

Monitoring Polycom HDX and VSX Series
Endpoints

Overview

The following sections describe how to configure Polycom HDX and VSX Series endpointss for monitoring by SL1
using the Polycom Endpoint PowerPack:

This chapter covers the following topics:

Configuring Polycom Endpoints for Monitoring by SLT ... 48
Creating an SNMP Credential . 51
Configuring SOAP/XML Credentials ... . 57
Dynamic Applications for Polycom Endpoints ... .. 61

Configuring Polycom Endpoints for Monitoring by SL1

SL1 uses two protocols for monitoring Polycom Endpoints: SNMP and HTTP. Polycom Endpoints respond to HTTP
requests that use the "admin" username and the room password that was configured using the initial Setup
Wizard on the device. The default room password for the "admin" user is the 14-digit serial number of the system.

This section will describe how to:

» Configure a new room password the "admin" user.
» Configure SNMP on a Polycom Endpoint.

This section describes how to perform these tasks remotely from the web interface on a Polycom Endpoint. To
perform these tasks, you must know the current room password for the "admin" user on the device.
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NOTE: These instructions assume that the Polycom Endpoint has been assigned an IP address and is visible
to a Data Collector on the network.

To log in to the web interface on a Polycom Endpoint, perform the following steps:

1. In a browser window, go to the IP address of the Polycom Series Endpoint. The Polycom Welcome page
appears:

2. Click [Admin Settings] on the top navigation bar. You will be prompted for a username and password. In
the username field, enter "admin". In the password field, enter the room password for the admin user. The
default room password for the "admin" user is the 14-digit serial number of the system. Click the [OK]
button.
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If you want to change the password that SL1 will use to perform HTTP requests on this device, perform the
following steps:

1.

Entering a new password will change the password for all administrators of this device that use
the "admin" user.

In the left navigation bar, click General Settings > Security > Security Settings. The Security page appears:

Security

*Any changes made to this setting will cause the system to restart.

Security Profile: *

Security Mode: - =
Use Room Password for Remote Access: W
Change Meeting Password: I
Admin 1D: admin

Change Password

Roam: -
Require Login for System Access: -
AES Encryption: Off -
Allow Access to User Settings: I

Enable Remote Access

Web: W = ffff:192.168.35.84
Telnet: W =
SMNMP: W =

Web Access Port (hitp): a0 =

MNTLM Version:

Enable Sessions List: W

2. Select the Change Password - Room checkbox.

3. Supply values in the following fields:

o Current Password. Type the current room password for the "admin" user.

e New Password. Type the new password for the "admin" user.

o Confirm Password. Re-type the new password for the "admin" user.

4. Click the [Update] button.

Configuring Polycom Endpoints for Monitoring by SL1
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To configure the SNMP settings on a Polycom HDX or VSX Series Endpoint, perform the following steps:

The device will automatically restart after you perform these steps.

1. Inthe left navigation bar, click Global Services > SNMP. The SNMP page appears:

Enable SNMP: =

Trap Version:
Read-Only Community: public

Contact Name: IT Administrator

Location Mame:
System Description: Videoconferencing Device

Console [P Address: 0.0.0.0

Any changes made to this page will cause the system to restart.

Download MIB

2. Supply values in the following fields:

Enable SNMP. Ensure that this checkbox is selected.

Trap Version. Select v2c in this field.

Read-Only Community. Type the new SNMP community string for this device. When you configure
an SNMP credential for this Polycom Endpoint in SL1, you will enter this community string in the

SNMP Community (Read-Only) field.

Contact Name. Optionally, type the contact information for the administrator of this device.
Location Name. Optionally, type the location of this device.

System Description. Type a description of this device

Console IP Address. Type the IP address of the Message Collection Unit or Data Collection Unit that
will collect SNMP trap messages from the device.

3. Click the [Update] button to save the new SNMP settings. The device will automatically restart.

Creating an SNMP Credential

SNMP credentials allow SL1 to access SNMP data on a managed device. SL1 uses SNMP credentials to perform
discovery, run auto-discovery, and gather information from SNMP Dynamic Applications.

Creating an SNMPv2 Credential

To create an SNMPv2 credential:
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1. Go to the Credentials page (Manage > Credentials).

2. Click the [Create New] button and then select Create SNMP Credential. The Create Credential modal
page appears:

Credential Tester

3. Supply values in the following fields:

¢ Name. Name of the credential. Can be any combination of alphanumeric characters, up to 64
characters. This is a required field.

 All Organizations. Toggle on (blue) to align the credential to all organizations, or toggle off (gray)
and then select one or more specific organizations from the What organization manages this
service? drop-down field to align the credential with those specific organizations. This field is
required.

NOTE: To learn more about credentials and organizations, see the section Aligning Organizations With a
Credential.

o Timeout (ms). Time, in milliseconds, after which SL1 will stop trying to communicate with the device.

The default value is 1500.

e SNMP Version. SNMP version. Choices are SNMP V1, SNMP V2, and SNMP V3. The default value
is SNMP V2.

o Port. The port SL1 will use to communicate with the external device or application. The default value
is 161. This field is required.

e SNMP Retries. Number of times SL1 will try to authenticate and communicate with the external
device. The default value is 1.

SNMP V1/V2 Settings

If you selected SNMP VT or SNMP V2 in the SNMP Version field, complete these fields. These fields are
inactive if you selected SNMP V3.
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o SNMP Community (Read-Only). The SNMP community string (password) required for read-only
access of SNMP data on the remote device or application. For SNMP V1 and SNMP V2 credentials,
you must supply a community string, either in this field or in the SNMP Community (Read/Write)
field.

o SNMP Community (Read/Write). The SNMP community string (password) required for read and
write access of SNMP data on the remote device or application. For SNMP V1 and SNMP V2
credentials, you must supply a community string, either in this field or in the SNMP Community

(Read Only) field.
4. Click [Save & Close].

NOTE: If you would like to test your credential using the Credential Tester panel, click [Save & Test]. For
detailed instructions on using the Credential Tester panel, see the Using the Credential Tester
Panel section.

Creating an SNMPv2 Credential in the Classic User Interface

To monitor Polycom Endpoints in SLT, you will need to create an SNMP Credential for each Endpoint.
To create an SNMP Credential for a Polycom Endpoint, perform the following steps in SL1:
1. Go to the Credential Management page (System > Manage > Credentials).
2. Click the [Create] button, and then select SNMP Credential. The Credential Editor page appears.

3. Supply values in the following fields:
 Profile Name. Type a name for the credential.

¢ SNMP Version. Select SNMP V2.

¢ SNMP Community (Read-Only). Type the SNMP Read-Only community string you configured on
the Polycom Endpoint.

NOTE: You can optionally change the values in the Timeout (ms) and Retries fields.

4. Click the [Save] button.

5. When you configure a discovery session that includes the IP address of the Polycom Endpoint, select the
SNMP credential you created in the SNMP Credentials field. For more information about discovery, see the
Discovery and Credentials manual.

Creating an SNMPv3 Credential

SNMP credentials allow SL1 to access SNMP data on a managed device. SL1 uses SNMP credentials to perform
discovery, run auto-discovery, and gather information from SNMP Dynamic Applications.

To create an SNMPv3 credential:
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1. Go to the Credentials page (Manage > Credentials).

2. Click the [Create New] button and then select Create SNMP Credential. The Create Credential modal
page appears:

Create Credential X

Credential Tester

Al .
@ sclect the organizations the credential belongs to* 1500
ganizations

SNMP Version s o
SNMPV3 1 161

3. Supply values in the following fields:

e Name. Name of the credential. Can be any combination of alphanumeric characters, up to 64
characters. This is a required field.

 All Organizations. Toggle on (blue) to align the credential to all organizations, or toggle off (gray)
and then select one or more specific organizations from the What organization manages this
service? drop-down field to align the credential with those specific organizations. This field is
required.

NOTE: To learn more about credentials and organizations, see the section Aligning Organizations With a
Credential.

o Timeout (ms). Time, in milliseconds, after which SL1 will stop trying to communicate with the device.
The default value is 1500.

o SNMP Version. SNMP version. Choices are SNMP V1, SNMP V2, and SNMP V3. The default value
is SNMP V2.

e Port. The port SL1 will use to communicate with the external device or application. The default value
is 161. This field is required.

o SNMP Retries. Number of times SL1 will try to authenticate and communicate with the external
device. The default value is 1.

SNMP V3 Settings

If you selected SNMP V3 in the SNMP Version field, complete these fields. These fields are inactive if you
selected SNMP V1 or SNMP V2.

o Security Name. Name for SNMP authentication. This field is required.

« Security Passphrase. Password to authenticate the credential. This value must contain at least 8
characters. This value is required if you use a Security Level that includes authentication.

Creating an SNMP Credential 54


#Aligning_Organizations_With_Credentials
#Aligning_Organizations_With_Credentials

In addition to alphanumeric characters, you can also use the following special characters in an
SNMP V3 security passphrase: 2 - =, . : # +%$[]{}&!() |/

You cannot use the following special characters in an SNMP V3 security passphrase: "'\

Authentication Protocol. Select an authentication algorithm for the credential. This field is required.
Choices are:

o MDS5. This is the default value.
° SHA

° SHA-224

o SHA-256

° SHA-384

°o SHA-512

NOTE:

The SHA option is SHA-128.

Security Level. Specifies the combination of security features for the credentials. This field is
required. Choices are:

© No Authentication / No Encryption.
o Authentication Only. This is the default value.

°  Authentication and Encryption.

Engine ID. The unique engine ID for the SNMP agent you want to communicate with. (SNMPv3

authentication and encryption keys are generated based on the associated passwords and the engine
ID.) This field is optional.

Context. A context is a mechanism within SNMPv3 (and AgentX) that allows you to use parallel
versions of the same MIB objects. For example, one version of a MIB might be associated with SNMP
Version 2 and another version of the same MIB might be associated with SNMP Version 3. For SNMP
Version 3, specify the context name in this field. This field is optional.

Privacy Protocol. The privacy service encryption and decryption algorithm. This field is required.
Choices are:

© DES. This is the default value.

o AES-128

o AES-192

o AES-256

° AES-256-C. This option is for discovering Cisco devices only.

Privacy Protocol Passphrase. Privacy password for the credential. This field is optional.

4. Click [Save & Close].

55

Creating an SNMP Credential



Creating an SNMP v3 Credential in the Classic User Interface

To monitor Polycom Endpoints in SLT, you will need to create an SNMP Credential for each Endpoint.
To create an SNMP Credential for a Polycom Endpoint, perform the following steps in SL1:
1. Go to the Credential Management page (System > Manage > Credentials).
2. Click the [Create] button, and then select SNMP Credential. The Credential Editor page appears.
3. Supply values in the following fields:
 Profile Name. Type a name for the credential.
o SNMP Version. Select SNMP V3.

o SNMP Community (Read-Only). Type the SNMP Read-Only community string you configured on
the Polycom Endpoint.

NOTE: You can optionally change the values in the Timeout (ms) and Retries fields.

4. Click the [Save] button.

5. When you configure a discovery session that includes the IP address of the Polycom Endpoint, select the
SNMP credential you created in the SNMP Credentials field. For more information about discovery, see the
Discovery and Credentials manual.

Performing Bulk Retrieval Using SNMPv3

The snmpbulkwalk command is used to perform a bulk retrieval of SNMP data from a device using SNMPv3.
You can use this command for device discovery and inventory tasks in network management, as it efficiently
gathers detailed information from network devices.

At the shell prompt, run the following command:

snmpbulkwalk -v3 -n <context> -1 authPriv -u <security name> -a
<authentication protocol> -A <security passphrase> -x <privacy protocol> -X
<privacy protocol pass phrase> -ObentU <device ip> .1 > device.walk

* -v3: Specifies the SNMP version (v3).

* -n <context>: Specifies the context name for SNMPv3 (optional, typically used in multi-context
environments).

* -1 authPriv: : Specifies the security level. authPriv means both authentication and encryption
(privacy) are used.

* -u <security name>: Specifies the username for SNMPv3.

* -a <authentication protocol>: Specifies the authentication protocol (e.g., MD5 or SHA).
* -A <security passphrase>: Specifies the passphrase for authentication.

* -x <privacy protocol>: Specifiesthe privacy (encryption) protocol (e.g., DES, AES).

* -X <privacy protocol pass phrase>: Specifies the passphrase for the privacy protocol.
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* -ObentU: Specifies options to format the output, such as showing numeric OIDs (-O), and excluding the
leading dot from OIDs (-Ob).

* <device ip>: Specifiesthe IP address of the device to query.
e . I:Indicates that the SNMP walk should start from the root of the MIB tree.

e >device.walk: Redirects the output to a file named device.walk.

Configuring SOAP/XML Credentials

SOAP/XML credentials allow SL1 to access a web server on a managed device. SOAP/XML credentials are used
in several places in SL1, including:

» With Dynamic Applications of type "SOAP".
 With Dynamic Applications of type "XML".
» With Dynamic Applications of type "XSLT".

» With Dynamic Applications of type "snippet". The snippet code must define the authentication protocol.
Dynamic Applications of type "snippet" can use any type of credential.

Creating SOAP/XML Credentials

To create a SOAP/XML credential:
1. Go to the Credentials page (Manage > Credentials).

2. Click the [Create New] button and then select Create SOAP/XML Credential. The Create Credential
modal page appears:

Create Credential

Credential Tester

3. Supply values in the following fields:

¢ Name. Name of the credential. Can be any combination of alphanumeric characters, up to 64
characters. This field is required.
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« All Organizations. Toggle on (blue) to align the credential to all organizations, or toggle off (gray)
and then select one or more specific organizations from the What organization manages this
service? drop-down field to align the credential with those specific organizations. This field is
required.

NOTE: To learn more about credentials and organizations, see the section Aligning Organizations With a
Credential.
o Timeout (ms). Time, in milliseconds, after which SL1 will stop trying to communicate with the web
service.
« Content Encoding. Tells the SOAP server or XML data-store how the content is encoded, so the
SOAP server or XML data-store knows how to decode the message. Select the encoding that is
appropriate for your request and response.
e Method. HTTP method to use to exchange credential data from the managed device. Choices are
GET or POST.
NOTE: Typically, Dynamic Applications of type "XML" use GET methods. Dynamic Applications of type
"SOAP" and of type "XSLT" use POST methods.
e HTTP Version. Version of HTTP to use. Choicesare 1.0 or 1.7.
o URL. Address of the SOAP server, HTML document, or XML document. This field is required and
should be of the following format:
https://IP address:port/full path to desired SOAP, HTML, or XML document
NOTE: The port is stored if it is specified in the URL; otherwise, SL1 uses the default port values 80 for HTTP
and 43 for HTTPS.
° You can include the variable %D in this field. SL1 will replace the variable with the IP address of
the current device (device that is currently using the credential).
NOTE: For component devices, SL1 will replace %D with the IP address of the root device.

Configuring SOAP/XML Credentials

° You can include the variable %N in this field. SL1 will replace the variable with the hostname of
the current device (device that is currently using the credential). If SL1 cannot determine the
hostname, SL1 will replace the variable with the primary management IP address for the current
device.

e HTTP Auth User. Username with which to log in to the web server.

o HTTP Auth Password. Password with which to access the web server.
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Proxy Settings

If you use a proxy server in front of the SOAP server(s) or XML data-store(s) you want to communicate with,
enter values in these fields. Otherwise, you can skip these fields.

e Hostname/IP. The host name or IP address of the proxy server.

e Port. Port on the proxy server to which you will connect.

e User. Username to use to access the proxy server.

o Password. Password to use to access the proxy server.

SOAP Options

These fields are optional. When a SOAP/XML credential is aligned with a SOAP or XSLT Dynamic
Application, the requests defined in the Dynamic Application can use the values defined in these fields. To
use a value defined in one of these fields, the request must include the substitution character associated
with that value. For example, suppose a Dynamic Application request includes the XML tag <high
value=%1>. Suppose you specified "100" in the Embed Value [%1] field in the credential aligned with
that Dynamic Application. The request will be sent with the XML tag <high value=100>.

o Embedded Password [%P]. Specifies a password value to include in a request. The value defined in
this field is substituted in to the %P substitution character. The value will be encrypted in the request,
will be masked in the Credential Editor, and will be stored in an encrypted form in the database.

o Embed Value [%]1]. The value defined in this field is substituted in to the %1 substitution character.

o Embed Value [%2]. The value defined in this field is substituted in to the %2 substitution character.

o Embed Value [%3]. The value defined in this field is substituted in to the %3 substitution character.

o Embed Value [%4]. The value defined in this field is substituted in to the %4 substitution character.
HTTP Headers

* Ifyou require custom HTTP headers to communicate with the SOAP server, you can build the custom

header here. To add a header, click the [Add Header] button
cURL Options

* You can include the cURL command and various options in your credential. The list of cURL options
lists all the options you can include in your credential. To include a cURL option in the credential,
click the Add CURL Option drop-down and then select it from the list. You can then supply
arguments in the blank text field to the right of the option.

* For more information on cURL commands, see the cURL manpage at
http://curl.haxx.se/docs/manpage.himl.

4. Click [Save & Close].

NOTE: If you would like to test your credential using the Credential Tester panel, click [Save & Test]. For

detailed instructions on using the Credential Tester panel, see the Using the Credential Tester
Panel section.
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Creating SOAP/XML Credentials in the Classic User Interface

To use the Dynamic Applications in the Polycom Endpoint PowerPack, you must configure five SOAP/XML
credentials for your Polycom device. The five credentials are:

¢ Polycom - Advanced
 Polycom - Interface
¢ Polycom - Network
¢ Polycom - System

¢ Polycom CDR

These credentials enable SL1 to monitor and collect call detail records for Polycom Endpoints using unique
combinations of URL, username, and password.

If you have multiple Polycom Endpoints, you will need one set of credentials for each unique room password for
the "admin" user. For example, if you have configured three Polycom Endpoints with the same room password for
the "admin" user, you need only one set of credentials.

To modify the templates, perform the following steps:

1. Go to the Credential Management page (System > Manage > Credentials).

2. Click the wrench icon :P) for the "Polycom - Advanced" credential. The Credential Editor modal window
appears:

Credential Editor [21] Close | Esc

Edit SOAPIXML Credential #21 | new |  Reset |
Basic Settings Soap Options
Profile Name Content Encoding Method HTTP Version Embedded Password [%P]
[Polycom - Advanced | [Ltestpaml | [=] [IGET] =] [(HTTPA =] || | |
URL [ htp(s)://Host:Port/Path | %D = Aligned Device Address | %N = Aligned Device Host Name ] Embed Value [%1] Embed Value [%2]
[hitp /%D /advanced xml [} [ [

HTTP Auth User HTTP Auth Password Timeout (seconds) Embed Value [%3] Embed Value [%4]
= N[Ecoos | = T I |
Proxy Settings HTTP Headers

P Port User Password + Add a header
|[o | I
CURL Options
CAINFO -
CAPATH |
CLOSEPOLICY m
CONNECTTIMEQUT
COOKE | - |
COOKIEFILE
COOKIEJAR -
COOKIELIST
CRLF
CUSTOMREQUEST
DNSCACHETIMEOUT -
|__Save | Save As |

3. Inthe Profile Name field, type a new name for the credential.

4. Inthe HTTP Auth Password field, type the room password you configured for the "admin" user on the
Polycom Endpoint.

5. Click the [Save As] button.
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6. Repeat steps 2 - 5 for the following credentials:
¢ Polycom - CDR
* Polycom - Interface
¢ Polycom - Network

¢ Polycom - System

Dynamic Applications for Polycom Endpoints

The Polycom Endpoint PowerPack contains 13 Dynamic Applications that can be used to monitor Polycom
Endpoints and Group Series (GS) devices. Some of the Dynamic Applications for Polycom Endpoints use the
caching feature:

» Four Dynamic Applications are used only to collect and cache data from Polycom Endpoints.

» Three Dynamic Applications use the cached data. For these Dynamic Applications to display data, the
Dynamic Applications that collect and cache data must be aligned to the same device.

Six Dynamic Applications for Polycom Endpoints and GS devices do not use the caching feature.

The Dynamic Applications in the Polycom Endpoint PowerPack include discovery objects. If you discover your
Polycom Endpoint as an SNMP device and include all the SOAP/XML credentials you configured for your
Polycom Endpoint in the Other Credentials field in the Discovery Session Editor page, SL1 will automatically
align the Dynamic Applications from the Polycom Endpoint PowerPack to your Polycom Endpoint. However, the
Dynamic Applications in the Polycom Endpoint PowerPack might take a significant amount of time to align with
Polycom devices during discovery. If you are discovering multiple Polycom Endpoints or your Polycom Endpoints
take several seconds to respond to HTTP requests, Sciencelogic recommends that you do not include SOAP/XML
credentials in the discovery session.

If you do not include SOAP/XML credentials in the discovery session for your Polycom endpoints, you can
manually align the Polycom Dynamic Applications using a device template. To create a device template for a
Polycom Endpoint, perform the following steps:

1. Goto the Configuration Templates page (Devices > Templates, or Registry > Devices > Templates in
the classic SL1 user interface).

Click the [Create] button. The Template Editor page appears.
Type a name for your device template in the Template Name field.

Click the [Dyn Apps] tab.

oA b

For each Dynamic Application listed in the table below:
* Select Add New Dynamic App Sub-Template.
o Select the Dynamic Application in the Dynamic Application field.

o Click the Credentials field, then select the credential listed for the Dynamic Application in the table
below.

6. Click the [Save] button.

If your discovery session includes IP addresses for only Polycom Endpoints, you can apply the device template to
all devices discovered by that discovery session. To apply a device template to all devices discovered by a
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discovery session, select the device template in the Apply Device Template field in the Discovery Session
Editor page.

If your discovery session includes IP addresses for other types of devices in addition to Polycom Endpoints, you
can apply the device template to your Polycom Endpoints after discovery in the Device Manager page. To do
this:

1. Go to the Device Manager page (Devices > Classic Devices, or Registry > Devices > Device Manager in
the classic SL1 user interface).

2. Select the checkbox for each Polycom Endpoint.

3. Inthe Select Action drop-down list, select Modify By Template and then click the [Go] button. The Bulk
Device Configuration modal page appears.

4. Select the device template in the Template field.
5. Click the [Apply] button.
6. Inthe confirmation page that appears, click the [Confirm] button.

The following table lists the Dynamic Applications in the Polycom Endpoint PowerPack, the dependencies
between the caching and cache consuming Dynamic Applications, and the credential that must be aligned with
each Dynamic Application:

Dynamic Application

Polycom: Active Call

Credential

N/A

Caching Type

Consumes Cache

Dependencies

Polycom: Cache Network

Polycom: Cache

Polycom - Advanced

Populates Cache

N/A

Advanced

Polycom: Cache Interface | Polycom - Interface Populates Cache N/A

Polycom: Cache Network | Polycom - Network Populates Cache N/A

Polycom: Cache System Polycom - System Populates Cache N/A

Polycom: Call Detail Polycom CDR No Caching N/A

Records

Polycom: Call Quality N/A Consumes Cache Polycom: Cache Network

Statistics and Polycom: Cache
Advanced

Polycom: Configuration N/A Consumes Cache Polycom: Cache System

and Polycom: Cache
Interface

Polycom: SNMP SNMP Credential for No Caching N/A

Configuration Device

Polycom GS: Active Call | SNMP Credential for No Caching N/A
Device

Polycom GS: Asset and SNMP Credential for No Caching N/A

Network Service

Device
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Dynamic Application Credential Caching Type Dependencies

Polycom GS: Call Quality | SNMP Credential for No Caching N/A
Device

Polycom GS: Status SNMP Credential for No Caching N/A
Device
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Chapter

Monitoring Tandberg Infrastructure

Overview

The following sections describe how to configure Cisco Tandberg infrastructure devices for monitoring by SL1
using the Tandberg: Infrastructure PowerPack:

This chapter covers the following topics:

Tandberg Infrastructure SUPPOIt ... . 64
Creating a Credential for Tandberg Infrastructure Dynamic Applications ................................... 67
TelePresence Content Server ... 67
Video Communication Server ... 68
TelePresence Server ... 72
TelePresence Control Unit ... 75

Tandberg Infrastructure Support

The following table lists the devices that can be monitored using the Dynamic Applications in the Tandberg:
Infrastructure PowerPack. For each device type, the table lists:

* The credential to use for the device. The credential to use will either be the generic credential for Tandberg
Infrastructure devices or a specific credential for that device type. The credential field for each device links to
the section in this chapter that describes how to create the credential.

e The Dynamic Applications in the Tandberg: Infrastructure PowerPack that can be used to monitor the device.
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Product Family Products Credential Dynamic Application
MCU 4200 Series | 4205 Generic Tandberg: Codian MCU
4210 Configuration
4215 Tandberg: Codian
4220 Performance
8420 (blad
(blade) Tandberg Codian Status
Tandberg: Codian MCU
CDR Participants Log
Tandberg: Codian MCU
CDR Conference Log
MCU 4500 Series 4501 Generic Tandberg: Codian MCU
4505 Configuration
4510 .
4515 Tandberg Codian Status
4520 Tandberg: Codian
8510 (blade) Performance
Tandberg: Codian MCU
CDR Participants Log
Tandberg: Codian MCU
CDR Conference Log
ISDN Gateways 3210 Generic Tandberg: Codian
3220 Performance
3240 Tandberg Codian Status
3280 Tandberg: Codian ISDN
8321 (blade) Gateway Call Details
IP Gateways 4510 Generic Tandberg: Codian
3590 Status
Tandberg Codian
3540 Performance
8350 (blade)
Media Gateway 3610 Generic Tandberg Codian Status
Tandberg: Codian
Performance
IPVCR 2210 Generic Tandberg: Codian
9920 Status
Tandberg: Codian
2240 Performance
8220 (blade)
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Product Family Products Credential Dynamic Application

Codian Supervisor 8050 (blade) Generic e Tandberg: Codian
MSE Supervisor
Configuration

» Tandberg: Codian MSE

Supervisor Performance

TelePresence TCS Specific - see TelePresence » Tandberg: TCS Status
Content Server Content Server section. Tandberg: TCS

Configuration

e Tandberg: TCS

Performance

» Tandberg: TCS Cluster

Node Performance

e Tandberg: TCS System

Health
Video VCS-Expressway Specific - see Video * Tandberg: VCS
g:ommumccmon VCS.-Control Con.“:mumccmon Server Configuration
erver section. » Tandberg: VCS Status
* Tandberg: VCS Call
Details
e Tandberg: VCS
Registration Status
TelePresence Server MSE 8710 Specific - see TelePresence * Tandberg: Codian TS
Server section. Port Utilization

TelePresence Server
7010 * Tandberg: Codian TS
Configuration

* Tandberg: Codian TS
Conference Details

* Tandberg: Codian TS
Participant Details

e Tandberg: Codian TS

Status
TelePresence Control | TCU Specific - see TelePresence » Tandberg:
Unit Control Unit section. TCU Configuration

» Tandberg: TCU Status
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Creating a Credential for Tandberg Infrastructure Dynamic
Applications

For Tandberg infrastructure devices that use the generic credential, you will need to create a SOAP/XML
credential to align with the Dynamic Applications for that device.

To create a SOAP/XML for Tandberg infrastructure devices:

1. Using the manufacturer's instructions, determine the username and password that can be used to access the
web service on the device.

2. Go to the Credential Management page (System > Manage > Credentials).
3. Inthe Credential Management page, select the [Create] menu. Select SOAP/XML Host Credential.
4. The Credential Editor page appears. Enter values in the following fields:

e Profile Name. Name of the credential. Can be any combination of alphanumeric characters.

o URL. Enter "http://%D/rpc2". The variable %D will be replaced with the IP address of the current
device that is using the credential.

e HTTP Auth User. Enter your username with which you log in to the web server.
o HTTP Auth Password. Enter the password with which you access the web server.

o Timeout (seconds). Enter the time, in seconds, after which you want the platform to stop trying to
communicate with the web server.

5. The remaining fields in the Credential Editor page can be left blank or at their default setftings.

6. Select the [Save] button to save the credential.

TelePresence Content Server

For the Dynamic Applications that will be aligned with the TelePresence Content Server, you will need to create a
SOAP/XML credential to align with the Dynamic Application.

To create the credential:

1. Using the manufacturer's instructions, determine the username and password that can be used to access the
web service on the device.

2. Goto the Credential Management page (System > Manage > Credentials).

3. Inthe Credential Management page, click the [Create] menu and then select SOAP/XML Host
Credential.

4. The Credential Editor page appears. In this page, you will define the credential. Enter values in the
following fields:

o Profile Name. Name of the credential. Can be any combination of alphanumeric characters.
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e URL. Type the URL that corresponds to the Dynamic Application. The variable %D will be replaced
with the IP address of the current device that is using the credential. The URL for each Dynamic
Application is listed below:

o Tandberg: TCS Status. Type "http://%D/tcs/status.xml" in the URL field.

o Tandberg: TCS Configuration. Type "http://%D/tcs/configuration.xml" in the URL field.
o Tandberg: TCS Performance. Type "http://%D/tcs/status.xml" in the URL field.
o Tandberg: TCS Cluster Node. Type "http://%D/tcs/clusterstatus.xml" in the URL field.

o Tandberg: TCS System Health. Type "http://%D/tcs/SoapServer.php" in the URL field.

o HTTP Auth User. Type your username with which you log in to the web server.
e HTTP Auth Password. Type the password with which you access the web server.

« Timeout (seconds). Type the time, in seconds, after which you want SL1 to stop trying to
communicate with the web server.

5. The rest of the fields in the Credential Editor page can be left blank or at their default settings.

6. Click the [Save] button to save the credential.

Video Communication Server

The Video Communication Server (VCS) constitutes two products:
» VCS-Control.
o VCS-Expressway.

These products use the same code base but the VCS-Control product is used for enterprise applications and
provides gatekeeper and SIP proxy functionality.

The VCS-Expressway provides two functions:

» Hosting endpoints outside the corporate firewall. This allows work at home users to connect to internal
video conferencing equipment without the need for VPN.

* Providing Border Gateway services, which enables B2B video calls.

The VCS-Control and the VCS-Expressway are available as stand-alone appliances that can run as a virtual
machine.

Dynamic Applications for VCS Devices

The following Dynamic Applications must be manually aligned to VCS devices:

» Tandberg: VCS Configuration. This Dynamic Application collects the following groups of information:

° Service Details. Indicates the status of services like SNMP.
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o

[0}

o

Transform Details. Shows the transformation rules configured on the system.
Bandwidth Details. Provides information about bandwidth settings.
Pipe Details. Provides information about the configured Pipe settings.

Link Details. Provides information about the configured links.

» Tandberg: VCS Status. This Dynamic Application retrieves system-related information such as the following:

o

[e)

System Details.

Package Details.
Ethernet Details.
Features Installed.
Sip Information.

H.323 Information.

Tandberg: VCS Call Details. This Dynamic Application collects details about the calls that VCS processes.

Tandberg: VCS Registration Details. This Dynamic Application provides a list of all the registrations on the
VCS and provides historical information about all the registrations that have aged out or the devices
unregistered.

Creating a Credential for VCS Devices

For the Dynamic Applications in the Tandberg: Infrastructure PowerPack that can be aligned with VCS devices,
you will need to create a SOAP/XML credential to align with the Dynamic Application.

To create a credential for VCS devices:

1.
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Using the manufacturer's instructions, determine the username and password that can be used to access the
web service on the device.

Go to the Credential Management page (System > Manage > Credentials).

In the Credential Management page, click [Create] and then select SOAP/XML Host Credential.

The Credential Editor page appears. On this page, you will define the credential. Type values in the
following fields:

Profile Name. Type a name for the credential. This name can be any combination of alphanumeric
characters.

Method. For VCS systems running version 7.2 and higher, select GET. For VCS systems prior to
version 7.2, select POST.

HTTP Version. Leave this field at the default value of HTTP /1. 1.

URL. Type "http://%D/configuration.xml". The variable %D will be replaced with the IP address of the
current device that is using the credential.

HTTP Auth User. Type the username you use to log in to the web server.

HTTP Auth Password. Type the password you use to access the web server.
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5.

o Timeout (seconds). For the "Tandberg: VCS Configuration" Dynamic Application, type "10". For the
remaining Dynamic Applications, type "5".

o HTTP Headers. If you are using the "Tandberg: VCS Status' sample credential to filter alerts
generated by the "Tandberg: VCS Call Details" Dynamic Application, edit the three entries in this
pane:

° CDRIncludeSourceDomains. Type a comma-separated list of domains in this field to be filtered by
the call's source domain. For example, cisco.call.ciscospark or cisco.call.webex.com. Do not
include any colons (:) in the source domains in this field.

°  CDRIncludeDestinationDomains. Type a comma-separated list of domains in this field to be
filtered by the call's destination domain. For example, cisco.call.ciscospark or
cisco.call.webex.com. Do not include any colons (:) in the destination domains in this field.

°  CDRAdditionalCauseCodes. Type a comma-separated list of additional cause codes to generate
alerts on cause codes outside the default range.

NOTE: These fields are optional. If left blank, the "Tandberg: VCS Status" Dynamic
Application will generate alerts for calls from all domains, whose cause codes fall in
the default range of 500 to 599.

The rest of the fields on the Credential Editor page can be left blank or at their default settings.

6. Click the [Save] button to save the credential.

Manually Aligning Dynamic Applications with VCS Devices

From the Dynamic Application Collections page, you can manually align a Dynamic Application with a VCS
device.

To manually align the Dynamic Applications from the Tandberg: Infrastructure PowerPack with a VCS device:

1.
2.

Go to the Device Manager page (Registry > Devices > Device Manager).

In the Device Manager page, find the VCS device you want to associate with a Dynamic Application. Click
. . &

its wrench icon (7).

In the Device Administration panel, click the [Collections] tab.

In the Dynamic Application Collections page, click the [Action] menu and then select Add Dynamic
Application.
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5. The Dynamic Application Alignment modal page appears. To align a Dynamic Application with a device

in this page:

Dynamic Application Close | Esc

Dynamic Application Alignment

Dynamic Applications

Credentials

Database Performance:
|_EMT: Event Count
|_EWT: High Frequency Data Pull
- Confi Froc

|_Cizco: TP: Peripheral Status (Left)
|_Cizco: TP: Peripheral Status (Main)
|_Cizco: TP: Peripheral Status (Prezentation)
|_Cizco: TP: Peripheral Status (Right)
|_Cloudkick: Overview

|_Cloudkick: State

|_EMC Agent Infermation

|_EMC Cache Config

|_EMC Caching

|_EMC Customer Replaceable Unit Config
|_EMC Disk Config

|_EMC Lun Config

|_EMC Lun Discovery

|_EMC Raid Group Config

|_EMC Storage Processor Config
_GoGrid: Overview

|_GoGrid: Paszword Lists

|_GoGrid: Server Images

|_GoGrid: Status

|_Host Resource: Memaory Config

| »

-

Select A Dynamic Application First

Save

o Select Tandberg: VCS Configuration in the Dynamic Applications field. You can filter the list of

Dynamic Applications using the search field above the Dynamic Applications field.

« Select the credential you created for Tandberg: VCS Configuration from the Credentials list.

NOTE: Your organization membership(s) might affect the list of credentials you can see in the Credentials
field.

6. Click the [Save] button in the Dynamic Application Alignment modal page to align the Dynamic

Application and the Credential to the device.

7. Repeat steps 4-6 for the remaining Dynamic Applications:
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» Tandberg: VCS Status
» Tandberg: VCS Call Details
* Tandberg: VCS Registration Details
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TelePresence Server

The Cisco TelePresence Server is available in two models:
* A chassis-based MSE 8710
* An appliance-based TelePresence Server 7010

The following Dynamic Applications for monitoring a TelePresence Server are included in the Tandberg:
Infrastructure PowerPack:

e Tandberg: Codian TS Port Utilization

e Tandberg: Codian TS Configuration

e Tandberg: Codian TS Conference Details
» Tandberg: Codian TS Participant Details
e Tandberg: Codian TS Status

Creating a Credential for a TelePresence Server

For the Dynamic Applications in the Tandberg: Infrastructure PowerPack that can be aligned with TelePresence
Servers, you will need to create a SOAP/XML credential to align with the Dynamic Application.

To create the credential:
1. Go to the Credential Management page (System > Manage > Credentials).

2. Inthe Credential Management page, click the [Create] button and then select SOAP/XML Host
Credential.

3. The Credential Editor page appears. Enter values in the following fields:

¢ Profile Name. Name of the credential. Can be any combination of alphanumeric characters.

e Method. For Tandberg: Codian TS Configuration and Tandberg: Codian TS Status, select GET. For
the remaining Dynamic Applications, leave this field at the default value of POST.
e HTTP Version. Leave this field at the default value of HTTP /1.1.

e URL. Type the URL that corresponds to the Dynamic Application. The variable %D will be
automatically replaced with the IP address of the device that is using the credential. The URL for each
Dynamic Application is listed below:

o Tandberg: Codian TS Port Utilization. Type "http://%D" in the URL field.

o

Tandberg: Codian TS Configuration. Type "http://%D/system.xml" in the URL field.

o

Tandberg: Codian TS Conference Details. Type "http://%D/" in the URL field.

(o}

Tandberg: Codian TS Participant Details. Type "http://%D/" in the URL field.

e}

Tandberg: Codian TS Status. Type "http://%D/system.xml" in the URL field.
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e HTTP Auth User. Type the username with which you log in to the web server.
o HTTP Auth Password. Type the password for the username you entered in the HTTP Auth Userfield .

o Timeout (seconds). For Tandberg: Codian TS Configuration and Tandberg: Codian TS Status, Type
15. For the remaining Applications, Type 10.

4. The rest of the fields in the Credential Editor page can be left blank or at their default settings.
5. Click the [Save] button to save the credential.

Manually Aligning the Dynamic Applications with the TelePresence
Server

From the Dynamic Application Collections page, you can manually align a Dynamic Application with a
TelePresence Server.
To manually align a Dynamic Application with a TelePresence Server:

1. Goto the Device Manager page (Registry > Devices > Device Manager).

2. Inthe Device Manager page, find the TelePresence Server. Click its wrench icon ( EI).
3. Inthe Device Administration panel, click the [Collections] tab.

4. Inthe Dynamic Application Collections page, click the [Action] menu and then select Add Dynamic
Application.
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5. The Dynamic Application Alignment modal page appears. To align a Dynamic Application with a device

in this page:
Dynamic Application Close | Esc
Dynamic Application Alignment
Dynamic Applications Credentials
Select A Dynamic Application First -
Database Performance: -

|_EMT: Event Count |_|
|_EWT: High Frequency Data Pull B
- Confi Froc

|_Cizco: TP: Peripheral Status (Left)
|_Cizco: TP: Peripheral Status (Main)
|_Cizco: TP: Peripheral Status (Prezentation)
|_Cizco: TP: Peripheral Status (Right)
|_Cloudkick: Overview

|_Cloudkick: State

|_EMC Agent Infermation

|_EMC Cache Config

|_EMC Caching

|_EMC Customer Replaceable Unit Config
|_EMC Disk Config

|_EMC Lun Config

|_EMC Lun Discovery

|_EMC Raid Group Config

|_EMC Storage Processor Config

_GoGrid: Overview

|_GoGrid: Paszword Lists

|_GoGrid: Server Images

|_GoGrid: Status

|_Host Resource: Memaory Config 7 e

Save

o Select Tandberg: Codian TS Configuration in the Dynamic Applications field. You can filter the list
of Dynamic Applications using the search field above the Dynamic Applications field.

« Select the credential you created for Tandberg: Codian TS Configuration from the Credentials list.

NOTE: Your organization membership(s) might affect the list of credentials you can see in the Credentials
field.

6. Click the [Save] button in the Dynamic Application Alignment modal page to align the Dynamic
Application and the credential to the device.

7. Repeat steps 4-6 for the remaining Dynamic Applications:
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» Tandberg: Codian TS Port Utilization
e Tandberg: Codian TS Status

NOTE: The following two Dynamic Applications are only supported for TelePresence Server
versions 4.2 and below. The API no longer provides this information for TelePresence
Server versions 4.3 and higher, and if you align these Dynamic Applications, you will
see log messages such as "APl version is not supported by application”.

» Tandberg: Codian TS Participant Details
» Tandberg: Codian TS Conference Details

TelePresence Control Unit

The following Dynamic Applications for monitoring a TelePresence Control Unit are included in the Tandberg:
Infrastructure PowerPack:

o Tandberg: TCU Configuration
o Tandberg: TCU Status

Creating a Credential for a TelePresence Control Unit
For the Dynamic Applications in the Tandberg: Infrastructure PowerPack that can be aligned with TelePresence
Control Units, you will need to create a SOAP/XML credential to align with the Dynamic Application.
To create the credential:
1. Go to the Credential Management page (System > Manage > Credentials).

2. Inthe Credential Management page, click the [Create] button and then select SOAP/XML Host
Credential.

3. The Credential Editor page appears. Enter values in the following fields:
« Profile Name. Name of the credential. Can be any combination of alphanumeric characters.
e Method. For both Tandberg: TCU Configuration and Tandberg: TCU Status, select GET.
o HTTP Version. Leave this field at the default value of HTTP /1.1.

o URL. Type the URL that corresponds to the Dynamic Application. The variable %D will be
automatically replaced with the IP address of the device that is using the credential. The URL for each
Dynamic Application is listed below:

o Tandberg: TCU Configuration. Type "http://%D/configuration.xml" in the URL field.

o Tandberg: TCU Status. Type "http://%D/status.xml" in the URL field.
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e HTTP Auth User. Type the username with which you log in to the web server.

o HTTP Auth Password. Type the password for the username you entered in the HTTP Auth User
field .

o Timeout (seconds). Type the time, in seconds, after which you want SL1 to stop trying to
communicate with the web server.

4. The rest of the fields in the Credential Editor page can be left blank or at their default settings.
5. Click the [Save] button to save the credential.

Manually Aligning the Dynamic Applications with the TelePresence
Server
From the Dynamic Application Collections page, you can manually align a Dynamic Application with a
TelePresence Control Unit.
To manually align a Dynamic Application with a TelePresence Control Unit:

1. Go to the Device Manager page (Registry > Devices > Device Manager).

2. Inthe Device Manager page, find the TelePresence Control Unit. Click its wrench icon ( a).
3. Inthe Device Administration panel, click the [Collections] tab.

4. Inthe Dynamic Application Collections page, click the [Action] menu and then select Add Dynamic
Application.

TelePresence Control Unit
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5. The Dynamic Application Alignment modal page appears. To align a Dynamic Application with a device

in this page:

Dynamic Application Close | Esc

Dynamic Application Alignment

Dynamic Applications

Credentials

Database Performance:
|_EMT: Event Count
|_EWT: High Frequency Data Pull
- Confi Froc

|_Cizco: TP: Peripheral Status (Left)
|_Cizco: TP: Peripheral Status (Main)
|_Cizco: TP: Peripheral Status (Prezentation)
|_Cizco: TP: Peripheral Status (Right)
|_Cloudkick: Overview

|_Cloudkick: State

|_EMC Agent Infermation

|_EMC Cache Config

|_EMC Caching

|_EMC Customer Replaceable Unit Config
|_EMC Disk Config

|_EMC Lun Config

|_EMC Lun Discovery

|_EMC Raid Group Config

|_EMC Storage Processor Config
_GoGrid: Overview

|_GoGrid: Paszword Lists

|_GoGrid: Server Images

|_GoGrid: Status

|_Host Resource: Memaory Config

| »

-

Select A Dynamic Application First

Save

o Select Tandberg: TCU Configuration in the Dynamic Applications field. You can filter the list of

Dynamic Applications using the search field above the Dynamic Applications field.

« Select the credential you created for Tandberg: TCU Configuration from the Credentials list.

NOTE: Your organization membership(s) might affect the list of credentials you can see in the Credentials
field.

6. Click the [Save] button in the Dynamic Application Alignment modal page to align the Dynamic

Application and the credential to the device.

7. Repeat steps 4-6 for the Tandberg: TCU StatusDynamic Application.
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Chapter

10

Reports for Video Devices

Overview

The following sections describe the default custom reports that are designed to display data collected from video
devices:

This chapter covers the following topics:

TelePresence Inventory Report ... ... 79
Video Calls by Device Group, Call Type, and Bandwidth Report ... 79
Video Endpoint Availability Chart Report ... 81
Video Endpoint Availability Table Report ... . 83
Video Endpoint Avg Jitter Column Chart Report ... .. ... 85
Video Endpoint Avg Jitter Line Chart Report ... . . . 87
Video Endpoint Avg Jitter Table Report ... .. 90
Video Endpoint Call Detail Records Report ... ... 91
Video Endpoint Detailed Asset Inventory Report ... ... . . 94
Video Endpoint Detailed Jitter Line Chart Report ... 95
Video Endpoint Detailed Packet Loss Line Chart Report ... 98
Video Endpoint Packet Loss Column Chart Report ... . ... ... 100
Video Endpoint Packet Loss Line Chart Report ... ... . .. ... 102
Video Endpoint Packet Loss Table Report ... . . 104
Video Endpoint Performance Detail Report ... 105
Video Endpoint Unavailability Chart Report ... ... ... 107
Video Endpoint Unavailability Table Report ... .. .. 109
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Video Usage Report .. ... 111
Video Usage Chart Report

NOTE: The reports listed in this chapter can be generated as quick reports on the Run Quick Report page
(Reports > Run Report) or configured as scheduled reports on the Report Jobs page (Reports >
Create Report > Report Jobs). For more information about generating reports, see the Reports
manual.

TelePresence Inventory Report

This report displays a summary of TelePresence servers, including the location name, system name, server type,
serial number, model, and model number for each server.

TelePresence Inventory Report
Preparec: April 17, 2015 7:41 am

..... Sciencelogic

Enterprise Video TELEPRESENCE INVENTORY REPORT FOR 36 MONTHS STARTING 2012-04-01 TO 2015-04-01

Location Name | System Name [ Server Type | Serial Number | Model [ Model Number

[Summary for Device - Endpoint - CTS-500

Codec Codec Camera Display Display
Serial Number re Version Firmware Serial Number

LEFT N/A N/A NIA N/A NIA

CENTER N/A NIA N/A NIA N/A

RIGHT N/A N/A N/A NIA N/A

PRESENTATION N/A NIA

Cisco IP Phone | CiscoIP Phone | Cisco IP Phone I Doc Cam I Doc Cam I
Serial Number | Mac Address I Software Version | Serial Number | Model Number I
/A | NIA | /A | N/A | WA |

The following options are available when generating the report:

o Tandberg and TelePresence Organization Selection. Select the organization that you want represented
in the report.

e Report Span. Specify a Daily, Weekly, or Monthly span to include in the report. Specify a Starting date and
a Duration for the report.

This description covers the latest version of this report as shipped by Sciencelogic. This report might have been
modified on your SL1 system.

Video Calls by Device Group, Call Type, and Bandwidth
Report

This report displays usage information for Tandberg, Polycom, Lifesize and Cisco TelePresence devices. For each
device included in the report, the report displays a table for each type of call. For each type of call, the report
displays the number of calls and total hours the device was on a call for each bandwidth type. The report includes
only calls that were made during the time period selected for the report.
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You can customize the output to include only specific devices. You can also specify the time span of information

to include in the report.

kdiSciencelogic

Video Calls by DeviceGroup, Call Type, Bandwidth — Apr 2012 for 36 months

Date: February 2015

Organization: Customer A Video

Call Type: Unknown

Bandwidth Calls Hours
5632 279| 298.31)
[Sum for Call Type: Unknown 5632 27 298.31
Sum for Organization: Customer A Video 5632] 27" 298.31
O ization: Ci B Video
Call Type: Unknown
nawi Calls I Hours
10500] 110| 1)
Sum for Call Type: Unknown 10500] ﬂj 0]
Type: Video
Bandwidth Calls Hours
11268| 91 172.82
Sum for Call Type: Video 11268| 91 172.82]
mm’rﬁ%mnm 21768 201 172.82)
Sum for Date: February 2015 27400] 48 471.1j
Date: March 2015
B I
e: Un
ndwi _ng’_ Calls Hours
1152| 9| 0.01)
[Sum for Call Type: Unknown 1152| z
um for Organization: Customer A Video 1152
[Sum for Date: March 2015 1152| z
(Overall Totals: 28552 48! 471.14

Genersted on: April 17th, 2015 07:56:02 AM

The following input options are available when generating the report:

o Branding. Optionally enter text that will be displayed at the top of the report. If you do not enter a value in

this field, "Video Endpoint Report" will be displayed at the top of the report.

° All devices. Select this checkbox if you want all devices in the system to be included in this report.

° QOrganizations. If the All devices checkbox is unselected, select one or more Organizations. The
report will contain only the devices in the organizations you select. You can further filter the list of
devices to include in the report by selecting devices in the Devices by Organization field.

o Select individual devices. If the All devices checkbox is unselected, the Select individual devices

Device Selection: Select the devices that will appear in the report. The choices are:

checkbox is available. Select this checkbox if you would like to use the Devices by Organization field
to select the individual devices to include in the report.

° Devices by Organization. This field displays a list of all devices in the organizations selected in the

Organizations field. If the Select individual devices checkbox is selected, you can select one or more
devices to include in the report.

o Device Group Selector: Select the device groups that will appear in the report. The following input
elements appear in this component:

o Select By Device Group. Select this checkbox if you want to select which device groups to include in

the report.

° Device Groups. If the Select By Device Group checkbox is selected, select one or more device

groups. The report will contain only the devices in the device groups you select.

o Device Categories. By default, the All Device Categories checkbox is selected. To limit the report to one or

more specific device categories, select one or more device categories from the list of Device Categories.

« General Display Options. Specify how the report will be arranged:

Video Calls by Device Group, Call Type, and Bandwidth Report
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o Separated By. Select whether the report will be separated into multiple tables. The report can be
separated to include one table per organization, one table per device group, one table per device
category, or one table per device.

o Naming. These checkboxes allow you to select whether the Device ID or the Organization ID will
appear in the report.

o Report Sections. Select whether you want the report to display Details Only, Totals Only, or Both.

o Report Span. Specify a Daily, Weekly, or Monthly span to include in the report. Starting. Use the Year,
Month, and Date fields to specify a Start Date for the report. The SL1 system will use data from that date as
the starting point of the report.Duration. Specify the duration for the report, from 1 month to 36 months.
The SL1 system will use data from the Starting date as the start point of the report and data from the last day
of the Duration as the ending point of the report.Timezone. Specify the timezone to use for date and time
values in the report. Specify the timezone by number of hours offset from UTC.

o Report Type. Specify that the report should include all selected devices or that the report should be limited
to include a set number of devices with the highest utilization.

This description covers the latest version of this report as shipped by Sciencelogic in the Video Reports PowerPack.
This report might have been modified on your SL1 system.

Video Endpoint Availability Chart Report

This report displays a bar graph of device availability for Tandberg, Lifesize, Cisco, and Polycom video endpoints.
For each device included in the report, the report displays availability in percentage for the time period selected
for the report.

You can customize the output to include only specific devices and/or limit the number of devices that are included
in the report. You can also specify the time span of information to include in the report, text that will appear at the
top of the report, and how the devices will be sorted and arranged in the report.
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Sciencelogic

Video Endpoint Availability Chart — Oct 2014 for 6 months
[ Organization: Customer A Video |

100

W Oct 2014 - Mar 2015
80
60
40
20
0

Percent

Group Series [14370]

Endpoint - LAB 500 [1068]

Endpoint - Polycom HDX 7000 [1057]

The following input options are available when generating the report:

o Branding. Optionally enter text that will be displayed at the top of the report. If you do not enter a value in
this field, "Video Endpoint Report" will be displayed at the top of the report.

o Device Selection: Select the devices that will appear in the report. The choices are:
° All devices. Select this checkbox if you want all devices in the system to be included in this report.

° QOrganizations. If the All devices checkbox is unselected, select one or more Organizations. The
report will contain only the devices in the organizations you select. You can further filter the list of
devices to include in the report by selecting devices in the Devices by Organization field.

o Select individual devices. If the All devices checkbox is unselected, the Select individual devices
checkbox is available. Select this checkbox if you would like to use the Devices by Organization field
to select the individual devices to include in the report.

° Devices by Organization. This field displays a list of all devices in the organizations selected in the
Organizations field. If the Select individual devices checkbox is selected, you can select one or more
devices to include in the report.
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» Device Group Selector: Select the device groups that will appear in the report. The following input

elements appear in this component:

o Select By Device Group. Select this checkbox if you want to select which device groups to include in
the report.

° Device Groups. If the Select By Device Group checkbox is selected, select one or more device
groups. The report will contain only the devices in the device groups you select.

Device Categories. By default, the All Device Categories checkbox is selected. To limit the report to one or
more specific device categories, select one or more device categories from the list of Device Categories.

General Display Options. Specify how the report will be arranged:

o Separated By. Select whether the report will be separated into multiple tables. The report can be
separated to include one table per organization, one table per device group, one table per device
category, or one table per device.

o Naming. These checkboxes allow you to select whether the Device ID or the Organization ID will
appear in the report.

o Stacking. Select the Enable Stacking checkbox to allow data to be stacked.

Report Span. Specify a Daily, Weekly, or Monthly span to include in the report. Starting. Use the Year,
Month, and Date fields to specify a Start Date for the report. The SL1 system will use data from that date as
the starting point of the report.Duration. Specify the duration for the report, from 1 month to 36 months.
The SL1 system will use data from the Starting date as the start point of the report and data from the last day
of the Duration as the ending point of the report.Timezone. Specify the timezone to use for date and time
values in the report. Specify the timezone by number of hours offset from UTC.

Report Type. Specify that the report should include all selected devices or that the report should be limited
to include a set number of devices with the highest utilization.

This description covers the latest version of this report as shipped by Sciencelogic in the Video Reports PowerPack.
This report might have been modified on your SL1 system.

Video Endpoint Availability Table Report

This report displays an overview of device availability for Tandberg, Polycom, Lifesize and Cisco TelePresence
devices. For each device included in the report, the report displays availability in percentage for the time period
selected for the report.

You can customize the output to include only specific devices and/or limit the number of devices that are included
in the report. You can also specify the time span of information to include in the report, text that will appear at the
top of the report, and how the devices will be sorted and arranged in the report.
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Sciencelogic

Video Endpoint Availability Table (percent) — Oct 2014 for 6 months

Organization: Customer A Video

Category

Oct 2014

Nov 2014

Dec 2014

Jan 2015

Feb 2015

Mar 2015

Avernge

Video Endpoint

16.64

16.66

Video Endpoim

16.64

16.66

[Video Endpoint

16.63

Avernge for Organization:
Customer A Video

16.65|

16.02

16.13|

Organization:

Customer B Video

Category Device

Oce 2014

Now 2014

Dec 2014

Jan 2015

Feb 2015

Adar 2015

Avernge

Video Endpoint

16.66

16.45

15.06

[Video Endpoint

14.34

16.64

16.67

16.66

16.43

Avernge for Organization:
Customer B Video

15.5]

16.42

16.56(

16.31

16.35|

Organization

: Enterprise Video

Category Device

Oct 2014

Nov 2014

Dec 2014

Jan 201§

Feb 2015

Mar 2015

Avernge

|Video TelsPrasence

Video Endpoint

16.66

16.2

16.66

16.46

Avernge for Organization:
Enterprise Video

333

81

833

7.93|

823

Overall Avernge

13.94)

13.57|

13.79]

13.87|

13.82

Generared on: Aprii 17th, 2013 07-43:20

0 AL

The following input options are available when generating the report:

e Branding. Optionally enter text that will be displayed at the top of the report. If you do not enter a value in
this field, "Video Endpoint Report" will be displayed at the top of the report.

o Device Selection: Select the devices that will appear in the report. The choices are:

All devices. Select this checkbox if you want all devices in the system to be included in this report.

Organizations. If the All devices checkbox is unselected, select one or more Organizations. The
report will contain only the devices in the organizations you select. You can further filter the list of

devices to include in the report by selecting devices in the Devices by Organization field.

Select individual devices. If the All devices checkbox is unselected, the Select individual devices

checkbox is available. Select this checkbox if you would like to use the Devices by Organization field
to select the individual devices to include in the report.

Devices by Organization. This field displays a list of all devices in the organizations selected in the

Organizations field. If the Select individual devices checkbox is selected, you can select one or more

devices to include in the report.

o Device Group Selector: Select the device groups that will appear in the report. The following input

elements appear in this component:

© Select By Device Group. Select this checkbox if you want to select which device groups to include in

° Device Groups. If the Select By Device Group checkbox is selected, select one or more device

the report.

groups. The report will contain only the devices in the device groups you select.

Video Endpoint Availability Table Report
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o Device Categories. By default, the All Device Categories checkbox is selected. To limit the report to one or
more specific device categories, select one or more device categories from the list of Device Categories.

o General Display Options. Specify how the report will be arranged:

o Separated By. Select whether the report will be separated into multiple tables. The report can be
separated to include one table per organization, one table per device group, one table per device
category, or one table per device.

o Naming. These checkboxes allow you to select whether the Device ID or the Organization ID will
appear in the report.

o Report Sections. Select whether you want the report to display Details Only, Totals Only, or Both.

o Report Span. Specify a Daily, Weekly, or Monthly span to include in the report. Starting. Use the Year,
Month, and Date fields to specify a Start Date for the report. The SL1 system will use data from that date as
the starting point of the report.Duration. Specify the duration for the report, from 1 month to 36 months.
The SL1 system will use data from the Starting date as the start point of the report and data from the last day
of the Duration as the ending point of the report.Timezone. Specify the timezone to use for date and time
values in the report. Specify the timezone by number of hours offset from UTC.

o Report Type. Specify that the report should include all selected devices or that the report should be limited
to include a set number of devices with the highest utilization.

This description covers the latest version of this report as shipped by Sciencelogic in the Video Reports PowerPack.
This report might have been modified on your SL1 system.

Video Endpoint Avg Jitter Column Chart Report

This report displays the average jitter for Tandberg, Polycom, Lifesize and Cisco TelePresence devices. For each
device included in the report, the report displays the jitter average in milliseconds for the time period selected for
the report.

You can customize the output to include only specific devices and/or limit the number of devices that are included
in the report. You can also specify the time span of information to include in the report, text that will appear at the
top of the report, and how the devices will be sorted and arranged in the report.
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Sciencelogic

Video Endpoint Avg Jitter Column Chart — Oct 2014 for 6 months

‘Organization: Customer A Video

Jitter

B Oct 2014 - Mar 2015
25
1.5

0.5

= = 2]

Endpoint - LAB 500 [1068]

Endpoint - Polycom HDX 7000 [1057]

The following input options are available when generating the report:

e Branding. Optionally enter text that will be displayed at the top of the report. If you do not enter a value in
this field, "Video Endpoint Report" will be displayed at the top of the report.

o Device Selection: Select the devices that will appear in the report. The choices are:
o All devices. Select this checkbox if you want all devices in the system to be included in this report.

° QOrganizations. If the All devices checkbox is unselected, select one or more Organizations. The
report will contain only the devices in the organizations you select. You can further filter the list of
devices to include in the report by selecting devices in the Devices by Organization field.

° Select individual devices. If the All devices checkbox is unselected, the Select individual devices
checkbox is available. Select this checkbox if you would like to use the Devices by Organization field
to select the individual devices to include in the report.

Devices by Organization. This field displays a list of all devices in the organizations selected in the
Organizations field. If the Select individual devices checkbox is selected, you can select one or more
devices to include in the report.
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Device Group Selector: Select the device groups that will appear in the report. The following input
elements appear in this component:

o Select By Device Group. Select this checkbox if you want to select which device groups to include in
the report.

° Device Groups. If the Select By Device Group checkbox is selected, select one or more device
groups. The report will contain only the devices in the device groups you select.

Device Categories. By default, the All Device Categories checkbox is selected. To limit the report to one or
more specific device categories, select one or more device categories from the list of Device Categories.

General Display Options. Specify how the report will be arranged:

o Separated By. Select whether the report will be separated into multiple tables. The report can be
separated to include one table per organization, one table per device group, one table per device
category, or one table per device.

o Naming. These checkboxes allow you to select whether the Device ID or the Organization ID will
appear in the report.
o Stacking. Select the Enable Stacking checkbox to allow data to be stacked.
Report Span. Specify a Daily, Weekly, or Monthly span to include in the report.

Starting. Use the Year, Month, and Date fields to specify a Start Date for the report. The SL1 system will use
data from that date as the starting point of the report.

Duration. Specify the duration for the report, from 1 month to 36 months. The SL1 system will use data from
the Starting date as the start point of the report and data from the last day of the Duration as the ending
point of the report.

Timezone. Specify the timezone to use for date and time values in the report. Specify the timezone by
number of hours offset from UTC.

Report Type. Specify that the report should include all selected devices or that the report should be limited
to include a set number of devices with the highest utilization.

This description covers the latest version of this report as shipped by Sciencelogic in the Video Reports PowerPack.
This report might have been modified on your SL1 system.

Video Endpoint Avg lJitter Line Chart Report

This report displays the average jitter for Tandberg, Polycom, Lifesize and Cisco TelePresence devices. For each
device included in the report, the report displays the jitter average in milliseconds for the time period selected for
the report.

You can customize the output to include only specific devices and/or limit the number of devices that are included
in the report. You can also specify the time span of information to include in the report, text that will appear at the
top of the report, and how the devices will be sorted and arranged in the report.
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The following input options are available when generating the report:

o Branding. Optionally enter text that will be displayed at the top of the report. If you do not enter a value in
this field, "Video Endpoint Report" will be displayed at the top of the report.

o Device Selection: Select the devices that will appear in the report. The choices are:
All devices. Select this checkbox if you want all devices in the system to be included in this report.

Organizations. If the All devices checkbox is unselected, select one or more Organizations. The
report will contain only the devices in the organizations you select. You can further filter the list of
devices to include in the report by selecting devices in the Devices by Organization field.

o Select individual devices. If the All devices checkbox is unselected, the Select individual devices
checkbox is available. Select this checkbox if you would like to use the Devices by Organization field
to select the individual devices to include in the report.

Devices by Organization. This field displays a list of all devices in the organizations selected in the
Organizations field. If the Select individual devices checkbox is selected, you can select one or more
devices to include in the report.
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» Device Group Selector: Select the device groups that will appear in the report. The following input

elements appear in this component:

o Select By Device Group. Select this checkbox if you want to select which device groups to include in
the report.

° Device Groups. If the Select By Device Group checkbox is selected, select one or more device
groups. The report will contain only the devices in the device groups you select.

Device Categories. By default, the All Device Categories checkbox is selected. To limit the report to one or
more specific device categories, select one or more device categories from the list of Device Categories.

General Display Options. Specify how the report will be arranged:

o Separated By. Select whether the report will be separated into multiple tables. The report can be
separated to include one table per organization, one table per device group, one table per device
category, or one table per device.

o Naming. These checkboxes allow you to select whether the Device ID or the Organization ID will
appear in the report.

o Stacking. Select the Enable Stacking checkbox to allow data to be stacked.

Report Span. Specify a Daily, Weekly, or Monthly span to include in the report. Starting. Use the Year,
Month, and Date fields to specify a Start Date for the report. The SL1 system will use data from that date as
the starting point of the report.Duration. Specify the duration for the report, from 1 month to 36 months.
The SL1 system will use data from the Starting date as the start point of the report and data from the last day
of the Duration as the ending point of the report.Timezone. Specify the timezone to use for date and time
values in the report. Specify the timezone by number of hours offset from UTC.

Report Type. Specify that the report should include all selected devices or that the report should be limited
to include a set number of devices with the highest utilization.

This description covers the latest version of this report as shipped by Sciencelogic in the Video Reports PowerPack.
This report might have been modified on your SL1 system.
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Video Endpoint Avg lJitter Table Report

This report displays the average jitter for Tandberg, Lifesize, Cisco, and Polycom video endpoints. For each
device included in the report, the report displays the jitter average in milliseconds for the time period selected for
the report.

You can customize the output to include only specific devices and/or limit the number of devices that are included
in the report. You can also specify the time span of information to include in the report, text that will appear at the
top of the report, and how the devices will be sorted and arranged in the report.

Sciencelogic

Video Endpoint Avg Jitter Table (ms) — Oct 2014 for 6 months
‘Organization: Customer A Video
Device Oct 2014 Nov 2014 Dec 2014 Jan 2015 Feb 2015 Mar 2015 Average
[Endpoint - Palycom. o o o
[HDX

143 15.64 0.31

Average for Orzanization:

Customer A Video 0z 0.00 .00 169 .83 0.33] 1.96]

Organization: Customer B Video

Device Oct 2014 Nov 2014 Dec 2014 Jau 2015 Feb 2015 Mar 2015 Avernge
fi‘LﬁE‘.‘“‘" Lroonn® 0.0 0.00 0.00 181 5.76 0.64 138
|[E2C0 1.04] 3.41 0.44 0.81}
Average for Orzanization: ] - -
Srerage for Orzan 0.00] .00 .00 147 453 0.54] 11
Orzanization: Enterprise Video
Device Oct 2014 Nov 2014 Dec 2014 Jau 2015 Feb 2015 Mar 2015 Avernge
[Endpoint - CTS-500
[0ss]
[Endpoin - Lifssize
200 [1072]
Avernge for Organization: 000 o ool o 000 000 00|
Enterprise Video - -
Overall Avernge: 0.00] 0.00] 0.00] 107 431 0.29] 10

Generated on: April 17th, 2015 07:72.24 AM

The following input options are available when generating the report:

o Branding. Optionally enter text that will be displayed at the top of the report. If you do not enter a value in
this field, "Video Endpoint Report" will be displayed at the top of the report.

« Device Selection: Select the devices that will appear in the report. The choices are:
° All devices. Select this checkbox if you want all devices in the system to be included in this report.

° Organizations. If the All devices checkbox is unselected, select one or more Organizations. The
report will contain only the devices in the organizations you select. You can further filter the list of
devices to include in the report by selecting devices in the Devices by Organization field.

o Select individual devices. If the All devices checkbox is unselected, the Select individual devices
checkbox is available. Select this checkbox if you would like to use the Devices by Organization field
to select the individual devices to include in the report.

° Devices by Organization. This field displays a list of all devices in the organizations selected in the
Organizations field. If the Select individual devices checkbox is selected, you can select one or more
devices to include in the report.

o Device Group Selector: Select the device groups that will appear in the report. The following input
elements appear in this component:
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o Select By Device Group. Select this checkbox if you want to select which device groups to include in
the report.

° Device Groups. If the Select By Device Group checkbox is selected, select one or more device
groups. The report will contain only the devices in the device groups you select.

o Device Categories. By default, the All Device Categories checkbox is selected. To limit the report to one or
more specific device categories, select one or more device categories from the list of Device Categories.

« General Display Options. Specify how the report will be arranged:

o Separated By. Select whether the report will be separated into multiple tables. The report can be
separated to include one table per organization, one table per device group, or one table per device.

o Naming. These checkboxes allow you to select whether the Device ID or the Organization ID will
appear in the report.

o Report Sections. Select whether you want the report to display Details Only, Totals Only, or Both.

o Report Span. Specify a Daily, Weekly, or Monthly span to include in the report. Starting. Use the Year,
Month, and Date fields to specify a Start Date for the report. The SL1 system will use data from that date as
the starting point of the report.Duration. Specify the duration for the report, from 1 month to 36 months.
The SL1 system will use data from the Starting date as the start point of the report and data from the last day
of the Duration as the ending point of the report.Timezone. Specify the timezone to use for date and time
values in the report. Specify the timezone by number of hours offset from UTC.

o Report Type. Specify that the report should include all selected devices or that the report should be limited
to include a set number of devices with the highest utilization.

This description covers the latest version of this report as shipped by Sciencelogic in the Video Reports PowerPack.
This report might have been modified on your SL1 system.

Video Endpoint Call Detail Records Report

This report displays call detail records for Cisco CE Series, Tandberg, LifeSize, and Polycom video endpoints. For
each device included in the report, the report displays information about each call during the time period
selected for the report. The report displays columns for Call ID, Remote Device, Date, Time, Duration in minutes,
Encryption, Protocol, Disconnect Cause Code, Disconnect Cause Value, and Direction (In or Out).

You can customize the output to include only specific devices and call parameters. You can also specify the time
span of information to include in the report, text that will appear at the top of the report, and how the devices will
be sorted and arranged in the report.
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The following input options are available when generating the report:

o Branding. Optionally enter text that will be displayed at the top of the report. If you do not enter a value in
this field, "Video Endpoint Report" will be displayed at the top of the report.

o Device Selection: Select the devices that will appear in the report. The choices are:
o All devices. Select this checkbox if you want all devices in the system to be included in this report.

° Organizations. If the All devices checkbox is unselected, select one or more Organizations. The
report will contain only the devices in the organizations you select. You can further filter the list of
devices to include in the report by selecting devices in the Devices by Organization field.

° Select individual devices. If the All devices checkbox is unselected, the Select individual devices
checkbox is available. Select this checkbox if you would like to use the Devices by Organization field
to select the individual devices to include in the report.

° Devices by Organization. This field displays a list of all devices in the organizations selected in the
Organizations field. If the Select individual devices checkbox is selected, you can select one or more
devices to include in the report.

o Device Group Selector: Select the device groups that will appear in the report. The following input
elements appear in this component:

o Select By Device Group. Select this checkbox if you want to select which device groups to include in
the report.
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° Device Groups. If the Select By Device Group checkbox is selected, select one or more device
groups. The report will contain only the devices in the device groups you select.

Report Span. Specify a Daily, Weekly, or Monthly span to include in the report.

Starting. Use the Year, Month, and Date fields to specify a Start Date for the report. The SL1 system will use
data from that date as the starting point of the report.

Duration. Specify the duration for the report, from 1 month to 36 months. The SL1 system will use data from
the Starting date as the start point of the report and data from the last day of the Duration as the ending
point of the report.

Included Columns. Select the All Columns checkbox or select columns individually from the list.
CDR Output Options. Specify if you want the duration to be presented in seconds or in hh:mm:ss format.

Device Categories. By default, the All Device Categories checkbox is selected. To limit the report to one or
more specific device categories, select one or more device categories from the list of Device Categories.

Separated By. Select whether the report will be separated into multiple tables. The report can be separated
to include one table per organization, one table per device group, one table per device category, or one
table per device.

Naming. These checkboxes allow you to select whether the Device ID or the Organization ID will appear in
the report.

Report Sections. Select whether you want the report to display Details Only, Totals Only, or Both.
Filter Options. Specify the calls to include in the report by selecting one or more of the following filters:
© Disconnect Codes. To include only calls that had a specific disconnect code, select a value in this

field. If you select Specific disconnect codes in this field, supply a comma-delimited list of disconnect
codes in the CSV list of specific codes field.

© Duration. To include only calls that had a specific duration, enter a minimum duration and a
maximum duration.

° Encryption Setting. To include only calls that used a specific encryption setting, select an encryption
sefting in this field.

° Protocol. To include only calls that used a specific protocol, select a protocol in this field.

o Device Specific Columns. Select additional columns from the list, per CDR application type.

This description covers the latest version of this report as shipped by Sciencelogic in the Video Reports PowerPack.
This report might have been modified on your SL1 system.
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Video Endpoint Detailed Asset Inventory Report

This report displays a detailed inventory of assets for Tandberg, Polycom, Lifesize, and Cisco TelePresence
devices. For each device included in the report, the report displays the device group, device name, serial number,
model number, and manufacturer.

You can customize the output to include only specific devices and/or limit the number of devices that are included
in the report. You can also specify the time span of information to include in the report, text that will appear at the
top of the report, and how the devices will be sorted and arranged in the report.
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The following input options are available when generating the report:

o Branding. Optionally enter text that will be displayed at the top of the report. If you do not enter a value in
this field, "Video Endpoint Report" will be displayed at the top of the report.

o Device Selection: Select the devices that will appear in the report. The choices are:
° All devices. Select this checkbox if you want all devices in the system to be included in this report.

° QOrganizations. If the All devices checkbox is unselected, select one or more Organizations. The
report will contain only the devices in the organizations you select. You can further filter the list of
devices to include in the report by selecting devices in the Devices by Organization field.

o Select individual devices. If the All devices checkbox is unselected, the Select individual devices
checkbox is available. Select this checkbox if you would like to use the Devices by Organization field
to select the individual devices to include in the report.

° Devices by Organization. This field displays a list of all devices in the organizations selected in the
Organizations field. If the Select individual devices checkbox is selected, you can select one or more
devices to include in the report.

o Device Group Selector: Select the device groups that will appear in the report. The following input
elements appear in this component:

o Select By Device Group. Select this checkbox if you want to select which device groups to include in
the report.

° Device Groups. If the Select By Device Group checkbox is selected, select one or more device
groups. The report will contain only the devices in the device groups you select.
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o Device Categories. By default, the All Device Categories checkbox is selected. To limit the report to one or
more specific device categories, select one or more device categories from the list of Device Categories.

o General Display Options. Specify how the report will be arranged:

o Separated By. Select whether the report will be separated into multiple tables. The report can be

separated to include one table per organization, one table per device group, one table per device
category, or one table per device.

o Naming. These checkboxes allow you to select whether the Device ID or the Organization ID will
appear in the report.

This description covers the latest version of this report as shipped by Sciencelogic in the Video Reports PowerPack.
This report might have been modified on your SL1 system.

Video Endpoint Detailed Jitter Line Chart Report

This report displays the average jitter for Tandberg, Polycom, Lifesize and Cisco TelePresence devices. For each

device included in the report, the report displays the jitter average in milliseconds for the time period selected for
the report.
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You can customize the output to include only specific devices and/or limit the number of devices that are included
in the report. You can also specify the time span of information to include in the report, text that will appear at the
top of the report, and how the devices will be sorted and arranged in the report.
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The following input options are available when generating the report:

« Branding. Optionally enter text that will be displayed at the top of the report. If you do not enter a value in
this field, "Video Endpoint Report" will be displayed at the top of the report.

» Device Selection: Select the devices that will appear in the report. The choices are:
° All devices. Select this checkbox if you want all devices in the system to be included in this report.

° Organizations. If the All devices checkbox is unselected, select one or more Organizations. The
report will contain only the devices in the organizations you select. You can further filter the list of
devices to include in the report by selecting devices in the Devices by Organization field.

° Select individual devices. If the All devices checkbox is unselected, the Select individual devices
checkbox is available. Select this checkbox if you would like to use the Devices by Organization field
to select the individual devices to include in the report.
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° Devices by Organization. This field displays a list of all devices in the organizations selected in the
Organizations field. If the Select individual devices checkbox is selected, you can select one or more
devices to include in the report.

» Device Group Selector: Select the device groups that will appear in the report. The following input

elements appear in this component:

o Select By Device Group. Select this checkbox if you want to select which device groups to include in
the report.

° Device Groups. If the Select By Device Group checkbox is selected, select one or more device
groups. The report will contain only the devices in the device groups you select.

Device Categories. By default, the All Device Categories checkbox is selected. To limit the report to one or
more specific device categories, select one or more device categories from the list of Device Categories.

General Display Options. Specify how the report will be arranged:

o Separated By. Select whether the report will be separated into multiple tables. The report can be
separated to include one table per organization, one table per device group, or one table per device
category.

o Naming. These checkboxes allow you to select whether the Device ID or the Organization ID will
appear in the report.

o Stacking. Select the Enable Stacking checkbox to allow data to be stacked.

Report Span. Specify a Daily, Weekly, or Monthly span to include in the report. Starting. Use the Year,
Month, and Date fields to specify a Start Date for the report. The SL1 system will use data from that date as
the starting point of the report.Duration. Specify the duration for the report, from 1 month to 36 months.
The SL1 system will use data from the Starting date as the start point of the report and data from the last day
of the Duration as the ending point of the report.Timezone. Specify the timezone to use for date and time
values in the report. Specify the timezone by number of hours offset from UTC.

Report Type. Specify that the report should include all selected devices or that the report should be limited
to include a set number of devices with the highest utilization.

This description covers the latest version of this report as shipped by Sciencelogic in the Video Reports PowerPack.
This report might have been modified on your SL1 system.
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Video Endpoint Detailed Packet Loss Line Chart Report

This report displays the packet loss for Tandberg, Lifesize, Cisco, and Polycom video endpoints. For each device
included in the report, the report displays the packet loss by percentage over the time period selected for the
report.

You can customize the output to include only specific devices and/or limit the number of devices that are included
in the report. You can also specify the time span of information to include in the report, text that will appear at the
top of the report, and how the devices will be sorted and arranged in the report.
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The following input options are available when generating the report:

o Branding. Optionally enter text that will be displayed at the top of the report. If you do not enter a value in
this field, "Video Endpoint Report" will be displayed at the top of the report.
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o Device Selection: Select the devices that will appear in the report. The choices are:

° All devices. Select this checkbox if you want all devices in the system to be included in this report.

° QOrganizations. If the All devices checkbox is unselected, select one or more Organizations. The
report will contain only the devices in the organizations you select. You can further filter the list of
devices to include in the report by selecting devices in the Devices by Organization field.

°  Select individual devices. If the All devices checkbox is unselected, the Select individual devices
checkbox is available. Select this checkbox if you would like to use the Devices by Organization field
to select the individual devices to include in the report.

© Devices by Organization. This field displays a list of all devices in the organizations selected in the
Organizations field. If the Select individual devices checkbox is selected, you can select one or more
devices to include in the report.

Device Group Selector: Select the device groups that will appear in the report. The following input
elements appear in this component:

o Select By Device Group. Select this checkbox if you want to select which device groups to include in
the report.

° Device Groups. If the Select By Device Group checkbox is selected, select one or more device
groups. The report will contain only the devices in the device groups you select.

Device Categories. By default, the All Device Categories checkbox is selected. To limit the report to one or
more specific device categories, select one or more device categories from the list of Device Categories.

General Display Options. Specify how the report will be arranged:

o Separated By. Select whether the report will be separated into multiple tables. The report can be
separated to include one table per organization, one table per device group, or one table per device
category.

o Naming. These checkboxes allow you to select whether the Device ID or the Organization ID will
appear in the report.

o Stacking. Select the Enable Stacking checkbox to allow data to be stacked.

Report Span. Specify a Daily, Weekly, or Monthly span to include in the report. Starting. Use the Year,
Month, and Date fields to specify a Start Date for the report. The SL1 system will use data from that date as
the starting point of the report.Duration. Specify the duration for the report, from 1 month to 36 months.
The SL1 system will use data from the Starting date as the start point of the report and data from the last day
of the Duration as the ending point of the report.Timezone. Specify the timezone to use for date and time
values in the report. Specify the timezone by number of hours offset from UTC.

Report Type. Specify that the report should include all selected devices or that the report should be limited
to include a set number of devices with the highest utilization.

This description covers the latest version of this report as shipped by Sciencelogic in the Video Reports PowerPack.
This report might have been modified on your SL1 system.
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Video Endpoint Packet Loss Column Chart Report

This report displays the packet loss for Tandberg, Lifesize, Cisco, and Polycom video endpoints. For each device
included in the report, the report displays the packet loss by percentage over the time period selected for the
report.

You can customize the output to include only specific devices and/or limit the number of devices that are included
in the report. You can also specify the time span of information to include in the report, text that will appear at the
top of the report, and how the devices will be sorted and arranged in the report.
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The following input options are available when generating the report:

o Branding. Optionally enter text that will be displayed at the top of the report. If you do not enter a value in
this field, "Video Endpoint Report" will be displayed at the top of the report.

« Device Selection: Select the devices that will appear in the report. The choices are:
° All devices. Select this checkbox if you want all devices in the system to be included in this report.
° Organizations. If the All devices checkbox is unselected, select one or more Organizations. The

report will contain only the devices in the organizations you select. You can further filter the list of
devices to include in the report by selecting devices in the Devices by Organization field.
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o Select individual devices. If the All devices checkbox is unselected, the Select individual devices
checkbox is available. Select this checkbox if you would like to use the Devices by Organization field
to select the individual devices to include in the report.

° Devices by Organization. This field displays a list of all devices in the organizations selected in the
Organizations field. If the Select individual devices checkbox is selected, you can select one or more
devices to include in the report.

» Device Group Selector: Select the device groups that will appear in the report. The following input

elements appear in this component:

o Select By Device Group. Select this checkbox if you want to select which device groups to include in
the report.

° Device Groups. If the Select By Device Group checkbox is selected, select one or more device
groups. The report will contain only the devices in the device groups you select.

Device Categories. By default, the All Device Categories checkbox is selected. To limit the report to one or
more specific device categories, select one or more device categories from the list of Device Categories.

General Display Options. Specify how the report will be arranged:

o Separated By. Select whether the report will be separated into multiple tables. The report can be
separated to include one table per organization, one table per device group, one table per device
category, or one table per device.

o Naming. These checkboxes allow you to select whether the Device ID or the Organization ID will
appear in the report.

o Stacking. Select the Enable Stacking checkbox to allow data to be stacked.

Report Span. Specify a Daily, Weekly, or Monthly span to include in the report. Starting. Use the Year,
Month, and Date fields to specify a Start Date for the report. The SL1 system will use data from that date as
the starting point of the report.Duration. Specify the duration for the report, from 1 month to 36 months.
The SL1 system will use data from the Starting date as the start point of the report and data from the last day
of the Duration as the ending point of the report.Timezone. Specify the timezone to use for date and time
values in the report. Specify the timezone by number of hours offset from UTC.

Report Type. Specify that the report should include all selected devices or that the report should be limited
to include a set number of devices with the highest utilization.

This description covers the latest version of this report as shipped by Sciencelogic in the Video Reports PowerPack.
This report might have been modified on your SL1 system.
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Video Endpoint Packet Loss Line Chart Report

This report displays the packet loss for Tandberg, Lifesize, Cisco, and Polycom video endpoints. For each device
included in the report, the report displays the packet loss by percentage over the time period selected for the
report.

You can customize the output to include only specific devices and/or limit the number of devices that are included
in the report. You can also specify the time span of information to include in the report, text that will appear at the
top of the report, and how the devices will be sorted and arranged in the report.
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The following input options are available when generating the report:

o Branding. Optionally enter text that will be displayed at the top of the report. If you do not enter a value in
this field, "Video Endpoint Report" will be displayed at the top of the report.

o Device Selection: Select the devices that will appear in the report. The choices are:
o All devices. Select this checkbox if you want all devices in the system to be included in this report.
° Organizations. If the All devices checkbox is unselected, select one or more Organizations. The

report will contain only the devices in the organizations you select. You can further filter the list of
devices to include in the report by selecting devices in the Devices by Organization field.
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o Select individual devices. If the All devices checkbox is unselected, the Select individual devices
checkbox is available. Select this checkbox if you would like to use the Devices by Organization field
to select the individual devices to include in the report.

° Devices by Organization. This field displays a list of all devices in the organizations selected in the
Organizations field. If the Select individual devices checkbox is selected, you can select one or more
devices to include in the report.

Device Group Selector: Select the device groups that will appear in the report. The following input
elements appear in this component:

o Select By Device Group. Select this checkbox if you want to select which device groups to include in
the report.

° Device Groups. If the Select By Device Group checkbox is selected, select one or more device
groups. The report will contain only the devices in the device groups you select.

Device Categories. By default, the All Device Categories checkbox is selected. To limit the report to one or
more specific device categories, select one or more device categories from the list of Device Categories.

General Display Options. Specify how the report will be arranged:

o Separated By. Select whether the report will be separated into multiple tables. The report can be
separated to include one table per organization, one table per device group, one table per device
category, or one table per device.

o Naming. These checkboxes allow you to select whether the Device ID or the Organization ID will
appear in the report.

o Stacking. Select the Enable Stacking checkbox to allow data to be stacked.

Report Span. Specify a Daily, Weekly, or Monthly span to include in the report. Starting. Use the Year,
Month, and Date fields to specify a Start Date for the report. The SL1 system will use data from that date as
the starting point of the report.Duration. Specify the duration for the report, from 1 month to 36 months.
The SL1 system will use data from the Starting date as the start point of the report and data from the last day
of the Duration as the ending point of the report.Timezone. Specify the timezone to use for date and time
values in the report. Specify the timezone by number of hours offset from UTC.

Report Type. Specify that the report should include all selected devices or that the report should be limited
to include a set number of devices with the highest utilization.

This description covers the latest version of this report as shipped by Sciencelogic in the Video Reports PowerPack.
This report might have been modified on your SL1 system.
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Video Endpoint Packet Loss Table Report

This report displays the packet loss for Tandberg, Lifesize, Cisco, and Polycom video endpoints. For each device
included in the report, the report displays the packet loss by percentage over the time period selected for the
report.

You can customize the output to include only specific devices and/or limit the number of devices that are included
in the report. You can also specify the time span of information to include in the report, text that will appear at the
top of the report, and how the devices will be sorted and arranged in the report.
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The following input options are available when generating the report:

« Branding. Optionally enter text that will be displayed at the top of the report. If you do not enter a value in
this field, "Video Endpoint Report" will be displayed at the top of the report.

o Device Selection: Select the devices that will appear in the report. The choices are:
° All devices. Select this checkbox if you want all devices in the system to be included in this report.

° QOrganizations. If the All devices checkbox is unselected, select one or more Organizations. The
report will contain only the devices in the organizations you select. You can further filter the list of
devices to include in the report by selecting devices in the Devices by Organization field.

° Select individual devices. If the All devices checkbox is unselected, the Select individual devices
checkbox is available. Select this checkbox if you would like to use the Devices by Organization field
to select the individual devices to include in the report.

° Devices by Organization. This field displays a list of all devices in the organizations selected in the
Organizations field. If the Select individual devices checkbox is selected, you can select one or more
devices to include in the report.

» Device Group Selector: Select the device groups that will appear in the report. The following input
elements appear in this component:

o Select By Device Group. Select this checkbox if you want to select which device groups to include in
the report.

° Device Groups. If the Select By Device Group checkbox is selected, select one or more device
groups. The report will contain only the devices in the device groups you select.
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o Device Categories. By default, the All Device Categories checkbox is selected. To limit the report to one or
more specific device categories, select one or more device categories from the list of Device Categories.

o General Display Options. Specify how the report will be arranged:

o Separated By. Select whether the report will be separated into multiple tables. The report can be
separated to include one table per organization, one table per device group, one table per device
category, or one table per device.

o Naming. These checkboxes allow you to select whether the Device ID or the Organization ID will
appear in the report.

o Report Sections. Select whether you want the report to display Details Only, Totals Only, or Both.

o Report Span. Specify a Daily, Weekly, or Monthly span to include in the report. Starting. Use the Year,
Month, and Date fields to specify a Start Date for the report. The SL1 system will use data from that date as
the starting point of the report.Duration. Specify the duration for the report, from 1 month to 36 months.
The SL1 system will use data from the Starting date as the start point of the report and data from the last day
of the Duration as the ending point of the report.Timezone. Specify the timezone to use for date and time
values in the report. Specify the timezone by number of hours offset from UTC.

o Report Type. Specify that the report should include all selected devices or that the report should be limited
to include a set number of devices with the highest utilization.

This description covers the latest version of this report as shipped by Sciencelogic in the Video Reports PowerPack.
This report might have been modified on your SL1 system.

Video Endpoint Performance Detail Report

This report displays a performance detail for Tandberg, Lifesize, Cisco, and Polycom video endpoints. The report
displays the organizations, device groups, device names, average RX audio and video packet loss, average TX
audio and video packet loss, average RX audio and video jitter, and average RX and TX bandwidth.

You can customize the output to include only specific devices and/or limit the number of devices that are included
in the report. You can also specify the time span of information to include in the report, text that will appear at the
top of the report, and how the devices will be sorted and arranged in the report.

Sciencelogic

Video Endpoint Performance Detail — Oct 2014 for 6 months

Organization: Customer A Video
Category Device
\ideo.Endpoint Endpoint - LAB 500 [1068]
\ideo.Endpoint Endpoint - Polycom HDX 7000 [1057]

Generated on: Aprl 17th, 2015 074538 AM

The following input options are available when generating the report:

o Branding. Optionally enter text that will be displayed at the top of the report. If you do not enter a value in
this field, "Video Endpoint Report" will be displayed at the top of the report.

105 Video Endpoint Performance Detail Report



o Device Selection: Select the devices that will appear in the report. The choices are:
° All devices. Select this checkbox if you want all devices in the system to be included in this report.

° QOrganizations. If the All devices checkbox is unselected, select one or more Organizations. The
report will contain only the devices in the organizations you select. You can further filter the list of
devices to include in the report by selecting devices in the Devices by Organization field.

°  Select individual devices. If the All devices checkbox is unselected, the Select individual devices
checkbox is available. Select this checkbox if you would like to use the Devices by Organization field
to select the individual devices to include in the report.

© Devices by Organization. This field displays a list of all devices in the organizations selected in the
Organizations field. If the Select individual devices checkbox is selected, you can select one or more
devices to include in the report.

o Device Group Selector: Select the device groups that will appear in the report. The following input
elements appear in this component:

o Select By Device Group. Select this checkbox if you want to select which device groups to include in
the report.

° Device Groups. If the Select By Device Group checkbox is selected, select one or more device
groups. The report will contain only the devices in the device groups you select.

o Device Categories. By default, the All Device Categories checkbox is selected. To limit the report to one or
more specific device categories, select one or more device categories from the list of Device Categories.

o General Display Options. Specify how the report will be arranged:

o Separated By. Select whether the report will be separated into multiple tables. The report can be
separated to include one table per organization, one table per device group, one table per device
category, or one table per device.

o Naming. These checkboxes allow you to select whether the Device ID or the Organization ID will
appear in the report.

o Report Sections. Select whether you want the report to display Details Only, Totals Only, or Both.

o Sort By. Select whether the report will appear in Ascending or Descending order and the type of
packet loss.

o Report Span. Specify a Daily, Weekly, or Monthly span to include in the report. Starting. Use the Year,
Month, and Date fields to specify a Start Date for the report. The SL1 system will use data from that date as
the starting point of the report.Duration. Specify the duration for the report, from 1 month to 36 months.
The SL1 system will use data from the Starting date as the start point of the report and data from the last day
of the Duration as the ending point of the report.Timezone. Specify the timezone to use for date and time
values in the report. Specify the timezone by number of hours offset from UTC.

» Report Type. Specify that the report should include all selected devices or that the report should be limited
to include a set number of devices with the highest utilization.

This description covers the latest version of this report as shipped by Sciencelogic in the Video Reports PowerPack.
This report might have been modified on your SL1 system.
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Video Endpoint Unavailability Chart Report

This report displays a bar graph of unavailability for Tandberg, Polycom, Lifesize and Cisco TelePresence devices.
For each device included in the report, the report displays the number of hours the device was unavailable during
the time period selected for the report.

You can customize the output to include only specific devices and/or limit the number of devices that are included
in the report. You can also specify the time span of information to include in the report, text that will appear at the
top of the report, and how the devices will be sorted and arranged in the report.

Sciencelogic

Video Endpoint Unavailability Chart — Oct 2014 for 6 months
I Organization: Customer A Video |
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The following input options are available when generating the report:

o Branding. Optionally enter text that will be displayed at the top of the report. If you do not enter a value in
this field, "Video Endpoint Report" will be displayed at the top of the report.

» Device Selection: Select the devices that will appear in the report. The choices are:

° All devices. Select this checkbox if you want all devices in the system to be included in this report.
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° QOrganizations. If the All devices checkbox is unselected, select one or more Organizations. The
report will contain only the devices in the organizations you select. You can further filter the list of
devices to include in the report by selecting devices in the Devices by Organization field.

o Select individual devices. If the All devices checkbox is unselected, the Select individual devices
checkbox is available. Select this checkbox if you would like to use the Devices by Organization field
to select the individual devices to include in the report.

° Devices by Organization. This field displays a list of all devices in the organizations selected in the
Organizations field. If the Select individual devices checkbox is selected, you can select one or more
devices to include in the report.

o Device Group Selector: Select the device groups that will appear in the report. The following input
elements appear in this component:

o Select By Device Group. Select this checkbox if you want to select which device groups to include in
the report.

° Device Groups. If the Select By Device Group checkbox is selected, select one or more device
groups. The report will contain only the devices in the device groups you select.

o Device Categories. By default, the All Device Categories checkbox is selected. To limit the report to one or
more specific device categories, select one or more device categories from the list of Device Categories.

« General Display Options. Specify how the report will be arranged:

o Separated By. Select whether the report will be separated into multiple tables. The report can be
separated to include one table per organization, one table per device group, one table per device
category, or one table per device.

o Naming. These checkboxes allow you to select whether the Device ID or the Organization ID will
appear in the report.

o Stacking. Select the Enable Stacking checkbox to allow data to be stacked.

o Report Span. Specify a Daily, Weekly, or Monthly span to include in the report. Starting. Use the Year,
Month, and Date fields to specify a Start Date for the report. The SL1 system will use data from that date as
the starting point of the report.Duration. Specify the duration for the report, from 1 month to 36 months.
The SL1 system will use data from the Starting date as the start point of the report and data from the last day
of the Duration as the ending point of the report.Timezone. Specify the timezone to use for date and time
values in the report. Specify the timezone by number of hours offset from UTC.

o Report Type. Specify that the report should include all selected devices or that the report should be limited
to include a set number of devices with the highest utilization.

This description covers the latest version of this report as shipped by Sciencelogic in the Video Reports PowerPack.
This report might have been modified on your SL1 system.
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Video Endpoint Unavailability Table Report

This report displays a table of unavailability for Tandberg, Polycom, Lifesize and Cisco TelePresence devices. For
each device included in the report, the report displays the number of hours the device was unavailable during the
time period selected for the report.

You can customize the output to include only specific devices and/or limit the number of devices that are included
in the report. You can also specify the time span of information to include in the report, text that will appear at the
top of the report, and how the devices will be sorted and arranged in the report.

iSciencelogic

Video Endpoint Unavailability Table (hours) — Oct 2014 for 6 months
Orzanization: Customer A Video
Device: Endpoint - LAB 500 [1065]

Category Oct 2014 Nov 2014 Dec 2014 Jam 2015 Feb 2015 Mdar 2015 Total
ideo Eadpoint 0.7 o.17 0.6 0 033 3158
Sum for Device: Endpoint - ] ] - -
LAE 500 [1065] 0.2 0l 20.62| 0| 0.33 31.58| PR
Derice: Endpoint - Polycom HDX 7000 [107]
Category Oct 2014 Nov 2014 Dec 2014 Jam 2015 Feb 2015 Mar 2015 Total
|Video. Endpoint 0.27 0.17 1229 0.34 0.5 31.92 5548
Sum for Device: Endpomnt - 0.27] 217 22.20| 0.24] 0.5 am

Polycom HDX 7000 [1057]

Device: Group Series [14370]

Category Oct 2014 Nov 2014 Dec 2014 Jam 2015 Feb 2015 Mdar 2015 Total
Video Exdpoint 0 133 574 15.53 15507 173 343.60
Sum for Device: Group - - =2 271 ]
Series [14370] 0 L33 43.74| 143.53 153.27 L7 EIEN 3]
Sum for Organizntion: 0.8 167 56.65| 142.87 1541 65.25] 452.07

Customer A Video

Oreanization: Customer B Video
Device: EX0D [9526]

Categorr Oct 2014 Nov 2014 Dec 2014 Jam 2015 Feb 2015 Nar 2015 Toml

ideo. Exdpoint 0 o1 1 0 0.5 0.08 X
Swm for Devics: EX90
== o 91 1 [ 0.3 0.08] 010

Derics: Endpoint - 1700ALE [1067]
Categorr Oct 2014 Nov 2014 Dec 2014 Jam 2015 Feb 2015 Mar 2015 Toml

Video. Endpoint 0.7 S 207 o es 033 5158 281
Sum for Device: Endpoiat - . B :
= 0.27 .24 20.7 0.66] 0.3 BE 6251
S A 0.21] 9.2 217 0.6 0.67 3L67 15502

Customer B Video

Organization: Enterprise Video

Device: Endpoint - CTS-500 [1065]
Category Oct 2014 Nov 2014 Dec 2014 Jan 2015 Feb 2015 Mar 2015 Toml

[Video TelePresence ) 67 74 744 672 744 3648

Sum for Device: Endpoint - - - - - - -
CTS-500 [1065] 2 72 44 44| & 44| 3648

Device: Endpoint - LifeSize 200 [1072]

Category Oct 2014 Nov 2014 Dec 2014 Jam 2015 Feb 2015 Mdar 2015 Total
ideo Eadpoint 0.7 033 0.7 0.08 0.84 LeT 531
Sum for Device: Endpoint - ] . ] N -
LifeSize 200 [1072] 0.2 0.25 20. 0.08| 0.84| 3L 5351
B .27 744,05 o84 amLa
Enterprise Vide
Overnll Totals X 397,61 5274 a0l

The following input options are available when generating the report:

o Branding. Optionally enter text that will be displayed at the top of the report. If you do not enter a value in
this field, "Video Endpoint Report" will be displayed at the top of the report.
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o Device Selection: Select the devices that will appear in the report. The choices are:
° All devices. Select this checkbox if you want all devices in the system to be included in this report.

° QOrganizations. If the All devices checkbox is unselected, select one or more Organizations. The
report will contain only the devices in the organizations you select. You can further filter the list of
devices to include in the report by selecting devices in the Devices by Organization field.

°  Select individual devices. If the All devices checkbox is unselected, the Select individual devices
checkbox is available. Select this checkbox if you would like to use the Devices by Organization field
to select the individual devices to include in the report.

© Devices by Organization. This field displays a list of all devices in the organizations selected in the
Organizations field. If the Select individual devices checkbox is selected, you can select one or more
devices to include in the report.

o Device Group Selector: Select the device groups that will appear in the report. The following input
elements appear in this component:

o Select By Device Group. Select this checkbox if you want to select which device groups to include in
the report.

° Device Groups. If the Select By Device Group checkbox is selected, select one or more device
groups. The report will contain only the devices in the device groups you select.

o Device Categories. By default, the All Device Categories checkbox is selected. To limit the report to one or
more specific device categories, select one or more device categories from the list of Device Categories.

« General Display Options. Specify how the report will be arranged:

o Separated By. Select whether the report will be separated into multiple tables. The report can be
separated to include one table per organization, one table per device group, one table per device
category, or one table per device.

o Naming. These checkboxes allow you to select whether the Device ID or the Organization ID will
appear in the report.

o Report Sections. Select whether you want the report to display Details Only, Totals Only, or Both.

o Report Span. Specify a Daily, Weekly, or Monthly span to include in the report. Starting. Use the Year,
Month, and Date fields to specify a Start Date for the report. The SL1 system will use data from that date as
the starting point of the report.Duration. Specify the duration for the report, from 1 month to 36 months.
The SL1 system will use data from the Starting date as the start point of the report and data from the last day
of the Duration as the ending point of the report.Timezone. Specify the timezone to use for date and time
values in the report. Specify the timezone by number of hours offset from UTC.

e Report Type. Specify that the report should include all selected devices or that the report should be limited
to include a set number of devices with the highest utilization.

This description covers the latest version of this report as shipped by Sciencelogic in the Video Reports PowerPack.
This report might have been modified on your SL1 system.
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Video Usage Report

This report displays usage based on call detail records for Tandberg, Polycom, Lifesize and Cisco TelePresence
devices. For each device included in the report, the report displays the total number of hours the device was on a
call for the time period selected for the report.

You can customize the output to include only specific devices and/or limit the number of devices that are included
in the report. You can also specify the time span of information to include in the report, text that will appear at the
top of the report, and how the devices will be sorted and arranged in the report.

éf;EEScienceLogic

Video Usage (hours) —Jan 2015 for 3 months
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Category Device Jan 2015 Feb 2015
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The following input options are available when generating the report:

o Branding. Optionally enter text that will be displayed at the top of the report. If you do not enter a value in
this field, "Video Endpoint Report" will be displayed at the top of the report.

« Device Selection: Select the devices that will appear in the report. The choices are:

° All devices. Select this checkbox if you want all devices in the system to be included in this report.

° Organizations. If the All devices checkbox is unselected, select one or more Organizations. The
report will contain only the devices in the organizations you select. You can further filter the list of
devices to include in the report by selecting devices in the Devices by Organization field.

° Select individual devices. If the All devices checkbox is unselected, the Select individual devices
checkbox is available. Select this checkbox if you would like to use the Devices by Organization field

to select the individual devices to include in the report.

° Devices by Organization. This field displays a list of all devices in the organizations selected in the
Organizations field. If the Select individual devices checkbox is selected, you can select one or more

devices to include in the report.

o Device Group Selector: Select the device groups that will appear in the report. The following input

111

elements appear in this component:

o Select By Device Group. Select this checkbox if you want to select which device groups to include in

the report.
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° Device Groups. If the Select By Device Group checkbox is selected, select one or more device
groups. The report will contain only the devices in the device groups you select.

» Device Categories. Select the device categories that will appear in the report. The following input elements
appear in this component:

o All Device Categories. Select this checkbox if you want all device categories in the system to be
included in this report.

° Device Categories. If the All Device Categories checkbox is unselected, you can select one or more
device categories to include in the report.

o General Display Options. Specify how the report will be arranged:

° Separated By. Select whether the report will be separated into multiple tables. The report can be
separated to include one table per organization, one table per device group, one table per device
category, or one table per device.

° Naming. These checkboxes allow you to select whether the Device ID or the Organization ID will
appear in the report.

© Report Sections. Select whether you want the report to display Details Only, Totals Only, or Both.

° Misc. Options. This checkbox allows you to aggregate the final separation column.

o Report Span. Specify a Daily, Weekly, or Monthly span to include in the report. Starting. Use the Year,
Month, and Date fields to specify a Start Date for the report. The SL1 system will use data from that date as
the starting point of the report.Duration. Specify the duration for the report, from 1 month to 36 months.
The SL1 system will use data from the Starting date as the start point of the report and data from the last day
of the Duration as the ending point of the report.Timezone. Specify the timezone to use for date and time
values in the report. Specify the timezone by number of hours offset from UTC.

o Report Type. Specify that the report should include all selected devices or that the report should be limited
to include a set number of devices with the highest utilization.

This description covers the latest version of this report as shipped by Sciencelogic in the Video Reports PowerPack.
This report might have been modified on your SL1 system.

Video Usage Chart Report

This report displays a bar graph of usage based on call detail records for Tandberg, Polycom, Lifesize and Cisco
TelePresence devices. For each device included in the report, the report displays the total number of hours the
device was on a call for the time period selected for the report.

You can customize the output to include only specific devices and/or limit the number of devices that are included
in the report. You can also specify the time span of information to include in the report, text that will appear at the
top of the report, and how the devices will be sorted and arranged in the report.
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Sciencelogic

Video Usage Chart — Jan 2015 for 3 months
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The following input options are available when generating the report:

o Branding. Optionally enter text that will be displayed at the top of the report. If you do not enter a value in
this field, "Video Endpoint Report" will be displayed at the top of the report.

o Device Selection: Select the devices that will appear in the report. The choices are:
° All devices. Select this checkbox if you want all devices in the system to be included in this report.

° Organizations. If the All devices checkbox is unselected, select one or more Organizations. The
report will contain only the devices in the organizations you select. You can further filter the list of
devices to include in the report by selecting devices in the Devices by Organization field.

o Select individual devices. If the All devices checkbox is unselected, the Select individual devices
checkbox is available. Select this checkbox if you would like to use the Devices by Organization field
to select the individual devices to include in the report.

° Devices by Organization. This field displays a list of all devices in the organizations selected in the
Organizations field. If the Select individual devices checkbox is selected, you can select one or more
devices to include in the report.

o Device Group Selector: Select the device groups that will appear in the report. The following input
elements appear in this component:

113 Video Usage Chart Report



o Select By Device Group. Select this checkbox if you want to select which device groups to include in
the report.

° Device Groups. If the Select By Device Group checkbox is selected, select one or more device
groups. The report will contain only the devices in the device groups you select.

o Device Categories. Select the device categories that will appear in the report. The following input elements
appear in this component:

o All Device Categories. Select this checkbox if you want all device categories in the system to be
included in this report.

° Device Categories. If the All Device Categories checkbox is unselected, you can select one or more
device categories to include in the report.

« General Display Options. Specify how the report will be arranged:

© Separated By. Select whether the report will be separated into multiple tables. The report can be
separated to include one table per organization, one table per device group, one table per device
category, or one table per device.

° Naming. These checkboxes allow you to select whether the Device ID or the Organization ID will
appear in the report.

©  Charting Options. Select whether you want the report to aggregate the final separation column, show
devices as a series, or enable stacking.

o Report Span. Specify a Daily, Weekly, or Monthly span to include in the report. Starting. Use the Year,
Month, and Date fields to specify a Start Date for the report. The SL1 system will use data from that date as
the starting point of the report.Duration. Specify the duration for the report, from 1 month to 36 months.
The SL1 system will use data from the Starting date as the start point of the report and data from the last day
of the Duration as the ending point of the report.Timezone. Specify the timezone to use for date and time
values in the report. Specify the timezone by number of hours offset from UTC.

o Report Type. Specify that the report should include all selected devices or that the report should be limited
to include a set number of devices with the highest utilization.

This description covers the latest version of this report as shipped by Sciencelogic in the Video Reports PowerPack.
This report might have been modified on your SL1 system.
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Other
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