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Introduction

Overview

This manual describes how to monitor Dell EMC VMAX and PowerMax systems in SL1 using the
Dell EMC: VMAX and PowerMax Unisphere APl PowerPack.

The following sections provide an overview of the Dell EMC: VMAX and PowerMax Unisphere APl PowerPack:

What Does theDell EMC: VMAX and PowerMax Unisphere APl PowerPack Monitore _.................. 3
Installing the Dell EMC: VMAX and PowerMax Unisphere APl PowerPack ... ... ... .. ... ............ 4

NOTE: Sciencelogic provides this documentation for the convenience of Sciencelogic customers. Some of
the configuration information contained herein pertains to third-party vendor software that is subject fo
change without notice to Sciencelogic. Sciencelogic makes every attempt to maintain accurate
technical information and cannot be held responsible for defects or changes in third-party vendor
software. There is no written or implied guarantee that information contained herein will work for all
third-party variants. See the End User License Agreement (EULA) for more information.

What Does theDell EMC: VMAX and PowerMax Unisphere
APl PowerPack Monitor?

To monitor Dell EMC VMAX and PowerMax storage systems using SL1, you must install the Dell EMC: VMAX and
PowerMax Unisphere APl PowerPack, which enables you to discover, model, and collect data about VMAX and
PowerMax storage arrays and their components using the Unisphere REST API.
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NOTE: For information about the EMC: VMAX PowerPack, which uses a Dell EMC SMI-S Provider to monitor
VMAX systems, see the Monitoring Dell EMC VMAX manual.

The Dell EMC: VMAX and PowerMax Unisphere APl PowerPack includes:
o An example Credential you can use to create SOAP/XML credentials to connect to your Dell EMC VMAX or
PowerMax system
o Dynamic Applications to discover and monitor your VMAX or PowerMax system
o Device Classes for each type of device in your VMAX or PowerMax system monitored by SL1

o EventPolicies and corresponding alerts that are triggered when devices in your VMAX or PowerMax system
meet particular criteria

Installing the Dell EMC: VMAX and PowerMax Unisphere
APl PowerPack

Before completing the steps in this manual, you mustimport and install the latest version of the
Dell EMC: VMAX and PowerMax Unisphere APl PowerPack.

TIP: By default, installing a new version of a PowerPack overwrites all content from a previous version of that
PowerPack that has already been installed on the target system. You can use the Enable Selective
PowerPack Field Protection setting in the Behavior Settings page (System > Settings > Behavior) to
prevent new PowerPacks from overwriting local changes for some commonly customized fields. (For
more information, see the System Administration manual.)

To download and install a PowerPack:

1. Download the PowerPack from the Sciencelogic Customer Portal.

Go to the PowerPack Manager page (System > Manage > PowerPacks).

In the PowerPack Manager page, click the [Actions] button, then select Import PowerPack.

M LN

The Import PowerPack dialog box appears:

Import PowerPack™

[Browse for file... | Browse..

License: | |
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https://portal.sciencelogic.com/portal/powerpacks

5. Click the [Browse] button and navigate to the PowerPack file.

6. When the PowerPack Installer modal page appears, click the [Install] button to install the PowerPack.

NOTE: If you exit the PowerPack Installer modal page without installing the imported PowerPack, the
imported PowerPack will not appear in the PowerPack Manager page. However, the imported
PowerPack will appear in the Imported PowerPacks modal page. This page appears when you click
the [Actions] menu and select Install PowerPack.
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Configuration and Discovery

Overview

The following sections describe how to configure and discover Dell EMC VMAX and PowerMax systems for
monitoring by SL1 using the Dell EMC: VMAX and PowerMax Unisphere APl PowerPack:

Prerequisites for Monitoring Dell EMC VMAX and PowerMax Systems ... ... ... ..................... 6
Creating a Credential for Dell EMC VMAX and PowerMax Systems ... ... ...occooiiiiiio... 7
Discovering Dell EMC VMAX and PowerMax Systems ... ... . . . . ... 8
Viewing Dell EMC VMAX and PowerMax Devices ... ... ... .. .. ... 9

Prerequisites for Monitoring Dell EMC VMAX and PowerMax
Systems

Before you can monitor Dell EMC VMAX and PowerMax systems using the Dell EMC: VMAX and PowerMax
Unisphere APl PowerPack, you must have the following information about the Unisphere APl that has already been
properly configured:

o Username and password for a user with access to the Unisphere REST API

o |P address and port for the Unisphere
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Creating a Credential for Dell EMC VMAX and PowerMax
Systems

To configure SL1 to monitor Dell EMC VMAX and PowerMax storage systems, you must first create a SOAP/XML
credential. This credential allows the Dynamic Applications in the Dell EMC: VMAX and PowerMax Unisphere API
PowerPack to use the Unisphere REST API. An example SOAP/XML credential that you can edit for your own use is
included in the Dell EMC: VMAX and PowerMax Unisphere APl PowerPack.

To create a SOAP/XML credential to access the Unisphere REST API:
1. Gotothe Credential Management page (System > Manage > Credentials).

2. Locate the YMAX and PowerMax Example credential, then click its wrench icon ( -P) The Edit
SOAP/XML Credential modal page appears.

3. Entervalues in the following fields:

Edit SOAP/XML Credential #82 New Resat
Basic Seitings Soap Options
Profile Name Content Encoding Method HTTP Version Embedded Password [%P]
[whAX and PowerMax Example | [ [ text/xmi ] 4] (rrosT]  §)(HrTRaag #) || [ ]
URL [ http{s):/Host:Port/Path | %D = Aligned Device Address | %M = Aligned Device Host Nama | Embed Valua [51] Embed Valug [%2]
|https:/4D:8443 /univmax/restapi | [False il |
HTTP Auth User HTTP Auth Password Timeout (seconds) Embed Value [%:3] Embed Value [94]
[powermax_user | [sensnnsassnnnnnns | 2 ]
Proxy Settings HTTP Headers
HostnamefIP Port User -
| o I i
[Accept: application/json &
CURL Options [Content-Type: applicationfison &
CAINFO
CAPATH
CLOSEPOLICY
CONNECTTIMEOUT
COOKIE B
COOKIEFILE
COOKIEJAR n
COOKIELIST
CRLF
CUSTOMREQUEST
[_sava ] savens ]

« Profile Name. Type a new name for the Dell EMC VMAX or PowerMax credential.
o HTTP Auth User. Type the username for a user with access to the Unisphere REST API.
o HTTP Auth Password. Type the password for the user you specified in the HTTP Auth User field.

NOTE: The HTTP Headers that are included in the example are required to receive a response from the
Unisphere REST API. Do not delete or editthem.

4. Click the [Save As] button.

5. When the confirmation message appears, click [OK].
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Discovering Dell EMC VMAX and PowerMax Systems

To model and monitor your Dell EMC VMAX and Powermax systems, you must run a discovery session fo discover
the Unisphere that SL1 will use as the root device for monitoring the VMAX or PowerMax system.

The discovery session will discover the Unisphere as a pingable device using the SOAP/XML credential that you
created. The Dynamic Applications will automatically align to the Unisphere root device to enable SL1 to
discover, model, and monitor the remaining component devices in your VMAX or PowerMax system.

To discover your VMAX or PowerMax storage system in SL1:

1. Gotothe Discovery Control Panel page (System > Manage > Discovery).
2. Inthe Discovery Control Panel page, click the [Create] button.

3. The Discovery Session Editor page appears. In the Discovery Session Editor page, define values in the
following fields:

Discovery Session Editor | Editing Session [1] New Reset

Identification Information

Name fUMAX, | @  Descrition l 7]

£
IP and Credentials Detection and Scanning Basic Settings
|P Address/Hostname Discovery List [ Initial Scan Level ] Q Discover Model Duplicaticn
10.1.134.184 [ System Default {recommended) ] v Mon-SHMP  Devices DHCP Protection
o ¥ @ ¥ @ e ¥ @
Scan Throttle
P [ System Default (recommended) ] A Q
| Collection Server PID: 1
_ UploadFile Port Sean All 1Ps
KMT-1S0-CU-53] r
Browse for file.. @ [[S;stem Default (recommended) | v ] (7] [[ 1 ] @
Port Scan Timeout Organization
SNMP Credentials [[ System Default [recommended) ] hd ] (7] [ [ System] v ] @
@ Agd Devices to Device Group(s)

SNMP N Detection Method & Port a
Cisto SNMPV2 - Example ( ) @ | o =
Cisco SMMPV3 - Example [ Default Method | s Servers
EM7 Default V2 UDP: 161 SNMP
EMT Default /2 TCP: 1 - tcpmux
IPSLA Example TCP: 2 - compressnet
LifeSize: Endpoint SMMP TCP: 3 - compressnet
Mexus snmp TCP: 5-rje
SNMP Public /1 - TCP: T - echo

TCP: 9 - discard
Other Credentials TCP: 11 - systat
( | @ | |Tcr 13- daytime
Basic/Snippet - TCP: 17 - gotd -
Cisco CUCM Example
Citrix XenServer - Example Interface Inventory Timeout (ms)
EMG SMI-S Example 500000 [Z]
EMC SMI-S Windows Maximum Allowed Interfaces o
EMC VMAX foe @
EMC WMAX Example
LifeSize: Endpeoint SSH/CLI Bypass Interface Inventory A Dievice Template
| neal ADI - e [ Choose a Template | v @
Log All
Same B

« IP Address/Hostname Discovery List. Type the IP address for the Unisphere.
« Other Credentials. Select the SOAP/XML credential you created for the VMAX or PowerMax system.
o Discover Non-SNMP. Select this checkbox.

o Model Devices. Select this checkbox.
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4. Optionally, you can enter values in the other fields on this page. For more information about the other fields
on this page, see the Discovery & Credentials manual.

5. Click [Save] to save the discovery session and then close the Discovery Session Editor window.

6. The discovery session you created will display at the top of the Discovery Control Panel page. Click its

lightning-bolt icon ( y

) to run the discovery session.

Viewing Dell EMC VMAX and PowerMax Devices

After discovering your Dell EMC VMAX or PowerMax system, SL1 will create component devices that represent

each component in your system.

In addition to the Device Manager page, you can view the VMAX or PowerMax system and all associated
component devices in the following places in the user interface:

o The Device View modal page (click the bar-graph icon ['d]foro device, then click the Topology tab)
displays a map of the selected device and all of the devices with which it has parent-child relationships.
Double-clicking any of the devices listed reloads the page to make the selected device the primary device:

Device View

Reset Guide

I Component Mapping

B

EMC’ VMAX | EMC VMAX |
1 X aif| e N e
000196701561 000196701566

Viewing Dell EMC VMAX and PowerMax Devices



o The Device Components page (Registry > Devices > Device Components) displays a list of all root devices
and component devices discovered by SL1 in an indented view, so you can easily view the hierarchy and
relationships between child devices, parent devices, and root devices. To view the component devices
associated with your VMAX or PowerMax system, find the root device and click its plus icon (+):

Device Components | Devices Found [1] Actions Reset Guide
Device Curent Golecton Callection -
Desice Name - 1P Agoress Gategary Device Clss | Sublass op Organization Stale Gow State
L ]l | E— | —] ) S | — |
| B sece e wecvsssw  wow e e sso
Device Curent Coesion Collecion
Device ame - P Agoress Cateoary Desice Cisss | Supciass op Organizaion Staie Sow Sote
( I )C )C ) — ) (=reamn v )C ]
1 - ! = Amay Dell EMC | VMAX Storage System 77 System cuG Active mrea |
Devie Curent Golecton Golection
Device Name * 1P Adress Cateoory Device Clss | Sublass oo Organizaton Sile Gro Stae
( Il | S— ) — ) | —
R . sRP_1 L = Pool Dell ENC | VMAX Storage Resource Pool 1188 System cue Actie R |
2 U DeviceMaskingGrou Dell EMC | VMAX Storage Group 1192 System cue Active mERA [
3 U DeviceMaskingGrou Dell EMC | VMAX Storage Group 1191 System cue Active R
4 v DeviceMaskingGrou Dell EMG | VMAX Storage Group 1190  System cus Actie L. 2=L'F. ]
s e DeviceMaskingGrou Dell EMC | VMAX Strage Group 1194 System [ Heamny [T Actve LT-LY
6 » DeviceMaskingGrou Dell ENC | VMAX Storage Group 1193 System cue Active L. 2=L ¥ ul
7 U DeviceMaskingGrou Dell EMC | VMAX Storage Group 1189 System cue Active RS
2 - L] = Amay Dell EMC | VMAX Storage System 1176 System cue Acive [ 2=1F Yol
pecke Current Cotecton Cotecton
Device ame - P sctess Caiegory Device Cisss | Subizss oo Organizaton S ) Shie
[ )C | S— | —] ) | S—
v R N T [ i) cue ) ]
2 _ L Controller Dell EMC | VMAX Front End Direclor 1179 System _ cue Active L E=L '} u
3 _U Controller Dell EMC | VMAX Front End Director 1180 System _cue Aciive RS
+ X © DeviceMaskingGrou Dell EMC | VMAX Storage Group 1185 System cue Actve mEeE
5 ! DevicaMaskingGrou Dell ENIC | VMAX Storage Group 1184 System cus Active WO
5 . DeviceMaskingGrou Dell EMC | VMAX Storage Group 1183 System cue Acive 2L Yl
7 _U DeviceMaskingGrou Dell EMC | VMAX Storage Group 1187 System CUG Active R
3 - DeviceMaskingGrou Dell ENC | VMAX Storage Group 1186 System cue Acive 3L ¥ |
9, ; A DeviceMaskingGrou Dell EMC | VMAX Storage Group 1182 system |\ Healtny [ Active (Sr-L Y
. {Seect Ao ] co ]

o The Device Component Map page (Views > Device Maps > Components) allows you to view devices by
root node and view the relationships between root nodes, parent components, and child components in a
map. This makes it easy fo visualize and manage root nodes and their components. SL1 automatically
updates the Device Component Map page as new component devices are discovered. The platform also
updates each map with the latest status and event information. To view the map for your VMAX or PowerMax
system, go to the Device Component Map page and select the map from the list in the left NavBar. To
learn more about the Device Component Map page, see the Views manual.

Device Component Map

.

Trsce Fiter_Seraenshot

prore——— L ]
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LIMITATION OF LIABILITY AND GENERAL DISCLAIMER

ALL INFORMATION AVAILABLE IN THIS GUIDE IS PROVIDED "AS IS," WITHOUT WARRANTY OF ANY
KIND, EITHER EXPRESS OR IMPLIED. SCIENCELOGIC™ AND ITS SUPPLIERS DISCLAIM ALL WARRANTIES,
EXPRESS OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE OR NON-INFRINGEMENT.

Although Sciencelogic™ has attempted to provide accurate information on this Site, information on this Site
may contain inadvertent technical inaccuracies or typographical errors, and Sciencelogic™ assumes no
responsibility for the accuracy of the information. Information may be changed or updated without notice.
Sciencelogic™ may also make improvements and / or changes in the products or services described in this
Site at any time without notice.

Copyrights and Trademarks

Sciencelogic, the Sciencelogic logo, and EM7 are trademarks of Sciencelogic, Inc. in the United States,
other countries, or both.

Below is a list of frademarks and service marks that should be credited to Sciencelogic, Inc. The ® and ™
symbols reflect the trademark registration status in the U.S. Patent and Trademark Office and may not be
appropriate for materials to be distributed outside the United States.

« Sciencelogic™

e EM7™ andem7™

o Simplify IT™

o Dynamic Application™

« Relational Infrastructure Management ™

The absence of a product or service name, slogan or logo from this list does not constitute a waiver of
Sciencelogic’s frademark or other intellectual property rights concerning that name, slogan, or logo.

Please note that laws concerning use of trademarks or product names vary by country. Always consult a
local attorney for additional guidance.

Other

If any provision of this agreement shall be unlawful, void, or for any reason unenforceable, then that
provision shall be deemed severable from this agreement and shall not affect the validity and enforceability
of any remaining provisions. This is the entire agreement between the parties relating to the matters
contained herein.

In the U.S. and other jurisdictions, trademark owners have a duty to police the use of their marks. Therefore,
if you become aware of any improper use of ScienceLogic Trademarks, including infringement or
counterfeiting by third parties, report them to Science Logic’s legal department immediately. Report as much
detail as possible about the misuse, including the name of the party, contact information, and copies or
photographs of the potential misuse to: legal@sciencelogic.com
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