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Chapter

Introduction

Overview

This manual describes how to monitor VMware vCenter Servers in the Sciencelogic platform using the VMware:
vSphere Base Pack PowerPack.

The following sections provide an overview of VMware and the VMware: vSphere Base Pack PowerPack:

What is VMwWare vSphere2 ... 4
What Does the VMware: vSphere Base Pack PowerPack Monitore ... ... . . . . . ... ... 4
Installing the VMware: vSphere Base Pack PowerPack ......... ... .. . 4
Version Requirements and Limitations ... il 5

NOTE: Sciencelogic provides this documentation for the convenience of Sciencelogic customers. Some of
the configuration information contained herein pertains to third-party vendor software that is subject fo
change without notice to Sciencelogic. Sciencelogic makes every attempt to maintain accurate
technical information and cannot be held responsible for defects or changes in third-party vendor
software. There is no written or implied guarantee that information contained herein will work for all
third-party variants. See the End User License Agreement (EULA) for more information.
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What is VMware vSphere?

vSphere is VMware's cloud virtualization platform that enables users to deploy and manage VMware cloud-based

resources using a suite of components, including the vCenter Server centralized management application and
ESX/ESXi host servers.

TIP: To familiarize yourself with VMware terminology, see the VMware Master Glossary:
http://www.vmware.com/pdf/master glossary.pdf.

What Does the VMware: vSphere Base Pack PowerPack
Monitor?

To monitor VMware virtual infrastructure using the Sciencelogic platform, you must install the VMware: vSphere
Base Pack PowerPack. This PowerPack enables you to discover, model, and collect data about all aspects of
VMware vSphere, including datacenters, clusters, virtual machines, and datastores.

The VMware: vSphere Base Pack PowerPack includes:
o Two example credentials you can use as templates to create SOAP/XML credentials to connect fo the

VMware devices you want to monitor

« Dynamic Applications to discover, model, and monitor performance metrics and/or collect configuration data
for VMware devices.

o Device Classes for each of the VMware devices the Sciencelogic platform monitors
o ADevice Template that enables you to easily align multiple Dynamic Applications to VMware devices
« EventPolicies and corresponding alerts that are triggered when VMware devices meet cerfain status criteria

o Device dashboards for several of the discoverable VMware component devices

NOTE: The VMware: vSphere Dashboards PowerPack contains additional dashboards that display data
collected from VMware systems. To view these dashboards, you must install the VMware: vSphere

Dashboards PowerPack on your Sciencelogic system. (For more information, see the chapter on
VMware Dashboards.)

Installing the VMware: vSphere Base Pack PowerPack

Before completing the steps in this manual, you must import and install the latest version of the VMware: vSphere
Base Pack PowerPack.
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TIP: By default, installing a new version of a PowerPack overwrites all content in that PowerPack that has
already been installed on the target system. You can use the Enable Selective PowerPack Field
Protection setting in the Behavior Settings page (System > Settings > Behavior) to prevent new
PowerPacks from overwriting local changes for some commonly customized fields. (For more information,
see the System Administration manual.)

To download and install a PowerPack:

pa—

Download the PowerPack from the Sciencelogic Customer Portal.

Goto the PowerPack Manager page (System > Manage > PowerPacks).

In the PowerPack Manager page, click the [Actions] button, then select Import PowerPack.

N

The Import PowerPack dialog box appears:

Import PowerPack™

[Browse for file... | Browse..

License: | |

5. Click the [Browse] button and navigate o the PowerPack file.

6. When the PowerPack Installer modal page appears, click the [Install] button to install the PowerPack.

NOTE: If you exit the PowerPack Installer modal page without installing the imported PowerPack, the
imported PowerPack will not appear in the PowerPack Manager page. However, the imported
PowerPack will appear in the Imported PowerPacks modal page. This page appears when you click
the [Actions] menu and select Install PowerPack.

Version Requirements and Limitations

The following limitations and requirements apply to specific functionality in the VMware: vSphere Base Pack
PowerPack:

o Tocollect /O and latency metrics for datastores, you must enable Storage 1/0O Control. For information
about Storage /O Control, see the VMware knowledge base.

« Datastore Storage Performance Statistics are available only from vCenter systems running vSphere APl 4.1.2
or later. The Sciencelogic platform will not collect Datastore Storage Performance Statistics if the Dynamic
Applications that use Dynamic Component Mapping are used to monitor ESX or ESXi servers directly.

« Datastore Performance Statistics are unavailable for NFS datastores.
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o [fVMware Tools is not installed on a guest VM, the Sciencelogic platform cannot collect all performance
statistics for that guest VM.

o Because notruly unique identifier is provided by the VMware vSphere API, it is possible that duplicate
component devices could be created in the Sciencelogic platform when a virtual machine vMotions
between separately monitored ESX/ESXi servers. (This issue does not affect vMotion events that occur within
the same component tree, such as between two ESX/ESXi servers that are monitored through the same
vCenter server.) Therefore, Sciencelogic recommends monitoring VMware servers through vCenter. In
addition to accommodating vMotion events, monitoring through vCenter prevents performance issues on
ESX/ESXi servers caused by APl use.

« Ifyou want to delete and reinstall version 203 or higher of the VMware: vSphere Base Pack PowerPack, you
should first delete any existing copies of the Device Template included in the PowerPack and then create new
versions of them after reinstalling the PowerPack. Doing so ensures that any copies of the Device Template
included in the PowerPack will work properly after reinstallation. You should then assign the new Device
Template(s) to any existing Discovery Sessions that were linked to the previous versions of the template(s).
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Chapter

Configuring VMware vCenter Server for
Monitoring

Overview

The following sections describe how to configure VMware vCenter resources for monitoring by the Sciencelogic
platform using the VMware: vSphere Base Pack PowerPack:

Prerequisites for Monitoring VMware vCenter Servers ... ... ... . 7
Ensuring the VMware vCenter Web Service is Running ... . ... 8
Creating a Read-Only User Account ... .. 11
Configuring a SOAP/XML Credential ... .. 15
Testing the VMware Credential ... . 17
Configuring a VMware Device Template ... 18

Prerequisites for Monitoring VMware vCenter Servers

Before performing the steps for configuring a vCenter server, you must:

« Install and configure a VMware vCenter server that monitors your ESXi and ESX servers.

o Install the VMware vCenter web service. The VMware vCenter web service is installed by default on VMware
vCenter servers. For more information about the installation of the VMware vCenter web service, see the
Web Service FAQs page on the VMware website.
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o Create a user account that the platform can use to access the web service. For vCenter 5.0 and earlier, the
VMware vCenter web service uses the user groups and/or active directory users configured on the Windows
Server on which vCenter is installed. For vCenter 5.1, the VMware vCenter web service uses the user groups
and/or active directory users configured on the VMware SSO server. You might want fo create a user account
that is used by only the Sciencelogic platform. This chapter includes instructions on how to grant read-only
permissions to a vCenter user.

« Have access to the vCenter server using the vSphere client.

If the Windows Server that hosts the vCenter server is SNMP-enabled, you must also configure your ESXi or ESX
servers for communication using SNMP. To do so, you must:

o Install the vSphere Command-Line Interface so you can communicate with the ESXi or ESX server. For more
information, see http://www.vmware.com/support/developer/vcli/ .

o Configure SNMP community strings, traps, and polling on the ESXi or ESX server. Assign the server at least
one SNMP community string. For more information, see VMware's documentation for Configuring SNMP for
ESXi 5.x and 6.x or Configuring SNMP for ESX 4 .x and ESXi 4 ..

Ensuring the VMware vCenter Web Service is Running

Using the default VMware configuration, the VMware vCenter Web Service is automatically started on VMware
vCenter servers.

To verify that the web service is available, navigate to the following URL in a browser window:

https://ip-address-of-vcenter-server/sdk/vimService.wsdl

o Ifthe web service is running, an XML document will be returned.

« Ifa connection error is displayed, the web service might not be running.
To verify the web service is running:

1. Log in to the Windows Server that hosts vCenter Server.

2. Open the Server Manager.
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3.

In the left pane, expand the Configuration entry and select Services.

D— E

4

Automatic _ILI
3

Server Manager !El
File Action View Help
L ERE e I E R D
B s e [ -~
3—} Roles Mame = Status Startup Type =
i Features — - -
i Diagnostics { (h\{e Dflrednry \.'\deb Services Started Automatic More Actions »
= jﬁ Configuration ».'.}I} pplication Experience Started Manual
Task Scheduler ».'.}I} pplication Identity Manual
9 Windows Firewal with Adv | “&:Application Information Manual
Y " ‘G application Layer Gateway Service Manual
&5 WMI Control -&j pplication Management Started Manual
& Local Users and Groups 5L ASP.NET State Service Manual
g Storage -S,j ackground Inteligent Transfer Service Started Automatic (Delayed Start
{;?;Base Filtering Engine Started Automatic
{;?;Cerﬁﬁcahe Propagation Started Manual
i lient for NFS Started  Automatic
».'.‘;} NG Key Isolation Manual
i€}, COM+ Event System Started  Automatic
\S}‘COM+ System Application Manual
[}X ) omputer Browser Disabled
redential Manager Manual
-S;;?;Crypmgraphlc Services Started Automatic
»E,;?;DCOM Server Process Launcher Started Automatic
\T,;?;Desktnp Window Manager Session Manager Started Automatic
{CADHCP Client Started  Automatic
&) Diagnostic Policy Service Started Automatic (Delayed Start
iagnostic Service Host Manual
iagnostic System Host Manual
isk Defragmenter Manual
istributed Link Tracking Client Started Automatic
G} Distributed Transaction Coordinator Started Automatic (Delayed Start
€, 0N Client Started  Automatic
{,;?;Encrypﬁng File System (EFS) Manual
{;?;Exhensihls Authentication Protocol Manual
\',‘,;?;Funtﬁun Discovery Provider Host Started Manual
».'.'-L}EFun:ﬁun Discovery Resource Publication Manual
».'.'-}EGruup Policy Client Started

Extended }, Standard

Locate the VMware VirtualCenter Management Webservices service. If the web service is configured and
started correctly, the Status should be Starfed and the Startup Type should be Automatic.

Automatic

If the Status is not Started, right click on the VMware vCenter Management Webservices service, then select

Start.
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6. lfthe Startup Type is not Automatic, right click on the VMware vCenter Management Webservices service,
then select Properties. The general properties for the service are displayed.

VMware VirtualCenter Management Webservices Properties (LAB-... E4 |

General | Log On | Recovery | Dependencies |

Service name: victomcat

Display name: Vitware VitualCenter Management Webservices

Description: lows configuration of Yiware VirtualCenter ﬂ
Management services. j

Path to executable:
"C:\Program Files*\MwareInfrastructure*tomcat*bin’ Tomcaté exe" AR5/

Startup type: Automatic - j
Automatic {Delayed Start) ™

Help me corfigure
Manual

_ Disabled
Service status:  STEmed
Stark | Stop | Fauze | Hesume

You can specify the start parameters that apply when you start the service

from here.

Start parameters: I

QK Cancel A pply

7. Inthe Startup type drop-down list, select Automatic and then click the [OK] button.

After the web service starts, try navigating to the URL again. If a connection error is still displayed, your network's
firewall may be blocking access to port 443 (HTTPS), which is required to use the VMware vCenter web service.

If the computer on which you navigated o the URL does not have access to port 443 on the ESX server, but the

Data Collector responsible for monitoring the ESX server does, you can verify connectivity from the console of the
Data Collector. Issue the following command from the console of the Data Collector:

curl -k "https://ip-address-of-vcenter-server/sdk/vimService.wsdl"

If the web service is running and the port is not blocked by a firewall, an XML document will be returned.
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Creating a Read-Only User Account

For vCenter 5.0 and earlier, the VMware vCenter web service uses the user groups and/or active directory users
configured on the Windows Server on which vCenter is installed.

ForvCenter 5.1, the VMware vCenter web service uses the user groups and/or active directory users configured
on the VMware SSO server.

Administrative users are the only default user type that have the level of access the Sciencelogic platform requires
to collect data from the VMware vCenter web service. If you do not want to use the username and password of an
administrative user in the SOAP/XML credential, you can set up a custom user role with the specific read-only
access the Sciencelogic platform requires to the VMware vCenter web service.

To create a custom user role that grants the read-only access the Sciencelogic platform requires, perform the
following steps:

1. Log in to the vCenter server as an administrator using the VMware vSphere client.

2. Inthe menu at the top of the page, click View > Administration > Roles. The Roles page appears:

@ vCenter3 - vSphere Client
File Edit View Inventory Administration Plug-ins Help

E £y Home P % Administration b && Roles I (5 wCenterS

@"' Add Role @ Clone Role

Roles Usage: No access
Name | - [This role is not in use|
Mo access
Read-onby
Administrator

Virtual machine poweruser
Virtual machine user

Resource pool administrator
YMware Consolidated Badwp user
Datastaore consumer

Network consumer
Dell-0perational
Dell-Infrastructure Deployment
BasicAccess
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3. Click the [Add Role] button. The Add New Role page appears:

i E
(7 Add New Role ==

Edit the role name or select check boxes to change privileges for this role.

MName: I

Privileges

=-L] Al Privileges
- Alarms
-] Datacenter
&[] patastore
- [] Datastore cluster
&[] pel
- [ dvPort group
-] ESX Agent Manager
&1- [ Extension
-] Folder
-] Global
- [J Host
- ] Host prafile
- [ Network
- [ Performance
- [ Permissions g
- [ Profile-driven storage
- [ Resource
- ] Scheduled task
- [ Sessions
-] Storage views il

»

m

Description: Select a privilege to view its description

Help | O, Cancel

4. Enter"Sciencelogic" in the Name field.
5. Expand the Storage views section in the Privileges pane and select the View checkbox.

6. Click the [OK] button.
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To assign the custom role to a user account, perform the following steps:

1. Logintothe vCenter server as an administrator using the VMware vSphere client.
2. Inthe vSphere client, ensure the vCenter server is selected in the left pane.

3. Click the [Permissions] tab in the main pane.

LAB-¥CENTER.lab-¥vmware.local, 192.168.44.100 ¥Mware v¥Center Server, 4.1.0, 345043

Getting Started | Datacenkers | Virtual Machines ' Hosts | Tas Ve S ET S Permissions
User/GEroup | Role | Defined in

8 LAB-YMWARE a7 admin Adrainistratar This object
3 LAB-VMWARE  rchart Administrator This object
8' LAB-VMWARE crordray Administrator This object
% Adminiskrators Administrator This object

Add Permission...

Refrash

Wiew Column »

Export Lisk...

4. Rightclick in the main pane, then select Add Permission.... The Assign Permissions window appears.
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5.

In the Assigned Role drop-down list, select the Sciencelogic role that you created in the previous section.
Click the [Add] button. The Select Users and Groups window appears.

4 5
(@) Assigng® S |
— @ Select Users and Groups u

To assl lect
one or| | Select users and groups to indude in this rele. You can also manually enter names and use the
Check Names feature to validate your entries against the directory.
Diomain: cerver =
—Users I( ) J
These —Users and Groups ent
object
IShow Users First ;I I Search I
Nam Name | Description / Full Name | -
8 J 8 __ VWMware_Conv_5&_ _ VMware_Conv_58_ ’:I
& administrator -
9 demo Demo User I
8 devuser devuser 1
O em7admin em7admin
8 em7user em7user =
Add
e
Users: I
Groups: I
Note: Separate multiple names with semicolons.

6. From the list of users, select the user or group you want to assign the required permissions to, then click the
[Add] button, followed by the [OK] button. The Select Users and Groups pop-up window closes.

~
(4 Assign Permissians |

To assign a permission to an individual or group of users, add their names to the Users and Groups list below. Then select
one or more of the names and assign a role.

—Users and Groups

These users and groups can interact with the current
object according to the selected role.

— Assigned Role
Selected users and groups can interact with the current
object according to the chosen role and privileges.

Name

)

| Role | Propagate|

em7admin Sciencelogic Yes

Add...

IScienoeLogic

- [ Al Privileges

O slarms

[ patacenter

[ patastore

[ patastore cluster
O pell

[ dvPort group

[ ESX Agent Manager
- [ Extension

m

Description: Select a privilege to view its
description

[¥ Propagate to Child Ohjects

Help |

OK Cancel
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7. Inthe Assign Permissions pop-up window, ensure that the user or group you selected is highlighted in the
Users and Groups select list, and that the Propagate to Child Objects checkbox is checked.

8. Click the [OK] button.

To test that the user that you configured works with the VMware web service, navigate to the following URL in a
browser window:

https://ip-address-of-vmware-server/mob

When prompted, enter the username and password you created for the platform to access the VMware Web
Service. If the user is configured correctly, the following page appears:

Home | Logout

Managed Object Type: ManagedObjectReference:ServiceInstance
Managed Object ID: Servicelnstance

Properties
NAME TYPE VALUE
capability Capability | capability
content | ServiceContent | content
serverClock dateTime | "2012-04-13T21:23:28.391016Z"
Methods

RETURN TYPE NAME

dateTime | CurrentTime

HostVMotionCompatibility[] | QueryVMotionCompatibility

ServiceContent | RetrieveServiceContent

ProductComponentinfo[] | RetrieveProductComponents

Event[] | ValidateMigration

If the user is not configured correctly, you will be prompted again for a username and password.

Configuring a SOAP/XML Credential

To use the Dynamic Applications in the VMware: vSphere Base Pack PowerPack, you must configure a SOAP/XML
credential for the VMware web service. The VMware: vSphere Base Pack PowerPack includes the following
templates for SOAP/XML credentials that you can edit for use with your vCenter server:

o VMware Server Example (for use with vCenfer Server versions 4.x and 5.x)

o YMware Server vCenter 6 Example (for use with vCenter Server version 6.x)
To modify either of the templates, perform the following steps:

1. Gotothe Credential Management page (System > Manage > Credentials).
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2. Click the wrench icon ( ?) for the "VMware Server Example" or "VMware Server vCenter 6 Example"
credential. The Credential Editor modal page appears:

Credential Editor [6] x

Edit SOAP/XML Credential #6 New Reset
Basic Settings Soap Options
Profile Name Content Encoding Method HTTP Version Embedded Password [%P]
[Viiware Server Example | [[textixmi] v | [[POST] ¥ | [[HTTPAAT w | || [rremeeeeeereens ]
URL [ hitp(s)://Host:Port/Path | %D = Aligned Device Address | %N = Aligned Device Host Name | Embed Value [%1] Embed Value [%2]
https:#%DisdkivimService | || [vMWARE_USERNAME| [USERPWD_IN_EMBEL|
HTTP Auth User HTTP Auth Password Timeout (seconds) Embed Value [%63] Embed Value [%:4]
[ il | [60 ] || [nttps:#=SSO_SERVER | ]
Proxy Settings 4 || HTTP Headers
Hostname/P Port User + Add a header
|0 J
b
CURL Options
CAINFO N
CAPATH
CLOSEPOLICY
CONNECTTIMEOQOUT
COOKIE
COCKIEFILE
COOKIEJAR
COOKIELIST
CRLF
CUSTOMREQUEST -
DNSCACHETIMEQUT |

3. Supply values in the following fields:

o Profile Name. Enter a new name for the credential.

o Embed Value [%1]. Enter the username the platform will use fo connect to the VMware web service.

Embedded Password [%P]. Enter the password the platform will use to connect to the VMware web
service.

Embed Value [%3]. Do one of the following, based on the vCenter system that you want to monitor:

o Ifyou are monitoring a vCenter 6 .x system that uses SSO for authentication, enter "https://<sso-
server ip-address>/sts/STSService/vcé .local" in this field, replacing " <sso-server ip-address>"
with the IP address of the SSO server used by the vCenter system.

o Ifyou are monitoring a vCenter 5.x system that uses SSO for authentication, enter "https://<sso-
server ip-address>:7444 /ims/STSService" in this field, replacing "<sso-server ip-address>" with
the IP address of the SSO server used by the vCenter system.

o Ifyou are monitoring a vCenter 5.x system and want to use the traditional, non-SSO authentication
method, do not enter a value in this field.

NOTE: In some cases, the SSO server IP address will be the same as the vCenter server.

4. Click the [Save As] button to save your changes as a new credential.
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Testing the VMware Credential

The Sciencelogic platform includes a Credential Test for VMware. Credential Tests define a series of steps that the
platform can execute on demand to validate whether a credential works as expected.

The VMware Credential Test can be used to test a SOAP/XML credential for monitoring VMware using the
Dynamic Applications in the VMware: vSphere Base Pack PowerPack. The VMware Credential Test performs the
following steps:

« Test Reachability. Attempts to reach the vCenter server using ICMP.

« Attempt VMware Connection. Attempts to connect to the VMware service using the account specified in
the credential.

To test the VMware credential:
1. Gotothe Credential Test Management page (System > Customize > Credential Tests).

2. Locate the VMware Credential Test and click its lightning bolticon (# ). The Credential Tester modal
page appears:

Credential Tester [BETA] x

Test Type | [ VMware Credential Test ] v |

Credential | VMware Server Example v |
Hostname/IP | |
Collector | KNT-Paich2-CU1-65 v

3. Supply values in the following fields:

o Test Type. This field is pre-populated with the credential test you selected.

o Credential. Select the credential to test. This drop-down list includes only credentials that you have
access to that can be tested using the selected credential test.

« Hostname/IP. Type the IP address for the vCenter server.
o Collector. Selectthe All-In-One Appliance or Data Collector that will run the fest.

4. Click the [Run Test] button. The Test Credential window appears, displaying a log entry for each step in the
credential fest. The steps performed are different for each credential test. The log entry for each step includes
the following information:

o Step. The name of the step.
« Description. A description of the action performed during the step.

o Log Message. The result of the step for this credential test.
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o Status. Whether the result of this step indicates the credential or the network environment is
configured correctly (Passed) or incorrectly (Failed).

« Step Tip. Hover over the question mark icon (ﬁ) with your mouse to display the tip text. The tip text

recommends what to do to change the credential or the network environment if the step has a status of
"Failed".

Configuring a VMware Device Template

A device template allows you to save a device configuration and apply it to multiple devices. The VMware:
vSphere Base Pack PowerPack includes the "VMware vSphere Template." If you configure and apply this device
template when you discover your vCenter server, the Sciencelogic platform aligns the appropriate Dynamic
Applications to the discovered vCenter server device.

To configure the VMware device tfemplate:
1. Gotothe Configuration Templates page (Registry > Devices > Templates).

2. Locate the "VMware vSphere Template" and click its wrench icon ( P) The Device Template Editor page
appears.

3. Click the [Dyn Apps] tab. The Editing Dynamic Application Subtemplates page appears.
4. Complete the following fields:

Device Template Editor | Click [Save] to commit changes | Editing Dynamic Application Subtemplates (Click field labels to enable/disable them)

Template Name [Viviware vSphere Template
CV Policies | _Por Polidies Dym Avps
—_—

Subtemplate Selection

3. App: ViMiware: Events
4.
5. App: ViMiware: RootFolder Datacerg”
B &

Template Application Behavior

Align Dynamic Application With

| All devices (align new applications and update collection states) v

Dynamic Application Settings

Dynamic Application

| VMware: Inventory Cache

v

7. App: VMware: Retris iceCong"
X 3
9 App: VMware: QuickStats Cache hg"
10. "3
11. App: VMware: RootFolder Folder [g*
2 hpp: VMware: Perf Metadata Perftc
13. App: VMware: Performance Count g
14 53
<= Add New Dynamic App Sub-Template

Credentials Poll Rate

[ VMware Server Example

v ] Eve

namic Applicalion Preseniation UDJECI(S

A la|a|a|a|a|a|

Dynamic Application Thresholds
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« Template Name. Type a new name for the device template.
« Credentials. Selectthe SOAP/XML credential that you created for VMware.

5. Click the next Dynamic Application listed in the Subtemplate Selection section on the left side of the page
and then select the VMware SOAP/XML credential in the Credentials field.

6. Repeatstep 5 until the you have selected the VMware SOAP/XML credential in the Credentials field for all of
the Dynamic Applications listed in the Subtemplate Selection section.

7. Click [Save As].
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Chapter

Discovering a vCenter Server

Overview

The following sections describe how to discover a vCenter server and component devices for monitoring by the
Sciencelogic platform using the VMware: vSphere Base Pack PowerPack.

Discovering a vCenter Server . . 20
Configuring the VMware Dynamic Applications .. ... ... 22
Configuring the "VMware: Events" Dynamic Application ... ... e 22
Configuring the Polling Frequency for VMware Performance Dynamic Applications ......................... 23
Configuring the "VMware: Remove Session Cookies" Dynamic Application ..o, 24
Viewing Component Devices .. . .. 25
Relationships with Other Types of Component Devices ... ... ... . 28
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Discovering a vCenter Server

To create and run a discovery session that will discover a vCenter server, perform the following steps:

1. Gotothe Discovery Control Panel page (System > Manage > Discovery).
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appears:

2. Click the [Create] button to create a new discovery session. The Discovery Session Editor modal page

Discovery Session Editor | Editing Session [3] New Reset

Identification Information

Name [\'C 55 | @  Description l (7]

4
IP and Credentials Detection and Scanning Basic Settings
IP Address/Hostname Discovery List Initial Scan Level Discover Model Duplication
10.0.055 [ System Defautt (recommended) | v | @ | Non-SMMP  Devices DHCP Protection
e o Q |+ 0 (] Q |+ 6
Scan Throttle
) [ System Default {recommended) ] v Q
p Collection Server PID: 3
Upload File
Port Scan All IPs
[ ] KMT-Patch1-CU1-58] v
Browse for file... 7] [[sttem Diefault (recommended) | v ] @ [[ ] ] @
Port Scan Timeout Organization
SHNMP Credentials [[ System Defaut (recommended) | v @ | [[System] e
e . Add Devices to Device Group(s)

SNMP N Detection Method & Port Q
Cisto SNMPV2 - Example ( | @ | fome -
Ciszo SNMPV3 - Example [ Default Method | N Servers
EMT Default V2 UDP: 161 SNMP
EMT Default V3 TCP: 1 - tcpmux
IPSLA Example TCP: 2 - compressnet
LifeSize: Endpoint SNMP TCP: 3 - compressnet
Mexus snmp TCP: 5-rje
SMMP Public %1 - TCP: 7 - echo

TCP: & - discard
Other Credentials TCP: 11 - systat
@ | TcP 13- daytime
ST TG TCP: 17 - qotd =
Tandberg: XML RPCZ - i
Tandberg: XML Status Interface Inventory Timeout (ms)
Tomeat Status - Example 00000 (7]
ucs
UCS- 55 Maximum Allowed Interfaces -
UCS Standalone - Example 10000 a
/Mware Server Bypass Interface Inventory Apply Device Template
[VMware Server 55] M o [ WMware vSphere Template 204 - 55] v @
Log Al
[“Sae ] sevcrs ) e

3. Entervalues in the following fields:

« IP Address Discovery List. Type the IP address for the vCenter server.

« SNMP Credentials. If the Windows server that hosts the vCenter server is SNMP-enabled, then select
the SNMP credential for the vCenter server in this field. If you do not select an SNMP credential in this
field, then you must select the Discover Non-SNMP checkbox.

o Other Credentials. Select the SOAP/XML credential that you created for VMware.

o Discover Non-SNMP. If the Windows server that hosts the vCenter server is not SNMP-enabled, then

you must select this checkbox.

o Apply Device Template. Select the device template that you created for VMware.

Optionally, you can enter values in the other fields on this page. For more information about the other fields
on this page, see the Discovery & Credentials manual.

Click the [Save] button and then close the Discovery Session Editor modal page.

The discovery session you created will appear at the top of the Discovery Control Panel page. Click its

lightning-bolt icon ( "

) to run the discovery session.
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7. The Discovery Session window appears. When the vCenter server is discovered, click its device icon (&)
to view the Device Properties page for the vCenter server.

Configuring the VMware Dynamic Applications

The following sections describe how to configure some of the Dynamic Applications in the VMware: vSphere Base
Pack PowerPack .

Configuring the "VMware: Events" Dynamic Application

The "YMware: Events' Dynamic Application is designed to collect events from VMware devices using the VMware
APl and insert those events into the device log of the aligned vCenter server.

For the platform to insert VMware events into the device log, the Data Collector that monitors the vCenter server
must be configured to process APl events. For instructions on how to configure a Data Collector to process API
events, see the Global Settings chapter in the System Administration manual.

You can specify which types of events the "VMware: Events" Dynamic Application collects by editing the event
dictionary Python script located in the "VMware Event Collection" snippet of the "VMware: Events' Dynamic
Application. This event dictionary includes a series of rows that look like this:

"ClusterStatusChangedEvent": {"count": 0, "countAll": 0, "collect": True},

Each row begins with an event type. This event type value must match the "eveniTypeld" value the VMware API
uses in its "EventFilterSpec" data object to indicate which events should be collected. For more information, see
VMware's documentation on the "EventFilterSpec" data object.

To specify which events the "VMware: Events' Dynamic Application collects:
1. Gotothe Dynamic Applications Manager page (System > Manage > Applications).

2. Click the wrench icon ( -ﬁ') for the "VMware: Events' Dynamic Application. The Dynamic Applications
Properties Editor page appears.

3. Click the [Snippets] tab. The Dynamic Applications Snippet Editor & Registry page appears.

4. Click the wrench icon ( -ﬁ') for the "VMware Event Collection” snippet.
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5. Locate the section that looks like this:

event dict = {
"AlarmStatusChangedEvent": {"count": 0, "countAll": 0, "collect": True},
"ClusterStatusChangedEvent": {"count": 0, "countAll": 0, "collect": True},
"HostStatusChangedEvent": {"count": 0, "countAll": 0, "collect": True},

"UserLoginSessionEvent": {"count": 0, "countAll": 0, "collect": True},
"UserLogoutSessionEvent": {"count": 0, "countAll": 0, "collect": True},
"VmEvent": {"count": 0, "countAll": 0, "collect": True},
"VmMigratedEvent": {"count": 0, "countAll": 0, "collect": True},
"other": {"count": 0, "countAll": 0, "collect": True},

}

6. Following the format shown above, add new rows for any additional event types you want to include in the
event dictionary or delete the rows of any event types you want to remove from the event dictionary.

7. Foreach eventtype listed in the event dictionary:

« [fyou want the Dynamic Application to collect that event type, change the "collect" value fo "True'".
For example:

"AlarmStatusChangedEvent": {"count": 0, "countAll": 0, "collect": True},

o Ifyou do not want the Dynamic Application to collect that event type, change the "collect™ value to
"False". For example:

"UserLoginSessionEvent": {"count": 0, "countAll": 0, "collect": False},

o Ifyou wantthe Dynamic Application to collect all event types, locate the "other" line and change the
"collect" value to "True". Forexample:

"other": {"count": 0, "countAll": 0, "collect": True},

NOTE: Changingthe "other" "collect" value to"True" overrides any eventtypes with a "collect™
value of "False". If you do not wantto collect all event types, then you must either remove the
"other" row or change ifs "collect" value to "False'.

8. Click the [Save] button.

TIP: Ifyou have edited the "VMware Event Collection" snippet and want o maintain your event _dict settings
the next time the PowerPack is upgraded, you must copy the event dictionary Python script, install the new
version of the PowerPack, and then follow the steps in this section to paste the settings into the "VMware
Event Collection" snippet in the upgraded version of the "VMware: Events' Dynamic Application.

Configuring the Polling Frequency for VMware Performance Dynamic
Applications

In the VMware: vSphere Base Pack PowerPack, some of the Dynamic Applications of require that their Poll
Frequency be setto a specific time.

To set the polling frequency:
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Goto the Dynamic Applications Manager page (System > Manage > Applications).

Search for the Dynamic Application whose polling frequency you want to update and click on its wrench icon (

"

In the Dynamic Applications Properties Editor, use the drop-down in the Poll Frequency field 1o select

the polling frequency.

Properlies

ollections

Presentations

Snippels

Thresholds

Application Hame: _Vemm" Number' @ Abandon Collection Disable Rollup of Data
{Mware: VirtualMachine CPU Performance | €@ [Iversion 201 J [TAfter 4 Timed-Out Callection Objects] ¥ | @
Operalional State
Application Type [ [Enabied) @ Context
[[Bulk Snippet Performance] v|@ (7] c -
Callector Afinity gmpanent Miapping
[[ Default | v|@
Execution Environment Mull Row Option
([ = Default: Vidware: vSphere Base Pacl v | @ Foll Frequency [ values | @
[Every 5 Minutes] ¥
D Dashboard EEIILITE Mull Col Opfi
igvice Dashboar Every 2 Minutes ull Column Option
[[WMiwars virual Machine | V@ Every 3 Minules [ - values ] v@
N Every 10 Minutes
Description Every 15 Minutes
This dynamic application collects performance data assoc, E"e"f ::OHMWI% group for the VirtualMachine provider.
very 1 Hour
Every 2 Hours
Every 6 Hours
Every 12 Hours
Ewery 24 Hours g

Release Notes & Change Log

B- . B I US A-Tl- 8- 9~ /-

B = % @~

Version 2.0:
1. Converied to Bulk Snippet.
2. Added support for ESXi host collections

Version 1.0:

1. This dynamic application collects performance metric data associated with the cpu group of perfermance metrics for the VirtualMachine
provider. All metrics used by this application are provided by a separate process which stores metric data in the performance metrics
cache

2. The following LEVEL 1 metrics are collected: cpu.ready summation, cpu.usage average, cpu.usagemhz average. NOTICE - vCenter must
be configured to collect LEVEL 2 and above metrics

Copyright () 2003-2016 SciencelLogic, Inc -

4. The polling frequency should be set as follows for the following Dynamic Applications:

o VMware: VirtualMachine CPU Performance. 5 minutes.

o VMware: VirtualMachine Datastore Performance. 5 minutes.
o VMware: VirtualMachine Disk Performance. 5 minutes.

o VMware: QuickStats Cache. 5 minutes.

o VMware: Inventory Cache. 1 minute.

« VMware: Datastore Space Performance. No lower than 15 minutes.

Configuring the "VMware: Remove Session Cookies" Dynamic
Application

The "VMware: Remove Session Cookies" Dynamic Application allows users to force a new APl session to collect
new objects.

To execute the Dynamic Application:
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Collections Snippets Thresholds

Dynamic Applications [1442] | Propertics Editor

Application Name

Goto the Dynamic Applications Manager page (System > Manage > Applications).

Find the "VMware: Remove Session Cookies" Dynamic Application and click on its wrench icon ( P)

In the Dynamic Applications Properties Editor page, click the Operational State drop-down and select
Enabled.

Abandon Collection

" Disable Rollup of Data
[VMware: Remove Session Cookies @ IW\Q [ [Defaul Y@
Application Type Context
| [Snippet Configuration] v @ Operatonal State [ (7] Companent Mapping
Disabled] v
Caching J e MNull Row Opfion
[[ Mo caching ] v @ - [[ = values ] v @
Bisabe]
Foll Fi
Device Dashboard |ﬁ\ @ Null Column Option
[None v @ e [[=values ] v @ m
Description
This Dynamic Application removes all VMiware session cookies
4
Release Notes & Change Log
B-. B I US A-TlI- 8- 9- /- E- EE = B = % L & ¢

Version 1.0

Copyright () 2003-2018 ScienceLogic, Inc.

This software is the copyrighted work of ScienceLogic, Inc.

Use of the Software is govemned by the terms of the software license
agreement, which accompanies or is included with the Software

("License Agreement”). An end user is not permitted to install any Software
that is accompanied by or includes a License Agreement, unless he or she
first agrees 1o the License Agreement terms.

The Software is made available solely for use by end users accerding to the

1. Initial version of the ViMware: Remove Session Cookies Dynamic Application

Align the "VMware: Remove Session Cookies" Dynamic Application to any VMware root device.
On the root device, go to the [Collections] tab on the Device Properties page and run the "VMware:
Remove Session Cookies' Dynamic Application you just aligned by clicking the lightning bolticon ().

After running the Dynamic Application, check the session logs. If you get an "Failed fo retrieve security token
from vSphere SSO server" error, run the Dynamic Application again.

When the "VMware: Remove Session Cookies" Dynamic Application has successfully run, change its
Operational State back to Disabled.

Viewing Component Devices

When the platform performs collection for the "VMware: RootFolder Datacenter Discovery' Dynamic Application,
the platform will create component devices for the components managed by the vCenter server and align other
Dynamic Applications to those component devices. Some of the Dynamic Applications aligned to the component
devices are also used to create additional component devices. All component devices appear on the Device
Manager page.
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NOTE: During initial discovery, the Sciencelogic platform requests information about 200 devices per poll
period until all component devices are discovered. After initial discovery, the Sciencelogic platform
requests only the changes from the previously collected topology. If you have a large VMware
infrastructure, it can take several collection cycles after the initial collection of the "VMware:
RootFolder Datacenter Discovery' Dynamic Application for all component devices to be discovered.

In addition to the Device Manager page, you can view the vCenter server and all associated component devices
in the following places in the user interface:

o The Device View modal page (click the bar-graph icon ['d] for a device, then click the Topology tab)
displays a map of a particular device and all of the devices with which it has parent-child relationships.
Double-clicking any of the listed devices reloads the page to make the selected device the primary device:

Device View Reset Guide

- M Compenent Mapping

| Ping Device

| Data Center I

1) e 3
«240Test

J ) )

Folder
YD dflov 2 D il ow 3D of e 7

Datastores Hosts Netwarks
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o The Device Components page (Registry > Devices > Device Components) displays a list of all root devices

and component devices discovered by the platform. The Device Components page displays all root devices
and component devices in an indented view, so you can easily view the hierarchy and relationships between

child devices, parent devices, and root devices. To view the component devices associated with a vCenter
server, find the vCenter server and click its plus icon (+):

Device Components | Devices Found [1]

LI ) @e8Es [ —t [ —( —
EBR - , | 1ab-vcenterss w100055 98 TestOrg VMware CUG_Automation  Active mEe
Devke Name - e Cateson Devie Cioss | Suciss oo e :
( C | — )| —
R . | c240Test v = Infrastructure ‘Viiware | Datacenter 101 TestOrg_VMware
Deviee
Dee e - P asoress Catraony oo [
C )€ 1 )C [ —
ERES - | Datastores w - Infrastructure Viware | Folder 109 Testorg_Viware CUG_Automation  Active oo
N v - el T o e B oo pworten s w5080
Desee oot ‘Cotecton
Dese e - 1P Adress Cateao Deice Closs | Subcoss oD Craizaton e Grow
( ( )C )C )| —] [Emmale )C

1+ v - VMware Vhware | Host Server 126 Testo_VMware CUG_Auomation  Active =B |

2+ _ L] = Viware Viiware | Host Server 124 TestOrg_VMware _ CUG_Automation  Active L 2= ¥ Y0

3 v - Viiware ViMware | Host Server 128 Testorg_VMware CUG_Automation  Active =

4+ [ ————— . = Viware ViMware | Host Server 120 TestOrg_VMware CUG_Automation  Active LY=L F ul

5+ - - Viiware ViMware | Host Server 122 Testorg_VMware CUG_Automation  Active mEREs

6+ - - Viware ViMware | Host Server 1001 TestOrg_VMware CUG_Automation  Active mEReA

[ .. rstehesxhsbc7 eng sciencelogic local A - Viiware Vhware | Host Server 1002 TestOrg_VMware CUG_Automation  Active. mEea |

RN | | sichesxhsbcD8 eng sciencelogic local L4 = VMware VMware | Host Server 1000 TestOrg_VMwars CUG_Automaton  Active WA

LR, .. rsehesxhsoc09 eng.sciencelogic local = = VMware Vhware | Host Server 1008 TestOrg_VMware CUG_Automaton  Active. moe s |

10, + [ T — . = Viware ViMware | Host Server 1007 TestOrg_VMware CUG_Automation  Active LY=L F ul

3+ - - Infrastructure Vhware | Folder 110 Testorg_Viware CUG_Automation  Active mEes |
2+ . - Infastructure VMware | Datacenter 99 TestOrg_VMware CUG_Automation  Active =1 ¥ Yl
= + e ~ = Infrastructure VMware | Datacenter 100 Testor VMware CUG_Auomation  Active R |

o The Component Map page (Views > Device Maps > Components) allows you fo view devices by root
node and view the relationships between root nodes, parent components, and child components in a map.
This makes it easy to visualize and manage root nodes and their components. The Sciencelogic platform
automatically updates the Component Map as new component devices are discovered. The platform also
updates each map with the latest status and event information. To view the map for a vCenter server, go fo
the Component Map page and select the map from the list in the left NavBar. To learn more about the
Component Map page, see the Views manual.

Device Component Map

‘Arrange Map 3
L Longen ——g—— 100

in'® w8

Trace _Filter_Seresnshot
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Relationships with Other Types of Component Devices

In addition to the parent/child relationships between component devices, the following relationships are
automatically created by the Dynamic Applications in the VMware: vSphere Base Pack PowerPack:

o YMware Virtual Machines and VMware Datastores

o VYMware Virtual Machines and VMware Networks

o YMware Virtual Machines and Cisco Cloud Center

o YMware VirtualApps and VMware Networks

o YMware Hosts and VMware Datastores

o VMware Hosts and VMware Networks

o YMware Hosts and VMware Virtual Machines

o VMware Datastore Clusters and VMware Virtual Machines

o VMware Datastore Clusters and VMware Host Clusters
« VMware Datastore Clusters and VMware Hosts

The Sciencelogic platform can also automatically build relationships between VMware component devices and
other associated devices. If you discover one or more of the following:

o An EMC VNXdevice using the Dynamic Applications in the EMC: VNX PowerPack

o ANetApp device using the Dynamic Applications in the NetApp Base Pack PowerPack

o AUCS device using the Dynamic Applications in the Cisco: UCS PowerPack
The platform automatically creates relationships between the following types of component devices, where
appropriate:

o EMC YNXLUNs and VMware Datastores

o NetApp LUNs and VMware Datastores

o NetApp Volumes and YMware Datastores
o YMware Hosts and UCS Service Profiles

Determining Availability for Component Devices

The Dynamic Applications that discover the component devices managed by a vCenter server include collection
objects that define the availability status of those component devices.

The following types of component devices are considered unavailable if a vCenter server reports that the power
state is off:

« Compute Resource
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o HostServer (i.e., ESXand ESXi Servers)
« Virtual Machine

The following types of component devices are considered unavailable if a vCenter server loses its connection to an
ESXi hypervisor host server:

o Host Server

« Virtual Machine
The following types of component devices are considered unavailable if a vCenter server does not include
information about those components in the appropriate response:

« Distributed Virtual Switch

« Distributed Virtual Portgroup

o Folder

o Network

o Resource Pool
The following types of component devices are considered unavailable based on other conditions:

« Datastore. A datastore is considered unavailable if it is not accessible. A datastore is not accessible if no
hosts have successfully mounted the datastore volume.

o Cluster. A cluster is considered unavailable if no hosts are associated with the cluster or all hosts associated
with the cluster are powered off.

When a VMware device is shut down, an event is created to alert the user that the device is unavailable. If you turn
off VMware devices intentionally, you can suppress these availability events.

To suppress these events:

« Create a device group that contains the VMware devices for which you want to suppress availability events.
« Suppress that device group in the relevant Event Policies.

To create the device group:

1. Gotothe Device Groups page (Registry > Devices > Device Groups).

29 Discovering a vCenter Server



2. Click the [Create] button. The Device Group Editor page appears:

Device Group Editor | Creating new group m
Device Group Name Force Child Visibility? Sharing Permissions
| [tno1 [=] [[Private (visible to you oniy) ] =
Icon Visibility Permission Keys
Mapsiviews | [EM7 System Administration P
Config Policies/Bulk Edit Grant Al
Metification/Automation Ticket Att Test
Discovery IT Services
| Device Schedules Ib_ITSM
Event Suppression mh-T Services - View
RSS Feeds
Static Devices and Groups | Devices [0] | Groups [0] mm
Device Nams » Class | Sub-clsss D Organization Device Group Name = ID  Dewicss  Groups  Rules
No devices in current device group. No sub-groups in current device group.
Dynamic Rules | Rules Found [0] mm
Selector Type Selector Targets Matched Devs
No dynamic rules in current device group.

3. Entervalues in the following fields:

« Device Group Name. In this field you can enter a customized Device Group Name. For example,

"Event Suppressed VMs".
« Visibility. Select Event Suppression.
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4. Ifyou want fo suppress one or a few individual devices, click the [Add] button under the Static Devices and
Groups pane and select Add Devices. The Device Alignment modal page appears:

Device Alignment
Device Name « IP Address Category Class | Sub-class jis} Organization Action -
| I I I Il |
1 #IXERT| - Senvers XenCluster|XenChuster 1926 System
2. [jjfjioerarwEra I 10.20.30.195  Servers  NET-SNMP| FreeBSD 115 System
3. oo 10.0.0.3 Unknown  Cisco Systems | OEM 1944  System
4. [iinaE R 10.0.0.5 Unknown  Cisco Systems | OEM 1943  System
s [AODAOZIII - Viware VMware|HostServer 1722 System
& ootz - WMware VMware | Host Server 1723 System
7. [OOADZSIS - VMware Vilware|HostSever 1721 System
2 [gfioot0ze - VMware VMware | Host Server 1716  System
o FAUGAOZSIUNIIS - Viware Vhiware| Host Server 1719 System
10. o0tz = VMware VMware | Host Server 1709  System
1 OO~ VMware Vilware|HostSever 1710 System
1z o0tz = Mware VMware | Host Server 1680 System
12, JOOADADNI  ~  VMware Vilware|HostSever 1712 System
14 o0tz - VMware VMware | Host Server 1714  System
15 [AOOAOGNII  ~  Viware Vhlware| Host Server 1927 System
12, o0tz = VMware VMware | Host Server 1912  System
17. gf0.00033 — VMware VMware | Host Server 1711 System
18 001038 = Mware VMware | Host Server 1708 System
fo fifo0M0& |~ Viwae VMware|HostSever 1922 System
0. [ffioosqen | - VMware VMware | Host Server 1657 System
21 [fODSTEUNIIIS  —  Viware Viware Host Server 1406 System
2z yfjt00et = VMware VMware | Host Server 1411 System
2 [OOSHEINIII - VMware VMware|HostServer 1856 System
24 [fft00s8z - VMware VMware | Host Server 1558 System
25 [i0OSAEZIIIII  ~  VMware Vilware|HostSever 1403 System
26 [ffoesqss | - VMware VMware | Host Server 1414  System
27 [fODSHESIS  —  Viware Viware Host Server 1646 System
28 gfjt0.08.188 = VMware VMware | Host Server 1645  System
20 [OOSHBEN - Viware VMwarelHostServer 1412 System
2n wfanno4ee Vlhurare  Vlasars | Haot Ganear 1440 Custam = i
[[Viewing Page: 11 [+]

5. Inthe Device Alignment modal page, perform a search in the Class | Sub-class column for "Virtual
Machine" to bring up the available VMware devices.

6. Find the device(s) for which you want to suppress availability events and select their checkbox (E£]).
7. Click the [Add/Remove] button to add the device(s).
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8. Toadd all VM devices to the device group, click the [Add] button in the Dynamic Rules pane of the Device
Group Editor page. The Device Group Rule Editor page appears:

Device Group Rule Editor | Reset |

Active Selectors Selector Definitions
Organization -
Device Class
Device Category
Device Name
Device IP

Device State
Collection State
Open TCF Ports.
Running Process
Windows Service
Subscribed Product
Active Event

[ A=set Make

Matched Devices [1120]

Collection -
Device Name « Class | Sub-class jin] Organization State D
Xen Cluster | Xen Cluster 1524 System Active
NET-SNMP | FreeBSD 115 System Active
Cisco Systems | OEM 1944  System Active
Cisco Systems | OEM 1943 System Active
WMware | Host Server 1722 System Active
VMware | Host Server 1723 System Active
Viware | Host Server 1721  System Active
VMware | Host Server 1716 System Active
VMware | Host Server 1718 System Active
Viware | Host Server 1709 System Active
VMware | Host Server 1710  System Active
12. [N rEs T Wiware  VMware | Host Server 1890  System Active -
|[\|"iewing Page: 1] IZI OK

9. Inthe Device Group Rule Editor page, select the checkbox ([£]) for Device Class in the Active Selectors
pane.
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10. Inthe Selector Definitions pane, the Device Class field appears. Perform a search for "VMware" in the
Device Class field, and select VMware | Virtual Machine. All virtual machines will appear in the Matched
Devices pane:

Device Group Rule Editor
Active Selectors Selector Definitions
ﬂ Organization - Device Class
Device Class I VM ware
T Device Category Vifware | Host Server
[ Device Name VMware | Network
D Device IP VMware | Rezource Pool
X VMware | vCenter
D Device State VMware | Virtual App
[] Collection State i VMware | Virtual Machine
[] Open TCP Ports
[ Running Process
[7] Windows Service
[] Subscribed Product
[[] Active Event
[ A=set Make S
Matched Devices [360]
Collection -~
Crevice Mame » teqony lsss | Sub-clsss 1o Organization State D
tffiooto s foto0t007 |Virtual 1587 System active
2. _vuware Whware | Virtual Machine 1591 System Active
3. OS] V! |Vitual 1490 System Unavaiable
4. [JfiFSCT 2 Betalinternal L] Wiiware  Whware | Virtual Machine 1482  System Unavailable
<. [fFACT 2 betainternal | VMware VMware | Virtual Machine 1672 System Unavailable
5. [jifiiSateTest System ] Vitware  WNware | Virtual Machine 1606 System Unavailable
T ffsaeTestSysem |Virtual 1500 System Unavaiabie
2. [ifEca S ViMware  VMware | Virtual Machine 1635 System Active
(N, 8633_A10 VI | Virtual 1516 System Active
10. [fAE Snader ] Viware  VMware | Virtual Machine 1681 System Active
11, ARG VM Vitware  Viware | VirualMachine 1753 System Active
12. [ji/SpacheWen Server 1 Vitware  VMware | Virtual Machine 1250 System Unavailable -
OK
11. Click the [OK] button. The Device Class will appear in the Dynamic Rules pane.

Next, you need to suppress two Event Policies for this Device Group. To do this:
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1. Gotothe Event Policy Manager page (Registry > Events > Event Manager).

2. Perform asearch in the Event Policy Name column for "Availability".
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3. Click the wrench icon ( «P) for the Poller: Availability Check Failed policy. The Event Policy Editor page
appears:

Event Policy Editor | Editing Event Policy [927] | Mew | Reset | Guide |
[Poicy T Rdvanced ] [

Auvailable Device Groups Suppressed Device Groups

mh-Test Group - Event Suppressed VMs -
aws Data Centers
mh Testgroup2

Available Devices Suppressed Devices

Advanced Telecommunications Modules Ltd: OEM: Broadxent system - (No devices suppressed) -
Altiga Networks: OEM: Cisco_10.20.30.134 |:|

Altiga Metworles: OEM: CustB_VPN3000

Altiga Metworles: OEM: CustB_VPN3000

Altiga Metworles: OEM: CustB_VPN3000

APC: MasterSwitch PDU: Imnt-eset1

APC: SmartlUPS 2200: ups1twm.az

APC: UPS: power24 H

APC: Web/SNMP Management Card: power16

APC: Web/SNMP Management Card+: LA3-POWER101
Ascend Communications: Pipeline BRI: acct-341474

Ascend Communications: Pipeline router: ACCT-734664

ASKEY Computer Corp.: OEM: 10.20.30 52

Avaya: OEM: MCTS8720Act

Avocent: DSR1021 03.03.00.07: DSR1021 D6-E0-7D
Avocent: DSR1021 03.03.00.07: DSR1021 D6-E0-7D
Avocent: OEM: CCM1650 05-57-7A

Avocent: OEM: CPS-1610 90-8F-22

Avocent: OEM: DSR1022 02-10-63 - -

Save

4. Click the [Suppressions] tab in the Event Policy Editor page.

5. Inthe Available Device Groups field, select the device group you created. In this example, you would select
Event Suppressed VMs.

6. Click the right arrow button, [>>], and the device group moves to the Suppressed Device Groups field.
7. Click the [Save] button.

8. Repeat these steps for the Poller: Availability Healthy event policy to suppress events that will occur when a
VMware device is turned back on again.
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Chapter

VMware Dashboards

Overview

The Sciencelogic platform includes the VMware: vSphere Dashboards PowerPack, which contains dashboards
that display data collected from VMware systems.

In addition, the VMware: vSphere Base Pack PowerPack includes device dashboards that provide summary
information for VMware component devices. Each of these device dashboards is aligned as the default device
dashboard for its equivalent device class.

The following sections describe how to install the VMware: vSphere Dashboards PowerPack and a description of
each dashboard that is included in the VMware: vSphere Dashboards and VMware: vSphere Base
Pack PowerPacks:

Installing the VMware: vSphere Dashboards PowerPack ... ... .. . . . .. . ... .. ... 36
VMware Host Performance Dashboard ... ... ... 37
VMware vCenter Overview Dashboard ... ... 39
VMware Device Dashboards ... 41
VMware: Cluster . 42
VMware: Datastore ...l 43
VMware: Datastore ClUSter ... . 44
N MWare: HOSt il 45
VMware: Resource Pool ... . 46
VMWare: Virtual ADD -« .o o 47
VMware: Virtual Machine . 48
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Installing the VMware: vSphere Dashboards PowerPack

Before you can view the VMware Host Performance or VMware vCenter Overview dashboards in the Sciencelogic
platform, you must first install the VMware: vSphere Dashboards PowerPack. To do so:

1. Gotothe PowerPack Manager page (System > Manage > PowerPacks).

2. Click the [Actions] button, then select Install PowerPack. The Imported PowerPacks modal page appears.

3. Use the search filter in the PowerPack Name column heading to locate the PowerPack you want to install.
To do so, enter text to match, including special characters, and the Imported PowerPacks modal page
displays only PowerPacks that have a matching name.

PowerPack Installer X

Imported PowerPacks™ | PowerPack Files Found [298] Reset
Revisio j
FPowerPack MName ‘ersion n GUID Last Edited Imported «
II | | Il Il J[ A (A =l
1. Event Association Test 1 1 DED1884762194566B70BCDADF3AT42 2015-12-16 09:43:072015-12-16 09:43.00 / [
2. Event Suppression Test 1 1 ECB45650CAS5E155135F91F81F4408: 2015-12-09 07:44:172015-12-09 07:4412 7 [
3. SLPSD: Onboarding 020000287  E121312B60972ED35BEDA19E88D195 2015-11-12 12:14:05 2015-11-12 1211350 ./ [
4. SL_PS Cisco 3rd Party Device Support  1.3099¢151  8B78EDB3A373B20187ECEAE2545744 2015-11-05 12:17:3¢ 2015-11-05 12:16:54 7 [
5. NetApp Base Pack 77.0 6873 8014D5DAD2BSCIACIEIDDE4CC227E 2015-10-21 13:31:412015-10-29 14:56:58 /[
6. Cisco: Contact Center Enterprise *BETA* 0.5 1119  7CCBAD933EFBAFFSDE40EFEA40FS5C 2015-12-14 13:50:5( 2015-10-29 14:56:5¢ 7 [
7. EM7 Standard Device Categories 77.0 255  TAT322AA30F139B42943C082EFD71212015-06-02 18:30:5¢2015-10-29 14:56:5¢ /[
8. BL Test 1 2 74FTEZ16CFOFCO153700D24F0982C27 2015-10-29 10:56:112015-10-29 10:56:0¢ 7 [
9. BL Test 1 1 74FTEZ16CFOFCY153700D24F0982C27 2015-10-29 10:56:112015-10-29 10:54:15 /[
10. Microsoft: Office 365 *BETA® 05 138  8FA30F7D1FACO162DDECT17DIEFTTE = 2015-10-20 16:4437 7 [
11. NetApp Base Pack 770 6838 8014D5DAD2BSCIACIEIDDE4CC227E 2015-10-21 13:31:412015-10-20 16:44:31 / [
12. Cisco: Contact Center Enterprise *BETA* 0.5 1109  7CCHAD933EFB4FFSD840EFEA40FE5C 2015-12-14 13:50:5( 2015-10-20 16:443¢ /[
13, EM7 Default Internal Events 770 2316  BE1F263DB4BA2A10F5CEBC28931F0B 2015-10-28 13:26:28 2015-10-20 16:44:3¢ /[
14. F5 BIG-P *BETA* 77.0 2242 BFA4E6B216FD2302D9123EF38FETFFE: 2015-10-28 12:26:272015-10-20 16:44:3¢ 7 [
15, Microsoft: Office 365 *BETA® 05 136  8FA30F7D1FACY162DD8CT17DIEFTTE = 20151014 15122 7 [
16. Cisco: Contact Center Enterprise *BETA* 0.5 1022 7CCHAD933EFB4FFSD840EFEA40FE5C 2015-12-14 13:50:5(2015-10-14 15:12:2: 7 [
17. Microsoft Base Pack 770 868  O7469EQGE9BBSDABS16F3CCCETATCE 2015-10-28 13:26:262015-10-13 12:475¢ /[
18. EM7 Default Internal Events 77.0 2315  BE1F263DB4BA2A10F5CEBC28931F0B 2015-10-28 13:26:26 2015-10-13 12:475¢ 7 [
19. MetApp Base Pack 770 6792 8014DSDAD2BSCIACIEIDDEACC22TE 2015-10-21 13:31:412015-10-13 12:475¢ /[ =l
~~ T —_—— s e L e e e L T T T e T e e R L LR T T > =
[[select Action] 4] co |

4. Click the lightning-bolticon ( 4 ) for the PowerPack that you want to install.
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5. The Install PowerPack modal page appears. To install the PowerPack, click [Install].

Install Power-Pack™ | kates_test_pp_3 Version 1

Package Information  GUID: 9FFECFSCBCE1D713ADY4AF704FBAT36C  Revision: 2 Exported From: 7.6.0 beta

Created: 2015-07-28 14:10:53 Updated: 2015-07-28 14:10:53 Compiled: 2015-07-28 14:12:21
Package Content
Theme Name GUID Action
1. kates_test theme_3 ABDYEASECSFAE1F35EGF0411BDTIADD  update
2. kates_test_theme_4 ADAD2BETE3C3CCAD14FBBO0AIAZ1AG4 update

Installation Key:
hBGCBWETV3SHBEpeyp7cpySyuEakOF eBpDAYENPdO0BScXOJmVT4Z1ZfGmolbNRRIEMIwEaZOvaFY(

Install

6. The PowerPack now appears in the PowerPack Manager page. The contents of the PowerPack are
automatically installed in your Sciencelogic system.

VMware Host Performance Dashboard

The VMware Host Performance dashboard allows service providers to monitor VMware hosts and diagnose
problems with those hosts. The dashboard can include data from up to four hosts in each graph. This allows users
to find correlations between hosts in data drops or spikes, making it easier for users to identify and diagnose issues.

The dashboard displays the following widgets:

Dashboards |_Action=|_Resct | Guide |
[Vilware Host Performance [ - | TSR | rowse [ mereon |
C . Vhwsre Host Setsctor v o [ =
B s [ vow [ 2 [ 7o | w0 | soo | oo [UCEEERET x| [ZViware Hosts Sefected =] o Organizations Sekected =] [ Jected =
Host Stalus [Select o Populate Graphs] - | Vitware Host CPU & Mem Utizaton (Last 12 hours) | [ Vhtware Host Disk Read Performance (Last 12 hours)
@ 192.168.44.105 = TR
@ 192.168.44.102
JOI L — s
192.168.44.103
R — prr. PN o
I I
100KB/sec i /
W SN U A U
| Wy
- IR A NN LAWY U
oKBrsec o
(=) 10700 20 1400 1800 1800
0% ~— 192.168.44.104: t10.DELL____MD10000_________XEN0OOO000001.
o gt ey basit) (o iy — 192.168.44.104: t10.DELL___MD10000_________XEN000000001
— 192.168.44.104: overall ---- 192.168.44.104: Memory Usage Average — 192.168.44.101: overall — 192.168.44.101: naa 6842b2b079374b0014caefad9502ad7a
=+ 192.168.44.101: Memory Usage Average ~— 192.168.44.101: Disk Device Read Latency Average
'VMware Host Network Utilization (Last 12 hours) ~ ||| VMware Host Disk Write Performance (Last 12 hours)
e R [ETS T
VMware Inventory (current) - A 20.000M8 1,000KB/sec
VCemers: 1 ’ '\j\,ll\\ 0.5ms
Clusters 1 1500048 S00KBisec
Resource Pooks: 14 2500
Hosts: 2 HA-CLUSTER,
% 3 STANDALONE 10,000MB OKBisee oms
Vis: 40 2000 -
s e e o e e o e — 192.168.44.104: t10.DELL____MD10000, _ _XENO00O000O1
Total RAM: 45168 ~— 192.168.44.104: t10.DELL____MD10000. —-XEN000000001
Patform, Vitviare — 192.168.44.104: Memory Reserved Capacity — 192.168.44.104: vmnicS — 192.168.44.101: na.6842b2b079374b001 4cacfad503ad7a
— 102.168.44.101: Memory Reserved Capacity — 192.168.44.101: vmnic3 ~— 192.168.44.101: Disk Device Write Latency Average
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Context Quick Selector. This widget is located along the top of the dashboard and contains:

Time span presets. Users select the time span over which they want to view data. Selections range from 6
hours to 90 days.

vCenter Selector. If a user has multiple vCenters, this drop-down list allows the user to select one or several
vCenters for which they want to view data.

Organizations Selector. This drop-down list allows a user to select specific organizations for which they want
to view data.

IT Services Selector. If a user has an ITSM service (for example, for e-commerce), the IT Services Selector
drop-down list allows them to select an IT service for which they want to view data.

Host Status. Displays the IP address of each VMware ESX/ESXi server and its status with a color-coded "traffic light"
icon. When you select one or more VMware ESX/ESXi server, the four performance widgets are populated with
data from that host server(s). The status of each host is indicated as follows:

Ciritical. Host has a serious problem that requires immediate aftention.
. Host has a problem that requires immediate attention.
. Host has a less-serious problem.

Nofice. Host has an informational event associated with it.

Healthy. Host is running with no problems.

NOTE: More than four hosts can be selected in the Host Status widget, but the dashboard will only display

data from the first four that have been selected.

VMware Inventory. This widget displays information based on the user's credentials. The widget displays
inventory information about the following:

vCenters
Clusters
Resource Pools
Hosts

VMs

Total CPU Cores
Total RAM

Platform

The following four widgets measure different aspects of VMware performance. Select one or more hosts in the
Host Status widget to view data in these widgets:

38

VMware Host CPU & Memory Utilization. Displays overall and average CPU and Memory Utilization in
percent. Displays a line graph with a line each for CPU Utilization and Memory Utilitization over the time
period selected in the Context Quick Selector by percent.
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o VMware Host Disk Read Performance. Displays the Disk Read Performance of the selected hostin a line
graph.
« VMware Host Network Utilization. Displays the Network Utilization of the selected host in a line graph.

« VMware Host Disk Write Performance. Displays the Disk Write Performance of the selected hostin a line
graph.

Each of the four performance widgets has the following features:

o The X-axis of each widget displays time selected in the Context Quick Selector by hours or days.

o Forthe selected VMware ESX/ESXi server, the Y-axis displays either performance or utilization by percentage
orin a format that is auto-converted to the most consumable value based on the server.

« You can hide a data series by selecting the label in the legend that appears at the bottom of the widget. To
show a hidden data series, select the label again.

« You can zoom in on a section of the graph by clicking, holding, and dragging your mouse across the section
you want to view. If you are zoomed in on a section of the graph, you can revert to the original time span by
selecting Reset zoom in the top-right corner of the graph.

« Hovering the cursor over a single line reveals details about specific data points. If you select a data point, the
Device Performance page will open in a separate window with the graph for the selected metric displayed.

VMware vCenter Overview Dashboard

The VMware vCenter Overview dashboard allows users to have visibility into their VMware environment. Users
can view how their VMs and hosts are performing over a given period of ime. The dashboard allows diagnostics
with its overlay capability. By selecting up fo four hosts, the usage average of those devices and hosts can reveal
correlations in spikes or drops in data, allowing the user to quickly diagnose issues.

Dashbosrds

[Viliars Cante Overiew ] ] e |
Ty —— T e — YT T -

viis - 3 Last 12 hours) <[V et T Top 10- Last 12 hours) = viretrxTop 10 Last 12 nours)
LAB-EMT-CON-ALL45.64: overal LAB-ENT-CON-ALL45.64: 4000

[io Services Selectea =l

100.10.40
1009.184
1009185
1009188
1009187
10.100.100.46

el TV
LAB-EUT-CON-ALL-45.64: 4000 LAB-EUT-CON-ALL-45.64: overal

8633_A0: 4000
8633_A10: vnmicd

9000006

192.168.44.102
192.168.44.103
1001021
10.0.10.22
10.0.10.23
10.0.10.24
10.0.10.25
100.10.25
100.10.27
100.10.29

8633_AI0:overal
UCSPE_10.100.100.21: overal UCSPE_10.100.100.21: 4000

uespe_t UCSPE_10.100.100.21: overal

UCSPE_10.100.100.21: vmnict UCSPE_10.100.100.21: vt

LAB-VIWARE.DB_44 50: 4000 51072 overal

LAB-VWARE-DB_44.60: overal S-AI0.72: 4000

o 100 20 0 o = E) = 100

UCSPE_10.100.100.21: Memory Usage Average | (0] (Last 12 hours)

0%

0500 o7 [0 050 1000 1700 1200 1300 1800 1500 1600 170

— UCSPE_10.100.100.21: Memory Usage Average | (0]

Context Quick Selector. This widget contains the time span presets buttons, vCenter Selector, VMware
VM Selector, Organizations Selector, and IT Services Selector.

« Time span presets. Users select the time span over which they want to view data. Selections range from 6
hours to 90 days.
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vCenter Selector. If a user has multiple vCenters, this drop-down list allows the user to select one or several
vCenters for which they want to view data

VMware Host Selector. This drop-down list allows a user to select up to four VMware Hosts for which they
want to view data.

Organizations Selector. This drop-down list allows a user to select specific organizations for which they want
to view data

IT Services Selector. If a user has an ITSM service for e-commerce, for example, the IT Services Selector
drop-down list allows them to select an IT service for which they want to view data.

Host Status. Displays the IP address of each VMware server and its status with a color-coded "traffic light" icon.
When one or more are selected, the graphs will be populated with data from that host server(s). The status of each
host is indicated as follows:

L]

Critical. Host has a serious problem that requires immediate atftention.
. Host has a problem that requires immediate aftention.
. Host has a less-serious problem.

Notice. Host has an informational event associated with it.

Healthy. Host is running with no problems.

NOTE: More than four hosts can be selected in the Host Status widget, but the dashboard will only display

data from the first four that have been selected. It is recommended that you select VMware devices
from the VMware VM Selector drop-down list in the Quick Context Selector widget.

VMware Inventory. This widget displays information based on the user's credentials. The widget displays

inventory information about the following:

vCenters
Clusters
Resource Pools
Hosts

VMs

Total CPU Cores
Total RAM

Platform

VM CPU Utilization. Displays the 10 guest VMs with the highest average CPU utilization over the selected time
period. The widget displays a bar graph with percentage utilized as the Y-axis.

VM Memory Top 10. Displays the 10 guest VMs with the highest average memory utilization over the selected

time period. The widget displays a bar graph with percentage utilized as the Y-axis.

40
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VM Disk 10 Top 10. Displays the 10 guest VMs with the highest average disk usage over the selected time
period. The widget displays a bar graph with disk utilization as the Y-axis.

VM Network Transmit Top 10. Displays the 10 guest VMs with the highest average outbound network utilization
over the selected time period. The widget displays a bar graph with outbound network utilization as the Y-axis.

VM Network Receive Top 10. Displays the 10 guest VMs with the highest average inbound network utilization
over the selected time period. The widget displays a bar graph with inbound network utilization as the Y-axis.

Detailed Performance Graph. The widget in the bottom-right of the dashboard displays data when a bar on any
of the other graphs in this dashboard is selected. When a bar is selected, it displays the selected metric over time.

You can select up to eight metrics to display in this graph by holding down the <Ctrl> key when you select each
bar.

VMware Device Dashboards

The VMware: vSphere Base Pack PowerPack includes device dashboards that provide summary information for
VMware component devices. Each of these device dashboards is aligned as the default device dashboard for its
equivalent device class.

VMware Dashboards 41



VMware: Cluster

Device Dashboard: | VMware: Cluster [ |

Device Name ~ Cluster! IManaged Type Component Device
D 7292 Category  Servers ViMware
Ciass  VMware sup-Class  Cluster
Organization  System Uptime 0 days, 00-00-00 Cluster Compute
Root Device flexpod-veenter Group/ Coliector CUG | AWSdevAIO
Parent Device Hosts
Device Hostname
itals [Current] Elements
Overall Health [gEETtIY Active Events | = n
avaiaviiy ST
Latency [ Cleared Events 27 Y
There are no events or tickets for this device Active Tickets [OWF — &3
itals [Average] _
Resolved Tickels | —
e Tt |5 |
Latency (2t DS Log Messages 36 [d)
SoftwareThles — N
Processes — g
Services — o
ol
Cluster Effective CPU Average (Mhz) (Last 12 hours) Root ResourcePool CPU Usage Average (Mhz) (Last 12 hours)
20000Mhz
5000Mhz
10000Mhz
2500Mhz
oMz 03:00 08.00 09:.00 12.00 oMnz 02:.00 04:00 06:00 08:00 10:00 12:00
— Cluster Effective CPU Average (Mhz) — CPU Usage Average (Mhz)
Cluster Effective Memory Average and Total (Last 12 hours) Root ResourcePool Memary Performance (Last 12 hours)
100GB
10GB
50GB | T e Sy v VSV VPP SO VLY P
ocB . . - . - 0sB 0200 0400 06°00 0800 1000 120
02:00 04:00 06:00 08:00 10:00 12:00
~— Memory Swapped Average (MB) —— Memory Consumed Average (MB)
[ == Cluster Effective Memory Average (MB) - Memory Toial Average (MB) } Memory Balloon Average (MB) —— Memory Active Average (MB)

The VMware: Cluster device dashboard displays the following information:

o The basic information about the cluster
o The current health, availability, and latency for the cluster
« Alist of active events and open tickets associated with the cluster
o A countof, and links to, the elements associated with the cluster
o Fourinstances of the Multi-series Performance Widget that display the following metrics frended over the last
12 hours:

o Cluster Effective CPU Average

o CPU Usage Average

o Cluster Effective Memory Average

o Memory Total Average

o Memory Swapped Average

o Memory Consumed Average
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o Memory Balloon Average

o Memory Active Average

VMware: Datastore

Device Dashboard: | VMware: Datastore [+]

Device Name  TRAIN-VM-01_ds01 Managed Type  Component Device
o 138 Category  Virtual Infrastructure
Class  VMware Sub-Class  Datastore
Organization ~System Uptime 0 days, 00:00:00 Datastare
Root Device labvcenterss Group / Colector CUG | em7_ao
Parent Device Datastores
Device Hostname

itals [Current] Tickets and Events Elements
Overal Heatt HBOR 1. [0 VMware: Datastore Utilization Has Exceeded Threshold (85%), Currently (92%) Actveevens 1 MY
Availabiity O] comrea evorss [ D
Latency [ gared Evenis
Active Tickets [OWP) — | 33
itals [Average] -
Resalved Tickets —
oo Tt = 19
Latency (24 r) [N Loghessages 6 (&)
Software Ties | — | g
Processes —
Services — gl
Teeeors o

Datastore Throughput Usage and Contention (Last 12 hours) Datastore Free/Used/Uncommitted Space and Capacity (Last 12 hours)  Datastore Utilization (%) (Last 12 hours)

476.84GIB
SMBps 25ms s
|
0GB T T T
03. Feb 0400 08:00
OMBps. T T oms
03.Feb 04:00 08:00 - - u%u
Datastore Capacity (kiB) Datastore Free Space (kiB) 3. Feb 04:00 08:00
~— Datastore Throughput Usage (KB/sec) Datastore Space Used (kiB)
~— Datastore Throughput Contention (ms) —— Datastore Uncommitied Space (kiB) —— Datastore Utilization (%)

Datastore Host IOPS (Last 12 hours) Datastore VM IOPS (Last 12 hours) Storage I/0 and Virtual Disk IOPS (Last 12
500requestisec

250requestisec L
e Nt "l B DY st s

I A
e E 0400 0800 0400 0800
—— Datastore Host Total IOPS (request/sec) — Storage /O Control Aggregate IOPS
~—— Datastore Host Read |IOPS (request/sec) ~—— Datastore VM Total IOPS - Datastore VM Read IOPS ~— Virtual Disk Average Read IOPs
Datastore Host Write IOPS (request/sec) Datastore VM Write IOPS Virtual Disk Average VWrite |IOPs

The VMware: Datastore device dashboard displays the following information:

o The basic information about the datastore
o The current health, availability, and latency for the datastore
« Alist of active events and open tickets associated with the datastore
o A countof, and links to, the elements associated with the datastore
« Sixinstances of the Multi-series Performance Widget that display the following metrics frended over the last
12 hours:

o Datastore Throughput Usage

o Datastore Throughput Contention

o Datastore Capacity

o Datastore Free Space

o Datastore Space Used

o Datastore Uncommitted Space
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Datastore Utilization

Datastore Host Total IOPS

Datastore Host Read IOPS

Datastore Host Write IOPS

Datastore VM Total IOPS

Datastore VM Read IOPS

Datastore VM Write IOPS

Storage /O Control Aggregate IOPS
Virtual Disk Average Read IOPS
Virtual Disk Average Write IOPS

VMware: Datastore Cluster

Device Dashboard: | VMware: Datastore Cluster []

Device Name

D
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Root Device

Parent Device
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flexpod-vcenter Group / Collector
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~— Storage /O Control Aggregate IOPs (IOPs) — Datastore Cluster Capacity (kiB) ~— Virtual Disk Average Write Latency (ms)
~ MNo Matching Data Datastore Cluster Space Used (kiB) Virtual Machine Observed Latency (ms)

The VMware: Datastore Cluster device dashboard displays the following information:

o The basic information about the datastore cluster

o Alist of active events and open tickets associated with the datastore cluster

o A countof, and links to, the elements associated with the datastore cluster
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« Fourinstances of the Multi-series Performance Widget that display the following metrics frended over the last
12 hours:
o Datastore Cluster Capacity
o Datastore Cluster Space Used
o Datastore Cluster Space Allocated
o Storage I/O Control Aggregate IOPS
o Virtual Disk Average Read Latency
o Virtual Disk Average Write Latency
o Virtual Machine Observed Latency

VMware: Host

Device Dashboard: [ VMware: Host [+

Device Hame  10.100.100.46 Managed Type Component Device
o 136 Category  Servers.VMware Eﬂ
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== Memory Swapped Average (MB) = Datastore Average Read Commands
~— Memory Consumed Average (MB) — Disk Total Write Latency Average (ms) ~— Datastore Average Write Commands
Memory Balloon Average (MB) ~— Disk Total Read Latency Average (ms) Datastore Write Latency (ms)
~— Memory Active Average (MB) Disk Ci ids Aborted ~— Datastore Read Latency (ms)

The VMware: Host device dashboard displays the following information:

o The basic information about the host

« Alist of active events and open tickets associated with the host

o A countof, and links to, the elements associated with the host

« Seven instances of the Multi-series Performance Widget that display the following metrics trended over the

last 12 hours:

o Availability
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o CPU (%)

o Memory (%)

o CPU Usage Average

o Memory Swap Used Average

o Memory Consumed Average

o Memory Balloon Average

o Memory Active Average

o Network Transmitted Average

o Network Received Average

o Disk Total Write Latency Average

o Disk Total Read Latency Average

o Disk Commands Aborted Summation
o Datastore Average Read Commands
o Datastore Average Write Commands
o Datastore Write Latency

o Datastore Read Latency

VMware: Resource Pool

Device Dashboard: | VMware: Resource Pool [+ ]

Device Name  Databases 1anaged Type  Component Device
o 719 Catzgory  Virtual Infrastructure
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The VMware: Resource Pool device dashboard displays the following information:

o The basic information about the resource pool
o Acountof, and links to, the elements associated with the resource pool
o Twoinstances of the Multi-series Performance Widget that display the following metrics frended over the last
12 hours:
o CPU Usage Average
o Memory Active Average
o Memory Swap Used Average
o Memory Consumed Average

o Memory Balloon Average

o Atopology map that shows the devices that are directly related to the resource pool

VMware: Virtual App

Device Dashboard: [VMware: Vitual App [+

Device Name  Test vApp Managed Type  Component Device
o 73 Category  Virtual.Infrastructure
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The VMware: Virtual App device dashboard displays the following information:

o The basic information about the virtual app

o Acountof, and links to, the elements associated with the virtual app
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« Two instances of the Multi-series Performance Widget that display the following metrics trended over the last
12 hours:
o CPU Usage Average
o Memory Active Average
o Memory Swap Used Average
o Memory Consumed Average

o Memory Balloon Average

« Atopology map that shows the devices that are directly related to the virtual app

VMware: Virtual Machine

Device Dashboard: | VMware: Virual Machine [+
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The VMware: Virtual Machine device dashboard displays the following information:

o The basic information about the virtual machine

o The current health, availability, latency, CPU, and memory for the virtual machine

« Alist of active events and open tickets associated with the virtual machine

o A count of, and links to, the elements associated with the virtual machine

« Sixinstances of the Multi-series Performance Widget that display the following metrics trended over the last

12 hours:

o Availability
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o CPU (%)

o Memory (%)

o Memory Swapped Average

o Memory Consumed Average
o Memory Balloon Average

o Memory Active Average

o Network Transmitted Average
o Network Received Average

o Storage Committed

o Storage Uncommitted

o Disk Read Average

o Disk Write Average

o Disk Commands Aborted Summation
o Datastore Read Rate

o Datastore Write Rate

o Datastore Read Latency

o Datastore Write Latency
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