»

Sciencelogic

Monitoring Windows Systems with
PowerShell

SLT version 10.2.0



Table of Contents

IMtrOdUCHON . 5
Monitoring Windows Devices in the Sciencelogic Platform ... 6
Whatis SNMP g 6
Whatis PowerShellg 6
PoWerPaCKS 7

Configuring Windows Systems for Monitoring with SNMP ... ... 8
Configuring SNMP for Windows Server 2016 and Windows Server 2012 ... 9

Configuring PINg RESPONSES ... . oo 9
Installing the SNMP Service ... 10
Configuring the SNMP Service ... e 15
Configuring the Firewall to Allow SNMP ReqUESTS ....... ..o 20
Configuring Device Classes for Windows Server 2016 and Windows 10 .....................ooo . 20
Manually Align the Device Class ... 21
Edit the Registry Key ... 21
Configuring SNMP for Windows Server 2008 .. ... 22
Configuring PINg RESPONSES ... oo 22
Installing the SNMP Service ... 23
Configuring the SNMP Service ... e 26
Configuring the Firewall to Allow SNMP ReqUESTS ....... ..o 31

Configuring Windows Servers for Monitoring with PowerShell ... 32
P e qUISIIES 33
Configuring PowerShell .. 33
Step 1: Configuring the User Account for the Sciencelogic Platform ... 34

Option 1: Creating an Active Directory Account with Administrator Access ...............ccooiiiii. 34
Option 2: Creating a Local User Account with Administrator ACCess ... 35
Option 3: Creating a Non-Administrator User Account ... ... 35
Optional: Configuring the User Account for Remote PowerShell Access to Microsoft Exchange Server .. 37
Optional: Configuring the User Account for Remote PowerShell Access to Hyper-V Servers ............... 37
Creating a User Group and Adding a User in Active Directory ... 38
Setting the Session Configuration Parameters and Group Permissions ......................................... 38
Creating a PowerShell Credential ... ... 39
Optional: Configuring the User Account for Access to Windows Failover Cluster .............................. 39
Step 2: Configuring a Server Authentication Certificate ... 39
Option 1: Using the Microsoft Management Console to Create a Self-Signed Authentication Certificate40
Option 2: Using the MakeCert Tool to Create a Self-Signed Authentication Certificate ...................... 42
Option 3: Using PowerShell Commands to Create a Self-Signed Authentication Certificate ................ 42
Step 3: Configuring Windows Remote Management ... . ... 42
Option 1: Using a Script to Configure Windows Remote Management ........................................... 43
Option 2: Manually Configuring Windows Remote Management ... 48
Option 3: Using a Group Policy to Configure Windows Remote Management ................................. 50
Step 4: Configuring a Windows Management Proxy ... 67
Step 5: Increasing the Number of PowerShell Dynamic Applications That Can Run Simultaneously .......... 69

SNMP and PowerShell Dynamic Applications for Windows Devices ...................................ooo. 70
SNMP Dynamic Applications for Windows Devices ................oooo L 71
PowerShell Dynamic Applications .. .. 71

Microsoft: Active Directory SEIVEr ... ... o 71
Microsoft: DHC P Server .. 72
Microsoft: DNS Server 72
Microsoft: Exchange Server ... . 73

Microsoft: Exchange Server 2010 ... o 73



Microsoft: Hyper-V Server 74

Microsoft: [IS Server ... 75
Microsoft: Lync Server 2010 L 75
Microsoft: SharePoint Server ... 76
Microsoft: Skype for Business ... 76
Microsoft: SQIL Server . 77
Microsoft: Windows SErver ... 78
Microsoft: Windows Server Event Logs ... ... 79
Microsoft: Windows Server Services ... 81
Run Book Automations and Actions Associated with PowerShell Dynamic Applications for Windows
SBIVEIS 81
Error Messages for PowerShell Collection ... 81
Relationships with Other Types of Component Devices ... 83
Creating SNMP and PowerShell Credentials for Windows Devices .................................................. 84
Creating an SNMP Credential ... 85
Creating an SNMP Credential in the SL1 Classic User Interface ................................................ 87
Creating a PowerShell Credential ... 90
Testing Windows Credentials ... ... 93
SNMP Credential Test ... 93
PowerShell Credential Test ... ... 93
Running a Windows Credential Test ... 93
Running a Windows Credential Test in the SL1 Classic User Interface ........................................... 95
Discovering Devices with the Microsoft: Windows Server Discovery Template ..................................... 97
Discovering Component Devices on Hyper-V Systems ... 99
Viewing Component DEVICES ....... ... 99
Manually Aligning the Microsoft: Print Server Dynamic Application ... 100
Concurrent PowerShell Collection ... 102
P e qUISIIES 102
SO 103
Enabling and Disabling Concurrent PowerShell for Collector Groups .......................................... 103
Enabling Concurrent PowerShell on All Collector Groups ... 104
Disabling Concurrent PowerShell on All Collector Groups ... 104
Enabling Concurrent PowerShell on a Specific Collector Group ... 104
Disabling Concurrent PowerShell on a Specific Collector Group ............................................ 104
The SL1: Concurrent PowerShell Monitoring PowerPack ... ... 105
Aligning the "Sciencelogic: PowerShell Service Log Parser' Dynamic Application .............................. 105
Manually Aligning the Dynamic Application ... 107
Configuring the Device Template ... 107
Applying the Device Template ... 108
Aligning the "Sciencelogic: PowerShell Collector Performance" Dynamic Application .......................... 109
Scale Recommendations ... ... 110
Additional Scale Tips oo 110
Executing the SL1 Agent with Windows PowerShell ... . 111
What is an LT AGENT e L 112
Agent-Compatible PowerPacks ... .. 112
The Credential forthe SLT Agent ..o 112
Configuring the SL1 Agent Device Templates ... 113
Windows Dashboards ... 115
Installing the Microsoft Server Dashboards ... ... 116
Microsoft: Active Directory Server Performance ... ... 117
Microsoft: DNS Server Performance ... 120



Microsoft: Exchange Server 2013 Performance ... 125
Microsoft: IS Server Performance ... ... 128
Microsoft: Lync Server 2010 Dashboards .............oooo 130
Microsoft: Lync Server 2010 Performance ... 130
Microsoft: Lync Server 2010 UtIlZation ... 133
Microsoft: Skype for Business Dashboards ... ... 136
Microsoft: Lync Server 2013 Performance ..o 136
Microsoft: Lync Server 2013 Utilization ... 139
Microsoft: SQL Server Performance ... ... 142
Troubleshooting ... ..o 146
Troubleshooting WinRM Error MESSages ... 146
Debugging Code 40T Errors ... 147

Debugging Code 500 Errors ... 149
Troubleshooting PowerShell Error Messages ... 149



Chapter

Introduction

Overview

This manual describes how to monitor Windows systems in SL1 using SNMP and PowerShell credentials and
Dynamic Applications.

Use the following menu options to navigate the SL1 user interface:
« To view a pop-out list of menu options, click the menu icon [E).

« To view a page containing all the menu options, click the Advanced menu icon ( =+ ).

The following sections provide an overview of SNMP and PowerShell, as well as the PowerPacks you can use to
monitor Windows systems in SL1:

Monitoring Windows Devices in the Sciencelogic Platform ... 6
What is SNMP 2 6
What is PowerShell2 6
POWIPOCKS ... 7

NOTE: Sciencelogic provides this documentation for the convenience of Sciencelogic customers. Some of
the configuration information contained herein pertains to third-party vendor software, which is
subject to change without notice to Sciencelogic. Sciencelogic makes every attempt to maintain
accurate technical information and cannot be held responsible for defects or changes in third-party
vendor software. There is no written or implied guarantee that information contained herein will work
for all third-party variants. See the End User License Agreement (EULA) for more information.




Monitoring Windows Devices in the Sciencelogic Platform

SL1 can monitor a Windows device using the following methods:

o Requesting information from the Windows SNMP agent
o Requesting information by executing a remote PowerShell command
o Requesting information from the Windows Management Instrumentation (WMI) agent

o Requesting information using the SL1 agent

NOTE: This manual describes how to monitor Windows with SNMP and PowerShell. For more information
about using WMI to monitor Windows devices, see the Monitoring Windows with WMI manual.

What is SNMP?

SNMP (Simple Network Management Protocol) is a set of standard protocols for managing diverse computer
hardware and software within a TCP/IP network. SNMP is the most common network protocol used by network
monitoring and management applications to exchange management information between devices. SL1 uses this
protocol and other protocols to collect availability and performance information.

SNMP uses a server-client structure. Clients are called agents. Devices and software that run SNMP are agents.
The server is called the management system. SL1 is the management system.

Most network hardware is configured for SNMP and can be SNMP-enabled. Many enterprise software
applications are also SNMP-compliant. When SNMP is running on a device, it uses a standard format to collect
and store data about the device and/or software. For example, SNMP might collect information on each network
interface and the traffic for each interface. SL1 can then query the device to retrieve the stored data.

What is PowerShell?

Windows PowerShell is a command-line shell and scripting language for administration of Windows systems. SL1
can execute PowerShell requests on target Windows devices via WinRM (Windows Remote Management). For an
overview of Windows PowerShell, see https://docs.microsoft.com/en-us/powershell/scripting/powershell-
scripting2view=powershell-6.

SL1 supports the following PowerShell versions for monitoring Windows devices:

e PowerShell 3.0
e PowerShell 4.0
e PowerShell 5.1

6 Monitoring Windows Devices in the Sciencelogic Platform
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PowerPacks

This manual describes content from the following PowerPack versions:

o Microsoft: Active Directory Server, version 101
o Microsoft: DHCP Server, version 1.0

o Microsoft: DNS Server, version 100

o Microsoft: Exchange Server, version 100

o Microsoft: Exchange Server 2010, version 1.2
o Microsoft: Hyper-V Server, version 101

e Microsoft: lIS Server, version 102

o Microsoft: Lync Server 2010, version 1.0

o Microsoft: SharePoint Server, version 1.0

o Microsoft: SQL Server, version 100

o Microsoft: Windows Event Logs, version 100

o Microsoft: Windows Server, version 111

o Microsoft: Windows Server Cluster, version 101
o Microsoft: Windows Server Services, version 101

« Sciencelogic: Concurrent PowerShell Monitoring, version 101

PowerPacks



Chapter

Configuring Windows Systems for Monitoring
with SNMP

Overview

Use the following menu options to navigate the SL1 user interface:
« To view a pop-out list of menu options, click the menu icon [&).

« Toview a page containing all the menu options, click the Advanced menu icon ( === ).

The following sections describe how to configure Windows Server 2016, Windows Server 2012, and Windows
Server 2008 for monitoring by SL1 using SNMP:

Configuring SNMP for Windows Server 2016 and Windows Server 2012 ................................... 9
Configuring PiIng Responses ... .. 9
Installing the SNMP Service ... 10
Configuring the SNMP Service ... . 15
Configuring the Firewall to Allow SNMP Requests ... . ... 20
Configuring Device Classes for Windows Server 2016 and Windows 10 .......................................... 20

Manually Align the Device Class ... 21
Editthe Registry Key ... 21

Configuring SNMP for Windows Server 2008 ... .. 22
Configuring Ping Responses ... .. 22
Installing the SNIMP Service ... 23
Configuring the SNMP Service ... .. 26
Configuring the Firewall to Allow SNMP Requests ... . ... 31



Contfiguring SNMP for Windows Server 2016 and Windows
Server 2012

To configure SNMP on a Windows 2016 Server or a Windows 2012 Server, you must:

1. Configure "ping" responses.

2. Install the SNMP service.

3. Configure the SNMP service.

4. Configure the firewall to allow SNMP requests.

5. Configure Device Classes. (Windows Server 2016 only)
Configuring Ping Responses

For SL1 to discover a device, including SNMP-enabled devices, the device must meet one of the following
requirements:

o The device must respond to an ICMP "Ping" request.

o One of the ports selected in the Detection Method & Port field for the discovery session must be open on
the device. If the Default Method option for the Detection Method & Port field is selected, SL1 scans TCP
ports 21, 22,23, 25, and 80.

The default configuration for a Windows Server does not allow ICMP "Ping" requests and does not allow
connections to TCP ports 21, 22, 23, 25, or 80. Therefore, to discover a Windows Server in SL1, you must
perform one of the following tasks:

o Reconfigure the firewall on the Windows Server to allow ICMP "Ping" requests. This section describes how to
perform this task.

 Reconfigure the firewall on the Windows Server to allow connections to port 21, 22, 23, 25, or 80. If you
have already configured your Windows Server to accept SSH, FTP, Telnet, SMTP, or HTTP connections, this
task might have been completed already. You should perform this task only if you were already planning to
allow SSH, FTP, Telnet, SMTP, or HTTP connections to your Windows Server.

o When you create the discovery session that will discover the Windows Server, select at least one port in the
Detection Method & Port field that is open on the Windows Server. For example, if your Windows Server is
configured as an MSSQL Server, you could select port 1433 (the default port for MSSQL Server) in the
Detection Method & Port field.

To reconfigure the firewall on a Windows Server to allow ICMP "Ping" requests, perform the following steps:

1. Inthe Start menu search bar, enter "firewall" to open a Windows Firewall with Advanced Security
window.

2. Inthe left pane, select Inbound Rules.

3. Ifyou want SL1 to discover your Windows Server using an IPv4 address, locate the File and Printer Sharing
(Echo Request - ICMPv4-In) rule.

9 Configuring SNMP for Windows Server 2016 and Windows Server 2012



4. Ifyou want SL1 to discover your Windows Server using an IPvé address, locate the File and Printer Sharing
(Echo Request - ICMPvé6-In) rule.

5. Right click on the rule that you located, then select Enable Rule:
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Installing the SNMP Service

To install the SNMP service on a Windows 2012 Server or Windows 2016 Server, perform the following steps:

1. Open the Server Manager utility.

2. Inthe upper-right of the window, select [Manage] > Add Roles and Features. The Add Roles and
Features window is displayed.

Configuring SNMP for Windows Server 2016 and Windows Server 2012



3.

If the server does not skip the Before you begin page, click the [Next >] button to manually skip it. The
Select installation type page is displayed:

Select installation type sl

WIN-3UGIKS2C0LG

Eefore You Begin Select. the installation typ-e\"ou can ins!zall roles and features on a running physical computer or virtual
machine, or on an offline virtual hard disk (WHD).

®) Role-based or feature-based installation

Configure a single server by adding roles, role services, and features.

Server Sglaction

) Remote Desktop Services installation

Install required role services for Virtual Desktop Infrastructure (VD) to create a virtual machine-based
or session-based desktop deployment

<Previous | [ MNext> | | nstall | [ Cancel
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4. Click the [Next >] button to continue with Role-based or feature-based installation. The Select destination

server page is displayed:

DESTINATION SERVER

Select destination server WIN-3UGIKS2C0LQ

Eefore You Begin Select a server or a virtual hard disk on which to install roles and features.

Instaliation Type

() Select a virtual hard disk

Server Roles Server Pool

Faatures

Filter: |

Name IP Address Operating System

WIN-3UGIK 10.100.100.22 Microsoft Windows Server 2012

1 Computer(s) found

This page shows servers that are running Windows Server 2012, and that have been added by using the
Add Servers command in Server Manager. Offline servers and newly-added servers from which data
collection is still incomplete are not shown.

< Previous | | Mext = | | Install | | Cancel
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5. Ensure the Windows 2012 server or Windows 2016 Server is selected and then click the [Next >] button.
The Select server roles page is displayed.

6. Click the [Next >] button without selecting any additional roles. The Select features page is displayed:

Select features

Before You Begin
Instaliation Type
Server Selection

Server Roles

Select one or more features to install on the selected server,

O Background Intelligent Transfer Service (BITS)

[] BitLocker Drive Encryption
[ BitLocker Network Unlock
[] BranchiCache

[[] Client for NFS

[[] Data Center Bridging

[] Direct Play

[] Enhanced Storage

[[] Failover Clustering

[] Group Policy Management
1 1S Hostable Web Care

[J Ink and Handwriting Services

— - -

DESTINATION SERVER
WIN-2UGIKS2C0LG

Description

NET Framework 3.5 combines the
power of the .NET Framework 2.0
APls with new technalogies for
building applications that offer
appealing user interfaces, protect
your customers' persanal identity
information, enable seamless and
secure communication, and provide
the ability to model a range of
business processes.

Install | | Cancel
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7. Select the SNMP Service checkbox. The following confirmation window is displayed:

Add features that are required for SNMP Service?

The following tools are required to manage this feature, but do not
have to be installed on the same server.

4  Remote Server Administration Tools
4  Feature Administration Tools
[Tools] SMMP Tools

Include management tools (if applicable)

Add Features

8. Click the [Add Features] button.
9. Inthe Select features page, expand SNMP Service and select the SNMP WMI Provider checkbox.

Configuring SNMP for Windows Server 2016 and Windows Server 2012



11.

12.

Click the [Next >] button. The Confirm installation selections page is displayed:

[ Add Roles and Features Wizard = || = -
. . . . ~ DESTINATION SERVER
Confirm installation selections WIN-3UGIKS2C0LQ
Before You Begin To install the following roles, role services, or features on selected server, click Install.

Installation Typs

[[] Restart the destination server automatically if required

Optional features (such as administration tools) might be displayed on this page because they have

been selected automatically. If you do not want to install these optional features, click Previous to clear
their check boxes.

Confimmation Remate Server Administration Tools
Feature Administration Tools
SNMP Tools

SNMP Service
SNMP Wi Provider

Export configuration settings
Specify an alternate source path

< Previous MNext > Install | | Cancel

Click the [Install] button.

After the installation is complete, click the [Close] button.

Configuring the SNMP Service

To configure the SNMP service on a Windows 2012 Server or Windows 2016 Server, perform the following steps:

NOTE: If you recently installed the SNMP service, you must wait for the Server Manager window to refresh

to allow the SNMP service snap-in to be added. You can manually refresh the Server Manager
window by closing the Server Manager and then re-opening the Server Manager.

1.

In the upper-right of the Server Manager window, select [Tools] > Services. The Services window is
displayed.

Configuring SNMP for Windows Server 2016 and Windows Server 2012



2. Inthe Services window, right-click on SNMP Service, and then select Properties. The SNMP Service
Properties window appears:

General | Log Ok I Recowerny | Agent | Traps | Security | Dependencies

Service name;

Dizplay name: SHMP Service

D escription: Enables Simple Metwork Management Protocal ~
[SMMP] requests to be processzed by this computer.

Fath to executable:
C:AwindowshSestem32henmp. exe

Startup type: | Automatic

Semvice statuz Funning

Start | | Stop | | Fauze | | Resumne |

You can specify the start parameters that apply when vou start the service
fram here.

Start parameters:

Cancel ||

3. Inthe Startup type: field, select Automatic.

Configuring SNMP for Windows Server 2016 and Windows Server 2012



4. Select the [Security] tab. The security settings are displayed:

| Gereral I Log On I Recowvery | Agent | Traps | Secunty | Dependencies

[«] Send authentication trap

Accepted community names

Commurity

| Add. | | Edt. | | Remowe

() Accept SMMP packets from aty host
® Accept SMMP packets from these hosts

| | Remove |

Cancel | | Apply

Configuring SNMP for Windows Server 2016 and Windows Server 2012



5. Inthe Accepted community names panel, click the [Add...] button. The SNMP Service Configuration
pop-up window is displayed:

SNMP Service Properties (Local Computer) \il

| General I Log On I Recoveny | Agent | Traps | Security | Dependencies |

Send authentication trap

Accepted community names

Cornrnumity Rights

SNMP Service Configuration

Cormnmunity rights: Add
| READ ONLY v

i C I
Comrmunity M arne: arnce

ddd. | | Edt. | | Remove

0k | | Cancel Apply

6. Enter avalue in the following fields:
o Community rights. Select one of the following options from the drop-down list:

o READ ONLY. Select this option to allow SL1 to request information from this Windows 2012 Server
or Windows 2016 Server using this SNMP community string. This option does not allow SL1 to
perform write operations on this Windows 2012 Server or Windows 2016 Server using this SNMP
community string.

o READ WRITE. Select this option to allow SL1 to request information from this Windows 2008 server
and to perform write operations on this Windows 2012 Server or a Windows 2016 Serve using
this SNMP community string.

Configuring SNMP for Windows Server 2016 and Windows Server 2012 18



9.

o Community name. Enter the SNMP community string that SL1 will use when making SNMP requests
to this Windows 2012 Server or Windows 2016 Server. When you create a credential for this
Windows 2012 Server or Windows 2016 Server in SL1, you will enter this community string in one the
following fields in the Credential Editor modal page:

o SNMP Community (Read-Only). Enter the SNMP community string in this field if you selected READ
ONLY in the Community rights drop-down list.

o SNMP Community (Read/Write). Enter the SNMP community string in this field if you selected
READ WRITE in the Community rights drop-down list.

Click the [Add] button to add the community string to the list of community strings this Windows 2012
Server or Windows 2016 Server accepts.

In the Accept SNMP packets from these hosts panel, click the Add... button. The SNMP Service
Configuration pop-up window is displayed:

SNMP Service Properties (Local Computer) \il

| General I Log On I Recowveny | Agent | Traps | Security | Dependencies |

Send authentication trap

Accepted community names

Commniumiky Rights
public READ OMLY

SNMP Service Configuration

&dd

Cancel

Host name, 1P ar IF address:

sdd. | | Edt. | | Remove

0k || Cancel || Apply

In the Host name, IP or IPX address field, enter the IP address of the All-In-One Appliance or Data
Collector that will monitor this server.

Configuring SNMP for Windows Server 2016 and Windows Server 2012



Click the [Add] button to add the appliance to the list of authorized devices.

If you are using SL1 with a distributed architecture, repeat steps 8—10 for each Data Collector in the
collector group that will monitor this server.

Click the [Apply] button to apply all changes.

Configuring the Firewall to Allow SNMP Requests

To configure the Windows Firewall to allow SNMP requests on a Windows 2012 server or Windows 2016 Server,
perform the following steps:

In the Start menu search bar, enter "firewall" to open a Windows Firewall with Advanced Security
window.

In the left pane, click Inbound Rules.
Locate the two SNMP Service (UDP In) rules.

If one or both of the rules is not enabled, right-click on the rule and then select Enable Rule:

] Windows Firewall with Advanced Security -|a
File Action View Help

9 2@ B

8 i et v v [ -

[} bl s Name Group - Profile Enabled  Action  Overide  Program  Local Address || | Inbound Rules -

?;:‘i:tz:f::‘w Rules @ Remote Event Log Manzgement (RPC-EP... Remote Event Log Manage...  All Mo Allow  No %System... Any & New Rule..

. o y @ Remote Event Monitor (RPC) Remote Event Monitor Al No Allow  No HSystem... Any

» & Monitoring @ Remote Event Monitor (RPC-EPMAP) Remote Event Monitor Al Ne Allow  No System... Any V' Filter by Profile 4
@ Remote Scheduled Tasks Management (.. Remote Scheduled Tasks M... Al No Allow No %System...  Any W Filter by State 4
(@ Remote Scheduled Tasks Management (.. Remote Scheduled Tasks M. All Mo Allew  No %System... Any T Filter by Group »
(@ Remote Service Management (NP-In) Remote Service Management  All Mo Allew  No System  Any
@ Remote Service Management (RPC) Remote Service Management Al Mo Alow  No %System... Any View 4
@ Remote Service Management (RPC-EPM... Remote Service Management  All No Allow  No %System... Any |6 Refresh
@ Inbound Rule for Remote Shutdown (RP... Remote Shutdown Al Mo Allew o Shsystem...  Any 2 Export List..
@ Inbound Rule for Remote Shutdown (TC... Remote Shutdown Al Mo Allew o Shsystem...  Any Help
@ Remote Volume Management - Virtual D... Remote Volume Manageme...  All Mo Allew o %System...  Any
@ Remote Volume Management - Virtual D... Remote Volume Manageme... All No Allow No %System...  Any SNMP Service (UDP In) -
(@ Remote Volume Management (RPC-EPM... Remote Volume Manageme... All No Allow  No SeSystem...  Any ¢ Enable Rule
@ Routing and Remote Access (GRE-In) Routing and Remote Access  All No Allow  No System  Any
@~Routing and Remote Access (L2TP-In)  Routing and Remote Access Al No Allow  No System  Any 4 cu
@ Routing and Remote Access (PPTP-ln)  Routing and Remote Access  All No Allow  No System  Any Hy Copy
@ 5ecure Socket Tunneling Protocol (SSTP-... Secure Socket Tunneling Pr..  All Mo Allew  No System  Any ¥ Delete
(€ SNMP Service (UDP In) SNMP Service Domain, Public  Yes Allew  No System...  Any ) Properties
[ SNMP Service (UDP In) S Private, Public
(@ SNMP Trap Service (UDP In) Enable Rule Private, Public Mo Allew  No %System..  Any Help
(@ SHMP Trap Service (UDP In) cut Domain Ho Allew  No %System...  Any
@ TPM Virtuzl Smart Card Managemen | Copy rd Ma... Domain Mo Allew o %System...  Any
@ TPM Virtual Smart Card Managemen | pojcre rdMa.. Private, Public  No Allew o %System...  Any
@ TPM Virtual Smart Card Managemen rd Ma... Domain Mo Allew o %System...  Any =
@ TPM Virtusl Smart Card Managemen Crpeis rd Ma... Private, Public No Allow  No %System... Any
@ Virtual Machine Monitoring (DCOM: Help. itoring Al No Allow  No %System...  Any
@ Virtual Machine Monitoring (Echo Reque... Virtual Machine Monitoring ~ All No Allow  No Any Any
@ Virtual Machine Monitoring (Echo Reque.. Virtual Machine Monitoring ~ All No Allow  No Any Any
@ Virtual Machine Monitoring (NB-Session.. Virtual Machine Monitoring ~ All No Allow  No Any Any .
< n 5[« w >

Enable Rule

Configuring Device Classes for Windows Server 2016 and Windows

10

There is a known problem with the Microsoft OID that contains the version number for the operation system. This
problem prevents SL1 from using SNMP to automatically align device classes to Windows 10 devices and
Microsoft Server 2016 devices.

Configuring SNMP for Windows Server 2016 and Windows Server 2012 20



Because Microsoft has deprecated support of SNMP on Microsoft Server 2016 and Windows 10, users who want
to use SNMP to monitor Windows 10 and Microsoft Server 2016 should use one of these workarounds:

o After discovering a Microsoft Server 2016 or Windows 10 device, manually align the device class and
disable nightly auto-discovery

o Editthe registry key

Both workarounds are described in the following sections.
Manually Align the Device Class

After discovering Microsoft Server 2016 devices and Windows 10 devices, you can manually align a device class
with the discovered devices. To preserve your manual changes, you must disable nightly auto-discovery for those
devices. You can manually align the discovered devices with one of these device classes:

o Windows Server 2016

o Windows Server 2016 Domain Controller

o Windows 10 Workstation
For details on manually assigning a device class to a device, follow the steps in the section on Manually
Changing the Device Class for a Device in the Device Management manual chapter on Managing Device
Classes and Device Categories. For details on disabling nightly auto-discovery for a device, see the section on

Maintaining the New Device Class During Auto-Discovery in the Device Management manual chapter on
Managing Device Classes and Device Categories.

Edit the Registry Key

You can log in to the device that you want to monitor and manually edit the Windows Registry Key "HKEY
LOCAL MACHINE\Software\Microsof\Windows NT\CurrentVersion". You can define the value CurrentVersion
as either "2016" or "10.0". To do this:

1. Click the Start menu and choose Run.

2. Inthe Run dialog box, type regedit and then click OK.

3. Navigate to HKEY LOCAL MACHINE\Software\Microsof\Windows NT\CurrentVersion

4. Inthe right pane, double click on the Default key.

5

Enter the appropriate value:

e For Microsoft Server 2016, change the Value to 2016
o ForWindows 10, change the Value to 10.0
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Configuring SNMP for Windows Server 2008

To configure SNMP on a Windows 2008 Server, you must:

1.

2
3.
4

Configure "ping" responses.
Install the SNMP service.
Configure the SNMP service.

Configure the firewall to allow SNMP requests.

Configuring Ping Responses

For SL1 to discover a device, including SNMP-enabled devices, the device must meet one of the following
requirements:

o The device must respond to an ICMP "Ping" request.

o One of the ports selected in the Detection Method & Port field for the discovery session must be open on

the device. If the Default Method option for the Detection Method & Port field is selected, SL1 scans TCP
ports 21,22, 23,25, and 80.

The default configuration for a Windows Server does not allow ICMP "Ping" requests and does not allow
connections to TCP ports 21, 22, 23, 25, or 80. Therefore, to discover a Windows Server in SL1, you must
perform one of the following tasks:

o Reconfigure the firewall on the Windows Server to allow ICMP "Ping" requests. This section describes how to

perform this task.

Reconfigure the firewall on the Windows Server to allow connections to port 21, 22, 23, 25, or 80. If you
have already configured your Windows Server to accept SSH, FTP, Telnet, SMTP, or HTTP connections, this
task might have been completed already. You should perform this task only if you were already planning to
allow SSH, FTP, Telnet, SMTP, or HTTP connections to your Windows Server.

When you create the discovery session that will discover the Windows Server, select at least one port in the
Detection Method & Port field that is open on the Windows Server. For example, if your Windows Server is
configured as an MSSQIL Server, you could select port 1433 (the default port for MSSQIL Server) in the
Detection Method & Port field.

To reconfigure the firewall on a Windows Server to allow ICMP "Ping" requests, perform the following steps:

1.

In the Start menu search bar, enter "firewall" to open a Windows Firewall with Advanced Security
window.

In the left pane, select Inbound Rules.

If you want SL1 to discover your Windows Server using an IPv4 address, locate the File and Printer Sharing
(Echo Request - ICMPv4-In) rule.

If you want SL1 to discover your Windows Server using an IPv6 address, locate the File and Printer Sharing
(Echo Request - ICMPvé6-In) rule.
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5. Right click on the rule that you located, then select Enable Rule:

b Windows Firewall with Advanced Security = | E -
File Action View Help
=
|\ (iTne] Rl Name Group B Profile  Enabled |~ || Infound Rules N
F Qutbound Rules @Core Metworking - Multicast Listener Q... Core Networking All Yes &
P Connection Security Rules 3 Mew Rule..,
N ': Monitorin @Cura Netwurk!ng - Mult!cast Lfstenar Rep.. Core Netwurk!ng All Yes .
= 9 @Core Metwarking - Multicast Listener Rep.. Core Networking All Ves T Filter by Profile 4
(@ Core Netwarking - Meighbor Discovery &... Care Metworking All Yes ST Filter by State 4
@CEI’E Metwnrking - Meighbor Discovery 5., Core Mebaorking All Yes T Filter by Group »
@Cura Metworking - Packet Too Big (ICMP... Core MNebworking All Yes
@Cura Metworking - Parameter Problern (I, Core Networking All Yes View g
(@) Care Netwarking - Router Advertisement... Care Metwarking All Yes |G Refresh
@CEI’E Metawarking - Router Solicitation (JC... Core Metworking Al Yes = || = Exportlist..
@CEI’E Metwatking - Teredo (UDP-In) Core Netwarking All Yes - Help
@Cura Metworking - Time Exceeded (ICMP... Core MNebworking All Yes
@ Distributed Transaction Coardinator (RPC)  Distributed Transaction Coa... Al No File and Printer Sharing {Echo Request.. «
.Distributed Transaction Coordinator (RP...  Distributed Transaction Co Al MNa {3 Enable Rule
.Distrihutad Transaction Coordinator (TC...  Distributed Transaction Coo.. &l Mo
[ File and Prin [ T— & o
@F\\E and Printer Sharing (Echo Ry Bl [ Bharing All Yes 5z Copy
.FME and Printer Sharing (LLMMA Cut Bharing All Mo K Delete
.F\\e and Printer Sharing (MB-Da Copy Sharing All Ho D Properties
@ File and Printer Sharing (ME-Ma Delete Bharing All Mo
.F\\e and Printer Sharing (MB-Se3 Bhating All Mo Help
.F\\E and Printer Sharing (3MEB-1 Properties Bharing All Mo
.FME and Printer Sharing (Spoole Sharing All Mo
.F\\e and Printer Sharing (Spoaler Service - File and Frinter Sharing All Mo
.FME and Printer Sharing over SMBDirect (i... File and Printer Sharing ower...  All Mo
.iSCSI Service (TCP-In) iSCEl Service Al MNao
.KeyManagEmentSeN\:e {TCP-In) Key Management Service All Mo
.Nat\ugun Service (NP-In) MNetlogon Service All Mo
Netlogon Service Authz (RPC) Netlogon Service All Ho
.Netmmrk Discovery (LLMMR-UDP-In) Metuwork Discovery Al Mo
.Network Discovery (MEB-Datagrarn-In) MNetwork Discowvery All Mo
.Natwurk Discowvery (MB-Mame-In} Metwork Discovery All Mo
.Natwurk Discovery (Pub-4SD-In} Metwork Discoveny All Mo "
< m > (‘ m >
Copies the current selection,

Installing the SNMP Service

To install the SNMP service on a Windows 2008 Server, perform the following steps:
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1.

Open the Server Manager utility.
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In the left pane of the Server Manager window, select Features. The Features Summary is displayed:

E Server Manager

File Acton View Help

o]
«=|7[=H

 Roles
a
Diagnostics view the status of features installed on this server and add or remove features.
= Configuration
% Task Scheduler
B g‘?:;\:u:::j!:m Advanced Sean (] Features Summary ﬂ Features Summary Help
Outbound Rules .
"‘-‘E Connection Security Rules (~) Features: 1of 34installed é Add Features
B, Monitaring ,ﬂ Remove Features
., Servicss SMMP Services
é WMI Control SNMP Service
= &% Local Users and Groups SHMP WML Provider
] Users
[ Groups

ﬁ Storage

Iy

4

| Bl £% LastRefresh: 7/1/2011 12:42:33 PM  Configure refresh

|
Lrstart| | 3 W

\
J iServerManaqer b @[(b 1:04PM

If the Features Summary displays "SNMP Service" and "SNMP WMI Provider" in the list of installed services

(as shown above), you can skip to the section on configuring the SNMP service. If "SNMP Service" and
"SNMP WMI Provider" are not included in the list of installed services, select Add Features:

E_ server Manager Ol x|

File Action View Help

Rl 2 e i 7

T sere Mg (T

5 Roles

Features

Diagnostics View the status of features installed on this server and add or remove features.

Configuration

Storage

E‘:‘_Z‘ Features Summary ﬂ Features Summary Help
() Features: 0 of 34installed é Add Features
é Remove Fa§ }es
| ]| 0% LastRefresh: 6/30/2011 12:35:51FM  Configure refresh
f"Startl | m || 5 server Manager o Wy 12:36PM
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4. Inthe Select Features window, select SNMP Services:

Add Features Wizard

=
Select Features
L
Features Select one or more features to install on this server.
Confirmation Features: Description:
Progress ity Windom — Simple Network Management Protocal
L] Quality mnt?lo ws Audio Video Experience ;I {SNMP) Services includes the SNMP
Results D Remote Assistance

Service and SNMP WMI Provider.
[] rRemote Differential Compression

[] Remote Server Administration Toals
[] rRemovable Storage Manager
D RPC over HTTP Proxy
[] simple TCP/IP Services
] sMTP Server
D Storage Manager A%SANS
[] subsystem for UNIx-based Applications
[ Telnet Client
[] Telnet Server
] TFTP Client
[ wiindows Internal Database
[ windows Powershell
D dows Process Activation Service

O daws Server Backup Features
D dows System Resource Manager
D NS Server

[ wiireless LAN Service

L

More about features

< Previous I Next > I Install I Cancel I

5. Click the [Next >] button. The Confirm Installed Selections window is displayed with "SNMP Service" and
"SNMP WMI Provider" in the list of features that will be installed:

‘hl# Confirm Installation Selections
|

Features
To install the following roles, role services, or features, dick Install,
Confirmation
@ 1informational message below
Progress
Results

@ This server might need to be restarted after the installation completes,
~) SNMP Services

SNHP Service
SNMP WHMI Provider

Print, e-mail, or save this information

< Previous Mext = |

Cancel
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6. Click the [Install] button. After the installation is completed, the Installation Results window will be
displayed:

5I
= Installation Results
e

Features

The following roles, role services, or features were installed successfully:
Confirmation
1, 1warning message below
Progress o

‘ii_l Nindows automatic updating is nat enabled, To install the latest updates, use Windows Update in
% Control Panel to check for updates.

~) SNMP Services

E@ Installation succeeded
The following features were installed:

SHMP Service
SHMP WHMI Provider

Print, e-mail, or save the installation report

[
i

wevts [ e |

7. Click the [Close] button.
Configuring the SNMP Service

To configure the SNMP service on a Windows 2008 Server, perform the following steps:

NOTE: If you recently installed the SNMP service, you must wait for the Server Manager window to refresh

before it will display the SNMP service snap-in. You can manually refresh the Server Manager
window by closing the Server Manager and then re-opening the Server Manager.

1.

In the left pane of the Server Manager window, expand the Configuration section, and then select Services.

Configuring SNMP for Windows Server 2008
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2.

3.

In the list of services, right-click on SNMP Service, and then select Properties. The SNMP Service
Properties window appears:

SNMP Service Properties (WIN-K1TVIQPKVWS)

Sbark parameters:

In the Startup type: field, select Automatic.
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4. Select the [Security] tab. The security settings are displayed:

[+ Send authentication trap

SHMP Service Properties (WIN-K1TVSQPKVWS)

.Genaall Log Clnl Hecmreryl Agent I Traps Securty | Dependenciesl

X|

— Accepted community names
Cammunity | Rights
Add.. Edi.. Femove |
i~ Accept SNMP packets from any host

—f* Accept SMMP packets from these hosts %
Add.. Edit... Remove

Leam more about SMMP

QK Cancel Apphy
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5. Inthe Accepted community names panel, click the [Add...] button. The SNMP Service Configuration
pop-up window is displayed:

SNMP Service Properties (WIN-K1TV9( X|

Gereral | Log On I H.ecmreryl Agent I Traps Securty | Cependencies I

[¥ Send authentication trap

— Accepted community names
Cammunity | Rights

SHMP Service Configuration x|

Community dghts: Add
| |READ ONLY =]

Cancel

Community Mame:

Ipul:nlic|

Add... Edit... Remove

Leam more about SNMP

] Cancel Apply

6. Enter avalue in the following fields:
o Community rights. Select one of the following options from the drop-down list:

o READ ONLY. Select this option to allow SL1 to request information from this Windows 2008 Server
using this SNMP community string. This option does not allow SL1 to perform write operations on
this Windows 2008 Server using this SNMP community string.

o READ WRITE. Select this option to allow SL1 to request information from this Windows 2008 server
and to perform write operations on this Windows 2008 Server using this SNMP community string.
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o Community name. Enter the SNMP community string that SL1 will use to make SNMP requests to
this Windows 2008 Server. When you create a credential for this Windows 2008 Server in SL1, you
will enter this community string in one the following fields in the Credential Editor modal page:

o SNMP Community (Read-Only). Enter the SNMP community string in this field if you selected
READ ONLY in the Community rights drop-down list.

o SNMP Community (Read/Write). Enter the SNMP community string in this field if you selected
READ WRITE in the Community rights drop-down list.

7. Click the [Add] button to add the community string to list of community strings this Windows 2008 Server
accepts.

8. Inthe Accept SNMP packets from these hosts panel, click the Add... button. The SNMP Service
Configuration pop-up window is displayed:

SNMP Service Properties (WIN-ZTYESCDITGZ) | x| |

. Generall Log Elnl Fien:n:uver_l,ll Agent I Trapz  Securty | Dependenciesl

[¥ Send authentication trap

—accepted community names
CarmmLimity | Right= |
clzmls READ OMLY
SMN™P Service Configuration I
Add
- Cancel
Hoszt name, IP or IP= address: anee
= ||
Add... Edit... Bemove
Learn mare about SHMP
(] 4 Cancel Apply

9. Inthe Host name, IP or IPX address field, enter the IP address of the All-In-One Appliance or Data
Collector that will monitor this server.

10. Click the [Add] button to add the appliance to the list of authorized devices.
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11. Ifyou are using SL1 with a distributed architecture, repeat steps 8-10 for each Data Collector in the
collector group that will monitor this server.

12. Click the [Apply] button to apply all changes.

Configuring the Firewall to Allow SNMP Requests

To configure the Windows Firewall to allow SNMP requests on a Windows 2008 server, perform the following

steps:

1. Inthe Start menu search bar, enter "firewall' to open a Windows Firewall with Advanced Security

window.

2. Inthe left pane, click Inbound Rules.
3. Locate the two SNMP Service (UDP In) rules.

4. If one or both of the rules is not enabled, right-click on the rule and then select Enable Rule:

&
File Action
|

B2 Inbound Rules
Outbound Rules

b B, Monitoring

< [T

Fi Connection Security Rules

Neme
@ Remote Event Log Management (RPC-EP..,
emote Event Monitor (RPC)
(@ Remote Event Menitor (RPC-EPMAP)
emote Scheduled Tasks Management ...
@ Remote Scheduled Tasks Management (...
emote Service Management (NP-In)
@ Remote Service Management (RPC)
emote Service Management (RPC-EPM...
@ Inbound Rule for Remote Shutdown (RP
@ Inbound Rule for Remote Shutdown (TC.
@ Remote Volume Management - Virtual D
@ Remote Volume Management - Virtual D
@ Remote Volume Management (RPC-EPM
@ ~Routing and Remote Access (GRE-In)
@ Routing and Remote Access (L2TP-In)
@ Routing and Remote Access (PPTP-In)
@ secure Socket Tunneling Protocel (SSTP-...
(@ SNMP Service (UDP In)
NMP Service (UDP In)
(@ SNMP Trap Service (UDP In)
NMP Trap Service (UDP In)
@ TPM Virtusl Smart Card Managemen
PM Virtual Smart Card Managemen
(@ TPM Virtusl Smart Card Managemen
PM Virtual Smart Card Managemen
@ Virtual Machine Monitoring (DCOM:

Windows Firewall with Advanced Security

Group
Remote Event Log Manage...
Remote Event Monitor
Remote Event Monitor
Remote Scheduled Tasks M.
Remote Scheduled Tasks M.
Remote Service Management
Remote Service Management
Remote Service Management
Remote Shutdown

Remote Shutdown

Remote Volume Manageme
Remote Volume Manageme.
Remote Volume Manageme.
Routing and Remote Access
Routing and Remote Access
Routing and Remote Access
Secure Socket Tunneling Pr...
SNMP Service

tual Machine Monitoring (Echo Reque...
@ virtual Machine Monitoring (Echo Reque...
tual Machine Monitoring (NB-Session...

Enable Rule

cut

Copy. rd M.

Delete rd Ma
rd M.

Properties rd Ma

Help itoring

Virtual Machine Menitoring

Virtual Machine Monitoring
Virtual Machine Monitoring

Profile
All

Domain, Public
Private, Public
Private, Public

Domain
Domain
Private, Public
Domain
Private, Public

Enabled
Neo
Neo
Neo
Mo
Mo
Mo
Mo
Mo
Mo
Mo
Mo
No
No
Neo
Neo
Neo
Mo
Yes

Mo
Mo
Mo
Mo
Mo
Mo
No
Neo
Neo
Neo

Action
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allows
Allow
Allow
Allow
Allow
Allow

Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow

Override
No
No
No
No
No
No
No
No
No
No
No
No
No
No
No
No
No
No

No
No
No
No
No
No
No
No
No
No

Program

System..
System..
%System..
System..
System..

System

System..
SLSystem..

Fsystem
Fsystem

%System...
S%System...
9%System...

System

System

Local Address

@ Windows Firewall with Advancd UL

-

Actions.

Inbound Rules
W@ NewRule..
' Filter by Profile
T Filter by State
7 Filter by Group
View

Refresh

Export List.
Help

SNMP Service (UDP In)
0 EnableRule
Cut

S

Copy
Delete

Properties

Help

Enable Rule
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Chapter

Configuring Windows Servers for Monitoring
with PowerShell

Overview

Use the following menu options to navigate the SL1 user interface:
« To view a pop-out list of menu options, click the menu icon [&).

« Toview a page containing all the menu options, click the Advanced menu icon ( === ).

The following sections describe how to configure Windows Server 2016, 2012, 2012 R2, or 2008 R2 for
monitoring by SL1 using PowerShell:

PrereqUISItes . 33
Configuring PowerShell . 33
Step 1: Configuring the User Account for the Sciencelogic Platform ... 34
Option 1: Creating an Active Directory Account with Administrator Access ...................................... 34
Option 2: Creating a Local User Account with Administrator Access ... 35
Option 3: Creating a Non-Administrator User Account ... .. 35
Optional: Configuring the User Account for Remote PowerShell Access to Microsoft Exchange Server ... 37
Optional: Configuring the User Account for Remote PowerShell Access to Hyper-V Servers ..................... 37
Creating a User Group and Adding a User in Active Directory ... 38
Setting the Session Configuration Parameters and Group Permissions ... 38
Creating a PowerShell Credential ... ... 39
Optional: Configuring the User Account for Access to Windows Failover Cluster ................................... 39
Step 2: Configuring a Server Authentication Certificate ... 39

32



Option 1: Using the Microsoft Management Console to Create a Self-Signed Authentication Certificate ....40

Option 2: Using the MakeCert Tool to Create a Self-Signed Authentication Certificate ........................... 42
Option 3: Using PowerShell Commands to Create a Self-Signed Authentication Certificate ..................... 42
Step 3: Configuring Windows Remote Management ... 42
Option 1: Using a Script to Configure Windows Remote Management ...l 43
Option 2: Manually Configuring Windows Remote Management ... ... 48
Option 3: Using a Group Policy to Configure Windows Remote Management ..................................... 50
Step 4: Configuring a Windows Management Proxy ... 67

Step 5: Increasing the Number of PowerShell Dynamic Applications That Can Run Simultaneously .. 69

Prerequisites

Before configuring PowerShell, ensure the following:

o Forward and Reverse DNS should be available for the target Windows server from the SL1 Data Collector.
Port 53 to the domain's DNS server should thus be available.

o When using an Active Directory user account as the SL1 credential, port 88 on the Windows Domain
Conftroller, for the Active Directory domain, should be open for Kerberos authentication.

« Ifencrypted communication between the SL1 Data Collector and monitored Windows servers is desired,
port 5986 on the Windows server should be open for HTTPS traffic. If unencrypted communications is being
used, then port 5985 on the Windows server should be opened for HTTP traffic

o If multiple domains are in use, ensure that they are mapped in the [domain_realm] section of the Kerberos
krb5.conf file on the Linux operating system of the SL1 collector appliance.

Configuring PowerShell

To monitor a Windows Server using PowerShell Dynamic Applications, you must configure the Windows Server to
allow remote access from SL1. To do so, you must perform the following general steps:

1. Configure a user account that SLT will use to connect to the Windows Server. The user account can either
be a local account or an Active Directory account.

TIP: For ease of configuration, Sciencelogic recommends using an Active Directory account that is a
member of the local Administrators group on the Windows Server.

2. Configure a Server Authentication Certificate to encrypt communication between SL1 and the Windows
Server.

3. Configure Windows Remote Management.

4. Optionadlly, configure a Windows server as a Windows Management Proxy.
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NOTE: If you are configuring multiple Windows servers for monitoring by SL1, you can apply these settings
using a Group Policy.

5. Optionally, you can increase the number of PowerShell Dynamic Applications that can run

simultaneously against a single Windows server.

Step 1: Configuring the User Account for the Sciencelogic
Platform

To enable SLT to monitor Windows servers, you must first configure a user account on a Windows Server that SL1
can use o make PowerShell requests. You will include this user account information when creating the
PowerShell credential that SL1 uses to collect data from the Windows Server.

To configure the Windows Server user account that SL1 can use to make PowerShell requests, complete one of

the following options:

« Option 1: Create an Active Directory Account with Administrator access
« Option 2: Create a local user account with Administrator access

« Option 3: Create a non-administrator user account

TIP: For ease-of-configuration, Sciencelogic recommends creating an Active Directory user account.

After creating your Windows Server user account, depending on your setup and the servers you want to monitor,
you might also need to configure the user account for remote PowerShell access to the following server types:
e Microsoft Exchange Server

o Hyper-V Servers

Option 1: Creating an Active Directory Account with Administrator
Access

For each Windows server that you want to monitor with PowerShell or WinRM, you can create an Active Directory
account that is a member of the local Administrators group on each server. For instructions, consult Microsoft's
documentation. On Windows Domain Controller servers, you can use a domain account that is not in the
Domain Administrators group by following the configuration instructions for Option 3: Creating a Non-

Administrator User Account.
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After creating your Active Directory account:
o Ifyou use SL1 to monitor Microsoft Exchange Servers, you must configure the user account for remote
PowerShell access to Microsoft Exchange Server.

o Ifyou use SL1 to monitor Hyper-V Servers, you must configure the user account for remote PowerShell
access to the Hyper-V Servers.

« Otherwise, you can skip the remainder of this section and proceed to Step 3.

Option 2: Creating a Local User Account with Administrator Access

If you have local Administrator access to the servers you want to monitor and are monitoring Windows Server
2016 or Windows Server 2012, you can alternatively create a local user account with membership in the
Administrators group instead of an Active Directory account. For instructions, consult Microsoft's documentation.

WARNING: This method does not work for Windows Server 2008.

After creating your local user account with Local Administrator access:
o Ifyou use SL1 to monitor Microsoft Exchange Servers, you must configure the user account for remote
PowerShell access to Microsoft Exchange Server.

o Ifyou use SL1 to monitor Hyper-V Servers, you must configure the user account for remote PowerShell
access to the Hyper-V Servers.

o Otherwise, you can skip the remainder of this section and proceed fo Step 2.

Option 3: Creating a Non-Administrator User Account

If you do not have Local Administrator access to the servers that you want to monitor with PowerShell or WinRM,
or if the monitored Windows server is a Domain Controller that will not be in the local Administrators group, then
you must first create a domain user account or create a local user account on the Windows Server. For
instructions, consult Microsoft's documentation.

After creating your domain user account or local user account:

o You must configure the Windows servers to allow that non-administrator user access. To do so, follow the
steps in this section.

o Ifyou use SL1 to monitor Microsoft Exchange Servers, you must also configure the user account for
remote PowerShell access to Microsoft Exchange Server.

o Ifyou use SL1 to monitor Hyper-V Servers, you must also configure the user account for remote
PowerShell access to the Hyper-V Servers.

To configure Windows Servers to allow access by your non-administrator user account:
1. Start a Windows PowerShell shell with Run As Administrator and execute the following command:

winrm configsddl default
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10.

12.
13.

On the Permissions for Default window, click the [Add] button, and then add the non-administrator user
account.

Select the Allow checkbox for the Read (Get, Enumerate, Subscribe) and Execute (Invoke) permissions
for the user, and then click [OK].

Access the Management console. To do this:

o InWindows Server 2008, click [Start], right-click [Computer], click [Manager], and then expand
[Configuration].

o In Windows Server 2016 and 2012, right-click the Windows icon, click [Computer Management],
and then expand [Services and Applications].
Right-click on [WMI Control] and then select Properties.
On the WMI Control Properties window, click the [Security] tab, and then click the [Security] button.

Click the [Add] button, and then add the non-administrator user or group in the Select Users, Service
Accounts, or Groups dialog, then click [OK].

On the Security for Root window, select the user o group just added, then in the Permissions section at
the bottom of the window, select the Allow checkbox for the Execute Methods, Enable Account, and Remote
Enable permissions.

Under the Permissions section of the Security for Root window, click the [Advanced] button.

In the Advanced Security Settings window, double-click on the user account or group you are modifying.
On the Permission Entry window, in the Type field, select Allow.

In the Applies to field, select This namespace and subnamespaces.

Select the Execute Methods, Enable Account, and Remote Enable permission checkboxes, and then click
[OK] several times to exit the windows opened for setting WMI permissions.

Restart the WMI Service from services.msc.

NOTE: To open services.msc, press the Windows + R keys, type "services.msc", and then press Enter.

15.
16.
17.
18.

19.
20.
21.

In the Management console, go to System Tools > Local Users and Groups > Groups.
Right-click Performance Monitor Users, and then select Properties.
On the Performance Monitor Users Properties window, click the [Add] button.

In the Enter the object names to select field, type the non-administrator domain user or group name, and
then click [Check Names].

Select the user or group name from the list and then click [OK].
In the Performance Monitor Users Properties window, click [OK].

Perform steps 16-20 for the Event Log Readers user group and again for the Distributed COM Users
user group, the Remote Management Users user group, and if it exists on the server, the
WinRMRemoteWMIUsers__ user group.
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22.

23.

If you intend to use encrypted communications between the SL1 collector host and your monitored Windows
servers, each Windows server must have a digital certificate installed that has "Server Authentication" as an
Extended Key Usage property. You can create a self-signed certificate for WinRM by executing the following
command:

$Cert = New-SelfSignedCertificate -CertstorelLocation Cert:\LocalMachine\My -
DnsName "myHost"

Add an HTTPS listener by executing the following command:

New-Item —-Path WSMan:\LocalHost\Listener -Transport HTTPS -Address * -
CertificateThumbPrint $Cert.Thumbprint —-Force

NOTE: This command should be entered on a single line.

24.

Ensure that your local firewall allows inbound TCP connections on port 5986 if you are going to use
encrypted communications between the SL1 collector(s) and the Windows server, or port 5985 if you will be
using unencrypted communications between the two. You may have to create a new rule on Windows
Firewall if one does not already exist.

Optional: Configuring the User Account for Remote PowerShell
Access to Microsoft Exchange Server

If you use SL1 to monitor Microsoft Exchange Servers:

1.
2.
3.

Follow the steps in the section Configuring the User Account for SL1.
Add the new user account to the “Server Management” Exchange security group in Active Directory.

The user account will then be able to connect to the relevant WinRM endpoint to use cmdlets installed with
the Exchange Management Shell. For example, this will give the user account access to the cmdlet “Get-
ExchangeServer”.

Optional: Configuring the User Account for Remote PowerShell
Access to Hyper-V Servers

To use PowerShell Dynamic Applications to monitor a Hyper-V server, you must:

37

Create a user group in Active Directory

Add the user account you will use to monitor the Hyper-V server to the group
Set the session configuration parameters on the Hyper-V Server

Set the group permissions on the Hyper-V Server

Create a PowerShell credential using the new user account
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Creating a User Group and Adding a User in Active Directory

To create a group in Active Directory and add a user:
1. In Active Directory, in the same DC as the Hyper-V host you want to monitor, in the OU called Users, create
a group. For example, we called our group PSSession Creators.

2. Add a user that meets the requirements for monitoring a Windows server via PowerShell to the group. This is
the user that you will specify in the PowerShell credential.

NOTE: For details on using Active Directory to perform these tasks, consult Microsoft's documentation.

Setting the Session Configuration Parameters and Group Permissions

To set the Session Configuration and the Group Permissions on the Hyper-V Server:

1. Login to the Hyper-V server.

2. Open a PowerShell session. Enter the following command:

Set-PSSessionConfiguration -ShowSecurityDescriptorUI -Name
Microsoft.PowerShell

3. When prompted, select A.

4. The Permissions dialog appears.

| . Permissions for http://schemas.microsoft.com/... 38
[ hetp//schemas microsolt com/powershel/Microsaft PowerShell

Group of user Names.

- AP SSession Creators {MSTES TLAB\P S Session Crealors)
B2, Administrators (MSTESTLAB-HVD '\ Administrators)
82 Femate Management Users (MSTESTLAB-HVOT \Remate .

Permissions for PSSession
Creators :

| Full Control{All Operations)
Read(Get Enumerate, Subscrbe)
Vinte(Put.Delete Create)
Execute(lnvoke)
Special pemissions

For special pemmissons o advanced seftngs. [ pguanced |
chck Advanced .

W

100K #
O

1000
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5. Inthe Permissions dialog, supply values in the following fields:

« Group or user names. Select the name of the group you created in Active Directory.

o Permissions for group. For Full Control (All Operations), select the Allow checkbox.
6. Click the [OK] button.
Creating a PowerShell Credential

To create a PowerShell credential using the new user account, follow the instructions in the Creating a
PowerShell Credential section.

Optional: Configuring the User Account for Access to Windows
Failover Cluster

To configure Windows Servers to allow access to your Windows Failover Cluster:
1. Start a Windows PowerShell shell with Run As Administrator and execute the following command:

'Grant-ClusterAccess -User <domain>\<user> -ReadOnly'

Step 2: Configuring a Server Authentication Certificate

Sciencelogic highly recommends that you encrypt communications between SL1 and the Windows Servers you
want it to monitor.

If you have created a local account on the Windows Server that uses Basic Auth and that account will allow
communication between SL1 and the Windows server, the best practice for security is to enable HTTPS to support
encrypted data transfer and authentication. To do this, you must configure WinRM to listen for HTTPS requests.
This is called configuring an HTTPS listener.

NOTE: For details on configuring WinRM on your Windows servers to use HTTPS, see
https://support.microsoft.com/en-us/help/2019527 /how-to-configure-winrm-for-https.

The sections below describe how to configure a Server Authentication Certificate on the Windows Server. This is
only one task included in configuring an HTTPS listener. However, not all users need to configure a Server
Authentication Certificate. You can find out if your Windows computer has a digital certificate installed for Server
Authentication by running 'Get-ChildItem -Path Cert:\LocalMachine\My -EKU "*Server
Authentication*"' from a PowerShell command shell.

To support encrypted data transfer and authentication between SL1 and the servers, one of the following must be
frue:
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o Your network includes a Microsoft Certificate server. In this scenario, you should work with your Microsoft
administrator to get a certificate for your Windows Server instead of configuring a self-signed Server
Authentication Certificate. You can skip this section and proceed o Step 3.

« Your network does not include a Microsoft Certificate server. In this scenario, you must configure a self-
signed Server Authentication Certificate on the Windows Server that you want to monitor with SL1 using one
of the following methods:

o Option 1: Use the Microsoft Management Console.

o Option 2: lf your Windows Server includes Windows Software Development Kit (SDK), you can use
the makecert tool.

o Option 3: If you are running PowerShell 4.0 or later, you can use the New-SelfSignedCertificate
and Export-PfxCertificate commands.

NOTE: If you have created an Active Directory user account on the Windows Server to allow communication
between SL1 and the server, Active Directory will use Kerberos and AES-256 encryption to ensure
secure authentication. The data transfer is not secured unless Windows Remote Management is
configured to use HTTPS.

Option 1: Using the Microsoft Management Console to Create a Self-
Signed Authentication Certificate

To use the Microsoft Management Console to create a self-signed certificate:

1. Log in to the Windows Server that you want to monitor with SL1.

2. Inthe Start menu search bar, enter "mmc" to open a Microsoft Management Console window.
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3. Select [File], then Add/Remove Snap-Ins. The Add or Remove Snap-ins window is displayed:
Add or Remove Snap-ins ﬁ

‘You can select snap-ins for this console from those available on your computer and configure the selected set of snap-ins. For
extensible snap-ins, you can configure which extensions are enabled.

Available snap-ins: Selected snap-ins:
Snap-in Vendar o | Console Root Edit Extensions. ..
ActiveX Contral Micresoft Cor...

o ) Remove
Authonzatlon Manager Micresoft Car...
G Certificates Microsoft Cor... |z

. Component Services  Microsoft Car... Move Up
;g"Computer Managem... Microsoft Cor... ~ T

) ) Move Down
2 Device Manager Microsoft Car...
B Add =

=¥ Disk Management Microsoft and...
@ Event Viewer Microsoft Cor...

~ Folder Microsoft Cor...

=/ Group Policy Object ... Microsoft Cor...
g IP Security Monitor Microsoft Cor...
g IP Security Policy M...  Microsoft Cor...

,;g, Link to Web Address  Microsoft Cor...  _

Description:

[ OK ] [ Cancel

4. Inthe Available snap-ins list, select Certificates.

5. Click the [Add >] button. The Certificates snap-in window is displayed:

Certificates snap-in ﬁ

This snap-n will always manage certificates for:
(@ My user account
() Service account

() Computer account

< Back [ Finish J[ Cancel
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Select Computer account.
Click the [Next >] button.
Click the [Finish] button.

In the Add or Remove Snap-ins window, click the [OK] button.

© 0 o N o

In the left pane of the Microsoft Management Console window, navigate to Console Root > Certificates
(Local Computer) > Personal.

11. Right-click in the middle pane and select All Tasks > Request New Certificate.... The Certificate
Enrollment window is displayed.

12. Click the [Next] button. The Select Certificate Enrollment Policy page is displayed.
13. Select Active Directory Enrollment Policy.

14. Click the [Next] button. The Request Certificates page is displayed.

15. Select the Computer checkbox.

16. Click the [Enroll] button.

17. After the certificate is installed, click the [Finish] button.

Option 2: Using the MakeCert Tool to Create a Self-Signed
Authentication Certificate

If your Windows system includes Windows Software Development Kit (SDK), you can use the MakeCert tool that is
included in the kit to create a self-signed certificate. For information on the MakeCert tool, or for details about
creating a self-signed certificate with MakeCert and installing the certificate in the Trusted Root Certificate
Authorities store, see the Microsoft documentation.

Option 3: Using PowerShell Commands to Create a Self-Signed
Authentication Certificate

If your Windows system includes PowerShell 4.0 or later, you can use the following PowerShell commands to
create a self-signed certificate:

o You can use the New-SelfSignCertificate command to create a self-signed certificate. For information on
New-SelfSignCertificate, see the Microsoft documentation.

« You can use the Export-PfxCertificate command to export the private certificate. For information on the
Export-PixCertificate, see the Microsoft documentation.

Step 3: Configuring Windows Remote Management

To provide SL1 remote access to the Windows Servers you want to monitor, you must configure Windows Remote
Management.
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NOTE: This step is required regardless of the user account type that SL1 will use to connect to the Windows
Server.

There are three ways to configure Windows Remote Management:

o Option 1: Use the script provided by Sciencelogic.
o Option 2: Manually perform the configuration.

« Option 3: Use a group policy.
Option 1: Using a Script to Configure Windows Remote Management

Sciencelogic provides a PowerShell script in a .zip file in the PowerPack download folder that automates
configuration of Windows Remote Management and permissions required for the user account that will be used
in the SL1 credential. The script configures all of the base Windows permissions required, except for opening up
Windows Firewall ports for HTTP and/or HTTPS traffic. The configuration performed by the script is useful
primarily for running collection with the Microsoft: Windows Server, Microsoft: Windows Server Services,
Microsoft: Windows Server Event Logs, and Microsoft: SQL Server Enhanced PowerPacks. (Microsoft: SQL
Server Enhanced requires further instance-specific permissions. See the Monitoring SQL Servers manual for
more information.

To use the PowerShell script, perform the following steps:

1. When you download the Microsoft: Windows Server PowerPack from the Sciencelogic Support site, a .zip
file for the WinRM Configuration Wizard Script (winrm_configuration_wizard.ps1) will be in the folder
with the PowerPack's EM7PP file.

2. Unzip the downloaded file.

3. Using the credentials for an account that is @ member of the Administrator's group, log in to the Windows
server you want o monitor. You can log in directly or use Remote Desktop to log in.

4. Copy the PowerShell script named winrm_configuration_wizard to the Windows server that you want to
monitor with SL1.

5. Right-click on the PowerShell icon and select Run As Administrator.

6. Atthe PowerShell prompt, navigate to the directory where you copied the PowerShell script named winrm_
configuration_wizard.

7. Atthe PowerShell prompt, enter the following to enable execution of the script:

Set-ExecutionPolicy -ExecutionPolicy Unrestricted -Scope Process -Force

NOTE: The execution policy setting persists only during the current PowerShell session.

8. After the warning fext, select Y.
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NOTE: If your Windows configuration requires further steps to allow execution of the script,
PowerShell will display prompts. Follow the prompts.

9. To run the script with interactive dialogs, enter the following at the PowerShell prompt:

\winrm configuration wizard.psl -user <domain>\<username>

The user account you wish to use for SL1 collection must be specified with the —user command-line
argument regardless of other arguments used. You can obtain the full help for the PowerShell
configuration script by entering the following:

help .\winrm configuration wizard.psl -full
The most common way to run the script is silently:
.\winrm configuration wizard.psl -user <domain>\<username> -silent

10. Ifyou start the script without using the -silent command-line argument, the WinRM Installation Wizard
modal appears. Click [OK].

WinEM Installation Wizard .

This program will configure Windows Remote Management on your Windows
Server, permissions to use WMI, query performance counters and event logs. It
will ask a series of questions to determine the preferred security settings and will
display your choices at the end, Configuration changes will not be made until the
end of the wizard. Before beginning, here are your current settings:

Basic Authentication = True

Kerberos Authentication = True

Allow Unencrypted WinRM Traffic = True
Maximum WinRM Requests = 300

HTTP Port = 5983

HTTPS Port = 5986

MOTE: This wizard cannot override settings applied by Group Pelicy (GPO), Te
overwrite those settings, please contact a system administrator,

Click OK to Continue.

QK | Cancel

11. The Windows Account Type modal appears. Select the appropriate choice for your environment.
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Will you be using an Active Directory domain account?

Click YES to enable Kerberos Authentication.
Click MO to enable Basic Authentication.

12. The Set Encryption Policy modal appears. Select the appropriate choice for your environment.

Should your WinRM traffic from 5L1 be encrypted?

Click YES to use only encrypted data.

Click NO to allow unencrypted data.

« Click YES to us only encrypted data. Click Yes to configure an HTTPS listener for using encrypted
communications between the SL1 collectors and the Windows server. Setting up an HTTPS listener
requires a digital certificate with Server Authentication EKU to be available on the server. For
information on creating a self-signed certificate, see Configuring a Server Authentication
Certificate.

o Click NO to allow unencrypted data. For communication between SL1 collectors and the
Windows server, if unencrypted traffic is allowed, an HTTP listener will be configured for
communication.

13. The Change Max Requests modal appears. Click [Yes].
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This host allows 300 WinRM requests at one time,
Do you want to change this value of maximum requests?

Click YES to edit the maximurmn number of requests.
Click MO to leave the maximum number of requests unchanged.

14. The Set Ports for WinRM Traffic modal appears, and it shows the current settings for the HTTP and HTTPS
ports. If you want to make a change to these, click [YES]; otherwise, click [NO] to continue.

Your current HTTP port for Windows Remote Management is set to 3985, and the
HTTPS port for Windows Remote Management is set to 3986, Do you want to
modify these ports for WinRM traffic use?

Click YES to edit your HTTR/HTTPS ports.,
Click MO to continue to the next page,

15. Choose which port values you would like SL1 to use when communicating with the Windows server.

New HTTP port:

New HTTPS port:

16. The Set HTTPS Thumbprint modal appears. Enter the information for your certificate thumbprint, which is
used to create an HTTPS listener, then click [OK].
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To setup the WinRM HTTPS listener. you will need to use a certificate thumbprint
Run the PowerShell cmdlet below on this Windows computer to get your existing certificate thumbprints:

Get-Childitem -Path Cert:\LocalMachine\My

Then press OK to continue.

NOTE: [f the certificate structure for your certificate thumbprint is incomplete or incorrect, an error
message appears indicating that the WinRM client cannot process the request. If you think you

made an error, click [OK] and try to correct it. Otherwise, contact a system administrator for
help.

17. The Confirm Settings modal appears. If the settings are as you specified, click [OK].

Please confirm your settings:

Authentication Type: Kerberos (for Active Directory)

Encryption Policy: Restrict Unencrypted Data

Maximum Connections: 300

HTTP Port: 5385

HTTPS Port: 5986

Certificate Thurmbprint: 2B496C35B42415356ACE3B34D02C309076B16F20

Click OK to update WinRM settings.
Click CAMCEL to quit wizard (settings will not be updated).

18. The Complete modal appears. If the settings are correct, click [OK].
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19.

Complete -

Your Windows Rermote Management settings have been updated. To view them
when necessary, you can run the following commands in a PowerShell console:
winrm get winrm/config/service winrm e winrm/config/listener

Your updated WinRM settings are detailed below:

Basic Authentication = true

Kerberos Authentication = true

Allow Unencrypted WinRM Traffic = true

Maximurm WinRM Requests = 500

HTTP Port = 5385

HTTPS Port = 5886

Certificate Thumbprint =
4705BE1BE38CDCATEEBE19%3BE3307CA5DFR1Co3F

The WinRM service will be restarted after this dialeg is closed.

OK | Cancel

Exit the PowerShell session.

Option 2: Manually Configuring Windows Remote Management

To configure a Windows server for monitoring via PowerShell directly, perform the following steps:

1.

Log in to the server with an account that is a member of the local Administrators group, or a Domain
Administrator's account it on a Windows server with the Domain Controller role installed.

Right-click on the PowerShell icon in the taskbar or the Start menu, and select Run as Administrator.

Execute the following command:

Get-ExecutionPolicy

If the output is "Restricted", execute the following command:

Set-ExecutionPolicy RemoteSigned

Enter "Y" to accept.

Execute the following command:

winrm quickconfig

Enter "Y" to accept.

If you are configuring this Windows server for encrypted communication, execute the following command:

winrm quickconfig -transport:https

Enter "Y" to accept.

Execute the following command:

winrm get winrm/config
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1.

The output should look like this (additional lines indicated by ellipsis):
Config
éiient
Auth
Basic = true

Kerberos = true

Service
AllowUnencrypted = false
DefaultPorts
HTTP = 5985
HTTPS = 5986
AllowRemoteAccess = true

Winrs
AllowRemoteShellAccess = true

In the Service section, if the parameter AllowRemoteAccess is set to false, execute the following command:

NOTE: This setting does not appear for all versions of Windows. If this setting does not appear, no
action is required.

Set-Item WSMan:\Localhost\Service\AllowRemoteAccess -value true

In the Winrs section, if the parameter AllowRemoteShellAccess is set to false, execute the following
command:

Set-Item WSMan:\Localhost\Winrs\AllowRemoteShellAccess -value true

If you are configuring this Windows server for unencrypted communication and the parameter
AllowUnencrypted (in the Service section) is set to false, execute the following command:

Set-Item WSMan:\Localhost\Service\AllowUnencrypted -value true

If you are configuring this Windows server for unencrypted communication, verify that "HTTP = 5985"
appears in the DefaultPorts section.

NOTE: Sciencelogic recommends using encrypted communication, particularly if you are also using
an Active Directory account. Using an Active Directory account for encrypted authentication
enables you to use Kerberos ticketing for authentication.

15. Ifyou are configuring this Windows server for encrypted communication, verify that "HTTPS = 5986"
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If you are using an Active Directory account to communicate with this Windows server and in the Auth
section, the parameter Kerberos is set to false, execute the following command:

Set-Item WSMan:\Localhost\Service\Auth\Kerberos -value true

NOTE: Sciencelogic recommends using an Active Directory account.

If you are using a local account to communicate with this Windows server and in the Auth section, the
parameter Basic is set to false, execute the following command:

Set-Item WSMan:\Localhost\Service\Auth\Basic -value true

Option 3: Using a Group Policy to Configure Windows Remote
Management

You can use a group policy object (GPO) to configure the following Windows Remote Management settings on
Windows Server 2012 or Windows Server 2016:

A registry key to enable Local Account access to Windows Remote Management
Firewall rules

Certificates

HTTP and HTTPS listeners, including authentication and encryption settings

Service start and recovery seftings

To create the group policy object, perform the following steps:

Step 3: Configuring Windows Remote Management

Log in to the server as an administrator.
Right-click on the PowerShell icon in the taskbar and select Run as Administrator.

At the PowerShell prompt, use the change directory (CD) command to navigate to a folder where you can
create new files.

Save the root Certification Authority certificate to the local directory by executing the following command:

certutil.exe —-ca.cert ca name.cer
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i1 Administrator; Command Prompt

gNeTUNHFTYulJdEeR
END CERTIFICATE--

EM7Admin' Document

TIP: You will import this certificate into the new group policy in step 21.

Exit the command prompt.

Log in to a domain controller in your Active Directory forest and navigate to the System Manager

dashboard.

Click the Tools menu, then select Group Policy Management.
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Server Manager * D

WELCOME TO

Local Server
All Servers
ADCS
|l AD DS QUICK START
& DNS
¥ File and Storage Services P
oIS
L 'WHAT'S NEW
LEARN MORE

ashboard

SERVER MANAGER

o Configure this local server

Manage  Tools
Active Directory Administrative Center

Active Directory Domains and Trusts

Active Directory Module for Windows PowerShell
Active Directory Sites and Services

Active Directory Users and Computers

ADSI Edit

Certification Authority

Component Services

Computer Management

Defragment and Optimize Drives

DNS

Event Viewer

Group Policy Management

ROLES AND SERVER GROUPS

Roles:5 | Server ps: 1 | Servers total: 1
E} ADCS 1 il apps 1 2 DNs
@ Manageability @ Manageability @ Manageability
Events Events Events
Services Services Services
Performance Performance Performance
RDA recults RDA rasultc RDA recults

Internet Information Services (IIS) Manager
i5CS! Initiator

Local Security Policy

ODBC Data Sources (32-bit)

ODEBC Data Sources (64-bit)

Performance Monitor

Resource Monitor

Security Configuration Wizard

Services

System Configuration

System Information

Task Scheduler

Windows Firewall with Advanced Security

Windows Memory Diagnostic

8. On the Group Policy Management page, in the left panel, right-click the domain name where you want
the new group policy to resideand then select Create a GPO in this domain and Link it here.

Remove

New Window from Here
Refresh
Properties

Help

Create a GPO in this domain and link it to this container

3 Group Policy Management [=To e
3 File Action View Window Help X
e« 2F o ol @
2 Group Policy Management || croup Policy Objects in MSTLO12R2.Iocal
4 A\ Forest: MSTLO12R2Jocal Corternta \l: ==y
4 (54 Domains
4|53 MSTLOT?R2 lncal Name - GPO Status WMI Fiter Modfied
=] Defa Create a GPO in this domain, and Link it here... | rollrs Paiicy Enabled Nore 3419/201
a Pow{  Linkan Existing GPO... ik Enabled Nons 2472014
o & Dord Management Policy Al settings disabled None 4417/201
4 = Grod Block Inheritance Al settings disabled Mone 4/16/201
> T WM Group Policy Modeling Wizard...
b (@ Stat|  New Organizational Unit
L Search...
4¥ Group Polic] .
2, Group Polic Change Domain Controller..

Active Directory Users and Computers...

9. Inthe left panel, right-click the new group policy and select Edit. The Group Policy Management Editor
page for the new Windows Remote Management group policy appears.
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View Window Help
Of el @
| & Group Policy Management

4 £ Forest: MSTLO12R2ocal
4[5 Domains

[-[e]

Group Policy Objects in MSTLO12R2.local
Conterts | Delegation

4 3 MSTLO12R2Iocal Name - GPO Status WM Fiter Modfied |
5/ Default Domain Policy -/ Defauk Domain Cortrolers Polcy Enabled None 3197201
/Shell Remote Management Policy L/ Defauk Domain Policy Enabled None 242014
S PowarShel Remots Management Poicy A settings disabled Nz 4177200
» &1 Dorl___Edit J| 2 winRm Polcy Enabled None a7t
Enforced / WinRM Settings Al settings disabled None 41167201
Link Encbled
. Save Report...
> @ :
4 Group Polig  New Window from Here
"% Group Polig Delete
Rename.
Refresh
Help
< [ >
Open the GPO editor

10. Inthe left panel, navigate to Computer Configuration > Policies > Windows Settings > Security

e nE XB:= B

WinRM Policy [TLO12R2-DC-01.MSTLO12R2.LOCAL] Pol
4 & Computer Configuration

4 7 Policies
b [ Software Settings
4[] Windows Settings

<

] Name Resolution Pelicy
&4 Scripts (Startup/Shutdown)
5 Security Settings

b Account Policies

S

-

b [ Public Key Policies

b [ Software Restriction Policies
b ] Network Access Protection
b ] Application Control Palicies

p ] Advanced Audit Policy Configuration
b gl Policy-based QoS
b [ Admi i p Policy

b ] Preferences
4 ¢ User Configuration

b 1 Policies

b ] Preferences
< ]

5 Wircless Network (IEEE 802.11) Policies

[3 s IP Security Policies on Active Directory (MSTLO12F) ﬁ}

icy Service Name

T User Access Logging Service
F¥ User Profile Service
{#Virtual Disk

¥ Volume Shadow Copy
{FW3C Logging Service

T Windows Audio

¥ Windows Audio Endpoint Builder
¥ Windows Color System

b 3 LocalPolicies i

b 3 Eventlog '@W?nuaws annamon M.?nager ’

» 5 Restricted Groups ¥ Windows Driver Foundation - User-mode Driver Framework
B SreiemSevices ﬁ'_:}wmm Encryption Provider Host Service

» R Registry {# Windows Error Reporting Service

b (& File System ¥ Windows Event Collector

b 4/ Wired Network (IEEE 802.3) Policies .k Windows Event Log

b 1 Windows Firewall with Advanced Security . Windows Firewall
[ Metwork List Manager Policies i Windows Font Cache Service

¥ Windows Installer

‘§.F Windows Management Instrumentation
T Windows Modules Installer
{#Windows Process Activation Service
indows Remote Mar
indows Store Service (WSSeni
{3 Windows Time

¥ Windows Update

HFWinHTTP Web Proxy Auto-Discovery Service
¥ Wired AutoConfig

WM Performance Adapter

T Workstation

. Weorld Wide Web Publishing Service

(ADMX files)

Startup

Mot Defined
Mot Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Net Defined
Not Defined
Mot Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Mot Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined

Settings > System Services. In the right panel, locate the Windows Remote Management (WS-
Management) service. Right-click the service, then select Properties.

Permission

Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Mot Defined
Not Defined
Not Defined
Mot Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Mot Defined
Not Defined
Not Defined

Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
ot Defined
Mot Defined
Not Defined

<]

Opens the properties dizlog box for the current selection.

11. The Windows Remote Management (WS-Management) modal page appears. Select the Define this
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policy setting check box and the Automatic radio button, then click [OK].
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1 Group Policy Management Editor
File Action View Help
e nE XE= B
=/ WinRM Pelicy [TLO12R2-DC-01.MSTLO12R2 LOCAL] Policy || senvice Name & Startup Permission ~
4 & Computer Configuration 1. User Access Logging Service Not Defined  Not Defined
4 7] Policies H ¥ User Profile Service Mot Defined Mot Defined
b [ Software Settings e ] al Dick AL ? Not Defined
4 [ Windows Settings : Windows Remote M (WS- [2 Not Defined
p B Na?nzllun\ulmln Palicy — e Not Defined
2 z:nm t;Sst:tr:‘up Shutdown) Secuy Polcy Setting | Not Deflned
i curi ings
& = ey Windows Remote Managemert (WS-Management) Not Defined
b [ Account Policies
= 4 Not Defined
b 3 Local Policies =
= Not Defined
b i Eventlog
b |4 Restricted Groups [¥] Define this poicy seting :ut g:jnsd
3 System Services bt Select sevice statup mode: N“‘ Dd‘”:
b L@ Registry ¥ !“ s ot Defin
» T File System 2 win| Ao Not Defined
b £ Wired Network (IEEE 802.3) Policies Bl wirf 0 Manual Not Defined
b [ Windows Firewall with Advanced Security B win ) Dissbled Not Defined
7 Network List Manager Policies o win| Not Defined
b il Wireless Network (EEE 802.11) Policies T win [ Emseomy. | Not Defined
b (1 Public Key Policies T Win Not Defined
b ] Software Restriction Policies o wir| Mot Defined
I ] Network Access Protection T win) Mot Defined
b 1 Application Control Policies 3 win Not Defined
» & IP Security Policies on Active Directory (MSTLOTZR | g vy [ ok [ Cancal | [ Aoy | || NotDefined
b (1 Advanced Audit Policy Configuration T win Not Defined
b ﬂl K e M ione (DM | £ Windows Update Not Defined  Not Defined
b Tt G | ¢ les)| &% WinHTTP Web Proxy Auto-Discovery Service Not Defined Mot Defined
e el ¥ Wired AutoConfig Not Defined  Not Defined o
4 i, User Configuration =
§ Policies . WMI Performance Adapter Not Defined  Not Defined
- ¥ Workstation Not Defined Mot Defined
3 Preferences
< = 5 || ¥ World Wide Web Publishing Service Not Defined Mot Defined =

12. Inthe left panel of the Group Policy Management Editor page, navigate to Computer Configuration
> Policies > Windows Settings > Security Settings > Windows Firewall with Advanced Security >
Windows Firewall with Advanced Security - LDAP > Inbound Rules. In the right panel, right-click and
select New Rule.

8 Group Policy Management Editor [= o
File Action View Help
e nE =

=/ WinRM Policy [TL012R2-DC-01.MSTLO12R2.LOCAL] Policy » || Name Group Profile  Enabled  Action  Ovemide  Program  Local Address  Remot
4 i Computer Configuration

There are no items to show in this view.
4 ] Policies

b ] Software Settings
4[] Windows Settings
7| Name Resolution Policy
| Scripts (Startup/Shutdown)
4 3y Security Settings
T Account Palicies
3 Local Policies
i Eventlog
4 Restricted Groups
4 System Services
A Registry
4 File System
4 Wired Network (IEEE 802.3) Policies
| Windows Firewall with Advanced Security
4 i Windows Firewall with Advanced Security -
3 Inbound Rules 5
3 Outbound Rules Filter by Profile B
B Connection Security Rules Filter by State »
1 Network List Manager Policies
& Wireless Network (|EEE 802.11) Policies
Public Key Policies Refresh
| Software Restriction Policies
Network Access Protection
7 Application Control Policies Arrange lcons. »
® 1P Security Policies on Active Directory (MSTLO Line up lcons
b [ Advanced Audit Pelicy Configuration
b gl Policy-based QoS
b i plates: Policy definitions (ADMX fi
< m >

-
vwvww

[

Filter by Group »

View »

vvwvwww

Help

New Rule...

13. The New Inbound Rule Wizard modal page appears. Click the Predefined radio button, select Windows
Firewall Remote Management from the list, and then click [Next].

Step 3: Configuring Windows Remote Management 54



o Group Policy Management Editor -3 x
File Action View Help
e aE = Bm
Profile  Enabled  Action  Ovemide  Program  Local Address  Remot
Pl Rule Type lems to show in this view.
P 1] Select the type of feewal e to create.
-
P Steps:
a| @ Rue Type WWhat type of rule would you like to create?
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@ Action ) Program
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Rule that controls connections for a TCF or UDP port
® Predefined:
| Windows Firewall Remote Managemert v
e p—— 2 Wind
) Custom
Custom ule.
b
'_l":‘ [ cBok |[ N> Cancel
<

14. Select the Windows Firewall Remote Management (RPC) and Windows Firewall Remote Management (RPC-
EPMAP) check boxes, then click [Next].

Group Policy Management Editor -|8] x
[«
‘*‘j‘;i:ﬂ Proda o lems to show in this view.
b || Selectthe ndesto bs restedorthis epadence
=
"] Steps:
Mo ruetioe Which ules would you like to create?
@ Predefined Rues The follow sefin < ) lected predefined group.
" Rules that are checked ated. f 2 rule already d is checked, thy of
@ Action the existing rule will be averwritten.
Fues:
Name Fule Busts Profile Desc)
[] Windows Firewall Remote Management (RPC... Mo Al Inbot,
[ Windows Frewall Remote Management (RFC)  No A Inbod)
< m >
>
» & [ cBack ][ Met> |[ Cancel |
<

15. Select the Allow the connection radio button, then click [Finish].
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S Group Policy Management Editor =[a] x
File Action View Help
= sm = B
| WinRM Py " Wi i i i |
- ﬁ‘-m(um & New IBound Rile d -' Profile  Enabled  Action  Overide  Progam  Local Address  Remot
5 lems to show in this view.
4 1 Pol Action
b Specify the action to be taken when a connaction matches the conditions specfied in the rs.
4 B
Pl Steps:
® RueTyps Wihat action should be taken when a connection matches the specfied condiions?
a .
@ Predefined Fues palic :
@ low ‘connection
) Ak This inchiee popmc e fak w prodeched wi 1Pesc me veel s foss: e sl
) Allow the connection if it is secure
This includes only connections that have been authenticated by using IPsec. Connections
wil be secured using the seftings in |Psec properties and nes in the Connection Securty
Fule node.
") Block the connection
3
v @ [ <Back |[ Finen Cancel
<

16. Inthe left panel of the Group Policy Management Editor page, navigate to Computer Configuration
> Policies > Windows Settings > Security Settings > Public Key Policies > Automatic Certificate
Request Settings. In the right panel, right-click and select New > Automatic Certificate Request.

g Group Policy Management Editor [=To sl
File Action View Help

e nm o= @B

4 1 Windows Settings ~ || Automatic Certificate Request &
b M Mame Resowutian folicy There are no items to show in this view.
=l Seripts (Startup/Shutdown)
4 3 Security Settings
b i Account Policies
b @ Local Policies
b 3 Eventlog
b |4 Restricted Groups
A System Services
b 4 Registry
b (3 File System
b f Wired Network (IEEE 802.3) Policies
b [ Windows Firewall with Advanced Security
1 Network List Manager Policies
b ia Wireless Network ([EEE 202.11) Policies
4 [ Public Key Policies
| Encrypting File System
Data Protection
| BitLocker Drive Encryption Refresh
| BitLocker Drive Encryption Network Unlock
* Automatic Certificate Request Settings
| Trusted Root Cerification Authorities foviee e R
| Enterprise Trust Line up lcons
| Intermediate Certification Authorities
Trusted Publishers
| Untrusted Certificates
Trusted People
b (] Software Restriction Policies
b (] Network Access Protection
b (] Application Control Policies
. | |I|? Security Policies on Active Directorv fMS'H;O 4

New 5 Automatic Certificate Request...

View »

Help

<

Create 2 new Automatic Certificate Request object and add it to the Security Configuration Editor

17. The Automatic Certificate Request Setup Wizard modal page appears. Click [Next].
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Welcome to the Automatic
Certificate Request Setup
Wizard

This wizard helps you set up automatic certficate requests
for computers

Using automatic certficate requests, an administrator can
ify which of certfiicate can be
requested by @ computer.

To continue, cick Nexd.

Group Policy Management Editor

There are no items te show in this view.

=
|1 BitLocker Drive Encryption J
" BitLocker Drive Encryption Network Unlad

Automatic Certificate Request Settings
rusted Root Certification Authorities
nterprise Trust
] Intermediate Certification Authorities
[ Trusted Publishers
] Untrusted Certificates
1 Trusted People
p ] Software Restriction Policies
b ] Network Access Protection
» (1 Application Control Policies
n M, IJIIJI Security Policies nln Active Directory (MSTI).D 2]

18. Select the Computer certificate template. Click [Next], and then click [Finish].

Centificate Template

Group Policy Management Editor

The niext time a computer logs on, a certficate based on the template you select is -‘;ﬂi' = 7
provided S equest -
A et of jes for cerficates issued There are no items to show in this view.
computers. Select a tempiate from the following list.
Cetficate templates:
Name Intended Pumoses
Clert Authentication, Server Autherticatior|
Domain Cortrofler Clert Authentication, Server Authenticatior|
Enroliment Agent (Computer) Cetficate Request Agent
1PSec P securty IKE intemediate
<] n | >
[ <Back || Med> | [ Cancel
[ BitLocker Drive E: J
"1 BitLocker Drive Encryption Network Unloc}

) Automatic Certificate Request Settings
[ Trusted Root Certification Autharities
[ Enterprise Trust
1 Intermediate Certification Authorities
(] Trusted Publishers
[ Untrusted Certificates
| Trusted Pecple

b ] Software Restriction Policies

b ] Network Access Protection

b ] Application Control Policies

b M, I\lll’ Securitv Policies on Active Directory fMSTI;O %

19. In the left panel of the Group Policy Management Editor page, navigate to Computer Configuration
> Policies > Windows Settings > Security Settings > Public Key Policies > Trusted Root
Certification Authorities. In the right panel, right-click and select Import.
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File Action View Help
e 2@ 0|z @B

4 Windows Settings
b 1 Name Resolution Policy
=4 Scripts (Startup/Shutdown)
4 [ Security Settings -
b 3 Account Policies
b 3 LocalPolicies
b & Eventlog
b [ Restricted Groups
[ System Services
b @ Registry
("4 File System
4 Wired Network (IEEE 802.3) Policies
] Windows Firewall with Advanced Security
(1 Network List Manager Policies

>

Issued To = Issued By Expiration Date  Intended Purposes  Friendly Name Status  Centificate Te.

There are no items to show in this view.

v e v

- H
b Zaf Wireless Network (IEEE 802.11) Policies
4 . Public Key Policies Import... ]
[ Encrypting File System All Tasks v

| Data Protection
7 BitLocker Drive Encryption Refresh
) BitLocker Drive Encryption Network Unlock View -
] Automatic Certificate Request Settings
| Trusted Root Certification Authorities
1 Enterprise Trust Line up Icons
] Intermediate Certification Authorities Help
7] Trusted Publishers .
[ Untrusted Certificates
(7] Trusted People

b [ Software Restriction Policies

b ] Network Access Protection

1 [ Application Control Policies

< [—Al_m;um cis on Active Directory (MSTLO

Arrange lcons i

Add a certificate to a store

20. The Certificate Import Wizard modal page appears. Click [Next].

Group Policy Management Editor - 3] x

File Action View Help
e 2@ o0 o= B

4[] Windows Settings ded Purposes Friendly Name Status  Certificate Te.,
b ] Name Resolution Policy
= Seripts (Startup/Shutdown)
4 3 Security Settings
i Account Policies
3 Local Policies
4 Eventlog
[ Restricted Groups
[ System Services £ i 5
o you copy certific certificate trust ists, and certificate revocation
(8 Registry lists from your disk to a certficate store.
(& File System
i Wired Network (IEEE 802.3) Policies S e i o ke
() Windows Firewall with Advanced Security and contains information used to protect data or to establish secure netwark
(] Network List Manager Policies A certf isth where certificates are kept.
b Eaf Wireless Network (IEEE 802.11) Policies
4 [ Public Key Policies Stork Locaicn
=] Encrypting File System _) Current User
" Data Protection ® Local Machine
1) BitLocker Drive Encryption
[ BitLocker Drive Encryption Network Unloc|
(] Automatic Certificate Request Settings
(| Trusted Root Certification Authorities
7 Enterprise Trust
| Intermediate Certification Authorities
[ Trusted Publishers
] Untrusted Certificates
(7] Trusted People
b [ Software Restriction Policies
b ) Network Access Protection
b [ Application Control Policies
Jejlfjﬁﬂ.llmﬂmﬁn‘n Active Directory !MS'[I).O 2

iew.

-

Welcome to the Certificate Import Wizard

v v

v v e

To continue, diick Next.

3

21. Browse to the Certification Authority certificate that you saved to your local directory in step 4, then click
[Next].
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File Action View Help
CEIEI IR 1

4 - Windows Settings
b ) Name Resclution Policy
= Scripts (Startup/Shutdown)
4 T Security Settings

b 55 Account Policies

b @ LocalPolicies

b 3 Eventlog

b 3 Restricted Groups

[ System Services

b @ Registry

b [ File System

b f5f Wired Network (IEEE 802.3) Policies

b 1 Windows Firewall with Advanced Security

() Network List Manager Policies

b Gaf Wircless Network (IEEE 802.11) Policies

4[] Public Key Policies
1 Encrypting File System
|| Data Protection
7] BitLocker Drive Encryption
(| BitLocker Drive Encryption Network Unloc|
7] Automatic Certificate Request Settings
| Trusted Root Certification Authorities
7 Enterprise Trust
] Intermediate Certification Authorities
] Trusted Publishers
[ Untrusted Certificates
) Trusted People

b [ Software Restriction Policies

b [] Network Access Protection

Group Policy Management Editor
File to Import
Spedfy the file you want to import.
File name:

:\sers\EM7Admin\Documentsica_name. cer } | erowse... |

Note: More than one certificate can be stored in a single file in the folowing formats:
Personal Information Exchange- PKCS =12 (FFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P76)
Microsoft Serialized Certificate Store (,SST)

g x

b (] Application Control Policies

< [—hj.RMuMﬂan Active DirtcloN(MS?I'l’.D %

ded Purposes  Friendly Name

iew.

Status

Certificate Te.

22. Select the Place all certificates in the following store radio button, then select the Trusted Root
Certification Authorities certificate store and click [Next].

4 [ Windows Settings
b 1 Name Resolution Policy
=l Scripts (Startup/Shutdown)
4 Ty Security Settings

b 3 Account Policies

b 3@ Local Policies

p i Eventlog

b |4 Restricted Groups

[ System Services

b (4 Registry

b [ File System

b o/ Wired Network (IEEE 802.3) Policies

b [2] Windows Firewall with Advanced Security

(1 Network List Manager Policies

b G Wireless Network (IEEE 802.11) Policies

4 [7] Public Key Policies
(] Encrypting File System
[ Data Protection
[ BitLocker Drive Encryption
[ BitLocker Drive Encryption Network Unloc
[ Automatic Certificate Request Settings
[ Trusted Root Certification Authorities
[ Enterprise Trust
[ Intermediate Certification Authorities
[ Trusted Publishers
| Untrusted Certificates
[ Trusted People

b [ Software Restriction Policies

b L Network Access Protection

Group Policy Management Editor

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can spedfy a location for
the certificate.

Automatically select the certificate store based on the type of certificate
(®) Place all cartificates in the folowing store

Certificate store:
[ Trusted Root Certiication Authorities

Browse...

b ] Application Control Policies
»ﬁiwmmpnﬂd:snr Active Directorv (MSTLO ¥
" >

nded Purposes  Friendly Name

iew.

Status

Certificate Te.

23. Click [OK] to confirm that the certificate was successfully imported, and then click [Finish].
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Group Policy Management Editor

File Action View Help

e= n@m o

a (] Windows Settings -enuedpurpom Friendly Name Status  Certificate Te.
b

Name Resolution Policy

| Seripts (Startup/Shutdown) (&) - Certificate Import Wizard few.

Local Policies

3
J EventLog

3 Restricted Groups
7 System Services

Completing the Certificate Import Wizard

o v oo H

The certificate will be imported after you dick Finish.

b 3 Registry
b (4 File System
b s/ Wired Network (IEEE 802.3) Policies fouhave specfied the folowng settngs: .
b Windows Firewall with Advanced Security Trusted Root Certification Authorities
" Network List Manager Policies Contnt Certificate
b iaf Wireless Network (IEEE 802.11) Policies File Name: Ci\Users\EM7Admin\Documents'ca_name. cer

4 Public Key Policies
_| Encrypting File System
Data Protection
| BitLocker Drive Encryption
BitLocker Drive Encryption Network Unloc
| Automatic Certificate Request Settings
Trusted Root Certification Authorities
Enterprise Trust
_ Intermediate Certification Authorities
Trusted Publishers
_ Untrusted Certificates
Trusted People
b ] Software Restriction Policies Finish Cancel
b [ Network Access Protection
b [ Applicaticn Control Policies
» B 1P Secunty Policies on Active Directory MSTLO A | v
|l

" >

24. Inthe left panel of the Group Policy Management Editor page, navigate to Computer Configuration
> Policies > Administrative Templates > Network > Network Connections > Windows Firewall
> Domain Profile. In the right panel, right-click Windows Firewall: Define inbound port exceptions
and select Edit.

=] Group Policy Management Editor \_IE‘
File Action View Help

4=

_‘ ‘WinRM Policy [TLO12R2-DC-01.MSTLO12R2.LOCAL] Policy ~
4 5 Computer Configuration

~ Domain Profile

% @ Policies Windows Firewall: Define inbound ~ S€tting State Comment
e port exceptions Windows Firewall: Allow local program exceptions Not configured No
- | Windows Firewall: Define inbound program exceptions Mot configured No
- Edit poliey sefting. A i) Windows Firewall Protect all network 1 Not configured N
| Administrative Templates: Palicy definitions (ADMX fi MU T coleclal.ncwort connechions e conigurc &
» B8 Control Panel R Windows Firewall: Do not allow exceptions Not configured No
a4 B Network At \:ass;l\’h'lnduwsXP Professional 2| Windows Firewall: Allow inbound file and printer sharing ex..  Not configured Neo
with

| Background Intelligent Transfer Service (BITS) Windows Firewall: Allow ICMP exceptions Net configured No

* BranchCache Description: Windows Firewall: Allow logging Not configured No
" DirectAccess Client Experience Settings AlBE oo toview I g - Windouws Firewall: Prohibit notifications Neot configured No
* DN Client = || the inbound pert exceptions list Windows Firewall: Allow local port exceptions Not configured No

" Hotspot Authentication defined by Group Policy. Windows
Firewall uses two port exception

Lty Seive lists: one is defined by Group

Windows Firewall: Jot configured

* Link-Layer Topelogy Discovery Policy settings and the other is Windows Firewall: Allow inbounc Filter On lot configured No
b (] Microsoft Peer-to-Peer Networking Services defined by the Windows Firewall Windouws Firewall: Prohibit unica Filter Options... ot configured No
4 [ Network Connections component i Garrol Panel [l Windows Firewalk Allow inbound  Re_ Aoy Fiter ot configured No
4 [ Windows Firewall X ——=55t |
. Domain Frofile If you enable this policy setting, All Taske , ‘
- you can view and change the |
Bl Standard Profile inbound port exceptions list Help |
_ Network Connectivity Status Indicator defined by Group Policy. To view
| Network Isolation this port exceptions list, enable the
= Offline Files || policy setting and then click the
b [ QoS Packet Scheduler Show utiton, Ja add s por;
enable the policy setting, note the
| SMMP syntax, click the Show button. In
_| S5L Configuration Settings the Show Contents dialeg box
b [ TCPIP Settings type a definition string that uses

Witidensie Comnect e the syntax format, To remove s
port, clickits definition, and then
press the DELETE key. To edit »
definition, remove the current

| Winclows Connection Manager
b [ WLAN Service

B T WWAN Service b
< n >

Edit Administrative Templates policy setting

25. The Windows Firewall: Define inbound port exceptions modal page appears. Under Options, click
[Show].

26. The Show Contents modal page appears. Enter the following values:
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I=f Groun Policy Manaoement Fditor
File Action View = Windows Firewall: Define inbound port exceptions
== E : .
[} Windows Firewall: Define inbound port exceptions
[ WinRM Policy [TLO1
4 8 Computer Confid ) oy configured  COmmEnt =
4 [ Policies :
b ] Software Enabled Bxceptions
. am exceptions
b [ Windows || — .
_) Disabled nnections
4[] Administr . -
» Bl Gortr upported on: | ot jeact Windows XP with SP2
4 7 Netwe Show Contents lharing ex...
Ba
3 Brdfl Optians: Define port exceptions
Di
Val
1 DN | Define port exceptions: =LE
1 H 5585 TCP:"enabled WSMan
| Lay | Specify the port to open or block. # |5986:TCP " enabled:WSMan| ration exc...
Lir exceptions
Syntax: *
b [ Ml ™ Iticast or ...
4 Ne | <Ports:<Transport»: <Scope»:<Status»: exceptio...
A <Port> is a decimal port number
<Transport is either “TCP" or "UDP"
- Ne | scopes is ither * (for all netwarks) o
| Ne
ofl 2 comma-separated fist that contains
b [ O 2ny number or combination of these:
1 SN
S| IP addresses, such as 10.0.0.1
ol IS0 enable the WINAows FIrewall: Allow [ocal port eXCeption:
» B Td Subnet descriptions, such as 10.2.2.0/24 policy setting.
1 Wi P! 2 s
wi [< [ > If you disable this policy setting, the port exceptions list defined |
p W
W | oK H Cancel H Apply |
< m

State Comment
Not configured He
Not configured Ne
Not configured Ne
Net configured Ne
Net configured Ne
Net configured Ne
Net configured Ne
Net configured Ne
Not configured He
Not configured Ne
Not configured Ne
Net configured Ne
Net configured Ne
Net configured Ne

o 5985:TCP:*:enabled:WSMan
o 5986:TCP:*:enabled:WSMan

27. Click [OK], then click [OK] again.

28. Inthe left panel of the Group Policy Management Editor page, navigate to Computer Configuration
> Policies > Administrative Templates > Windows Components > Windows Remote
Management (WinRM) > WinRM Client. In the right panel, double-click the Allow Basic

authentication setting.

File

Action

= :;-ﬂ‘

View Help

T

Graiin Poliry Manansment Editar

&

E} Allow Basic authentication

3

Policies

Smart Card

| Sound Recorder

Sync your settings

| Tablet PC
| Task Scheduler
| Windows Calendar

| Windows Color System

| Windows Customer Experience Improvement F
| Windows Defender
| Windows Error Reporting

7 Windows Installer

| Windows Logon Options

| Windows Mail

| Windows Media Center

| Windows Media Digital Rights Management
| Windows Media Player

| Windows Messenger

| Windows Mobility Center

7 Windows PowerShell

| Windows Reliability Analysis

| Windows Remote Management (WinRM)

* WinRM Client
7 WinRM Service

| Windows Remote Shell
| Windows Update
| Work Folders

Workplace Join

7 All Settings

b [ Preferences
4 R, User Configuration

- Wil
Allow Bag

Edit policy

Requirem|
At least

Descripti
This polic
manage
Remote
uses Basi

Ifyou ena
‘WinRM cl
authentic,
configure
theusern
overthen

If you dis:
policy setf
not use B

Allow Basic authentication

[=[=

At least Windows Vista

O Not Configured ~ Comment:
Enabled
() Disabled
Supperted on:
Options:

Help:

text,

This policy setting allows you to manage whether the Windows |
Remote Management (WinRM) client Uses Basic authentication

If you enzble this policy setting, the WinRiM client uses Basic
authentication. If WinRM is configured to use HTTP transport,
the user name and password are sent over the network as clear

If you disable or de not configure this pelicy setting, the WinRM
client does not use Basic authentication.

7 setting(s)

", Extended

[ ox

|| Cancel H Apply |

ment

S

29. Select the Enabled radio button, then click [OK].
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30. Repeat steps 28 and 29 for the Allow unencrypted traffic setting.

31. Double-click the Trusted Hosts setting. Select the Enabled radio button, enter an asterisk (*) in the
TrustedHostslList field (under Options), and then click [OK].

E Graun Paliry Mananement Editar a
File Action View Help P Trusted Hosts u_-
= =@ T [} Trusted Hosts e
" Smart Card N
" Sound Recorder Trasted Hl O Mot Configured ~ Comment: 7 Kot
| Syne your settings
b [ TabletPC Enabled o
Edit policy A
 Task Scheduler i v
G s . © Disabled i
| Windows Calendar i . -
% Windows Color System At least UPPOMEG ON: | At least Windows Vista -
© Windows Customer Experience Improvement F o| Mo
b [ Windows Defender ?:f:”:ﬁ'c o
b [ Windows Error Reporting mm:gé Options: Help: o
| Windows Installer Remote
| Windows Logan Options uses the | TrustedHosteList: ] [This policy setting allows you te manage whether the Windows |~
Windowe Mail TrustedH Remote Management (WinRM) client uses the list specified in
= destinatic] | TrustedHostsList to determine if the destination host is a trusted
| Windows Media Center ey
7 Windows Media Digital Rights Management tyousnal| Syntac:
| Windows Media Player WinRM cl ! If you enzble this policy setting, the WinRM client uses the fist
| Windows Messenger TrustedHq | Configure the trusted hosts by 2 comma separated | 2| | specified in TrustedHostsList to determine if the destination host
Windows Mobility Center destinatio| | list Lsna_lf;gsted ;ﬂti;y‘ ThanRgA :Iienthuse_sth\s\:t \:hen maitfhahr
= Windows Powershell :2;::’\? oS Y S WA (T Bt Ry 42 nor Kerberos are used to authenticate the identity of the
L Winclonvz Relsbiry Analysts : to authen] | one wildeard is allowad in & host name pattam.
[ Windows Remote Management (WinRM) host. If you disable or do not configure this policy setting and the
| WinRM Client Use "<local>" [case insensitive) is used to indicate WinRM client needs to use the list of trusted hosts, you must
i fyou d configure the list of trusted hosts locally on each computer.
il WiRM Sevice S eetd]| all host names that da not cantain a pericd (). 2 4 #
| Windows Remote Shell 2P d-"t'
* Windows Update = ;:i :N”st :het\isdtcar\ be empty to indicate that no host is
| Work Folders hosts loca] | TSt
- Workplace Join Use asterisk [*) to indicate that all hosts are trusted.
- Al Settings v
b [ Preferences < " > .
4 ¢ User Configuration
b 1 Policies “ ‘ oK | ‘ Cancel | ‘ Apply |
< ] ¥ \_B(tanqad
7 setting(s)

32. Inthe left panel of the Group Policy Management Editor page, navigate to Computer Configuration
> Policies > Administrative Templates > Windows Components > Windows Remote
Management (WinRM) > WinRM Service. In the right panel, double-click the Allow Basic
authentication sefting.

5 Group Policy Management Editor o
File Action View Help A Allow Basic authentication -
| B 7T ; ;
vt o |
| Smart Car - I
" Sound Recorder : 2 o —
“ Sync your settings Allow Bas| ) Mot Configured : =
o
b [ TabletPC - Ensbled
Edit policy nable
| Task Scheduler T 5 <
| Windows Calendar Requiremg| =) Disabled %
= Windows Color System Atleast W Supperted on: [ ap jeast Windows Vista i
" Windows Customer Experience Improvement F c
» [ Windows Defender Descriptio o
: This polic
b [ Windows Error Reporting manage w | Options: Help: 2
7 Windows Installer Remote i
| Windows Logon Options SEIYkE dq This policy setting allows you to manage whether the Windows |~ | [1©
| Windows Mail froma rey Remote Management (WinRM) service accepts Basic o
" Windows Media Center | authentication from a remote client.
 Windows Media Digital Rights Management || o wiom
e W P ; If you enable this policy setting, the WinRM service accepts
_ Y/ authienti Basic authentication from a remote client.
" Windows Messenger
| Windows Mbility Center f youl If you disable or do not configure this palicy setting, the
“ Windows PowerShell \"\::QQMU’; WinRM service does not accept Basic authentication from a
| Windows Reliability Analysis i Jermpte chent,
4 7 Windows Remote Management (WinRM)
| WinRM Client
" WinRM Service
" Windows Remote Shell o
| Windows Update =
" Work Folders
7 Workplace Join
74 All Settings
b [ Preferences
4 g User Configuration
1 71 Policies = % | [ | [ |
>| | Edended
10 setting(s)

33. Select the Enabled radio button, then click [OK].

Step 3: Configuring Windows Remote Management 62



34. Repeat steps 32 and 33 for the Allow unencrypted traffic setting.

35. Double-click the Allow remote server management through WinRM setting. Select the Enabled radio
button, enter an asterisk (*) in the Pv4 filter and Pvé filter fields (under Options), and then click [OK].

File  Action

| 2

View

Srmart Card

Sound Recorder

Sync your settings
Tablet PC

Task Scheduler
Windows Calendar
Windows Color System
Windows Customer Experience Improvement F
Windows Defender
Windows Errer Reporting
Windows Installer
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Windows Logon Options
Windows Mail
Windows Media Center
Windows Media Digital Rights Management
Winclows Media Player
Windows Messenger
Windows Mobility Center
Windows PowerShell
Windows Reliability Analysis
Windows Remote Management (WinRM)
(] WinRM Client
] WinRM Service

" Windows Remote Shell

(] Windows Update
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5 Al Settings
b ] Preferences

4 §% User Configuration

Allow ren]
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Edit policyf

Requirem
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| Policies || wrimona i
< l_.Z [T |> Extended|
10 setting(s)

Group Policy Management Editor

[} Allow remote server management through WinRM

O Mot Configureg ~ Comment: -
® Enabled
) Disabled y
Supported oni [ A¢ jeast Windows Vists = ‘
v
Options: Help:
~| [This policy setting allows you to manage whether the Windows | ~

pud filter, [+
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yntax:

ype "™ to allow messages from any IP address, or
eave the

eld empty to listen on no IP address. Vou can
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r more ranges of [P addresses.

ample [Pv4 filters:

.0.0.1-2.0.0.20, 24.0.0.1-240022

<[] [

<

Remeote Manag (WinRM) service automatically listens on
the netwerk for requests on the HTTP transport over the default
HTTP port.

Ifyou enable this palicy setting, the WinRM service automatically
listens on the network for requests on the HTTP transport over
the default HTTP port.

To allow WinRM service to receive requests over the network,
configure the Windows Firewall policy setting with exceptions for
Port 5985 (default port for HTTP).

If you disable or do not configure this policy setting, the WinRM
service will not respond to requests from a remote computer,
regardless of whether or not any WinRM listeners are configured.

The service listens on the addresses specified by the IPv4 and
PvE filters. The IPvi filter specifies one or more ranges of [Pv4
addresses, and the IPvé filter specifies one or more ranges of
IPviaddresses. If specified, the service snumerates the available

M

| oK H Cancel H Apply

ment

o
o
o
o
o
o
o
o
o

36. Inthe left panel of the Group Policy Management Editor page, navigate to Computer Configuration
> Preferences > Windows Settings > Registry. In the right panel, right-click and select New > Registry

ftem.

| 2

File Action View Help

EIEICIEY

(=] WinRM Policy [TLO12R2-DC-01.MSTLO12R2LOCAL] Policy
4 % Computer Configuration
4 [ Policies
I [ Software Settings
b [ Windows Settings

4 [ Preferences
4 [ ] Windows Settings
Ervironment
45 Files
[ Folders
[&] Ini Files
» i Registry
&1 Network Shares
7] Shorteuts
I (39 Control Panel Settings
4 4 User Configuration
I | Policies
b [ Preferences

<] [

b [ Administrative Templates: Policy definitions (ADMX files)

Processing

Description

No policies selected

Order

Action Hive

There are no items to show in this view,

New Registry ltem

| Refresh

| Line up lcons

All Tasks Collection ltem

Registry Wizard

Paste

View

Arrange lcons

Help

> Preferences

Value Name

Add a new registry item

37. Inthe New Registry Properties modal page, edit the values in one or more of the following fields:
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= Group Policy Management Editor =g x
File Action View Help
e nm o mc=z BHE

=/ WinRM Policy [TL012R2-DC-01.MSTLO12R2.LOCAL] Policy
4 % Computer Configuration

5" Registry

4[] Policies

b [ Software Settings TR = [ Hive Key Value Name Typ
P [ Windows Settings b New Registry Properties
I ] Administrative Templates: Policy definitians (ADMX files) B  pre are no items to show in this view.
4 7 Preferences General | Comman
4[] Windows Settings 4o
Environment @ Action: [ create v]
42 Files
e
[ Folders
Ini Files Hive: |HrEY _LocaL_MmacHme v]
& Registry T
Key Path: SOFTWARE MicrosoftiWindows \CurrentVersio
8 NetworkShars ‘ =
2] Shorteuts Value name
5 Control Panel Settings Def
% g [Ipefautt [ LocalAccountTokenFiterPolicy |
4, User Configuration N
b [ Policies
b (] Preferences Value type: \REG,DWDRD V|
Value data: [ |
Base
O Hexadecimal
®) Decimal
o e ] L I ) . i
|

< [ > | Preferences { Extended J Standard |

Registry |

o Action. Select Create.

o Hive. Select HKEY LOCAL MACHINE.

o Key Path. Enter "SOFTWARE\Microsof\Windows\CurrentVersion\policies\system".
» Value name. Enter "WinRSIMaxConcurrentUsers".

« Value type. Enter "REG_DWORD".

» Value data. Enter"1".

« Base. Select Decimal.

38. Click the [OK] button.

39. Repeat steps 36-38 to make an additional registry change to the local account. In the New Registry
Properties modal page, edit the following values:

NOTE: This step is required only if the user account is not a domain account and not the built-in local
administrator account.

o Action. Select Create.

« Hive. Select HKEY LOCAL MACHINE.

o Key Path. Enter "SOFTWARE\Policies\Microsof\Windows\WinRM\Service\".
« Value name. Enter "LocalAccountTokenFilterPolicy".

« Value type. Enter "REG_DWORD".

» Value data. Enter"1".

o Base. Select Decimal.
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40. Inthe left panel of the Group Policy Management Editor page, navigate to Computer Configuration
> Preferences > Control Panel Settings > Services. In the right panel, right-click and select New >

41.
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Service.

Action View Help

Umoz HE B+

=] WinRM Palicy [TLO12R2-DC-01.MSTLOT2R2.LOCAL] Palicy
4 & Computer Configuration
4[] Policies
p [ Software Settings
b (] Windows Settings
p | Administrative Templates: Policy definitions (ADMX files)|
4 (7] Preferences
b ] Windows Settings
. (3] Control Panel Settings
T Data Sources
&) Devices
(5 Folder Options
Local Users and Groups
MNetwork Options
. Power Options
G Printers
() Scheduled Tasks
%y Services
4 4% User Configuration
b ] Policies
b [] Preferences

< n >

Description
No policies selected

Action

Startup Account

There are no items to show in this view.

New

Service

All Tasks

| Arrange lcons

Line up Icans

Help

Interactive

Recovery

Preferences /, Extended X Standard ;

Add a service item for managing system services

In the New Service Properties modal page, edit the values in one or more of the following fields:

File  Action

View Help

Group Policy Management Editor

Oma= Hm

\5] WinRM Policy [TLD12R2-DC-01.MSTLO12R2.LOCAL] Policy
4 & Computer Configuration
4 [ Policies
b ] Software Settings
p 7 Windows Settings
b | Administrative Templates: Policy definitions (ADMX files)
4 [ Preferences
b (] Windows Settings
4 [38) Control Panel Settings
) Data Sources
B, Devices
(4 Folder Options
Local Users and Groups
Network Options
1, power Options
6 Printers
Scheduled Tasks
Yy Services
4§ User Configuration
I (1 Policies
b | Preferences

<] [ x

General | pecovery | Common

Startup Account Interactive

 pre are no items to show in this view.

'%} Startup: [N change

Service name:

[winrm

Service action:

Start service,

Logon as:
(®) No change
) Local System account

[ ] Allow service to interact with desktop

O This account: [

Password: [

Canfirm password:

Wait tmeaut if service i locked: seconds

[oc ][ concal

Recovery

Preferences {, Extended ), Standard / |

Services

« Startup. Select No change.

e Service name. Enter "WinRM".

o Service action. Select Start service.

Step 3: Configuring Windows Remote Management



« Wait timeout if service is locked. Select 30 second:s.

o Log on as. Select No change.

42. Click the [Recovery] tab, then edit the values in one or more of the following fields:

£

File Action View Help
e z(E o w6

=[ WinRM Policy [TLO12R2-DC-01.MSTLO12R2.LOCAL] Policy
4 & Computer Configuration
4 [ Policies
b ] Software Settings
p ] Windows Settings

Group Policy Management Editor

b 1 Administrative Templates: Policy definitions (ADMX files)
4 [ Preferences
b 1 Windows Settings

General | Recovery | Common |

Select the computer's respanse if this service fals.

Startup Account Interactive

| pre are no items to show in this view.

Recovery

4 [s8] Control Panel Settings.

3 Data Sources First failre: |Restart the Service ~]

Peves Secand fal [Restart the s |
: v

3 Folde, Options econd failure estart the Service

# Local Users and Groups Subsequent failures: [Restart the Service v]

[E Metwork Options

@ B Restart fall countafter: |0

&, Power Options

6 Printers { | Restart service after: 1 : minutes
(8] Scheduled Tasks N
8 Services Run Program

4 i User Configuration Pragram:
b 7] Policies

b [ Preferences

ne parametsrs:

] Append fail count to end of command line {/fail=%1%)

Restart Computer Options...

=T =

<] [ >

Preferences /| Extended SStandard? [

Services

l

o First failure. Select Restart the Service.

« Second failure. Select Restart the Service.

« Subsequent failures. Select Restart the Service.
« Restart fail count after. Select O days.

« Restart service after. Select 1 minute.

43. Click the [OK] button.

44. To enforce your group policy, in the left panel of the Group Policy Management Editor page, navigate to

Forest > Domains > [your local domain] > PowerShell Remote Management Policy. In the

PowerShell Remote Management Policy panel on the right, right-click the local domain name under

The following sites, domains, and OUs are linked to this GPO and select Enforced.
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S Group Policy Management = [a =]
| File Action View Window Help %
| s BH=
|, Group Policy Management PowerShell Remote Management Policy
4 £\ Forest: MSTLO12R2 Jocal Scope | Details | Seftings | Delegation
. (54 Domains ;
4 55 MSTLOI2RZ local Linics
2] Defaukt Domain Policy Display links in this location: [msTLO12R2 I0cal v
PowerShell Remote Management Policy The following sites, domains, and O'Us are linked to this GFO:

WinRM Policy

Dormain Controllers loce Erforced  Link Eriabled  Path
i = Group Policy Object: L LVSTLO 128200 No Yes MSTLO12R2Jocal
3 Group Policy Objects s
b [ WMIFilters .
» (] Starter GPOs Link Enabled
b U Sites Delete Link(s)

5 Group Policy Modeling
% Group Policy Results

Security Fitering

The settings in this GPO can only apply to the following groups, users, and computers:

Name
2, Authenticated Users

[ Add... [ [ Remove Properties

WMI Filtering
This GPO is nked to the following WM fiter

‘ <none> v Open

45. To enable your group policy, in the left panel of the Group Policy Management Editor page, navigate to

Forest > Domains > [your local domain] > Group Policy Objects > WinRM Policy. Right-click
WinRM Policy, then select GPO Status > Enabled.

£ Group Policy Management =1 .
|5 File Action View Window Help x
e}
&, Group Policy Management WinRM Policy
4 4 Forest: MSTLOIZRZ Jocel Scope | Detals | Settings | Delegation | Status |
.+ (54 Domains
4 52 MSTLOIZR2Jocal Lkt
4] Default Domain Palicy Display links in this location [MSTL012RzIocal =
PowerShell Remote Management Policy The following stes, domaing, and Qs are linked to this GPO:
WinRM Palicy =
A Location Erforced Lk Enabled  Path
- 2 MSTLO12R2 local No Yes MSTLO12R2 local
4 [ Group Policy Objects
(-] Default Domain Controllers Policy
"=/ Default Domain Policy
Powershell Remote Management Polic
[ WinRM Pol
WinRM S | Edit.. |
b 5 WMI Filters GPO Status » [ V] Enabled | .
2 LS RO User Configuration Settings Disabled
b R Sites i i computers:
4 Group PolicyMode | Restorefrom Backup. Computer Configuration Settings Disabled puters:
= Group Policy Result Import Settings... All Settings Disabled
Save Repott...
View »
New Window from Here
Copy
Delete
Refresh )
Iteting
Help )
0is Inked to the following WM fiter
[<none> v Open
< n b
Il settings enabled

Step 4: Configuring a Windows Management Proxy

If SL1 cannot execute PowerShell requests directly on a Windows server, you can optionally configure an

additional Windows server to act as a proxy for those PowerShell requests. To use a proxy, you must configure at
least two Windows servers:
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o Atarget server that SL1 cannot communicate with directly.

o A proxy server that SL1 will communicate with to execute PowerShell requests on the target server.
To configure the target and proxy servers, perform the following steps:

1. Configure a user account that SL1T will use to connect to the proxy server and the proxy server will use to
connect fo the target server. The user account can either be a local account or an Active Directory account;
however, the user account must have the same credentials on the target and proxy servers and be in the
Local Administrator's group on both servers.

2. Ifyou have created a local user account on the Windows Server instead of an Active Directory account, you
must configure encrypted communication between SL1 and the Windows server. To do this, you must
configure a Server Authentication certificate.

Configure Windows Remote Management on the target server and the proxy server.
Log in to the proxy server as an administrator.

Open the PowerShell command window.

R

Right-click on the PowerShell icon in the taskbar and select Run as Administrator.

7. Execute one of the following commands on the proxy server to allow the proxy server to trust one or more
target servers:
« To allow the proxy server to trust all servers (not recommended), execute the following command:

Set-Item WSMan:\Localhost\Client\TrustedHosts -value *

« To allow the proxy server to trust only specific target servers, execute the following command,
inserting a list that includes the IP address for each target server. Separate the list of IP addresses with
commas.

Set-Item WSMan:\Localhost\Client\TrustedHosts -value <comma-delimited-
list-of-target-server-IPs>

NOTE: The following step is required only if the user account is not a domain account and not the built-in
local administrator account.

8. Execute the following command on the proxy server to configure the LocalAccountTokenFilterPolicy:

New-ItemProperty
“HKLM: \SOFTWARE\Microsoft\Windows\CurrentVersion\Policies\System” -Name
“LocalAccountTokenFilterPolicy” -Value 1 -PropertyType “DWORD"
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NOTE: If the proxy server is in a different Windows domain (domain A) than the target servers (domain B),
and the proxy server uses a user account from Active Directory, and Active Directory is in the same
Windows domain as the target servers (domain B), you must perform the following to allow the proxy

server to send PowerShell commands to the target servers:
o On the domain controller for each domain (domain A and domain B), create new forward-lookup
zones and reverse-lookup zones that allow name resolution to work between the two domains.

o On the domain controller for each domain (domain A and domain B), create a non-transitive realm
trust between the two domains.

« Login to the proxy server and add the Active Directory account (from domain A) to the Local
Administrator's group for the proxy server. You should be able to select the account on the proxy server
after you create the non-transitive realm trust between the two domains.

Step 5: Increasing the Number of PowerShell Dynamic
Applications That Can Run Simultaneously

You can optionally execute a series of commands that will allow SL1 to increase the default maximum number of
PowerShell Dynamic Applications that can run simultaneously.

To do so:

1. Determine the number of Dynamic Applications that will be used to monitor the Windows server. Multiply
this number by three.

2. Open a PowerShell command prompt. Log in as an Administrator.

3. Atthe prompt, execute the following commands:

Set-Item WSMan:\Localhost\Shell\MaxShellsPerUser -value <number you
calculated in step 1>

Set-Item WSMan:\Localhost\Service\MaxConcurrentOperationsPerUser -value
<number you calculated in step 1>

Restart-Service WinRM

4. Repeat these steps on each Windows server that will be monitored by SL1.
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Chapter

SNMP and PowerShell Dynamic Applications

for Windows Devices

Overview

Use the following menu options to navigate the SL1 user interface:

« To view a pop-out list of menu options, click the menu icon [E).

« To view a page containing all the menu options, click the Advanced menu icon ( ++ ).

The following sections describe the SNMP and PowerShell Dynamic Applications that SL1 uses to monitor
Windows devices:
SNMP Dynamic Applications for Windows Devices ... 71
PowerShell Dynamic Applications ... 71
Microsoft: Active Directory SEIVer ... .. 71
Microsoft: DHCP Server ... 72
MICrosoft: DINS SEIVEr ... . 72
Microsoft: Exchange Server .. .. 73
Microsoft: Exchange Server 2010 ... 73
Microsoft: Hyper-V Server .. 74
MICrosoft: IIS SErver ... . 75
Microsoft: Lync Server 2010 ... 75
Microsoft: SharePoint Server ... 76
Microsoft: Skype for BUSINESS ... ... . o 76
Microsoft: SQLSEIVEr ... ... 77

70



Microsoft: Windows Server ... /8
Microsoft: Windows Server EVent LOgs ... e 79
Microsoft: Windows Server Services ... 81
Run Book Automations and Actions Associated with PowerShell Dynamic Applications for Windows Servers 81
Error Messages for PowerShell Collection ... 81

Relationships with Other Types of Component Devices ... 83

SNMP Dynamic Applications for Windows Devices

If you configure your Windows system to respond to SNMP requests from SL1, you can discover your Windows
system as an SNMP device. When SL1 discovers a Windows system as an SNMP device, the platform will
automatically collect the same data from the Windows system that the platform collects from most network
devices. This data includes interface usage, file system usage, CPU usage, memory usage, and hardware
configuration information.

In addition to the common SNMP data collection, you can install an optional agent that reports WMl information
through SNMP. The following SNMP Dynamic Applications can be used to collect the information reported by the

optional agent:
o MSSQL: General
o MSSQL: Memory
o MSSQL: SQL Stats

PowerShell Dynamic Applications

If you configure your Windows system to respond to PowerShell requests from SL1, you can use PowerShell
Dynamic Applications to collect information from your Windows system.

All of the PowerShell Dynamic Applications include a discovery object. If you include a credential for PowerShell
Dynamic Applications in the discovery session that includes your Windows system, SL1 will automatically align the
appropriate PowerShell Dynamic Applications to the Windows system. For more information about creating a
discovery session, see the Discovery & Credentials manual.

The following PowerPacks include PowerShell Dynamic Applications for Microsoft Servers.

Microsoft: Active Directory Server

NOTE: The Dynamic Applications in this PowerPack support Windows Server 2012 R2.

The following PowerShell Dynamic Applications can be used to collect performance data from Active Directory

servers:

o Microsoft: Active Directory Address Book Performance
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o Microsoft:
o Microsoft:
o Microsoft:
o Microsoft:
o Microsoft:
o Microsoft:
o Microsoft:
o Microsoft:
o Microsoft:

o Microsoft:

Microsoft:

Active Directory Async Thread Queue Performance

Active Directory Database Performance

Active Directory Directory Services Reads Performance
Active Directory Directory Services Searches Performance
Active Directory Directory Services Writes Performance
Active Directory DRA Performance

Active Directory LDAP Performance

Active Directory Security Account Management Performance
Active Directory Services General Performance

Active Directory Web Service Performance

DHCP Server

NOTE: The Dynamic Applications in this PowerPack support Windows Server 2012.

The following PowerShell Dynamic Applications can be used to collect performance data from DHCP servers:

e Microsoft:
e Microsoft:

o Microsoft:
The following PowerShell Dynamic Applications can be used to collect configuration data from DHCP servers:

e Microsoft:
e Microsoft:

e Microsoft:

Microsoft:

DHCP IPv4 Performance
DHCP IPv4 Scope Performance
DHCP Service Performance

DHCP IPv4 Lease Configuration
DHCP IPvé Lease Configuration
DHCP Server Performance

DNS Server

R2.

NOTE: The Dynamic Applications in this PowerPack support Windows Server 2008 R2, 2012, and 2012

The following PowerShell Dynamic Applications can be used to collect performance data from DNS servers:

o Microsoft:
o Microsoft:
o Microsoft:
o Microsoft:

o Microsoft:

DNS AXFR Performance

DNS Dynamic Update Performance
DNS IXFR Performance

DNS Memory Performance

DNS Notification Performance

PowerShell Dynamic Applications
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o Microsoft: DNS Recursion Performance

o Microsoft: DNS Secure Dynamic Update Performance
o Microsoft: DNS TCP Performance

o Microsoft: DNS Total Overall Performance

o Microsoft: DNS UDP Performance

o Microsoft: DNS WINS Performance

o Microsoft: DNS Zone Transfer Performance

Microsoft: Exchange Server

The following PowerShell Dynamic Applications can be used to collect performance data from Exchange 2013
and Exchange 2016 servers:

« Microsoft: Exchange CAS ActiveSync Performance

o Microsoft: Exchange CAS Address Book Load Performance

o Microsoft: Exchange CAS Address Book Service Performance

o Microsoft: Exchange CAS Availability Service Performance

o Microsoft: Exchange CAS OWA Performance

o Microsoft: Exchange CAS Performance

o Microsoft: Exchange CAS RPC Client Access Load Performance

o Microsoft: Exchange CAS RPC Client Access Performance

o Microsoft: Exchange MBS Database Performance

o Microsoft: Exchange MBS Info Store RPC Processing Stats

o Microsoft: Exchange MBS Information Store Performance

o Microsoft: Exchange MBS Replay Log I/O Latency Requirements

o Microsoft: Exchange TPS Disk Performance

o Microsoft: Exchange TPS Transport Database Performance

o Microsoft: Exchange TPS Transport Load Assessment Stats

o Microsoft: Exchange UMS General Performance

Microsoft: Exchange Server 2010

The following PowerShell Dynamic Applications can be used to collect performance data from Exchange 2010
servers:

o Microsoft: Exchange 2010 CAS Address Book Load Performance

o Microsoft: Exchange 2010 CAS Address Book Service Performance
o Microsoft: Exchange 2010 CAS Availability Service Performance

o Microsoft: Exchange 2010 CAS OWA Performance
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o Microsoft: Exchange 2010 CAS Performance

o Microsoft: Exchange 2010 CAS RPC Client Access Load Performance
o Microsoft: Exchange 2010 CAS RPC Client Access Performance

o Microsoft: Exchange 2010 MBS Client-Related Search Performance

o Microsoft: Exchange 2010 MBS Database Performance

o Microsoft: Exchange 2010 MBS Info Store RPC Processing Stats

o Microsoft: Exchange 2010 MBS Information Store Performance

o Microsoft: Exchange 2010 MBS Message Queuing Performance

o Microsoft: Exchange 2010 MBS Replay Log I/O Latency Requirements
o Microsoft: Exchange 2010 MBS RPC Client Throttling Performance

o Microsoft: Exchange 2010 MBS Store Client Request Performance

o Microsoft: Exchange 2010 TPS Disk Performance

o Microsoft: Exchange 2010 TPS Transport Database Performance

o Microsoft: Exchange 2010 TPS Transport Load Assessment Stats

o Microsoft: Exchange 2010 TPS Transport Queue Length Performance
o Microsoft: Exchange 2010 UMS General Performance

Microsoft: Hyper-V Server

NOTE: The Dynamic Applications in this PowerPack support Hyper-V Server 2008 R2, 2012, and 2012 R2.

The following PowerShell Dynamic Applications can be used to collect performance data from Hyper-V servers:

o Microsoft: Hyper-V Component Count

o Microsoft: Hyper-V Logical Processor Performance

o Microsoft: Hyper-V Overall Guest CPU Performance

o Microsoft: Hyper-V Process Performance

o Microsoft: Hyper-V Root Virtual Processor Performance
o Microsoft: Hyper-V Virtual Processor Performance

o Microsoft: Hyper-V Virtual Storage Device Performance
o Microsoft: Hyper-V Virtual Switch Performance

The following PowerShell Dynamic Applications can be used to collect configuration data from Hyper-V servers:

o Microsoft: Hyper-V Component Count Configuration
o Microsoft: Hyper-V Host Configuration

PowerShell Dynamic Applications
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This PowerPack also includes Snippet Dynamic Applications that discover virtual machines managed by the
Hyper-V host. Although the Dynamic Applications are of type "Snippet", the snippets themselves perform
PowerShell requests to collect data and use PowerShell credentials. See the Discovering Component Devices
on Hyper-V Systems section for more information.

o Microsoft: Hyper-V Guest Configuration

o Microsoft: Hyper-V Guest Configuration Cache

o Microsoft: Hyper-V Guest Discovery
This PowerPack also includes Snippet Dynamic Applications that retrieve performance data from virtual machines
managed by the Hyper-V host. Although the Dynamic Applications are of type "Snippet", the snippets themselves
perform PowerShell requests to collect data and use PowerShell credentials:

o Microsoft: Hyper-V Connected Clients

o Microsoft: Hyper-V Guest CPU Performance

o Microsoft: Hyper-V Guest IDE Controller Performance

o Microsoft: Hyper-V Guest Interface Performance

o Microsoft: Hyper-V Guest Memory Performance

Microsoft: IIS Server

NOTE: The Dynamic Applications in this PowerPack support Internet Information Services (ISS) versions 7.5,
8.0, 8.5,and 10.0.

The following PowerShell Dynamic Applications can be used to collect performance data from IIS servers:

o Microsoft: IS Active Server Pages Performance
o Microsoft: IIS Core Performance

o Microsoft: IS Web Service Performance
The following PowerShell Dynamic Applications can be used to collect configuration data from IIS servers:

o Microsoft: IS Server Configuration

Microsoft: Lync Server 2010

The following PowerShell Dynamic Applications can be used to collect performance data from Lync 2010 servers:

o Microsoft: Lync 2010 Announcement Service Performance
o Microsoft: Lync 2010 AS MCU Performance

o Microsoft: Lync 2010 Auto Attendant Performance

o Microsoft: Lync 2010 AV MCU Performance

o Microsoft: Lync 2010 AV SIP/MRAS/QOE Performance
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o Microsoft: Lync 2010 Call Park Service Performance

o Microsoft: Lync 2010 Conferencing Compatibility Performance

o Microsoft: Lync 2010 Data Conferencing Performance

o Microsoft: Lync 2010 IM MCU Performance

o Microsoft: Lync 2010 Response Group Performance

o Microsoft: Lync 2010 SIP Load Management Performance

o Microsoft: Lync 2010 SIP Networking Performance

o Microsoft: Lync 2010 SIP Peers Performance

o Microsoft: Lync 2010 SIP Protocol Performance

o Microsoft: Lync 2010 SIP Response Performance

o Microsoft: Lync 2010 SipEps Incoming Message Performance

o Microsoft: Lync 2010 User Services Performance

o Microsoft: Lync 2010 Web Services Performance
The following PowerShell Dynamic Applications can be used to collect configuration data from Lync 2010
servers:

o Microsoft: Lync 2010 AS MCU Configuration

o Microsoft: Lync 2010 AY MCU Configuration

o Microsoft: Lync 2010 Conferencing Compatibility Configuration

o Microsoft: Lync 2010 Data Conferencing Configuration

o Microsoft: Lync 2010 Service Health Configuration

o Microsoft: Lync 2010 User Services Configuration

Microsoft: SharePoint Server

NOTE: The Dynamic Applications in this PowerPack support SharePoint Server 2010 SE.

The following PowerShell Dynamic Applications can be used to collect performance data from SharePoint
servers:

o Microsoft: SharePoint Core Performance
o Microsoft: SharePoint Indexer Performance

o Microsoft: SharePoint Query Performance

Microsoft: Skype for Business

NOTE: This PowerPack was previously named Microsoft: Lync Server 2013.

PowerShell Dynamic Applications
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The following PowerShell Dynamic Applications can be used to collect performance data from Lync 2013 servers:

Microsoft:
Microsoft:
Microsoft:
Microsoft:
Microsoft:
Microsoft:
Microsoft:
Microsoft:
Microsoft:
Microsoft:
Microsoft:
Microsoft:
Microsoft:
Microsoft:
Microsoft:
Microsoft:

Microsoft:

Lync 2013 AS MCU Performance

Lync 2013 AV MCU Performance

Lync 2013 AV SIP/MRAS/QQOE Performance
Lync 2013 Bandwidth Services Performance
Lync 2013 Call Park Service Performance

Lync 2013 Data Conferencing Performance
Lync 2013 IM MCU Performance

Lync 2013 Mediation Server Performance

Lync 2013 Response Group Performance

Lync 2013 SIP Load Management Performance
Lync 2013 SIP Networking Performance

Lync 2013 SIP Peers Performance

Lync 2013 SIP Protocol Performance

Lync 2013 SIP Response Performance

Lync 2013 SipEps Incoming Message Performance
Lync 2013 User Services Performance

Lync 2013 Web Services Performance

The following PowerShell Dynamic Applications can be used to collect configuration data from Lync 2013
servers:

x Microsoft
x Microsoft
x Microsoft
x Microsoft

x Microsoft

: Lync 2013 AS MCU Configuration

: Lync 2013 AV MCU Configuration

: Lync 2013 Data Conferencing Configuration
: Lync 2013 Service Health Configuration

: Lync 2013 User Services Configuration

Microsoft: SQL Server

NOTE: The Dynamic Applications in this PowerPack support SQL Server 2008, 2012, 2014, and 2016.

The following PowerShell Dynamic Applications can be used to collect performance data from SQL servers:
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o Microsoft:
o Microsoft:
o Microsoft:
o Microsoft:

o Microsoft:

Microsoft:

SQL Memory Performance
SQL Plan Cache Performance
SQL Query Performance
SQL Session Performance

SQL Table Lock/Latch Performance

Windows Server

NOTE: The Dynamic Applications in this PowerPack support Windows Server 2008 R2, 2012, 2012 R2,
and 2016, as well as Windows 10.

The following PowerShell Dynamic Applications can be used to collect configuration data from Windows servers:

o Microsoft:
o Microsoft:
o Microsoft:
o Microsoft:
o Microsoft:
o Microsoft:
o Microsoft:
o Microsoft:
o Microsoft:

o Microsoft:

Print Server

Windows Server BIOS Configuration
Windows Server Configuration Cache
Windows Server CPU Configuration
Windows Server Device Discovery
Windows Server Disk Configuration
Windows Server Interface Configuration
Windows Server Memory Configuration
Windows Server OS Configuration

Windows Server Software Configuration

NOTE: The "Microsoft: Windows Server Configuration Cache" Dynamic Application caches data that is
consumed by all of the other configuration Dynamic Applications in the list.

NOTE: When the "Microsoft: Windows Server OS Configuration" or "Microsoft: Windows Server Device
Discovery" Dynamic Applications automatically align to Windows servers, they trigger events and
Run Book Actions that classify the server.

The following PowerShell Dynamic Applications can be used to collect performance data from Windows servers:

o Microsoft:
o Microsoft:
o Microsoft:

o Microsoft:

Windows Server CPU Performance
Windows Server Disk Performance
Windows Server Interface Performance

Windows Server IPStats Performance

PowerShell Dynamic Applications
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o Microsoft:
o Microsoft:
o Microsoft:

o Microsoft:

Windows Server Memory Performance
Windows Server Performance Cache
Windows Server TCPStats Performance

Windows Server UDPStats Performance

NOTE: The "Microsoft: Windows Server Performance Cache" Dynamic Application caches data that is
consumed by all of the other performance Dynamic Applications in the list.

The following Snippet Dynamic Application, which uses PowerShell requests to collect data, can be used to
collect journal data from Windows servers:

o Microsoft:

Windows Server Process List

The following Snippet Dynamic Application creates a DCM+R relationship for AppDynamics, Dynatrace, and

New Relic component devices with the physical Windows server device:

o Microsoft:

Windows Server DCM+R Relationship

The following Dynamic Applications use PowerShell to collect data as a supplement to SL1's internal collection

capabilities:

o Microsoft:
o Microsoft:
o Microsoft:
o Microsoft:
o Microsoft:
o Microsoft:
o Microsoft:
o Microsoft:
o Microsoft:
o Microsoft:
o Microsoft:

o Microsoft:

Microsoft:

Windows Server IC Cache Trigger
Windows Server IC Detail

Windows Server IC Filesystem Inventory
Windows Server IC Filesystem Performance
Windows Server IC Interface Inventory
Windows Server IC Interface Performance
Windows Server IC Port Performance
Windows Server IC Process Inventory
Windows Server IC Process Performance
Windows Server IC Process Service Cache
Windows Server IC Service Inventory

Windows Server IC Service Performance

Windows Server Event Logs

The following Snippet Dynamic Applications can be used to collect data from system, application, and security
event logs on Microsoft Windows servers:

o Microsoft:

o Microsoft:
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o Microsoft: Windows Server System Events

To customize how the Microsoft: Windows Server Event Logs Dynamic Applications filter event logs, perform the

following steps for each Dynamic Application:

1. Go to the Dynamic Applications Manager page (System > Manage > Applications) and search for the

Dynamic Application you want to customize in the Dynamic Application Name column.
2. Click the wrench icon ( P) for the Dynamic Application you want to edit.

3. Inthe [Snippets] tab, click the wrench icon ( ﬁi) next to the item in the Snippet Registry pane.
4. In the Snippet Editor, you can edit the following fields:

o EVENT ID _FILTER INCLUDE LIST. Enter a list of Event IDs to include in your event logs.

o EVENT_TYPE_FILTER_INCLUDE_LIST. Enter a list of Event Types to include in your event logs.

o EVENT_MSG _FILTER_INCLUDE_LIST. Enter a list of Event Descriptions to include in you
logs. This field supports the use of the * wildcard character.

r event

o EVENT_SRC_FILTER_INCLUDE_LIST. Enter a list of Event Provider names to include in your event

logs. This field supports the use of the * wildcard character.

5. Click the [Save] button.

Properties Collections Presentations Snippets Thresholds
Dynamic Apolications [1662] | Snippet Editor & Registry | Editing Snippet [2025] | Guide | Feset |
Snippet Mame Active State Required
|Get Security Event Log Entries | [ [ Enabled ] v | [ Required - Stop Collection ] v |
Snippet Code

EVENT_ID FILTER_INCLUDE_LIST = ["90@3,1608,1804"]

# Add the list of Event IDs you wish to filter on to this list.
# Example: the list of codes below will cause the filter to only
# return events where those Event IDs are a match.

# EVENT_ID_FILTER_INCLUDE_LIST = [9883,1880,1884]

EVENT_TYPE_FILTER_INCLUDE_LIST = [“Security Audit Failure"]

Add the list of Event Types you wish to filter on to this list. The
following walues are supported:
- "Security Audit Success"

- "Security Audit Failure"
Examples:
T_TYPE_FILTER_INCLUDE LIST
T_TYPE_FILTER_INCLUDE_LIST

["Security Audit Failure"
["Security Audit Success™, "Security Audit Failure"]

o

EVENT_MSG_FILTER_INCLUDE_LIST = ["An account was logged off.™]

Add the list of Event Descriptions you wish to filter on to this list.

Use entire description in filter or use the * wildcard character for partial description filters.

Examples:

ENT_MSG_FILTER_INCLUDE_LIST
T_MSG_FILTER_INCLUDE_LIST

["An account was logged off.", "*Shell Hardware Detection service®"]

[“An account was logged off."]

S S

EVENT_SRC_FILTER_INCLUDE LIST = ["WinLogin"]

# Add the list of Event Provider Names you wish to filter on to this list.
# Supports the use of the * wildcard character.

# Fvamnlac:

T TS

Snippet Registry
Srnipoet Name Siate  Reguired o

1. Get Security Event Log Entries Enabled Required snip_2025 2020-01-31 12:39:57 g*

Date Edit
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Microsoft: Windows Server Services

NOTE: The Dynamic Applications in this PowerPack support Windows Server 2008 R2, 2012, and 2012
R2.

The following PowerShell Dynamic Applications can be used to collect configuration data from a Windows server
about each Windows Service running on the Windows server:

o Microsoft: Windows Server Service Configuration

Run Book Automations and Actions Associated with PowerShell
Dynamic Applications for Windows Servers

You can use the following Run Book Automation Policy and Run Book Action Policy to assign a device class to
each Windows device that does not support SNMP:

o Microsoft: Windows Server Device Class Alignment (Run Book Automation Policy)

o Microsoft: Windows Server Device Class Alignment (Run Book Action Policy)
Devices that do not support SNMP are assigned a device class of type "pingable".

The automation policy is configured to trigger when the "Microsoft: Windows Server OS Configuration" or
"Microsoft: Windows Server Device Discovery" Dynamic Applications are aligned with a device during discovery.
These Dynamic Applications collect the name of the Windows operating system and store the name in a
collection object named "Edition". The Run Book Automation policy and Run Book Action policy use the value of
the collection object named "Edition" to assign a device class to each Windows device that does not support

SNMP.

For example, if the collection object named "Edition" contains the value "Microsoft Windows Server 2012 R2
Datacenter”, the Run Book Automation policy and the Run Book Action policy will assign the device to the device
class "Microsoft Windows Server 2012 R2".

Error Messages for PowerShell Collection

The following table lists error messages that SL1 can generate during PowerShell collection.

Error Message Possible Issue(s)

Preauthentication failed while getting initial Incorrect Password (Active Directory Accounts only)
credentials

Client not found in Kerberos database Username does not exist in Active Directory (Active
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Error Message

Possible Issue(s)

Directory Accounts only)

KRBS5 error code 68 while getting initial credentials

Incorrect domain name (Active Directory Accounts
only)

Bad HTTP response returned from server. Code 401,
basic auth failed

Incorrect username/password or target server does
not allow user account to perform WinRM operations.

ParseError

Incorrect port specified in credential

[Errno 111] Connection refused

Mismatch between server configuration and
credential, e.g. encryption option selected but not
enabled on server.

Hostname cannot be canonicalized

Forward and/or reverse name resolution are not
working from the Data Collector or All-In-One
Appliance

Cannot resolve network address for KDC in
requested realm

Forward and/or reverse name resolution are not
working from the Data Collector or All-In-One
Appliance

Configuration file does not specify default realm

Forward and/or reverse name resolution are not
working from the Data Collector or All-In-One
Appliance

No credentials cache found

Forward and/or reverse name resolution are not
working from the Data Collector or All-In-One
Appliance

Server not found in Kerbers database

Forward and/or reverse name resolution are not
working from the Data Collector or All-In-One
Appliance

PowerShell Dynamic Applications
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Relationships with Other Types of Component Devices

Additionally, the Dynamic Applications in the Microsoft: Windows Server PowerPack can automatically build
relationships between Windows servers and other associated devices:

o Ifyou discover Dynatrace devices using the Dynamic Applications in the Dynatrace PowerPack, SL1 will
automatically create relationships between Windows servers and Dynatrace hosts.

o Ifyou discover Cisco AppDynamics devices using the Dynamic Applications in the Cisco:
AppDynamics PowerPack, SL1 will automatically create relationships between Windows servers and
AppDynamics nodes.

o Ifyou discover New Relic devices using the Dynamic Applications in the New Relic APM Pro PowerPack, SL1
will automatically create relationships between Windows servers and New Relic servers.
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Chapter

Creating SNMP and PowerShell Credentials
for Windows Devices

Overview

Use the following menu options to navigate the SL1 user interface:
« To view a pop-out list of menu options, click the menu icon [&).

« Toview a page containing all the menu options, click the Advanced menu icon ( === ).

The following sections describe how to create SNMP and PowerShell credentials for Windows devices that you
want to monitor with SL1, as well as how to discover component devices on Hyper-V systems:

Creating an SNMP Credential ... .. 85
Creating an SNMP Credential in the SLT Classic User Interface ... 87
Creating a PowerShell Credential ... 90
Testing Windows Credentials ... 93
SNMP Credential TESt ... 93
PowerShell Credential Test ... 93
Running a Windows Credential Test ... 93
Running a Windows Credential Test in the SL1 Classic User Interface .............................................. 95
Discovering Devices with the Microsoft: Windows Server Discovery Template ............................ 97
Discovering Component Devices on Hyper-V Systems ... ... ... . .. .. ... 99
Viewing Component Devices . ... . 99
Manually Aligning the Microsoft: Print Server Dynamic Application ............................................ 100
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Creating an SNMP Credential

SNMP credentials allow SL1 to access SNMP data on a managed device. SL1 uses SNMP credentials to perform
discovery, run auto-discovery, and gather information from SNMP Dynamic Applications.

To create an SNMP credential:

1.

Go to the Credentials page (Manage > Credentials).

2. Click the [Create New] button and then select Create SNMP Credential. The Create Credential modal

page appears:

Create Credential

Credential Tester

3. Supply values in the following fields:

85

Name. Name of the credential. Can be any combination of alphanumeric characters.

All Organizations. Toggle on (blue) to align the credential to all organizations, or toggle off (gray)
and then select one or more specific organizations from the What organization manages this
service? drop-down field to align the credential with those specific organizations.

Timeout (ms). Time, in milliseconds, after which SL1 will stop trying to communicate with the device.
The default value is 1500.

SNMP Version. SNMP version. Choices are SNMP V1, SNMP V2, and SNMP V3. The default value
is SNMP V2.

Port. The port SL1 will use to communicate with the external device or application. The default value

is161.

SNMP Retries. Number of times SL1 will try to authenticate and communicate with the external
device. The default value is 1.
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SNMP V1/V2 Settings

If you selected SNMP V1 or SNMP V2 in the SNMP Version field, complete these fields. These fields are
inactive if you selected SNMP V3.

o SNMP Community (Read-Only). The SNMP community string (password) required for read-only
access of SNMP data on the remote device or application. For SNMP V1 and SNMP V2 credentials,
you must supply a community string, either in this field or in the SNMP Community (Read/Write)
field.

o SNMP Community (Read/Write). The SNMP community string (password) required for read and
write access of SNMP data on the remote device or application. For SNMP V1 and SNMP V2
credentials, you must supply a community string, either in this field or in the SNMP Community

(Read Only) field.

SNMP V3 Settings

If you selected SNMP V3 in the SNMP Version field, complete these fields. These fields are inactive if you
selected SNMP V1 or SNMP V2.
o Security Name. Name for SNMP authentication. This field is required.

o Security Passphrase. Password to authenticate the credential. This value must contain at least 8
characters. This value is required if you use a Security Level that includes authentication.

In addition to alphanumeric characters, you can also use the following special characters in an
SNMP V3 security passphrase: 2 - =, . : # + % $[]{}

You cannot use the following special characters in an SNMP V3 security passphrase: & "' () | /\

« Authentication Protocol. Select an authentication algorithm for the credential. This field is required.
Choices are:
o MD5. This is the default value.
o SHA
o SHA-224
o SHA-256
o SHA-384
o SHA-512

NOTE: The SHA option is SHA-128.
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« Security Level. Specifies the combination of security features for the credentials. This field is
required. Choices are:
o No Authentication / No Encryption.
o Authentication Only. This is the default value.

o Authentication and Encryption.

o Engine ID. The unique engine ID for the SNMP agent you want to communicate with. (SNMPv3

authentication and encryption keys are generated based on the associated passwords and the engine
ID.) This field is optional.

« Context. A context is a mechanism within SNMPv3 (and AgentX) that allows you to use parallel
versions of the same MIB objects. For example, one version of a MIB might be associated with SNMP
Version 2 and another version of the same MIB might be associated with SNMP Version 3. For SNMP
Version 3, specify the context name in this field. This field is optional.

« Privacy Protocol. The privacy service encryption and decryption algorithm. This field is required.
Choices are:

DES. This is the default value.

AES-128

AES-192

AES-256

o

o

o

o

« Privacy Protocol Passphrase. Privacy password for the credential. This field is optional.

4. Click [Save & Close].

NOTE: If you would like to test your credential using the Credential Tester panel, click [Save & Test]. For
detailed instructions on using the Credential Tester panel, see the Using the Credential Tester
Panel section.

Creating an SNMP Credential in the SL1 Classic User Interface

SNMP Credentials allow SL1 to access SNMP data on a managed device. SL1 uses SNMP credentials to perform
discovery, run auto-discovery, and gather information from SNMP Dynamic Applications.
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To create an SNMP credential:

1. Go to the Credential Management page (System > Manage > Credentials).

Credential Management | Credentials Found [62] Actions Reset
Create SNMP Credenfial

Brofile Hame « Orqanization i Tipe Credential User Host ) Greate Daianase Gredential
( ) ] | I i — Create SOAP/XML Host Credential
1| & Amazon Web Services Gredential iy System ~  —  — SOAP/XMLHost [AWS AccountAccess texample.com . Create LDAP/AD Credential
2. B Azure Credential - SOAP/XML 2l orgs] —~  —  — SOAPXMLHesi <AD_USER> login.windors net } Create Basic/Snippet Credential
3. Azure Credential - SSH/Key #ylal orgs] ~ = | - sSHiKey <SUBSCRIPTION_ID_H %D Create SSHiKey Credental
4. B Cisco SNMPv2 - Example 2l orgs] -~ — sNwP - - | Create PowerShell Cregential
5. B Cisco SNMPv3 - Example §ylallorgs] - - - suwe [USER_GOES_HERE] -
6. B Gisco ACI 2t orgs] ~ - 12 Basc/Snippet  admin 17336219.45 20150514 150524 em7admin [m]
7. B Cisco: ACI Credential lallorgs] - = — BasciSmppet  admin 198.18.133.200 @0 61 20150514 143220 em7admin )
8. Cloudkick - Example g at orgs] - -~  — BasciSnppet  [SECURITY KEY GOES 127.0.0.1 443 5000 9 20150514 11:25:31  em7admin ]
9. B GUGM PerfmonSarvics 8.0 Exampls gy al orgs] ~ =~ SOAPXMLHost - %D 8443 2000 4 20150514 112512 em7admin m
10. B EMT Gentral Database gy al orgs] -~ — Database root locahost 6 0 51 20150514 11:26:41  em7admin m]
11 BEMT Golector Database #ylal orgs] -~ — Database root %D T o 14 201505-14112543  em7admin O
12. BEMTDB 2l orgs] -~ — Dafabase root %D 6 0 35 20150514 112632 em7admin m]
13. B EMT DB- DB Info #fylal orgs] ~ = — SOAPXMLHest roet %D e 3000 38 20150514 112632 em7admin O
14, 8 EMT DB - My cnf 2l orgs] —~  —  — SOAPIXMLHost root %D 80 3000 37 20150514 112632 em7admin [m]
15| BEMT DB- Sio.conf §ylallorgs] —~  —  — SOAPIXMLHost root %D 8 3000 36 201505-14112632  em7admin O
16. @ EMT Default V2 2t orgs] - - - SNWP - - 161 1500 10 20150514 112542 em7admin m]
17 BEMT Defaul V3 lallorgs] - =~ SNWP em7defaulty3 - 181 500 M 20150514 112542 em7admin )
18. 8 EMG - Example g at orgs] -~ —  — BasciSnppet  root %D 443 10000 15 20150514 11:25:47  em7admin ]
19, B GoGrid - Example §ylal orgs] —~  —  — [EBasc/Smppet  [SECURITY KEY GOES 127.0.0.1 443 5000 16 20150514 112551  em7admin a=
20 B IPSLA Example gy al orgs] - - - 181 1500 5 201505-14112514  em7admin [m]
21| B LifeSize: Endpoint SNMP. #fylat orgs] - =~ snwe control - 181 3000 18 20150514112558  em7admin O
22. B LifeSize: Endpoint SSHICLI 2l orgs] —~  —  — Easi/Snppel  auio %D 2 3 17 20150514 112558 em7admin m]
23, | Blocal AP] #fylal orgs] ~ -~ |~ [BasiiSnppet  em7admin 10.0.0.180 e 5000 22 20150514 112641 em7admin O
24 B Nethpp T-mode 2l orgs] — -~ — BasciSnippet root %D 443 3000 24 20150514 112620  em7admin m]
25 @ NetppwiSSL Option #lallorgs] ~ =~ SOAPXML Host root %D 443 3000 26 2015051412620  em7admin O
26 Netpp wiSSL Option Off 2l orgs] -~ — SODAPXMLHost root %D 443 10000 25 2015051411620 em7admin @]
27 @Nexus neteont gy lat orgs] - = -~ Basc/Snippet - %D 2 10000 6 201505-14112516  em7admin O
28 @ Nexus snmp 2t orgs] - - - 161 10000 7 2015051411256 em7admin ]
29. | B Polycom - Advanced §ylal orgs] ~ = — SOAPXMLHest admin %D 80 20000 28 201505-14112624  em7admin O
30. #Polycom - CDR gy al orgs] —~  —  — SOAP/XMLHest admin %D 80 20000 31 2015051411624 em7admin ]
31, P Polycom - Interface #ylat orgs] —~  —  — SOAPXMLHest admin %D 80 20000 29 20150514112624  em7admin -
[selct acton) v

2. Click the [Actions] button and select Create SNMP Credential. The Credential Editor page appears.

Credential Editor X

Create New SNMP Credential Reset

Basic Settings

Profile Name SNMP Version
( | (1snmP V2] v]

Port Timeoutims) Retries
[181 | [1s00 ] 1 ]

SNMP V1/V2 Settings
SNMP G ity {Read-Cnly) SNMP C ity {Read/VVrite)

SNMP V3 Settings

Security Mame Security Passphrase
Authentication Protocol Security Level SMNMP v3 Engine ID
[MDS5] ¥ | | [ Authentication Only ] A
Context Name Privacy Protocol Privacy Protocol Pass Phrase
[DES] v

3. Supply values in the following fields:
« Profile Name. Name of the credential. Can be any combination of alphanumeric characters.

o« SNMP Version. SNMP version. Choices are SNMP V1, SNMP V2, and SNMP V3. The default value
is SNMP V2.

o Port. The port SL1 will use to communicate with the external device or application. The default value
isT61.
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« Timeout (ms). Time, in milliseconds, after which SL1 will stop trying to communicate with the SNMP
device. The default value is 1500.

o Retries. Number of times SL1 will try to authenticate and communicate with the external device. The
default value is 1.

SNMP V1/V2 Settings

These fields appear if you selected SNMP V1 or SNMP V2 in the SNMP Version field. The fields are
inactive if you selected SNMP V3.

o SNMP Community (Read-Only). The SNMP community string (password) required for read-only
access of SNMP data on the remote device or application. For SNMP V1 and SNMP V2 credentials,
you must supply a community string, either in this field or in the SNMP Community (Read/Write)
field.

o SNMP Community (Read/Write). The SNMP community string (password) required for read and
write access of SNMP data on the remote device or application. For SNMP V1 and SNMP V2

credentials, you must supply a community string, either in this field or in the SNMP Community
(Read Only) field.

SNMP V3 Settings

These fields appear if you selected SNMP V3 in the SNMP Version field. These fields are inactive if you
selected SNMP V1 or SNMP V2.
o Security Name. Name for SNMP authentication. This field is required.

« Security Passphrase. Password to authenticate the credential. This value must contain at least 8
characters. This value is required if you use a Security Level that includes authentication.

« Authentication Protocol. Select an authentication algorithm for the credential. This field is required.
Choices are:
o MD5. This is the default value.
o SHA
o SHA-224
o SHA-256
o SHA-384
o SHA-512

NOTE: The SHA option is SHA-128.
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Security Level. Specifies the combination of security features for the credentials. This field is
required. Choices are:

o No Authentication / No Encryption.
o Authentication Only. This is the default value.

o Authentication and Encryption.

SNMP v3 Engine ID. The unique engine ID for the SNMP agent you want to communicate with.
(SNMPv3 authentication and encryption keys are generated based on the associated passwords and
the engine ID.) This field is optional.

Context Name. A context is a mechanism within SNMPv3 (and AgentX) that allows you to use
parallel versions of the same MIB objects. For example, one version of a MIB might be associated
with SNMP Version 2 and another version of the same MIB might be associated with SNMP Version
3. For SNMP Version 3, specify the context name in this field. This field is optional.

Privacy Protocol. The privacy service encryption and decryption algorithm. This field is required.
Choices are:

o DES. This is the default value.

o AES-128

o AES-192

o AES-256

Privacy Protocol Passphrase. Privacy password for the credential. This field is optional.

4. Click the [Save] button to save the new SNMP credential.

5. Repeat steps 1-4 for each SNMP-enabled device in your network that you want to monitor with SLT.

NOTE: When you define an SNMP Credential, SL1 automatically aligns the credential with all organizations
of which you are a member.

Creating a PowerShell Credential

If you configure your Windows system to respond to PowerShell requests from SL1, you can use PowerShell
Dynamic Applications to collect information from your Windows system.

All of the PowerShell Dynamic Applications include a discovery object. If you include a credential for PowerShell
Dynamic Applications in the discovery session that includes your Windows system, SL1 will automatically align the
appropriate PowerShell Dynamic Applications to the Windows system. For more information about creating a
discovery session, see the Discovery & Credentials manual.

To define a PowerShell credential in SL1:

1.

Collect the information you need to create the credential:

o The username and password for a user on the Windows device.
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o Ifthe user is an Active Directory account, the hostname or IP address of the Active Directory server
and the domain.

o Determine if an encrypted connection should be used.

« Ifyou are using a Windows Management Proxy, the hostname or IP address of the proxy server.

2. Goto the Credential Management page (System > Manage > Credentials).

3. Inthe Credential Management page, click the [Actions] menu. Select Create PowerShell Credential.

Credential Management | Credentials Found [62] Actions. Resel Guide
Create SNMP Credential
| Create Database Credential

Profie Name * Cosiin U 0% D% Twe Host
—— o e l I e —T ) Greate SOAPXML Host Credential

1. Amazon Wieb Services Credential $ySystem ~ =~ SOAPIMLHost [AWS Account Access I example.com " Create LDAPIAD Gredential

2. B Azure Credential- SOAPIXML ol orgs] = - SOAPIXML Host <AD_USER> ogin.vindovs.net [ Create Basic/Snippet Credential

3 Azure Credential - SSHKey iyl orgs] ~ - - ssHiey <SUBSCRIPTION_ID_H %0 Create SSHIKey Credential

4 Cisco SNUPY2 - Exarple ot o) -~ - swe - - Croais FowarSte Credania

5. Cisco SNMPY3 - Example iyl orgs] =< s [USER_GOES_HERE] - 4

6. fCisco: ACI ol orgs] ~  — 125 Basi/Snppet  admin 173.36.219.46 2015-05-14 15:05:24  em7agmin =]

7. @ Cisco: ACI Credential iyl orgs] -~ — | - BasiciSnppet  admin 196.18.133.200 a0 61 20150514 143220 em7admin O

8. Cloutkick - Example g lal orgs] ~ -~ - Basic/Snppet [SECURITY KEY GOES 127001 43 5000 9 201505-1411:2531  em7acmin 3]

9. fCUCM PerfmonService 8.0 Example dhylal orgs] ~ = - SOAPXMLHost — %D 8443 2000 4 20150514 112512 em7admin O
10, EMT7 Cental Database ot o) ~  ~ - Duamse oot ecahost 6 o S1 20150514 112641 enadmin =]
11 BEM7 Colector Database. iyl orgs] ~ = - Database root % 707 0 14 2015.05-14 112543 em7admin O
12 BEMTDB ol orgs] -~~~ Database roet %0 706 0 3 20150514 112632 emTadmin (3]
13, @EM7DB- DBInfo iyl orgs] ~ = - SOARNMLHost root %0 8 3000 3 20150514 112632 em7adnin O
14, MBEM7DB- My.cnf g lal orgs] ~ - SOAPXMLHost root %D 8 3000 I 20150514 112632 emTadmin 3]
15, BEM7DB- Slocont Byl orgs] ~ = - SOAPXMLHost root %D & 3000 % 20150514 112632 em7admin O
16, EMT7 Detaut v2 ot o) -~ - swe = 11 IS0 10 20150514 112542 em7admin =]
17, | BEM7 Defaut V3 o orgs] S - - swe emdetautya = 51 50 M 2015051411254 emadnin O
18, B EMC - Example ol orgs] ~  ~ - BosiiSnepet  root %0 443 10000 15 201505-14 112547 emTadmin 3]
19, @ GoGrid- Example Fylal orgs] ~  ~ - BasiciSnppet  [SECURITY KEY GOES 127001 a3 5000 16 20150514 112551 emTadmin O
20, BIPSL Example g lal orgs] - - - s = = 161 1500 5 0150514112514 emTadmin 3]
21 B LifeSize: Endpoint SNIP Byl orgs] - - - s control — 61 3000 18 20150514 112558 emTadmin O
22 fLieSce: Endpoint SSHICL a1 oge) ~  ~ - BasicSuepel o % EX 7 2015051411255 em7adnin [=]
23, | BEAIART ot orgs) ~ = - BasiciSnppet  emTadmin 1000180 ERE) 2 20150514 112641 emTadmin O
24, Netapp T-mode iyl orgs] ~ — ~ BasilSmppet oot %D a5 3000 24 20150514 1122620 em7admin (]
25, NetApp wiSSL Option Fylal orgs] ~ =~ SOAPMLHost root %D @ 3000 2 20150514 112620 em7adnin O
25 B Netapp wiSSL Opion OFf iy lal orgs] ~ - SOAPXMLHost root %D 43 10000 25 20150514 112520 emTadmin (3]
27. | Balexus nefconf @yl orgs] ~ = - BasiclSnippet — %D 22 0000 6 2015051411256 emTadmin O
28 BNews snmp ot orgs] -~ - swe = = 11000 7 2015051 112516 em7admin 5]
20 polcom - Advanced o orgs] S = - SOAPXMLHest admin %0 B 0000 2 2010514112628 emadnin O
30 f#Polycom - COR iyl orgs] ~  —  — SOAPXMLHost admin %D 80 20000 31 20150514 11:26:24  em7admin (9]
31 @ Polycom - Interface. iyl orgs] ~ =~ SOAPXMLHost admn %D B0 0000 2 2015051411624 emTadmin 0~

T — T Acon v

4. The Credential Editor page appears, where you can define the following fields:

Credential Editor X

Basic Settings
Profile Hame Account Type
[ | [[Astive Directory | v]
Hostname/IP Timeout{ms)
[ | [10000 ]
Username Password
[ J [ J
Encrypted Port PowerShell Proxy Hestname/|P
[Lyes) v ] [5986 ) [ J
Active Directory Settings
Active Directory Hostname/IP Domain
[ ) [ J
Save

« Profile Name. Name of the credential. Can be any combination of alphanumeric characters.

Creating a PowerShell Credential



« Hostname/IP. Hostname or IP address of the device from which you want to retrieve data.

o You can include the variable %D in this field. SL1 will replace the variable with the IP address of
the device that is currently using the credential.

o You can include the variable %N in this field. SL1 will replace the variable with the hostname of
the device that is currently using the credential. If SL1 cannot determine the hostname, SL1 will
replace the variable with the primary, management IP address for the current device.

o You can include the prefix HOST or WSMAN before the variable %D in this field if the device you
want to monitor uses a service principal name (for example, "HOST://%D" or "WSMAN://%D").
SL1 will use the WinRM service HOST or WSMan instead of HTTP and replace the variable with
the IP address of the device that is currently using the credential.

o Username. Type the username for an account on the Windows device to be monitored or on the
proxy server.

NOTE: The user should not include the domain name prefix in the username for Active Directory accounts.
For example, use "em7admin" instead of "MSDOMAIN\em7admin".

o Encrypted. Select whether SL1 will communicate with the device using an encrypted connection.
Choices are:

o yes. When communicating with the Windows server, SL1 will use a local user account with
authentication of type "Basic Auth". You must then use HTTPS and can use a Microsoft Certificate
or a self-signed certificate.

o no. When communicating with the Windows server, SL1 will not encrypt the connection.

o Port. Type the port number used by the WinRM service on the Windows device. This field is
automatically populated with the default port based on the value you selected in the Encrypted field.

o Account Type. Type of authentication for the username and password in this credential. Choices
are:

o Active Directory. On the Windows device, Active Directory will authenticate the username and
password in this credential.

o Local. Local security on the Windows device will authenticate the username and password in this
credential.

« Timeout (ms). Type the time, in milliseconds, after which SL1 will stop trying to collect data from the
authenticating server. For collection to be successful, SLT must connect to the authenticating server,
execute the PowerShell command, and receive a response within the amount of time specified in this

field.

o Password. Type the password for the account on the Windows device to be monitored or on the
proxy server.

« PowerShell Proxy Hostname/IP. If you use a proxy server in front of the Windows devices you want
to communicate with, type the fully-qualified domain name or the IP address of the proxy server in this

field.
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« Active Directory Hostname/IP. If you selected Active Directory in the Account Type field, type the
hostname or IP address of the Active Directory server that will authenticate the credential.

o Domain. If you selected Active Directory in the Account Type field, type the domain where the
monitored Windows device resides.

5. To save the credential, click the [Save] button. To clear the values you set, click the [Reset] button.

Testing Windows Credentials

Credential Tests define a series of steps that SL1 can execute on-demand to validate whether a credential works
as expected. This section describes the SNMP and PowerShell Credential Tests that are included in the default
installation of SL1.

SNMP Credential Test

The SNMP Credential Test can be used to test an SNMP credential for connectivity. The SNMP Credential Test
performs the following steps:

Test Reachability. Performs an ICMP ping request to the host specified in the credential.

Test Port Availability. Performs an NMAP request to the UDP port specified in the credential on the host
specified in the credential.

Test SNMP Availability. Attempts an SNMP getnext request to .1.3.6.1 using the credential.

PowerShell Credential Test

The PowerShell Credential Test can be used to test a PowerShell credential for connectivity. The PowerShell
Credential Test performs the following steps:

Test Reachability. Performs an ICMP ping request to the host specified in the credential.

Test Port Availability. Performs an NMAP request to the TCP port specified in the credential on the host
specified in the credential.

Test Name Resolution. Performs an nslookup request on the host specified in the credential.

Test Kerberos. If the credential does not specify local authentication, attempts to acquire a kerberos ticket
using the credential.

Test WinRM Connection. Attempts a WinRM connection using the credential.

Execute PowerShell Cmdlet. Attempts to execute the 'Get-WmiObject Win32 Process | Select Name'
PowerShell Cmdlet using the credential.

Running a Windows Credential Test

You can test a credential from the Credentials page using a predefined credential test.

To run a credential test from the Credentials page:
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1. Go to the Credentials page (Manage > Credentials).
2. Click the Actions button (=) of the credential that you want to test, and then select Test.

3. The Credential Test Form modal page appears. Fill out the following fields on this page:

o Credential. Select the credential to test. This drop-down list includes only credentials that you have
access to. (If you clicked the Actions button () and then selected Test for a specific credential, then
this field is read-only.)

« Select Credential Test. Select a credential test to run. This drop-down list includes the ScienceLogic
Default Credential Tests, credential tests included in any PowerPacks that have been optionally
installed on your system, and credential tests that users have created on your system.

o Collector. Select the All-In-One Appliance or Data Collector that will run the test.

o IP or Hostname to Test. Type a hostname or IP address that will be used during the test. For
example, if you are testing an SNMP credential, the hostname/IP address you supply will be used to
perform a test SNMP request.

4. Click [Run Test] button to run the credential test. The Testing Credential window appears:

Testing Credential X
Q STEP DESCRIPTION LOG MESSAGE STATUS
Test Reachability Check to see if the device is reachable using ICMP The device is reachable using ICMP. The average response time is 2.... Passed
Test Port Availability Check to see if the appropriate port is open Port 443 is open Passed
Test Name Resolution Check to see if nslookup can resolve the IP and hostname Name resolution failed: Reverse failed, Forward failed ! Failed
Moala el IRI Reoniact Chorl tn can iFa A IR rennact ciecaade AR ronnect failad: HTTD 40N T Failed

The Testing Credential window displays a log entry for each step in the credential test. The steps
performed are different for each credential test. The log entry for each step includes the following
information:

o Step. The name of the step.

» Description. A description of the action performed during the step.

« Log Message. The result of the step for this execution of the credential test.

« Status. Whether the result of this step indicates the credential and/or the network environment is
configured correctly (Passed) or incorrectly (Failed).

o Step Tip. Mouse over the question mark icon (7) to display the tip text. The tip text recommends what
to do to change the credential and/or the network environment if the step has a status of "Failed".

To run a Windows credential test using the Credential Tester panel:

1. While defining a credential, supply values in the required fields on the Create Credential page.

2. Click the [Save & Test] button. This activates the Credential Tester fields.
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3. Inthe Credential Tester panel, supply values in the following fields:

Select Credential Test. Select a credential test to run. This drop-down list includes the Sciencelogic
Default Credential Tests, credential tests included in any PowerPacks that have been optionally
installed on your system, and credential tests that users have created on your system.

Select Collector. Select the All-In-One Appliance or Data Collector that will run the test.

IP or Hostname to test. Type a hostname or IP address that will be used during the test. For
example, if you are testing an SNMP credential, the hostname/IP address you supply will be used to
perform a test SNMP request.

4. Click [Run Test] button to run the credential test. The Testing Credential window appears:

Testing Credential X
2 srep DESCRIPTION LOG MESSAGE STATUS
Test Reachability Check to see if the device is reachable using ICMP The device is reachable using ICMP. The average response time is 2.... Passed
Test Port Availability Check to see if the appropriate port is open Port 443 is open Passed
Test Name Resolution Check to see if nslookup can resolve the IP and hostname Name resolution failed: Reverse failed, Forward failed ! Failed
Make el IRI Reciinct Charle ta can iF 2 A IRL reaiiact siecnade AR raniinct failad: HTTD 40N T Failed

The Testing Credential window displays a log entry for each step in the credential test. The steps
performed are different for each credential test. The log entry for each step includes the following
information:

Step. The name of the step.
Description. A description of the action performed during the step.
Log Message. The result of the step for this execution of the credential test.

Status. Whether the result of this step indicates the credential and/or the network environment is
configured correctly (Passed) or incorrectly (Failed).

Step Tip. Mouse over the question mark icon () to display the tip text. The tip text recommends what
to do to change the credential and/or the network environment if the step has a status of "Failed".

Running a Windows Credential Test in the SL1 Classic User Interface

To run a Windows credential test from the Credential Management page:

1. Go to the Credential Management page (System > Manage > Credentials).
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2. Click the [Actions] menu, and then select Test Credential. The Credential Tester modal page appears:

Credential Tester [BETA] X

Test Type [[ SNMP Credential Test ] E|

Credential [ EM7 Default V2 B
Hostname/IP [ ]

Collector [em7ao E'

3. Supply values in the following fields:

« Test Type. Select a credential test to run.

« Credential. Select the credential you want to test. This drop-down list includes only credentials that
you have access to that can be tested using the selected credential test.

e Hostname/IP. Enter a hostname or IP address that will be used during the test. For example, if you

are testing an SNMP credential, the hostname/IP address you supply will be used to perform a test
SNMP request.

« Collector. Select the All-In-One Appliance or Data Collector that will run the test.

4. Click the [Run Test] button to run the credential test. The Test Credential window appears:

Test Credential | Test execution complete

Step Description Log Message Status

1 Test Reachability Check to see if the device is reachable using ICMP The device is reachable using ICMP. The average response time is 0.397ms (7]
2 Test Port Availability Check to see if the SNMP port is open Port 161 is open 7]
3 Test SNMP Availability Check to see if a walk of SNMP will retur results The SNMP SysName is ScienceLogic EM7 G3 - All-In-One 7]

The Test Credential window displays a log entry for each step in the credential test. The steps performed
are different for each credential test. The log entry for each step includes the following information:

o Step. The name of the step.

« Description. A description of the action performed during the step.

« Log Message. The result of the step for this execution of the credential test.

« Status. Whether the result of this step indicates the credential and/or the network environment is

configured correctly (Passed) or incorrectly (Failed).

« Step Tip. Mouse over the question mark icon (E) to display the tip text. The tip text recommends

what to do to change the credential and/or the network environment if the step has a status of
"Failed".

5. Optionally, you can click the [Execute Discovery Session] button to run a discovery session using the
Credential, Hostname/IP, and Collector you selected in the Credential Tester modal page.
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Discovering Devices with the Microsoft: Windows Server
Discovery Template

A device template allows you to save a device configuration and apply it to multiple devices. The Microsoft:
Windows Server PowerPack includes a device template for discovering Microsoft devices.

The template will work as-is, unless you would like to remove a Dynamic Application from the template. To
remove any Dynamic Applications you may not need:

1. Go to the Configuration Templates page (Devices > Templates, or Registry > Devices > Templates in
the SL1 classic user interface).

2. Locate the "Microsoft: Windows Server Discovery Template" and click its wrench icon ( P) The Device
Template Editor page appears.

3. Modify the Template Name field, as you will not want to overwrite the sample template.

4. Click the [Dyn Apps] tab. The Editing Dynamic Application Subtemplates page appears:

Device Template Editor | Editing Dynamic: Application Subternplates (Click field labels to enable/disable them) MNew Fesst

| Template Mame [Mit:msoﬂ: Windows Server Discovery Template ] |

| Confg | Interface | CV Policies Dyn Apps
Subtemplate Selection | Template Application Behavior

1 _“_, Align Dynamic Application With

2' _d, | All devices (align new applications and update collection states) -

3. App: Microsoft: Windows Serveg” D ic Application Setiings
: O

4
5. App: Microsoft: Windows Serveg” Dynamic Application

6. & | Microsoft: Windows Server Configuration Cache w
7

8

. App: Microsoft: Windows Serveg”
9. App: Microscft: Windows Serveg® Default SNMP credential w | | Every 1 Minute w
10. @ Dynamic Application Presentation Object(s)
1. App: Microsoft: Windows Serveg”
12 [App: icrosoft: Windows Servéc
13. App: Microsoft: Windows Serveg”
4. [App: Microsoft: Windows Servée.
15. App: Microsoft: Windows Serveg”
15 |App: Microsoft: Windows Servéc Co
17. App: Microsoft: Windows Servegl”
1% |App: Microsoft: Windows Servéc
18. App: Microsoft: Windows Serveg”
22 App: Iicrosoft Windows Servee.
21. App: Microsoft: Windows Serveg”
22 Sl c* | Dymamic Application Thresholds
23. App: Microsoft: Windows Serveg” N o =
23. App: Microsoft: Windows Serveg”
2. App: icrosoft: Windows Servey,
27. App: Microsoft: Windows Serveg’ «
4 »

i

Pall Rate

Enabled o
Enabled b

Enabled o

Enabled i

5. To remove a Dynamic Application listed in the Subtemplate Selection section on the left side of the page,
click it's bomb icon (ﬁq) and then click [OK] when asked to confirm.
6. Click [Save As].
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To discover the Windows Server devices that you want to monitor:

1. Go to the Discovery Control Panel page (System > Manage > Classic Discovery).

2. Inthe Discovery Control Panel, click the [Create] button.

3. The Discovery Session Editor page appears. In the Discovery Session Editor page, complete the

following fields:

Discovery Session Editor | Create New New Reset
Identification Information
Name [Windows ] @  Description ] 7]
e
IP and Credentials Detection and Scanning Basic Setlings
IP Address/Hostname Discovery List Initial Scan Level Dizcover Mod_el
10.2.21.221 @ | (System Default recommended) w| @ | Mon-SMIMP Devices — DHCP
e me 2]
Scan Throttle G G O
4 [ System Default {recommended) v | @
" Device Model Cache TTL (h)
__ Upload File Fort Scanall by z ( e
[B"CWS'E for file... (7] [ System Default (recommended) v &
Port Scan Timeout Collection Server PID:
SNIIF Credentials [ Eystem Default (recommended) v @ | (socieoocuen v @
( @
SNMP N Detection Method & Port Qrganization
Gisco SNMP2 - Example ( 1@ | [18ystem] vie
Cisco SNMP3 - Example [ Default Method ] "
Cisco: C5P SNMP Port 161 Example LDP: 161 SNMP . . -
Cisco: GSP SMIAP Port 1610 Exampl TCP: 1 - tepmux [ Add Devices to Device Groupl(s) @
Dell EMC: lsilon SNMPw2 Example TCP: 2 - compressnet
EIM7 Default V2 TCP: 3 - compressnst Nane ) -
EM7 Default V3 MDS TCP: 5 - fie LayerX Appliances
EMT7 Default V3 SHA TCR: 7 - echo Servers
IPSLA Example - TCP: 9 - discard
- TCP: 11 - systat
Other Credentials TCR:13 - daytime
[ ] @ TCP: 15 - netstat
TCP: 17 - gotd
. - TCP: 18 - msp
C!sm CUC.M EERi3 TCP: 19 - chargen -
Cisco Meeting Server Example Inizrize reamiory Timeout +ms:
Cisco VO3S CUC Cluster Status [B'DOCOG ]
Cisco VOS IM&P Cluster Status ﬁl
Cisco: ACI Sample Credential IMzvdmum Allsved Interfaces
Cisco: CSP Example [1'0050 ]

Citrix XenServer Guardians Q
E:'g \S,f:,la_.i EE:amplf Bypass Interface Inventory Apply Device Template
! L h oe [ Microsoft: Windows Server Discovery Temp v | @
Log Al
Save D Q

o Name. Type in a name for your discovery session.

« IP Address/Hostname Discovery List. Type the IP address or addresses for the Windows Server
devices that you want to discover.

o Discover Non-SNMP. Select this checkbox.

« Apply Device Template. Select the template you configured.

4. Click the [Save] button to save the discovery session, and then close the Discovery Session Editor window.

5. The discovery session you created appears at the top of the Discovery Control Panel page. Click its

lightning-bolt icon (&

) to run the discovery session.

Discovering Devices with the Microsoft: Windows Server Discovery Template

98



6. The Discovery Session window appears. When the device(s) are discovered, click the device icon (E) to
view the Device Properties page for each device.

Discovering Component Devices on Hyper-V Systems

The Microsoft: Hyper-V Server PowerPack includes two Dynamic Applications that allow SL1 to collect
information about the virtual machines running on a Hyper-V system.

To discover the virtual machines on a Hyper-V system as component devices, align the following two Dynamic
Applications with a Hyper-V system:

o Microsoft: Hyper-V Guest Configuration Cache
o Microsoft: Hyper-V Gust Discovery

When these Dynamic Applications are aligned to a Hyper-V system, the platform will automatically create a
device record for each virtual machine. The platform will also automatically align other Dynamic Applications
from the Microsoft: Hyper-V Server PowerPack to each virtual machine.

Viewing Component Devices

When SL1 performs collection for the "Microsoft Hyper-V Guest Configuration Cache" and "Microsoft Hyper-V
Guest Discovery" Dynamic Applications, SL1 will create component devices for the virtual machines on the
Hyper-V and align other Dynamic Applications to those component devices. All component devices appear in the
Device Manager page just like devices discovered using the Sciencelogic discovery process.

In addition to the Device Manager page, you can view the Hyper-V system and all associated component
devices in the following places in the user interface:

o The Device Components page (Devices > Device Components or Registry > Devices > Device
Components in the SL1 classic user interface) displays a list of all root devices and component devices
discovered by the platform. The Device Components page displays all root devices and component
devices in an indented view, so you can easily view the hierarchy and relationships between child devices,
parent devices, and root devices. To view the component devices associated with a Hyper-V system, find the
Hyper-V system and select its plus icon (+):

Device Components | Devices Found [2]

Device Name *

- P wieesis

o ure e
2. — L2 TLO0S-HO-AP-01 mst008 iSTestLablocal | Wi0<0.1.15 & Hicro 1031 System

o

Devie tame + P saess co oo
[N, iDstacentert w 2 1032 system
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o The Component Map page (Classic Maps > Device Maps > Components or Views > Device Maps >
Components in the SL1 classic user interface) allows you to view devices by root node and view the
relationships between root nodes, parent components, and child components in a map. This makes it easy
to visualize and manage root nodes and their components. SL1 automatically updates the Component
Map as new component devices are discovered. SL1 also updates each map with the latest status and event
information. To view the map for a Hyper-V system, select the Hyper-V system from the left NavBar. To learn
more about the Component Map page, see the Views manual.

Device Component Map

g
W ay | I

Trace _Filter_Screenst

Manually Aligning the Microsoft: Print Server Dynamic
Application

The Microsoft: Print Server Dynamic Application must be manually aligned. To do so, perform the following
steps:

1. Find your Windows device in the Device Manager page (Registry > Devices > Device Manager and click

its wrench icon (=" ).

2. From the Device Properties page for the Windows system, click the [Collections] tab. The Dynamic
Application Collections page appears.

3. Click the [Action] button and then select Add Dynamic Application. The Dynamic Application Alignment
page appears:
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4. Inthe Dynamic Applications field, select the "Microsoft: Print Server" Dynamic Application.

5. Inthe Credentials field, select the credential you created for your Windows system.

ic Application Alignment Reset
Dynamic Applications Credentials
Default:
-V Guest Memory Performance *
Microsoft: Print Server 5ND|;:URSNMP Credential

Microsoft: SQL Server Performance

Netapp:
Netapp:
Netapp:
Netapp:
Netapp:
Netipp:
Netapp:
Netapp:
Netapp:
Netapp:
NetApp:
NetApp:
Netfpp:
Netfpp:
Netfpp:
Netapp:
Netapp:
Netapp:
Netapp:
Netapp:
NetApp:

Aggregate Size 7-Mode
Aggregate Size C-Mode
Aggregate Stats 7-Mode
Cache Queue Stats 7-Mode
CIFS Stats 7-Mode

Cluster Logical Interface Stats C-Mode
Cluster Performance C-Mode
Disk Stats 7-Mode

FCP Stats 7-Mode

iSCSI Stats 7-Mode

LUN Stats 7-Mode

Network Stats 7-Mode
NFS5v3 Stats T-Mode
NF5v4 Stats 7-Mode
NVRAM Stats 7-Mode
Processor Stats 7-Mode
RAID Stats 7-Mode
Readahead Stats 7-Mode
System Stats 7-Mode
Temperature 7-Mode
Temperature C-Mode

-

Cisco SMMPv2 - Example
Cisco SHMPv3 - Example
Cisco: CSP SNMP Port 161 Example
Cisco: CSP SHNMP Port 1610 Exampl
Dell EMC: Isilon SHMPv2 Example
EM7 Default V2
EM7 Default V3
IPSLA Example
LifeSize: Endpoint SNMP
SMMP Public V1
SMMP Public V2
Database:
EMT Central Database
EMT Collector Database
EM7 DB
SOAPIXML Host:
AWS Credential
AWS Credential - Proxy
AWS Credential - Specific Region
Azure Classic Credential SOAP
Azure Credential - Government

Save

6. Click the [Save] button.
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Chapter

Concurrent PowerShell Collection

Overview

This chapter describes how to configure and use concurrent PowerShell collection. Concurrent PowerShell
collection allows multiple collection tasks to run at the same time with a reduced load on Data Collectors.
Concurrent PowerShell collection also prevents missed polls and data gaps because collection will execute more
quickly. As a result, Data Collectors can collect more data using fewer system resources. The PowerShell
Collector is an independent service running as a container on a Data Collector.

Use the following menu options to navigate the SL1 user interface:
« To view a pop-out list of menu options, click the menu icon [&).

« To view a page containing all the menu options, click the Advanced menu icon ( «+ ).

This chapter covers the following topics:

PrereqUIsItes . 102
SO 103
Enabling and Disabling Concurrent PowerShell for Collector Groups .......................................... 103
The SL1: Concurrent PowerShell Monitoring PowerPack ... ... . ... 105
Aligning the "SciencelLogic: PowerShell Service Log Parser" Dynamic Application .......................... 105
Aligning the "ScienceLogic: PowerShell Collector Performance" Dynamic Application ................... 109
Scale Recommendations ... 110
Prerequisites

The following prerequisites are required to use concurrent PowerShell collection:
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e SL1 version 10.2.0 or greater
o Microsoft: Windows ServerPowerPack version 110 or greater

o SL1: Concurrent PowerShell Monitoring PowerPack version 100 or greater

Scope

When the concurrent PowerShell collection service is enabled, PowerShell Configuration and PowerShell
Performance Dynamic Applications are sent to the service.

The following PowerPacks can use the concurrent PowerShell collection service:

o Microsoft: Active Directory Server

o Microsoft: DHCP Server

« Microsoft: DNS Server

o Microsoft: Exchange Server

o Microsoft: IIS Server

o Microsoft: Lync Server 2013

o Microsoft: SharePoint Server

« Microsoft: SQL Server

o Microsoft: Hyper-V Server (partially)
o Microsoft: Windows Server (partially)

Enabling and Disabling Concurrent PowerShell for Collector
Groups

To improve the process of collecting data via PowerShell and to collect metrics, you can enable concurrent
PowerShell collection. You can enable one or more collector groups to use concurrent PowerShell collection.

NOTE: To enable and receive SL1 events related to concurrent PowerShell, you will need to install the SLT:
Concurrent PowerShell Monitor PowerPack.

If you have enabled concurrent collection and you have used it to discover a very large number
of devices or inferfaces, disabling concurrent collection could have unintended consequences. After
disabling concurrent collection, your Data Collector might become overburdened when it attempts to collect
data for the same number of devices or interfaces but without the added processing capacity of concurrent
collection.
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By default, a loopback to 127.0.0.1 is configured on the collector with the line 1ocalhost
localhost.localdomain localhostd localhost4.localdomain4 inthe /etc/hosts
file. If this line is removed, concurrent PowerShell collection will not function properly.

NOTE: Concurrent PowerShell collection is for PowerShell Performance and Performance Configuration
Dynamic Application types and does not include Snippet Dynamic Applications that happen to run
PowerShell commands.

Enabling Concurrent PowerShell on All Collector Groups

To enable concurrent PowerShell collection service for all collector groups:

1. Gotothe Database Tool page (System > Tools > DB Tool).
2. Enterthe following in the SQL Query field:

INSERT INTO master.system custom config (" field’, “field value’) VALUES
('enableipowershelliservice', '1');

Disabling Concurrent PowerShell on All Collector Groups

To disable concurrent PowerShell collection service for all collector groups:

1. Gotothe Database Tool page (System > Tools > DB Tool).
2. Enter the following in the SQL Query field:

UPDATE master.system custom config SET field value=0 where field='enable
powershell service';

Enabling Concurrent PowerShell on a Specific Collector Group

To enable concurrent PowerShell collection for a specific collector group:

1. Gotothe Database Tool page (System > Tools > DB Tool).
2. Enter the following in the SQL Query field:

INSERT INTO master.system custom config ( field', “field value’, ‘cug filter’)
VALUES ('enable powershell service CUGx', 'l', 'collector group ID');

where:

collector_group_ID is the collector group ID. You can find this value in the Collector Group
Management page (System > Settings > Collector Groups).

Disabling Concurrent PowerShell on a Specific Collector Group

To disable concurrent PowerShell collection for a specific collector group:
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1. Gotothe Database Tool page (System > Tools > DB Tool).
2. Enter the following in the SQL Query field:

UPDATE master.system custom config SET field value=0 where field='enable
powershell service CUGx';

where:

collector_group_ID is the collector group ID. You can find this value in the Collector Group
Management page (System > Settings > Collector Groups).

The SL1: Concurrent PowerShell Monitoring PowerPack

The SL1: Concurrent PowerShell Monitoring PowerPack includes a device template, two Dynamic Applications
that use SSH to monitor collectors with concurrent PowerShell enabled, and a number of event policies.

o The "Sciencelogic: PowerShell Collector Performance" Dynamic Application is an optional Dynamic
Application used for troubleshooting.

o The"Sciencelogic: PowerShell Service Log Parser' Dynamic Application parses the log file from the
PowerShell servers and converts errors into events aligned to the related device.

o The"SL1: Concurrent PowerShell Monitoring" device template can be used to align multiple Data Collectors
to the "Sciencelogic: PowerShell Service Log Parser" Dynamic Application.

« Event policies and corresponding alerts that are triggered when devices meet certain status criteria.

Aligning the "Sciencelogic: PowerShell Service Log Parser"
Dynamic Application

To align the "Sciencelogic: PowerShell Service Log Parser" Dynamic Application, first you must create an SSH/Key
credential:

1. Go to the Credential Management page (System > Manage > Credentials).
2. Inthe Credential Management page, click the [Actions] menu. Select Create SSH/Key Credential.
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Credential Editor X

Create New S5H/Key Credential Reset
Basic Settings
Credential Name
[ J
Hostname/IP Port Timeout(ms)
[ ][22 J J
Username Password
[ J J
Private Key (PEM Format)

P

3. The Credential Editor modal page appears. In this page, define the new SSH/Key credential using a valid
username and password or SSH key for SL1 collectors:

« Credential Name. Name of the credential. Can be any combination of alphanumeric characters.

« Hostname/IP. Hostname or IP address of the device from which you want to retrieve data.

o You can include the variable %D in this field. SL1 will replace the variable with the IP address of
the current device (device that is currently using the credential).

o You can include the variable %N in this field. SL1 will replace the variable with hostname of the
current device (device that is currently using the credential). If SLT cannot determine the hostname,
SL1 will replace the variable with the primary, management IP address for the current device.

e Port. Port number associated with the data you want to retrieve.

NOTE: The default TCP port for SSH servers is 22.

o Timeout (ms). Time, in milliseconds, after which SL1 will stop trying to communicate with the
authenticating server.

o Username. Username for the Data Collector to be monitored.
o Password. Password for the Data Collector to be monitored.

 Private Key (PEM Format). Enter an SSH private key for the SL1 Data Collector, in PEM format.
4. Click the [Save] button to save the new SSH/Key credential.

Next, you can align the Dynamic Application manually or configure the device template. Using the device
template is recommended when you want to align the Dynamic Application to multiple Data Collectors.
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Manually Aligning the Dynamic Application

After creating the SSH/Key credential, you will manually align the Dynamic Application.
1. Go to the Devices page and find the device you want to manually align the Dynamic Application to. Click
on it o go to the Device Investigator.

2. Inthe Device Investigator, click the [Collections] tab. Click [Edit] and then click [Align Dynamic App].
The Align Dynamic Application window appears.

3. Click Choose Dynamic Application. The Choose Dynamic Application window appears.

4. Select the "Sciencelogic: PowerShell Service Log Parser" Dynamic Application and click [Select]. The
"Sciencelogic: PowerShell Service Log Parser' Dynamic Application appears in the Align Dynamic
Application window.

5. If a default credential is listed below the Dynamic Application and you want to use that credential, skip
ahead to step 8. Otherwise, uncheck the box next to the credential name.

6. Click Choose Credential. The Choose Credential window appears.

7. Select the credential for the Dynamic Application and click the [Select] button. The name of the selected
credential appears in the Align Dynamic Application window.

8. Click the [Align Dynamic App] button. When the Dynamic Application is successfully aligned, it is added
to the Collections tab, and a confirmation message appears at the bottom of the tab.

To manually align the Dynamic Application using the SL1 classic user interface:

1. Go to the Device Manager page (Devices > Device Manager)

2. Inthe Device Manager page, find the device for which you want to view Dynamic Applications. Select its
wrench icon ()

3. Inthe Device Administration panel, select the [Collections] tab.

4. Click the [Actions] button and then select Add Dynamic Application. The Dynamic Application
Alignment page appears

5. Inthe Dynamic Applications field, select the "Sciencelogic: PowerShell Service Log Parser" Dynamic
Application.

6. Inthe Credentials field, select the proper credential.

7. Click the [Save] button.
Configuring the Device Template

After creating the SSH/Key credential, you will need to configure the device template included in the PowerPack.

NOTE: If you have already manually aligned the Dynamic Application, you do not need to perform the steps
in this section.

To configure the device template:

107 Aligning the "Sciencelogic: PowerShell Service Log Parser" Dynamic Application



6.
7.

Go to the Configuration Templates page (Registry > Devices > Templates).
Locate the "SL1: Concurrent PowerShell Monitoring" sample template and click its wrench icon ( a). The
Device Template Editor modal page appears.

Type a new name for the device template in the Template Name field so the sample template is not
overwritten.

Click the [Dyn Apps] tab. The Editing Dynamic Application Subtemplates page appears.

In the Subtemplate Selection pane, select the "Sciencelogic: PowerShell Service Log Parser' Dynamic
Application.

In the Credentials drop-down list, select the SSH/Key credential that you created.
Click [Save As].

Applying the Device Template

If your Data Collector devices already exist on your SL1 system, perform the following steps to apply the device
template:

1.

2.
3.
4.

Go to the Device Manager page (Registry > Devices > Device Manager) and select the checkbox for each
of your Data Collector devices.

In the Select Action menu, select MODIFY By Template and then click [Go].
In the Device Template Editor, select the template you created in the Template field.

Click [Apply].

If your devices have not yet been discovered, perform the following steps to discover the devices and apply the
device template:

1.
2.

Go to the Discovery Control Panel page (System > Manage > Classic Discovery) and click [Create].
Supply values in the following fields:

o Name. Type a name for the discovery session.

« Description. Optionally, type a description of the discovery session.

« IP Address/Hostname Discovery List. Provide a list of IP addresses for your Data Collectors.

o SNMP Credentials. Select EM7 Default V2.

o Model Devices. Select this checkbox.

« Apply Device Template. Select the device template that you created.

o Log All. Select this checkbox.
Click the [Save] button to save the discovery session. Close the Discovery Session Editor page.

In the Discovery Control Panel page, click the [Reset] button. The new discovery session will appear in the
Session Register pane.

To launch the new discovery session, click its Queue this Session icon (© ).
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7. If no other discovery sessions are currently running, the session will be executed immediately. If another
discovery session is currently running, your discovery session will be queued for execution.

Aligning the "Sciencelogic: PowerShell Collector
Performance" Dynamic Application

If you want to monitor your Data Collectors with the "Sciencelogic: PowerShell Collector Performance" Dynamic
Application, you must manually align it to your Data Collectors using the SSH/Key credential. To do this:

1. Go to the Devices page and find the device you want to manually align the Dynamic Application to and
click on it fo go to the Device Investigator.

2. Inthe Device Investigator, click the [Collections] tab. Click [Edit] and then click [Align Dynamic App].
The Align Dynamic Application window appears.

3. Click Choose Dynamic Application. The Choose Dynamic Application window appears.

4. Select the "Sciencelogic: PowerShell Collector Performance" Dynamic Application and click [Select]. The
"Sciencelogic: PowerShell Collector Performance" Dynamic Application appears in the Align Dynamic
Application window.

5. If a default credential is listed below the Dynamic Application and you want to use that credential, skip
ahead to step 8. Otherwise, uncheck the box next to the credential name.

6. Click Choose Credential. The Choose Credential window appears.

7. Select the credential for the Dynamic Application and click the [Select] button. The name of the selected
credential appears in the Align Dynamic Application window.

8. Click the [Align Dynamic App] button. When the Dynamic Application is successfully aligned, it is added
to the Collections tab, and a confirmation message appears at the bottom of the tab.

To manually align the Dynamic Application using the SL1 classic user interface:

1. Go to the Device Manager page (Devices > Device Manager)

2. Inthe Device Manager page, find the device for which you want to view Dynamic Applications. Select its
wrench icon (“ )

3. Inthe Device Administration panel, select the [Collections] tab.

4. Click the [Actions] button and then select Add Dynamic Application. The Dynamic Application
Alignment page appears

5. Inthe Dynamic Applications field, select the "Sciencelogic: PowerShell Collector Performance" Dynamic
Application.

6. Inthe Credentials field, select the proper credential.

7. Click the [Save] button.
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Scale Recommendations

The following recommendations increase the number of Windows Servers the concurrent PowerShell collector
can support:

« Inthe Device Properties page for all Windows Server devices (Registry > Devices > wrench icon), unselect
the Dynamic Discovery checkbox. Alternatively, this can be set in bulk using a device template and device
group. This prevents nightly discovery from attempting to align Dynamic Applications with a discovery object
to all the devices on the collector, which does not use the concurrent PowerShell collector and will
dramatically limit the number of Windows Server devices that can be monitored.

o Do not select any credentials in the discovery session used to discover new Windows Servers. Instead, use a
template that includes unselecting the Dynamic Discovery checkbox and includes the desired Dynamic
Applications with the appropriate credential aligned. When a credential is selected in the Discovery Session,
it will attempt to align Dynamic Applications that include a discovery object, which does not use the
concurrent PowerShell collector and will dramatically limit the number of Windows Server devices that can
be monitored. The Microsoft: Windows Server PowerPack includes the "Microsoft: Windows Server
Discovery Template" that you can use be used to create your template.

For information on creating and using device templates, see the Device Groups and Device Templates manual.

Additional Scale Tips

o Limit the use of the "Microsoft: Windows Server Services" PowerPack, as using this Dynamic Application can
reduce the number of servers a collector can support by 40%. If you do use this PowerPack, consider
slowing down the Poll Frequency of the "Microsoft: Windows Server Services" Dynamic Application.

o Limit the use of the "Microsoft: Windows Server Event Logs" PowerPack as it does not work with the
concurrent PowerShell collector.

o Use the Microsoft: SQL Server PowerPack instead of the Microsoft: SQL Server Enhanced PowerPack. The
Microsoft: SQL Server Enhanced PowerPack does not work with the concurrent PowerShell collector.

« Disable Dynamic Applications that are not providing information required to meet your Service Level
Agreements. There is an enhancement in caching included with concurrent PowerShell collection that will
not send a PowerShell request from a cache-producing Dynamic Application unless at least one Dynamic
Application is asking for that data. Disabling a cache-consuming Dynamic Application will also disable the
cache producer from collecting that data. For example, the following Dynamic Applications are now
disabled by default, as they are more diagnostic in nature and may not be required for routine monitoring:

o Microsoft: Windows Server [PStats Performance
o Microsoft: Windows Server TCPStats Performance
o Microsoft: Windows Server UDPStats Performance

« Slow down the Poll Frequency for Dynamic Applications that do not include events. For example, the
Microsoft: Windows Server PowerPack's Configuration Dynamic Applications used to be set to run every two
hours and are now set to run every 12 hours.

Scale Recommendations 110



Chapter

Executing the SL1 Agent with Windows
PowerShell

Overview

Use the following menu options to navigate the SL1 user interface:

« To view a pop-out list of menu options, click the menu icon [E).

« To view a page containing all the menu options, click the Advanced menu icon ( =+ ).

NOTE: Monitoring with the SL1 Agent is available only on SL1 Extended.

For more information about running PowerShell Dynamic Apps with the SL1 Agent, watch the video at
https://www.youtube.com/watch2v=9qvM-8ygAsc.

The following sections provide an overview of local Agent execution on Windows devices with PowerShell:

WHhat is an SLT AQente 112
Agent-Compatible PowerPacks ... 112
The Credential for the SLT AGent ... 112
Configuring the SL1 Agent Device Templates ... 113
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https://www.youtube.com/watch?v=9qvM-8yqAsc

What is an SL1 Agent?

The SL1 agent is a program that you can install on a device monitored by SL1. The SL1 agent collects data from
the device and pushes that data back to SL1.

Similar to a Data Collector or Message Collector, the SL1 Agent collects data about infrastructure and
applications.

The agent can be configured to communicate with either the Message Collector or Compute Cluster.

For more information, see the Monitoring with the SL1 Agent manual .

Agent-Compatible PowerPacks

The following PowerPacks include the SL1 Agent PowerShell Default credential and SL1 Agent device template,
which you can use to execute the SL1 Agent on Windows devices with PowerShell:
o Microsoft: Windows Server

o SL1 Agent Templates for Microsoft PowerPacks, which includes templates for the following:

o Microsoft: DHCP Server

o Microsoft: DNS Server

o Microsoft: Exchange Server
o Microsoft: IIS Server

o Microsoft: Lync Server

o Microsoft: SharePoint Server
o Microsoft: SQL Server

o Microsoft: Windows Server

The Credential for the SL1 Agent

The "SL1 Agent PowerShell Default" credential does not need to be configured and can be used as-is. You can
find the credential in the Credentials page (Manage > Credentials), or the Credential Management page
(System > Manage > Credentials) in the SL1 classic user interface:
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Edit Credential

e Credential Tester
SL1 Agent PowerShell Default

Timeout ()
All Organizations ® What organizaton manages tisservice? © 10000 Select Credential Test

Select Cobector
CUG | em7aio17: 10.64.68.17

1P or Hostname to test*

Credential Editor [102] x

Edit PowerShell Credential #102 New Reszot

Bagic Setting=s

Praofile Name Account Type
|SL1 Agent PowsrShell Default | | [ Local ] v |

Haostname/IP Timeout{ms)
|%D | [10000 |

Username Password
|testLocalPowershell | [revenaens |
Encrypted Port PowerShell Proxy Hostnamea/1P
[Ino] v | [s985 I J
Active Directory Settings
Active Directory Hostname/1P Domain

Configuring the SL1 Agent Device Templates

A device template allows you to save a device configuration and apply it to multiple devices. Windows
PowerPacks include a device template for executing the SL1 Agent with PowerShell. If you apply this device
template during discovery, SL1 aligns the appropriate Dynamic Applications to the discovered PowerShell device.

This device template does not need to be edited and will work as-is, unless you would like to remove a Dynamic
Application from the template. To remove any Dynamic Applications you may not need:

1. Go to the Configuration Templates page (Devices > Templates, or Registry > Devices > Templates in
the SL1 classic user interface).

2. Locate the SL1 Agent template (for example, "SL1 Agent for Microsoft: Windows Server Template") and click

its wrench icon (" ). The Device Template Editor page appears.

3. Click the [Dyn Apps] tab. The Editing Dynamic Application Subtemplates page appears:
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Template Name L'SL1 Agent for Microsoft: Windows Server Template ]

17

App: Microsoft: Windows Server C g*

ea

App: Microsoft: Windows Server Dg*

e&

App: Microsoft: Windows Server Dg*

ea

App: Microsoft: Windows Server Inq‘

6&

. App: Microsoft: Windows Server Mg*

ea

. App: Microsoft: Windows Server Og"

e&

App: Microsoft: Windows Server Sig®

ea

. App: Microsoft: Windows Server U g
ol Add Mew Dynamic App SBub-Template

Template Application Behavior
Allign Dynamic Application With
| All devices (align new applications and update collection states) v |
Dynamic Application Setiings
Drynamic Application
| Microsoft: Windows Server BIOS Configurafion A

Credentials Pall Ra

i

[SL1 Agent PowerShell Default

T ] Every 1 Minuie v

Dynamic Application Presentation Objectis)

Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled

4 4 4| 4 4|4 4| 4|4

Enabled

Modify the Template Name field, as you will not want to overwrite the sample template.

To remove a Dynamic Application listed in the Subtemplate Selection section on the left side of the page,
click it's bomb icon (dﬁ) and then click [OK] when asked to confirm.
Click [Save As].
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Chapter

Windows Dashboards

Overview

Use the following menu options to navigate the SL1 user interface:
« To view a pop-out list of menu options, click the menu icon (&)

« To view a page containing all the menu options, click the Advanced menu icon ( ++ ).

The following sections describe how to install the dashboards included in SL1 for Microsoft servers and a
description of each:

Installing the Microsoft Server Dashboards ... 116
Microsoft: Active Directory Server Performance ... ... 117
Microsoft: DNS Server Performance ...l 120
Microsoft: Exchange Server 2010 Performance ... 122
Microsoft: Exchange Server 2013 Performance ...l 125
Microsoft: IIS Server Performance ... 128
Microsoft: Lync Server 2010 Dashboards ... 130
Microsoft: Lync Server 2010 Performance ... 130
Microsoft: Lync Server 2010 UHIIZatON ... . 133
Microsoft: Skype for Business Dashboards ... 136
Microsoft: Lync Server 2013 Performance ... . 136
Microsoft: Lync Server 2013 UHIIZatON ... 139
Microsoft: SQL Server Performance ... ... 142
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Installing the Microsoft Server Dashboards

The following PowerPacks contain dashboards for Microsoft servers:

o Microsoft: Active Directory Server Dashboards
o Microsoft: DNS Server Dashboards

o Microsoft: Exchange Server 2010 Dashboards
o Microsoft: Exchange Server 2013 Dashboards
o Microsoft: IIS Server Dashboards

o Microsoft: Lync Server 2010 Dashboards

o Microsoft: Skype for Business Dashboards

o Microsoft: SQL Server Dashboards

To view these dashboards in SL1, you must first install the corresponding PowerPack. To do so:

1. Go to the PowerPack Manager page (System > Manage > PowerPacks).
2. Click the [Actions] button, then select Install PowerPack. The Imported PowerPacks modal page appears.

3. Use the search filter in the PowerPack Name column heading to locate the PowerPack you want to install.
To do so, enter text to match, including special characters, and the Imported PowerPacks modal page
displays only PowerPacks that have a matching name.

PowerPack Installer X

Imported PowerPacks™ | PowerPack Files Found [298] Reset
Revisio j
FPowerPack MName ‘ersion n GUID Last Edited Imported «
II | | Il Il J[ Al Jd | X =l
1. Event Association Test 1 1 DED1884762194566B70BCDADF3AT42 2015-12-16 09:43:072015-12-16 09:43.00 / [
2. Event Suppression Test 1 1 ECH4565DCAS5E155135F91FE1F44D8: 2015-12-09 07:44:172015-12-09 07:4412 7 [
3. SLPSD: Onboarding 020000287  E121312B60972ED35BEDA19E88D195 2015-11-12 12:14:05 2015-11-12 1211350 ./ [
4. SL_PS Cisco 3rd Party Device Support  1.3099¢151  8B78EDB3A373B20187ECEAE2545744 2015-11-05 12:17:3¢ 2015-11-05 12:16:54 7 [
5. NetApp Base Pack 77.0 6873 8014D5DAD2BSCIACIEIDDE4CC227E 2015-10-21 13:31:412015-10-29 14:56:58 /[
6. Cisco: Contact Center Enterprise *BETA* 0.5 1119  7CCBAD933EFBAFFSDE40EFEA40FS5C 2015-12-14 13:50:5( 2015-10-29 14:56:5¢ 7 [
7. EM7 Standard Device Categories 770 255  TA7322AA30F130B42943C082EFD71212015-06-02 18:30:562015-10-29 14:565¢ / [
8. BL Test 1 2 74FTEZ16CFOFCO153700D24F0982C27 2015-10-29 10:56:112015-10-29 10:56:0¢ 7 [
9. BL Test 1 1 74F7ES16CFOFCO153700D2AF0982C27 2015-10-29 10:56:112015-10-29 10:54:18 ./ [
10. Microsoft: Office 365 *BETA® 05 138  8FA30F7D1FACO162DDECT17DIEFTTE - 2015-10-20 16:4437 7 [
11. NetApp Base Pack 77.0 6838 8014D5DAD2BSCIACIEIDDE4CC227E 2015-10-21 13:31:412015-10-20 16:44:31 /[
12. Cisco: Contact Center Enterprise *BETA* 0.5 1109 7CCHAD933EFB4FFSD840EFEA40FE5C 2015-12-14 13:50:5( 2015-10-20 16:44:3¢ 7 [
13, EM7 Default Internal Events 770 2316  BE1F263DB4BA2A10F5CEBC28931F0B 2015-10-28 13:26:28 2015-10-20 16:44:3¢ /[
14. F5 BIG-IP *BETA* 77.0 3242 BFA4E6B316FD2302D913EF38FETFFA: 2015-10-28 13:26:272015-10-20 16:44:3¢ 7 [
15, Microsoft: Office 365 *BETA® 05 136  8FA30F7D1FACY162DD8CT17DIEFTTE = 20151014 15122 7 [
16. Cisco: Contact Center Enterprise *BETA* 0.5 1022 7CCEAD933EFB4FFSD840EFEA4OFE5C 2015-12-14 13:50:5( 2015-10-14 15:12:2: 7 [
17. Microsoft Base Pack 770 868  O7469EQGE9BBSDABS16F3CCCETATCE 2015-10-28 13:26:262015-10-13 12:475¢ /[
18. EM7 Default Internal Events 77.0 2315  BE1F263DB4BA2A10F5CEBC28931F0B 2015-10-28 13:26:26 2015-10-13 12:475¢ 7 [
19. MetApp Base Pack 770 6792 8014D5DAD2BSCIACIEIDDE4CC227E 2015-10-21 13:31:412015-10-13 12:475¢ /[ =l
~~ T —_—— s e L e e e L T T T e T e e R L LR T T > =
| [Select Action]

4. Click the lightning-bolt icon ( 4 ) for the PowerPack that you want to install.
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5. The Install PowerPack modal page appears. To install the PowerPack, click [Install].

6. The PowerPack now appears in the PowerPack Manager page. The contents of the PowerPack are
automatically installed in your SLT System.

Microsoft: Active Directory Server Performance

The Microsoft: Active Directory Server Performance dashboard provides an overview of the health and
performance of a selected Active Directory server.

Inbox Dashboards |  views [ Events [ Tockets [ Knowledge | Reports | Registy [ system [ Preferences |
Dashboards Actions  Reset | Guide
[ Microsoft. Active Directory Server Performance | v [JINT] Pause | Refresh
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Rtk L 2r | an [ er Lz ] 2an | ap | 50 [ 14D | 300 | 500 JNECL et A | 100%
fio Organizations Selected o
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e B || Average Availabiity (%) Average Latency (ms) ‘——A_Wr
#0 0 60 50% (1} VII-IlIAl | nl i
Device Name IP Address r 6
2 o8 o 25%
. 108r2ent-dc2 _ ;
| || — OBr2entdc CPU_— OBrzent-de: Memory
o 08r2entdc: Swap
Repication ~ LDAP - Client Sessions + LDAP - Active Threads
0.060bjects/Second 0.06Threads
40Sessions
0.040bjects/Second 0.04Threads
208essions
0.020bjects/Second 0.02Threads
o
1200 1500 1800 2100 OSessions, 1200 400 1600 1800 2000 200 | OThreads 200 1500 1800 2100
— Inbound Objects Per Second_— Outbound Properties Per Second — LDAP Clent Sessions — LDAP Active Threads
Pages Per Se DAP - Witte ea DAP
40Reads/Second
15ms
oReadySecond 40writes/Second
1oms
10Reads/second ’\ sms
N A ool ol INALIANSE
OReadsiSecond 3200 1500 1800 2100 oms
200 500 18700 2100 200 @00 1500 1800 2000 2200
— DS Directory Reads Per Second_— DS Directory Wiites Per Second
DS Directory Searches Per Second — LDAP Wiites Per Second_— LDAP Searches Per Second — LDAP Bind Time.

Context Quick Selector. This widget contains buttons for time span preset and the Organizations Selector.

« Time span presets. Users select the time span over which they want to view data. Selections range from one
hour to 90 days.

« Organizations Selector. This drop-down list allows a user to select specific organizations for which they want
to view data. This field filters the list of Active Directory servers that appear in the Server List widget.

Server List. This widget displays a list of Active Directory servers. Selecting a server drives the context for the other
widgets in the dashboard.

Availability and Latency. This widget displays two gauges:

o The availability of the selected Active Directory server, in percent.

o The latency of the selected Active Directory server, in milliseconds.
System Utilization (%). This widget displays a line graph. The line graph displays memory usage, virtual-memory
usage, and CPU usage for the selected Active Directory server during the selected duration. Each parameter is

represented by a color-coded line.

« They axis displays usage, in percent.
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The x axis displays time. The increments vary, depending upon the date range selected in the Context
Quick Selectorwidget.

Mousing over any point in any line displays the average value at that time-point.

Clicking on a data point displays the Device Performance graph for the selected parameter on the selected
Active Directory server.

Replication. Replication is the process by which the changes that are made on one domain controller are
synchronized with and written to all other domain controllers in the domain or forest. The Replication widget
displays a line graph. The line graph displays information about data that is replicated from the current Active
Directory server to other Active Directory servers (the Outbound Properties Per Second) and information about

data that is replicated from other Active Directory server to the current Active Directory server (Inbound Objects
Per Second).

The y axis displays objects per second.

The x axis displays time. The increments vary, depending upon the date ranges selected in theContext
Quick Selectorwidget.

Mousing over any point in any line displays the average value at that time-point.

Clicking on a data point displays the Device Performance graph for the selected parameter on the selected
Active Directory server.

LDAP - Client Sessions. This widget displays the number of connected LDAP client sessions over time.

The y axis displays number of sessions .

The x axis displays time. The increments vary, depending upon the date range selected in the Context
Quick Selector widget.

Mousing over any point in any line displays the average value at that time-point.

Clicking on a data point displays the Device Performance graph for the selected parameter on the selected
Active Directory server.

LDAP - Active Threads. This widget displays the number of threads in use by the LDAP subsystem of the local
directory service.

The y axis displays number of threads.

The x axis displays time. The increments vary, depending upon the date range selected in the Context
Quick Selector widget.

Mousing over any point in any line displays the average value at that time-point.

Clicking on a data point displays the Device Performance graph for the selected parameter on the selected
Active Directory server.

Pages Per Second. This widget displays a line graph. The line graph displays DS (domain server) directory reads
per second, DS directory writes per second, and DS directory searches per second. Each parameter is
represented by a color-coded line.
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o The x axis displays time. The increments vary, depending upon the date range selected in the Context
Quick Selector widget.

o Mousing over any point in any line displays the average value at that time-point.
o Clicking on a data point displays the Device Performance graph for the selected parameter on the selected

Active Directory server.

LDAP - Writes and Searches. This widget displays a line graph. The line graph displays LDAP writes per second
and LDAP searches per second. Each parameter is represented by a color-coded line.
o They axis displays writers per second and searches per second.

o The x axis displays time. The increments vary, depending upon the date range selected in the Context
Quick Selector widget.

o Mousing over any point in any line displays the average value at that time-point.
o Clicking on a data point displays the Device Performance graph for the selected parameter on the selected

Active Directory server.

LDAP - Bind Time. This widget displays a line graph. The line graph displays the time required for completion of
each successful LDAP binding.
o They axis displays duration in milliseconds.

o The x axis displays time. The increments vary, depending upon the date range selected in the Context
Quick Selector widget.

« Mousing over any point in any line displays the average value at that time-point.

o Clicking on a data point displays the Device Performance graph for the selected parameter on the selected
Active Directory server.
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Microsoft: DNS Server Performance

The Microsoft: DNS Server Performance dashboard provides an overview of the health and performance of a
selected DNS server.
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Context Quick Selector. This widget contains buttons for time span presets and the Organizations Selector.
o Time span presets. Users select the time span over which they want to view data. Selections range from one
hour to 90 days.
o Organizations Selector. This drop-down list allows a user to select specific organizations for which they want

to view data. This field filters the list of DNS servers that appear in the Server List widget.

Server List. This widget displays a list of DNS servers. Selecting a server drives the context for the other widgets in
the dashboard.

Availability and Latency. This widget displays two gauges:

o The availability of the selected DNS server, in percent.

o The latency of the selected DNS server, in milliseconds.
System Utilization (%). This widget displays a line graph. The line graph displays memory usage, virtual-memory
usage, and CPU usage for the selected DNS server during the selected duration. Each parameter is represented
by a color-coded line.

o They axis displays usage, in percent.

o The x axis displays time. The increments vary, depending upon the date range selected in the Context
Quick Selector widget.

« Mousing over any point in any line displays the average value at that time-point.
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o Clicking on a data point displays the Device Performance graph for the selected parameter on the selected
DNS server.

Overall Performance. This widget displays a line graph. The line graph displays Total Responses Sent per
Second and Total Queries Received per Second. Each parameter is represented by a color-coded line.
o They axis displays responses per second and queries per second.

o The x axis displays time. The increments vary, depending upon the date range selected in the Context
Quick Selector widget.

« Mousing over any point in any line displays the average value at that time-point.
o Clicking on a data point displays the Device Performance graph for the selected parameter on the selected
DNS server.

Recursive Queries. This widget displays a line graph. The line graph displays Recursive Queries per Second.

o They axis displays number of queries per second.

o The x axis displays time. The increments vary, depending upon the date range selected in the Context
Quick Selector widget.

o Mousing over any point in any line displays the average value at that time-point.
o Clicking on a data point displays the Device Performance graph for the selected parameter on the selected

DNS server.

Recursive Errors. This widget displays a line graph. The line graph displays Recursive Query Failures per Second
and Recursive Time-Outs per Second. Each parameter is represented by a color-coded line..
o They axis displays number of queries per second.

o The x axis displays time. The increments vary, depending upon the date range selected in the Context
Quick Selector widget.

« Mousing over any point in any line displays the average value at that time-point.

o Clicking on a data point displays the Device Performance graph for the selected parameter on the selected
DNS server.
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Microsoft: Exchange Server 2010 Performance

The Microsoft: Exchange Server 2010 Performance dashboard provides an overview of the health and
performance of a selected Exchange 2010 server.
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Context Quick Selector. This widget contains buttons for time span presets and the Organizations Selector.
« Time span presets. Users select the time span over which they want to view data. Selections range from one
hour to 90 days.
« Organizations Selector. This drop-down list allows a user to select specific organizations for which they want

to view data. This field filters the list of Exchange 2010 servers that appear in the Server List widget.

Server List. This widget displays a list of Exchange 2010 servers. Selecting a server drives the context for the other
widgets in the dashboard.

Availability and Latency. This widget displays two gauges:

o The availability of the selected Exchange 2010 server, in percent.

o The latency of the selected Exchange 2010 server, in milliseconds.
System Utilization (%). This widget displays a line graph. The line graph displays memory usage, swap memory
usage, and CPU usage for the selected Exchange 2010 server during the selected duration. Each parameter is
represented by a color-coded line.

« The y axis displays usage, in percent.

« The x axis displays time. The increments vary, depending upon the date range selected in the Context
Quick Selector widget.

« Mousing over any point in any line displays the average value at that time-point.
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o Clicking on a data point displays the Device Performance graph for the selected parameter on the selected
Exchange 2010 server.

User Active Connections. This widget displays a line graph. The line graph displays the number of active user
connections for the selected Exchange 2010 server during the selected duration.
o They axis displays the number of users.

o The x axis displays time. The increments vary, depending upon the date range selected in the Context
Quick Selector widget.

« Mousing over any point in the line displays the average value at that time-point.
o Clicking on a data point displays the Device Performance graph for the selected parameter on the selected

Exchange 2010 server.

OWA Requests. This widget displays a line graph. The line graph displays two lines: One for the frequency of
Outlook Web Access requests for the selected Exchange 2010 server during the selected duration and another
for the frequency of Web Services requests for the selected Exchange 2010 server during the selected duration.

o They axis displays the number of requests per second.

« The x axis displays time. The increments vary, depending upon the date range selected in the Context
Quick Selector widget.

« Mousing over any point in any line displays the average value at that time-point.
o Clicking on a data point displays the Device Performance graph for the selected parameter on the selected

Exchange 2010 server.

RPC Averaged Latency. This widget displays a line graph. The line graph displays the average latency of remote
procedure calls (RPCs) for the selected Exchange 2010 server during the selected duration.
o They axis displays the average RPC latency, in milliseconds.

o The x axis displays time. The increments vary, depending upon the date range selected in the Context
Quick Selector widget.

o Mousing over any point in any line displays the average value at that time-point.
o Clicking on a data point displays the Device Performance graph for the selected parameter on the selected

Exchange 2010 server.

MBS Databases. This widget displays a line graph. The line graph displays two lines: One for I/O write latency
for the mailbox server database for the selected Exchange 2010 and one for I/O read latency to the mailbox
server for the selected Exchange 2010 server during the selected duration.

o They axis displays the write and read latency statistics in milliseconds.

o The x axis displays time. The increments vary, depending upon the date range selected in the Context
Quick Selector widget.

« Mousing over any point in any line displays the average value at that time-point.

« Clicking on a data point displays the Device Performance graph for the selected parameter on the selected
Exchange 2010 server.
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Mailbox Messages.This widget displays a line graph. The line graph displays two lines: One for the number of
mailbox messages sent to the selected Exchange 2010 server and one for the number of mailbox message sent
from the selected Exchange 2010 server during the selected duration.

The y axis displays the number of messages per second.

The x axis displays time. The increments vary, depending upon the date range selected in the Context
Quick Selector widget.

Mousing over any point in any line displays the average value at that time-point.

Clicking on a data point displays the Device Performance graph for the selected parameter on the selected
Exchange 2010 server.

Total Queue Messages. This widget displays a line graph. The line graph includes three lines: One for the
number of messages in the submission queue, one for the number of messages in the delivery queue, and one for

the number of queued message that were delivered for the selected Exchange 2010 server during the selected
duration.

The y axis displays the number of messages per second.

The x axis displays time. The increments vary, depending upon the date range selected in the Context
Quick Selector widget.

Mousing over any point in any line displays the average value at that time-point.

Clicking on a data point displays the Device Performance graph for the selected parameter on the selected
Exchange 2010 server.

SMTP Messages. This widget displays a line graph. The line graphs includes two lines: One for the number of
SMTP messages sent from the selected Exchange 2010 server and one for the number of SMTP messages
received by the selected Exchange 2010 server during the selected duration.

The y axis displays the number of messages per second.

The x axis displays time. The increments vary, depending upon the date range selected in the Context
Quick Selector widget.

Mousing over any point in any line displays the average value at that time-point.

Clicking on a data point displays the Device Performance graph for the selected parameter on the selected
Exchange 2010 server.

Buckets Allocated. This widget displays a line graph. The line graph displays the number of buckets of version
store memory used by the selected Exchange 2010 server during the selected duration.
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The y axis displays the number of allocated buckets.

The x axis displays time. The increments vary, depending upon the date range selected in the Context
Quick Selector widget.

Mousing over any point in any line displays the average value at that time-point.

Clicking on a data point displays the Device Performance graph for the selected parameter on the selected
Exchange 2010 server.
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Microsoft: Exchange Server 2013 Performance

The Microsoft: Exchange Server 2013 Performance dashboard provides an overview of the health and
performance of a selected Exchange 2013 server.
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Context Quick Selector. This widget contains buttons for time span presets and the Organizations Selector.
« Time span presets. Users select the time span over which they want to view data. Selections range from one
hour to 90 days.
« Organizations Selector. This drop-down list allows a user to select specific organizations for which they want

to view data. This field filters the list of Exchange 2013 servers that appear in the Server Listwidget.

Server List. This widget displays a list of Exchange 2013 servers. Selecting a server drives the context for the other
widgets in the dashboard.

Availability and Latency. This widget displays two gauges:

o The availability of the selected Exchange 2013 server, in percent.

o The latency of the selected Exchange 2013 server, in milliseconds.
System Utilization (%). This widget displays a line graph. The line graph displays three lines: One for memory
usage, one for swap memory usage, and one for CPU usage for the selected Exchange 2013 server during the
selected duration. Each parameter is represented by a color-coded line.

« The y axis displays usage, in percent.

« The x axis displays time. The increments vary, depending upon the date range selected in the Context
Quick Selector widget.

« Mousing over any point in any line displays the average value at that time-point.
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o Clicking on a data point displays the Device Performance graph for the selected parameter on the selected
Exchange 2013 server.

User Active Connections. This widget displays a line graph. The line graph displays the number of active user
connections for the selected Exchange 2013 server during the selected duration.
o They axis displays the number of users.

o The x axis displays time. The increments vary, depending upon the date range selected in the Context
Quick Selector widget.

« Mousing over any point in the line displays the average value at that time-point.
o Clicking on a data point displays the Device Performance graph for the selected parameter on the selected

Exchange 2013 server.

OWA Requests. This widget displays a line graph. The line graph displays two lines: One for the frequency of
Outlook Web Access requests and one for the frequency of Web Services requests for the selected Exchange
2013 server during the selected duration.

o They axis displays the number of requests per second.

« The x axis displays time. The increments vary, depending upon the date range selected in the Context
Quick Selector widget.

« Mousing over any point in any line displays the average value at that time-point.
o Clicking on a data point displays the Device Performance graph for the selected parameter on the selected

Exchange 2013 server.

RPC Averaged Latency. This widget displays a line graph. The line graph displays the average latency for
remote procedure calls (RPCs) for the selected Exchange 2013 server during the selected duration.
o They axis displays the average RPC latency, in milliseconds.

o The x axis displays time. The increments vary, depending upon the date range selected in the Context
Quick Selector widget.

o Mousing over any point in any line displays the average value at that time-point.
o Clicking on a data point displays the Device Performance graph for the selected parameter on the selected

Exchange 2013 server.

MBS Databases. This widget displays a line graph. The line graph displays two lines: One for I/O write latency to
the mailbox server database and one for I/O read latency to the mailbox server database for the selected
Exchange 2013 server during the selected duration.

o They axis displays the average write and read latency in milliseconds.

o The x axis displays time. The increments vary, depending upon the date range selected in the Context
Quick Selector widget.

« Mousing over any point in any line displays the average value at that time-point.

« Clicking on a data point displays the Device Performance graph for the selected parameter on the selected
Exchange 2013 server.
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Mailbox Messages. This widget displays a line graph. The line graph displays two lines: One for the number of
mailbox messages sent from the selected Exchange 2013 and one for the number of mailbox messages delivered
to the selected Exchange 2013 server during the selected duration.

o They axis displays the number of messages per second.

o The x axis displays time. The increments vary, depending upon the date range selected in the Context
Quick Selector widget.

« Mousing over any point in any line displays the average value at that time-point.
o Clicking on a data point displays the Device Performance graph for the selected parameter on the selected

Exchange 2013 server.

Total Queue Messages. This widget displays a line graph. The line graph displays three lines: One for the the
number of messages in the submission queue, one for the number of messages in the delivery queue, and one for
the number of queued message that were delivered for the selected Exchange 2013 server during the selected
duration.

o They axis displays the number of messages per second.

o The x axis displays time. The increments vary, depending upon the date range selected in the Context
Quick Selector widget.

o Mousing over any point in any line displays the average value at that time-point.
o Clicking on a data point displays the Device Performance graph for the selected parameter on the selected

Exchange 2013 server.

SMTP Messages. This widget displays a line graph. The line graph displays two lines: One for the number of
SMTP messages sent from the selected Exchange 2013 server and one for the number of SMTP messages
received by the selected Exchange 2013 server during the selected duration.

« They axis displays the number of messages per second.

o The x axis displays time. The increments vary, depending upon the date range selected in the Context
Quick Selector widget.

« Mousing over any point in any line displays the average value at that time-point.
o Clicking on a data point displays the Device Performance graph for the selected parameter on the selected

Exchange 2013 server.

Buckets Allocated. This widget displays a line graph. The line graph displays the number of buckets of version
store memory used by the selected Exchange 2013 server during the selected duration.
o They axis displays the number of allocated buckets.

o The x axis displays time. The increments vary, depending upon the date range selected in the Context
Quick Selector widget.

o Mousing over any point in any line displays the average value at that time-point.

o Clicking on a data point displays the Device Performance graph for the selected parameter on the selected
Exchange 2013 server.
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Microsoft: IIS Server Performance

The Microsoft: IIS Server Performance dashboard provides an overview of the health and performance of a

selected IS server.

Dashboards.
[Microsoft IS Server Performance
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Context Quick Selector. This widget contains buttons for time span presets and the Organizations Selector.

o Time span presets. Users select the time span over which they want to view data. Selections range from one

hour to 90 days.

o Organizations Selector. This drop-down list allows a user to select specific organizations for which they want
to view data. This field filters the list of IS servers that appear in the Server List widget.

Server List. This widget displays a list of IS servers. Selecting a server drives the context for the other widgets in

the dashboard.

Availability and Latency. This widget displays two gauges:

o The availability of the selected IIS server, in percent.

o The latency of the selected IIS server, in milliseconds.

System Utilization (%). This widget displays a line graph. The line graph displays memory usage, virtual-memory
usage, and CPU usage for the selected IS server during the selected duration. Each parameter is represented by

a color-coded line.

o They axis displays usage, in percent.

o The x axis displays time. The increments vary, depending upon the date range selected in the Context

Quick Selector widget.

« Mousing over any point in any line displays the average value at that time-point.
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o Clicking on a data point displays the Device Performance graph for the selected parameter on the selected
IS server.

Current Users. This widget displays a line graph. The line graph displays Current Anonymous Users and Current
Non Anonymous Users. Each parameter is represented by a color-coded line.
o They axis displays number of users.

o The x axis displays time. The increments vary, depending upon the date range selected in the Context
Quick Selector widget.

« Mousing over any point in any line displays the average value at that time-point.
o Clicking on a data point displays the Device Performance graph for the selected parameter on the selected

IS server.

Bytes Sent and Received. This widget displays a line graph. The line graph displays Bytes Sent Per Second and
Bytes Received Per Second. Each parameter is represented by a color-coded line.
o They axis displays kB of data per second..

o The x axis displays time. The increments vary, depending upon the date range selected in the Context
Quick Selector widget.

« Mousing over any point in any line displays the average value at that time-point.
o Clicking on a data point displays the Device Performance graph for the selected parameter on the selected
1S server.

Connections. This widget displays a line graph. The line graph displays the number of Active HTTP Connections.

o They axis displays number of connections.

o The x axis displays time. The increments vary, depending upon the date range selected in the Context
Quick Selector widget.

« Mousing over any point in any line displays the average value at that time-point.
o Clicking on a data point displays the Device Performance graph for the selected parameter on the selected

IS server.

Pages Per Second. This widget displays a line graph. The line graph displays the number of Pages (served) Per
Second.
o They axis displays number of pages per second..

o The x axis displays time. The increments vary, depending upon the date range selected in the Context
Quick Selector widget.

« Mousing over any point in any line displays the average value at that time-point.

o Clicking on a data point displays the Device Performance graph for the selected parameter on the selected
1S server.

Cache Hit %. The IIS server caches (in memory) frequently requested files. This widget displays a line graph. The
line graph displays the ratio of kernel URI cache hits to total cache requests.

« They axis displays percent of URI cache hits.
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o The x axis displays time. The increments vary, depending upon the date range selected in the Context

Quick Selector widget.
« Mousing over any point in any line displays the average value at that time-point.

« Clicking on a data point displays the Device Performance graph for the selected parameter on the selected

IS server.

404 Errors Per Second. This widget displays a line graph. The line graph displays the number of errors due to
requests that couldn't be satisfied by the server because the requested document couldn't be found, per second.

o They axis displays number of errors per second.

o The x axis displays time. The increments vary, depending upon the date range selected in the Context
Quick Selector widget.

« Mousing over any point in any line displays the average value at that time-point.

Clicking on a data point displays the Device Performance graph for the selected parameter on the selected

IS server.

Microsoft: Lync Server 2010 Dashboards

The Microsoft: Lync Server 2010 Dashboards PowerPack includes the following dashboards:

o Microsoft: Lync Server 2010 Performance

o Microsoft: Lync Server 2010 Utilization

Microsoft: Lync Server 2010 Performance

The Microsoft: Lync 2010 Server Performance dashboard provides an overview of the health and performance of
a selected Lync 2010 server.
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Context Quick Selector. This widget contains buttons for time span presets and the Organizations Selector.
o Time span presets. Users select the time span over which they want to view data. Selections range from one
hour to 90 days.
 Organizations Selector. This drop-down list allows a user to select specific organizations for which they want

to view data. This field filters the list of Lync 2010 servers that appear in the Server List widget.

Server List. This widget displays a list of Lync 2010 servers. Selecting a server drives the context for the other
widgets in the dashboard.

Availability and Latency. This widget displays two gauges:

o The availability of the selected Lync 2010 server, in percent.

o The latency of the selected Lync 2010 server, in milliseconds.
System Utilization (%). This widget displays a line graph. The line graph displays memory usage, virtual-memory
usage, and CPU usage for the selected Lync 2010 server during the selected duration. Each parameter is
represented by a color-coded line.

« They axis displays usage, in percent.

« The x axis displays time. The increments vary, depending upon the date range selected in the Context
Quick Selector widget.

« Mousing over any point in any line displays the average value at that time-point.
o Clicking on a data point displays the Device Performance graph for the selected parameter on the selected
Lync 2010 server.
Connections Established. This widget displays a line graph. The line graph displays Connections Established.

 They axis displays number of connections.

o The x axis displays time. The increments vary, depending upon the date range selected in the Context
Quick Selector widget.

o Mousing over any point in any line displays the average value at that time-point.
« Clicking on a data point displays the Device Performance graph for the selected parameter on the selected

Lync 2010 server.

SIP Message. SIP is a protocol for instant messaging and VOIP. This widget displays a line graph. The line graph
displays Incoming Message and Outgoing Messages. Each parameter is represented by a color-coded line.
o They axis displays number of messages.

o The x axis displays time. The increments vary, depending upon the date range selected in the Context
Quick Selector widget.

« Mousing over any point in any line displays the average value at that time-point.

o Clicking on a data point displays the Device Performance graph for the selected parameter on the selected
Lync 2010 server.
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Sproc Latency. Stored Procedure Call (sproc) latency is the time it takes for the Lync database to process the
stored procedure call.

The y axis displays the duration, in milliseconds.

The x axis displays time. The increments vary, depending upon the date range selected in the Context
Quick Selector widget.

Mousing over any point in any line displays the average value at that time-point.

Clicking on a data point displays the Device Performance graph for the selected parameter on the selected
Lync 2010 server.

SIP Network Errors. This widget displays information about errors during instant messaging or VOIP. This widget
displays a line graph. The line graph displays Connections Above Per-User Limit Dropped, Connections Refused
Due to Server Overload, Failed DNS SRV Queries, Time Out DNS SRV Queries, and TLS Negotiations Failed.
Each parameter is represented by a color-coded line.

The y axis displays the number of connections that resulted in errors.

The x axis displays time. The increments vary, depending upon the date range selected in the Context
Quick Selector widget.

Mousing over any point in any line displays the average value at that time-point.

Clicking on a data point displays the Device Performance graph for the selected parameter on the selected
Lync 2010 server.

Incoming Response Breakdown. This widget displays information about the number of responses generated by

the server. This widget displays a line graph. The line graph displays Incoming 2xx Responses. A 2xx Response
means that a connection has been established.

The y axis displays the number of responses.

The x axis displays time. The increments vary, depending upon the date range selected in the Context
Quick Selector widget.

Mousing over any point in any line displays the average value at that time-point.

Clicking on a data point displays the Device Performance graph for the selected parameter on the selected
Lync 2010 server.

Incoming Response Breakdown. This widget displays information about the number of responses generated by
the server. This widget displays a line graph. The line graph displays Incoming 1xx (non-100) Responses,
Incoming 3xx Responses, Incoming Other 4xx Responses, Incoming Other 5xx Responses, and Incoming 6xx
Responses. Each parameter is represented by a color-coded line. For a description of SIP response codes, see the
Wikipedia page http://en.wikipedia.org/wiki/List of SIP response codes.
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The y axis displays the number of responses.

The x axis displays time. The increments vary, depending upon the date range selected in the Context
Quick Selector widget.

Mousing over any point in any line displays the average value at that time-point.

Clicking on a data point displays the Device Performance graph for the selected parameter on the selected
Lync 2010 server.
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Incoming Response Breakdown. This widget displays information about the number of responses generated by

the server. This widget displays a line graph. The line graph displays Incoming 400 Responses, Incoming 401

Responses, Incoming Other 403 Responses, Incoming 404 Responses, Incoming 407 Responses, and Incoming
408 Responses. Each parameter is represented by a color-coded line. For a description of SIP response codes,
see the Wikipedia page http://en.wikipedia.org/wiki/List of SIP response codes.

o They axis displays the number of responses.

o The x axis displays time. The increments vary, depending upon the date range selected in the Context

Quick Selector widget.

« Mousing over any point in any line displays the average value at that time-point.

o Clicking on a data point displays the Device Performance graph for the selected parameter on the selected

Lync 2010 server.

Incoming Response Breakdown. This widget displays information about the number of responses generated by
the server. This widget displays a line graph. The line graph displays Incoming 482 Responses and Incoming 483
Responses. Each parameter is represented by a color-coded line. For a description of SIP response codes, see the
Wikipedia page http://en.wikipedia.org/wiki/List of SIP response codes.

o They axis displays the number of responses.

o The x axis displays time. The increments vary, depending upon the date range selected in the Context

Quick Selector widget.

o Mousing over any point in any line displays the average value at that time-point.

o Clicking on a data point displays the Device Performance graph for the selected parameter on the selected

Lync 2010 server.

Microsoft: Lync Server 2010 Utilization

The Microsoft: Lync 2010 Server Utilization dashboard provides an overview of how users are using a selected
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Context Quick Selector. This widget contains the time span preset buttons and Organizations Selector.
o Time span presets. Users select the time span over which they want to view data. Selections range from one
hour to 90 days.
 Organizations Selector. This drop-down list allows a user to select specific organizations for which they want

to view data. This field filters the list of Lync 2010 servers that appear in the Server List widget.

Server List. This widget displays a list of Lync 2010 servers. Selecting a server drives the context for the other
widgets in the dashboard.

Availability and Latency. This widget displays two gauges:

o The availability of the selected Lync 2010 server, in percent.

o The latency of the selected Lync 2010 server, in milliseconds.
System Utilization (%). This widget displays a line graph. The line graph displays memory usage, virtual-memory
usage, and CPU usage for the selected Lync 2010 server during the selected duration. Each parameter is
represented by a color-coded line.

« They axis displays usage, in percent t.

« The x axis displays time. The increments vary, depending upon the date range selected in the Context
Quick Selector widget.

« Mousing over any point in any line displays the average value at that time-point.
o Clicking on a data point displays the Device Performance graph for the selected parameter on the selected

Lync 2010 server.

Active Registered Endpoints. Endpoints are devices that are connected to the Lync front-end server. This widget
displays a line graph. The line graph displays Endpoint Cache: Active Registered Endpoints.
o They axis displays numbered of registered endpoints.

o The x axis displays time. The increments vary, depending upon the date range selected in the Context
Quick Selector widget.

o Mousing over any point in any line displays the average value at that time-point.

o Clicking on a data point displays the Device Performance graph for the selected parameter on the selected
Lync 2010 server.
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Active IM Conferences. This widget displays the current number of IM conversations on the Lync server.
Conferences usually include more than two users. This widget displays a line graph. The line graph displays
Active Conferences.

o They axis displays numbered of IM conferences.

o The x axis displays time. The increments vary, depending upon the date range selected in the Context
Quick Selector widget.

« Mousing over any point in any line displays the average value at that time-point.
o Clicking on a data point displays the Device Performance graph for the selected parameter on the selected

Lync 2010 server.

Connected IM Users. This widget displays the current number of connected IM users. This widget displays a line
graph. The line graph displays Connected Users.
o They axis displays numbered of IM users.

o The x axis displays time. The increments vary, depending upon the date range selected in the Context
Quick Selector widget.

« Mousing over any point in any line displays the average value at that time-point.
o Clicking on a data point displays the Device Performance graph for the selected parameter on the selected

Lync 2010 server.

Number of Calls. This widget displays the current number of voice calls on the Lync server. This widget displays a
line graph. The line graph displays UpdateEndpoint: Number of Calls.
o They axis displays numbered of calls.

o The x axis displays time. The increments vary, depending upon the date range selected in the Context
Quick Selector widget.

o Mousing over any point in any line displays the average value at that time-point.
« Clicking on a data point displays the Device Performance graph for the selected parameter on the selected

Lync 2010 server.

Active AS Conferences. This widget displays the number of active conferences using Application Sharing (AS).
This widget displays a line graph. The line graph displays Active Conferences.
o They axis displays numbered of AS conferences.

o The x axis displays time. The increments vary, depending upon the date range selected in the Context
Quick Selector widget.

« Mousing over any point in any line displays the average value at that time-point.

o Clicking on a data point displays the Device Performance graph for the selected parameter on the selected
Lync 2010 server.
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Connected AS Users. This widget displays the number of users connected to conferences using Application
Sharing (AS). This widget displays a line graph. The line graph displays Connected Users.

« The y axis displays numbered of AS users.

o The x axis displays time. The increments vary, depending upon the date range selected in the Context
Quick Selector widget.

« Mousing over any point in any line displays the average value at that time-point.

o Clicking on a data point displays the Device Performance graph for the selected parameter on the selected
Lync 2010 server.

Microsoft: Skype for Business Dashboards

The Microsoft: Skype for Business Dashboards PowerPack includes the following dashboards:

o Microsoft: Lync Server 2013 Performance

o Microsoft: Lync Server 2013 Utilization

Microsoft: Lync Server 2013 Performance

The Microsoft: Lync 2013 Server Performance dashboard provides an overview of the health and performance of
a selected Lync 2013 server.
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Context Quick Selector. This widget contains the time span preset buttons and Organizations Selector.

« Time span presets. Users select the time span over which they want to view data. Selections range from one
hour to 90 days.

« Organizations Selector. This drop-down list allows a user to select specific organizations for which they want
to view data. This field filters the list of Lync 2013 servers that appear in the Server List widget.
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Server List. This widget displays a list of Lync 2013 servers. Selecting a server drives the context for the other
widgets in the dashboard.

Availability and Latency. This widget displays two gauges:

o The availability of the selected Lync 2013 server, in percent.

o The latency of the selected Lync 2013 server, in milliseconds.
System Utilization (%). This widget displays a line graph. The line graph displays memory usage, virtual-memory
usage, and CPU usage for the selected Lync 2013 server during the selected duration. Each parameter is
represented by a color-coded line.

o They axis displays usage, in percent.

o The x axis displays time. The increments vary, depending upon the date range selected in the Context
Quick Selector widget.

o Mousing over any point in any line displays the average value at that time-point.
o Clicking on a data point displays the Device Performance graph for the selected parameter on the selected
Lync 2013 server.
Connections Established. This widget displays a line graph. The line graph displays Connections Established.

o They axis displays number of connections.

o The x axis displays time. The increments vary, depending upon the date range selected in the Context
Quick Selector widget.

« Mousing over any point in any line displays the average value at that time-point.
o Clicking on a data point displays the Device Performance graph for the selected parameter on the selected

Lync 2010 server.

SIP Message. SIP is a protocol for instant messaging and VOIP. This widget displays a line graph. The line graph
displays Incoming Message and Outgoing Messages. Each parameter is represented by a color-coded line.

o They axis displays number of messages.

o The x axis displays time. The increments vary, depending upon the date range selected in the Context
Quick Selector widget.

o Mousing over any point in any line displays the average value at that time-point.

o Clicking on a data point displays the Device Performance graph for the selected parameter on the selected
Lync 2013 server.

Sproc Latency. Stored Procedure Call (sproc) latency is the time it takes for the Lync database to process the
stored procedure call.

 They axis displays the duration, in milliseconds.

o The x axis displays time. The increments vary, depending upon the date range selected in the Context
Quick Selector widget.

« Mousing over any point in any line displays the average value at that time-point.
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o Clicking on a data point displays the Device Performance graph for the selected parameter on the selected
Lync 2013 server.

SIP Network Errors. This widget displays information about errors during instant messaging or VOIP. This widget
displays a line graph. The line graph displays Connections Above Per-User Limit Dropped, Connections Refused
Due to Server Overload, Failed DNS SRV Queries, Time Out DNS SRV Queries, and TLS Negotiations Failed.
Each parameter is represented by a color-coded line.

o They axis displays the number of connections that resulted in errors.

o The x axis displays time. The increments vary, depending upon the date range selected in the Context
Quick Selector widget.

« Mousing over any point in any line displays the average value at that time-point.

o Clicking on a data point displays the Device Performance graph for the selected parameter on the selected
Lync 2013 server.

Incoming Response Breakdown. This widget displays information about the number of responses that are

being generated by the server. This widget displays a line graph. The line graph displays Incoming 2xx Responses.
A 2xx Response means that a connection has been established.

o They axis displays the number of responses.

o The x axis displays time. The increments vary, depending upon the date range selected in the Context
Quick Selector widget.

« Mousing over any point in any line displays the average value at that time-point.

o Clicking on a data point displays the Device Performance graph for the selected parameter on the selected
Lync 2013 server.

Incoming Respond Breakdown. This widget displays information about the number of responses that are being
generated by the server. This widget displays a line graph. The line graph displays Incoming 1xx (non-100)
Responses, Incoming 3xx Responses, Incoming Other 4xx Responses, Incoming Other 5xx Responses, and
Incoming éxx Responses. Each parameter is represented by a color-coded line. For a description of all SIP
response codes, see the Wikipedia page http://en.wikipedia.org/wiki/List of SIP response codes.

o They axis displays the number of responses.

o The x axis displays time. The increments vary, depending upon the date range selected in the Context
Quick Selector widget.

« Mousing over any point in any line displays the average value at that time-point.

o Clicking on a data point displays the Device Performance graph for the selected parameter on the selected
Lync 2013 server.
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Incoming Response Breakdown. This widget displays information about the number of responses that are
being generated by the server. This widget displays a line graph. The line graph displays Incoming 400
Responses, Incoming 401 Responses, Incoming Other 403 Responses, Incoming 404 Responses, Incoming 407
Responses, and Incoming 408Responses. Each parameter is represented by a color-coded line. For a description
of all SIP response codes, see the Wikipedia page http://en.wikipedia.org/wiki/List of SIP response codes.

« They axis displays the number of responses.

o The x axis displays time. The increments vary, depending upon the date range selected in the Context

Quick Selector widget.

« Mousing over any point in any line displays the average value at that time-point.

o Clicking on a data point displays the Device Performance graph for the selected parameter on the selected

Lync 2013 server.

Incoming Response Breakdown. This widget displays information about the number of responses that are
being generated by the server. This widget displays a line graph. The line graph displays Incoming 482
Responses and Incoming 483 Responses. Each parameter is represented by a color-coded line. For a description
of all SIP responses codes, see the Wikipedia page http://en.wikipedia.org/wiki/List of SIP response codes.

o They axis displays the number of responses.

o The x axis displays time. The increments vary, depending upon the date range selected in the Context

Quick Selector widget.

« Mousing over any point in any line displays the average value at that time-point.

o Clicking on a data point displays the Device Performance graph for the selected parameter on the selected

Lync 2013 server.

Microsoft: Lync Server 2013 Utilization

The Microsoft: Lync 2013 Server Utilization dashboard provides an overview of how users are using a selected

Lync 2013 server.
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Context Quick Selector. This widget contains buttons for time span presets and the Organizations Selector.
o Time span presets. Users select the time span over which they want to view data. Selections range from one
hour to 90 days.
 Organizations Selector. This drop-down list allows a user to select specific organizations for which they want

to view data. This field filters the list of Lync 2013 servers that appear in the Server List widget.

Server List. This widget displays a list of Lync 2013 servers. Selecting a server drives the context for the other
widgets in the dashboard.

Availability and Latency. This widget displays two gauges:

o The availability of the selected Lync 2013 server, in percent.

o The latency of the selected Lync 2013 server, in milliseconds.
System Utilization (%). This widget displays a line graph. The line graph displays memory usage, virtual-memory
usage, and CPU usage for the selected Lync 2013 server during the selected duration. Each parameter is
represented by a color-coded line.

« They axis displays usage, in percent.

« The x axis displays time. The increments vary, depending upon the date range selected in the Context
Quick Selector widget.

« Mousing over any point in any line displays the average value at that time-point.
o Clicking on a data point displays the Device Performance graph for the selected parameter on the selected

Lync 2013 server.

Active Registered Endpoints. Endpoints are devices that are connected to the Lync front-end server. This widget
displays a line graph. The line graph displays Endpoint Cache: Active Registered Endpoints.
o They axis displays the number of registered endpoints.

o The x axis displays time. The increments vary, depending upon the date range selected in the Context
Quick Selector widget.

o Mousing over any point in any line displays the average value at that time-point.

o Clicking on a data point displays the Device Performance graph for the selected parameter on the selected
Lync 2013 server.

140 Microsoft: Skype for Business Dashboards



Active IM Conferences. This widget displays the number of IM conversations on the Lync server. Conferences
usually include more than two users. This widget displays a line graph. The line graph displays Active
Conferences.

o They axis displays the number of IM conferences.

o The x axis displays time. The increments vary, depending upon the date range selected in the Context
Quick Selector widget.

« Mousing over any point in any line displays the average value at that time-point.
o Clicking on a data point displays the Device Performance graph for the selected parameter on the selected

Lync 2013 server.

Connected IM Users. This widget displays the current number of connected IM users. This widget displays a line
graph. The line graph displays Connected Users.
o They axis displays the number of IM users.

o The x axis displays time. The increments vary, depending upon the date range selected in the Context
Quick Selector widget.

« Mousing over any point in any line displays the average value at that time-point.
o Clicking on a data point displays the Device Performance graph for the selected parameter on the selected

Lync 2013 server.

Number of Calls. This widget displays the current number of voice calls on the Lync server. This widget displays a
line graph. The line graph displays UpdateEndpoint: Number of Calls.
o They axis displays the number of calls.

o The x axis displays time. The increments vary, depending upon the date range selected in the Context
Quick Selector widget.

o Mousing over any point in any line displays the average value at that time-point.
« Clicking on a data point displays the Device Performance graph for the selected parameter on the selected

Lync 2013 server.

Active AS Conferences. This widget displays the number of active conferences using Application Sharing (AS).
This widget displays a line graph. The line graph displays Active Conferences.
o They axis displays the number of AS conferences.

o The x axis displays time. The increments vary, depending upon the date range selected in the Context
Quick Selector widget.

« Mousing over any point in any line displays the average value at that time-point.

o Clicking on a data point displays the Device Performance graph for the selected parameter on the selected
Lync 2013 server.
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Connected AS Users. This widget displays the number of users connected to conferences using Application
Sharing (AS). This widget displays a line graph. The line graph displays Connected Users.

o The y axis displays the number of AS users.

The x axis displays time. The increments vary, depending upon the date range selected in the Context
Quick Selector widget.

Mousing over any point in any line displays the average value at that time-point.

Clicking on a data point displays the Device Performance graph for the selected parameter on the selected

Lync 2013 server.

Microsoft: SQL Server Performance

The Microsoft: SQL Server Performance dashboard provides an overview of the health and performance of a

selected SQL server.
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Context Quick Selector. This widget contains buttons for the time span presets and the Organizations Selector.

« Time span presets. Users select the time span over which they want to view data. Selections range from one

hour to 90 days.

« Organizations Selector. This drop-down list allows a user to select specific organizations for which they want
to view data. This field filters the list of SQL servers that appear in the Server List widget.

Server List. This widget displays a list of SQL servers. Selecting a server drives the context for the other widgets in
the dashboard.
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Availability and Latency. This widget displays two gauges:

o The availability of the selected SQL server, in percent.

o The latency of the selected SQL server, in milliseconds.
System Utilization (%). This widget displays a line graph. The line graph displays memory usage, virtual-memory
usage, and CPU usage for the selected SQL server during the selected duration. Each parameter is represented
by a color-coded line.

o They axis displays usage, in percent.

o The x axis displays time. The increments vary, depending upon the date range selected in the Context
Quick Selector widget.

« Mousing over any point in any line displays the average value at that time-point.
o Clicking on a data point displays the Device Performance graph for the selected parameter on the selected

SQL server.

Buffer Cache Hit Ratio. This widget displays information about the percentage of page requests that are
satisfied by data pages from the buffer cache without having to read from disk. The ratio is the total number of
pages found in the buffer divided by the total number of requests. This widget displays a line graph. The line
graph displays Buffer Cache Hit Ratio.

o They axis displays the ratio, in percent.

o The x axis displays time. The increments vary, depending upon the date range selected in the Context
Quick Selector widget.

« Mousing over any point in any line displays the average value at that time-point.
o Clicking on a data point displays the Device Performance graph for the selected parameter on the selected

SQL server.

Average Wait Time. This widget displays information about the average wait time to acquire a lock. This widget
displays a line graph. The line graph displays Average Wait Time.
« They axis displays the wait time, in milliseconds.

o The x axis displays time. The increments vary, depending upon the date range selected in the Context
Quick Selector widget.

« Mousing over any point in any line displays the average value at that time-point.

o Clicking on a data point displays the Device Performance graph for the selected parameter on the selected
SQL server.
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Deadlocks. This widget displays information about deadlocks. A deadlock occurs when two or more tasks
permanently block each other because each task tries to lock a resource which the other tasks are also trying to
lock. This widget displays a line graph. The line graph displays Number of Deadlocks Per Second.

The y axis displays the number of deadlocks per second.

The x axis displays time. The increments vary, depending upon the date range selected in the Context
Quick Selector widget.

Mousing over any point in any line displays the average value at that time-point.

Clicking on a data point displays the Device Performance graph for the selected parameter on the selected
SQL server.

Lock Waits. This widget displays information about the number of lock requests per second that require the
requester to wait. This widget displays a line graph. The line graph displays Lock Waits Per Second.

The y axis displays the number of waits per second.

The x axis displays time. The increments vary, depending upon the date range selected in the Context
Quick Selector widget.

Mousing over any point in any line displays the average value at that time-point.

Clicking on a data point displays the Device Performance graph for the selected parameter on the selected
SQL server.

Catalog Cache Hit Ratio. This widget displays information about the ratio between catalog metadata cache hits
and lookups. The ratio is the total number of pages found in the catalog metadata cache divided by the total
number of lookups. This widget displays a line graph. The line graph displays Catalog Cache Hit Ratio.

The y axis displays the ratio.

The x axis displays time. The increments vary, depending upon the date range selected in the Context
Quick Selector widget.

Mousing over any point in any line displays the average value at that time-point.

Clicking on a data point displays the Device Performance graph for the selected parameter on the selected

SQL server.

Page Life Expectancy. This widget displays information about the number of seconds a page will stay in the
buffer pool (memory cache) without references. This widget displays a line graph. The line graph displays Page
Life Expectancy.
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The y axis displays the number of seconds a page will stay in the buffer pool.

The x axis displays time. The increments vary, depending upon the date range selected in the Context
Quick Selector widget.

Mousing over any point in any line displays the average value at that time-point.

Clicking on a data point displays the Device Performance graph for the selected parameter on the selected

SQL server.
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Transactions. A transaction is a sequence of operations that make up a single logical unit of work, usually a
change to the database. This widget displays information about the number of transactions per second to the
SQL server. This widget displays a line graph. The line graph displays Transactions Per Second.

o They axis displays the number of transactions per second.

o The x axis displays time. The increments vary, depending upon the date range selected in the Context
Quick Selector widget.

« Mousing over any point in any line displays the average value at that time-point.
o Clicking on a data point displays the Device Performance graph for the selected parameter on the selected

SQL server.

Latch Waits. A latch is an object that ensures data integrity for objects in the buffer pool (memory cache). This
widget displays a line graph. The line graph displays Latch Waits Per Second.
o They axis displays the number of waits per second.

o The x axis displays time. The increments vary, depending upon the date range selected in the Context
Quick Selector widget.

« Mousing over any point in any line displays the average value at that time-point.

o Clicking on a data point displays the Device Performance graph for the selected parameter on the selected
SQL server.
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Chapter

Troubleshooting

Overview

Use the following menu options to navigate the SL1 user interface:
« To view a pop-out list of menu options, click the menu icon (&)

« To view a page containing all the menu options, click the Advanced menu icon ( ++ ).

The following sections describe some of the error messages that you might see when configuring SL1 to monitor

Windows devices:

Troubleshooting WInRM Error MeSSUQES ... 146
Debugging Code 40T ErrOrs ... 147
Debugging Code 500 Errors ... 149

Troubleshooting PowerShell Error Messages ... 149

Troubleshooting WinRM Error Messages
SL1 can generate the following error messages when problems occur in Windows Remote Management
(WinRM). For each error message, the top-most cause listed is the most likely reason for the error message.
146
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Error / Message Cause / Resolution

Incorrect username and/or password provided in the Bad HTTP response returned from server. Basic

PowerShell Credential. authentication failed. Code 401. (For more
information, see the section Debugging Code 401
Errors.)

Pre-authentication failed while getting initial
credentials.

Client not found in Kerberos database.

The device cannot respond to WinRM requests orthe | Kerberos-based authentication failed. Code 500. (For
PowerShell credential settings do not match the more information, see the section Debugging Code
device's WinRM configuration. 500 Errors.)

[Errno 111] Connection refused.

ParseError.

Server is offline. Increase the Timeout value on your Sciencelogic
credential.

NOTE: If you receive an error message that is a combination of the first two error messages, then you must
run debugging steps for both Code 401 and Code 500.

Debugging Code 401 Errors

If you encounter a Code 401 error, perform the following troubleshooting steps to debug the error:
o Determine if the error is caused by an issue with the Kerberos ticket:

o Ensure forward and reverse DNS are configured correctly when using Active Directory authentication:

# nslookup [IP address]
# nslookup [hostname]

o Ensure you are able to run the following command without error from the collector:
# kinit [username@DOMAINNAME ]

o Ifyou see the following error, change the domain name to all capital letters:

initial credentials

o Ensure that your WinRM settings match your Sciencelogic credential.

o To print out current WinRM settings:
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# winrm get winrm/config

o Ifyour Sciencelogic credential says no encryption, AllowUnencrypted should be set to True for both
the Client and the Service:

# winrm set winrm/config/client ‘@{AllowUnencrypted="S$true"}’
# winrm set winrm/config/service ‘@{AllowUnencrypted="S$true"}’

o Ifyou are using local type credentials, basic Authentication should be set to True for both Client and
Service:

# winrm set winrm/config/client/Auth ‘@{Basic="S$true"}’
# winrm set winrm/config/service/Auth ‘Q@{Basic="S$true"}’

o If you are using AD type credentials, Kerberos Authentication should be set to True for both Client
and Service:

# winrm set winrm/config/client/Auth ‘@{Kerberos="S$true"}’
# winrm set winrm/config/service/Auth ‘@{Kerberos="S$true"}’

In the Sciencelogic credential, ensure the Active Directory Hostname/IP field contains the FQDN and the
LDAP Domain field includes the domain.

In the Sciencelogic credential, the value in the LDAP Domain field might need to be entered in all capital
letters.

Ensure your Sciencelogic credentials are correct:

o SSH to your Data Collector and try running the following command:

# wmic -U ‘user$password’ //IP “select * from Win32 ComputerSystem”
p _

NOTE: If you choose to copy and paste the above command from this document into a shell session, you

might have to replace the single and double quotation marks.

If you are using Windows Servers 2012 and above, make sure that the user you are using belongs to the
group: WinRMRemoteWMIUsers

If you are using Windows Server 2008, 2008r2, or below, ensure that the user you are using is an
administrator. This is a Windows requirement.

If multiple domains are in use, ensure that they are mapped in the [domain_realm] section of the Kerberos
krb5.contf file.

o The [domain_realm] section provides a translation from a domain name or hostname to a Kerberos
realm name.

Ensure that the username and password are correct and that you can log on to the system.

Ensure your credential cache is up-to-date:

o SSH to your Data Collector and cd to the /tmp/ directory.

o Do an’ls’ to list all the contents of the /tmp/ directory.
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o Ifyou see any files that being with “krb5cc_”, delete those files.

Debugging Code 500 Errors

If you encounter a Code 500 error, perform the following troubleshooting steps to debug the error:

In the Sciencelogic credential, increase the value in the Timeout field (e.g., 180000 ms.).

Increase the timeout in the WinRM settings:

winrm set winrm/config ‘@{MaxTimeoutms="30000"}"

Increase the maximum number of concurrent operations per user:

winrm set winrm/config/service ‘@{MaxConcurrentOperationsPerUser="100"}"'
e Increase the maximum number of connections:

winrm set winrm/config/service ‘@{MaxConnections="”100"}"'

Increase the maximum number of concurrent operations:

winrm set winrm/config/service ‘@{MaxConcurrentOperations="500"}"

o Ensure that the Windows device being monitored is not exceeding its resource thresholds. You can do this
by opening Resource Monitor on the Windows Device and monitoring the CPU usage.

Troubleshooting PowerShell Error Messages

SL1 can generate the following error message when monitoring Windows devices using PowerShell. This error
message usually indicates that an issue with WinRM is not causing the error.

Error / Message Cause / Resolution

Get-Counter The PowerShell object was not found on the device that
The specified object was not found on the computer. is being monitored. To test this, copy the PowerShell
request from the Dynamic Application and run it on the
Windows device in a PowerShell shell as Administrator.
If you get a similar error message, then the counter
does not exist on your Windows device. This means
that the user must install the necessary service on the
Windows device.
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