@ScienceLogic

Monitoring Windows Systems with WMI

SLT version 8.12.1



Table of Contents

IMtrOdUC ON < 4
Monitoring Windows Devices in the Sciencelogic Platform ... ... 5
Whatis SNMP e 5
Whatis WML 5
PowerPaCks _ .l 5

Configuring Windows Systems for Monitoringwith SNMP ... ... 6
Configuring SNMP for Windows Server 2016 and Windows Server 2012 ... oo, 7

Configuring Ping ReSpONSES - ..o 7
Installing the SNMP Service .. ... 8
Configuringthe SNMP Service . ..o o 13
Configuring the Firewall to Allow SNMP Requests _. .. ... oo . 18
Configuring Device Classes for Windows Server 2016 and Windows 10 ... ... .................... 18
Manually Align the Device Class .. ... 19
Editthe Registry Key .o L 19
Configuring SNMP for Windows Server 2008 . L 20
Configuring Ping RESPONSES - . . - oL 20
Installing the SNMP Service ... .. 21
Configuringthe SNMP Service . ..o 24
Configuring the Firewall to Allow SNMP Requests _. .. ... oo . 29
Configuring SNMP for Windows Desktop Systems ... ..o o 29
Enabling SNMP on Windows Desktop Systems ... .. 30
Additional Steps for Configuring SNMP for Windows 10 ... . 37

Configuring Windows Systems for Monitoring with WMI ... 38

Configuring WMI on Windows 2008 and Later Servers ... . o oL 39
Step 1: Configuring SEIVICES .. .o 39
Step 2: Configuring the Windows Firewall - 41
Step 3: Configuring a User Account and Permissions ... oo oo 41

Configuring Namespace and DCOM Security Permissions ... ... oo . 42

Configuring User Account Control to Allow Elevated Permissions ... ... ... ..., 49
Configuring WMI for Windows Desktop Systems
Step 1: Configuring Services
Step 2: Configuring Windows Firewall . 55

Step 3: Setting the Default Namespace Security .. ... o L 55
Step 4: Setting the DCOM Security Level ... 61
Step 5: Disabling User Account Control ... .. 68
SNMP and WMI Dynamic Applications for Windows Devices ... ... ... 70
SNMP Dynamic Applications .. ... ... 70
WMI Dynamic ApplICAtiONS . .. 71
Microsoft Base Pack .. ... 71
Relationships with Other Types of Component Devices ... . 72
Creating SNMP and WMI Credentials for Windows Devices ........ ... ... . 73
Creating an SNMP Credential e 73
Creating a WMI Credential . ..o 76
Testing Windows Credentials ... L 78
SNMP Credential Test . . .o 78
Basic/Snippet Credential Test .. L 78
Running a Windows Credential Test ... 78
Monitoring a Windows Cluster . ... . L 80
Monitoring Windows Clusters in the Sciencelogic Platform ... . 80
Discovering Cluster Nodes ... .. L 81



Aligning a Dynamic Application with a Cluster Node 81

Disabling Collection of a Dynamic Application on a Device

________________________________________________ 82
Discovering the Cluster [P AAress .. ... ..o e 83
Aligning Dynamic Applications with the Cluster Device ... ... . . ... 85
Using a Device Template to Configure Dynamic Applications ... o . 86
Automatically Restarting Windows Services .. ... . 88
What is the Windows Restart Automatic Services PowerPack? ... . ... 88
Configuring the Windows Restart Automatic Services PowerPack ... ... ... . ... .. ... ............... 89
Excluding Automatic Services ... L 90
Viewing the List of Excluded Services ... ... oo i 90
Adding an Excluded Service for All Devices ... 90
Adding an Excluded Service for a Single Device ... ..o o i 91

Removing an Excluded Service



Chapter

Introduction

Overview

This manual describes how to monitor Windows systems in SL1 using SNMP and Windows Management
Instrumentation (WMI) credentials and Dynamic Applications.

The following sections provide an overview of SNMP and WM, as well as the PowerPacks you can use to monitor
Windows systems SL1:

Monitoring Windows Devices in the Sciencelogic Platform ... . . . . .. . ... ... 5
What is SNMPZ 5
What is WML 5
PowerPacks . ... . . L 5

NOTE: Sciencelogic provides this documentation for the convenience of Sciencelogic customers. Some of
the configuration information contained herein pertains to third-party vendor software, which is
subject to change without notice to Sciencelogic. Sciencelogic makes every attempt to maintain
accurate technical information and cannot be held responsible for defects or changes in third-party
vendor software. There is no written or implied guarantee that information contained herein will work
for all third-party variants. See the End User License Agreement (EULA) for more information.




Monitoring Windows Devices in the SciencelLogic Platform

SL1 can monitor a Windows device using the following methods:

o Requesting information from the Windows SNMP agent
« Requesting information by executing a remote PowerShell command
« Requesting information from the WMl agent

« Requesting information using the SL1 agent

NOTE: This manual describes how to monitor Windows with SNMP and WMI. For more information about
using PowerShell to monitor Windows devices, see the Monitoring Windows with PowerShell manual.

What is SNMP?2

SNMP (Simple Network Management Protocol) is a set of standard protocols for managing diverse computer
hardware and software within a TCP/IP network. SNMP is the most common network protocol used by network
monitoring and management applications to exchange management information between devices. SL1 uses this
protocol and other protocols to collect availability and performance information.

SNMP uses a server-client structure. Clients are called agents. Devices and software that run SNMP are agents.
The server is called the management system. SL1 is the management system.

Most network hardware is configured for SNMP and can be SNMP-enabled. Many enterprise software applications
are also SNMP-compliant. When SNMP is running on a device, it uses a standard format to collect and store data
about the device and/or software. For example, SNMP might collect information on each network interface and
the traffic for each interface. SL1 can then query the device fo retrieve the stored data.

What is WMI?2

Windows Management Instrumentation, or WMI, is a Windows Service developed to access management
information. WMl is a middle-layer technology that enables standardized management of Windows-based
computers. It collects computer management data from a wide variety of sources and makes it accessible by using
standard interfaces. WMI's specific query language is similar to SQL. For a comparison of WQL and SQL, see
http://technet.microsoft.com/en-us/library/cc180454 .aspx

PowerPacks

This manual describes content from the following PowerPacks:

o Microsoft Base Pack PowerPack, version 106.

o Windows Restart Automatic Services PowerPack, version 101.
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Chapter

Configuring Windows Systems for Monitoring
with SNMP

Overview

The following sections describe how to configure Windows Server 2016, Windows Server 2012, Windows Server
2008, and Windows deskiop systems for monitoring by SL1 using SNMP:

Configuring SNMP for Windows Server 2016 and Windows Server 2012 ... ................ 7
Configuring Ping ReSpONSEs . oo 7
Installing the SNIMP S@rvIiCe ... .o e 8
Configuring the SNMP SEIVICe ..o oL 13
Configuring the Firewall to Allow SNMP ReqQUESES ..ol 18
Configuring Device Classes for Windows Server 2016 and Windows 10 ... ... ... ... ... ......... 18

Manually Align the Device Class .. ... 19
Editthe Registry Key ... 19

Configuring SNMP for Windows Server 2008 . .. 20
Configuring Ping ReSpONSES o 20
Installing the SNIMP ServiCe ... e e 21
Configuring the SNMP SEIVICe ... oL 24
Configuring the Firewall to Allow SNMP Requests .. ... 29

Configuring SNMP for Windows Desktop Systems .. ... ... ... .. ... ... 29
Enabling SNMP on Windows Deskfop Systems ... .. 30
Additional Steps for Configuring SNMP for Windows 10 ... . 37



Configuring SNMP for Windows Server 2016 and Windows
Server 2012

To configure SNMP on a Windows 2016 Server or a Windows 2012 Server, you must:

1. Configure "ping" responses.

2. Installthe SNMP service.

3. Configure the SNMP service.

4. Configure the firewall to allow SNMP requests.

5. Configure Device Classes. (Windows Server 2016 only)

Configuring Ping Responses

For SL1 to discover a device, including SNMP-enabled devices, the device must meet one of the following
requirements:

o The device must respond to an ICMP "Ping" request.

o One ofthe ports selected in the Detection Method & Port field for the discovery session must be open on
the device. If the Default Method option for the Detection Method & Port field is selected, SL1 scans TCP
ports 21,22,23,25, and 80.

The default configuration for a Windows Server does not allow ICMP "Ping" requests and does not allow
connectionsto TCP ports 21, 22, 23, 25, or 80. Therefore, to discover a Windows Serverin SL1, you must
perform one of the following tasks:

« Reconfigure the firewall on the Windows Server to allow ICMP "Ping" requests. This section describes how to
perform this task.

« Reconfigure the firewall on the Windows Server to allow connections to port 21, 22, 23, 25, or 80. f you
have already configured your Windows Server to accept SSH, FTP, Telnet, SMTP, or HTTP connections, this
task might have been completed already. You should perform this task only if you were already planning to
allow SSH, FTP, Telnet, SMTP, or HTTP connections to your Windows Server.

o When you create the discovery session that will discover the Windows Server, select at least one port in the
Detection Method & Port field that is open on the Windows Server. For example, if your Windows Server is
configured as an MSSQL Server, you could select port 1433 (the default port for MSSQIL Server) in the
Detection Method & Port field.

To reconfigure the firewall on a Windows Server to allow ICMP "Ping" requests, perform the following steps:

1. Inthe Start menu search bar, enter "firewall" to open a Windows Firewall with Advanced Security
window.

2. Inthe left pane, select Inbound Rules.

3. youwantSL1 to discover your Windows Server using an IPv4 address, locate the File and Printer Sharing
(Echo Request - ICMPv4-In) rule.

7 Configuring SNMP for Windows Server 2016 and Windows Server 2012



4. IfyouwantSL1 to discover your Windows Server using an IPvé address, locate the File and Printer Sharing
(Echo Request - ICMPvé-In) rule.

5. Right click on the rule that you located, then select Enable Rule:

File  Action View Help

'3 Windows Firewall with Advanced Security l;‘i-

@ Windows Firswall with Advance NI 23 Actions

I Inbound Rules Mame Group - Profile Enabled ~ || |nbound Rules
§ S:;iz:;::;l:cznty Rules @Cura Networking - Multicast Listener Qu..  Core Networking All Yes ‘3 Mew Rule..,
": Monitorin @Core Metwarking - Multicast Listener Rep.. Core Networking All Yes .
P E @CEI’E Metwarking - Multicast Listener Rep... Core Networking All Ves T Filter by Profile
(@ Core Netwarking - Meighbor Discovery &... Care Networking Al Yes T Filker by State
@Core Metaworking - Meighbor Discovery 5., Core Networking All Yes T Filter by Group
@Cura Metworking - Packet Too Big (ICMP... Core Networking All Yes
@Core Metwarking - Parameter Problem (I, Core Networking All Yes View
(@ Core Netwarking - Router Advertisement... Care Metworking All Yes |G Refresh
@CEI’E Metwarking - Router Solicitation (JC... Core Metworking Al Yes = || = Exportlist..
@Core Metawwarking - Teredo (UDP-In) Core Metwarking All Yes - Help
@Cura Metworking - Time Exceeded (ICMP... Core Networking All Yes
@ Distributed Transaction Coardinator (RPC)  Distributed Transaction Coa.. Al Mo File and Printer Sharing {Echo Request..
oDistrihuted Transaction Coordinator (RP...  Distributed Transaction Coo.. Al Ho {3 Enable Rule
oDistrihutad Transaction Coordinator (TC...  Distributed Transaction Coo.., Al Mo
__File and Printer e & o
@FME and Printer Sharing (Echo Brih s Sz Copy
oF\\e and Printer Sharing (LLMMA Cut Sharing All Mo K Delete
@ File and Printer Sharing (ME-Da Copy Bharing All Mo E Froperties
OFME and Printer Sharing (MB-Na Delete Bharing All Mo
oFMe and Printer Sharing (MB-Ses Bhating All Mo Help

@ File and Printer Sharing (SMB-| Properties Sharing Al Mo
oF\\e and Printer Sharing (Spoole Sharing All Mo

oF\\e and Printer Sharing (Spoaler Service - File and Frinter Sharing All Ho
oFME and Printer Sharing ower SMBDirect (... File and Printer Sharing awer.,  All Mo
oiSCSI Service (TCP-In) iSCEl Service Al MNao
oKeyManagEmentSeN\:e (TCP-In) Key Management Service All Mo
oNet\Dgon Service (NP-In) Netlogon Service All Ho
oNEt\ngnn Service Authz (RPC) Netlogan Service All Ho
oNEtmmrk Discovery (LLMMR-UDP-1ny MNetwork Discowvery All Mo
ONetwork Discovery (MEB-Datagrarn-In) MNetwork Discowvery All Mo
oNEtwurk Discovery (MB-Narme-In) Metwork Discovery All Mo
eNetWork Discovery (Pub-SD-Iny MNetwork Discoveny All Ho "
< m > (‘- m >

Copies the current selection,

- v v ¥

Installing the SNMP Service

To install the SNMP service on a Windows 2012 Server or Windows 2016 Server, perform the following steps:

1. Open the Server Manager utility.

2. Inthe upper-right of the window, select [Manage] > Add Roles and Features. The Add Roles and
Features window is displayed.

Configuring SNMP for Windows Server 2016 and Windows Server 2012



3. Ifthe server does not skip the Before you begin page, click the [Next >] button to manually skip it. The
Select installation type page is displayed:

Select installation type sl

WIN-3UGIKS2C0LG

Eefore You Begin Select. the installation typ-e\"ou can ins!zall roles and features on a running physical computer or virtual
machine, or on an offline virtual hard disk (WHD).

®) Role-based or feature-based installation

Configure a single server by adding roles, role services, and features.

Server Sglaction

) Remote Desktop Services installation

Install required role services for Virtual Desktop Infrastructure (VD) to create a virtual machine-based
or session-based desktop deployment

<Previous | [ MNext> | | nstall | [ Cancel

Configuring SNMP for Windows Server 2016 and Windows Server 2012



4. Click the [Next >] button to continue with Role-based or feature-based installation. The Select destination
server page is displayed:

DESTINATION SERVER

Select destination server WIN-3UGIKS2C0LQ

Eefore You Begin Select a server or a virtual hard disk on which to install roles and features.

Instaliation Type

() Select a virtual hard disk

Server Roles Server Pool

Faatures

Filter: |

Name IP Address Operating System

WIN-3UGIK 10.100.100.22 Microsoft Windows Server 2012

1 Computer(s) found

This page shows servers that are running Windows Server 2012, and that have been added by using the
Add Servers command in Server Manager. Offline servers and newly-added servers from which data
collection is still incomplete are not shown.

< Previous | | Mext = | | Install | | Cancel

Configuring SNMP for Windows Server 2016 and Windows Server 2012
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5. Ensure the Windows 2012 server or Windows 2016 Server is selected and then click the [Next >] button.
The Select server roles page is displayed.

6. Click the [Next >] button without selecting any additional roles. The Select features page is displayed:

Select features

Before You Begin
Instaliation Type
Server Selection

Server Roles

Select one or more features to install on the selected server,

O Background Intelligent Transfer Service (BITS)

[] BitLocker Drive Encryption
[ BitLocker Network Unlock
[] BranchiCache

[[] Client for NFS

[[] Data Center Bridging

[] Direct Play

[] Enhanced Storage

[[] Failover Clustering

[] Group Policy Management
1 1S Hostable Web Care

[J Ink and Handwriting Services

— - -

DESTINATION SERVER
WIN-2UGIKS2C0LG

Description

NET Framework 3.5 combines the
power of the .NET Framework 2.0
APls with new technalogies for
building applications that offer
appealing user interfaces, protect
your customers' persanal identity
information, enable seamless and
secure communication, and provide
the ability to model a range of
business processes.

Install | | Cancel
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7. Selectthe SNMP Service checkbox. The following confirmation window is displayed:

Add features that are required for SNMP Service?

The following tools are required to manage this feature, but do not
have to be installed on the same server.

4  Remote Server Administration Tools
4  Feature Administration Tools
[Tools] SMMP Tools

Include management tools (if applicable)

Add Features

8. Click the [Add Features] button.
9. Inthe Selectfeatures page, expand SNMP Service and select the SNMP WMI Provider checkbox.

Configuring SNMP for Windows Server 2016 and Windows Server 2012
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10.

11.

12.

Click the [Next >] button. The Confirm installation selections page is displayed:

[ Add Roles and Features Wizard = || = -
. . . . ~ DESTINATION SERVER
Confirm installation selections WIN-3UGIKS2C0LQ
Before You Begin To install the following roles, role services, or features on selected server, click Install.

Installation Typs

[[] Restart the destination server automatically if required

Optional features (such as administration tools) might be displayed on this page because they have

been selected automatically. If you do not want to install these optional features, click Previous to clear
their check boxes.

Confimmation Remate Server Administration Tools
Feature Administration Tools
SNMP Tools

SNMP Service
SNMP Wi Provider

Export configuration settings
Specify an alternate source path

< Previous MNext > Install | | Cancel

Click the [Install] button.

After the installation is complete, click the [Close] button.

Configuring the SNMP Service

To configure the SNMP service on a Windows 2012 Server or Windows 2016 Server, perform the following steps:

NOTE: If you recently installed the SNMP service, you must wait for the Server Manager window to refresh to

allow the SNMP service snap-in to be added. You can manually refresh the Server Manager
window by closing the Server Manager and then re-opening the Server Manager.

1.

In the upper-right of the Server Manager window, select [Tools] > Services. The Services window is
displayed.

Configuring SNMP for Windows Server 2016 and Windows Server 2012



2. Inthe Services window, right-click on SNMP Service, and then select Properties. The SNMP Service
Properties window appears:

General | Log Ok I Recowerny | Agent | Traps | Security | Dependencies

Service name;

Dizplay name: SHMP Service

D escription: Enables Simple Metwork Management Protocal ~
[SMMP] requests to be processzed by this computer.

Fath to executable:
C:AwindowshSestem32henmp. exe

Startup type: | Automatic

Semvice statuz Funning

Start | | Stop | | Fauze | | Resumne |

You can specify the start parameters that apply when vou start the service
fram here.

Start parameters:

Cancel ||

3. Inthe Startup type: field, select Automatic.

Configuring SNMP for Windows Server 2016 and Windows Server 2012



4. Selectthe [Security] tab. The security seftings are displayed:

| Gereral I Log On I Recowvery | Agent | Traps | Secunty | Dependencies

[«] Send authentication trap

Accepted community names

Commurity

| Add. | | Edt. | | Remowe

() Accept SMMP packets from aty host
® Accept SMMP packets from these hosts

| | Remove |

Cancel | | Apply

Configuring SNMP for Windows Server 2016 and Windows Server 2012



5. Inthe Accepted community names panel, click the [Add...] button. The SNMP Service Configuration
pop-up window is displayed:

SNMP Service Properties (Local Computer) \il

| General I Log On I Recoveny | Agent | Traps | Security | Dependencies |

Send authentication trap

Accepted community names

Cornrnumity Rights

SNMP Service Configuration

Cormnmunity rights: Add
| READ ONLY v

Cancel

Comrmunity M arne:

ddd. | | Edt. | | Remove

0k | | Cancel Apply

6. Enteravalue in the following fields:
o Community rights. Select one of the following options from the drop-down list:

o READ ONLY. Select this option to allow SL1 to request information from this Windows 2012 Server
or Windows 2016 Server using this SNMP community string. This option does not allow SL1 1o
perform write operations on this Windows 2012 Server or Windows 2016 Server using this SNMP
community string.

o READ WRITE. Select this option to allow SL1 to request information from this Windows 2008 server
and to perform write operations on this Windows 2012 Server or a Windows 2016 Serve using this
SNMP community string.

Configuring SNMP for Windows Server 2016 and Windows Server 2012 16



9.

o Community name. Enter the SNMP community string that SL1 will use when making SNMP requests
to this Windows 2012 Server or Windows 2016 Server. When you create a credential for this
Windows 2012 Server or Windows 2016 Serverin SL1, you will enter this community string in one
the following fields in the Credential Editor modal page:

o SNMP Community (Read-Only). Enter the SNMP community string in this field if you selected READ
ONLY in the Community rights drop-down list.

o SNMP Community (Read/Write). Enter the SNMP community string in this field if you selected
READ WRITE in the Community rights drop-down list.

Click the [Add] button to add the community string to the list of community strings this Windows 2012 Server
or Windows 2016 Server accepts.

In the Accept SNMP packets from these hosts panel, click the Add... button. The SNMP Service
Configuration pop-up window is displayed:

SNMP Service Properties (Local Computer) \il

| General I Log On I Recowveny | Agent | Traps | Security | Dependencies |

Send authentication trap

Accepted community names

Commniumiky Rights
public READ OMLY

SNMP Service Configuration

&dd

Cancel

Host name, 1P ar IF address:

sdd. | | Edt. | | Remove

0k || Cancel || Apply

In the Host name, IP or IPX address field, enter the IP address of the All-In-One Appliance or Data
Collector that will monitor this server.

Configuring SNMP for Windows Server 2016 and Windows Server 2012



10.
11.

12.

Click the [Add] button to add the appliance to the list of authorized devices.

If you are using SL1 with a distributed architecture, repeat steps 8—10 for each Data Collector in the collector
group that will monitor this server.

Click the [Apply] button to apply all changes.

Configuring the Firewall to Allow SNMP Requests

To configure the Windows Firewall to allow SNMP requests on a Windows 2012 server or Windows 2016 Server,
perform the following steps:

In the Start menu search bar, enter "firewall" to open a Windows Firewall with Advanced Security
window.

In the left pane, click Inbound Rules.
Locate the two SNMP Service (UDP In) rules.

If one or both of the rules is not enabled, right-click on the rule and then select Enable Rule:

] Windows Firewall with Advanced Security -|a
File Action View Help

9 2@ B

8 i et v v [ -

[} bl s Name Group - Profile Enabled  Action  Overide  Program  Local Address || | Inbound Rules -

?;:‘i:tz:f::‘w Rules @ Remote Event Log Manzgement (RPC-EP... Remote Event Log Manage...  All Mo Allow  No %System... Any & New Rule..

. o y @ Remote Event Monitor (RPC) Remote Event Monitor Al No Allow  No HSystem... Any

» & Monitoring @ Remote Event Monitor (RPC-EPMAP) Remote Event Monitor Al Ne Allow  No System... Any V' Filter by Profile 4
@ Remote Scheduled Tasks Management (.. Remote Scheduled Tasks M... Al No Allow No %System...  Any W Filter by State 4
(@ Remote Scheduled Tasks Management (.. Remote Scheduled Tasks M. All Mo Allew  No %System... Any T Filter by Group »
(@ Remote Service Management (NP-In) Remote Service Management  All Mo Allew  No System  Any
@ Remote Service Management (RPC) Remote Service Management Al Mo Alow  No %System... Any View 4
@ Remote Service Management (RPC-EPM... Remote Service Management  All No Allow  No %System... Any |6 Refresh
@ Inbound Rule for Remote Shutdown (RP... Remote Shutdown Al Mo Allew o Shsystem...  Any 2 Export List..
@ Inbound Rule for Remote Shutdown (TC... Remote Shutdown Al Mo Allew o Shsystem...  Any Help
@ Remote Volume Management - Virtual D... Remote Volume Manageme...  All Mo Allew o %System...  Any
@ Remote Volume Management - Virtual D... Remote Volume Manageme... All No Allow No %System...  Any SNMP Service (UDP In) -
(@ Remote Volume Management (RPC-EPM... Remote Volume Manageme... All No Allow  No SeSystem...  Any ¢ Enable Rule
@ Routing and Remote Access (GRE-In) Routing and Remote Access  All No Allow  No System  Any
@~Routing and Remote Access (L2TP-In)  Routing and Remote Access Al No Allow  No System  Any 4 cu
@ Routing and Remote Access (PPTP-ln)  Routing and Remote Access  All No Allow  No System  Any Hy Copy
@ 5ecure Socket Tunneling Protocol (SSTP-... Secure Socket Tunneling Pr..  All Mo Allew  No System  Any ¥ Delete
(€ SNMP Service (UDP In) SNMP Service Domain, Public  Yes Allew  No System...  Any ) Properties
[ SNMP Service (UDP In) S Private, Public
(@ SNMP Trap Service (UDP In) Enable Rule Private, Public Mo Allew  No %System..  Any Help
(@ SHMP Trap Service (UDP In) cut Domain Ho Allew  No %System...  Any
@ TPM Virtuzl Smart Card Managemen | Copy rd Ma... Domain Mo Allew o %System...  Any
@ TPM Virtual Smart Card Managemen | pojcre rdMa.. Private, Public  No Allew o %System...  Any
@ TPM Virtual Smart Card Managemen rd Ma... Domain Mo Allew o %System...  Any =
@ TPM Virtusl Smart Card Managemen Crpeis rd Ma... Private, Public No Allow  No %System... Any
@ Virtual Machine Monitoring (DCOM: Help. itoring Al No Allow  No %System...  Any
@ Virtual Machine Monitoring (Echo Reque... Virtual Machine Monitoring ~ All No Allow  No Any Any
@ Virtual Machine Monitoring (Echo Reque.. Virtual Machine Monitoring ~ All No Allow  No Any Any
@ Virtual Machine Monitoring (NB-Session.. Virtual Machine Monitoring ~ All No Allow  No Any Any .
< n 5[« w >

Enable Rule

Configuring Device Classes for Windows Server 2016 and Windows

10

There is a known problem with the Microsoft OID that contains the version number for the operation system. This
problem prevents SL1 from using SNMP to automatically align device classes to Windows 10 devices and
Microsoft Server 2016 devices.

Configuring SNMP for Windows Server 2016 and Windows Server 2012 18



Because Microsoft has deprecated support of SNMP on Microsoft Server 2016 and Windows 10, users who want
to use SNMP to monitor Windows 10 and Microsoft Server 2016 should use one of these workarounds:

o After discovering a Microsoft Server 2016 or Windows 10 device, manually align the device class and
disable nightly auto-discovery

« Editthe registry key

Both workarounds are described in the following sections.
Manually Align the Device Class

After discovering Microsoft Server 2016 devices and Windows 10 devices, you can manually align a device class
with the discovered devices. To preserve your manual changes, you must disable nightly auto-discovery for those
devices. You can manually align the discovered devices with one of these device classes:

o Windows Server2016
o« Windows Server 2016 Domain Controller

o Windows 10 Workstation

For details on manually assigning a device class to a device, follow the steps in the section on Manually Changing
the Device Class for a Device in the Device Management manual chapter on Managing Device Classes and
Device Categories. For details on disabling nightly auto-discovery for a device, see the section on Maintaining the
New Device Class During Auto-Discovery in the Device Management manual chapter on Managing Device
Classes and Device Categories.

Edit the Registry Key

You can log in to the device that you want o monitor and manually edit the Windows Registry Key "HKEY LOCAL
MACHINE\Software\Microsof\Windows NT\CurrentVersion". You can define the value CurrentVersion as either
"2016" or"10.0". To do this:

1. Click the Start menu and choose Run.

2. Inthe Run dialog box, type regedit and then click OK.

3. Navigate to HKEY_LOCAL_MACHINE\Software\Microsof\Windows NT\CurrentVersion
4. In the right pane, double click on the Default key.

5

Enter the appropriate value:

e ForMicrosoft Server 2016, change the Value to 2016
e ForWindows 10, change the Value to 10.0

19 Configuring SNMP for Windows Server 2016 and Windows Server 2012



Configuring SNMP for Windows Server 2008

To configure SNMP on a Windows 2008 Server, you must:

1.

2
3.
4

Configure "ping" responses.
Install the SNMP service.
Configure the SNMP service.

Configure the firewall to allow SNMP requests.

Configuring Ping Responses

For SL1 to discover a device, including SNMP-enabled devices, the device must meet one of the following
requirements:

o The device must respond to an ICMP "Ping" request.
o One of the ports selected in the Detection Method & Port field for the discovery session must be open on

the device. [f the Default Method option for the Detection Method & Port field is selected, SL1 scans TCP
ports 21,22,23,25, and 80.

The default configuration for a Windows Server does not allow ICMP "Ping" requests and does not allow
connectionsto TCP ports 21, 22, 23, 25, or 80. Therefore, to discover a Windows Serverin SL1, you must
perform one of the following tasks:

« Reconfigure the firewall on the Windows Server to allow ICMP "Ping" requests. This section describes how to

perform this task.

Reconfigure the firewall on the Windows Server to allow connections to port 21, 22, 23, 25, or 80. lf you
have already configured your Windows Server to accept SSH, FTP, Telnet, SMTP, or HTTP connections, this
task might have been completed already. You should perform this task only if you were already planning to
allow SSH, FTP, Telnet, SMTP, or HTTP connections to your Windows Server.

When you create the discovery session that will discover the Windows Server, select at least one port in the
Detection Method & Port field that is open on the Windows Server. For example, if your Windows Server is
configured as an MSSQIL Server, you could select port 1433 (the default port for MSSQL Server) in the
Detection Method & Port field.

To reconfigure the firewall on a Windows Server to allow ICMP "Ping" requests, perform the following steps:

1.

In the Start menu search bar, enter "firewall" to open a Windows Firewall with Advanced Security
window.

In the left pane, select Inbound Rules.

If you want SL1 to discover your Windows Server using an IPv4 address, locate the File and Printer Sharing
(Echo Request - ICMPv4-In) rule.

If you want SL1 to discover your Windows Server using an IPvé address, locate the File and Printer Sharing
(Echo Request - ICMPvé-In) rule.

Configuring SNMP for Windows Server 2008 20



5. Right click on the rule that you located, then select Enable Rule:

b Windows Firewall with Advanced Security = | E -
File Action View Help
=
|\ (iTne] Rl Name Group B Profile  Enabled |~ || Infound Rules N
F Qutbound Rules @Core Metworking - Multicast Listener Q... Core Networking All Yes &
P Connection Security Rules 3 Mew Rule..,
N ': Monitorin @Cura Netwurk!ng - Mult!cast Lfstenar Rep.. Core Netwurk!ng All Yes .
= 9 @Core Metwarking - Multicast Listener Rep.. Core Networking All Ves T Filter by Profile 4
(@ Core Netwarking - Meighbor Discovery &... Care Metworking All Yes ST Filter by State 4
@CEI’E Metwnrking - Meighbor Discovery 5., Core Mebaorking All Yes T Filter by Group »
@Cura Metworking - Packet Too Big (ICMP... Core MNebworking All Yes
@Cura Metworking - Parameter Problern (I, Core Networking All Yes View g
(@) Care Netwarking - Router Advertisement... Care Metwarking All Yes |G Refresh
@CEI’E Metawarking - Router Solicitation (JC... Core Metworking Al Yes = || = Exportlist..
@CEI’E Metwatking - Teredo (UDP-In) Core Netwarking All Yes - Help
@Cura Metworking - Time Exceeded (ICMP... Core MNebworking All Yes
@ Distributed Transaction Coardinator (RPC)  Distributed Transaction Coa... Al No File and Printer Sharing {Echo Request.. «
.Distributed Transaction Coordinator (RP...  Distributed Transaction Co Al MNa {3 Enable Rule
.Distrihutad Transaction Coordinator (TC...  Distributed Transaction Coo.. &l Mo
[ File and Prin [ T— & o
@F\\E and Printer Sharing (Echo Ry Bl [ Bharing All Yes 5z Copy
.FME and Printer Sharing (LLMMA Cut Bharing All Mo K Delete
.F\\e and Printer Sharing (MB-Da Copy Sharing All Ho D Properties
@ File and Printer Sharing (ME-Ma Delete Bharing All Mo
.F\\e and Printer Sharing (MB-Se3 Bhating All Mo Help
.F\\E and Printer Sharing (3MEB-1 Properties Bharing All Mo
.FME and Printer Sharing (Spoole Sharing All Mo
.F\\e and Printer Sharing (Spoaler Service - File and Frinter Sharing All Mo
.FME and Printer Sharing over SMBDirect (i... File and Printer Sharing ower...  All Mo
.iSCSI Service (TCP-In) iSCEl Service Al MNao
.KeyManagEmentSeN\:e {TCP-In) Key Management Service All Mo
.Nat\ugun Service (NP-In) MNetlogon Service All Mo
Netlogon Service Authz (RPC) Netlogon Service All Ho
.Netmmrk Discovery (LLMMR-UDP-In) Metuwork Discovery Al Mo
.Network Discovery (MEB-Datagrarn-In) MNetwork Discowvery All Mo
.Natwurk Discowvery (MB-Mame-In} Metwork Discovery All Mo
.Natwurk Discovery (Pub-4SD-In} Metwork Discoveny All Mo "
< m > (‘ m >
Copies the current selection,

Installing the SNMP Service

To install the SNMP service on a Windows 2008 Server, perform the following steps:

21

1.

Open the Server Manager utility.
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In the left pane of the Server Manager window, select Features. The Features Summary is displayed:

E Server Manager

File Acton View Help

o]
«=|7[=H

 Roles
a
Diagnostics view the status of features installed on this server and add or remove features.
= Configuration
% Task Scheduler
B g‘?:;\:u:::j!:m Advanced Sean (] Features Summary ﬂ Features Summary Help
Outbound Rules .
"‘-‘E Connection Security Rules (~) Features: 1of 34installed é Add Features
B, Monitaring ,ﬂ Remove Features
., Servicss SMMP Services
é WMI Control SNMP Service
= &% Local Users and Groups SHMP WML Provider
] Users
[ Groups

ﬁ Storage

Iy

4

| Bl £% LastRefresh: 7/1/2011 12:42:33 PM  Configure refresh

|
Lrstart| | 3 W

\
J iServerManaqer b @[(b 1:04PM

If the Features Summary displays "SNMP Service" and "SNMP WMI Provider" in the list of installed services

(as shown above), you can skip to the section on configuring the SNMP service. If"SNMP Service" and
"SNMP WMI Provider" are notincluded in the list of installed services, select Add Features:

E_ server Manager Ol x|

File Action View Help

Rl 2 e i 7

T sere Mg (T

5 Roles

Features

Diagnostics View the status of features installed on this server and add or remove features.

Configuration

Storage

E‘:‘_Z‘ Features Summary ﬂ Features Summary Help
() Features: 0 of 34installed é Add Features
é Remove Fa§ }es
| ]| 0% LastRefresh: 6/30/2011 12:35:51FM  Configure refresh
f"Startl | m || 5 server Manager o Wy 12:36PM
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4. Inthe Select Features window, select SNMP Services:

Add Features Wizard

=
Select Features
L
Features Select one or more features to install on this server.
Confirmation Features: Description:
Progress ity Windom — Simple Network Management Protocal
L] Quality mnt?lo ws Audio Video Experience ;I {SNMP) Services includes the SNMP
Results D Remote Assistance

Service and SNMP WMI Provider.
[] rRemote Differential Compression

[] Remote Server Administration Toals
[] rRemovable Storage Manager
D RPC over HTTP Proxy
[] simple TCP/IP Services
] sMTP Server
D Storage Manager A%SANS
[] subsystem for UNIx-based Applications
[ Telnet Client
[] Telnet Server
] TFTP Client
[ wiindows Internal Database
[ windows Powershell
D dows Process Activation Service

O daws Server Backup Features
D dows System Resource Manager
D NS Server

[ wiireless LAN Service

L

More about features

< Previous I Next > I Install I Cancel I

5. Click the [Next >] button. The Confirm Installed Selections window is displayed with "SNMP Service" and
"SNMP WMI Provider" in the list of features that will be installed:

‘hl# Confirm Installation Selections
|

Features
To install the following roles, role services, or features, dick Install,
Confirmation
@ 1informational message below
Progress
Results

@ This server might need to be restarted after the installation completes,
~) SNMP Services

SNHP Service
SNMP WHMI Provider

Print, e-mail, or save this information

< Previous Mext = |

Cancel

Configuring SNMP for Windows Server 2008



6. Click the [Install] button. After the installation is completed, the Installation Results window will be
displayed:

5I
= Installation Results
e

Features ) )
The following roles, role services, or features were installed successfully:
Confirmation

1, 1warning message below
Progress o

‘ii_l Nindows automatic updating is nat enabled, To install the latest updates, use Windows Update in
% Control Panel to check for updates.

~) SNMP Services

E@ Installation succeeded
The following features were installed:

SHMP Service
SHMP WHMI Provider

Print, e-mail, or save the installation report

[
i

wevts [ e |

7. Click the [Close] button.
Configuring the SNMP Service

To configure the SNMP service on a Windows 2008 Server, perform the following steps:

NOTE: If you recently installed the SNMP service, you must wait for the Server Manager window to refresh

before it will display the SNMP service snap-in. You can manually refresh the Server Manager
window by closing the Server Manager and then re-opening the Server Manager.

1.

In the left pane of the Server Manager window, expand the Configuration section, and then select Services.

Configuring SNMP for Windows Server 2008
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2.

3.

In the list of services, right-click on SNMP Service, and then select Properties. The SNMP Service Properties
window appears:

SNMP Service Properties (WIN-K1TVIQPKVWS)

Sbark parameters:

In the Startup type: field, select Automatic.
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4. Selectthe [Security] tab. The security settings are displayed:

SHMP Service Properties (WIN-K1TVSQPKVWS)

.Genaall Log Clnl Hecmreryl Agent I Traps Securty | Dependenciesl

[+ Send authentication trap

— Accepted community names
Cammunity | Rights

Add.. Edit.. Femove |

i~ Accept SNMP packets from any host
—f* Accept SMMP packets from these hosts %

Add... Edit... Remove

Leam more about SNMP

X|

QK Cancel Apphy
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5. Inthe Accepted community names panel, click the [Add...] button. The SNMP Service Configuration
pop-up window is displayed:

SNMP Service Properties (WIN-K1TV9( X|

Gereral | Log On I H.ecmreryl Agent I Traps Securty | Cependencies I

[¥ Send authentication trap

— Accepted community names
Cammunity | Rights

SHMP Service Configuration x|

Community dghts: Add
| |READ ONLY =]

Cancel

Community Mame:

Ipul:nlic|

Add... Edit... Remove

Leam more about SNMP

] Cancel Apply

6. Enteravalue in the following fields:
o Community rights. Select one of the following options from the drop-down list:

o READ ONLY. Select this option to allow SL1 to request information from this Windows 2008 Server
using this SNMP community string. This option does not allow SL1 to perform write operations on
this Windows 2008 Server using this SNMP community string.

o READ WRITE. Select this option fo allow SL1 to request information from this Windows 2008 server
and to perform write operations on this Windows 2008 Server using this SNMP community string.
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o Community name. Enter the SNMP community string that SL1T will use to make SNMP requests to this
Windows 2008 Server. When you create a credential for this Windows 2008 Serverin SL1, you will
enfer this community string in one the following fields in the Credential Editor modal page:

o SNMP Community (Read-Only). Enter the SNMP community string in this field if you selected READ
ONLY in the Community rights drop-down list.
o SNMP Community (Read/Write). Enter the SNMP community string in this field if you selected
READ WRITE in the Community rights drop-down list.
7. Click the [Add] button to add the community string to list of community strings this Windows 2008 Server
accepts.

8. Inthe Accept SNMP packets from these hosts panel, click the Add... button. The SNMP Service
Configuration pop-up window is displayed:

SNMP Service Properties (WIN-ZTYESCDITGZ) | x| |

. Generall Log Elnl Fien:n:uver_l,ll Agent I Trapz  Securty | Dependenciesl

[¥ Send authentication trap

—accepted community names
CarmmLimity | Right= |
clzmls READ OMLY
SMN™P Service Configuration I
Add
Hoszt name, IP or IP= address: Cancel
= ||
Add... Edit... Bemove
Learn mare about SHMP
(] 4 Cancel Apply

9. Inthe Host name, IP or IPX address field, enter the IP address of the All-In-One Appliance or Data
Collector that will monitor this server.

10. Click the [Add] button to add the appliance to the list of authorized devices.
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11. Hfyou are using SL1 with a distributed architecture, repeat steps 8—10 for each Data Collector in the collector
group that will monitor this server.

12. Click the [Apply] button to apply all changes.

Configuring the Firewall to Allow SNMP Requests

To configure the Windows Firewall to allow SNMP requests on a Windows 2008 server, perform the following
steps:

1. Inthe Start menu search bar, enter "firewall" to open a Windows Firewall with Advanced Security
window.

2. Inthe left pane, click Inbound Rules.

3. Locate the two SNMP Service (UDP In) rules.

4. Ifone or both of the rules is not enabled, right-click on the rule and then select Enable Rule:

] Windows Firewall with Advanced Security =g
File Action View Help
9 2@ B
8 i et v v [ -
[} bl s Name Group - Profile Enabled  Action  Overide  Program  Local Address || | Inbound Rules -
?;J:‘i:”n”‘:f::‘w Rules @ Remote Event Log Manzgement (RPC-EP... Remote Event Log Manage...  All Mo Allow  No %System... Any & New Rule..
. o y @ Remote Event Monitor (RPC) Remote Event Monitor Al No Allow  No HSystem... Any
» & Monitoring @ Remote Event Monitor (RPC-EPMAP) Remote Event Monitor Al Ne Allow  No System... Any V' Filter by Profile 4
@ Remote Scheduled Tasks Management (.. Remote Scheduled Tasks M... Al No Allow No %System...  Any W Filter by State 4
(@ Remote Scheduled Tasks Management (.. Remote Scheduled Tasks M. All Mo Allew  No %System... Any T Filter by Group »
(@ Remote Service Management (NP-In) Remote Service Management  All Mo Allew  No System  Any
@ Remote Service Management (RPC) Remote Service Management Al Mo Alow  No %System... Any View 4
@ Remote Service Management (RPC-EPM... Remote Service Management  All No Allow  No %System... Any |6 Refresh
@ Inbound Rule for Remote Shutdown (RP... Remote Shutdown Al Mo Allew o Shsystem...  Any 2 Export List..
@ Inbound Rule for Remote Shutdown (TC... Remote Shutdown Al Mo Allew o Shsystem...  Any Help
@ Remote Volume Management - Virtual D... Remote Volume Manageme...  All Mo Allew o %System...  Any
@ Remote Volume Management - Virtual D... Remote Volume Manageme... All No Allow No %System...  Any SNMP Service (UDP In) -
(@ Remote Volume Management (RPC-EPM... Remote Volume Manageme... All No Allow  No SeSystem...  Any ¢ Enable Rule
@ Routing and Remote Access (GRE-In) Routing and Remote Access  All No Allow  No System  Any
@~Routing and Remote Access (L2TP-In)  Routing and Remote Access Al No Allow  No System  Any 4 cu
@ Routing and Remote Access (PPTP-ln)  Routing and Remote Access  All No Allow  No System  Any Hy Copy
@ 5ecure Socket Tunneling Protocol (SSTP-... Secure Socket Tunneling Pr..  All Mo Allew  No #® Delete
@)SMP Service (UDP In) SNMP Service Domain, Public  Yes Allew  No ) Properties
[ smP Service (UDP In) S Private, Public
(@ SNMP Trap Service (UDP In) E=iabi Private, Public Mo Allow  No Help
(@ SHMP Trap Service (UDP In) cut Domain Ho Allew  No
@ TPM Virtuzl Smart Card Managemen | Copy rd Ma... Domain Mo Allew o
@ TPM Virtual Smart Card Managemen | pojcre rdMa.. Private, Public  No Allew o
@ TPM Virtual Smart Card Managemen rd Ma... Domain Mo Allew o =
@ TPM Virtusl Smart Card Managemen Crpeis rd Ma... Private, Public No Allow  No
@ Virtual Machine Monitoring (DCOM: Help. itoring Al No Allow No
@ Virtual Machine Monitoring (Echo Reque... Virtual Machine Monitoring ~ All No Allow  No
@ Virtual Machine Monitoring (Echo Reque.. Virtual Machine Monitoring ~ All No Allow  No
@ Virtual Machine Monitoring (NB-Session.. Virtual Machine Monitoring ~ All No Allow  No .
BT B T ) - ' - : >
Enable Rule

Configuring SNMP for Windows Desktop Systems

This section describes how to configure devices that are running a desktop version of the Windows operating
system for monitoring by SL1 using SNMP.

Before performing the tasks described in this section, you must know the IP address of each SL1 appliance in your

network. If you have not installed a SL1 appliance, you must know the future IP address that will be used by each
SL1 appliance.
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NOTE: To be monitored by SL1, a Windows device must be running the Windows 7 operating system or
later.

NOTE: TCP/IP must be installed and configured before you can install SNMP on a Windows device.

Enabling SNMP on Windows Desktop Systems

You must enable SNMP on each Windows device that you want to monitor with SL1.

NOTE: The following instructions describe how to enable SNMP on devices running a desktop version of the
Windows 10 operating system. For instructions on how to enable SNMP on earlier Windows versions,
consult Microsoft's documentation.

To enable SNMP on a device running a desktop version of the Windows 10 operating system:

1. Click the magnifying glass icon in the bottom-left corner and type "Windows Features" in the Search
Windows field.

2. Click Turn Windows features on or off.

| $03 Filters ~

Best match
()

[“]u Turn Windows features on or off

Control panel

£ Windows Features
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3.

In the Turn Features on or off window, expand the Simple Network Management Protocol (SNMP)

folder and then select the WMI SNMP Provider checkbox.

Turn Windows features on or off

Microsoft XPS Document Writer

To turn a feature on, select its check box. To turn a feature off, clear its check
box. A filled box means that only part of the feature is turned on.

- O X

~

] MultiPoint Connector
[®]  Print and Document Services

[ ] RAS Connection Manager Administration Kit (CMAK)

Remote Differential Compression APl Support

[ ] RIP Listener
Services for NFS
= Simple Metwork Management Protocol (SNMP)

WMI SNMP Provider

[ I~ Simple ﬁIP services (i.e. echo, daytime etc)
(@] = SMB 1.0/CIFS File Sharing Support

[ ]’ SMB Direct

[] Telnet Client e

Cancel

4. Click [OK], and then click [Close] after the confirmation message appears.

5. Click the magnifying glass icon in the bottom-left corner and type "Services" in the Search Windows field.
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6. Click the Services Desktop app.

D @3 Filters
Best match
Services

Desktop app

Apps

»  Component Services

£ Services
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7. From the list of services in the right pane, double-click SNMP Service.

L. Services

. Services (Local)

File Action View Help
e @ EHa= Bm » 80w

SNMP Service

Stop the service
Restart the service

Description:

Enables Simple Network
Management Protocol (SNMP)
requests to be processed by this
computer. If this service is stopped,
the computer will be unable to
process SNMP requests, If this service
is disabled, any services that explicitly
depend on it will fail to start.

Name
L‘:QSSErver

@&Shared PC Account Manager  Manages pr.. Disabled Local System
€ Shell Hardware Detection Provides not.. Running  Automatic Local System

@};Smart Card

i.".';iSmart Card Device Enumerat.. Creates soft.. Manual (Trigg.. Local System
'@JsSmart Card Removal Policy

CESNMP Trap Receives tra.. Manual Local Service
;':;3 Software Protection Enables the ... Automatic (De.. Network Se..
EQ;Spatial Data Service This service i... Manual Local Service
@‘&Spot Verifier Verifies pote.. Manual (Trigg.. Local System
@}ESSDP Discovery Discovers ne.. Running  Manual Local Service
’s@;State Repository Service Provides req.. Running  Manual Local System
EQ;StiII Image Acquisition Events  Launches ap... Manual Local System
@;’;Storage Service Provides ena.. Running  Manual (Trigg.. Local System
'} Storage Tiers Management  Optimizes th... Manual Local System
QSuperfetch Maintainsa.. Running  Automatic Local System
@;;Symantec Endpoint Protecti.  Provides mal. Running  Automatic Local System
@J;Symantec Network Access C..  Checks that ... Manual Local System
:‘?};Syn: Host_1bdedb This service..  Running  Automatic (De.. Local System
;@Syslem Event Notification S.  Monitors sy.. Running  Automatic Local System
L‘?;Syslem Events Broker Coordinates . Running  Automatic (Tri..  Local System
@&Task Scheduler Enables aus.. Running  Automatic Local System
iCL TCPAP NetBIOS Helper Provides sup.. Running  Manual (Trigg.. Local Service
@Telephcny Provides Tel.. Manual Network Se..
L‘:};Themes Provides use.. Running  Automatic Local System v

Description Status Startup Type Log On As -
Supports file.. Running  Automatic (Tri..  Local System

Managesac.. Running  Automatic (Tri.. Local Service

Allows the s.. Manual Local System

Enables Sim.. Running  Automatic

Extended / Standard /
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8. Inthe SNMP Service Properties dialog box, click the [General] tab and enter the following:

SNMP Service Properties (Local Computer) X

General |ogOn Recovery Agent Traps Security Dependencies
Service name: SNMP
Display name: SNMP Servica

Enables Simple Network Management Protocol A

Description: !
(SMMP) requests to be processed by this computer.

Path to executable:
CAWINDOWS\System32\snmp.exe

| Startup type: Automatic -

Service status: Running

Start Stop Pause Resume

You can specify the start parameters that apply when you start the service
from hers.

OK Cancel Apply

« Startup type. Select Automatic.
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9.

In the SNMP Service Properties dialog box, click the [Security] tab.

10. Inthe Accepted community names pane, click [Add].

35

SNMP Service Properties {Local Computer) X
General LogOn Recovery Agent Traps Securty Dependencies

Send authentication trap

Accepted community names

Community Rights

| Add... | Edit... Remove

) Accept SNMP packets from any host
® Accept SNMP packets from these hosts

Add... Edit... Remove

OK Cancel Apply
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11. Inthe SNMP Service Configuration dialog box, complete the following fields:

SNMP Service Configuration pt
Community nghts: Add
READ ONLY
Cancel

Community Name:

o Community rights. Select READ ONLY.
o Community Name. Type the SNMP Community String.

12. Click the [Add] button.

13. Inthe SNMP Service Properties dialog box, in the [Security] tab, select the Accept SNMP packets from
these hosts checkbox and then click [Add].

14. Inthe SNMP Service Configuration dialog box, complete the following field:

SNMP Service Configuration et

Add

Cancel
Host name, IP or IPX address:

« Host name, IP or IPX address. Type the IP address of your Sciencelogic Data Collector or All-In-
One Appliance.

15. Click [Add].
16. Inthe SNMP Service Properties dialog box, click the [General] tab.
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17. Iftthe service is not running, click the [Start] button in the Service status pane.

SNMP Service Properties (Local Computer) >

General |ogOn Recovery Agent Traps Securty Dependencies

Service name: SNMP

Display name: SNMP Service

Description: Enables Simple Network Management Protocol A
(SMNMP) requests to be processed by this computer.

Path to executable:
C:AWINDOWS\System32\snmp.exe

Startup type: Automatic -

Service status: Stopped

|| Stop Pause Resume

You can specify the start parameters that apply when you start the service
from here.

Start parameters:

OK Cancel Apply

18. Click [OK].

Additional Steps for Configuring SNMP for Windows 10

To configure SNMP for Windows 10 operating systems, you must also Configure Device Classes for Windows

10.

37
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Chapter

Configuring Windows Systems for Monitoring
with WMI

Overview

The following sections describe how to configure Windows Server 2008 and later and Windows desktop systems
for monitoring by SL1 using SNMP:

Configuring WMI on Windows 2008 and Later Servers .. ... ... oo, 39
Step 1: Configuring SEIVICES .. 39
Step 2: Configuring the Windows Firewall ... e 4]
Step 3: Configuring a User Account and Permissions ... ... ... ... 41

Configuring Namespace and DCOM Security Permissions ... ... ... 42
Configuring User Account Control to Allow Elevated Permissions ... ... ... .. ... ... ........ 49

Configuring WMI for Windows Desktop Systems _ ... .. 51
Step 1: Configuring SEIVICES . 51
Step 2: Configuring Windows Firewall . . 55
Step 3: Sefting the Default Namespace Securily ... . 55
Step 4: Setting the DCOM Security Level . 61
Step 5: Disabling User Account Control ... .. 68
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Configuring WMI on Windows 2008 and Later Servers

Windows Management Instrumentation, or WMI, is the infrastructure that provides information about operations
and management on Windows-based operating systems. WMI can be configured to respond to remote requests
from SL1.

To configure a Windows device to respond to remote requests, you must perform the following steps:

1. Configure Services
2. Configure the Windows Firewall
3. Configure a user account and permissions
Most remote requests can be performed by a standard (non-administrator) user account that has been granted
specific privileges. However, some requests can be performed only by a user with elevated permissions. For
requests performed by SL1 to a Windows server, the following users have elevated permissions:
o The default "Administrator" user account.
o Auseraccount in the Administrators group on a Windows server that has User Account Control disabled.
o Auseraccount in the Administrators group on a Windows server where a registry entry has been added to

disable remote User Account Control filtering.

For a list of WMI classes that require elevated permissions, see http://msdn.microsoft.com/en-
us/library/windows/desktop/aa826699%28v=vs.85%29.aspx

For a list of default WMI Dynamic Applications that require elevated permissions, see the chapter on Dynamic
Applications for Windows Devices.

Step 1: Configuring Services

The following services must be running for a Windows device to respond to remote WMI requests:

NOTE: Sciencelogic recommends you set all these services to automatically start.

o COM+ Event System

o DCOM Server Process Launcher
o Remote Procedure Call (RPC)

« Remote Registry

e Server

« Windows Management Instrumentation
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To ensure a service is running, perform the following steps:

1. Inthe left pane of the Server Manager window, expand the Configuration section, and then select Services.

[ Wizl
Fle  Action  View Help
Roles -
& Festures
T Diagnostics Vore dctions b
B 5 Configuation Geleck anitem ko view s description Name = | Deseription | status | startup Type | togonas | |
Task scheduler "G, Active Directory Domain Services ADDS Dom... Started  Automatic Local System
P windows Firewal with Advanced Sec. G, hctive Directory Web Services Thisservic.. Started  Autometic Local System
€, Anlication Experience Processes...  Stared  Manual Lecal System
5 WL Control € Anplcation Identity Determings... Manual Local Service
5 storage & Application Information Facitates ... Started  Marual Local System
6, Application Laver Gateway Service Providess... Manual Local Service
G, Applcation Mansgemert Processesi... Manual Local System
G Background Inteligent Transfer Service Transfersf... Stated  Marual Local System
€ Base Fikering Engine TheBase F... Started  Automatic Lacal Service
6}, Certificate Propagation Copiesuse,.,  Started  Marual Local System
6, CNG Key Tsolation The CHG Manual Local System
G, coMt Event System Supports ... Started  Automatic Local Service
6. COM System Application Managest. Wanual Local System
G, Computer Brawser Wairkains a Disabled Local System
6, Credential Manager Pravides s Manual Local System
G Cryptographic Services Providesfo.., Started  Automatic Netrork 5.
6,DCOM Server Process Launcher TheDCOM... Started  Automatic Local System
G, Desktop Window Manager Session Manager ProvidesD... Started  Automatic Local System
G, DFS Namespace Enablesyo... Staed  Automatic Local System
1G)DFS Repleation Enables yo... Started  Autometic Local System
6,0HeP client Regiters a., Stared  Automatic Lacal Service
€, Diagnostic Policy Service The Diagno..,  Statted  Automatic (0., Local Service
€, Diagnostic Service Host The Diagno Manual Local Service:
G, Diagnostic System Host The Diagno Manual Local System
G, Dik Defragmenter ProvidesDi... Manual Local System
G, Distributed Link Tracking Client Wairkains Manual Local System
6 pitributed Transaction Coordiator Coordinate,., Started  Aukomatic (D, MetrarkS..,
60N Client TheDNSCl. Started  Automatic Netrork 5.
0N Server EncblesDN... Started  Automatic Local System
G, Encrypting File Systen (EFS) Provides th Wanual Local System
G Extensble ALthentization Pratocol The Extens Manual Local System
) File Replication Service: Synchroniz... Started  Automatic Local System =l
el 1 2 exeenced £ Stendad

2. Foreach required service, the Startup Type column should display Automatic. If a service does not have a
Startup Type of Automatic, double-click on that service. The Properties window for that service is displayed:

General | Log On I Recovery Dependenciesl

Service name:

Dizplay name: COM+ Event Syztem

Descriptior: Supparts Spztern Event Natification Service [SENS],
which provides automatic distribution of events to LI

Path to executable:
C:\windowshspatem32havchost exe -k LocalService

Startup bype: Automatic j

Help me configure service startup ophions.

Service status:  Started

Sitart | Stop | Fause Fesume

ou can specify the start parameters that apply when you start the service
from here.

Start parameters: I

] I Cancel Apply
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3. Inthe Startup Type field, select Automatic.
4. Click the [Apply] button.

5. Ifthe service has not already started, click the [Start] button.

Step 2: Configuring the Windows Firewall

To configure Windows Firewall to accept remote WMI requests:

1. Click the magnifying glass icon in the bottom-left corner and type "Command Prompt" in the Search
Windows field.

2. Execute the following two commands in the Command Prompt window:

netsh advfirewall firewall set rule group="windows management instrumentation (wmi)"
new enable=yes
netsh advfirewall firewall set rule group="remote administration" new enable=yes

3. Ifthe result of the second command is "No rules match the specified criteria", run the following two
commands:

netsh firewall set service remoteadmin enable
netsh advfirewall firewall set rule group="remote administration" new enable=yes

Step 3: Configuring a User Account and Permissions

There are three ways to configure the user account that SL1 will use to perform WMI requests:

1. To monitor the Windows server using WMI Dynamic Applications that require standard permissions, you
can configure a standard user account for use by SL1. The user account for use by SL1 must be included in
the Distributed COM Users and Performance Monitor Users groups. (For more information, consult
Microsoft's documentation.)

2. To monitor the Windows server using WMI Dynamic Applications that require elevated permissions, you can
use the default "Administrator" user account. If you use the "Administrator" user account, you do not need to
make changes to the User Account Control settings.

3. Tomonitor the Windows server using WMI Dynamic Applications that require elevated permissions, you can
also use a user account that is included in the Administrators group. However, you must perform one of the
following additional steps to use this type of user account:

« Option 1: Make the user a member of the Distributed COM Users and Performance Monitor
Users groups, in addition to the Administrator group. (For more information, consult Microsoft's
documentation.)

« Option 2: Configure User Access Control to allow elevated permissions.
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Configuring Namespace and DCOM Security Permissions

For each of these methods, you must ensure that the configured Namespace and DCOM security permissions
allow that user to perform remote requests.

To configure the Namespace and DCOM security permissions:

1. Inthe left pane of the Server Manager window, expand the Configuration section.
2. Right-click on the WMI Confrol entry and then select Properties.
3. Inthe WMI Control Properties window, click the [Security] tab:

WMI Control Properties ? >

General Backup/Restore Securty Advanced

Mamespace navigation allows you to set namespace specific security.

L.!_l Foot

Securty

cocn | [ i

4. Inthe Security tab, select the Root entry from the navigation pane and then select the [Security] button. The

Security for Root window appears.
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5. Inthe Security for Root window, select the [Advanced] button. The Advanced Security Settings for Root
window is displayed:

Security for Root X

Securty

GI'CIIJI]I ar User names.

22 Administrators (DESKTOP-SR36RE5  Administrators)

& no_admin (DESKTOP-5R36R55vno_admin)

Add. .. Remove

Pemissions for no_admin
Execute Methods

Full Write
Partial WWrite
Provider Wite
Enable Account
|__Bemote Fnahle

For special pemissions or advanced settings, Advanced
click Advanced. van

=

]DDDD[g

AROO0OFE

oK Cancel Apply
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6. Inthe Advanced Security Settings for Root window, click the [Add] button. The Select User, Computer,
Service Account, or Group window appears.

Advanced Security Settings for Root m} X

Owner: Administraters (DESKTOP-SR36R3 3\ Administrators) Change

Permissions Auditing

For additional infermation, double-click a permission entry. To modify a permission entry, select the entry and click Edit (if available).

Permission entries:

Type Principal Access Inherited from Applies to
SB Allow  Administrators (DESKTOP-SR3... Special Mone This namespace and subname...
a Allow  no_admin (DESKTOP-SR36R35.. Enable Account Mone This namespace only

Add Remove View

Disable inheritance

Cancel Apply

7. Inthe Select User, Computer, Service Account, or Group window :

Select Users or Groups X

Select this object type:

|Users. Groups, or Buittin securty principals | COhject Types...

From this location:
|DESKTOF‘—SF{36H55 | | Locations...

Enter the object names to select (examples):

Check Mames

Advanced. .. oK Cancel

« Inthe Enter the object name to select field, enter the name of the user account that SL1 will use to
perform WMI requests or the name of a group that includes that user account.

o Click the [Check Names] button to verify the name and then click the [OK] button.
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8. The Permission Entry for Root window is displayed:

9.

Permission Entry for Root

Principal:  no_admin (DESKTOP-SR36R35\ne_admin]  Select a principal

Type: Allow &
Applies to: | This namespace and subnamespaces ~
Permissions:

[ Execute Methods

[ Full Wiite

[ Partial Write

[ Provider Write

[] Only apply these permissions to abjects and/or containers within this container

[FAEnable Account
[ Remote Enable
[]Read Security
[]Edit Security

Clear all

« Select This namespace and subnamespaces in the Apply to field and select the Allow checkbox for all

permissions.

o Click the [OK] button.

In the Advanced Security Settings for Root window, click the [Apply] button.

10. Click the [OK] button in each open window to exit.

11.

45

Goto the Start menu and select [Run].
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12. Inthe Run window, enter "dcomenfg" and click [OK]. The Component Services window is displayed:

Component Services

. File  Action  Wiew Window  Help |;Ii|5|
= = e =
e HmIRE = B 8|5
L] Console Roat Mame | Actions
[ % Companent Services [l comM+ Applications
=[] Computers ] DM Canfig
= g jRunning Processes Mare Actions '

2] Eventt Yiewer {Local)
£, Services (Local)

I pistributed Transaction Coordinator

13. Inthe left pane, expand Component Services > Computers. Right-click on My Computer and select
Properties. The My Computer Properties window is displayed.
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14. Inthe My Computer Properties window, select the [Default Properties] tab:

vy Computer Properties A

Default Protocols | COM Secuity | mMsoTC |
General | Options Default Properties

v Enable Distributed COM on this computer

[~ Enable COM Intemet Services on this compuiter

— Default Distributed COM Communication Properties

The Authentication Level specifies security at the packet level.

Default Authentication Lewel;

Connect j

The imperzonation level specifies whether applications can determine
who iz calling them, and whether the application can do operationz
uzing the client's identiby,

Drefault Imperzonation Lewvel:

[ 1dentify =l

Security for reference tracking can be provided if authentication iz used
and that the default impersonation level iz not anonymous.

[ Provide additional security for reference tracking

Learn more about zething these properties.

(] Canicel Apply

o Ensure thatthe Enable Distributed COM on this computer checkbox is selected.
o Select Connect in the Default Authentication Level drop-down list.
o Selectldentify in the Default Impersonation Level drop-down list.

« Ifyou made changes in the [Default Properties] tab, click the [Apply] button.
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15. Selectthe [COM Security] tab:

My Computer Properties EE |
General I Options | Default Properties
Defaul Protacols COMSecuity | MSDTC

—Access Permizzions

'ou may edit who iz allowed default access bo applications. 'ou may
alzo set limitz on applizations that determine their awn pemiszions.

Caution: Modifying access: permizzions can affect the abilitg
. of applications to start, connect, function and/or run
securely.

E dit Limnits... Edit Drefault. ..

— Launch and Achvation Permizzions

t'ou may edit who iz allowed by default to launch applications ar
activate objects. 'ou may alzo zet limitz on applications that
determing their own permizzions.

Caution: Modifying launch and activation permizsionz can
. affect the ability of applications to ztart, connect, function
anddor run securely,

E dit Limnits... Edit Drefault. ..

Learn more about zetting these properties.

k. Carncel Ay

16. Selectthe [Edit Limits...] button in the Access Permissions pane.
17. Inthe window that appears, click the [Add...] button. The Select Users, Computers, Service Accounts, or
Groups window is displayed.
o Enterthe name of the user account that SL1 will use to perform WMI requests or the name of a group
that includes that user account.

o Click the Check Names button to verify the name and then click the [OK] button.
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18. Selectthe group or user you added in the Group or user names pane and then select the Allow checkbox
for all permissions.

19. Click the [OK] button.
20. Click the [Edit Default...] button in the Access Permissions pane, then repeat steps 16 - 19.

21. Click the [Edit Limits...] button in the Launch and Activation Permissions pane, then repeat steps 16 -
19.

22. Click the [Edit Default...] button in the Launch and Activation Permissions pane, then repeat steps 16 -
19.

23. Click the [Apply] button.

24. Click [Yes] in the confirmation window.
Configuring User Account Control to Allow Elevated Permissions

If you want to use WMI Dynamic Applications that require elevated permissions to monitor a Windows server and
you are using a user account other than the default "Administrator’ user account, you must perform one of the
following two tasks:

o Option 1: Disable User Account Control.
o Option 2: Add a registry entry that disables remote User Account Control filtering.

Option 1: Disabling User Account Control

To disable User Account Control:

1. Open the Control Panel in Large Icon or Small Icon view.

2. Select User Accounts.
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3. Select Change User Account Control Settings. The User Account Control Settings window is displayed:

¥ User Account Control Settings — O *

Choose when to be notified about changes to your computer

User Account Control helps prevent potentially harmful programs from making changes to your computer,
Tell me more about User Account Control settings

Always notify
- - Never notify me when:
®  Apps try to install software or make changes to my
computer
® | make changes to Windows settings
— - @ Mot recommended.
Mewver notify

Gk ][ Concel

4. Move the slider to Never Notify.
5. Click the [OK] button.

6. Restart the Windows server.

Option 2: Adding a Registry Entry that Disables Remote User Account Control Filtering

To add a registry entry that disables remote User Account Control filtering:

1. Todisable the filter, open a text editor and add the following lines to a new file:

Windows Registry Editor Version 5.00
[HKEY LOCAL MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Policies\System]
"LocalAccountTokenFilterPolicy"=dword:00000001

2. Save the file with a ".reg" extension.
3. In Windows Explorer, double click on the .reg file.

4. Select[Yes] in the pop-up window.
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Configuring WMI for Windows Desktop Systems

This section describes how to configure devices that are running a deskfop version of the Windows operating
system for monitoring by SL1 using WMI.

Before performing the tasks described in this section, you must know the IP address of each SL1 appliance in your
network. If you have not installed a SL1 appliance, you must know the future IP address that will be used by each
SL1 appliance.

NOTE: To be monitored by SL1, a Windows device must be running the Windows 7 operating system or
later.

NOTE: TCP/IP must be installed and configured before you can install SNMP on a Windows device.

Windows Management Instrumentation (WMI) is the infrastructure that provides information about operations and
management on Windows-based operating systems. WMI can be configured to respond to remote requests from
SL1. To configure a device running a desktop version of the Windows operating system fo respond to remote
requests, you must perform the following steps:

1. Configure Services

Configure the Windows Firewall

2
3. Set Default Namespace Security
4. Setthe DCOM Security Level

5

Disable User Account Control

NOTE: The following instructions describe how to configure WMI on devices running a desktop version of the
Windows 10 operating system. For instructions on how to configure WMI on earlier Windows
versions, consult Microsoft's documentation.

Step 1: Configuring Services

The following services must be running for a Windows device to respond to remote WMI requests:

NOTE: Sciencelogic recommends you set all these services to start automatically.

o« COM+ Event System
o Remote Access Auto Connection Manager

o Remote Access Connection Manager
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« Remote Procedure Call (RPC)
o Remote Procedure Call (RPC) Locator
o Remote Registry

o Server

o Windows Management Instrumentation
o WMI Performance Adapter

o Workstation
To ensure a service is running, perform the following steps:

1. Click the magnifying glass icon in the bottom-left corner and type "Services" in the Search Windows field.

2. Click the Services Desktop app.

| £33 Filters ~/

Best match

Services
Desktop app

Apps

% Component Services

£ Services
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3. From the list of services in the right pane, perform the remaining steps for each of the services you want to
check. This example uses Workstation. However, you should check each of the following services:

L. Services — a .
File Action View Help
e H Doz BE >»enp
<. Services (Local)  Services (Local)

Workstation Name Description Status Startup Type Log On As o
£ Windows Perception Service Enables spat.. Manual (Trigg.. Local Service

Stog the sendce .E? Windows Push Notifications System Service This servicer.. Running  Automatic Local System

Pause the service o

Restart the service indows Push Notifications User Service_1bde.. This service.. Running  Automatic Local System

indows PushTolnstall Service Provides infr.. Manual (Trigg.. Local System
indows Remote Management (WS-Managem.. Windows Re... Manual Network Service

g::'n::l;:‘r: maintains client network Q Windows Search Provides con.. Running Automatic (De..  Local System

connections to remote servers using £): Windows Store Install Service Provides infr.. Manual Local System

the SMB protocol. If this service is &) Windows Time Maintainsd..  Running  Manual (Trigg.. Local Service

stopped, these connections will be 2 Windows Update Enables the .. Manual (Trigg.. Local System

::;‘;:I:i:' l’hﬂl::;zﬁ;;:;:ﬂﬁ" A inHTTP Web Proxy Auto-Discovery Service WIinHTTPim..  Running  Manual Local Service

it will fail to start. £k Wired AutoConfig The Wired A... Manual Local System
16 WLAN AutoConfig The WLANS..  Running  Automatic Local System
\‘,‘1‘3: WMI Performance Adapter Provides per.. Manual Local System
_‘}1 Work Folders This service ... Manual Local Service
*A\Workstation Createsand .. Running  Automatic Network Service
&1 WWAN AutoConfig This service .. Manual Local Service
\‘:,'J: Xbox Accessory Management Service This service .. Manual (Trigg..  Local System
f_‘) Xbox Game Monitoring This service ... Manual (Trigg..  Local System
162 Xbox Live Auth Manager Provides aut.. Manual Local System
€0 Xbox Live Game Save This service .. Manual (Trigg.. ~ Local System
lf,"; Xbox Live Networking Service This service .. Manual Local System

\Extended/\standard/

COM+ Event System

Remote Access Auto Connection Manager
Remote Access Connection Manager
Remote Procedure Call (RPC)

Remote Procedure Call (RPC) Locator
Remote Registry

Server

Windows Management Instrumentation
WMI Performance Adapter

Workstation
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4. Double-click the name of the service. In this example, we double-clicked Workstation.

5. Inthe Workstation Properties dialog box, click the [General] tab and complete the following field:

Waorkstation Properties (Local Computer)

General LogOn Recovery Dependencies

Service name: LanmanWorkstation
Display name: Workstation

Description: reates and maintains client network connections to  «
remote servers using the SMB protocol. If this service

Path to executable:
CAWINDOWS\System32\svchost.exe -k NetworkService -p

Startup type: Automatic

Senvice status: Running

Start Stop Pause Resume

You can specify the start parameters that apply when you start the service
from here.

art parameter

OK Cancel Apply

« Startup Type. Select Automatic.

6. Click the [Apply] button.

7. lfthe service has not already started, click the [Start] button.

8. Repeat steps 4-7 for each service.
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Step 2: Configuring Windows Firewall
To configure Windows Firewall to accept remote WMI requests:

1. Click the magnifying glass icon in the bottom-left corner and type "Command Prompt" in the Search
Windows field.

2. Execute the following two commands in the Command Prompt window:

netsh advfirewall firewall set rule group="windows management instrumentation (wmi)"
new enable=yes

netsh advfirewall firewall set rule group="remote administration" new enable=yes

3. Ifthe result of the second command is "No rules match the specified criteria", run the following two
commands:

netsh firewall set service remoteadmin enable
netsh advfirewall firewall set rule group="remote administration" new enable=yes

Step 3: Setting the Default Namespace Security
To setthe default namespace security, perform the following steps:

1. Click the magnifying glass icon in the bottom-left corner and type "Services" in the Search Windows field.
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2. Click the wmimgmt.msc Microsoft Common Console Document.

| £03 Filters v

Best match

@ wmimgmt.msc

Microsoft Common Console Document

L wmimgmt.msc
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In the WmiMgmt window, right click WMI Control (Local) and select Properties.

E WmiMgmt - [Console Root\WMI Contral (Local)]

View

New Window from Here
New Taskpad View..
Properties

Help

- O x
ﬁ File Action View Favorites Window Help - & X
el 2m B
(23 console Root _ Actions
& WMI Control (Local) A e (WMI) WMI Control (Local) -
Connect to another computer ... More Adtl »
ore ons

Dpens the properties dialog box for the current selection.

ws Management Instrumentation (WMI)
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4. Inthe WMI Control (Local) Properties window, click the [Security] tab, click Root, and then click the
[Security] button.

WMI Control (Local) Properties ? *

General Backup/Restore Secunty Advanced

Namespace navigation allows you to set namespace specific securty,

Security

OK Cancel Apply

Configuring Windows Systems for Monitoring with WMI 58



59

5.

In the Security for Root window, click Administrators, and then click the [Advanced] button.

Security for Root

Securty

IEI'I:}IIJII:I ar User names:

bt

S2 Administrators (DESKTOP-SRI6RE5  Administrators)

& no_admin (DESKTOP-5R36R55vno_admin)

Pemissions for no_admin

Add...

Remove

=

Execute Methods
Full Write

Partial WWrite
Provider Write
Enable Account
|__Bemote Fnahle

]DDDD[g

AROO0OFE

click Advanced.

For special pemissions or advanced settings,

Advanced

oK
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6. Inthe Advanced Security Settings for Root window, click Administrators, and then click the [Edit...
]button.

Advanced Security Settings for Root O X

Owner: Administrators (DESKTOP-SR36R55\Administrators) Change

Permissions Auditing

For additional information, double-click a permission entry. To modify a permission entry, select the entry and click Edit (if available).

Permission entries:

Type Principal Access Inherited from Applies to
H2 Allow  Administrators (DESKTOP-SR3... Special None This namespace and subname...
‘ Allow  no_admin (DESKTOP-SR36R55... Enable Account None

This namespace only

| Add | Remove | Edit

| Disable inheritance |

I 0K II Cancel | Apply
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7. Inthe Permission Entry for Root window, enter the following:

Permission Entry for Root O X
Principal:  no_admin (DESKTOP-SR36R55\no_admin)  Select a principal
Type: Allow ~
Applies to:I This namespace and subnamespaces ~ I
Permissions:
Execute Methods
L Full Write
[] Partial Write d
[ Provider Write [C] Edit Security
[C] Only apply these permissions to objects and/or containers within this container Clear all
Cancel

o Type. Select Allow.
« Appliesto. Select This namespace and subnamespaces.

o Permissions. Select the Execute Methods, Full Write, Partial Write, Provider Write, Enable Account,
Remote Enable, Read Security, and Edit Security checkboxes.

8. Click OKin this window and the following windows, and then close the WmiMgmt window.

Step 4: Setting the DCOM Security Level

To setthe DCOM Security Level, perform the following steps:

1. Click the magnifying glass icon in the bottom-left corner and type "dcomcnfg.exe" in the Search Windows
field.
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2. Click the dcomenfg.exe command.

| £03 Filters v

Best match
()

B | dcomenfg.exe

Run command

L dcomenfg.exe
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63

In the Component Services window, expand Component Services > Computers, right-click My
Computer, and then select Properties.

& My Computer
Q Event Viewer (Local)
. Services (Local)

Refresh all components
New Window from Here
Properties

Help

. Component Services - [} X
%. File Action View Window Help - 8 X
e @ XES BE L e
(11 console Root . h Actions
+ . Component Services L c -
v [] Computers My .
Crmniitar More Actions 4

Opens the properties dialog box for the current selection.
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4. Inthe My Computer Properties window, click the [Default Properties] tab and then complete the
following fields:

My Computer Properties ? *
Default Protocols COM Security MSDTC
General Options Default Properties

| &2 Enable Distributed COM on this computer |

] Enable COM Intemet Senvices on this computer

Default Distnbuted COM Communication Properties
The Authentication Level specifies security at the packet level.

Default Authentication Level:
Connect v

The impersonation level specifies whether applications can determine
who is calling them, and whether the application can do operations
using the client's identity.

Default Impersonation Level:
Identify v

Security for reference tracking can be provided if authentication is used
and that the default impersonation level is not anonymous,

Provide additional secunty for reference tracking

Leam more about setting these properties.

OK Cancel Apply

« Enable Distributed COM on this computer. Select this checkbox.
« Default Authentication Level. Select Connect.

o Default Impersonation Level. Select Identify.
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5. Inthe My Computer Properties window, click the [COM Security] tab. Under Launch and Activation
Permissions, click the [Edit: Default...] button.

My Computer Properties ? X
General Options Default Properties
Default Protocols COM Security MSDTC

Access Pemissions

You may edit who is allowed default access to applications. You
may also set limits on applications that determine their own
permissions.
Caution: Modifying access permissions can affect the ability
! of applications to start, connect, function and/or run securely.

Edit Limits... Edit Default...

Launch and Activation Permissions

You may edit who is allowed by default to launch applications or
activate objects. You may also set limits on applications that
determine their own permissions.

Caution: Modifying launch and activation permissions can
! affect the ability of applications to start, connect, function
and/or un securely.

Edit Limits... Edit Default...

Leam more about setting these properties,

oK Cancel Apply
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6. Inthe Launch and Activation Permission window, select the following:

Launch and Activation Permission ? e
Default Secunty
GI‘DUP or user names:
S8 sYSTEM
£2 Administrators (SILO2461\Administrators)
SR INTERACTIVE
Add... Remove
Pemmissions for Administrators Allow Deny
Local Launch b, g
Remote Launch =N my
Local Activation i g
Remote Activation = my
OK Cancel

« Group or user names. Select Administrators.

o Permissions for Administrators. Set Local Launch, Remote Launch, Local Activation, and
Remote Activationto Allow.

7. Click [OK].
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8. Inthe My Computer Properties window, in the Launch and Activation Permissions pane, click the [ Edit
Limits...] button.

My Computer Properties ? >
General Options Default Properties
Default Protocols COM Security MSDTC
Access Permissions

You may edit who is allowed default access to applications. You
may also set limits on applications that determine their own
permissions.
Caution: Modifying access permissions can affect the ability
! of applications to start, connect, function and/or run securely.

Edit Limits... Edit Default...

Launch and Activation Permissions

You may edit who is allowed by default to launch applications or
activate objects. You may also set limits on applications that
determine their own permissions.

Caution: Modifying launch and activation permissions can
! affect the ability of applications to start, connect, function
and/or un securely.

I Edit Limits... I Edit Default...

Leam more about setting these properties.

oK Cancel Apply
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9. Inthe Launch Permission window, select the following:

Launch and Activation Permission ? po4

Security Limits

GI‘DUF! Or user names:

52 Everyone ~
[E. ALL APPLICATION PACKAGES
S-1-15-3-1024-2405443489-874036122-4286035555-1823

Administrators (SILO2461\Administrators)

52 Performance Log Users (SILO2461\Performance Log User: ¥

< »
Add. .. Remove
Pemissions for Administrators Allow Deny
Local Launch b, g
Remote Launch = my
Local Activation f g
Remote Activation B, my
0K Cancal

« Group or user names. Select Administrators.

e Permissions for Administrators. Set Local Launch, Remote Launch, Local Activation, and
Remote Activationto Allow.

10. Click OKin this window and the following windows, and then close the Component Services window.

11. Restart the computer to save the seftings.

Step 5: Disabling User Account Control

To monitor a device running Windows 7, 8, or 10, you must perform the following additional steps to disable the
User Account Control (UAC) filter for remote logins:

1. Use atext editor such as Notepad to create a new file.
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Include the following in the file.:

Windows Registry Editor Version 5.00
[HKEY LOCAL MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Policies\System]
"LocalAccountTokenFilterPolicy"=dword:00000001

Save the file with a name of your choice, like disableUAC.reg, to the directory of your choice. Make sure to
save the new file with the .reg suffix.

In Windows Explorer, double click on the .reg file to execute it.
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Chapter

SNMP and WMI Dynamic Applications for
Windows Devices

Overview

The following sections describe the SNMP and WMI Dynamic Applications that SL1 uses to monitor Windows
devices:

SNMP Dynamic Applications ... o L 70
WMI Dynamic Applications ... o 71

Microsoft Base Pack . .. 71
Relationships with Other Types of Component Devices ........ ... i 72

SNMP Dynamic Applications

If you configure your Windows system to respond to SNMP requests from SL1, you can discover your Windows
system as an SNMP device. When SL1 discovers a Windows system as an SNMP device, the platform will
automatically collect the same data from the Windows system that the platform collects from most network devices.
This data includes interface usage, file system usage, CPU usage, memory usage, and hardware configuration
information.

In addition to the common SNMP data collection, you can install an optional agent that reports WMI information
through SNMP. The following SNMP Dynamic Applications can be used to collect the information reported by the

optional agent:

« MSSQL: General
« MSSQL: Memory
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« MSSQL: SQL Stats

WMI Dynamic Applications

If you configure your Windows system to respond to WMI requests from SL1, you can use WMI Dynamic
Applications to collect information from your Windows system.

NOTE: Although the SL1 supports WMI Dynamic Applications, Sciencelogic recommends that you use
PowerShell Dynamic Applications where possible. PowerShell is the preferred management platform
for Microsoft products.

All of the WMI Dynamic Applications include a discovery object. If you include a credential for WMI Dynamic
Applications in the discovery session that includes your Windows system, SL1 will automatically align the
appropriate WMI Dynamic Applications to the Windows system. For more information about creating a discovery
session, see the Discovery & Credentials manual.

The following PowerPack includes WMI Dynamic Applications for Microsoft systems.

Microsoft Base Pack

NOTE: The Dynamic Applications in this PowerPack support Windows Server 2008, 2012, and 2016, as
well as Windows XP, 7, 8, and 10 desktop systems.

The following WMI Dynamic Applications can be used to collect performance data from Windows Servers or
Windows deskfop systems as a user with standard permissions:

o Windows CPU

o Windows Disk

o Windows Interface

o Windows Memory
The following WMI Dynamic Applications can be used to collect configuration data from Windows Servers or
Windows deskiop systems as a user with standard permissions:

o Windows Asset

o Windows Process List

o Windows Service List

o Windows SMART Status
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Relationships with Other Types of Component Devices

Additionally, the Dynamic Applications in the Microsoft Base Pack PowerPack can automatically build relationships
between Windows servers and other associated devices:

« Ifyou discover Dynatrace devices using the Dynamic Applications in the Dynatrace PowerPack, SL1 will
automatically create relationships between Windows servers and Dynatrace hosts.

o Ifyou discover Cisco AppDynamics devices using the Dynamic Applications in the Cisco:
AppDynamics PowerPack, SL1 will automatically create relationships between Windows servers and
AppDynamics nodes.

o Ifyou discover New Relic devices using the Dynamic Applications in the New Relic APM Pro PowerPack, SL1
will automatically create relationships between Windows servers and New Relic servers.
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Chapter

Creating SNMP and WMI Credentials for
Windows Devices

Overview

The following sections describe how to create SNMP and WMI credentials for Windows devices that you want to
monitor with SL1:

Creating an SNMP Credential ... 73
Creating a WMI Credential ... .. e 76
Testing Windows Credentials . . 78
SNMP Credential Test - . 78
Basic/Snippet Credential Test ... 78
Running a Windows Credential Test .. .. 78

Creating an SNMP Credential

SNMP Credentials (called "community strings" in earlier versions of SNMP) allow SL1 to access SNMP data on a
managed device. SL1 uses SNMP credentials to perform discovery, run auto-discovery, and gather information
from SNMP Dynamic Applications.
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To create an SNMP credential:

1. Gotothe Credential Management page (System > Manage > Credentials).

Credential Management | Credentials Found [62] Actions Reset
Create SNMP Credenfial

Profile Name * Organization Use Use Use ) Credential User Host R
( ) ] | I i Create SOAP/XML Host Credential
1| & Amazon Web Services Gredential iy System ~  —  — SOAP/XMLHost [AWS AccountAccess texample.com . Create LDAP/AD Credential
2. B Azure Credential - SOAP/XML 2l orgs] —~  —  — SOAPXMLHesi <AD_USER> login.windors net } Create Basic/Snippet Credential
3. Azure Credential - SSH/Key #ylal orgs] ~ = | - sSHiKey <SUBSCRIPTION_ID_H %D 2 Create SSHiKey Credental
4. B Cisco SNMPv2 - Example 2l orgs] -~ — sNwP = = | Create PowerShell Cregential
5. B Cisco SNMPv3 - Example §ylallorgs] - - - suwe [USER_GOES_HERE] -
6. B Gisco ACI 2t orgs] ~ - 12 Basc/Snippet  admin 17336219.45 “3 0 62 20150514 150524  em7admin [m]
7. B Cisco: ACI Credential lallorgs] - = — BasciSmppet  admin 198.18.133.200 @0 61 20150514 143220 em7admin )
8. Cloudkick - Example g at orgs] - -~  — BasciSnppet  [SECURITY KEY GOES 127.0.0.1 443 5000 9 20150514 11:25:31  em7admin ]
9. B GUGM PerfmonSarvics 8.0 Exampls gy al orgs] ~ =~ SOAPXMLHost - %D 8443 2000 4 20150514 112512 em7admin m
10. B EMT Gentral Database gy al orgs] -~ — Database root locahost 6 0 51 20150514 11:26:41  em7admin m]
11 BEMT Golector Database yla orgs] -~ — Database root %D T o 14 201505-14112543  em7admin O
12. BEMTDB 2l orgs] -~ — Dafabase root %D 6 0 35 20150514 112632 em7admin m]
13. B EMT DB- DB Info iy lall orgs] ~ = — SOAPXMLHest roet %D e 3000 38 20150514 112632 em7admin O
14, 8 EMT DB - My cnf 2l orgs] —~  —  — SOAPIXMLHost root %D 80 3000 37 20150514 112632 em7admin [m]
15| BEMT DB- Sio.conf §ylallorgs] —~  —  — SOAPIXMLHost root %D 8 3000 36 201505-14112632  em7admin O
16. @ EMT Default V2 2t orgs] - - - SNWP - - 161 1500 10 20150514 112542 em7admin m]
17 BEMT Defaul V3 lallorgs] - =~ SNWP em7defaulty3 - 181 500 M 20150514 112542 em7admin )
18. 8 EMG - Example g at orgs] -~ —  — BasciSnppet  root %D 443 10000 15 20150514 11:25:47  em7admin ]
19, B GoGrid - Example §ylal orgs] —~  —  — [EBasc/Smppet  [SECURITY KEY GOES 127.0.0.1 443 5000 16 20150514 112551  em7admin a=
20 B IPSLA Example gy al orgs] - - - 181 1500 5 201505-14112514  em7admin [m]
21| B LifeSize: Endpoint SNMP. gy la orgs] - =~ snwe control - 181 3000 18 20150514112558  em7admin O
22. B LifeSize: Endpoint SSHICLI 2l orgs] —~  —  — Easi/Snppel  auio %D 2 3 17 20150514 112558 em7admin m]
23, | Blocal AP] iy lall orgs] ~ -~ |~ [BasiiSnppet  em7admin 10.0.0.180 e 5000 22 20150514 112641 em7admin O
24 B Nethpp T-mode 2l orgs] — -~ — BasciSnippet root %D 443 3000 24 20150514 112620  em7admin m]
25 @ NetppwiSSL Option #lallorgs] ~ =~ SOAPXML Host root %D 443 3000 26 2015051412620  em7admin O
26 Netpp wiSSL Option Off 2l orgs] -~ — SODAPXMLHost root %D 443 10000 25 2015-05-14 11:2620  em7admin @]
27 @Nexus neteont gy lat orgs] - = -~ Basc/Snippet - %D 2 10000 6 20150514 11:25:16  em7admin O
28 @ Nexus snmp 2t orgs] - - - 161 10000 7 20150514 112516 em7admin ]
29. | B Polycom - Advanced gyla orgs] ~ = — SOAPXMLHest admin %D 80 20000 28 20150514 11:26:24  em7admin O
30. #Polycom - CDR gy al orgs] —~  —  — SOAP/XMLHest admin %D 80 20000 31 2015051411624 em7admin ]
31, P Polycom - Interface gy la orgs] —~  —  — SOAPXMLHest admin %D s 20000 29 20150514 112624 em7admin -
[selct acton) v

2. Click the [Actions] button and select Create SNMP Credential. The Credential Editor page appears.

Credential Editor X
Create New SNMP Credential Reset

Basic Settings

Profile Name SNMP Version
( | (1snmP V2] v]

Port Timeoutims) Retries
[181 | [1s00 ] 1 ]

SNMP V1/V2 Settings
SNMP G ity {Read-Cnly) SNMP C ity {Read/VVrite)

SNMP V3 Settings

Security Mame Security Passphrase
Authentication Protocol Security Level SMNMP v3 Engine ID
¥ | | [ Authent Only |
Context Name Privacy Protocol Privacy Protocol Pass Phrase
[DES] v

3. Supply values in the following fields:

o Profile Name. Name of the credential. Can be any combination of alphanumeric characters. This
field is required.

o« SNMP Version. SNMP version. Choices are SNMP V1, SNMP V2, and SNMP V3. The default value
is SNMP V2. This field is required.
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o Port. The port SL1 will use to communicate with the external device or application. The default value
is 161. This field is required.

« Timeout (ms). Time, in milliseconds, after which SL1 will stop trying fo communicate with the SNMP
device. The default value is 1500. This field is required.

o Retries. Number of times SL1 will try fo authenticate and communicate with the external device. The
defaultvalue is 1. This field is required.

SNMP V1/V2 Settings

These fields appear if you selected SNMP V1 or SNMP V2 in the SNMP Version field. Otherwise, these
fields are grayed out.

o SNMP Community (Read Only). The SNMP community string (password) required for read-only
access of SNMP data on the remote device or application. For SNMP V1 and SNMP V2 credentials,
you must supply a community string, either in this field or in the SNMP Community (Read/Write)
field.

o SNMP Community (Read/Write). The SNMP community string (password) required for read and
write access of SNMP data on the remote device or application. For SNMP V1 and SNMP V2

credentials, you must supply a community string, either in this field or in the SNMP Community (Read
Only) field.

SNMP V3 Settings

These fields appear if you selected SNMP V3 in the SNMP Version field. Otherwise, these fields are grayed
out.

o Security Name. Name for SNMP authentication. This field is required.

« Security Passphrase. Password to authenticate the credential. This value must contain at least 8
characters. This value is required if you use a Security Level that includes authentication.

« Authentication Protocol. Select an authentication algorithm for the credential. Choices are MD5 or
SHA. The default value is MD5. This field is required.

o Security Level. Specifies the combination of security features for the credentials. This field is required.
Choices are:
o No Authentication / No Encryption.
o Authentication Only. This is the default value.
o Authentication and Encryption.

o SNMPv3 Engine ID. The unique engine ID for the SNMP agent you want o communicate with.

(SNMPv3 authentication and encryption keys are generated based on the associated passwords and
the engine ID.) This field is optional.

o Context Name. A context is a mechanism within SNMPv3 (and AgentX) that allows you to use

parallel versions of the same MIB objects. For example, one version of a MIB might be associated with
SNMP Version 2 and another version of the same MIB might be associated with SNMP Version 3. For
SNMP Version 3, specify the context name in this field. This field is optional.
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o Privacy Protocol. The privacy service encryption and decryption algorithm. Choices are DES or AES.
The default value is DES. This field is required.
« Privacy Protocol Passphrase. Privacy password for the credential. This field is optional.

4. Click the [Save] button to save the new SNMP credential.

5. Repeatsteps 1-4 for each SNMP-enabled device in your network that you want to monitor with SL1.

NOTE: When you define a SNMP Credential, SL1 automatically aligns the credential with all organizations of
which you are a member.

Creating a WMI Credential

NOTE: Although the SL1 supports WMI Dynamic Applications, Sciencelogic reommends that you use
PowerShell Dynamic Applications where possible. PowerShell is the preferred management platform
for Microsoft products.

If you configure your Windows system to respond to WMI requests from SL1, you can use WMI Dynamic
Applications to collect information from your Windows system.

All of the WMI Dynamic Applications include a discovery object. If you include a credential for WMI Dynamic
Applications in the discovery session that includes your Windows system, SL1 will automatically align the
appropriate WMI Dynamic Applications to the Windows system. For more information about creating a discovery

session, see the Discovery & Credentials manual.

You can create a credential for WMI Dynamic Applications from the Credential Management page. To create a
credential for a WMI Dynamic Application:

1. Gotothe Credential Management page (System > Manage > Credentials).
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2. Selectthe [Create] button in the upper right of the page. Select Basic/Snippet Credential.

P o o resues o
1 Pe160 il orgs] %0 443 20000 3 if
2 Bote sorgs %0 w oo s &)
3 llorgs) 57 -7 SHue - - 161 2000 £ ]
o Bota sorgs - - - sw = = W s ® &)
5. llorgs) —~ - — Basc/Snippet [SECURTY KEY GOES HER127.0.0.1 443 5000 2 ]
. vorgs ~ T 5 oAbt sne %0 e o0 2 &)
7 llorgs) - -8 ‘SOAPDOIL Host em7app. %0 8443 10000 51 ]|
. sorge ST sommuike - % e a0 1w &]
o ot ) 202D e oo %0 ) 1 &l
o sorgs ] = s - - 10 18 20130227161540  emredmn &
" o) 9 == swe et = 61 500 15 2012227 tss0  entaamn |
@ sorge = B =) osctopeta s % @ o0 7 omomiua ok &l
I ot ors) SoD D o = = 61 1500 &l
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3. The Credential Editor page appears, where you can define the following fields:

Credential Editor

Create New Basic/Snippet Credential Reset

Basic Settings

Credential Name

( )

Hostname/IP Port Timeout(ms)

[ J J )

Username Password

Save

o Credential Name. Name of the credential. Can be any combination of alphanumeric characters.

o Hostname/IP. Hosthame or IP address of the device from which you want fo retrieve data. To use the
same WMI default credential for multiple devices, enter %D in this field.

o Port. Port number associated with the data you want to retrieve. For WMI Dynamic Applications that
perform WBEM requests, supply the port used by the WBEM service on the device. For WMI Dynamic
Applications that perform WMI requests, which includes all default WMI Dynamic Applications in SLT,
enter any valid port number in this field; the platform does not specify a port number when performing
WMI requests.

« Timeout (ms). Time, in milliseconds, after which the platform will stop trying fo communicate with the
authenticating server.

o Username. Username fOI’ a user accounton the device.
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NOTE: To specify a domain user, enter the username in the format DOMAIN\username. In most cases, you
should use a domain user in the credential and use the format DOMAIN\username.

o Password. Password for a user account on the device.

4. Tosave the credential, select the [Save] button. To clear the values you set, select the [Reset] button.

Testing Windows Credentials

Credential Tests define a series of steps that SL1 can execute on-demand to validate whether a credential works
as expected. This section describes the SNMP and Basic/Snippet Credential Tests that are included in the default
installation of SLT.

SNMP Credential Test

The SNMP Credential Test can be used to test an SNMP credential for connectivity. The SNMP Credential Test
performs the following steps:

o Test Reachability. Performs an ICMP ping request fo the host specified in the credential.

o Test Port Availability. Performs an NMAP request to the UDP port specified in the credential on the host
specified in the credential.

o Test SNMP Availability. Atempts an SNMP getnext requestto .1.3.6.1 using the credential.

Basic/Snippet Credential Test

The Basic/Snippet Credential Test can be used to test a Basic/Snippet credential for connectivity. The
Basic/Snippet Credential Test performs the following steps:

o Test Reachability. Performs an ICMP ping request fo the host specified in the credential.

o Test Port Availability. Performs an NMAP request to the TCP port specified in the credential on the host
specified in the credential.

o Test Name Resolution. Performs an nslookup request on the host specified in the credential.

Running a Windows Credential Test

To run a Windows credential test from the Credential Management page:

1. Gotothe Credential Management page (System > Manage > Credentials).
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2. Click the [Actions] menu, and then select Test Credential. The Credential Tester modal page appears:

Credential Tester [BETA] X

Test Type [[ SNMP Credential Test ] E|

Credential [ EM7 Default V2 B
Hostname/IP [ ]

Collector [em7ao E'

3. Supply values in the following fields:

« Test Type. Select a credential test to run.

« Credential. Select the credential you want to test. This drop-down list includes only credentials that
you have access to that can be tested using the selected credential test.

« Hostname/IP. Enter a hostname or IP address that will be used during the test. For example, if you
are festing an SNMP credential, the hosthame/IP address you supply will be used to perform a test

SNMP request.
o Collector. Selectthe All-In-One Appliance or Data Collector that will run the test.

4. Click the [Run Test] button to run the credential test. The Test Credential window appears:

Test Credential | Test execution complete

Step Description Log Message Status

1 Test Reachability Check to see if the device is reachable using ICMP The device is reachable using ICMP. The average response time is 0.397ms (7]
2 Test Port Availability Check to see if the SNMP port is open Port 161 is open 7]
3 Test SNMP Availability Check to see if a walk of SNMP will retur results The SNMP SysName is ScienceLogic EM7 G3 - All-In-One 7]

The Test Credential window displays a log entry for each step in the credential test. The steps performed
are different for each credential test. The log entry for each step includes the following information:

o Step. The name of the step.
o Description. A description of the action performed during the step.
« Log Message. The result of the step for this execution of the credential test.

o Status. Whether the result of this step indicates the credential and/or the network environment is
configured correctly (Passed) or incorrectly (Failed).

« Step Tip. Mouse over the question mark icon (E) to display the tip text. The tip text recommends
what to do to change the credential and/or the network environment if the step has a status of "Failed".

5. Optionally, you can click the [Execute Discovery Session] button to run a discovery session using the
Credential, Hostname/IP, and Collector you selected in the Credential Tester modal page.
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Chapter

Monitoring a Windows Cluster

Overview

The following sections describe how to monitor a Windows Cluster using SL1:

Monitoring Windows Clusters in the Sciencelogic Platform ... ... . ... .. ... ... .. ............ 80
Discovering Cluster Nodes ... 81
Aligning a Dynamic Application with a Cluster Node ... . . 81
Disabling Collection of a Dynamic Application on a Device .............oooi e, 82
Discovering the Cluster IPAAress ... 83
Aligning Dynamic Applications with the Cluster Device ... . ... . 85
Using a Device Template to Configure Dynamic Applications ... .. 86

Monitoring Windows Clusters in the Sciencelogic Platform

The general approach for monitoring a Windows Cluster is to discover each cluster node and then discover the
shared IP address as an additional, separate, device:

» Foreach cluster node, configure SL1 to monitor the non-cluster related aspects of the devices. For example,
the CPU, memory, and inferface utilization for each node. When you configure monitoring for each cluster
node, you will ensure that the cluster services are not monitored on each cluster node.

« Forthe additional device that represents the cluster itself, configure SL1 to monitor the clustered services. For
example, you would align the performance Dynamic Applications that collect data about a Windows device
to this device record. When you configure monitoring for the device record that represents the clustered
services, you will ensure that node-specific data, for example, CPU, memory, and inferface utilization, is not
monitored through the shared IP.
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NOTE: Version 101 of the Microsoft: SQL Server Enhanced PowerPack does not support the ability to monitor

SQL Server clusters. The SQL Servers that you monitor must not be using Windows Server Failover
Clustering (WSFC) or SQL Server Failover Cluster Instances (FCI) for high-availability.

By monitoring the shared IP address separately, SL1 will always poll the active cluster node for information about
the clustered service.

Discovering Cluster Nodes

The steps to discover the individual cluster nodes depend on the types of Dynamic Application you will use to
monitor the cluster services, i.e. the Dynamic Applications that will be aligned with the device record for the shared
IP address. When you discover each cluster node, you must configure SL1 to ensure that the Dynamic Applications
for the clustered service are not aligned automatically.

There are several approaches to preventing the Dynamic Applications for the clustered service from being
automatically aligned to each cluster node:

« Inthe discovery session for a cluster node, do not include any credentials that can be used to collect the

Dynamic Applications for the clustered service. For example, if you will use WMI Dynamic Applications to
monitor the clustered service, do not include a credential that can be used to successfully make WMI requests
in the discovery session. By using this method, you might prevent the automatic alignment of Dynamic
Applications that you would like to align with the cluster nodes; in this case, you would have to align those
Dynamic Applications manually.

In some cases, you might need or want to include credentials that can be used to collect Dynamic
Applications for the clustered service in the discovery session for a cluster node. This typically occurs when the
Dynamic Applications for the clustered service use the SNMP protocol. If you need to include any credential
that can be used to collect Dynamic Applications for the clustered service in the discovery session for a cluster
node, you can allow the Dynamic Applications for the clustered service to align with the device records for the
cluster nodes, then manually disable collection for those Dynamic Applications on those devices. SLT will not
re-enable collection for those Dynamic Applications.

The following sub-sections describe how to manually align a Dynamic Application with a cluster node and how to
disable collection of a Dynamic Application on a device. If you are configuring SL1 to monitor multiple clusters that
provide the same service, you can speed up both of these tasks by creating and applying device templates.

Aligning a Dynamic Application with a Cluster Node

If you need to manually align a Dynamic Application to a cluster node, perform the following steps:

1.

2
3.
4
5
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Goto the Device Manager page (Registry > Devices > Device Manager).

Select the wrench icon ( ﬁ) for the cluster node. The Device Properties page is displayed.
Select the [Collections] tab. The Dynamic Application Collections page is displayed.
Select the [Action] button.

Select Add Dynamic Application. The Dynamic Application Alignment page appears:
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Dynamic Application Alignment

Dynamic Applications

Credentials

Select A Dynamic Application First

Database Performance:
|_EMT: Event Count
|_EM7T: High Freguency Data Pul
P Configuration-

|_Cloudkick: Overview

|_Cloudkick: State

|_EMC Agent Information

_EMC Cache Config

LEMC Caching

|_EMC Customer Replaceable Unit Config
|_EMC Disk Config

|_EMC Lun Config

LEMC Lun Discovery

|_EMC Raid Group Config

|_EMC Storage Processor Config
|_GoGrid: Overview

_GoGrid: Password Lists

|_GoGrid: Server Images

|_GoGrid: Status

|_Host Resource: Memory Config
|_Microsoft HyperV Guest Configuration
|_Rackspace: Backup Schedule
|_Rackspace: Flavors

|_Rackspace: Images

»

6. Inthe Dynamic Application Alignment page, select the Dynamic Application you want to align in the

Dynamic Applications field.

7. Inthe Credentials field, select the credential for the Dynamic Application.
8. Selectthe [Save] button.

Disabling Collection of a Dynamic Application on a Device

If you need to manually disable collection for a Dynamic Application on a device, perform the following steps:

1. Gotothe Device Manager page (Registry > Devices > Device Manager).

2. Selectthe wrench icon ( ;ﬁ) for the device record for the cluster. The Device Properties page is displayed.
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3. Selectthe [Collections] tab. The Dynamic Application Collections page is displayed:

= MSSOL-CLUSTER-1.QA LOCAL Man. o= Physical Device '
10.168 44 206 | 38 Servers “\,
= Microsoft Windows 2008 Server R2 -
+ DC-Servers 2 days, 17:24:26 | Windows2008
= Active c = 2012-03-19 12:45.00 !
~ Hardware: Intel64 Family 6 Model 46 Stepping 6 AT/AT COMPATIBLE - £ Gro = CUG|em7_ao
Dynamic Appli(:alionTII Collections -E-m
amic Apgd o Poll Frequency Type Credzntia
-+ Informant: Memory 312 5 mins. SNMP Performance Default SNMP Credential j |:|
+ Informant: Wolumes 314 5 mins. SNMP Performance Default SNMP Credential ¥F
+ MSSQOL: General 84 10 mins SHMP Performance Default SNMP Credential =]
-+ MSSQAL: Memory 83 10 mins SNMP Performance Default SNMP Credential 7 |:|
+ MSS0L: SOL Stats &2 10 ming. SNMP Performance Default SNMP Credential / 71
+ Host Resource: CPU Config 12 1440 mins. SHMP Configuration Default SNMP Credential i |:|
-+ Host Resource: Software 9 120 mins SNMP Configuration Default SNMP Credential /’ |:|
+ Host Resource: CPU 10 S mins. Snippet Performance Default SNMP Credential 7 |:|
~+ Host Resource: Memory 8 5 mins. Snippet Performance Default SNMP Credential =]
+ Host Resource: Memory Config " 1440 mins. Snippet Configuration Default SNMP Credential FE
[[5elect Action] M| c- |

4. Select the checkbox for each Dynamic Application you want to disable.
5. Inthe Select Action drop-down list, select Disable All Collection Objects.
6. Selectthe [Go] button.

Discovering the Cluster IP Address

To discover the additional device that represents the cluster, you must run a discovery session to discover a shared
IP address for the cluster as a pingable device. By discovering the shared IP address as a cluster, you will prevent
SL1 from automatically collecting node-specific data using SNMP. After discovering the cluster as a pingable
device, you can manually align the Dynamic Applications that will monitor the clustered service with the device
record for the cluster.

If you are configuring SL1 to monitor multiple clusters that provide the same service, you can create a device
template to speed up the manual configuration of Dynamic Applications.

To discover the virtual IP of the cluster as a pingable device:

1. Gotothe Discovery Control Panel page (System > Manage > Discovery).
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2. Selectthe [Create] button. The Discovery Session Editor page appears:

Discovery Session Editor | Create Hew mm

IP and Credentials Detection and Scanning Basic Settings

IP Address Discovery List Initial Scan Lewvel Discover Non-SHMP Model Devices

10.168.44 205 @ | |[system Defautt recommended) [+ | & aQ aQ

Scan Throttle Duplication Protection
| System Default (recommended) El G |:| Q
Upload Fil
Browse for file == I| @ Port Scan AllPs Collection Server PID:
| System Default (recommended) EI (%] | Lem7_ao EI e
Port Scan Timeout Organization
SNMP Credentials | System Default (recommended) El (7] 5 %)
yatem]

SHMP e | [~]
|_cO=smis Detection Method & Port Add Devices to Device Group(s)
|_EM7 Defautt V2 [ Default Method ] - & Mone -
|_EMY Default V3 UDP: 161 SNMP |:| cisco_switches
|_SNMP Public W1 TCP: 1 - tcpmux windows_servers
|_SNMP Public W2 TCP: 2 - compressnet

i TCP: 3 - compressnet
TCP: 5-rje
Other Credentials TCP: 7 - echo
= = TCP: 9 - dizcard
-6
|_Cloudkick - Example B TCP: 11 - systat
|_EMC - Example TCP: 13 - daytime
|_GoGrid - Example TCP: 17 - gotd i
|_Rackspace - Example TCP: 12 - mep
|_Windows cluster IEE ;g = ;’1 ﬁfg?" Apply Device Template
| Windows em7admin - U= np—da a - | [ Choose a Template | EI @
Log Al
o'e

3. Supply values in the following fields:

o IP Address Discovery List. Enter the shared IP address for the cluster.

o SNMP Credentials. Do not select any credentials.

« Other Credentials. Do not select any credentials.

o Discover Non-SNMP. Select this checkbox.

« Duplication Protection. Deselect this checkbox. If you discovered the cluster nodes as SNMP
devices, SL1 will have associated the shared IP address for the cluster with one of those nodes. You
must disable duplication protection for SL1 to discover the shared IP address as a new device.

« Apply Device Template. If you are using a device template to configure Dynamic Applications,

select the device tfemplate in this field.

For the other fields in this page, you can use the default values or select different values based on your

operating procedures.

Select the [Save] button.

In the Discovery Control Panel page, select the lightning bolt icon ( - 4
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Aligning Dynamic Applications with the Cluster Device

To manually align a Dynamic Application to the device record for the cluster, perform the following steps:

85

1.

2
3.
4
5

Go to the Device Manager page (Registry > Devices > Device Manager).

Selectthe wrench icon ( :P) forthe device record for the cluster. The Device Properties page is displayed.

Select the [Collections] tab. The Dynamic Application Collections page is displayed.

Select the [Action] button.

Select Add Dynamic Application. The Dynamic Application Alignment page appears:

Dynamic Application Alignment

Dwvnamic Applications

Credentials

Select A Dynamic Application First -

Database Performance:
|_EMT: Ewent Count
|_EWT: High Frequency Data Pull

Sippet Configuration:
|_Cloudkick: Overview
|_Cloudkick: State
|_EWMC Agent Information
|_EMC Cache Config
|_EMC Caching
|_EMC Customer Replaceable Unit Config
|_EMC Disk Config
|_EMC Lun Config
|_EMC Lun Discovery
|_EWC Raid Group Config
|_EMC Storage Processor Config
|_GoGrid: Overview
|_GoGrid: Password Lists
|_GoGrid: Server Images
|_GoGrid: Status
|_Host Resource: Memory Config
|_Micro=oft Hyper'V Guest Configuration
|_Rackspace: Backup Schedule
|_Rackspace: Flavors
|_Rackspace: Images

- -

In the Dynamic Application Alignment page, select the Dynamic Application you want o align in the

Dynamic Applications field.

In the Credentials field, select the credential for the Dynamic Application.

Select the [Save] button.
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Using a Device Template to Configure Dynamic Applications

If you are configuring SL1 to monitor multiple clusters that provide the same service, you can create a device
template to speed up the manual configuration of Dynamic Applications on the cluster nodes and/or the device
record that represents the cluster.

To create a device template that configures a Dynamic Application on a device:

1. Gotothe Configuration Templates page (Registry > Devices > Templates).
2. Selectthe [Create] button. The Device Template Editor page is displayed.
3. Selectthe [Dyn Apps] tab. The Editing Dynamic Application Subtemplates page is displayed:

Device Template Editor | Editing Dynamic Application Subtemplates (Click field labels to enable/disable them) mm

| Template Namel | |

Subtemplate Selection Template Application Behavior

Align Dynamic Application With
| All devices (glign new applications and update collection states)

<l Add New Dynamic App Sub-Temp

Dynamic Application Settings

Dynamic Application

| Alteon: Load Trending

m
@
al
C
|
4

Default SNI

4| [ ’

Dynamic Application Thresholds

No thresholds available for selected application

4. Select Add New Dynamic App Sub-Template in the left pane.
5. Supply values in the following fields:

« Align Dynamic Application With. Select All devices.
o Dynamic Application. Select the Dynamic Application that you want to configure.

« Credentials. If you want to use the device template to align Dynamic Applications with a device, enable this
field by clicking on the field name. Select the credential you want to align with the Dynamic Application on all
devices to which this femplate is applied. If you want to use the device femplate to disable collection for this
Dynamic Application, do not enable this field.
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6. Ifyou want to use the device template to disable collection for this Dynamic Application, select the name of
each object that appears in the Dynamic Application Settings page. The object names appear below the
Credentials field. In the drop-down list for each object, select Disabled.

7. Ifyou wantto configure multiple Dynamic Applications with this device template, repeat steps 4-6 for each
additional Dynamic Application.

8. Selectthe [Save] button.

You can apply the device template to all devices in a discovery session by selecting the device template in the
Apply Device Template field in the discovery session. To apply a device template to one or more devices after
discovery:

1. Gotothe Device Manager page (Registry > Devices > Device Manager).

2. Selectthe checkbox for each device to which you want to apply the device template.
3. Inthe Select Action drop-down list, select Modify By Template.
4. Selectthe [Go] button. The Device Template Editor page is displayed:
Device Template Editor | Applying Template to Devices | Config Template Settings (Click field labels to enable/disable them)
| Template| Mew / One-off Template El Save When Applied & Confirmed [ Template Name | ] |
Access & Monitoring Device Preferences
Device Organization | Acme Corporation | Auto-Clear Events Scan All IPs
SNMP Read [ clsmls | sNMPwirite [ None |
Awvailability Protocol [ TCP | Awvail Port [ICMP | Accept Al Logs Dynamic Discovery
Latency Protocol [ TCP | Latency Port [ICMP |
Avail+Latency Alert | Disabled | Daily Port Scans Preserve Hostname
Collection | Enabled | Collector Grp |CUG |
Auto-Updat: Disable Azset Updat
Coll. Type [Standard | plo-tpeate SablE Assel Hpdate
Critical Ping [ Disabled |
Event Mask | Disabled |
Device Retention & Basic Thresholds
System Latency|'—§ 500( ms | Bandwidth Data|-’£ ! L 30| days | o
Normalized E!'a'\-'EZata|.I . L 30| days |
Device Logs l.1ax|.l: . . 5000| records | Performance Eata|.'£ ! . 30| days | =
Log Age ;_1ﬂx|-r£ | 1 30| days | Hormalized Perfl:ata|.'£ . ! 30| days |
Number cfA-.-aiIatiI'rty|.l; . . 1| pings | Ping Packet Size | o 1g L L 100| % |
Pings 57
Apply

5. Selectthe device template that you want to apply in the Template field.
6. Selectthe [Apply] button. A summary of the changes you are about to make is displayed.
7. Selectthe [Confirm] button.
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Chapter

7

Automatically Restarting Windows Services

Overview

The following sections describe how to use the Windows Restart Automatic Services PowerPack in SL1:

What is the Windows Restart Automatic Services PowerPack? ... .. . . .. . .. ... 88
Configuring the Windows Restart Automatic Services PowerPack ... .. .. ... . ... .. ... ............... 89
Excluding Automatic Services .. ... . 90
Viewing the List of Excluded Services ... 90
Adding an Excluded Service for All Devices ... 90
Adding an Excluded Service for a Single Device ... . o1
Removing an Excluded Service ... o1
What is the Windows Restart Automatic Services PowerPack?
The Windows Restart Automatic Services PowerPack can be used to:
« Monitor the state of Windows services with a startup type of "Automatic" using WMI.
o Automatically start failed services by making an RPC over SMB request.
88
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Configuring the Windows Restart Automatic Services
PowerPack

To configure the content in the Windows Restart Automatic Services PowerPack:

1. Configure your Windows device to respond to remote WMI requests.

2. Create a WMI credential for your Windows device .

3. Align the "Windows Find Automatic Services Not Running" Dynamic Application to the device with the WMI
credential. If you include the WMI credential you created in the discovery session for your Windows device,

this Dynamic Application will be aligned automatically.

The Dynamic Application collects the status of all services with a startup type of "Automatic" that are not on the
exclusion list:

[ Summary | Pertormance | Conhgs | " | imertaces | Loz |

e rens | Orenaaton |
Dy = TLOOE-HQ-AP-01.MSTLO0E. local Type Physical Device E
I 10.0.6.38| 1085 ry  Servers ‘ \,
Microsoft Windows Server 2008 R2 X .
System = 0 days, 00:08:44 I& Windows 2008
Col Active 2014-03-07 17:30:00
Hardware: Intel54 Family 6 Model 44 Stepping 2 AT/AT COMPATIBLE - So G o CUG_238|em7_cu_238
(—Host Resource: CPU Config Configuration Report | Windows Find Automatic Services Not Running Actions Reset Guide
[—Host Resource: Memory Config Snap-Shot Date [2014-03-07 16:50:00] | snap-shots |
—Host Resource: Software o
Lwindows Find Automatic Services 1| | | Autematic Services il
DisplayName MName State
1 Instr Winmgmt Running
2. Hyper-V Guest Shutdown Service wvmicshutdown Running
3. Shell Hardware Detection ShellHWDetection Running
4. IP Helper iphipsvc Running
5. Application Host Helper Service AppHostSve Running
6. Windows Firewall MpsSvec Running
7. DHCP Client Dhecp Running
& Windows Font Cache Service FontCache Running =
9. Netlogon Netlogon Running T
10. Network Store Interface Service nsi Running
11, Remote Procedure Call (RPC) RpcSs Running
12. User Profile Service ProfSve Running
13. Power Power Running
14. COM+ Event System EventSystem Running
15, World Wide Web Publishing Service W3sve Running
16. Microsoft NET Framework NGEN v4.0.30319_X54 clr_optimization_v4.0.30319_64 Stopped
17. MNet Pipe Listener Adapter NetPipeActivator Running P
18. Windows Event Log eventiog Running
19. Nong Wong Mone
20, Microseft .NET Framework NGEN v4.0.30319_X386 clr_optimization_v4.0.30319_32 Stopped
21. DCOM Server Process Launcher DcomlLaunch Running
22 Software Protection SppPSVC Running
23. Base Fittering Engine BFE Running
24, Hyper-V Data Exchange Service vmickvpexchange Running
25 Workstation LanmanWaorkstation Running
26. Hyper-V Time Synchronization Service wvmictimesync Running
27. Net.Tcp Listener Adapter NetTcpActivator Running
28. Distributed Link Tracking Client TrkWks Running
2%  Server LanmanServer Running
l:l m 30. Print Spooler Spooler Running -

If a service with a startup type of "Automatic' is in a non-running state, SL1 will generate a major event. By default,
this event will trigger the "Start Required Windows Services" automation policy, which will execute an RPC over

SMB request to start the failed service. No additional configuration is required to configure this automation.
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Excluding Automatic Services

The master.definitions_service_autostart_exclude database table specifies service with a type of "Automatic" that
should not be monitored by the "Windows Find Automatic Services Not Running" Dynamic Application, either for a
single device or all devices. The following services are defined as excluded for all devices by default:

o ATl HotKey Poller

« Distributed Transaction Coordinator

o Performance Logs and Alerts

o Removable Storage

o TPM Base Services

o Windows Service Pack Installer update service

o VSS

Viewing the List of Excluded Services

You can view the list of excluded services by performing the following steps:

1. Gotothe Database Tool page (System > Tools > DB Tool).
2. Inthe SQL Query field, type the following query:

SELECT * FROM master.definitions service autostart exclude;

3. Click [Go].
4. The outputincludes the following fields:
« service_name. The name of the excluded service.

« did. The ID for the device for which the service is excluded. If this value is 0, the exclusion applies to
all devices.

Adding an Excluded Service for All Devices

You can exclude a service for all devices by performing the following steps:

1. Gotothe Database Tool page (System > Tools > DB Tool).
2. Inthe SQL Query field, type the following query, supplying the service name where indicated:

INSERT INTO master.definitions service autostart exclude VALUES ("<service
name>",0) ;

3. Click [Go].
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Adding an Excluded Service for a Single Device

You can exclude a service for a single device by performing the following steps:

1. Gotothe Database Tool page (System > Tools > DB Tool).
2. Inthe SQL Query field, type the following query:
« Replace "X" with the device ID for which you want to exclude the service.

o Supply the service name where indicated.

INSERT INTO master.definitions service autostart exclude VALUES ("<service
name>", X) ;

3. Click [Go].
Removing an Excluded Service

You can remove an entry from the list of exclusions by performing the following steps:
1. Gotothe Database Tool page (System > Tools > DB Tool).

2. Inthe SQL Query field, type the following query:
o Replace "X" with the device ID associated with the entry that you want to delete.

« Supply the service name where indicated.

DELETE FROM master.definitions service autostart exclude WHERE service
name="<service name>" AND did=X;

3. Click [Gol].
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